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Abstract

Post-quantum cryptography aims to find quantum-resistant public-key cryptographic schemes,
that is, schemes which remain secure against both quantum and standard computers. In fact in
1994, Shor published an algorithm [85] breaking the nowadays used public-key cryptoschemes
in polynomial time on a quantum computer. The security of public-key algorithms is based
on computationally hard mathematical problems. Among the post-quantum proposals there is
the Multivariate Problem: Solving a multivariate polynomial system over a finite field. The
general and the most computationally efficient method for solving such systems is computing a
Groobner basis of the ideal they generate. In 2021, Beullens [22] used a strategy involving the
MinRank Problem for breaching the most promising multivariate scheme at the time. All the
details regarding public-key schemes and in particular the multivariate one can be found within
the Introduction.

The thesis is divided into three blocks. The goal of Chapter 1 is twofold. It is a collection of
algebraic concepts and classical facts that are used through these pages, in particular, Section 1.1
serves this scope. In addition, the problem of solving polynomial systems via Grbner basis is
fully explained in Section 1.2. In Chapter 2 and Chapter 3, I present the two main works of my
PhD, during which I mainly focused on the analysis of multivariate cryptoschemes twofolds.
Firstly, together with my advisor Elisa Gorla, we propose a new definition of ‘random system’
using the concept of generality mutued from algebraic geometry. The details of this work are
given in Chapter2. On the other hand, with the help of Daniel Cabarcas (Universidad Nacional
de Colombia), we investigated the SupportMinors Modeling, which is a method for modeling
the MinRank Problem used by Beullens in his attack. The specifics of this work can be found
in Chapter 3.

Keywords: Post-quantum cryptography, Post-quantum signatures, Multivariate Cryptography,
MinRank Problem, Random system, Grobner basis, Macaulay Algorithm.
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Résumé

La cryptographie post-quantique vise a découvrir des schémas cryptographiques a clé publique
résistants aux ordinateurs quantiques, c’est-a-dire des schémas qui restent sécurisés contre les
ordinateurs quantiques et classiques. En effet, en 1994, Shor a publié¢ un algorithme [85] ca-
pable de casser les cryptosystemes a clé publique utilisés de nos jours en temps polynomial
sur un ordinateur quantique. La sécurité des algorithmes a clé publique repose sur des prob-
lémes mathématiques computationnellement difficiles. Parmi les propositions post-quantiques,
on trouve le Probleme Multivarié : résoudre un systeme polynomiale multivarié sur un corps
fini. La méthode générale et la plus efficace sur le plan computationnel pour résoudre de tels
systemes est de calculer une base de Grobner de I’idéal qu’ils génerent. En 2021, Beullens [22]
a utilisé une stratégie impliquant le Probleme de MinRank pour briser le schéma multivarié
le plus prometteur a I’époque. Tous les détails concernant les schémas a clé publique, et en
particulier le schéma multivarié, peuvent étre trouvés dans I’ Introduction.

La these est divisée en trois parties. L’objectif du Chapitre 1 est double. Il s’agit d’une
collection de concepts algébriques et de résultats classiques utilisés tout au long de ces pages,
en particulier la Section 1.1, qui sert cet objectif. De plus, le probleme de la résolution des
systeémes polynomiaux via les bases de Grobner est entierement expliqué dans la Section 1.2.
Dans le Chapitre 2 et le Chapitre 3, je présente les deux principaux travaux de mon doctorat,
durant lequel je me suis principalement concentré sur 1’analyse des cryptosystemes multivariés
sous deux angles. Premierement, avec ma directrice de thése Elisa Gorla, nous proposons une
nouvelle définition de « systéme aléatoire » en utilisant le concept de généralité emprunté a
la géométrie algébrique. Les détails de ce travail sont fournis dans le Chapitre 2. D’autre
part, avec I’aide de Daniel Cabarcas (Universidad Nacional de Colombia), nous avons étudié
la modélisation SupportMinors, qui est une méthode utilisée pour modéliser le Probleme de
MinRank utilisé par Beullens dans son attaque. Les spécificités de ce travail se trouvent dans le
Chapitre 3.

Mots-clés: Cryptographie post-quantique, Signatures post-quantiques, Cryptographie multivar-
iée, Probleme du MinRank, Systeme aléatoire, Base de Grobner, Algorithme de Macaulay.
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Introduction

In the basic situation which cryptography arise from there are two people, name them Alice and
Bob, that want to safely exchange secret information on a public channel. Imagine Bob wishes
to send a secret message to Alice. The idea is to encrypt the original message with respect to
an encryption key, i.e. transforming the original ‘plaintext’ into an alternative scrambled form
called ‘ciphertext’ using the rule encoded in the key. In addition, the encryption process should
be done in a way in which only Alice (and possibly Bob) is able to recover the original message
from the scrambled one. To be more concrete a cryptographic scheme is given by two functions
based on the encryption key:

P : {plaintext} — {ciphertext} D : {ciphertext} — {plaintext},

called respectively encryption and decryption function, such that D(P(m)) = m, for all plaintext
m.

If both the encryption and the decryption functions are secret and known by both Alice and
Bob, i.e. the receiver and the sender, then the scheme is a ‘symmetric-key’ scheme and D =
P

Example 1. An easy example of a symmetric-key cryptosystem is the Shift Chiper scheme,
which is based on modular aritmetic. Let {plaintext} = {ciphertext} = Z,¢ and choose a key
k, 0 < k < 25. Then, for x,y € Zy, the encryption and decryption functions related to k are:

Pilx) =x+k mod 26 and Di(y)=y-—k mod 26.

In a symmetric-key cryptosystem the parties have to agree on a prior shared secret key before
starting any conversation on the channel, which is the main issue of this type of cryptography.
In 1976, Diffie and Helman had the idea to use two different, but related, keys for the encryp-
tion and the decryption processes [62]. This couple of keys are associated to the receiver of
messages. The ‘public key’ is published on the channel and allows a sender to encrypt plain-
text. The ‘private key’ is kept secret by the receiver and it is used to decrypt ciphertext. In
‘public-key’ cryptography the encryption function £ is a one-way trapdoor function based on
a computationally hard mathematical problem, that is a function which is easy to compute but
practically impossible to invert without knowing extra information, and the related private key
is precisely this extra information. Notice that such math problems are computationally hard to
solve but theoretically solvable. A ‘well-designed’ system is a system ‘computationally’ secure:
while it is theoretically possible to break such systems inverting %, it is impossible doing so in
practice. RSA is a largely used public-key scheme whose one-way function is described in the
next example.

Example 2. Let be p, q two large primes and define n = pq. Then choose b a positive integer
such that gcd(b, ¢(n)) = 1, where ¢(n) is the Euler’s totient function of n, i.e., p(n) = (p—1)(g -
1). A function that is believed to be one-way is f : Z, — Ly,

f(x) = ¥’ mod n.
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The inverse f~' of this function has a similar form:
() =x" modn,

where a is an integer such that
ab=1 mod ¢(n).

The trapdoor is an efficient method for computing the correct exponent a. In particular it is the
knowledge of the factorization of n = pq. With this extra information, one easily calculates the
Euler’s totient function of n, that is

¢(n) = ¢(pg) = (p - (g - 1)

and then computes the value of a using the Euclidean Algorithm.

The encryption and decryption functions of RSA are respectively f and f~! of Example 2.
Thus, the RSA public key is (n, ) and the private key is (p, g), or equivalently (a). The prob-
lem on which it is based is the hardness of factoring: given some prime numbers it is easy to
multiply them with each other, but given a large number it is computationally hard to find a
prime factorization. In fact, an obvious attack on a RSA primitive is to attempt to factor n. The
following is a small example of the RSA cryptosystem.

Example 3. Alice chooses p = 97 and q = 103, then n = 9991 and ¢(n) = (p — 1)(g - 1) =
9792 = 2%%3%x17. An integer b can be used as encryption exponent if and only if gcd(b, ¢p(n)) =
1, that is if and only if 2,3 and 17 do not divide b. Suppose Alice chooses b = 3107. Then the
decryption exponent is

a=b" mod ¢(n) =3659 mod 9792.

Thereby Alice publishes on the channel her public key (n = 9991, b = 3107) and Bob can use it
for sending safely to her the plaintext m = 6472. He will compute the corresponding ciphertext

c=Pm)=m" modn=6472"" mod 9991 = 7768.
When Alice receives c, she uses her private key a to decrypt the ciphertext by computing
D(c) =c* mod n=7768 mod 9991 = 6472 = m.

In order to choose a b coprime with ¢(n), Alice does not need to to factor ¢(n). She will
use an upgraded version of the Euclidean Algorithm such as Algorithm 6.3 in [86], and in the
meanwhile she will also compute 5~'. The security of RSA cryptosystem relies on the belief
that the encryption function P(p) = p” is a one-way function. The trapdoor that allows Alice to
invert it is the knowledge of the factorization of n = pg, so that she can easily calculate ¢(n) and
then compute a with an extended version of the Euclidean Algorithm. Since both a and b can
be as big as ¢(n)— 1, it might appear infeasible to both encrypt and decrypt a message since they
involves a modular exponentiation, that is the operation x* mod n. However, Alice and Bob
can use the algorithm Square-And-Multiply [86, Algorithm 6.5] for computing the operation
efficiently, i.e. in polynomial time.

Another problem on which public-key cryptography relies nowadays is the Discrete Loga-
rithm Problem: given a multiplicative group (G, -), an element @ € G of order n, and an element



B € (a), find the unique integer a, 0 < a < n — 1, such that o = B. The integer a is denoted
by log, 8 and it is called the discrete logarithm of 8 to the base a. A well known scheme based
on this problem is the ElGamal Cryptosystem. For this purpose, the group G is Z,, where p is
a prime number and « is a primitive element. In this scheme the plaintexts are elements of Z,
and the ciphertexts of Z), X Z,. The public key is the triple (p, @,8) and the private key is the
integer a. For a chosen random number k in Z,_;, the encryption and decryption functions are:

Pu(x) = (@, %85 mod p and D(y;,y:) =y, mod p,

where x € Z;, and yi, y, € Z,, X Z,,. The next example shows how a small ElGamal primitive
works.

Example 4. Let p = 3119 and a = 2, which can be tested to be a primitive element modulo p.
Let a =749, so
B=a" modp=2" mod 3119 = 1810.

In order to send to Alice the plaintext m = 1542, Bob chooses at random k = 925 and keeps it
secret. Then he send her the ciphertext

1, y2) = Poas(m) = (@, 1542 £°°)  mod 3119 = (2406, 1972).
To recover the original plaintext from (y1,y,), she computes
1972 % (2406*)™"  mod 3119 = 1542 = m.

From now on, the public key will be often confused with the encryption function and the
private key with the decryption function. Thanks to the asymmetric structure of public-key
cryptography, encryption-decryption processes are not the only possible. It is also feasible to
generate digital signatures: digital stamps authenticating the identity of the signer and ensuring
non-repudiation, meaning that the signer cannot claim that they did not sign the document. A
valid signature issued by Alice for a document m is the preimage P, (m) = s of m via her public
key P4, which she is able to compute using her related private key. Then the signed document
is the pair (s, m). To verify the validity of s, one checks whether P4(s) = m. Notice that, given
(s,m) a signed document and m" a document different from m, then s cannot be attached to m’
as valid signature since Pa(s) = m # m’'.

Summing up, the currently used public-key cryptosystems, both encryption and signature
schemes, rely on the hardness of Factoring and Discrete Logarithm Problems. It should be
noticed that it is just a presumed hardness. In fact, the research of new computationally hard
problems is an ongoing process. Moreover, in 1994, Peter Shor published an algorithm that
solves both problems in polynomial time on a sufficiently powerful quantum computer. As a
consequence, if such a quantum computer can be constructed, present-day public-key cryptog-
raphy is broken. Even if quantum computation is far from reaching the level required by Shor’s
Algorithm, finding new problems for the so called ‘post-quantum cryptography’ is paramount.
What we can do it is elaborating cryptosystems that remain secure over a standard computer
and are not susceptible to the known quantum attacks. Post-quantum cryptography has focused
on several approaches in recent years. The most promising include the following.

e Lattice-based cryptography can be based on two different problems. Given a lattice £,
the Shortest Vector Problem asks to find a vector v € £ such that its norm is minimal.
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Instead, the Closest Vector problem asks to find the closest vector v € £ to a target vector
not necessary in the lattice. NTRU [64] and CRY STALS-Dilithium [46] are two examples
of lattice-based schemes.

e [sogeny-based cryptography is based on a key-exchange construction called Supersin-
gular Isogeny Diffie-Hellman (SIDH). It relies on the structure of large graphs whose
arrows are special maps between elliptic curves, called precisely isogenies. The most
studied isogeny-based system has been SIKE [37].

e Code-based cryptography’s foundation is the Decoding Problem: given a linear code
C C IFZ, a distance over IE‘Z, an integer r, and a vector y € IFZ whose distance from C is
smaller than r, find a code word ¢ € C and an error e € F} such that y = ¢ + e and its norm
is smaller than . The main representative system of this type of cryptography is Classic
McEliece [71].

e MPC-in-the-Head Signatures, in which a proof of knowledge relying on a Multi Party
Computation in the Head protocol is turned into a signature scheme via the Fiat-Shamir
transform. Moreover, for the MPC-in-the-Head protocol has to be based on a hard prob-
lem: for example MIRA [4] is based on the MinRank Problem.

e Multivariate cryptography relies on the hardness of solving a multivariate polynomial
system over a finite field. This task is known to be hard already for degree 2 systems,
referred to as Multivariate Quadratic (MQ) Problem. Two of the first schemes based on
this problem have been HFE [80] and UOV [65].

The NIST (National Institute of Standards and Technology) runs two competitions for setting
the post-quantum security standards. The first started in 2016, they called for both encryption
and digital signature systems. During the third round almost all the proposals for digital signa-
ture schemes got broken or the cryptanalysis was unreliable. Then, during summer 2023, NIST
announced an additional competition for digital signature schemes. Proposals using all the
above-mentioned post-quantum approaches have been submitted. However, multivariate cryp-
tography is particularly suited for signature schemes: for the same security level, it provides
smaller keys and signature than the other methods.

One of the main attacks that convinced the NIST to run a separate new competition for digital
signature is the one made by Beullens against Rainbow [23], which is a multivariate scheme.
More precisely it is a ‘multi-layered’ version of UOV. I will not introduce either UOV or Rain-
bow, as it is beyond the scope of this thesis. The attack mounted by Beullens is based on the
MinRank Problem:

MinRank Problem. Let F be a field and let m,n, r,k be positive integers. Given as input k
matrices My, ..., M, € F"™", find xi, ..., x; € F such that

k
0<rk (Z XgMg> <r

=1
Refer to Chapter 3 for further details on this problem.

During my PhD, I mainly focused on the analysis of multivariate cryptoschemes. First, to-
gether with my advisor, we propose a new definition of ‘random system’ using the concept of



genericity from algebraic geometry. The details of this work are given in Chapter 2. On the
other hand, with the help of Daniel Cabarcas (Universidad Nacional de Colombia), we inves-
tigated the SupportMinors Modeling, which is a method for modeling the MinRank Problem
used by Beullens in his attack. The specifics of this work can be found in Chapter 3.

In multivariate cryptography one always works with finite fields. Let R denote the polynomial
ring Fy[xi,...,x,], where F, is the finite field of cardinality g. In order to build a typical

multivariate one-way function, let fi,..., f,, € R, and consider the evaluation map
F Iy — Fy
a/:(alla""a/n) = (fl(ala"-’an)7‘-'7fm(a/la'-'7a/n))

To hide the structure of ¥, we compose it with two random invertible linear maps S : IF;’ - TF ;’
and T : F' — F7. We obtain # =T o ¥ o S, a set of m polynomials py,..., p, in n variables
over IF,. The public key of the multivariate scheme related to  is # = (pi,..., p») and the
private key is the triple {F,S,T}. The trapdoor consists of constructing ¥ such that F ! is
efficiently computable. Notice that # should be hard to invert without the knowledge of S, T,
in particular it should be hard to recover the structure of ¥ from #. Given a document 8 € F,
a valid signature related to the system ¥ is a solution of the system

pix1,...,x) =Fi:i=1,...,m}.

The owner of the private key knows the maps S and 7. For them generating a valid signa-
ture amounts to finding a solution of the polynomial system ¥ = T~! o 8, which should be
computationally easy, and then computing its image via S ~'.

The first multivariate cryptosytem was proposed by Matsumoto and Imai [70], but it was
broken by Patarin in 1995 [79]. The following year, Patarin proposed a new multivariate
cryptoscheme: the Hidden Field Equation (HFE) scheme [80]. it was broken by Kipnis and
Shamir [66] just two years later. Patarin subsequently proposed several variations aimed at
enhancing the scheme’s security, such as the vinegar method and the minus method.

The central map of a Hidden Field Equations scheme is a univariate polynomial F with
coefficient in Fy» and deg(F) < D € N. Let ; ;, 8,y € Fn for 0 < j <i < n, and let

FX)= > aiX" "+ BX7 +y.

0<j<i<n 0<i<n
gi+ql<D q'<D
The secret key of an HFE protocol consists of the polynomial F and two invertible affine
maps S : IF’; — IE‘Z and T : IE‘Z — IFZ Let {ui,...,u,} be a basis of F . over IF, and define
an isomorphism ¢ : IE‘Z — Fpovia ¢(x1,...,x,) = > xyu;. We call ¢ N (F(¢(xy,...,x,)) the
multivariate representation of F. Because of the choice of the exponents of X and of the fact
that the Frobenius morphism is linear over F,, the multivariate representation of F' is a set of n
quadratic polynomials in Fy[xy, ..., x,]. In fact

F($(xi,..., %)) = F (Zum) = e
k=1 k=1

where F = {fi, ..., fu} is a set of polynomials in F,[x, ..., x,].
The public key of an HFE scheme is given by a set # = (py,..., p») of n quadratic poly-
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nomials in n variables over [IF,. It is obtained from the secret key by taking the polynomials
of
ToF oS(xy,...,x,).

Here F is identified with a map F; — F. The map T o F o § : F — [P is in turn identified
with a list of n polynomials py,...,p, € F,[x,...,x,], which we denote again by T' o ¥ o §.
The next example is a small example of an HFE central map and the related quadratic systems.

Example 5. Let Fg = F,[z]/(} + 7+ 1), then {1,z, 7%} is an F,-basis of Fg. Setting D = 6, the
following polynomial is a possible central map of an HFE scheme:

FX)=X+z2X° +2X*+ X+ + 1.

For finding the system ¥, one has to compute
F((x1, X2, X3)) = F(x1 + 22X + 2°X3)
and then extract the coefficients of 1,z,z>. In this example one finds:
F ={x1x0 + x1x3 + xpx3 + 1, X1x3 + XoX3 + X1, X1 + xp + 1}

Let S, T : 5 — F3 be two invertible maps represented by the matrices
011 0 01
S=1100) and T=[0 1 0O
1 10 1 11
Then the public key of the scheme is the family

P = {)C1X2 + X1X3 + XoX3 + X1 + X, X1 X2 + X1 X3 + XoX3 + 1,X1X3 + XX3 + Xo + )C3}.

In order to sign the document B = (B, 52,83) € F3, one has to find its preimage via P, i.e.
compute a solution of the system

X1X2 + X1X3 + XoX3 + X1 + Xp = ,81
X1X2 + X1X3 + XoX3 + 1 Zﬁz

X1X3 + XoX3 + X2 + X3 :ﬂ3.

Notice that the owner of the private key knows the maps S and 7. Generating a valid signature
for them amounts to finding a solution of the polynomial system ¥ = T~! o 8, where in general
Bis in I}, and then computing its image via S .

In the small example above, it is easy to find a solution of both ® = fand F = T~! o 5. But
in general it is not possible to solve the systems directly. In fact, as we already said, solving a
multivariate polynomial system over a finite field is a hard problem.

The designed signer, i.e. the one related to the public key £, can take advantage of the main
feature of a public-key scheme: the inverse of the private key is efficiently computable. In
the multivariate case this means that there exists an efficient way of finding a solution of the
private system . In an HFE protocol, the knowledge of ¥ is equivalent to the one of the
central polynomial F. Then solving the system ¥ = T~! o 8 is equivalent to finding a solution



of the univariate polynomial F(X) = Y (T' o B)iu;, where {u1,...,u,} is an F,-basis of F.
The efficiency is given by the Berlekamp-Rabin Algorithm, which finds solutions of univariate
polynomials over a finite field in polynomial time.

Example 6. In our small example, the designed signer of the document 3 = (0,0, 1) in order to
generate a valid signature has to find a solution of the polynomial F(X) = 1B, + 73, + 7°[3s, i.e.

X+ X +2X+ X+ +1=2,

that is X = z. Then the solution of the system ¥ = T~ o Bis (0,1,0) and the signature related
to the signer for Bis s := S7'(0,1,0) = (0, 1, 1).
To check whether s is a valid signature for B, one has simply to verify that P(s) = .

The public key of a multivariate protocol is a multivariate polynomial system over a finite
field. In fact, measuring the security of this type of schemes amounts to estimating the com-
plexity of solving such a system. For computing a solution of a multivariate polynomial system
inIF,[xy,..., x,] there are two methods that always apply. The first is an exhaustive search over
IF,. The time complexity of this algorithm is O(g"): In fact there are only ¢" possible solutions
over IF, and one can attempt to try them all. On the other hand, as it is explained in Sub-
section 1.2.1, this problem can be solved by computing a Grobner basis of the system, whose
complexity will be analyzed in Subsection 1.2.2. Notice that, in the case of systems arising
from cryptography, this latter strategy seems more computationally effective.

The thesis is divided into three chapters. The goal of Chapter 1 is twofold. It is a collection of
algebraic concepts and classical facts that are used through these pages, in particular, Section 1.1
serves this scope. In addition, the problem of solving polynomial systems via Grobner basis is
discussed in Section 1.2, based on the work of Caminata and Gorla [35]. In Chapter 2 and
Chapter 3, I present the main results obtained during my PhD.






1 Preliminaries

From now on, let I be a field. When I is thought finite, the notation switches to FF,, which
typically denotes the finite field of cardinality g. When it is not specified, I is an arbitrary field.
For a positive integer ¢, denote by [¢] the set {1,...,1}.

In the first section of this chapter, I have included definitions of all objects and invariants used
throughout the thesis, along with the main facts about them that are referenced. Section 1.1
should be seen as a comprehensive guide for understanding the content of Chapters 2 and 3.
Section 1.2, on the other hand, provides all the details on how to solve a multivariate polynomial
system by calculating a Grobner basis of the ideal it generates, highlighting both theoretical and
practical aspects.

1.1 Algebraic Preliminaries

Let R denote F[xy, ..., x,], that is the polynomial ring over I in n variables. Given f € R, f is
a polynomial and it is a finite sum of monomials. An element a,x", where u € N, a,, € I, and
xt = X' - x# is a monomial of degree |u| = py + ...+ u,. A monomial with a, = 1 is called
term and T is the set of terms of R. Thereby, f € R is the sum Eie raim;, where a; € IF, a; # 0,
and m; € T. The support of f is supp(f) = {m; : i € I}. The degree of f is the maximum of the
degrees of the monomials appearing in f. If all these monomials have the same degree then f

is homogeneous.

A term order on R is a total order 7 on T with the following additional properties:
1. m <, nimplies p-m <, p-nforall pm,n e T;
2. 1<, mforallmeT.

Moreover, if it holds the property that m <. n whenever deg(m) < deg(n), the term order 7 is
called degree-compatible.

Example 7 (Lexicographic order). Let x® and xP be two terms in R. We say that X* >, x°
if the lefmost non-zero entry in the vector « — 3 € 7" is positive. This term order is called
lexicographic and it is not degree-compatible.

Example 8 (Degree reverse lexicographic order). Let x® and xP be two terms in R. We say that
X? >4 X2 if || > |Bl, or |a| = |B| and the rightmost non-zero entry in a — B € 7" is negative.
This term order is called degree reverse lexicographic and it is degree-compatible.

Definition 9. Let ¥ = {fi, ..., f,} C R be a system of polynomials. The ideal generated by F is

F) =1, 1) = {prfi:pieR}.
i=1

The system ¥ is a minimal system of generators for the ideal I = (¥) if the ideal generated
by any non-empty proper subset of ¥ is strictly contained in /. If the polynomials fi, ..., f, are
homogeneous, then the ideal I is homogeneous.
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Example 10. Let R = Flx,y,z]l, ¥ = (X3, x,y* + 22} and G = {x,y* + 2*}. Then (F) = (@),
but F is not a minimal generating set for this ideal, whereas G is. In sfact G C F, but they
generate the same ideal. In addition, (x) C (G) and (y* + z°) C (G). Notice moreover that (G)
is a homogeneous ideal since its generators are homogeneous.

Let f be a polynomial, f = > .a;m; € R, where a; € F \ {0} and m; € T. Fix a term order
7 on R. The leading term of f with respect to 7, denoted in.(f), is the largest term appearing
in f,i.e. in.(f) = max.{m; : m; € supp(f)}. For example, the leading term of the polynomial
f = x* + xy? with respect to the lexicographic order is x> and with respect to the degree reverse
lexicographic’s is xy?. Given an ideal I of R, the initial ideal of I is

in (1) = (in(f) : f €I\ {0}).

Definition 11. Let I C R be an ideal. A set of polynomials G C I is a Grobner basis of 1 with
respect to T if in,(I) = (in.(g) : g € G). A Grobner basis is reduced if m ¢ (in.(h) : h € G\ {g})
for all g € G and m € supp(g).

Thanks to its monomial nature, in.(/) is a finitely generated ideal, then every ideal / has a
finite Grobner basis. In subsection 1.2.2, an algorithm to compute these objects will be illus-
trated. Notice moreover that the property of being a Grobner basis in general depends on the
term order. In all the introduced notation, when the term order is clear, the reference to it will
be removed.

Example 12. Let R = Flx,y,z] with x >y > z, fi = x> =%, and f, = xz — y>. Consider
first the lexicographic order. Then {fi, >} is not a Grobner basis of I = (fi, f>), since g =
Zfl - fo = xy2 - yZZ € I but inlex(g) = xy2 ¢ (inlex(fl)’inlex(fl)) = (xz’xz)- Now ﬁx the
degree reverse lexicographic order. Then ing(f;) = x* and ing.(f,) = y* are coprime, and
so it is easy to see that {fi, >} are a drl-Grobner basis for I. But it is not reduced since

¥ € supp(f1) N {ing(f1), ing(f>)}

The polynomial ring R can be given a Z'-grading, which means that the degree of each

r

variable is a vector in Z.y, i.e., deg,,(x;) = r; € Z., for all i € [n]. It is not necessary for all the
vectors r; to be distinct. The monomial a,x*, u € N", has Z'"-degree uir; + ... u,r, € Z'. The
standard grading over R is the Z-grading in which deg,(x;) = 1 for all i € [n].

Another important algebraic notion that will occur several times within these pages is the the
one of module over the polynomial ring R.

Definition 13. An R-module M consists of an abelian group (M, +) together with an operation
of scalar multiplication - : RX M — M such that for all f,g € Rand m;,m, € M:

o f-(m+mp)=r-m +r-my;
o (f+g)-m=f-m+g-m;
* (f&)-mi = f(g-m);

o 1.-m =my.

Let M,N be R-modules, ¢ : M — N is an homomorpism of R-modules if it preserves the
R-module structure, i.e., if it respects the group structure and it is linear in R.
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Modules can be regarded as a generalization of vector spaces with scalars in a ring instead of

a field. An R-module M is finitely generated if there exist my,...,m. € M such that the smallest
module containing my, ..., m,, i.e., the module (m,...,m.) = {Zle rim; . r; € R}, is equal to
M. The module M is free if it is finitely generated and my, ..., m, are linearly independent. In
this case {m, ..., m.} is a basis of M and its cardinality is the rank of the M, denoted rank(M).

Example 14. e Givenanideal I C R, I and R/I are R-modules.
e Ris a free module over itself with basis {1}.
e R* =R®---®Ris afree R-module of rank k and basis {e,, .. ., e}, where (e))j = 0ij.

e Given a free R-module M with basis {m,...,m.}, its dual module M* is the set of R-
module homomorphisms from M to R. It is an R-module itself with basis {m], ..., m}},
where m; : M — R, m}(m;) = ;.

Let me just mention also the concept of R-algebra. An R-algebra A is a ring A which is also
an R-module with the ring addition and the scalar multiplication satisfies f-(aja;) = (f-ay)a, =
a(f -ap) forall f € Rand a;,a, € A. Let A, B be R-algebras, p : A — B is an homomorphism
of R-algebras if it is an homomorpism of rings and R-modules.

Let d be a positive integer, then R; denotes the d-th homogeneous component of R, that
is the [F-vector space generated by the monomials in R of degree d. If an R-module M is
such that M = €P,_, M as an abelian group and R;M; € M, for all d,k € Z then M is
graded. If M is finitely generated, then each graded component M, is an F-vector space of
finite dimension [47, Section 1.9]. Let f : M — N be a homomorphism of graded R-modules,
f is homogeneous if f(M;) C N; for all i. A homogeneous ideal I C R is a graded R-module
with I, = INR,, which is the F-vector space of homogeneous polynomials of degree d in I. The
dth shift of M, noted M(d), is the alteration of the graded R-module M by ‘shifting’ its grading
d steps. Precisely, M(d) is isomorphic to M as a module and its graded component are defined
by

M(d) = My

Given a graded module M, the function
HFy(-) : N - N, HFy(d) = dimy (M),

is called Hilbert function of M. For large d, the Hilbert function of M is a polynomial in d
called Hilbert polynomial and denoted HP,,(d). The generating series of HF,, is called Hilbert
series of M:

HSu(2) = )  HFy(d)"

deN
Further details can be found in [28, Chapter 4.4].

An important invariant associated to a graded module M is the Castelnuovo-Mumford reg-
ularity of M, denoted reg(M). An invariant associated to a module is a quantity that does not
vary under coordinates changes of R. The definition of the Castelnuovo-Mumford regularity is
technical and involves algebraic concepts as free resolutions and Betti numbers, the interested
reader may refer to [47, Chapter 20] for full details. However in the case of a homogeneous
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ideal I = (fi,...,f,) such that R, = I, for an integer d > 0, then the Castelnuovo-Mumford
regularity can be computed as

reg(l) = min{d € Zsy : Ry = 1;}.

It is also denoted reg(fi, . . ., f).

Definition 15. The index of regularity of I is the smallest positive integer i.,(I) such that
HFR/I(d) = HPR/I(d)fOI" alld > ireg(l)-

The Castelnuovo-Mumford regularity and the index of regularity of a homogeneous ideal /
are related via the Grothendieck-Serre’s Formula [28, Theorem 4.4.3]. In particular, it holds
that

Ireg(I) < reg(l).
Moreover, if R; = I; for d > 0, then i, (/) = reg(/) — 1 by [47, Corollary 4.15].

The last definition of this subsection is a classical concept on which the work presented in
Chapter 2 is based.

Definition 16. A sequence {f1, ..., f;} C R is regular if:
b fOrCllli: 1’---argiveng eR/(ﬁ’---aﬁ—l)’ l‘fﬁg € (ﬁ’---’ﬁ—l)theng € (,flv--"ﬁ—l);
L] R/(fl, .,fr) * 0.

Let I C R an ideal, a sequence {fi, ..., f;} € R is regular modulo [/ if:

e foralli = 1,...,r given g € R/I + (f1,....f-1), if fig € I + (f1,..., fi_1) then g €
I+(fla--"ﬁ—l);

o RII+(fi,....f)#0.

One can think about regular sequences as sequences that are as independent as possible.
Thanks to this maximal independence, an important remark is that if an ideal / of R contains a
regular sequence of length n, then I, = R, for some integer d.

Example 17. o The sequence {x|',...,x%} C R, with u; € Zs is a regular sequence.
o X, xyz € F[x,y,z] is not regular since x* - xyz € (x°*) but x> ¢ (x°).

The Hilbert series of R modulo the ideal generated by a regular sequence fi, ..., f,, deg(f;) =
d; and r < n, is well known and it is

(1 —Zd')"'(l _Zdr)

HSk/(si....10(2) = 1=z

In particular, one gets also information on the invariants just introduced:
reg(fir-. o f) = ireg(fiao o f)+ 1= (di= 1)+ 1.
i=1

The depth of R/1, denoted depth(R/I), is the maximal length of a regular sequence modulo
the ideal /. Notice again that the formal definition involves some technical algebraic tools which
are beyond the scope of this dissertation. The interested reader may refer to [28, Section 1.2].
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1.1.1 Buchsbaum-Rim complex

A piece of work presented in Chapter 3 is based on a modification of the so-called Buchsbaum-
Rim complex. For a full introduction to it, the interest reader may refer to [47, Section A2.6].
However, within this subsection I introduce some basic notions for ensuring that the reader
knows all the tools involved, starting from the concepts of complex and free resolution of a
module. I then move to some multilinear algebra and I eventually give the Buchsbaum-Rim
complex.

Recall that, given two R-modules M and N, a homomorphism of R-modules ¢ : M — N is
a map preserving the module structure. If M and N are also graded, then ¢ is homogeneous if
#(M;) C N;.

Definition 18. A complex C, of R-modules consists of:
o a family {Ci}iez of R-modules;

o a family {0y : Cx = Ci_1}rez of homomorphisms such that
Or-100; : Cx = Crz

is the zero map for all k € 7.
The complex C, is exact whenever ker(d;) = Im(6;41) for all k € Z.

If the families defining a complex C, have finite cardinality, then the complex is finite and it
is usually noted

0505 503505 c-o.
If the modules Cy, ..., C. are graded and the map J; is homogeneous for all k € {1,...,c}, then

one may consider the ‘d-homogeneous’ complex C, 4, d € Z, which is the complex

05 (Cas 3 (C)a D (€SS (Cora = 0,

where (Cy)g4, ..., (C.), are the d-graded components of Cy, ..., C.. Moreover, notice that if C,
is exact then also the complex C,, is exact. Finally, if C, is exact and Cy, ..., C, are finitely
generated, thanks to a classical result, see e.g. [9, Proposition 2.11], it holds that

> (=Dfdimp((Cp)g) = 0 forall d € Z. (1.1.1)

k=0
Thus, combining all these equations, it is easy to see that

c

S (-1)FHS¢, @) = 0. (1.1.2)

k=0
Definition 19. A finite free resolution of an R-module M is a finite complex F, such that:

o Fyis afree R-module for allk =0, ...,c;

e there exists an augmentation map € : Fy — M such that F, 5 M - 0 s an exact
complex.
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The length of a finite free resolution is the greatest index k such that F; # 0. The projective
dimension of M, denoted projdim(M), is the minimal length among all its finite free resolutions.

Example 20. Set M = R/(f), where f € R a homogeneous polynomial of degree d, f # 0. A
free resolution of M is

0-RS RS R/(f) =0,
such that (1) = 1 and 6,(1) = f.

Remark 21. Every free R-module M has a free resolution. In order to produce it, let {m,, . .., m,}
a basis of M over R and Fy = R* with the standard basis {e,, ..., es}. Then define the map & as
e:RF - M

e; = m;.
Trivially,

0> ker(e) > Fp> M —0

is an exact sequence. For computing an entire free resolution of M, one proceeds with ker(g) as
described for M. Moreover, define the syzygy module of M as

Syz(M) := ker(e).

For more information on the syzygy module and related concepts, the interested reader may
refer to [67, Chapter 2.3].

Definition 22. A graded free resolution of a graded R-module M is a free resolution of M in
which all the maps are homogeneous.

Example 23. Consider again the resolution of Example 20. Unless d = 0, the map 6, is not
homogeneous, since 61(R;) C R;4. In order to recover a graded resolution from the one given
in the previous example, one should twist the modules involved. With this notion, a graded free
resolution of M is:

0 — R(-d) -5 RS R/(f) > 0,
such that e(1) = 1 and 6,(1) = f. In this way, 5,(R(=d);) = 61(Ri—4) C R,
As in the non graded case, every graded free module has a free graded resolution. The process
for producing it is the same described in Remark 21, but one should consider shifted modules

for obtaining homogeneous maps and choose homogeneous generators for all modules involved.
For example, with the same notation of Remark 21, let deg(m;) = d;, then F, = @:ﬁ | R(=d,).

The main tool of multilinear algebra is the tensor product of two modules.

Definition 24. Let M and N be R-modules. The tensor product of M and N over R, denoted
M ®g N, is the R-module generated by symbols m ® n for m € M and n € N, with relations

rmen=mQern
m+m)@n=men+m' ®n
men+n)=men+maen’.
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If M and N are free modules with basis {m;,...,m.} and {n;,...,n;}, then M ®x N is free
with basis {m; ®n; :i=1,...,cand j = 1,...,k}, for a proof see e.g. [25, Corollary 11.3.7.2].
In particular, R° ®g R* = R*. More in general the module R! ®; R ® ... ® R is free of rank
ci---crand basis {e; ;, ® ...e.j, : 1 < ji < ¢}, where {e;; : j = 1,...¢;} is the basis of R“.
When the ring which we tensor over is clear, the subscript is omitted from the notation.

Definition 25. Let M be an R-module. We can define several R-modules:
e M** =MQ---Q® M is the c-th power of M;

o T(M) := @& 5M® is the graded module of M. It is possible to define a product over T (M)
in order to make it a ring;

o letJ =(m®@my—my®@my : my,my € M) C T(M) an ideal, then S .(M) := M®°/(J N M®>°)
is the c-th symmetric power of M;

eletl =(m®m:me M) C T(M) an ideal, then \°M := M® /(I N M®°) is the c-th
external power of M. An element m; ® - - - ® m, in /\C M is denoted m; A ... A m,

Example 26. Let M = R° with basis {ey, ..., e.}.

e A basis for M®* is {e; ®- - ‘®e;, 11 <ij<cforall j=1,...,k}. Then T(M) is isomorphic

to the non-commutative polynomial ring over R having ey, ...,e. as variables, denoted
Rle;, ... e.).

e The ideal J contains the commutativity relations among the ‘variables’ ey, ..., e, then
T(M)/J is isomorphic to the polynomial ring Rle,,...,e.]. The d-th symmetric power
S 4(R°) corresponds to select Rley, ..., e.lqs. Then also this R-module is free and a basis is
given by the monomials in the ‘variables’ ey, . .. ,e. of degree d.

o [n the module T(M)/I all the non-squarefree monomials in R{ey,...,e.) are zero. For

this reason, the d-external power /\d R¢ is a free R-module with basis {e;, A ... Ne;, : 1<
i1 <...<liy<c} Inparticular, /\C R¢={e; N...Ne.) = R. Notice moreover that J C I,
then the A product is commutative.

Given a function f : R" — R" of free R-modules with m > n and {ey,...,e,} a basis of R”
over R, one can consider the n-external power of f, whose definition over a basis of /\" R™ is
the following:

NioONR s AR
e, N...Ne¢;,, f(eil)/\.../\f(ei,,),

forall 1 <i; <... < i, <m. Let M the n X m matrix representing f and call 1,(f) the ideal
of R generated by the n X n minors of M. Then A" f(A\" R™) = I,(f). Let us see an example to
clarify the last isomorphism.

Example 27. Setm =4, n =2, and R = F[x,y,z]. Let {e1, es,e3,e4}, { f1, f>, f5} be the bases of
R* and R® respectively, and define the map f : R* — R® such that

fler) = xfi, flex) =yfa, flez) =zf3, fles) = yzfi + xf2 +y2f3-
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Thus the matrix M representing f is

x 0 0 yz
0Oy 0 x
00 z y

A basis of /\3 RYis{ei Ney Aes el Aes Aeg,el Aes Aeg,er A ey A eyl and the map /\3f :
/\3 R — /\3 R® = R is defined over it as follow:

3
N\ Fleinex nes) = xfi Ayf Nafs = xyafi A o A o),

3

N\ flei Aex New) = xfi Ay AGzfi + X+ ¥ ) = 5 (fi A fa A ),
3

/\f(el Nes Aey) = xfi Azfs Azfi + xfo + Y f3) = X2(fi A fa A fa),

3
N\ flex Nes Aes) =yfs Azfs Azfi + xfo + Y1) = V2 (i A o A f).

The equalities follow from the R-linearity of an R-module and the relations contained in the
ideal I. Notice now that the monomials collected at common factor in the image of e;, N e;, A e;,,
with iy, 1,13 € {1,2,3,4}, are the 3-minors of the matrix M involving the columns i, i, 13 and
all the rows.

We are now ready for describing the Buchsbaum-Rim complex.

Lemma 28. Let f : F — G be a map of free R-modules with rank(F) = m > rank(G) = n. Then
the Buchsbaum-Rim Complex is

n+1

0— \F®S,1(G) 2. 5 AFesy6)S Fha,

where € is a suitable composite:

n+1 n+1 n

. n+l n
AFesyG)> ANFe NG) L AFe ANF - F

For an example of the use of this lemma refer to Subsection 3.2.1 of Chapter 3. Since the
explicit description of the maps in the previous lemma will not be used, I decided to skip the
details. Denote by I,(f) the ideal generated by the #-minors of the matrix representing f. The
main result about the above complex is that it is a free resolution of G/ f(F) if and only if the
the ideal I,(f) contains a regular sequence of length m — n + 1 and, in this case, it holds that
G/f(F) = I,(f) [47, Theorem A2.10].

1.1.2 Zero loci

The algebraic closure F of T is an algebraic extension of F that is algebraically closed, i.e.,
every non-constant polynomial in F[X] has a root in F. Since it is unique up to isomorphism,
one can think of [F as the largest algebraic extension of F.

Definition 29. The affine zero locus of an ideal I = (fi, ..., f;) € R over the algebraic closure
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F of Fis
Z)={PeF : f(P)=0forall fel} ={PeF : fi(P)=...= f(P)=0
It is also denoted Z(f1, ..., f,).

Now, we focus on the projective case. The projective space of dimension ¢ over the field F,
denoted P/(FF) or simply P’ when the field IF is clear, is the space of lines through the origin in

[F*1. More precisely,
IP)((IF) — F[+1 \ {0}

where ~ is the equivalence relation defined as follows: for two vectors v, w € F*!\ {0}, we say
that v ~ w if and only if v = Aw for some 4 € [ \ {0}.

Definition 30. The projective zero locus of a homogeneous ideal I = (fi,..., f,) € R over the
algebraic closure IF of ¥ is

Z(D)={(PeP'F): f(P)=0forall f €1I)
={PeP'@®: filP)=...=f,(P)=0

It is also denoted Z . (fi, ..., [,).

The set {P"(F)\Z.+(fi,..., ) | fi,..., f € R} defines a topology on P"(F) called (projective)
Zariski topology.

Both the definition of zero loci and Zariski topology make sense also over the field [ itself.
However, working on an algebraically closed, or at least infinite, field ensures that every non-
empty open set in the Zariski topology is dense, i.e., its closure is equal to the entire space. A
non-empty open subset of P"(F) is often called a generic set and a property which holds on a
non-empty open set is generic. Intuitively, a generic set is almost the whole space and a generic
property holds almost everywhere in P*(F).

The problem of extending this definition to a finite field is that a nonempty Zariski-open set
is no longer dense, so the algebraic-geometric intuition of genericity is lost.

A homogeneous degree d polynomial g € R can be viewed as a point in the projective space
n+d-

P("): the correspondence sends g to the ordered list of coefficients of the monomials of
degree d in the expression of g. Thereby, a polynomial family {g,..., gs} C R, deg(g) =

corresponds to a point into the product of projective spaces P}, = ]P’( 4 ) x x PG 1) It
is well-known that the set of regular sequences of length s < n of degree dl, e ,ds is a dense
open Zariski set in P ;. Thus, being a regular sequence is a generic property.

n+dv

.....

1.2 System solving via Grobner basis

1.2.1 Lexicographic Grobner basis

In this section we follow [35, Section 2]. Let F be a polynomial system in R. It is well-known
that a method for solving ¥ is finding a Grobner basis of the ideal () generated by the system
itself. The main link between the two problems is given by the Shape Lemma.
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Theorem 31 (Shape Lemma — [67], Theorem 3.7.25). Let F be a field and let fi,...,f, €
Flx1,...,x,] be such that the corresponding ideal I = (f,..., f,) is radical, in normal x,-
position, and | Z(I)| = d < oo. The reduced lexicographic Grobner basis of I is of the form

{€n(xn)s X1 = gn1(Xn)s - o5 X1 — X)bs
where g1, ..., g, are univariate polynomials in x, and deg(g,), ..., deg(g,-1) < deg(g,) = d.

When the hypotheses of the Shape Lemma are met, solving a system of equations has the
same complexity as computing the reduced lexicographic Grobner basis of the ideal generated
by the system [35, Theorem 3].

The Shape Lemma assumes that the ideal [ is in normal x,-position, that is if any two distinct
zeros (ay, ..., a,), (by,...,b,) € Z(I) satisty a, # b,. Any ideal I with a finite affine zero locus
can be brought into normal x,-position through a suitable linear change of coordinates [67,
Proposition 3.7.22]. This may require passing to a field extension, as the next example shows.

Example 32. Let I = (x> + x, xy,y* +y) € Fa[x, y]. Then Z(I) = {(0,0), (0, 1), (1,0)}. A linear
change of coordinates over IF, sends y to either x,y,x+1,y+1,x+y or x+y+ 1. All these linear
forms take the same value on at least two of the elements of Z(I). Then I cannot be brought in
normal y-position by a linear change of coordinates over IF,.

Another hypothesis of the Shape Lemma is that | Z(/)| < co. If [F is a finite field of cardinality
¢, adding the field equations {x! — x; : i = 1,...,n} to I generates a new ideal J such that
Z(J) = ZU) N TF", in particular | Z(J)| < ¢" < co. As it will be discussed in Chapter 2, this is
not always advantageous or computationally feasible, even in the case of systems coming from
cryptography.

Finally, the Shape Lemma assumes that the ideal / is radical. For an ideal I being radical
means that f¢ € [ for some e > 0 implies f € [. This assumption is not always verified for
ideals generated by systems arising in cryptography. Again in the case of finite fields, a solution
may be adding the field equations to /. This approach ensures that the resulting ideal is radical.
However, there is a more general version of the Shape Lemma for overcoming this problem.
Making use of the Elimination Theorem [44, Chapter 3.1, Theorem 2], one can prove the next
result.

Theorem 33. [35, Theorem 5] Let I be a proper ideal of R = F[xy,..., x,] with finite affine
zero locus. The reduced lexicographic Grobner basis of I has the form

pn,l(xn)’
pn—l,l(xn—l’ xn), ey pn—l,t,,,l (xn—la xn)’
pn—2,l(xn—25 Xn-1, xn)’ ey pn—Z,tn,z (xn—Z’ Xn-1, xn),

p],](xla---’xn)’-' -7p1,tl(x1’-- -,xn)’

where pi;. € Flxy,...,x,] foreveryie{l,....n}, je{l,....t;}, and 1,,...,1,-1 = 1. Moreover,
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forany 1 < € <n,leta = (asp,...,a,) € F"" be a solution of the equations
pn,l(xn)’
pn—l,l(xn—l’ xn), ey pn—l,t,,,l (xn—l, xn)’
pn—Z,l(xn—Za Xn-1, xn)’ ey pn—Z,tn,z (xn—Za Xn-1, xn),
Pe+11 (Xex1seees Xn)s e e P+t (Xp1s o5 Xn)s
and let
pe(xe) = ged{pei(xXe, aesrs ooy an)s - ooy Prg(Xe, Qegs - - -5 )}

Then p(x;) ¢ F.

Thanks to Theorem 33, only assuming that the system has finitely many solutions over the
algebraic closure, an algorithm computing the affine zero locus of an ideal / from its reduced
lexicographic Grobner basis can be built.

Corollary 34. [35, Corollary 1] Let I C R = F[xy,...,x,] be an ideal with finite affine zero
locus Z(I). Then Z(I) can be computed as follows:

1. Compute the reduced lexicographic Grobner basis G of I to obtain the monic polynomial
pn € Fx,] such that (p,) = I N F[x,].

2. If p, = 1, then Z(I) = 0. Else, factor p,.

3. For every root a of p, compute
Pu1(Xn-1) = ged{ P11 (X1, @), - -+, Pty (X1, @)}

4. Factor p,_.

5. For every root B of p,—1 compute
Pr-2(Xn-2) = ged{pp-21(X0-2,B, @), . . s Pu-24, (X2, B, @)}
6. Proceed similarly, until all the elements of Z(I) are found.

1.2.2 Grobner basis method and solving degree

The relation between solving a system and computing a lexicographic Grobner basis of the
ideal that it generates has been discussed in Subsection 1.2.1. Within this section the problem
of estimating the complexity of computing a Grobner basis of an ideal is addressed. In order
to estimate this complexity, one should refer to the algorithms used to perform the computation
since it depends on the algorithm employed. The first algorithm for computing Groébner bases
appeared in the doctoral thesis of Buchberger [30]. Modern algorithms for computing Grébner
bases are based on linear algebra and are more efficient than Buchberger’s. Examples of linear-
algebra-based algorithms are Fy4 [49], F5 [50], the XL Algorithm [42], MutantXL [31], and their
variants. In all of these systems, one computes the reduced row echelon form of the Macaulay
matrix associated to the polynomial equations in a given degree, for one or more degrees.
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We now describe the main object of linear-algebra-based algorithms [17, Section 1.2]. Fix a
term order over R. Let ¥ = {fi,..., fu} S R be a system of homogeneous polynomials. The
columns of the homogeneous Macaulay matrix M, of F are labelled by the monomials of R,
and arranged in decreasing order. The rows of M, are labelled by polynomials of the form
m; f;, where m; ; € R is a monomial such that deg(m; ;fj) = d. The entry (i, j) of M, is the
coeflicient of the monomial of column j within the polynomial corresponding to the i-th row.

Let now fi,..., f,, be arbitrary (not necessarily homogeneous) polynomials. The columns of
the Macaulay matrix M, of ¥ are labelled by the monomials of R of degree < d, arranged in
decreasing order. The rows of M, correspond to polynomials of the form m; ;f;, where m; ; € R
is a monomial such that deg(m; ;f;) < d. The entries of M, are defined as in the homogeneous
case. The rationale behind the use of homogeneous Macaulay matrices for homogeneous sys-
tems is that, for a homogeneous system, the Macaulay matrix M, is a block matrix with blocks
Md, ey M().

One computes the reduced row echelon form of the Macaulay matrix, or of its homogeneous
version, in one or more degrees. For large enough degree, this produces a reduced Grébner
basis with respect to the chosen order. Some algorithms, as e.g. MutantXL, use a variation
called mutant strategy in the non-homogeneous case: If the reduction of the Macaulay matrix
M_, produces new polynomials gy, ..., g, of degree strictly smaller than d, one appends to the
reduction of M., the polynomials m; ;g ;, where m; ; € R is a monomial such that deg(m; ;g;) < d,
then computes the reduced row echelon form again. Throughout Chapter 2, we refer to the
algorithms that employ the mutant strategy as mutant algorithms and to the others as standard
algorithms.

Notice that, for solving a polynomial system one is interested in computing a lexicographic
Grobner basis of the ideal that it generates. However, the lexicographic order is generally
computationally slower than other term orders. Conversely, computing a Grobner basis with
respect to the degree reverse lexicographic order is typically faster than with respect to any
other term order. Therefore, it is often more efficient to compute a degree reverse lexicographic
Grobner basis and then convert it to a lexicographic’s using the FGLM Algorithm [53] or a
similar method, rather than computing the lexicographic Grobner basis directly.

The computational complexity of computing the reduced row echelon form of the Macaulay
matrices M., and M,; depends on their size, and hence on the degree d. This motivates the next
definition.

Definition 35. Let ¥ = {fi,..., fu} € R and let T be a term order on R. The solving degree of
F with respect to T is the least degree d such that Gaussian elimination on the Macaulay matrix
M, produces a T-Grobner basis of 7. We denote by solv. deg;(F) the solving degree of F with
respect to a standard algorithm and by solv. deg! (F) the solving degree of F with respect to a
mutant algorithm. When 1 is the degree reverse lexicographic order, the subscript T is omitted.

In general, the solving degree is not invariant under coordinate change. Moreover, it may
depend on the algorithm used to perform the Grobner basis computation. In particular, for
mutant algorithms it may be smaller than for standard ones. Finally, the solving degree depends
on the choice of a term order on R.

Remark 36. Given a polynomial system F C R, the complexity of linear-algebra-based algo-
rithms for computing a degree reverse lexicographic Grobner basis of the ideal (F) is domi-
nated by the cost of Gaussian elimination in degree solv. deg’(F) or solv. deg" (F) respectively
if one uses a standard or mutant algorithm. Therefore, an upper bound on the solving degree
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with respect to the degree reverse lexicographic order yields an upper bound on the complexity
of computing a lexicographic Grobner basis, since the complexity of the FGLM Algorithm is
negligible with respect to the one of the Gaussian elimination. Hence, assuming that ¥ has
at least one solution over the algebraic closure F, an upper bound on the solving degree with
respect to the degree reverse lexicographic order results in an upper bound on the complexity
of solving the polynomial system thanks to Corollary 34.

As explained in the previous remark, the complexity of solving an arbitrary polynomial sys-
tem ¥ ={fi,..., fu} € R =F[xy,...,x,] via Grobner basis method is given by the complexity
of the Gaussian elimination over the Macaulay matrix Moy geg(#)- Then it is

O(m*(n + solv. deg(F))Fsv-dee®)y,

where the specification of standard or mutant algorithm is omitted.

For f € R a polynomial, we denote by f*P the homogeneous part of f of largest degree.
E.g.,if f = x> +2xy> —y + 1 € F[x,y], then f° = x* + 2xy?>. For a polynomial system
F = {fi».... fu} € R, we denote by F°° C R the homogeneous system {f,”, ..., f\°}. Up to
doing Gaussian elimination in a matrix whose rows correspond to fi, ..., f,,, we may suppose
that f;°, ..., £ are linearly independent.

The degree of regularity was introduced in [16, Definition 4] and [12, Definition 3.2.2 and

Definition 3.5.1].

Definition 37. Let ¥ C R be a polynomial system. The degree of regularity of ¥ is

min{d > 0 | (F'?); =Ry} if (F*P), =Ryford >0
+o00 otherwise.

dreg(?w) = ireg(ftop) +1= {

In the cryptographic literature, the degree of regularity is often used as a proxy for the solving
degree. This is the case, e.g., in the specification documents of GeMSS [38]. However, this does
not always produce reliable estimates. In fact, there are examples in which the gap between the
degree of regularity and the solving degree is large, see e.g. [24, Examples 3.2 and 3.3]. A
recent result by Semaev and Tenti [84, 88] however shows that, under suitable assumptions, the
solving degree of a system with respect to a standard algorithm is at most twice the degree of
regularity. Thanks to this result, an upper bound for the degree of regularity yields a proven
upper bound for the solving degree.

Theorem 38 ([88, Corollary 3.67] and [84, Theorem 2.1]). LetF = F,. Let F = {fi,..., fi, x1-
Xi,..., X1 = x,} C R be a polynomial system. If die,(¥) > max{q, deg(f1),...,deg(fn)}, then for
standard algorithms

solv.deg’(F) < 2deo(F) — 2.

Notice that, in almost all systems of cryptographic interest, the field size and the degrees of
the polynomials are relatively small. Therefore, one expects that Theorem 38 applies to such
systems.

Another recent result by Salizzoni [82] shows that the solving degree of a mutant algorithm
is at most the degree of regularity plus one, unless the system contains polynomials of large
degree.
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Theorem 39 ( [82, Proposition 3.10]). Let ¥ = {fi,..., fu} € R be a polynomial system, then
for mutant algorithms

solv. deg”(F) < max{d,,(F) + 1,deg(f1),...,deg(f)}.

Remark 40. Given a polynomial system F = {fi,..., fu} S R, the complexity of a standard
linear-algebra-based algorithms for computing a degree reverse lexicographic Grobner basis
of the ideal (F) is dominated by the cost of Gaussian elimination in degree solv. deg*(F ), which
is

O(m*(n + solv. deg* (F))*solvdee 7)),

Instead, the complexity of a mutant algorithm is more complicated and related with the degree
of regularity of the system, provided that it is large enough. In [83, Proposition 3.13], Salizzoni
shows that this complexity is

O((n + 1)4(dreg(7:)+l)).

Thanks to Theorem 38, if the degree of regularity of F is large enough, d..,(F) translates into
an upper bound on the standard solving degree with respect to the degree reverse lexicographic
order. Therefore, knowing the degree of regularity of a system yields an upper bound on the
complexity of computing a lexicographic Grobner basis, since the complexity of the FGLM
Algorithm is negligible with respect to the one of the Gaussian elimination. Hence, assuming
that F has at least one solution over the algebraic closure T, the degree of regularity results in
an upper bound on the complexity of solving the polynomial system thanks to Corollary 34.

In Section 1.1, we discussed the relation between the index of regularity and the Castelnuovo-
Mumford regularity. In particular, this relation yields the following observations.

Remark 41. IfF = F, and the system F contains the field equations x| — xy,...,x1 — x,, then
(T “’p) ;= Rafor d > 0, therefore the degree of regularity is finite.

Remark 42. If (F'?) , = R for d > 0, then
dreg(F) = 1eg(F'P).

Therefore:

e By Theorem 39

solv. deg”(F) < max{reg(¥'?) + 1,deg(f)),...,deg(f)}
for mutant algorithms.
o Ifdio(F) > max{q,deg(f),...,deg(f,)}, then by Theorem 38
solv. deg*(F) < 2reg(F'P) — 2

for standard algorithms.

The advantage of focusing on the Castelnuovo-Mumford regularity instead of on the solving
degree is that it has been extensively studied in the algebraic literature. In fact, algebraic results
related to this invariant will be used throughout Chapter 2 to derive cryptographic bounds for
estimating the security of various schemes.
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2 Random System

Randomness plays a fundamental role within cryptography. For example, it plays a pivotal
role within key generation and cryptographic algorithms are subject to randomness tests. In
multivariate cryptography, the public key consists of a multivariate polynomial system and the
goal of the attacker is to find a solution of the system. In this context, one typically wishes for
the system be as close as possible to, or at least appear as, a random system. A random system is
expected to be hard to solve, since the Multivariate Quadratic Problem is not only NP-complete,
but also known to be hard to solve on average for a wide range of parameters. From this point
of view, e.g., a digital signature scheme whose public keys are sufficiently random is expected
to be secure.

In this chapter I discuss what it means for a polynomial system to be random and how hard
it is to solve a random polynomial system. The content of this chapter appears in [60]. In
Definition 43, we propose a mathematical formulation for the concept of random system. The
definition of randomness that we propose, which we call algebraic randomness, is broad enough
to include a vast majority of the systems which are of interest in cryptography. We then specify
our definition further in Definition 48. One advantage of this definition is that the property of
being random according to Definition 48 can be computationally tested, at least in principle.

In Theorem 58, Corollary 62, Corollary 64, Theorem 70, and Proposition 68, we prove upper
bounds for the degree of regularity and the solving degree of an algebraically random poly-
nomial system, depending on parameters of the system such as the number of equations, the
number of variables, and the degrees of the equations. The usefulness of our bounds is twofold:
On the one side, our bounds can be used to directly produce bounds on the complexity of com-
puting a Grobner basis, hence of solving, many systems which are of interest in cryptography.
Bounds on the complexity produced in this way have the advantage of being widely applica-
ble and the disadvantage of not always being close to the actual complexity for each system to
which they apply. On the other side, our bounds give us an idea of what security one can hope to
achieve for a system with given parameters. In fact, our bounds on the degree of regularity are
sharp, i.e., for any choice of the parameters there are systems that meet the bounds. Therefore,
our bounds can be used as a point of comparison for the optimality of a given public key, in
the following sense. Say that, in order to forge a signature produced with a given multivariate
digital signature scheme, one has to find a solution of a system of m equations of degree D in
n variables. Suppose that such a system is algebraically random. Our results provide an upper
bound B for the degree of regularity or the solving degree of such a system. Say that one can
compute or estimate by a different method the degree of regularity or the solving degree of the
specific system and suppose that this turns out to be C. Clearly, it must always be that C < B.
However, how far C is from B gives us a measure of how close to optimal the digital signature
scheme is, for the given choice of parameters. In fact, since our bounds on the degree of reg-
ularity are sharp, there are systems of m equations of degree D in n variables whose degree of
regularity is exactly B. In other words, if B and C are close, then there is not much space for
improvement, since any system with the same parameters as our public key can have degree of
regularity or solving degree at most B. If on the contrary B and C are far apart, then potentially
there is a lot of space for finding a more robust system with the same parameters, since a system
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with those parameters can have degree of regularity or solving degree up to B.

2.1 Random polynomial systems

Consider a system of m equations of degrees di, ..., d, in n variables. Over a finite field, one
often defines a random system as a polynomial system whose coefficients are chosen uniformly
at random in the given field. Here, a different definition of randomness for a polynomial system
is proposed. This definition still captures the intuitive idea of randomness, while allowing us to
estimate the degree of regularity of a random system.

Over an infinite field, one may use the concept of genericity from algebraic geometry to define
randomness. More precisely, suppose the m equations to be homogeneous, fix a nonempty
Zariski-open subset of P("i")=! x ... x P(":")-!. Define a random system as an element of that
open set. This makes sense, since every nonempty Zariski-open set is dense, hence a system
of m equations of degrees di,...,d, in n variables whose coeflicients are chosen uniformly
at random is generic with high probability according to this definition. However, recall that
the problem of extending this definition to a finite field is that, over a finite field, a nonempty
Zariski-open set is no longer dense, so the connection with the intuitive idea of randomness
is lost. Nevertheless, as explained in Subsection 1.1.2, for a finite field F,, one may define
randomness using a Zariski-dense open set defined over the algebraic closure E While it is
not necessarily the case that almost every polynomial system of given degrees with coefficients
in I, is random, this is the case whenever ¢ is large enough, or if we consider a finite extension
of IF, of large enough cardinality.

Definition 43. Let F be a field and let F be its algebraic closure. Denote by P' the t-dimensional

— n+dy—1
projective space over F. Let dy,...,d, be positive integers and let U C PO % L x
n+dm—1 . . .
PC )1 pe a nonempty Zariski-open set. For a homogeneous polynomial f, denote by [f] €
n+deg(f)—-1 . . . . .
PO the projective point, whose coordinates are the coefficients of f. A homogeneous

system F = {fi,..., fu} € R with deg(f;) = d; for 1 < i < m is generic with respect to U
if (LAL--.,[fw]) € U. It is generic if it is generic with respect to U, for some nonempty
Zariski-open set U. An arbitrary system F is generic or generic with respect to U if ' is.

In the cryptographic literature, random sequences of polynomials are often assumed to be
cryptographic semiregular sequences, see e.g. [12, 15]. This is the case in the cryptoanalysis of
several systems, as e.g. [38]. The next definition appears in [12, Definition 3.2.1 and Definition
3.2.4], [16, Definition 5], and [18, Definition 5 and Definition 9].

Definition 44. Let ¥ = {fi,..., fu} € R be a homogeneous system.

If F # ), we say that fi,..., f, are a cryptographic semiregular sequence if for all 1 <
i < mandall g; € R such that g;f; € (fi,..., fi-1) and deg(g;f;) < diwo(F), one has that
8 € (fi,---, fi-1)

IfF = Fy, we say that fi,..., f, € R/(x3,...,x2) are a cryptographic semiregular sequence
ifforall 1 <i <mandall g € R/(x3,...,x2) such that gif; € (fi,..., fi.1) and deg(g;f;) <
dieg(F UA{X] + X1,..., X2 + Xx,}), one has that g; € (fi,..., f).

Arbitrary polynomials fi,. .., f,, are a cryptographic semiregular sequence if f,*", ..., f\°
are a cryptographic semiregular sequence.

In this chapter, the name ‘cryptographic semiregular sequence’ is used in order to distinguish
the concept of semiregularity used in the cryptographic literature from the concept of semiregu-
larity originally introduced by Pardue [78], which inspired it. The original definition by Pardue
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is given over an infinite field F. As we are interested also in dealing with finite fields, it is
extended in the natural way.

Definition 45. Let IF be an infinite field and let R = F[x,, ..., x,]. Let I be a homogeneous ideal
and let A = R/1. A polynomial f € R; is semiregular on A if for every e > d, the vector space
map A._q — A. given by multiplication by f has maximal rank (that is, it is either injective
or surjective). If F is a finite field, let R = Fxi,...,x,]. Then f is semiregular on A if it is
semiregular on R/IR.

A sequence of homogeneous polynomials fi, ..., f,, is a semiregular sequence if f; is semireg-
ularon A/(fi,..., fio1) forall1 <i<m.

It follows from [78, Proposition 1] that, if ' # [,, then a semiregular sequence is also a
cryptographic semiregular sequence. The converse does not hold, as shown in [78], see the
example just below [78, Proposition 1].

The next proposition presents a simple situation in which cryptographic semiregular se-
quences and semiregular sequences coincide.

Proposition 46. Let g > 2 and let fy = x] — x1,..., fy = X3 = X, for1 = f ER=Fylx1, ..., x,].
The sequence fi, ..., f,.1 is cryptographic semiregular if and only if the sequence fltop =xi,...,
floP = x4, £ = P js semiregular.

Proof. 1t suffices to show that, if the sequence fi,..., f,.1 1S cryptographic semiregular, then
the sequence x‘{, ..., x? f is semiregular. We start by observing that the sequence x‘{, s, xd
is regular. Therefore, in order to show that xf, ..., x1 fP is semiregular, it suffices to show that
f'°P is semiregular on Fy[xi,...,x,] J(xt, . xD). I fi, ..., fuer is cryptographic semiregular
and d = deg(f), then the Hilbert series of R/(F'P) is [(1 — z))(1 + z + ... + z77!)"] by [18,
Proposition 6]. Here for p(z) = Y .-, piz' € Z[[z]], we denote by 6(p) = min{i > 0| p; < 0} — 1
and define [p(2)] = Zfi’(’)) piz'. Then f*P is semiregular on F,[xy,...,x,]1/(x],..., x?) and F*P
is a semiregular sequence by [78, Proposition 1]. O

Pardue in [78] shows that Froberg’s Conjecture [57], a conjecture which has attracted a lot
of attention within the commutative algebra community and that is widely believed to hold, is
equivalent to the following

Conjecture 47. Let F be an infinite field. A generic sequence of polynomials of degrees
di,....,d,inR="F[xy,...,x,] is semiregular.

In other words, Froberg conjectures that the set of semiregular sequences of polynomials of
given degrees contains a dense Zarisky-open set. If the conjecture is true, then a sequence of
polynomials of given degrees is semiregular with high probability, provided that the ground
field has large enough cardinality. It follows that, if ' = [F, with ¢ > 0 and Froberg’s Con-
jecture holds, then a sequence of polynomials of given degrees is a cryptographic semiregular
sequence with high probability. In addition, most cryptographic semiregular sequences are also
semiregular sequences, as the set of semiregular sequences conjecturally contains a dense open
set.

In [12, Section 3.2], Bardet conjectures that a sequence of polynomials with coefficients in
[F, is cryptographic semiregular with high probability. This conjecture is motivated by exper-
imental evidence, see also [15, Conjecture 2]. The conjecture was later disproved by Hodges,
Molina, and Schlather, who in [63] prove that there are choices of the parameters for which no
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cryptographic semiregular sequence exists over [F,. This is the case, e.g., form = 1 and n > 3d,.
In the sequel, we propose a notion of randomness which applies to any choice of the system
parameters.

Together Professor Gorla, we propose two dense Zariski-open sets, which can be used to for-
malize the intuitive idea of a random system. The set V corresponds to systems of m polyno-
mials in n variables which contain a regular sequence of length n, while the set U parametrizes
systems of m polynomials which contain a regular sequence of n polynomials of the smallest
possible degrees. Notice that V contains U and, if m > n, it also contains the set of crypto-
graphic semiregular sequences and that of semiregular sequences.

Definition 48. Fixm > n > land 1 < dy < ... < d,. For any multiset A of cardinality n
n+dy—1 n+dm—

contained in the multiset {d,, . .., d,}, let Up be the subset ofIP( A x PCRTD ywhose

points correspond to polynomials fi,..., f,, € R such that ( flt‘)p, oo vy [1oP) contains a regular

sequence in the degrees of A. Let

U = (L[ul ,,,,, d,) and YV = U (L[A.
AC{dy,..., d,n},lAl:I’l
An algebraically random system of m polynomials of degrees d, ...,d, in n variables is a

system F = {fi,..., fiu} C R such that deg(f;) = d; forall 1 <i <mand ([f1],...,[fn]) € U.

It is well-known that U, 4, is a dense open set for any choice of 1 < d; < ... < d,, if
m = n. This implies that any U, as in Definition 48 is a dense open set, hence also U and
V are. Notice that the degree of regularity is finite for all systems in U, for any choice of A,
therefore it is also finite for the systems in U and V. In particular, the degree of regularity
of an algebraically random system is finite. Notice moreover that, if ¥ is homogeneous, then
“V is the set of polynomial systems of degrees d, ..., d,, for which the degree of regularity is
finite. Notice moreover that, if m = n, a random system is a system for which P is a regular
sequence. Since this case is well-studied in the cryptographic literature, in the sequel we often

assume m > n.

Remark 49. For any system F of equations of degree at least g, one has

Fulx]—x,....x0 —x,} e Uy 4

[/ e U

Unlike semiregular systems [63], algebraically random systems exist for any choice of the
parameters and over every finite field.

Remark 50. Algebraic random systems over I, exist for any choice of n,m and 1 < d; <
. < d,. This corresponds to the existence of regular sequences of any given degrees in

Fylx1,...,x,], as any system of m equations in ¥ [x, ..., x,] of degrees d, ..., d,, which con-
tains a regular sequence in degrees di, . . . ,d, is algebraically random. Some regular sequences
inlFy[xi,...,x,] of degrees d,, . ..,d, are for example
d d dy
X'+ 8L, X+ 80 X"+ 8,

where g; € Fy[xis1, ..., x,] and deg(g;) < di.
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2.2 The degree of regularity of a random system

The goal of this section is to establish an upper bound for the degree of regularity of an alge-
braically random system ¥ consisting of m polynomials of equal degree D. In combination
with Theorem 38 and Theorem 39, this provides an upper bound for the solving degree of a
system of algebraically random polynomials of the same degree.

..........

the maps T and S are the ones defined in the introduction. In other words, when deciding
whether a system of polynomials of equal degree is algebraically random, one can safely ignore
the random linear transformations S and T used to disguise the internal system ¥. This also
shows that, for system whose equations are all of the same degree, being an algebraically
random system is an intrinsic property of the system and it is not affected by the invertible
linear transformations used to disguise the system.

In [24, Section 4], the authors provide an upper bound for the degree of regularity of a system
of quadratic polynomials which contains a regular sequence. In this section, we follow the
same basic approach and extend it to systems of polynomials of the same degree and systems of
polynomials of the same degree to which one adds the field equations. The cases that we treat
in this work are technically more challenging and require the use of more sophisticated results
from commutative algebra.

We start by introducing the family of lex-segment ideals. A conjecture by Eisenbud, Green,
and Harris will allow us to reduce to these ideals, when estimating the regularity of ideals
generated by algebraically random systems. Throughout the section, we fix the lexicographic
term order on R with x; > x, > ... > x,.

Definition 52. A monomial ideal I C R is a lex-segment ideal if it has the property that if
u,v € R are monomials of the same degree such that u >1x vandv € I, then u € I.

Let C and ¢y < ... < ¢, be non negative integers. An ideal L C R is a (C1ye..,Cy3 C)-
LexPlusPowers (LPP) ideal if L = (x}',...,x%) + L, where L is a lex-segment ideal generated
in degree C.

Notation 53. Let I C R be a homogeneous ideal containing a regular sequence of polynomials
of degrees c¢; < ... < c,. For each C > 0, we denote by LPP(I;cy,...,c,;C) the (cy,...,c,; C)-
LPP ideal L = (x{',...,x%) + L such that dim(I¢) = dim(L¢). We make L unique by choosing
the largest lex-segment ideal generated in degree C for which the equality L = (x{',...,x)+ L
holds.

Example 54. Let I C F(x,y, z] be generated by a homogeneous regular sequence of polynomials
of degrees 1,3,4. The (1,3,4;3)-LPP ideal L such that dim(I3) = 7 = dim(L3) is £ = (x,y?, 7).
For any lex-segment ideal L generated in degree 3 with dim(L3) < 7, one has L C L. Hence
one may write
L=y, H+L
as in Definition 52 and choose e.g. L = (X, x>y, x*z, xy*, xyz, xz*), or L = (x*). However,
Notation 53 prescribes that we choose the largest L with respect to containment, i.e.

3
L= (x3, xzy, xzz, xyz, xyz, xzz, ')

is the lex-segment ideal generated by the first T cubic monomials in the lexicographic order.
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The next conjecture appears as [48, Conjecture (V,,)]. It has been settled in several cases and
it is widely believed to hold within the commutative algebra community. For an introduction to
the conjecture and an excellent survey of known cases, we refer the interested reader to [40].
Here we state it in a weak form, which is what we need in the sequel.

Conjecture 55 (Eisenbud-Green-Harris Conjecture). Let I C R be a homogeneous ideal con-
taining a regular sequence of polynomials of degrees ¢y < ... < c,. Then

reg(l) < reg(LPP(/;cy,...,c,;C))
forall C > c,.

In order to estimate the degree of regularity of our systems, we use the following result by
Caviglia and De Stefani.

Proposition 56 ( [39, Lemma 2.3]). Let¢; < ... < c,and2 < C < > (¢;=1). Let L =
(x{',....,x")y+Lbealci,...,c,; C)-LPP ideal, and assume that £ # (x{',...,x). Let u = x}'v,
with t, # 0 and v € F[xi41, ..., X,), be the smallest monomial with respect to the lexicographic
order which belongs to L and has degree C. Then

reg(L) = i+ Y (e~ 1),

i=k+1

The first result is an explicit bound for the degree of regularity of an algebraically random
systems of polynomials of the same degree. In order to make the proof more readable, we
introduce the following notation.

Notation 57. Ifu € Rp is a monomial that only involves the variables xy, . . ., x,, and has degree
a in xi, we say that u is a (D, k, a)-type monomial.

In the next theorem, we provide an explicit formula for the degree of regularity of an LPP
ideal with given parameters. Thanks to Conjecture 55, this yields an upper bound for the de-
gree of regularity of an algebraically random system of polynomials of the same degree. In
the statement of the theorem, o7, is the position of the smallest (D, k, D — f)-type monomial

in the ordered list of monomials of degree D different from x?,...,xP, sorted in decreasing

sV

lexicographic order. In particular, oy = 0 and 07,_; p—; is the number of monomials of degree

D different from x?, ..., xP.

Theorem 58. Assume that Conjecture 55 holds. Let F = {fi,..., fu} € R be a polynomial

system and assume without loss of generality that f,*°, ..., f\°° are linearly independent of de-

gree D. If m = n, thenletk =0,t =D — 1. Else,let | <k<n—-1and0 <t < D -1 be such
that m — n belongs to the interval (o1, 0k,], where

L m—i— 1+ X n—k-1+j

n=X ()2 (7T)
i=1 j=1 J Jj=t+1 J

If F is an algebraically random polynomial system, then

dieg(F) < (D =1) + (n = k)(D - 1).
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Proof. If m = n, then ¥'P is a regular sequence of n polynomials of degree D, hence
dreo(F) =n(D—1) + 1.

Suppose therefore that m > n and let J be the ideal generated by F#'°P. Consider the lexico-
graphic order on R and let

L=LPP(J;D,...,D;D)=(x,....x")+ L,

be the LPP ideal with L the largest lex-segment ideal generated in degree D such that dim(Lp) =
m. Since both £, ..., f° and xP, ..., x” are linearly independent, we have

dim (LD/<x?,...,x,?)) =m-n.

Forl1 <k<n-1and0 <t < D -1, the number of (D, k, D — t)-type monomials is

dim(Fq[xk+la cees xn]t) = ( t

| (n—i—1+j> ’ (n—k—1+j)
20 ) -
P J — J

J

n—k—1+t>

hence

Tt

~
_ =

k
1
k-1

S

t
dim(Fq[xm, cees Xn])j + Z dim(Fq[ka, cees Xn])j

J=1

—

=1 j=

is the number of degree D monomials in F,[x,..., x,] different from x’lj e ,an and bigger
than or equal to xP~'x', the smallest (D, k, D — f)-type monomial. In other words, the monomial
xp~'x! is in position o, is the ordered list of degree D monomials in F,[xy, ..., x,1/(xD, ..., x2).
Notice moreover that o1y = 0 and 049 = 04— p- for2 <k <n-—-1.

If u is the smallest monomial in Lp/{x?, ..., x?), then u is in position m — n in the ordered
list of degree D monomials in F,[xi,...,x,1/(x?, ..., xD). If o1 < € < 07, for some 1 <
k<n-1land1 <t< D-1,thenuisa(D,k,D - t)-type monomial. Since 0 = 0y < € <
dim(F,[x1, ..., X, 0p)/(x2, ..., x2)p = 0_1.p-1, then m — n always belong to one of the intervals
above.

The ideal L is generated by the degree D monomials which are greater than or equal to u,
unless the monomial following u in lexicographic decreasing order is a pure power. In that
case, U = xkx,?‘l forsome 1 < k < n-1,1e. m—n = oyp_1, and the smallest degree D
monomial in L is x?, ;. Then L is generated by the degree D monomials which are greater than
or equal to xP,, which is a (D, k + 1, D)-type monomial. In both situations

reg(L) =D -+ n—-k(D-1)
by Proposition 56. The thesis now follows from observing that

dreg(F) = reg(J) < reg(L), (2.2.1)
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where the inequality follows from Conjecture 55. |

Example 59. In this example we show how to compute the bound from Theorem 58 for concrete
choices of the parameters. Letn = 6 and D = 3, so F = {fi,..., fu} € Fylx1,...,x6]3. Then
1 <k<5and0 <t <2 Thevalues of oy, are

Ot t=0|t=1|¢t=2
k=1 0 5 20
k=21 20 24 34
k=3| 34 37 43
k=4 43 45 48
k=5 48 49 50

Ifm=12,thenm—n==6and o) <6 <0 Hencek =1,1t=2, and d,ee(F) < 11.
Ifm =42, thenm —n =36 and 039 <36 < 03,. Hencek =3, t = 1 and d,(¥) < 8.
Ifm =54, thenm—n =48 and o4; < 48 < 04,. Hence k =4, t =2, and dys(F) < 5.

Remark 60. The upper bound of Theorem 58 is decreasing as a function of m, as one would
expect. In particular, as m — n passes from an interval (0,1, 0k,] to the next, the upper bound
decreases by one. The largest value of the bound is obtained in the case m = n, which corre-
sponds to F'°P being a regular sequence. In this case, the value for the bound is well-know and
is n(D—1)+ 1. The smallest value for the bound is obtained in the case m —n = 0, p-1, which
corresponds to (F'Py + (xP, ..., xﬁ) > = Rp. In this case, the value for the bound is easily seen
to be D.

Remark 61. The upper bound produced in Theorem 58 is sharp for all values of m,n,D. In
fact, it is met by any system F such that (f;*, ..., ) is a (D, ..., D; D)-LPP ideal.

Combining Theorem 58 and Theorem 39, we obtain the following.

Corollary 62. Let ¥ C R be an algebraically random system of degree D polynomials. If
m=mn,thenletk=0,t=D—-1. Else, let 1| <k<n-1and1 <t <D -1 be such thatm —n
belongs to the interval (o1, 0k,]. If Conjecture 55 holds, then

solv.deg”(F)<D—-t+1+m—-k)(D-1).

Proof. The upper bound found in Theorem 58 for the degree of regularity of F is bigger than
or equal to D for all k and ¢. The thesis then follows from Theorem 39. O

We now wish to apply Theorem 58 to a system which contains the field equations.

Remark 63. After reducing the equations of F modulo the field equations, they have degree at
most g — 1 in each variable, hence total degree at most n(q — 1). Therefore, when adding the
field equations to a polynomial system of degree D, we may always assume that

D <n(g-1).

Combining Theorem 58 and Theorem 38, one obtains the following. By Remark 63, we may
assume without loss of generality that D < n(g — 1).
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Corollary 64. Assume that Conjecture 55 holds. Let ¥ C R be an algebraically random system
of degree D polynomials, with D < n(q — 1). If m = n0, then let k = 0, t = D — 1. Else, let
1 <k<n-1landl <t < D -1 be such that m — n belongs to the interval (1,0 If
dreo(F) > g, then

solv.deg*(F U {x! — x1,...,x7 = x,}) < 2min{n(g — 1),(n —k+ 1)(D - 1) — 1}.
Proof. First, since (x{, ..., x0)u-1)+1 = Ru(g-1)+1. one has
Areo(FP U], ... x1) <n(g—1) + 1.

If D < g, then
(7:t0p U {XLII, R XZ})q—l = (Ttop)q—l * Rq—l,

since dpeg(F) > g by assumption. Therefore, dieo(F U {x? — x,..., x4 — x,}) = g = max{D, g}.
If g <D <n(qg-1),then

(FPUx],....xp =, .., xDpoy # Rpoy,

hence dieo(F U {x] — x1,..., x4 — x,}) = D = max{D, g}. This shows that the assumptions of
Theorem 38 are satisfied. The thesis now follows by combining Theorem 58, Theorem 38, and
the observation that

Areg(F UAXT = x1, .00, X8 — X)) < dieg(F).

O

Remark 65. While the estimates of Corollary 62 and of Corollary 64 hold for every D, they
are most relevant for D < q. In fact, for D > q we obtain tighter upper bounds on the degree
of regularity - hence on the solving degree - of ¥ U {x! — x1,...,x1 — x,} in Theorem 70 by
inspecting the degree D part of the system F U{x] —xy,...,x1—x,} € Uy,._, This corresponds
to the fact that, whenever the degree of the equations of the system is larger than or comparable
to the field size, it is convenient to add the field equations to the system before computing a

Grobner basis.

Next we estimate the degree of regularity and the solving degree of F U {x! — x,..., x4 — x,}
in the case when D > ¢g. By Remark 63, we may assume that D < n(g — 1).
First, we observe that one can easily derive a lower bound on the degree of regularity.

Remark 66. Let ¥ = {fi,..., fu} be a polynomial system of degree ¢ < D < n(q — 1). Since
(FPU{x],...,x8p_1 = (x],...,xDp_1 # Rp_1, then

Areg(F U {x? = x1,...,x1 = x,}) > D.

We now want to derive an upper bound. We start by computing the number of linearly
independent homogeneous polynomials of degree D as a function of n, D, g.

Remark 67. Assume that g < D < n(q — 1). A standard Hilbert function computation shows
that the number of homogeneous polynomials in n variables of degree D which are linearly
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independent modulo (x?, e XDy s
o) +D-1-i
) (n\ (n -1-ig
dim(R/(x?,...,x1)p = -1) .
im(R/(x{..... x)p zoj( ) (l> ( - )
It follows that the assumption that f;’, ..., ' are linearly independent modulo (x, ..., x9)

holds on a dense open set, whenever

2] .
m< > -1y (’:) <”+I’:: i _lq) (2.2.2)
i=0

If inequality (2.2.2) is not satisfied, then £, ..., P cannot be linearly independent.

The simplest case to treat is that of very overdetermined systems, more specifically the case

when fOP, .., [P are too many to be linearly independent modulo (x7, ..., x?). This happens

when m is larger than the bound from Remark 67. The next proposition shows that, in such a
situation, the degree of regularity is equal to the degree of the equations of the system.

Proposition 68. Let ¥ = {fi,..., fn} be a polynomial system of degree D, where ¢ < D <

D
n(g—1). If m > Z,L(ié(—l)k (Z) (””2[ __1]_]“1), then there is a dense open set W such that, if ¥ € W,
then
Areg(F U {x? = x1,...,x1 = x,}) = D.

Moreover,
solv.deg’(F U {x! — x1,...,x9 = x,}) <2D -2

and
solv.deg™(F U {x? — xi,...,x9—=x,}) <D+ 1.

Proof. Since by assumption

12]

n\ /n+D-1-k )
m > Z(—l)k (k> < 1 q) = dim(R/(x, ..., xD)p,
k=0
then there is an open set ‘W of m-tuples of polynomials of degree D such that
A Py + (xf, ... x0)p = Rp.
Since (F*P U {x?,...,x4)p_1 = (x1,....x)p_1 # Rp_1, then
Areo(F U{x! = x1,...,x1 = x,}) = D.

The rest of the statement now follows from Theorem 38 and Theorem 39. O

The next theorem yields an upper bound on the degree of regularity of an algebraically ran-
dom system of equations of degree larger than the field size to which we add the field equations.
For such a system, the bound is tighter than the one from Corollary 64. We start with a prepara-
tory lemma, whose proof follows directly from the definition.
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Lemma 69. Let u,v be monomials of type (D, k,a) and (D, h, b), respectively. If u > v, then

either k < hor k = hand a > b. In particular, if u,v,w are monomials such that u > v > w and

u and w have the same type, then v also has the same type as u and w.

Theorem 70. Assume that Conjecture 55 holds. Let ¥ = {fi, ..., f} be a polynomial system of
D

degree D, with q < D < n(g—1). Assume thatm < Z,F:"()J(—l) (l) ("+D 1= ‘q) and that ", . .., f©°

n—1

are linearly independent modulo (x{,...,x0)p. Let 1 <t < q—1and 1 < k < n—1 be such that
m belongs to the interval (01, 0k, where

k-1 q-1

Ok = ZZUU+Z7M,

i=1 j=1

and { J
Duig

s n—k\(n—k-=1+D-(i+1)g+t

M = Z(l)( )( e )

i=0
Let
B=qg—-t+n-k)g—-1).

If m= o0y, and eithert # q—1land D >2q—t—1,0ort=q—1and D > 2q — 1, then
dreg(qru{Xlll—xl,...,xz—xn})SB—]’

solv. deg*(F U {x! — x1,...,x7 = x,}) < 2(B-2),

and
solv.deg"(F U {x! — xi,...,x7 = x,}) < B+ 1.

In any other case
dreg(TU {-xL]] — X5 "XZ - xn}) S B’

solv. deg*(F U {x] — x1,...,x7 = x,}) <2(B- 1),

and
solv.deg"(F U {x! — x1,...,x7 = x,}) < B+ 1.

Proof. We start by proving that 7, is the number of (D, k, g — t)-type monomials in R which are

linearly independent modulo (x{,. .., x9)p, that is
| F Xty hx
M, = dim { q[qk“ "]] (2.2.3)
(xk+1 LI ) D—q+t
Since xZ +1>---» X1 1s a regular sequence in F,[x¢.1, ..., x,], a standard computation involving

Hilbert series yields the explicit formula

CF s %] =K\ [n—k-1+D—(i+1)g+1t
d q — —1) ,
1m|: i " :|D—q+l Z( )( I >( n—k-1

(Xpspo -+ +»Xn) =

where we notice that 7, # O only if D + ¢t — g < (n — k)(q — 1). This establishes the equality in
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(2.2.3). Similarly to the proof of Theorem 58, we notice that

k-1 g-1 t
ke = DD M+ D
=1 j=1 j=1
is the number of monomials of degree D which do not belong to (x?,...,x9) and are greater
than or equal to x,‘f_tx,?‘q” , the smallest (D, k, g — 1)-type monomial. Moreover, 0 4-1 = T

for2 <k<n-1.
Let I € Fy[xi,...,x,] be the ideal generated by F'? U {x],...,x4}. Let L = (x{,....x)) + L
be the (g, ..., g; D)-LPP ideal such that

dim(Ip) = dim(Lp) = m + dim(x{, ..., x))p.

Hence £ is minimally generated by x{, ..., x4 and m monomials of degree D that do not belong
to (x?,..., x9). Recall that, by assumption, L is the largest lex-segment ideal generated in degree
Dsuchthat £=(x1,...,x0)+ L,ie.,Lp 2 (xI,....xp.

Let u be the smallest degree D monomial in £/(x?, ..., x7). Notice that u is a (D, k,q — t)-
type monomial, since m belongs to the interval (o,-1,0%,]. Let v be the smallest degree D
monomial in L. If u is the smallest monomial in (R/(x?, ..., x))p, then u = x!~'xI.} - - x¢"" and
D =gq—t+(n-k)g-1). Moreover, £Lp = Rp and v = x? is a (D, n, D)-type monomial.

Assume now that u is not the smallest monomial in (R/(x1,..., x?))p and let w be the mono-
mial in (R/(x{,...,x%))p which follows u in decreasing lexicographic order. Then u > v > w
and v is the degree D monomial next to w in increasing lexicographic order. If m # o, then
w has type (D, k, g — t), hence so does v by Lemma 69. Suppose therefore that m = o, Write
D—qg+t=n-0)(q—1)+r, where 0 < r < g—1. Notice that D—g+1t < (n—k)(g—1), since u is not
the smallest monomial in (R/(x?,.. ., x9))p. Then £ > k. In this situation, u = x?"xjx%.| ... x4
andw = x!"'xI - X2 x| Notice that wis a (D, k, g—1— 1)-type monomial if 1 # g—1
anda (D,k+1,qg— 1)-type monomial if t = g — 1. If w is not the smallest degree D monomial of
its type in Rp, then v has the same type as w. If w is the smallest degree D monomial of its type
in Rp, then w = xI ' x27 " inthe case r # g — 1 and w = x¥_ | xL "' in the case 1 = ¢ — 1.
Since w ¢ (x?,...,x9), this is only possible if D < 2g —t—2fort # g—1and D < 2¢g — 2 for
t = g — 1. In this situation, v has type (D, k,q — t) in the case t # ¢ — 1 and type (D,k + 1,¢g) in
the case r = g — 1.

If Conjecture 55 holds, then

dieo(F U X — x1,..., x1 — x,}) < reg(L). (2.2.4)
Moreover, by Proposition 56

q-t—-1+m-k)g-1) itm=o0y,and
eithert #g—land D >2g—t-1,
reg(L) = ort=g—land D >2¢q -1, (2.2.5)

qg—t+n—-k)g-1) else.

The bound on the degree or regularity now follows from (2.2.4) and (2.2.5). The bounds on the
solving degree follow from the bound on the degree of regularity, Theorem 38, and Theorem 39.



2.3 Applications to the study of GeMSS and Rainbow 35

O

Example 71. In this example we show how to compute the bound from Theorem 70 for concrete
choices of the parameters. Let q =2, n =6 and D =4, so F = {fi,..., fu} S Fylx1,..., xl4,
withm < 15. Then k = 1,2,3,4,5 and t = 0, 1. The values of ny, are

Nk t=01r=1
k=1| 10 10
k=2 6 4
k=3 3 1
k=4 1 0
k=5 0 0
and the values of o, are
Okt t=0|r=1
k=1 0 10
k=2| 10 14
k=3| 14 15
k=41 15 15
k=51 15 15

Ifm="7,thenoiy<7 <0y Hencek=1,1 =1, and dieo(F U {x] — x1,..., X% — X6}) < 6.
Ifm =10, then oy = 10and D > 3. Hence k = 1, 1 = 1, and d,ee(F U{x3 —x1, ..., xa —x}) < 5.
Ifm =12, then 029 < 12 < 021. Hence k =2, 1 = 1 and dyeg(F U {x3 — x1,..., Xt — x6}) < 5.

2.3 Applications to the study of GeMSS and Rainbow

GeMSS and Rainbow were the only multivariate schemes in Round 3 of the first NIST Post-
Quantum Cryptography Standardization process. They are based on modifications of HFE (Hid-
den Field Equation) and UOV (Unbalanced Oil and Vinegar), respectively. They were subse-
quently revealed to be insecure and susceptible to a MinRank attack, see e.g. [10, 14,22, 23],
therefore they were excluded from the NIST competition.

In this section, the previous results are used to show that these systems are far being (al-
gebraically) random. Together with Professor Gorla, we do so by computing their degree of
regularity or solving degree for small instances and comparing it with the upper bounds ob-
tained in Theorem 58 and Theorem 70. The degree of regularity and solving degree of the
systems associated to GeMSS and Rainbow are much smaller than the corresponding invariants
for an algebraically random system with the same parameters, which reveals the presence of a
hidden structure that may be used to mount an ad-hoc attack, as it was done with the MinRank
attack by Beullens [23].

We used Magma to compute the solving degree and Singular to compute the degree of reg-
ularity. In particular, the algorithm we used in Magma for computing Grobner bases is F4,
therefore, the computed solving degree should be understood with respect to a standard algo-
rithm. The values that we obtain (and that we indicate in the tables below) are almost always
the same for systems with the same parameters. For each choice of the parameters in the table,
we produce ten instances of the public key PK = {pi,...,pn} € Fi[xi,...,x,] of the chosen
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scheme. For each one of them, we choose a random vector s = (51,..., 8,) € F? as a message to
be signed (in case a valid signature cannot be produced for the chosen vector, we replace it with
another randomly chosen vector). In order to forge the signature, an attacker may want to solve
the system PK's = {p;—51,..., Pm—Sn}. We make the system PK s square by assigning random
values to the last n — m variables. This yields a system & = {fi,..., fi} € Fylxi,..., xnl.

Since in GeMSS we work over [F,, we add to the system ¥ the field equations & = {x} +
Xlsoons x,zn + x,,}. In the next table we compare the experimental results we obtained for GeMSS
with the bounds from Theorem 70, in fact GeMSS systems are of degree 2. The experiments
show that both the solving degree and the degree of regularity of # can be more than twice the
solving degree of ¥ U &. This confirms the intuition that adding the field equations is a good
strategy in order to solve the system ¥ over [F,.

Unfortunately we were able to compute the degree of regularity of ¥ U & only for small
values of the parameters. In the next table the first three columns contain the parameters of the
cryptosystem, and the fourth the number of polynomials and variables that appear in #. The
columns labelled 'di,(F U &)' and 'sd(F U &)’ contain the values computed, respectively, with
Singular and Magma. The columns labelled 'max sd(F U&E)' and 'max di.,(F UE)' are the bounds
given by the Theorem 70 for the chosen parameters and a standard Grobner basis algorithm. We
omit the exponent ‘s’ in the notation of the solving degree for space reason.

n,D,a,v,m | de(F UE) | maxdee(F UE) | sd(F UE) | maxsd(F UE)
12,4,1,1, 11 5 10 3 18
8,9,1,1,7 3 6 3 10
8,9,1,2,7 3 6 3 10
8,9,2,1,6 3 5 3 8
8,9,2,2,6 3 5 3 8
24,4, 1,1,23 22 4 42
24,4, 1,2,23 22 4 42
24,4,1, 3,23 22 4 42
24, 4,2, 1,22 21 4 40
24, 4,2,2,22 21 4 40
24, 4,3, 1,21 20 4 38

While GeMSS is random according to Definition 48, the experimental results make it clear
that both the degree or regularity and the solving degree of GeMSS are far from the largest val-
ues that one can find for a system of those parameters according to Theorem 70. This indicates
that, for the same parameters, one should be able to find systems for which the complexity of
computing a Grobner basis is much larger. More importantly, it reveals the presence of a hid-
den algebraic structure, which may be exploited in ad-hoc attack (as it was in fact done in the
MinRank attacks mentioned in the opening paragraph).

For Rainbow, we choose to work over [, and 9. Since ¥ is a square system, ¥ is alge-
braically random if and only if 7P is a regular sequence. This turns out to be the case in most
of the examples that we computed and in that case

dreo(F) =m + 1 (2.3.6)

by Theorem 58. This is confirmed by our computations.
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Since the systems coming from this scheme are quadratic, adding the field equations may
increase the solving degree of the system. However, for the small values of g that we tried in
our experiments, we find that in all cases but one the solving degree decreases when adding the
field equations. This makes sense, as the degree g of the equations that we add is never larger
than the solving degree of the system to which we add them. In the next table we summarize
the results that we obtained in our computational experiments. Since in our experiments the
solving degree of ¥ U & is almost always smaller than that of ¥, in our examples U & is the
relevant system to consider, that is, the system that one wants to try to solve. Therefore, we
consider the degree of regularity and solving degree of ¥ U &. In our table, we compare the
degree of regularity and the solving degree of ¥ U & with the upper bounds from Theorem 58
and Corollary 64. The first three columns contain the chosen values for the parameters and
the number of polynomials and variables that appear in #. The columns labelled 'diee(F)'
and 'sd(¥ U &)' contain the values computed with Singular and Magma. The column labelled
‘max sd(¥ U &)' contains the bounds from Corollary 64. Again, we omit the notation to indicate
the usage of standard algorithm for computing the solving degree. We do not include the values
of the degree of regularity and solving degree of ¥ in the table, as we find that the system # UE
can always be solved more efficiently than the system ¥ .

q | [vi,01,02] | m | dieo(F) | dreo(F UE) | sd(F UE) | maxsd(F U E)
41 [3,2,2] 4 4/5 4 4 8
41 [3,3,3] 6 6/7 5 5 12
4| [7,5,5] |10 ] 10/11 6 6 20
91 [3,2,2] 4 5 5 9 -
91 [7,5,5] |10 11 9/10 10 20

Notice that Corollary 64 does not apply to the case ¢ = 9 and [vy,01,0,] = [3,2,2], since
dreo(¥) = 5. For these parameters, the bound from Corollary 64 would yield solv. deg(F UE) <
8. However, the bound does not hold in this case, as our experiments show.

As for GeMSS, we observe that the values that we computed for the solving degree of ¥ U&E
are far from the upper bounds predicted by Corollary 64. We conclude that, also in this case,
one expects to find systems with the same parameters as these instances of Rainbow and for
which the complexity of computing a Grobner basis is larger. Once again it reveals the presence
of a hidden algebraic structure, which may be exploited in ad-hoc attack (as it was in fact done
in the attacks that we mentioned at the beginning of the section).
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3 SupportMinors Modeling

The MinRank Problem arises naturally within cryptography and coding theory, as well as in
numerous other applications. The problem in its general form can be stated as follows.

MinRank Problem. Let [ be a field and let m,n,k be positive integers. Given as input k
matrices My, ..., M; € F"™", find xi, ..., x; € IF such that the matrix Zf,:l xeM, is nonzero and
has least possible rank.

In situations when the least possible rank (or a tight upper bound for it) is known, one may
rephrase the problem as follows.

MinRank Problem. Let F be a field and let m,n, r,k be positive integers. Given as input k
matrices My, ..., M; € F™", find xi, ..., x; € F such that

k
0<rk <Z .X(Mg) <r

=1

The MinRank Problem plays a central role within multivariate cryptography, both in the
cryptanalysis and in the design of schemes, as it is NP-complete [32] and believed to be
quantum-resistant. For example, it is a central tool in the cryptanalysis of HFE and its vari-
ants [21,34,45,66,89], the TTM Cryptosystem [61], and the ABC Cryptosystem [75,76]. More
recently, both GeMSS and Rainbow were subject to attacks which exploit the MinRank Prob-
lem, see [11,22,23,87].

On the constructive side, a zero-knowledge protocol based on the MinRank Problem was
proposed by Courtois in [43]. This produces a signature scheme following [56]. Recently,
a scheme relying on the MinRank Problem for its security was proposed in [81] and cracked
in [26]. Digital signature relying on the MinRank Problem for their security were submitted to
the NIST Call for Additional Digital Signature Schemes in 2023 [1, 5], see also [19].

In addition, the MinRank Problem is closely related to Minimum Distance Decoding in the
rank-metric. Notice in fact that, if C C " is a linear rank-metric code with basis My, ..., My €
F™" i.e. C is the F"™"-vector space (M, ..., M), and minimum distance d(C), then Minimum
Distance Decoding in the rank-metric can be phrased as follows.

Minimum Rank-Distance Decoding. Given a received matrix My € F"™" and a basis
M, ..., M, € F™" of the code C, find x,,...,x; € F such that

k
rk (Z )CgMg - Mo) < d(C)T_l

t=1

One sees immediately that Minimum Rank-Distance Decoding is an instance of the MinRank
Problem in its second formulation. Therefore, estimates on the complexity of the MinRank
Problem have a direct impact on understanding the complexity of decoding a general code
with respect to the rank-metric and hence on complexity estimates in rank-metric code-based



40 3 SupportMinors Modeling

cryptography. Similarly to the MinRank Problem, Minimum Rank-Distance Decoding is known
to be NP-hard [43] and believed to be quantum-resistant.

Rank-metric code-based cryptography may be traced back to [58], where Gabidulin codes
were used. The weakness of this proposal and of some related attempts were later exposed
in [20, 55,69, 77]. Rank-metric code-based cryptography has become relevant again in recent
years, when several new cryptographic schemes based on Minimum Rank-Distance Decoding
were proposed in the context of the NIST Post-Quantum Cryptography Standardization process,
see [6-8,59,72-74]. While none of these proposals was selected, NIST expressed interest in
further study of rank-based cryptosystems. In addition, two digital signatures [3,41] which base
their security on Minimum Rank-Distance Decoding were submitted this year to the NIST Call
for Additional Digital Signature Schemes.

In order to solve a MinRank instance one often models it, i.e. one writes a multivariate
polynomial system whose solution returns a solution for the original MinRank instance.

Main modelings for the MinRank Problem are the Kipnis-Shamir [66] and the Minors Mod-
eling [36, 51,52, 54]. In the past few years, variations of the Minors Modeling such as the
MaxMinors Modeling [13] and the SupportMinors Modeling [14] were introduced. Their ad-
vantage is that experimentally they appear to have significantly lower complexity compared to
the classical Minors Modeling. However, their complexity is significantly less well-understood
and current estimates heavily rely on heuristic assumptions.

In [33], together with Daniel Cabarcas and Elisa Gorla, we worked on making the heuristics
of [14] rigorous, therefore establishing a rigorous upper bound on the complexity of MinRank.

In the following there are two main parts. First, I introduce the SupportMinors Modeling
following the original description in [14, Section 3.1]. Then, I present the details of our work.
Even though the MinRank Problem makes sense over any field, the relevant cases in this dis-
cussion use a finite field. Therefore, fix I, the finite field of cardinality g, for the rest of the
chapter.

3.1 SupportMinors Modeling

For a square matrix M, denote by |M| the determinant of M. For a rectangular m X n matrix R,
n > m, denote by |R|, ; the determinant of the submatrix of R containing all the rows of R and
the columns index in J C [n], |J| = m.

Given k matrices My, ..., M, € IE‘Z’X", atarget rank r € Z., and the related MinRank instance,
there exists a couple of matrices (S, C) € F™" X F/*" which is solution of the matrix equation

k
SC:Zx,-M,- = M,. (3.1.1)

i=1

The existence of the matrices S and C is ensured by asking the rank of My to be smaller than
r. Looking at M, as a linear function M : Iy — F7, bounding the rank of My corresponds to
bounding the dimension of the image of the associated function Im(M), which can be regarded
as a vector subspace of [;. In this correspondence, C is the matrix associated to the restricted
function Fy — Im(M) C [F7, and S is an embedding of I} into F7".

Alternatively, one can regard C as a matrix whose rows are a basis for the row space of M.
In this setting, the entries of the i-th row of § are the coordinates of the i-th row of My in this
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basis. Then, denoting r; be the i-th row of My, r; is in the row space of C. Thus the maximal

minors of the matrices
i) iem
C b

are equal to zero. SupportMinors adresses the problem of solving the MinRank instance related
to My by solving the system

{

Notice that the entries of r; are linear forms m;,j(x) = Zl{f:l mj,;x¢, where mj,; is the entry of
M, in position (h, j). Moreover, all the entries of C = (c;;), i € [m], j € [n], are unknowns.
Notice that if (x, C) is a solution for (3.1.2), also (x, AC) is a solution for every r X r invertible
matrix A. However, considering the maximal minors of C as new variables instead of directly
all its entries, i.e.

v

C

JCn),|J|=r+1,r i-throw of My,i € [m]} . (3.1.2)

#,J

cr = |C|*,T s T - [n]’ |T| =r

the dimension of the solution space for C while solving the system (3.1.2) becomes one.

In [14], the authors wants to solve the system, or at least find the vector x, by direct lin-
earization, i.e., recovering enough linear form in the x variables while performing the Gaussian
elimination in the Macaulay matrix of the system (3.1.2). Thereby, the system (3.1.2) should be
‘dehomogenized’: as explained in [14, Section 3.3], we can suppose C be the matrix

(1.C).

The direct linearization provides enough linear form in the x if the number of rows of the
Macaulay matrix is at least the number of columns minus 1. Since each maximal minor of
the system (3.1.2) can be expressed via cofactor expansion with respect to its first row, the
system (3.1.2) has m(rf l) affine bilinear equations in k+ ('r’) —1 variables: x;,...,xyandcy, T C
[n),|IT| =r,T #{1,...,r}. Moreover, while building the Macaulay matrix of the system (3.1.2),
the columns index by the ¢ variables can be discarded since they do not appear in the equations,
so the number of columns of this matrix is k(’:) Then the system (3.1.2) is solvable by direct

linearization whenever
n n
m( ) > k< ) - 1.
r+1 r

If the previous inequality does not hold, one may skip to a ‘higher degree’ version of the
SupportMinors Modeling, introduced in [14, Section 5.2]:

{uf :p=px,...,x) monomial,deg(u) =b -1, f € 3.1.2)} . (3.1.3)

Notice that, in the case b = 1, the systems (3.1.2) and (3.1.3) coincide. In general, the sys-
tem (3.1.3) contains m(rfl) (kzl_’ 12) homogeneous equations of bi-degree (b, 1) respectively in
the xi,...,x; and in the ¢y, T C [n],|T| = r. However, one cannot assume that the equations
are linearly independent as in the case b = 1. In practice, the dimension of the vector space
generated by the system (3.1.3) does not eequal the number of the polynomials that it contains,
as it did for » = 1. In order to understand the dimension of this vector space, and so when the

system is effectively solvable by linearization one should compute the dimension of the space
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of syzygies of the family {cr : T C [n],|T| = r} in the polynomial ring F[x,.. ., x,].

In [14, Section 5], the authors make heuristics on the number of these syzygies, and so on the
expected degree b for which the system (3.1.3) is solvable by linearization. More precisely [14,
Heuristic 2] predicts the dimension of the [F-vector space generated by system (3.1.3). Exper-
imentally, this seems to be the case with overwhelming probability. The aim of our work was
to provide a rigorous proof of their conjecture, or to find proven results on the investigated
dimension.

Knowing the dimension of the space generated by (3.1.3) allows us to estimate the complexity
of solving the system (3.1.3) at the ‘right” degree b by linearization. Working over a finite field,
the most efficient algorithm is the Wiedemann algorithm, whose complexity is

ofueen(()(717))

This ‘right” degree b is the smallest integer such that the dimension of the vector space gen-
erated by the system (3.1.3) is greater than (’:) (k+2_1), which is the number of monomials of
bi-degree (b, 1).

3.2 Two special cases

In [33], we prove [14, Heuristic 2] for b = 2. Moreover, we compute the dimension of the
vector space generated by the system (3.1.3) for » = n — 1 and any b. We refer to this choice of
parameters as the ‘sub-maximal case’. However, in this case, our result does not coincide with
the estimate from [14, Heuristic 2].

The following is divided into three parts: In the first we analyze, respectively, the b = 2 and
the sub-maximal cases for an n X (m + r) matrix of variables {c;;, y,; : i € [r], j € [n], h € [m]}.
In the second part, we specialize the variables yj; to the entries of the matrix M,, that are the
linear form m;, ;(x), recovering the system (3.1.3). In the third part we study the complexity of
the SupportMinors Modeling described in the previous section. In particular, the dimension of
the vector space generated by the system (3.1.3) in the cases studied is given in Theorem 86.

3.2.1 b = 2 and sub-maximal cases of a matrix of variables

We first analyze the system (3.1.2) where each entry of M, is a distinct variable y;;, and only
later we specialize our results under y,; — m;,;j(X). Notice that, for our purpose, we prefer using
as variables the entries ¢;; of the matrix C and not its minors ¢z, then considering the polynomial
ring R = Flyyj,¢;j: h € [m],i € [r], j € [n]].

In this setting we are working with two matrices, C = (c;;) and Y = (y;;), of sizes respectively
r X n and m X n. In addition, define the (m + r) X n matrix D as

)

Let ¥ C R be the set of (r + 1)-minors of D and let G be the set of (» + 1)-minors of D that
involve the last » rows.

Let! C [m+r]and J C [n] be multisets with |/| = |J|. Throughout the chapter, I abuse notation
and write that a multiset is included in [«] if its underlying set is included in [u]. Denote by
D, ; the submatrix of D consisting of the rows indexed by the elements of / and of the columns
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indexed by the elements of J, where a row or column appears with the same multiplicity as it
appears in the corresponding index multiset. Finally, let E; ; be the standard basis of RCIDGH),
for I C [m+r]and J C [n] subsets with |I| = |J| = r + 1. I often refer to the position of the only
nonzero entry of E; ; as position (/, J).
Define the map
o : R(’:T)(rfl - R
Er; = |Dpyl

The image of the standard basis of RCIDGE) is F and the syzygy module of F is
Syz(¥) = ker(¢).
Similarly, the syzygy module of G is

Syz(G) = ker(p),

where ¢ is the restriction of ¢ to the submodule of RGIDGE) generated by {E;; : [ 2 [m +
1,...,m+r]}. This is precisely the subset of the standard basis of RGN whose elements are
mapped to the elements of G via ¢.

Notice that Syz(¥) C RGN and Syz(G) C R4, Throughout the section Syz(G) will be
identified with its natural embedding into RGN, then the syzygies of G are the syzygies of
¥ which only involve the elements of G. For the purpose of our work, we are interested in the
submodule

U=Syz@) NFlyu:1<h<m, 1 <1<n]"(") CSyz@) C Syz(F)

of syzygies of G which only involve the y-variables.

b =2 case

In this subsection the goal is finding a set of generators for U,.,,. This will translate into knowing
the dimension of the FF-vector space generated by the system (3.1.3) for b = 2.

Let I C [m+ r] and J C [n] be ordered multisets with |I| = |J|. Let 1 < i, j < |I|. If the i-th
element of I appears more than once in /, then developing the determinant of D; ; with respect
to the i-th row yields a syzygy of ¥, denoted by |D;,|;.. Similarly, if the j-th element of J
appears more than once in J, then developing the determinant of D;; with respect to the j-th
column yields a syzygy of F, denoted by |D; 4|, ;. Finally, if I and J are sets, then the difference
of an expansion of | D, ;| with respect to the i-th and the j-th row produces a syzygy of , which
is denoted by |Dy jlie — |D; 1. The difference of an expansion of |D; ;| with respect to the i-th
row and the j-th column also produces a syzygy of ¥, which is denoted by |D; jl;s — [Dy s ;.
Notice that, when writing Dy, I and J are thought as ordered multiset. However, the order
only affects the determinant by a sign, hence any reordering of / and J produces an equivalent
syzygy. So the ordering will be ignored throughout the section, in the hope that this does not
confuse the reader.

In [68, Theorem 5.1], Kurano proved that the following elements are a system of generators
of Syz(¥) as an R-module.

Type I: Foreach I C [m + r] and J C [n] subsets with |I| = r + 1, |J| = r + 2 and for each & € I,
one has a syzygy |Dyur.sli.., where Dy, 1s the matrix obtained from D; ; by adding a
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copy of the A-th row as first row. Similarly, exchanging the roles of rows and columns,
foreach I C [m + r] and J C [n] subsets with |I| = r+ 2, |J| = r+ 1 and for each k € J,
one has a syzygy |Dy usle.1, where Dy o, 1s the matrix obtained from D; ; by adding a
copy of the k-th column as first column.

Type II: Foreach I C [m + r] and J C [n] subsets with |I| = |J| = r + 2 and for each h,k € [r + 2],
one has a syzygy |Dy slne = |D1.sle-

Notice that all the above relations yield linear syzygies. Since the syzygies are homogeneous of
degree r + 2, then Syz(¥),,, is generated as [F-vector space by the syzygies described above.

The polynomial ring R can be given a Z™*" @ Z"-grading ‘by rows and columns’ by setting
deg(ynj) = en + f; € Z™" @ Z" and deg(cij) = ensi + f; € Z™" © Z", where {ey, ..., en)
is the standard basis of Z"*" and {fi, ..., f,} that of Z". The multidegree of a monomial u =
[Ties ITh=: I 1T )’Z;ﬂcﬁv € R, where ay, Bij € 220, is

deg(u) = Z Za'hleh + Z Zﬁij€m+i + Z Za’hlfl + Z Zﬁijfl cZ"®L".

h=1 I=1 i=1 j=1 =1 h=1 j=1 i=1

I often use the word multigraded to mean homogenoeus with respect to the multigrading. The
polynomials in # are multigraded. In fact, the minor that involves the rows and columns in-
dexed by 7 and J has multidegree

deg(ID ) =) e+ > fr

iel jeJ

Every minor in G involves the last r rows of D, hence it corresponds to an I of the form I =

{hm+1,...,m+ r} for some h € [r]. Therefore it is homogeneous of multidegree
m+r
deg(|Dy ) = e, + Z e + Z 1
i=m+1 jel

for some & € [m] and subset J C [n] with |J| = r+ 1.

One can divide Kurano’s relations in four disjoint sets:

St ={IDpurshe : Ul =r+ LJ|=r+2,hel},
S: ={IDrgyusler s Ml =r+2,Jl=r+1keJ},
S; = {|D1,J|1,- —Dpjlhe Ul = =r+2,2<h<r+ 2} ,
Sy = {lDI,Jll,- —[Drslex: U =Ul=r+2,2<k<r+ 2}.

Example 72. Let r = 1, m = 2 and n = 3, then Syz(F) C R°. In the following tables we
computed the syzygies given by Kurano, divided respectively in the four sets just introduced.
In all tables, the first column contains the parameters chosen for computing the determinantal
relation and the others are index by the 2-minors F;; and Gy, with I, J C [3] and |I| = |J| = 2,
belonging respectively to Syz(¥) \ Syz(G) and to Syz(G).
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Si1:h1,J | Fuypa | Funos | Fuaes | Guswa | Guans | Guaes | Gesna | Gesns | Geanes

L{L2L{1.2.3) | Y13 —yiz2 | Yil 0 0 0 0 0 0
2,(1,2,{1,2,3) | y23 22 | Y 0 0 0 0 0 0
1,{1,3),11,2,3) 0 0 0 Vi3 yi2 YL 0 0 0
3,{1,3},{1,2,3} 0 0 0 C1,3 —C12 Cl,1 0 0 0
2,{2,31,{1,2,3} 0 0 0 0 0 0 Y23 —¥y22 2.1
3,{2,3},{1,2,3} 0 0 0 0 0 0 c13 —C12 c1.1

So: Lk, J | Funuy | Fonus | Fuaes | Gusia | Guanas | Guses | Gesia | Geanis | Gesnes

{1,2,3},1,{1,2} €11 0 0 -1 0 0 Y11 0 0
{1,2,3},2(1,2} C12 0 0 -2 0 0 Y12 0 0
{1,2,3},1,{1,3) 0 c1,1 0 0 Y21 0 0 V11 0
{1,2.3}.3.{1,3) 0 €13 0 0 )23 0 0 V13 0
{1,2.3}.2.{2.3} 0 0 C12 0 0 )22 0 0 yi2
{1,2,3},3,{2.3} 0 0 €13 0 0 —¥2.3 0 0 Y13

S3:1,J,h Faunoaz | Fonasy | Fuoanes | Gusozr | Guanesy | Guanesy | Gesnoa | Gesnasy | Granes)
{1,2,3),{1,2,3),2 0 0 0 2.3 —V22 Y21 V13 —y12 Vi1
{1,2,31,{1,2,31,3 | —c13 C12 —C1,1 0 0 0 Y13 —y12 i1

S4:1,Jk Fungna | Faong | Foones | Guswoa | Gusnsy | Guanes | Gesnna | Geanesy | Gesnes
{1,2,3},{1,2,3),2 0 c12 0 0 —y22 0 Y13 0 V1,1
{1L2,3L{1,2,31,3 | —C13 0 0 Y23 0 0 0 V1.2 V1,1

Notice that S; U S, is smaller than the set of Type II relations, however it is an easy exercise
to check that every Type II relation is a linear combination of elements of S; U S,. The S4-type
relation corresponding to k = 1, in particular, is a sum with alternating signs of all the elements
of S5 U S,. Therefore, the set

S=S,US,US;US,

generates Syz(¥). Notice moreover that all the elements of S are multigraded. Using the
notation introduced above, the multidegree of an element of S, is

deg(|Dinyurslie) = en + Z e + pr
i€l jeJ
the multidegree of an elements of S is
deg(IDryusle1) = Z e+ fi + Z fi»
i€l jeJ
and that of an element of S; U S, is
deg(ID1 110 = 1D1slne) = deg(IDrslie = IDrsles) = Y ei+ > fr
i€l jeJ

Since the multidegrees of the elements of S; U S, are pairwise distinct, then the elements of
S, US, are F-linearly independent. For the same reason, the elements of S; U S, are linearly
independent from those of S; U S,.

In the next theorem a system of generators for U,,, is produced.
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Theorem 73. A set of generators for U,., is given by S’ := S| U S}, where

S| = {|D{h}u1,1|1,o M=r+ LU =r+2,10[m] = {h}} ’
S5 ={ID1slie = |Drsbe s M1 = = r+2,[IN0[m] =2},

where I C [m + r] and J C [n] are subsets.

Proof. 1t is easy to check that S; U S; C U,,,. Then the only fact to be proven is that every
element of U,,, can be written as a linear combination of the elements of S| U Sj.

Let T € U,,,. Since U is multigraded, by considering each homogeneous component one
may assume without loss of generality that 7" is multigraded. Since T € Syz(G),+», then T is
an element of Syz(¥),,» which belongs to the submodule generated by Ep g with H 2 {m +

m+r

1,...,m+r}, i.e., an element whose multidegree is bigger than » ;7\ e; + > .« f; for some
subset K C [n] of |K| = r. In other words

m+r
deg(T)=en+ > ei+er+ D fi+fr
i=m+1 jeJ

for some h € [m],i* € [m+r], J C[n],|J| =r+1,and j* € [n]. Since in addition T € U, then
its entries only involve the variables y; ;. This forces i* € [m].

Since T € U,;» € Syz(¥),+2, T can be written as linear combination of elements in S. By
comparing the degree of 7 with those of the elements of S, one sees that either 7 € S, or
T € (S; USy). In the first case, by inspecting the multidegree one sees that i* = h. This yields
the set S} consisting of the elements of S; with I = {h,m + 1,...,m + r}. In the second case, by
inspecting the multidegree one sees that I = {h,m + 1,...,m + r}, h € [m], i* € [m] \ {h}, and
J e

Consider therefore T € (S3 U S,) of multidegree » ;. e; + ., e; for some fixed subsets
m+1,....m+r}CIC[m+r]and J C [n] of |I| = |J| = r + 2. For ease of notation, denote by
She =1Drjlie = |Drjlhe € Sz and Sox = [Dyglie — 1Dy jle € S4. Write

r+2 r+2
T=> aSne+ Y BiSe (3.2.4)
h=2 k=2

for some ay, By € K. The element S ., has an entry ¢, in position / \ {m +r}, J \ {k} and no other
element appearing in the sum (3.2.4) has a nonzero entry in the same position. For3 < h < r+2,
the element S, has an entry c;,_,; in position / \ {m + h — 2}, J \ {1} and no other element in
the sum (3.2.4) has a nonzero entry in the same position. Since 7" does not involve the variables
ci j» this proves that 8 = 0 for2 < k < r+2 and a;, = 0 for 3 < h < r + 2. This yields the set S5.

O

Example 74. Consider the parameters of Example 72. For this choice, the sets S| and S} are
the subsets of S| and S; reported in the following two tables.

Sll ch L J | Funooa | Funoas | Fuaes | Gusa | Gusns | Guses | Gesna | Gesns | Gesnes
1,(1,3},{1,2,3) 0 0 0 V1.3 Y12 Y11 0 0 0
2,{2.31.(1,2.3} 0 0 0 0 0 0 y2,3 22 y2.1

S’331,J’h Faunnz | Fonsy | Fuanes | Gusnnz | Guasnnsy | Guanesy | Gesnna | Gesnasy | Granes)
{1,2,3},{1,2,3},2 0 0 0 2.3 —¥22 2.1 Y13 —y12 V1,1
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Sub-maximal case

Using the notation set at the beginning of the section, the final goal is counting the relations in
U for r = n — 1 and any b. The approach used it is completely different with respect to the one
of the case b = 2. In particular, in this subsection we give a graded free resolution of Syz(&) for
r = n— 1, from which one can extract the homogeneous component corresponding to U. For the
sub-maximal case, the matrix of variable considered is the n X (m + r) matrix D* = (Y |C ) with
r = n— 1. In this case the (r + 1)-minors are maximal. Our result is built on [2] by Andrade and
Simis. In their paper, the authors give a free resolution of the module generated by the maximal
minors of a n X ¢ matrix fixing n — 1 columns. The free resolution presented in the next theorem
is a modification of the Buchsbaum-Rim complex 28.

Theorem 75. [2, Theorem] Let f : F — G be a map of free modules, with rank(F) = € >
rank(G) = n. Let there be given a decomposition F = F'®F" into free modules, with rank(F") =
n—1. Set f' : F' — G for the restriction map. Then the following conditions are equivalent.

(i) grade(l,)(f) = € —n+ 1 and grade(l,_;(f")) > 2.

(ii) The complex

dr-n+1

4
0- AF®Se (G) — -
n+1

-, AF®So(G) = F” 5 Im(f)/Im(f) - 0 (3.2.5)

is exact and Im(f)/Im(f") = (\" f)(F") (where F" sits naturally inside \" F = \"(F' &
FY=@LNF N ' "FYas N FFe \ F”).

The definition of grade of an ideal is quite technical. However, in our case the ideal 7,,(f) and
I,_1(f") are ideals of minors of matrices of variables, whose grade is well-known, see e.g. [29,
Theorem 2.5].

Thanks to the identification of F” with A" F’ @ A' F”, (\" f)(F”) C R is the R-module,
i.e. the ideal of R, generated by the maximal minors fixing the n — 1 columns corresponding to
F’ of the matrix representing f. In the following example I highlight this fact using the map f
of Example 27.

Example 76. Recall that R = F[x,y,z], F = R*, and G = R® with bases respectively {ey, e;, e3,
esh, {fi, fo, f3). The map f : R* — R® is represented by the matrix

x 0 0 yz
M=10y 0 x
0 0 z y?

Set F' = (e3,e4), I = (ey, ez), then the columns corresponding to F’ are the last two. Thanks
to the isomorphisms

2 1 3

F”E/\F’@/\F” = (e A€3A€4,€2A€3A€4>Q/\R4,

it follows that \* f(F") = (x*z,y*2%) C R, that is precisely the ideal generated by the 3-minors
of M fixing the last two columns.
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The image of an element e; of a basis of F”’ via the map ¢ is the maximal minor of the matrix
representing f : F — G involving all the n— 1 columns corresponding to F” and the i-th column
among the ones corresponding to F”.

From now on, let f : R™*" — R" be the function represented by D*. The polynomial ring R
can be given a Z*-grading by setting deg(ys;) = (1,0) € Z* and deg(c;;) = (0, 1) € Z*.

Lemma 77. Let F = R(—(1,0))"®R(—(0, 1))""! be a graded free R-module with decomposition
F' & F”, where F’ = R(—(0,1))""! and F"" = R(—(1,0))", and let G = R". Then

(\NE" = @),
and the complex

m+n—1 n+l
dm—2 d3

0 -  AF ® 5,26 = o S5 AF e 5(G) (326)
is a graded free resolution of the R-module Syz(G(0,n — 1)).

Proof. The fact that (\" f)(F”) = (G) has been already explained. Now, notice that the choice
of F' and G makes the function f homogeneous. Moreover, in the complex (3.2.5) all the maps
d; are homogeneous. In order to make the function ¢ : R(—(1,0))" — (&) homogeneous, one
needs to consider the shifted ideal (G)(0, n — 1) instead of (G).

grade(l,(f)) = m —n + 1 and grade(/,_1(f’)) = 2 by [29, Theorem 2.5]. Then, applying
Theorem 75, one obtains that the complex

m+n—1 n+l
dm—2 d3

0 — /\F@Sm,z(G*) N /\F®SO(G*) - F” (327

is a graded free resolution of the shifted ideal (G)(0,n — 1) with augmentation map ¢.
Combining Remark 21 and the definition given at the beginning of Section 3.2, the module

ker(yp) is the syzygy module Syz((G)(0,n — 1)). Then, since the complex (3.2.10) is exact, one

obtains the thesis. O

3.2.2 From Y to M,

In this subsection we discuss the case when the entries of M, are linear forms in x, ..., x;. Let
P = Klx¢,cij : € € [k],i € [r], j € [n]] and consider the R-algebra homomorphism p : R — P
given by ¢;; = ¢;j and y,; = my;(X), where m;,;(x) are the entries of the matrix M. Abusing
notation, p denotes also the homomorphism R* — P', t € N, that acts as p componentwise.
‘Specializing” will often be used as a synonym for computing the image of an object via p.
Remember that the goal is to compute the dimension of the vector space generated by the
system (3.1.3). In other words, we are interested in the syzygies of the (r + 1)-minors of the

matrix
M,
p(D) = ( c )

which involve the last r rows, that is, the syzygies of p(G). In particular, we want to compute
the module of syzygies of p(G) that only involve the x-variables. Since p is a homomorphism,
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specializing the elements of U yields syzygies of p(&) in the x-variables. In other words,
p(U) € Syz(p(@) NKlxi, ..., x] € PEICR),

The case b = 2

In the following, we argue that there exists a subset of the coefficients of the linear forms m; that
is dense in the Zariski topology, for which p(S’) generates Syz(o(G)) N K[xy, ..., x]. Before
that, we prove a preliminary lemma on the supports of the syzygies before specialization. I
follow the notation of the previous subsections. For brevity, we say that S € ¥ is supported on
9H to mean that S is supported on the positions corresponding to H, for H C F.

Lemma 78. Each S € S falls into one of these mutually exclusive cases:
i) S is supported on the positions corresponding to G.
ii) S is supported on the positions corresponding to F \ G.

iii) S does not fall into case i) or ii) and it involves a variable c;; in a position that corresponds
to an element of F \ G.

Proof. LetS € S=S,US,US;US,. If S € Sy, then § = ’D{hlul,f|1,. where I C [m+7r], J C [n]
are subsets, |I| =r+ 1,|J| =r+2,and h € I. In particular, |I N [m]| > 1. If |[I N [m]| > 1, then
S is supported on ¥ \ G and it falls in case ii). If |[I N [m]| = 1, then § is supported on G and it
falls in case 1).

IfS €S,,then§ = ‘D,{k}uA 1 where I C [m+r], J C [n] are subsets, |I| =r+2,|J| =r+1,
and k € J. Notice that |I N [m]| > 2. If | N [m]| > 2, then S is supported on ¥ \ G and it falls in
case ii). If |[I N [m]| = 2, then S is the sum with alternating signs over i € I of dyE ;. Since
r > 1, then |I| > 3, so there exists i* € I \ [m]. Let ¢« = min(/). Then Ep(, s is supported on G
and d; = y,. Moreover, Ep -+ s is supported on ¥ \ G and di-; = ¢j+_mi, s0 S falls in case iii).

IfS €8S5,thenS = !DIJ Lo ‘D”|h where I C [m+r], J C [n] are subsets, |I| = |J| = r+2,
and 2 < h < r + 2. Notice that I N [m]l > 2. If |IN[m]| > 2, then § is supported on F \ G and
it falls in case ii). If [/ N [m]| = 2 and h = 2, then S is supported on G and it falls in case i). If
I N[m]| =2 and h > 2, then

S Z( 1) dl]JEI\{ll LI Z( 1) dzh]EI\ {in}, J\{j

jeJ jeJ

where I = {ij,..., i} with ij < --- < i,,». Notice that Epy s 1s supported on G and
d;,; = y;jforall j € J. Moreover, Ep, n\(j is supported on ¥ \ G and d;,; = c;,—; forall j € J,
so S falls in case iii).

IfS €S,,thenS = ‘D,J|1 ‘D,J‘ kwhere] C[m+r], J C[n] are subsets, |I| = |J| = r+2,
and k € [r + 2]. Notice that |I N [m]| > 2. If [I N [m]| > 2, then S is supported on F \ G and it
falls in case ii). If |I N [m]| = 2, then

r+2 r+2

t+1 s+k
S = D"y Eniyngs — (=D i Enyngos

=1 s=1

where I = {iy,...,i,p} withiy <--- <i,pand J ={ji,..., jr42} With j; < j, < --+ < j,.4. For
s > 2, Epgign, 18 supported on T \G and d; j, = ¢;_n j,. Moreover, Epy;,) 7\, 1S supported on
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G and has coeflicient d;, j, = y; j, in the expression of T', provided that ¢ # k (Ep ).\, cancels
in the expression of 7', since it appears twice with the same coeflicient y; ;, and opposite signs).
Hence S falls in case iii). |

In the next theorem we prove that every syzygy of # which specializes to a nonzero syzygy
of p(@) is in fact a syzygy of G.

Theorem 79. Let P = K[x;,c;; : € € [k],i € [r], j € [n]] be an R-algebra with homomorphism
p : R — P given by c;j » c;j and y,; = my,;. Let T € Syz(F). If p(T') € Syz(p(G)) \ {0}, then
T € Syz(G).

Proof. Let T, be the set of elements of S that fall into case i) of Lemma 78, let T, be the set of
those that fall into case ii), and let T3 be the set of those that fall into case iii). By Lemma 78,
S =T, UT,UT;. Let T € Syz(¥) and suppose that p(T) € Syz(p(G)). Since S generates
Syz(¥), by Lemma 78 we can write

T=) asS+) asS+) ass. (3.2.8)

S ET] S ET2 S€T3

Up to replacing T by T — ZSGTI asS, we may assume that g = O for every § € T,. In
particular,
pT) =) aspS)+ ) asp(S). (3.2.9)
ST, SeT3
The thesis corresponds to proving that 7 = 0. In fact, this implies that for any 7" € Syz(¥) for
which p(T) € Syz(p(G)), one has T € (Ty) = Syz(G),+2-

The first matter is how the support changes when passing from T to p(T'). Since p(c;;) = ¢;j
for all i and j, if one entry of 7T involves a c-variable with a nonzero coeflicient, then the
corresponding entry of p(T") involves the same c-variable with the same coefficient. In particular,
when looking at the c-variables, the supports of 7" and p(T") coincide. Since p(T') € Syz(G), the
positions of T corresponding to elements of ¥ \ G cannot involve any c¢ variable.

A coeflicient ¢;; in position (1, J) can only come from an element of T, or T3 corresponding
to the multisets / U {i} and J U {j}. Therefore, if ¢;;E;; comes from a syzygy p(S) and cancels
in (3.2.8), then it cancels with a summand c;;E; ; coming from a different syzygy p(S’) which
corresponds to the same multisets / U {i} and J U {j}. Therefore, one may restrict to Dy sy
and only discuss which cancellations occur in (3.2.8) for syzygies that originate from it.

Let S € T; and let 1, J be the multisets from which S originates. Then I C [m + r], J C [n],
|I] = |J| = r + 2 and one of the following must hold:

1. Iisaset with |IN[m]| = 2, J contains one element k£ with multiplicity two and every other
element has multiplicity one, and S € S,.

2. I and J are sets of cardinality r + 2, |I N [m]| = 2, and S € S; with & > 2.
3. I and J are sets of cardinality r + 2, |I N [m]| = 2,and S € S; with k > 1.

In case 1., there exists exactly one syzygy X € Tj that originates from those I and J. Write [ =
{i],...,ir+2} with I <...<ligo,J= {k,j],...,jr+1} Withj] <...< jr+l and k € {j],...,jr+1}.
We have ay = 0, since otherwise the element asci Epiy).ij,....;..,1 does not cancel in (3.2.8), as
there is exactly one syzygy in T; where c;,; appears in position I \ {i3}, {ji, ..., jr+1}.
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In cases 2. and 3., assume for ease of notation that / = {1,2,m+1,...,m+r}and J = [r+2].
Because of what it is discussed above, when studying cancellations among the c-variables, one
may restrict their attention to the syzygies that originate from the / and J that had been just
fixed. For h > 2, cp—p1 Epym+n-2)2...r+2) ONly appears in syzygies obtained from developing the
determinant of D;; with respect to row A or column 1. Since k£ > 1, the only syzygy that it
appears in is X, = |Dy jl1.e —|Dy ln.. Therefore no cancelation is possible and ay, = 0 for & > 2.
For afixed2 < k < r+2, ci xEnpm+1y.0y only appears in syzygies obtained from developing the
determinant of D, ; with respect to row 3 or column k. Since as, = 0, the only syzygy in which
it appears is ®; = |D; j|1.« — |D; sle k. Again, no cancelation is possible, showing that ag, = 0 for
k> 1.

This proves that, if p(T') € Syz(G), then there is an expression of 7 as in (3.2.8) that does not
involve any element of T5. Since the support of p(§) is disjoint from G for every S € T, then
by (3.2.9) we deduce that p(T') € Syz(G) forces T = 0. |

The next theorem is one of the two main results of this chapter. It shows that, for k sufficiently
large and for a generic choice of My, ..., My, the linear syzygies of p(G) which only involve the
x-variables are generated by the specializations of the linear syzygies of G which only involve
the y-variables.

Theorem 80. For k > m(n — r) and generic My, ..., My, the set p(S") generates Syz(p(G)),+2> N
Klxy,...,x] as a K-vector space.

Proof. For k > m(n — r) and generic My,..., M, one has that grade(o(¥)) = grade((F)).
Since the ideal () C R is a perfect R-module, see e.g. [27, Theorem 3.4.9], a minimal free
R-resolution of () specializes to a minimal free P-resolution of (o(¥)) by [29, Theorem 3.5]
(as tensoring with P over R corresponds to specializing via p). In particular,

Syz(p(F)) = p(Syz(F)).

Since p is a homomorphism, then p(Syz(G)) C Syz(p(G)). Conversely, let S € Syz(po(G)) C
Syz(p(F)) = p(Syz(¥)), S # 0. Then there is T € Syz(¥) such that p(T) = S € Syz(p(G)). By
Theorem 79, T € Syz(G). This proves that

p(Syz(G)) = Syz(p(G)).

Finally, let 0 # S € Syz(0(&))rs2 N K[x1, ..., x]"*) and let T € Syz(G) be such that
p(T) = §. Since p is the identity on the c-variables and maps the y-variables into linear forms
in the x-variables and S € K[xy,..., xk]m(rfl), then T € Klyy : k € [m],l € [n]]’”(rfl). Therefore
T € Syz(G) NKlyy : k € [m],1 € [n]]"() = U. This proves that

SYZ(p(G))r2 N K1, ... ., x ]G = p(U),12 = (p(S))),

where the last equality follows from Theorem 73. O

The sub-maximal case

In the following, we prove that there exists a Zariski-open subset of the coefficients of the
linear forms m;,; for which the specialized free graded resolution of Syz((G(0,n — 1))) given in
Theorem 77 is a graded free resolution of Syz(p((G)(0,n — 1))).
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LetS = F[yhj,cij,x[ the [m],] €lnl,ie[n-1],f € [k]]and P = F[C,‘j,X{ he [m],] S
[n],i € [n— 1], ¢ € [k]] with a Z?-grading defined by setting deg(y,,) = deg(x,) = (1,0) € Z?
and deg(c;;) = (0,1) € Z2.

Remark 81. Denote by C, the graded complex which solves the ideal (G)(0,n — 1). With the
notation introduced in Lemma 77, C, is the complex

m+n—1 n+l
dm—2

0 > A F® 85,26G) =5 - -, NF ® SG) — F". (32.10)

Let Cy be the module F”" = R(—(1,0))" and C; the module /\"”F ® S;_1(G"), fori € [m—1].
Reasoning as in Example 26 with weighted bases for both F and G, one finds that

€= @DR(-j.j—n - nDN),

j=0
Notation 82. C" is the complex whose modules are

n+i
C = P(~(1,0))" and C{" = @ P(~j. j—n— iy,

J=0

where B j-n-iy = (';’) (n’:_lj) (ifl),fori €[m-1].

Proposition 83. For k > m + 1 — (n — 1)n and generic M,, ..., M,, the complex C) is a free
graded resolution of the ideal p((G))(0,n — 1) C P.

Proof. If k > m+ 1 — (n— 1)n, then it holds that
depth(S /(G)S) = mn,

where (G)S is the ideal generated by G in the ring S. In fact, thanks to the Cohen-Macaulyness
of polynomial ring [28, Corollary 2.1.4] and the Auslander-Buchsbaum Formula [28, Theorem
1.3.3], one has that

depth(S/(G)S) = depth(R/(G)) + k = dim(R) — projdim(R/(G)).

Moreover, the dimension of R is equal to the number of variables, which is (n — 1)n + mn.
Since C, is a free resolution of (&) of length m, the projective dimension of the ring R/(G) is at
least m + 1. Therefore, for generic My, ..., M, one can suppose that S/(G)S contains a regular
sequence of the form {y;; —m;,;(x) : h € [m], j € [n]}. Call L the ideal (y,; —m;(X) : h € [m], j €
[7]) € S. Then, using [28, Proposition 1.1.5], one obtains that the complex

Ce®s S/L—=(G)O0,n-1)® S/L—-0

is graded and exact.
Notice that (S /L)" = P" forevery u € Zs via the S -algebra homomorphism p” : § — P given
by cij & cij, Xk P Xk, and y,; — my(X). The homomorphism p’ is homogeneous with respect
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to the Z>-grading, thus the shifting are respected. Thereby, again using the homomorphism p’,
one obtains that

@O0,n-1)®s S/L=(G)SO0,n—-1)+L/L=p(G)0,n—-1)).

Now the thesis follow from the fact that, since p is homogeneous, it holds that

p(G)0,n - 1)) = p((G)(O0,n - 1).

Remark 84. As in Lemma 77, thanks to Proposition 83, the complex

(C(P)

m—1

Prlciin (CEP))ﬁu—j,j—n—i) (3.2.11)
is a free graded resolution of the module Syz(p(G)(0,n — 1)).

Finally, in the next theorem, we compute the number of relations in the system (3.1.3), that
is the dimension as F-vector space of the component p(U),_;,, with respect to the standard
grading.

Theorem 85. For k > m + 1 — (n — 1)n, generic My, ..., M,, and any b > 0, the dimension of
the I -vector space p(U), 1. is

min{m—n,n+1,b—n} .
- m n k+b-n—-i-1
g -1t . 3.2.12
=D (n+i>(i—l)( k-1 ) ( )

i=1

Proof. First notice that the vector space U,,_;,, is the component of degree (b, 0) of the module
Syz(p((G))(0,n — 1)). Since the complex (3.2.11) is exact also the complex

(Clgf’jl)fl:rtal),(—.ﬂj—n—i) I (C(IP))@:(O—).L_/—n—i) N Syz(p((g))(O,n _ 1))(1]’0) -0
is exact. The dimension of the modules involved is the following:

n+i

. (P) .
dimg, ((C;" Dp0) = Zﬁi,(—j, j-n—iy dimg, Pp—jjn-p
Jj=0

g k+b-n-i-1
— Pi,(-n-1,0) k—1

()T

where the second equality comes from the fact that dimg, Py, # O if and only if j > n +1,
then the only case to be considered in the sum is j = n + i. Thereby, the dimension of the

IF,-vector space Syz(p((G))(0,n — 1)) 18

min{m—n,n+1,b—n} .
. k+b-n—-i-1
) o " (" 2.1
=D (n+i)(i—1)( k—1 >’ (3:2.13)

i=1
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since the three binomials are different from zero if and only, respectively, i <m —n,i < n+ 1,
andi < b —n. |

3.2.3 Complexity estimates and conclusions

In this section we study the complexity of the SupportMinors Algorithm described in Sec-
tion 3.1. The algorithm entails solving a system of polynomial equations in xi, ..., x; and new
variables ¢y = |C|, 7 for T C [n] of cardinality r. The variables ¢y are the Pliicker coordinates
of the matrix C, i.e., Cr corresponds to the maximal minor of C of columns indexed by 7. Let
Q be the corresponding polynomial ring, i.e., Q = Fy[xi,...,x,cr | T C [n],|T| = r]. In this
context, one needs to estimate the rank of the Macaulay matrix considered in the SupportMinors
Algorithm, or equivalently, the dimension of the module generated by the elements of p(&G) over
F,[x1,...,x] for a given degree b in xy, ..., x; and degree one in the Pliicker coordinates. The
results contained in the previous sections allow us to make the estimates of [14, Sections 5.2 and
5.3] rigorous for b = 1,2, where b is the degree in xy, ..., x; of the equations that we consider.
In the sequel, for brevity we say that b is the degree in x of the equations that we consider.
Moreover, they allow us also to provide dimension of the space generated by system (3.1.3) for
r = n— 1 and any b. This result, however, does not agree with the estimates of [ 14, Sections 5.2
and 5.3].

Throughout this section, saying that the entries of My are generic, depending on whether
we are considering the case b = 2 or the sub-maximal one, it means that the coefficients of
the entries of My belong to the Zariski-dense open sets considered in Subsection 3.2.2 and in
Subsection 3.2.2.

Theorem 86. Consider the SupportMinors Algorithm and assume that the entries of My are
generic. Let b denote the degree in x of the equations that we consider. Then the number of
linearly independent equations available for linearization for b = 1,2 is as predicted in [14,

Sections 5.2 and 5.3], namely it is
r+1 r

n
r+1

for b = 1. For b = 2 assume that m(
equations available for linearization is

mnfon(, 2 )= (") () (50D}

min{m—n,n+1,b—n} .
- m n k+b-n—-i-1
L, = —1 i1 .
b E: =D (n+)(ﬁ4)( k-1 )

i=1

) < k(’r') Then the number of linearly independent

Let

k+b-2

b1 ) Then the number of linearly independent

For r = n— 1 and any b, assume that t,_; < n(
equations available for linearization is

[ (keb=2) _ (k+b-l
1 - .
b1 I

Proof. The first formula in the statement follows from observing that the cardinality of p(G) is
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m(r’ll) and the number of Pliicker coordinates of C is ('r’) hence dimg (Q1.,1)) = k(’;)

To prove the second formula, we need to estimate the dimension in bi-degree (2, 1) of the
vector space generated by p(G)F,[xi, ..., xc];. Notice that, since the Pliicker relations are ho-
mogeneous quadratic relations, we may treat the Pliicker coordinates as independent variables.
For a generic My, the elements of p(G) are linearly independent provided that m(,",) < k(). In

such a situation, "
dimg, ((p(G))) = Ip(G)| = m(r’: 1).

Since dimg, (F,[x1, ..., x]1) = k, then the dimension of the vector space generated by
PG [x1,...,x]1 € Q) 1s the minimum between the dimension of O, ;) and

km( " ) — dim(Syz(p(G))r2 N Flxi, ..., xi)).
r+1

The thesis now follows since dim(Qp.1)) = (3') (?) and

1
dim(Syz(p(&)) N Flxi. ... xilyen) = (m; ) <r . 2>

by Theorem 80.

To prove the last formula, we need to estimate the dimension in bi-degree (b, 1) of the vector
space generated by p(G)F,[xi, ..., xclp-1.
Since dimg, (Fy[x1, ..., xlp-1) = (kzlj ;2), then the dimension of the vector space generated by
P @F [x1, ..., xklp-1 € Q1) 1s the minimum between the dimension of Q1) and

k+b-2
m(r Z 1) ( Z -1 ) - dimqu(SyZ(P(g))bm—l N F[Xl, R ,Xk]).

The thesis now follows since dimg, (Q.1)) = n(’“i_l) and

dimg, (Syz(p(G)) N Flx1, ..., Xklpin-1) = 1

by Theorem 85.
O

Corollary 87. Assume that the entries of My are generic and let b denote the degree in x of the
equations that we consider. Then the SupportMinors Algorithm outputs a solution to MinRank

in degree b = 1 provided that
m( " ) 2k<n) -1
r+1 r

If the SupportMinors Algorithm does not output a solution to MinRank in degree b = 1, then it
outputs one in degree b = 2 provided that

km(rZJ ) (m2+1> (rZz> § (k;1> (Z) -1
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min{m—n,n+1,b—n} .
- m n k+b-n—-i-1
L, = —1 i1 .
b > D (n+i)(i—1>( k-1 >

i=1

Name

For r = n—1, if the SupportMinors Algorithm does not output a solution to MinRank in degree
b — 1, then it outputs one in degree b provided that

k+b-2 s k+b-1 1
m b1 p =N b .

Notice that the case b = 2 is of high interest, as this is the relevant degree in the attacks
to ROLLO-I-256 and many instances of GeMSS, see [14, Sections 6.1 and 6.2]. Moreover,
notice that if » < n, the number 7, is equal to 0. This means that, in the sub-maximal case, the
equations of the system (3.1.3) are linearly independent if b < n.
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