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Abstract

The frontier of the Internet is a highly volatile and rapidly evolving area with
Internet of Things (IoT), mobile, and smart devices. Every day more and more
devices are being deployed and connected to clouds in order to form distributed
systems at any scale. Especially large-scale IoT systems make use of public
cloud infrastructure for demanding IoT data processing. As a result of this
continuous expansion, common network infrastructures and cloud data centers
have to shoulder a greater part of expanding Internet traffic. Furthermore, with
their growing number of features, these systems offer an increasingly large attack
surface to cybercriminals and malicious users. Once deployed, IoT devices are
constantly exposed to a wide range of threats. Unauthorized persons can gain
physical access to devices or devices can be compromised remotely by software
exploits and vulnerabilities over the network.

The increasing availability of hardware-based trusted execution environ-
ments, ranging from low-power embedded devices to high-performance servers,
could be a solution to these challenges. In particular the lack of trust towards
cloud providers has limited the deployment of large-scale distributed systems
for manipulating confidential and sensitive data. Public and private companies,
as well as organizations or individuals, are taking major risks by exposing their
assets and business interactions to the cloud. Under some circumstances, it can
even be illegal to disclose certain data or documents to the public, such as med-
ical records. Exploiting trusted execution environments enables dissemination
and processing of confidential and sensitive data in the cloud without having to
trust the cloud provider. Alternative solutions, such as homomorphic encryp-
tion, address the same trust issues but remain in their current state in terms
of computational performance and energy consumption behind requirements of
current workloads. Most importantly, hardware heterogeneity of trusted execu-
tion environments allows selecting platforms based on the energy requirements
of software services.

Hardware, firmware, and operating system support is necessary for enabling
complex interactions between various components in order to provide fully func-
tional trusted execution environments. Software frameworks abstract the un-
derlying complexity of these interactions and provide user space programming
interfaces for large-scale adaptation of trusted execution environments. Under-
standing how IoT services shielded by trusted execution environments are being
affected in terms of energy efficiency, scalability and security remains mostly
unclear. This knowledge is particularly important for developing secure and
scalable IoT services that run on battery-powered devices as well as to extend
the availability and uptime of services.

Many IoT devices rely on battery power or renewable energy sources, such
as solar energy through solar panels. Critical supply voltage levels are reached
when the battery is nearly empty or if insufficient solar power is provided, al-
lowing for locally or remotely deployed voltages glitches to compromise security
guarantees of devices. Under these conditions the integrity and security of loT
credentials, data, services and the system as a whole are at stake. Therefore, not
only security, but also energy levels have to be considered when designing such
systems, since particularly in IoT, energy and security are strongly intertwined.



Novel approaches need to be considered for IoT services deployed in public and
private clouds for determining safe undervolting margins and detecting mali-
ciously undervolted cloud instances.

The current thesis presents a selection of security-relevant IoT services which
are enhanced by trusted execution environments in order to provide better secu-
rity guarantees. These IoT services include design, implementation, deployment,
and evaluation of blockchain, key-value and secure storage, as well as network
performance systems on low-power ARM-based hardware. Energy efficiency,
scalability, and security compromises are quantified in small-scale deployments
for the evaluation. The secure IoT services are complemented by two novel
energy-related approaches. The first approach is motivating the use of gener-
alized deduplication in IoT network protocols to reduce energy, transmission,
as well as storage costs. Undermining the reliability of processors is explored
in a second approach where an undervolted cloud infrastructure is considered
in an attack. The primary interest of this thesis are low-power IoT devices
using ARM TrustZone in combination with the OP-TEE framework as trusted
execution environment.

Keywords: blockchain, cloud, distributed system, energy, IoT, scalability, se-
curity, TEE

vi



Résumé

La frontiére de I'Internet est un domaine extrémement volatile et évolue rapi-
dement qui est constitué d’appareils Internet des objets (IoT), mobiles et in-
telligents. Chaque jour, de nouveaux appareils sont déployés et connectés aux
clouds pour former des systémes distribués de toute échelle. Les infrastructures
des clouds publics sont principalement utilisées par les grands systémes distri-
bués pour le traitement exigeant des données issue de I'IoT. Ce développement
continu a comme conséquence ’augmentation drastique d’une partie du trafic
Internet, et doit étre gérée par l'infrastructure des réseaux communs ainsi que
les centres de données des clouds. De plus, le nombre de fonctionnalités de ces
systémes est croissant, ce qui offre aux cybercriminels des opportunités d’at-
taques de plus en plus fréquemment. Une fois déployés, les appareils IoT sont
constamment exposés & une grande variété de menaces. Ainsi, des intrus pour-
raient accéder aux appareils potentiellement compromis par des exploits et des
failles de sécurité a travers les réseaux.

La disponibilité croissante des environnements d’exécution de confiance dans
I’équipement informatique, allant des systémes embarqués de faible puissance
aux superordinateurs, peut étre une solution & ces défis. En particulier, un
manque de confiance dans les hébergeurs a limité le déploiement des systémes
distribués a grande échelle, lorsqu’ils manipulent des données confidentielles et
sensibles. Les entreprises privées et publiques, les organisations et les individus
prennent des risques majeurs en exposant leurs actifs et interactions commer-
ciales aux services informatiques hébergés. Dans certains cas, il est illégal de
rendre certaines données et documents publique, comme par exemple les dos-
siers médicales. L’exploitation des environnements d’exécution de confiance per-
met la diffusion et le traitement des données confidentielles et sensibles dans les
clouds, sans pour autant devoir faire confiance aux hébergeurs. Les solutions
alternatives, telles que le chiffrement homomorphe, adressent les mémes pro-
blémes de confiance, mais sont dans inférieurs aux attentes courantes en termes
de performance de calcul et d’efficacité énergétique. Pourtant, I’hétérogénéité
du matériel informatique actuel et des environnements d’exécution permet au-
jourd’hui de sélectionner les plate-formes d’aprés les besoins énergétiques des
services logiciels.

Le support du matériel informatique, du micrologiciel et des systémes d’ex-
ploitation est nécessaire pour permettre des interactions complexes entre les
divers composants, afin d’offrir des environnements d’exécution de confiance
entiérement fonctionnels. Les frameworks logiciels réduisent la complexité sous-
jacente de ces interactions et offrent & ’espace utilisateur des interfaces de pro-
grammation pour ’adaptation a grande échelle des environnements d’exécution
de confiance. Cependant, 'impact en terme d’efficacité énergétique, de passage
a Déchelle et de sécurité sur ces services IoT protégés par les environnements
d’exécution de confiance demeure inconnu. Hors, cette expertise est particulié-
rement importante pour développer des services IoT sécurisés et extensibles qui
exécutent sur des appareils alimentés par batterie, ainsi que pour étendre la
disponibilité de ces appareils et de leurs services.

De nombreux appareils IoT dépendent d’une batterie ou d’une source d’éner-
gie renouvelable, telle que ’énergie solaire, griace & des panneaux photovol-
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taiques. La tension électrique atteint des niveaux critiques lorsque la batterie
est déchargée, ou lorsque 1’énergie solaire récupérée est insuffisante. Dans ces
conditions particuliéres, il est possible d’exploiter des impulsions parasites en
local ou & distance afin de compromettre les garanties de sécurité des appareils.
Ainsi, l'intégrité et la sécurité des identifiants d’authentification, des données is-
sues de I'IoT, et du systéme en lui-méme peuvent étre compromises. Pour cette
raison, la sécurité mais aussi les niveaux d’alimentation en énergie doivent étre
pris en compte lorsque ces systémes sont congus, puisqu’ils sont étroitement liés
avec le mode de fonctionnement des périphériques IoT. De nouvelles approches
sont & prendre en considération pour les services IoT déployés dans les clouds
publics et privés, afin de déterminer des marges de tension stires et de détecter
des instances hébergés pour lesquels la tension a été réduit par malveillance.

Cette thése présente une sélection de services IoT, qui mettent en valeur
les environnements d’exécution de confiance pour d’offrir de meilleures garan-
ties de sécurité. Ces services IoT incluent la conception, 'implémentation, le
déploiement et 1’évaluation des systémes de blockchain, de stockage clé-valeur
et sécurisé ainsi que de performance réseau sur la base des processeurs ARM.
Pendant I’évaluation, l'efficacité énergétique, la scalabilité et la sécurité sont
quantifiées pour des déploiements & petite échelle. Les services IoT de sécurité
sont complétés par deux approches novatrices liés & I’énergie. La premiére pré-
sente le principe de la déduplication généralisée aux appliquée aux protocoles
de communication IoT pour réduire les coiits d’énergie, de transmission et de
stockage. La seconde traite de I'impact de potentielles attaques par réduction
de tension sur la fiabilité des processeurs. Cette thése se focalise principalement
sur le cas des appareils IoT de faible puissance qui utilisent I’environnement
d’exécution de confiance ARM TrustZone, en combinaison avec le framework
logiciel OP-TEE.

Mots clés : blockchain, énergie, IdO, nuages, scalabilité, sécurité, systéme ré-
parti, TEE
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Introduction

1.1 Context

Computers have become ubiquitous in our every day life. Fictitious gadgets
in old movies have now become reality. The technological advance in nano-
electronics have made it possible to continuously shrink microprocessor!® sizes
while also improving their computational performance and energy efficiency.
For decades processors have steadily become faster and more energy efficient
with every generation, from which the software market has benefited the most.
However, the free ride has come to an end as the physical limits of processors are
being reached. Consequently processor designs are shifting away from general
purpose architectures [137] towards domain-specific and heterogeneous archi-
tectures in order to provide dedicated performance improvements and further
enhance energy efficiency.

As a result of this architectural shift, an increasing number of processors
is nowadays shipped with additional coprocessors. These coprocessors provide
specific functionalities that on the one hand greatly improve energy efficiency,
latency and throughput of dedicated software and on the other hand are in-
flexible because integrated circuits cannot be changed after manufacturing. It
is because of coprocessors that many devices are nowadays able to connect to
the Internet or can be linked directly with other devices. Other coprocessors
provide cryptographic techniques and hardware-based security solutions, in or-
der to protect data from preying eyes and shield it from malicious attacks or
compromised systems.

These hardware-based security solutions are commonly known as Trusted
Execution Environments (TEEs) and vary in the number of security features
and the extend of security guarantees they provide. TEESs require software sup-
port from firmware, Operating System (OS) [287], and user space to fully exploit
their features. All types of platforms, including embedded and mobile, desktop
as well as server platforms, are integrating TEEs. Each TEE is targeting dif-
ferent subsets of platforms such that distributed systems [138]| need to provide
support for multiple TEEs if they are using various platforms and relying on
hardware-based security. Unfortunately, due to architectural and design differ-
ences in hardware implementations of TEEs, developers can only make use of
frameworks with partial support to conveniently port applications to different
TEEs? despite the existence of Application Programming Interfaces (APIs) and

1From here on abbreviated to processor.

2The Open Enclave SDK [89, 90], initially open sourced by Microsoft, aims to establish
such a framework but, at the time of writing, provides support only for Intel SGX and a
preview for OP-TEE on ARM TrustZone3. Google Asylo [253] is another framework which is



standards. Therefore, applications running in TEEs, that do not strictly ad-
here to standards and make use of extensions, are vendor specific and remain
incompatible as well as non-portable to other TEE vendors.

Trust issues that exist between mutually distrusting parties can be resolved
through the use of TEEs. Blockchains are an interesting example for distributed
services bringing together all kinds of people which share common interests
but do not necessarily trust each other. Nevertheless, people already transfer
cryptocurriencies, trade assets, or track supply chains by using blockchains on
public or private networks. These transactions can, for example, be written
down and controlled by smart contracts [286] that are stored on the block-
chain. Distributed Ledger Technology (DLT), a generalization of blockchains,
is attributed a key role in the realization of the industry 4.0. This is one of
the reasons many cloud providers, companies, and institutions are heavily inno-
vating, in particular in smart contracts. Deploying smart contracts on various
platforms and integrating TEEs into blockchain systems are in the current fo-
cus of research. Energy efliciency is particularly important for smart contract
solutions deployed on embedded, mobile and Internet of Things (IoT) devices.
Appropriate hardware and software support are necessary in order to realize
IoT blockchain systems that provide both security and energy efficiency.

Public clouds [303] are the platform of choice for large-scale IoT systems
and microservices [157]. The Infrastructure as a Service (IaaS) provided by
clouds offers users the flexibility to rent resources in the form of containers,
Virtual Machines (VMs), and bare-metal instances to deploy their own services.
Heterogeneous resources in the form of specialized hardware allow users to select
instances based on the needs and requirements of their services. At any time
can these resources be scaled either horizontally or vertically. While much less
flexible than cloud computing, edge computing [237] offers similar functionalities
on low-power and resource limited devices with the advantage of being located
closer to the data source. Innovative network traffic and storage solutions are
needed to take on the many challenges introduced by the continuous deployment
of ToT devices and services for the industry 4.0.

Power management mechanisms, such as voltage and frequency scaling, are
being used for enabling low power idle states, prevent degrading or damag-
ing processors from excessive heat dissipation, and saving battery power. While
these energy savings appear to be marginal on single devices, they matter specifi-
cally for large-scale deployments such as in data centers or IoT. Even low-power
processors, primarily designed for battery-powered embedded and mobile de-
vices, have found their way into data centers and can be rented as instances.
The design of the newly introduced Neoverse [3, 32| server-grade ARM mi-
croarchitecture has also been driven by consumer needs and market demand.
Early ARM server platforms have been based on modified application-grade or
custom-designed ARM microarchitectures. Cloud providers even experimented
with offering collocation of low-power devices to free up resources on servers
and to deploy less demanding workloads on these devices. The French cloud
provider Scaleway went as far as to design their own custom credit-card sized
ARM instances [195]. Diversity of cloud offerings is becoming larger with in-
creasing heterogeneity of cloud platform hardware. Cloud instances can now
be rented based on the individual requirements of services, which allows for

only providing support for Intel SGX and has not seen any significant updates recently.
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Figure 1.1: Performance overhead of fully homomorphic encryption operations
for three data sizes. Numbers above bars indicate average latency of operations.

energy-efficient deployments and cost savings by both the cloud provider and
cloud user.

1.2 Challenges

Several challenges related to the design of energy-efficient, scalable and secure
IoT services are addressed by this thesis. The importance of these challenges is
increasing as a growing number of heterogeneous devices is being deployed at
the edge of the Internet. Network conditions for IoT services are continuously
changing and require scalable solutions that can quickly adjust in order to im-
prove energy efficiency and reduce latency on devices processing end user data.
In particular the use of TEEs for preserving user data privacy by IoT services is
essential for energy-efficient implementations. The following paragraphs discuss
the challenges that are being addressed by this thesis.

Privacy Concerns Regarding Confidential IoT Data. IoT and smart de-
vices have many functionalities at hand which allow to detect and track things
and persons in their proximity. The data smart devices collect on persons over
sensors contains sensitive information which can also be shared with public
clouds for processing and storage. The question arises whether this sensor data,
that IoT and smart devices access, collect, process and store, is sufficiently
secured. Would malicious attackers be able to make use of exploits and vulner-
abilities in IoT and smart devices to eavesdrop on objects or even persons? As
much as this revolutionary technology bears great potential for innovative and
novel use cases, it can also be misused in an Orwellian way.

Privacy concerns are limiting the deployment of IoT systems and microser-
vices on public clouds, and instead IoT systems and microservices are being
deployed at the edge. Cryptographic solutions can provide the necessary pro-
tection for confidential and sensitive data without having to establish trusted
relationship with infrastructure providers. Software-based solutions such as par-
tially homomorphic encryption [229, 230, 285] or asymmetric scalar product-
preserving encryption [76] have been proposed to address these privacy con-
cerns. The energy and performance impact of these software-based solutions
is so severe that realistic workloads become impracticable. For this reason, it
is currently expensive to use homomorphic encryption at the edge or even in
the cloud to secure confidential and sensitive data. Figure 1.1 demonstrates



that the performance of operations using fully homomorphic encryption is or-
ders of magnitude behind performance requirements. By contrast, TEEs are
much less computationally and energy demanding than software-based solu-
tions. Independent of hardware-based or software-based approaches, services
have to be adapted in order to be able to shield confidential and sensitive data,
which requires additional engineering efforts impacting energy consumption and
performance. The impact that TEEs, and in particular TrustZone with Open
Portable Trusted Execution Environment (OP-TEE) [187], have on IoT services
remains unknown and has so far not been addressed in the literature.

Privacy Concerns Regarding Smart Contracts. Novel business interac-
tions are being enabled by deploying smart contracts on embedded, mobile or
ToT devices and especially of interest to the industry 4.0. These devices are re-
source limited and constantly exposed to threats, which makes executing smart
contracts on them particularly challenging. Furthermore, the original design of
smart contracts publicly discloses the contents of contracts, data and transac-
tions and is not providing confidentiality. TEEs provide the necessary means to
keep smart contracts as well as assets and business interactions confidential. In
order to prevent TEEs from being rolled back [52], forks in the blockchain have
to be avoided by relying on final consensus protocols in private blockchains.

Private blockchains are favorable for embedded, mobile and IoT devices be-
cause more energy efficient consensus protocols can be used. Public blockchains,
such as Bitcoin [231] and Ethereum [59], are using Proof of Work (PoW) consen-
sus which requires solving cryptographic puzzles. These cryptographic puzzles
are computationally expensive and consume a lot of energy for solving. The
greed for profit by mining new blocks and be rewarded with fresh tokens has
raised the total energy consumption of public blockchain networks and is now
on par with small to middle-sized European countries. Designing secure IoT
services around private blockchain solutions for providing confidential smart
contract execution through the use of TEEs remains challenging.

Managing Future IoT Network Traffic. The amount of generated IoT
data is increasing as the number of deployed IoT devices is continuously rising.
IoT devices have very limited resources and are unable to store the majority
of generated IoT data for longer time periods. The only solution to process,
analyze, and store these large volumes of IoT data is the offload to external
resources such as available in the cloud. The consequences are additional ToT
traffic and load on the Internet. The issue with current approaches is that
many network protocols are considering only individual IoT devices and the
cloud instance in point-to-point connections and not the system as a whole.

Compressing [oT data is resulting in the reduction of IoT traffic and saving
network bandwidth. However, efficient compression algorithms are computa-
tionally demanding and greedy for memory, which is standing in contrast to the
capabilities of IoT devices. Furthermore, IoT data consists of small data chunks
that do not provide sufficient information required for efficient compression. For
this reason, the choices for suitable compression algorithms or parameters are
restricted by the IoT device capabilities and IoT data chunk sizes.
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Energy-Efficient Operation of Processors. Undervolting is an inexpen-
sive solution, where the supply voltage is set below nominal voltage, in order to
reduce the energy consumption of devices and increase battery lifetime. Pro-
cess variation during processor manufacturing as well as lack of resources to
individually adjust appropriate voltage levels for each and every processor are
reasons for conservative voltage margins. However, undervolting comes at the
cost of reliability by introducing soft and hard errors due to timing violations
which undermine integrity and security of systems. Side-channel attacks can
exploit undervolting by enforcing particular program control flows with volt-
age glitches, break kernel address-space layout randomization [192] or extract
encryption keys from TEEs [228] in order to mitigate security guarantees and
compromise systems.

Temperature has always been a major issue since the invention of processors
which results from frequency and voltage settings during processor operation.
Although supply voltages could be steadily reduced by shrinking transistor sizes
over the last decades, the overall energy density on processors has increased.
The problems are that neither transistors can be made arbitrarily small, nor
supply voltages can be set below threshold voltages. These physical limits are
already interfering with processor designs and are leading to new domain-specific
architectures with dedicated accelerators to maintain energy efficiency and per-
formance improvements.

1.3 Contributions

The contribution of this thesis are addressing various combinations of energy-
efficient, scalable and secure designs for IoT services. TEEs provide security
guarantees that are being integrated in an increasing number of processors. Un-
derstanding the impact that TEEs have is crucial in the design of secure IoT
services. Ignoring these limitations can severely reduce the energy efficiency
and scalability of secure IoT services. Energy efficiency is especially important
to battery-powered embedded and mobile devices. IoT services are directly
influencing the energy consumption of devices which in turn is affecting the
availability and uptime of services. Protocols are taking a key role in the de-
sign of energy-efficient and scalable services for IoT. Undervolting can further
contribute to the energy efficiency of IoT services but needs to be applied care-
fully in order to not undermine the reliability of the services. The following
complementary contributions are presented in this thesis.

Protecting IoT Services With Trusted Execution Environments. Shield-
ing IoT services using TEEs is impacting [oT devices and systems as a whole.
In particular the question of how exactly TrustZone with OP-TEE are affecting
the energy efficiency, scalability and security of IoT services is being addressed.
Compromises in terms of energy efficiency, scalability, and security for shielding
selected IoT services have been quantified. These secure IoT services include se-
cure storage [123], network performance [124] and blockchain [227] systems for
which prototypes are implemented and evaluated in small-scale deployments.
It is shown how IoT services can benefit from TEEs and how security-based
design decisions can negatively impact energy consumption and scalability of
systems by introducing bottlenecks. These bottlenecks, such as the message



passing overhead in the TrustZone, can limit the scope of deployable services.
The iperfTZ network performance tool has been created specifically to assist in
identifying these bottlenecks early in the development cycle of network-enabled
services. By adhering to the limitations of TEEs in general, IoT services gain
in terms of security with reasonable losses in energy efficiency and scalability.
Chapter 3 explains in detail what these limitations of TEEs are and how they
can be avoided for specific IoT services.

Confidential Smart Contracts. The increasing number of IoT devices with
TEEs is an enabling factor for adding confidentiality guarantees to smart con-
tracts and thriving novel business relations for the industry 4.0, provided na-
tional and international laws make it possible. Assets and business relations
are no longer publicly exposed when shielding the execution of smart contracts
with TEEs. Smart contracts are executing the agreed terms by parties accord-
ing to transaction protocols. Computational and network resources are required
within the TEE in order to verify contractual conditions and transmit transac-
tions. The research question addressed by this contribution is how to develop
energy-efficient, scalable and secure IoT services. Necessary knowledge needed
for designing energy-efficient, scalable and secure IoT services making use of
TEEs is being provided by the previous contribution. This knowledge is ap-
plied for developing an IoT prototype that isolates the smart contract execution
within the TEE.

Fabric OP-TEE Chaincode (FOC) [227] is a prototype based on Hyperledger
Fabric? [25] which separates the smart contract execution from the system and
shields it in TEEs of IoT devices. Confidential smart contracts leverage TEEs
for protecting the contract, data and transactions from threats. This allows,
for example, TEE-enabled sensor nodes to shield the execution of smart con-
tracts and simultaneously provide secure access to sensor values for validating
conditions in the contract. Supply chains can make use of confidential smart
contracts to monitor transport conditions of goods that are sensitive to humid-
ity or temperature such as chemicals, drugs or vaccines. The development of
a secure [oT service and its evaluation for energy efficiency and scalability are
exemplified with the FOC prototype in chapter 4.

Resource-Efficient Compression of IoT Data With Generalized Dedu-
plication. Deduplication [283] and network coding [312] are complementary
techniques to compression which are not subjected to limitations of IoT devices.
In particular network coding is worthwhile considering given the unreliable na-
ture of IoT device network connectivity. Alternatively, Error Correction Codes
(ECCs) are less demanding and ideal for IoT use cases compared to compres-
sion algorithms. Chapter 5 is answering the question on how to design an IoT
protocol that integrates energy-efficient techniques in a scalable way.

Hermes [125] is an energy-efficient network protocol which scales across mul-
tiple devices and exploits Generalized Deduplication (GD) [298] in order to re-
duce IoT traffic and cloud storage costs. GD is a novel compression technique
that, unlike classical deduplication, can map data to identical and similar data
by leveraging ECCs. By expanding the data volume, GD capitalizes on ad-
ditional data correlations to further improve compression ratios. GD has the

4From here on referred to as Fabric.



potential to reduce transmission and storage costs of IoT data while providing
better energy efficiency than common compression approaches and embracing
edge computing. Hermes deviates from state of the art network protocols using
point-to-point connections or broker systems for relaying IoT traffic. The net-
work protocol instead establishes a hierarchical hop-by-hop network to increase
the probability of matching IoT data to identical or similar IoT data. Hop-by-
hop approaches can evaluate partial IoT traffic at different intermediate nodes
and include multiple IoT devices in the connection.

Remote Identification of Undervolted Cloud Instances Through Service-
Level Agreement Violation. Improving the energy efficiency of computing
devices is becoming more challenging with current approaches, such as Dynamic
Voltage and Frequency Scaling (DVFS), as their energy savings are diminish-
ing with newer processor generations. Undervolting is leveraging conservative
voltage margins to improve energy efficiency by reducing supply voltages to safe
minimum voltages. Operating processors at reduced voltage margins, however,
lowers the reliability of executed instructions. This is because critical paths
are increasing as supply voltages are decreased, which can lead to soft or hard
errors during instruction execution. The research question this contribution is
addressing analyzes the consequences of undervolted IoT service infrastructure.

Clouds and data centers have a particular interest to reduce energy consump-
tion because it also saves energy and costs for cooling. Maliciously undervolted
instances pose a threat to cloud and IoT services because it is hard to detect
errors. The Scrooge Attack [131] is considering such a maliciously undervolted
cloud infrastructure and is evaluating the feasibility, stealthiness and energy
savings of the attack. Chapter 6 is explains in a first part how cloud providers
can run an automated temperature-based guardband analysis setup to deter-
mine an undervolting level for their could servers. The second part proposes a
detection method that is inspired by the principles of micro and power viruses.
The detection method exploits the undermined reliability of services deployed
on these undervolted instances to non-selectively inject faults and ultimately
crash these instances. Because of the non-selective fault injection it is not pos-
sible to attribute the cause of crashes to the cloud user and crashes are therefore
covered by the Service-Level Agreement (SLA).

1.4 Organization

The thesis is structured into the following chapters. Chapter 2 summarizes the
fundamental concepts and technologies and gives an overview of the scope of
this work. Prototypes for secure IoT services based on secure storage, network
performance and blockchain are implemented and evaluated in chapters 3 to 4
using TrustZone with OP-TEE as TEE. Chapter 3 is in particular identifying
the limitations of the TEE and how they impact energy consumption and per-
formance of shielded services. These findings are then applied in chapter 4 for
developing a secure IoT service for smart contracts. The implementation of GD
as a compression technique into an energy-efficient and scalable IoT protocol
is outlined in chapter 5. Chapter 6 describes the detection method for a novel
attack scenario of undervolted cloud instances and discusses consequences of
undervolting in general. Finally, the thesis concludes with chapter 7 and gives
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an outlook on TEEs in IoT for developing secure IoT services with respect to
energy efficiency and scalability. Further contributions that are not included in
this work are listed in section 7.4.4 of the appendices.



Background

2.1 Introduction

This thesis is describing energy efficiency, scalability and security challenges
developers are facing when implementing distributed services on IoT devices
deployed at the edge. ARM-based devices are utilized in this thesis as IoT
devices and their TEE feature is used in order to provide security guarantees.
This chapter summarizes fundamental concepts and technologies that are used
in the following chapters to design, implement, deploy, and evaluate various
IoT services. The chapter first introduces the context of IoT before detailing
the challenges of scalability, energy efficiency and security. Monitoring devices,
TEEs and the ARM architecture are presented as technologies and tools for
dealing with the previously mentioned challenges. The chapter concludes by
outlining the specifications of the equipment used for the evaluations.

2.2 Internet of Things

IoT services are next to their challenges on energy efliciency, scalability and
security a main object of research in this thesis. Many elements are involved
in the IoT, ranging from IoT devices all the way to clouds. In particular the
communication between IoT devices and clouds includes complex hierarchies of
elements, that are essential to the design of IoT services. It is for this reason
that each element within the IoT ecosystem is presented in more detail in this
section. The following chapters are each considering different aspects of IoT
services as well as the challenges that are related to energy efficiency, scalability
and security.

2.2.1 The Internet and Smart Devices

In the late 1960s to the early 1970s, in a time before the Internet [64] was
broadly established, the first computers were expensive mainframes and gener-
ally companies and public institutions were able to acquire. Service requests
had to be done in person or were offered over postal mail. More convenient
approaches were needed for requests in order to provide shorter service times
and better accessibility. The first regional computer networks such as the
ARPANET (266, 184], CYCLADES (254, 255], MERIT [36], and NPL [93, 272|
were assembled and offered universities, research and military institutions re-
mote connections over terminals to their computers in order to request services
and access resources available in those networks. Over time, as hardware, soft-
ware [43], and standards [64, 15] evolved and matured [10], these networks
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together with newly emerging networks could be interconnected to form by the
late 1980s an intercontinental network known as the Internet.

The Internet is a protocol suite that operates on top of different underlying
networks using media such as copper, fiber optics, radio waves and satellites
for data transmission. In particular human-to-human and human-to-machine
interactions shaped the early days of the Internet, where emails were exchanged,
files downloaded, or web pages accessed [284]. In the beginning the Internet was
mainly a network among computers, whereas other things were not considered
and remained disconnected from it. By embedding computers into things such as
cars, fridges, LED lamps, smart bulbs and thermostats, they were made “smart”
and have become able to connect to the Internet. Suddenly, the boundaries of
the Internet are beginning to blur as more and more smart devices connect to
and extend the Internet, while the Internet itself moves from the virtual world
into our physical world. The technologies enabling this wide spread of computers
are diverse, among which the ITU considered the following four technologies to
be the most important: Radio-Frequency Identification (RFID), sensors, smart
technologies, and nanotechnology [284].

2.2.2 Cloud

The cloud emerged from the grid [108] as a platform offering computing power
independent of the location of users. Grid computing had demonstrated that it
was no longer necessary to acquire, host and maintain large numbers of servers
in-house [303] and that computing resources could be requested on demand.
Cloud computing is a paradigm related to the grid computing paradigm that
provides centralized computing resources in data centers. The cloud platform
allows to dynamically configure and provision computing resources. These com-
puting resources can be either containers, physical or virtual machines with
optional resources for storage, network and security needs. The cloud is a pool
of virtualized resources [49] which enables fast deployment of services that can
be scaled horizontally or vertically and be made redundant. Deployed services
are managed as single entities [49] and controlled through web interfaces. Com-
puting resources consumed by users are monitored in real time which allows to
make adjustments and reconfigure services in order to reduce costs. The avail-
ability, quality and reliability of services provided by clouds are written down
in SLAs [249]. SLAs are mutual agreements between cloud users and services
offered by cloud providers. These agreements are formulated in such a way that
cloud providers have as little liability as possible.

2.2.3 Edge

The edge describes devices at the frontier of the Internet located close to end-
users. Such devices include routers, switches and servers with computing and
storage facilities. Edge computing is a paradigm which designates the edge as
location where data is being processed. Edge devices have the advantage that
they are geographically localized and grant low latency to end-users accessing
Internet services. Processing data at the edge in the proximity to where it is
generated is more efficient than offloading the entire computation to the cloud.
Early adopters of edge computing were Content Deliver Networks (CDNs) for
caching static content, improving performance of web pages and mitigating
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Denial-of-Service (DoS) attacks against web servers. CDNs operate globally
distributed systems of servers which spread across thousands of sites worldwide.
Autonomous driving cars, gaming, smart cities and smart grids are novel IoT
related use cases for which computing resources and low latency are critical
factors. Energy, network bandwidth, privacy concerns and time savings [281]
are primary reasons for using edge computing over cloud computing solutions.
Similar to cloud computing, edge computing is making use of SLAs and Quality
of Service (QoS) parameters for services deployed at the edge.

2.2.4 Enabling Technologies

Almost everywhere on the planet and at anytime communication technologies
such as 5G, Bluetooth, LoRa, LTE, and Wi-Fi allow the formation of mobile
networks. By connecting computers and things to the Internet they become
discoverable and can be addressed directly for remote interactions. However, in
order to be addressable there is a need for addressing systems that can uniquely
identify things. The Internet Protocol version 4 (IPv4) [15] and Internet Pro-
tocol version 6 (IPv6) are 32-bit, respectively 128-bit, addressing systems that
assigns IP addresses to things. Things disconnected from the Internet can be
uniquely identified by Near-Field Communication (NFC) [101] or RFID tags as
well as by identification encoded in matrix barcodes. In this case, these things
are passive and provide resources to other devices in proximity that need to
be equipped with appropriate readers and receivers such as available on smart-
phones. Geographical positioning and indoor positioning make it possible for
things to become aware of their location. Actuators and sensors permit things
to interact with their environment, collect information on their surroundings
and react to certain events. All these embedded computers are inexpensive,
equipped with low-power processors, feature human or machine interfaces and,
most importantly, have a network stack to link them up with other things.
Only by forming a network and connecting these embedded computers with
each other is it possible to realize the real potential of IoT technology. The
nature of such networks can be either of local, regional, or global scale as well
as interconnected or disconnected character. Independent of their purpose, all
things have in common that they are access points to the Internet [202]. Hu-
mans and machines interact via embedded computers with things addressable
in networks for information retrieval or manipulation of other things. This in-
tegration of people with processes and technology to manipulate, monitor and
query the state of things equipped with a computer is what in 1985 Peter Lewis
called the IoT [181]. Through IoT computers have become ubiquitous. [304]

2.2.5 10T Devices

The scope of IoT is much larger than the Internet and scalability becomes a
primarily challenge not only for network infrastructures, but also in terms of
energy, storage and software services [202], even if the communication among
IoT devices is often local. It is expected that to some extend IoT devices have
an autonomous behavior, or even an artificial intelligence, that allows them to
adapt their configuration to the changing environment and establish connec-
tions spontaneously [202]. This form of interoperability is only possible, if the
IoT devices adhere to standards as well as common practices [202], and are
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Figure 2.1: Exception levels in the ARMv8-A architecture with the normal and
secure world of TrustZone.

fault tolerant by replicating data and services across the network. Discovery of
and interaction with IoT devices benefit from the standardization process and
enable automatic identification of IoT devices [202] by simplifying communica-
tion. The complexity of software binding together IoT devices and taming the
generated data volumes is ever increasing. As a result, security issues and pri-
vacy concerns are omnipresent in IoT and need to be integrated right from the
beginning into the design of IoT devices and IoT services. Energy is at last the
limiting factor restricting the operations IoT devices can perform and the types
of communication that can be used for data dissemination. Many IoT devices
are battery powered and have only a limited amount of available energy. Novel
battery technologies and new ways to harvest energy from the environment are
necessary [202] to raise this limitation and expand the capabilities of IoT.

2.2.6 The ARM Architecture

ARM processors are based on the Reduced Instruction Set Computer (RISC)
architecture and are taking advantage of instruction level parallelism as well as
caches for performance. The simple design of instructions allows implementing
the architecture using fewer transistors. Area and power savings resulting from
lower transistor counts are particularly important for embedded and mobile
devices that are battery powered. These are primary reasons why ARM proces-
sors are dominating these market segments. Arm Ltd. does not manufacture
processors, instead the business model is selling licenses of its semiconductor in-
tellectual property cores to Original Equipment Manufacturers (OEMs). These
intellectual property cores include Central Processing Units (CPUs), Graphics
Processing Units (GPUs), interconnect fabric, system and peripheral controllers,
security, debug and many more. ARMvS is the current architecture version for
application, real-time and microcontroller profile processors.

The ARM application profile architecture is divided into four Exception
Levels (ELs) as shown in Figure 2.1. Each EL has different privileges where
user space has the lowest privilege (i.e., EL0), kernel space has higher privilege
(i.e., EL1) and hypervisor has superior privilege (i.e., EL2). If TrustZone is
supported, the system monitor has the highest privilege (i.e., EL3) and all lower
ELs are mirrored in the secure world. ARM extended the microarchitecture in
ARMv8.4 by an optional secure partition manager [31, 33, 196], that is not being
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used in previous versions, also because ARM design licensees could not agree
on common dispatching mechanisms and software stacks for their firmware,
either for intellectual property or other reasons. ELs are changed by either
taking an exception (i.e., increasing the EL) or returning from an exception
(i.e., decreasing the EL). Supervisor call (SVC), hypervisor call (HVC) and secure
monitor call (SMC) are instructions for taking an exception. The ERET instruction
returns from an exception after it has been handled at the higher EL.

ELs can either operate in Aarch32 or Aarch64 mode, provided that the higher
EL is also operating in Aarch64 mode. The virtual address space has either ac-
cess to 32-bit or 64-bit address ranges depending on the selected mode for an EL.
The L1 cache is part of the CPU intellectual property core and divided into code
and data caches. The L2 cache is unified and a separate intellectual property
core that is shared by all CPU cores. Cache coherency used by ARM System on
a Chips (SoCs) is described by the AMBA ACE protocol [35]. Memory writes
are ordered according to the other-multi-copy atomic model. Changes written
to memory by an observer are perceived coherently by all other observers ac-
cessing the memory. It is possible that an observer sees its own writes before
they are being made visible to the other observers.

2.3 Scalability

One of the three challenges of IoT services is scalability. Scalability has and is
still frequently used as a marketing term for systems, without exactly specifying
which of the components in systems are scalable or by how much they can be
scaled. The main issue with scalability is that there is no commonly agreed
definition for it. This section provides a clear specification on how scalability
is defined in the context of this thesis.and what units are being used in the
following chapters for quantifying the scalability of IoT services.

2.3.1 Quantifying Scalability

Scalability is a property which describes how systems adapt to changes. The
longstanding problem of this property is that there is no common agreement
or generally accepted definition for it [142]. There have been several attempts
to define scalability, for example, by comparison of parallel with sequential sys-
tems [99]. It would be convenient to define scalability with speedup [22] in
this case. However, there are several issues when using speedup as a metric
to express scalability. Many parallel algorithms have inherent sequential sec-
tions that cannot be parallelized, making large systems in particular inefficient.
Large systems are also inefficient when problem sizes of benchmarks are held
constant and the number of processors exceeds the problem size [109]. Prob-
lem sizes could be adjusted to large systems by specifying the factor by which
the problem sizes were increased to compare with smaller systems. Alternative
proposals argue that execution time should be kept constant [130] instead of
keeping problem sizes constant. Both fixed-size and fixed-time speedup are well
established metrics in the domain of parallel computing.
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2.3.2 Horizontal and Vertical Scalability

Horizontal and vertical scalability are describing ways in which resources are
added to or removed from systems. The ability to increase or decrease the
number of nodes in a system is specified by horizontal scalability. Horizontally
scaled resources execute in parallel and provide the flexibility to adjust to system
load. Scaling horizontally under high system load to increase the number of
nodes reduces the latency of processed requests.

Vertical scalability is characterizing resources which are local to a device
such as computing power, memory, storage or network bandwidth. Adding
or removing resources locally on devices is typically done using virtualization
technologies, such as VMs or containers, where physical resources are logically
abstracted and provided in form of virtual resources. Cloud and edge providers
use vertical scaling in order to effortlessly adjust instances to the need of users.
Migrating and collocating virtual instances are important techniques for making
efficient use of physical resources and provisioning of devices to save energy.
Embedded, mobile and IoT devices rarely make use of vertical scalability due
to the lack of virtualization technology on these devices.

2.3.3 Scalability of IoT Networks

ToT devices are inexpensive and can be deployed in large numbers for providing
exceptional horizontal scalability. The number of globally deployed IoT devices
is expected to grow by a factor of 2.4 x in five years and reach 14.6 billion de-
vices by 2022 [78]. In order to cope with this increase of IoT devices networks,
edges and clouds need to be scalable. 5G is the latest deployed technological
standard for broadband cellular networks that provides the necessary infrastruc-
ture for enabling more reliable coverage and connectivity to larger numbers of
wireless devices. Reliable IoT services have to take into account that network
coverage is not always given and that connections for transmitting data can
be sporadic. For example changing weather conditions or insufficient battery
power are factors which influence the connectivity of wireless sensor networks.
Network protocols need to be resilient to connection losses and scalable for in-
gesting fluctuating IoT traffic at the edge. Edge devices are heterogeneous [4§],
which makes scalability particularly challenging. Compression algorithms can
alleviate scalability issues but need to be fast and have good compression ra-
tio in order to save network bandwidth. Message brokers that are being used
by some network protocols for routing messages at the edge have to scale with
the network traffic. Clouds with their sheer infinite resources appear to have
limitless scalability. Making good use of these resources requires IoT services
to be designed as large-scale distributed systems with the flexibility to adapt to
changing or irregular conditions.

2.3.4 Evaluating Scalability

Within the context of this thesis scalability is defined by the latency as a func-
tion of throughput. Throughput is a system variable that directly depends on
the problem size. Systems claim more and more resources as throughput in-
creases with problem size. Resources can be anything from processor cycles, to
memory, storage or network bandwidth. Latency determines the time needed
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by systems to execute operations. As long as systems have enough resources to
overcome an increasing problem size, latency will not be affected. Latency will
increase as soon as the first resource reaches a bottleneck because of resource
exhaustion. This point is referred to as saturation point as systems have reached
their peak throughput and are fully saturated. Increasing throughput beyond
saturation point results in further increasing latency. Systems are scalable until
the saturation point is reached, which marks the maximum scalability achiev-
able by systems. Scalability is expressed in this work in terms of throughput
and latency performance metrics also because of their close relation to energy
efficiency as explained in the following section.

2.4 Energy Efficiency

Energy efficiency is part of the challenges for the design, implementation and
evaluation of IoT services. The utility of energy efliciency in IoT is twofold. On
the one hand energy-efficient processor designs are necessary for managing heat
dissipation due to the increasing energy density of on processor dies. On the
other hand software is making use of energy-efficient mechanisms in order to
intelligently distribute power to IoT device components and extend the uptime
of battery-powered IoT devices. In the following chapters, energy efficiency is
used as a metric for comparing and evaluating IoT services. Energy management
mechanisms, such as DVFS or undervolting, are strongly influencing the energy
efficiency of IoT services and applications in general. In the following chapters
it is demonstrated how energy efficiency of IoT services can be affected through
various means.

2.4.1 Energy Efficiency and Dennard Scaling

Energy efficiency, in the context of computer science, is a ratio which quantifies
the number of operations executed by a system for a given amount of energy
at its disposal. One of the first scaling laws to accurately predict processor
parameters that compose energy efficiency, such as delay, power dissipation,
and power density, was Dennard scaling [94]. While the industry was keeping
pace with Moore’s law [220] to double the number of components in processors
about every two years, Dennard scaling indicated that every one and a half
year energy efficiency doubled at an even faster rate. Later on this observation
was also confirmed by Koomey’s law [171]. Another driving force for energy-
efficient processors was the advent of laptops [165] in the late 1980s. It has
become obvious that the battery industry was not innovating as fast as the
semiconductor industry. For this reason additional efforts had to be made to
further improve energy efficiency with low-power processor designs and extend
battery life. Not only hardware, but also software was made more energy-
efficient. New mechanisms were introduced by OSs such as dimming and turning
off the screen or reducing clock frequency in order to adapt system performance
and reduce energy consumption whenever possible.

After 30 years [47] the Dennard scaling came to an end in the mid 2000s
when static power consumption became more important than dynamic power
consumption for the total processor power consumption. Dennard scaling ini-
tially assumed that threshold voltages would scale with supply voltages, which
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was no longer the case when supply voltages had reached their limits. Supply
voltages are limited by the sub-threshold leakage of transistors and the power
consumption of processors [47]. Sub-threshold leakage increases as transistors
are scaled down which contributes to the static power consumption. These fac-
tors were not taken into account when the Dennard scaling was published. A
transition from single-core to multi-core processors resulted in order to continue
scaling performance with the core count as transistor counts increase. However,
the supply voltage scaling [105], which slowed down with the end of Dennard
scaling, is also limiting the core count. Multi-core processors are curbed by the
power consumption and frequency has to be traded off for core count. Recent
processor designs propose heterogeneous cores [129, 301, 87] with performance
and energy-efficient cores or accelerated processing units for machine learning.

2.4.2 Energy Efficiency Units

Several energy efficiency units had been proposed [58, 65, 147] in the early 1990s.
The most commonly used energy efficiency unit is energy per operation. It
describes the amount of energy that was spend for executing a single operation.
Lower values indicate that operations are more energy-efficient and vice versa.
Operations are not specifically defined and can be expressed as instructions or
programs [58]. This energy efficiency unit can also be expressed as power per
throughput which directly link it to the throughput used in the definition of
scalability given in section 2.3. When comparing two systems to determine the
more energy-efficient one, it is necessary to fix the throughput with this unit.

Energy =~ Power s Power Power

Operation  Operations w - Throughput

Throughput scales linearly with frequency if the supply voltage is kept con-
stant. It should be noticed from section 2.4.3 that if supply voltage is not kept
constant, delay is increased which reduces the number of operations that can
be executed per unit of time. If the frequency is inverse to the delay, then
throughput is proportional to the amount of concurrency per clock cycle divided
by the delay. [58] This means that throughput captures the parallelism within
an integrated circuit. Supercomputers are constantly running calculations and
have a need for low power and high performance in order to solve calculation
by spending as little energy as possible. Energy Throughput Ratio (ETR) [58]
takes into account this characteristic when expressing energy efficiency for sys-
tems operating at maximum throughput. As with the previous energy efficiency
unit, lower ETR indicates a more energy-efficient system.

Energy ;ax Powermax
Operation Throughput POWeI‘maX

2
max

max

Throughput,, .. - Throughput,, .. B Throughput

max

ETR =

The Energy-Delay Product (EDP) [147] is another energy efficiency unit that
is commonly used. However, the EDP does not capture parallelism if the delay
is considered to be the critical path delay [58]. In this thesis energy efficiency
is expressed as energy per operation or as ETR.
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2.4.3 Energy-efficient Hardware

With energy efficiency it is the same as with scalability in the previous sec-
tion 2.3, where there seems to be no universal unit capable to express the en-
ergy efficiency in an unbiased way under any condition. In order to understand
the reason for the non-universality of energy-efficiency units, it is important to
be familiar with the fundamental physical properties of processors. The ba-
sic building block of every processor is the transistor. A transistor, coined by
John R. Pierce and derived from transresistance [219], is in its simplified form
a switch, which controls the current flowing between two terminals by changing
the resistance through a third terminal. These three terminals are commonly
referred to as source, drain, and gate. By arranging and connecting transis-
tors in certain ways !, a logical node can be built to perform some functions.
Carefully combining multiple logical nodes allows forming even more complex
circuits until reaching the level of complexity of processors. Logical nodes and
processors perform operations. These operations are considered energy-efficient
if the energy consumed by executing the operations on the processor is opti-
mal. Figuring out this optimal point of execution has been the quest of many
electrical engineers and computer scientists over the past decades.
Performance and power consumption of a processor have a direct depen-
dency. The power consumption of a processor can be decomposed as the sum of
the dynamic and the static power consumption. Switching a transistor on and
off is described by the dynamic component, while the static component describes
power consumed by leakage currents. Performance depends on the frequency at
which transistors switch on and off. The higher the frequency, the more perfor-
mance can be achieved and the higher is also the power consumption. There are
several variables in circuit design that can simultaneously minimize performance
and power consumption by influencing the effective switched capacitance [58].
Other variables such as supply voltage and frequency are trading off delay and
power consumption. Lowering the supply voltage reduces power consumption
but increases the critical path delay. Reducing both frequency and supply volt-
age simultaneously saves power but increases delay. Power consumption and
performance change linearly with frequency if the supply voltage kept constant.

2.4.4 Dynamic Voltage and Frequency Scaling

Dynamic Voltage and Frequency Scaling (DVFS) [305] is a mechanism which en-
ables software to simultaneously scale voltage and frequency of an integrated cir-
cuit. Processor manufacturers determine sets of Operating Performance Points
(OPPs) which are pairs of supply voltages and frequencies that guarantee suffi-
cient margins under thermal worst case conditions for correct execution of op-
erations. OSs provide interfaces to kernel modules which communicate with
hardware to set supply voltage and frequency according to selected OPPs.
CPUFreq [54] is the Linux kernel driver for DVFS. It defines so called governors
which automatically adjust supply voltages and frequencies to pre-determined
sets of condition. The basic and most common governors available on platforms
are the powersave, ondemand and performance governors. Their names already
imply the set of rules that will be applied by the governors. The powersave

L An exact description for connecting transistors to form logical circuits is subject of circuit
design and out of scope of this thesis.
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governor sets frequency and supply voltage to the lowest possible OPP in order
to conserve power. This governor is primarily used by Linux when batteries
of laptops are running low. The performance governor does the exact oppo-
site of the powersave governors and sets frequency and supply voltage to the
highest possible OPP. This governor is typically used in supercomputing where
performance is needed for computationally solving larger sets of problems. The
ondemand governor has a more complex set of rules which selects OPPs based
on the current CPU load. If there is high demand for CPU cycles, then the gov-
ernor will select higher OPPs depending on the load. Otherwise, if there are few
programs executing sporadically, then the governor will select lower OPPs. De-
pending on the capability of platforms, there are many more governors available
with various sets of rules that target different use cases. The three previously
mentioned governors are used for this work and if not otherwise mentioned, the
default governor is ondemand.

2.4.5 Undervolting

Platforms may provide configurations, interfaces or access to Model-Specific
Registers (MSRs) for directly scaling supply voltages. Increasing supply volt-
age beyond nominal supply voltage is called overvolting while reducing supply
voltage below nominal supply voltage is called undervolting. Supply voltages
influence the rate at which capacitances in an integrated circuit can be charged
and discharged, which determines the frequency processors can operate at. For
processors overvoltage is needed on overclocked systems in order to sustain the
higher than normal frequency. The power savings of DVFS are diminishing [179]
with as the portion of dynamic power is getting smaller. Unlike frequency scal-
ing, undervolting affects both dynamic and static power consumption of proces-
sors. Undervolting is in particular useful to reduce conservative voltage margins
determined by processor manufacturers or identify save minimum supply volt-
ages. Process variation describes various effects that influence the quality of
the final processor during fabrication. Depending on the process variation, for
example, one batch of processors can have higher maximum frequency than an-
other batch or less voltage leakage. Process variation is taken into account by
processor manufacturers when defining OPPs.

2.4.6 Power Meters and Power Distribution Units

Various power meters and Power Distribution Units (PDUs) were used for mea-
suring the power consumption during evaluations. The choice between the use
of a power meter or a PDU depends on the individual device. Power meters
are typically designed for measuring the power consumption of a single device
and offer higher resolution than PDUs. PDUs have multiple ports for powering
devices which are configurable and they offer interfaces in order to switch on
or off ports remotely. Power consumption of devices was recorded using the
devices in the following subsections.
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Table 2.1: Resolution and precision of power meters

Device Measurements Resolution Precision
Alciom PowerSpy?2 505! 10 mW 1%
LINDY iPower Control 2x6M ~1g7! 1w 1.5%
UniFi USW-48P-750 ~8s71 n/a n/a

Alciom PowerSpy2

The Alciom PowerSpy2? [19] is a power meter with a French socket. The device
comprises a 4 GiB memory that allows to operate the power meter either in
real-time mode or in logger mode. In real-time mode the PowerSpy streams
the measured data directly over Bluetooth [82] to a listening device. Depending
on the configured resolution at which measurements are taken, the device can
log between 1 month and up to several decades worth of data. The PowerSpy
measures the Root Mean Square (RMS) and peak-to-peak amplitude of voltage,
current, and active power, the reactive and complex power, the power factor,
the crest factor, the line frequency and the total harmonic distortion. Real-time
mode gives access to the complete data set while logger mode only records the
RMS and peak-to-peak amplitude of voltage, current and active power. Each
measurement stands for an average value of 256 samples taken during one period.
The PowerSpy can internally record up to 16.64 ksamples/s but is limited to a
maximum of 50 measurements per second, i.e., one measurement every 20 ms.

One major advantage of the PowerSpy is the open (but incomplete) docu-
mented Bluetooth protocol [127] used by the power meter. The open protocol
specification allows to design custom implementations for various platforms be-
sides the proprietary software suite that is provided by Alciom for the Microsoft
Windows OS. Several software libraries for Python [198, 236] and Scala [80]
have been available. This thesis relied on an older version of powerspy.py [198]
that has been independently ported to Python version 3. Further adjustments
were made to powerspy.py in order to permanently stream data at the highest
possible frequency. The streamed data does not contain a timestamp and the
powerspy . py script is taking a timestamp as the data is received over Bluetooth.
An additional script was implemented which measures the Bluetooth round trip
latency between the machine recording the data and the PowerSpy. Half of this
round trip latency is subtracted from the timestamp in order to compensate for
the transmission delay.

LINDY iPower Control 2x6M

The LINDY iPower Control 2x6M? [191] was a commercially available PDU.
Two banks with each 6 IEC C13 [156] ports allow for a total of 12 devices to be
connected to the PDU. Each bank has its own power supply with a maximum
of 16 A and each port supports a maximum load of 10 A. The PDU is capable
of measuring voltage, current, active power, reactive power, apparent power,
frequency, phase angle and power factor. An Ethernet connection allows to
control and monitor the PDU over a HT'TP web interface. Additional protocols

2From here on referred to as PowerSpy.
3From here on referred to as the PDU.
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supported by the PDU are SNMP, Syslog and SMTP. The power consumption is
recorded over the HT'TP web interface through a Python script that was initially
written in late 2017 by Guillaume Fieni from the Spirals research group of Uni-
versity of Lille 1 and Inria. The web interface is updated roughly every second by
requesting a query from URL path /status. jsn.js?components=16384. This
query returns a JSON [102] object that contains the latest measurements for
each port on the PDU. The Python script runs the same query from a remote
machine and transforms the returned JSON object into CSV [277] and appends
it to a file. JSON objects returned from the query do not contain a timestamp
and instead timestamps are taken when the query request is posted. The script
has been ported to Python 3.

UniFi PoE Switch

Ubiquiti Networks UniFi USW-48P-750% [293] is a network switch that supports
802.3af Power over Ethernet (PoE) [210]. The PoE status of connected Ethernet
ports can be accessed through a local telnet connection over a protected API on
the PoE switch. This interface is queried using an ad hoc expect [5] script that
is based on an initial version written by Marcelo Pasin from the department
of computer science of the University of Neuchétel. The original script has
been modified to continuously query the PoE switch for power consumption
measurements. With the compute power of the PoE switch it is possible to query
the PoE state about 8 times a second with the modified script. Timestamps are
not included in the PoE status returned by the PoE switch and are added by
the script upon data reception. In the PoE status information are included the
negotiated power class level, the power drawn by the PoE device, PoE voltage
and current as well as the temperature of the PoE unit in the PoE switch. The
PoE switch is used in combination with Raspberry Pi PoE HATS [262] in order
to power a cluster of 24 Raspberry Pis.

2.5 Security

This section defines properties and terms in the context of security and trusted
computing as one of the challenges in this thesis for designing secure IoT ser-
vices. Basic principles of symmetric-key, public-key and homomorphic encryp-
tion schemes are outlined in section 2.5.1 for securing services and in particular
data from preying eyes or malicious attacks. Hardware-based cryptographic
solutions (sections 2.5.2 to 2.5.3) provide additional security guarantees that
make use of these previously mentioned basic principles. Secure systems [167],
which are the foundation for implementing secure services, and which leverage
hardware-based cryptographic solutions, are elaborated in more detail in this
section and section 2.6. Furthermore, for these hardware-based solutions the
trust model, various relevant trusted computing concepts and the GlobalPlat-
form API are explained. This section concludes with a terminology on service
execution (section 2.5.4) that precisely defines the conditions satisfying the ex-
ecution requirements.

4From here on referred to as PoE switch
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2.5.1 Cryptography
Symmetric-key Encryption

Secure communication between senders and receivers over insecure physical
transmission media, commonly referred to as channels, has been an important
and challenging problem for a long time. Ciphers (i.e., algorithms performing
encryption and decryption) are making use of confusion and diffusion opera-
tions [278, 279]. Confusion operations obscure the tie between key and cipher-
text typically by using substitution but remain susceptible to cryptoanalytical
methods. Diffusion operations propagate a plaintext symbol over multiple ci-
phertext symbols in order to obfuscate statistical properties of the plaintext.
Product ciphers are ciphers that chain confusion and diffusion operations to
become more secure and increase their resistance to cryptoanalytical methods.
Nowadays, most ciphers are product ciphers applying multiple rounds of confu-
sion and diffusion operations.

Symmetric-key encryption is also known as secret-key or single-key encryp-
tion. After symmetric-key generation, the sender and receiver have to find a
secure channel to share the symmetric key. The very same key is used for en-
crypting and decrypting messages which creates the problem of non-repudiation
where both sender and receiver can make changes to messages and later deny
them (i.e., changes cannot be associated to an unique participant). In a scenario
with multiple communication participants, each pair of sender and receiver needs
to have a unique key. This makes key management and communication difficult
and is better done using public-key encryption. The advantage of symmetric-
key over public-key encryption schemes is the similarity of encryption and de-
cryption functions. This allows for simplified implementations in hardware and
software and makes symmetric-key encryption computationally less expensive.
AES [92], Twofish [274] and Chacha [44] are well-known symmetric-key ciphers.

Public-key Encryption

Public-key encryption is based on the finding, that the key used by the person en-
crypting messages does not have to be secret as with symmetric-key encryption.
The person receiving the ciphertext would instead have to be in possession of a
secret key that allows decrypting ciphertexts. Such a public-encryption-private-
decryption mechanism requires ciphers that make use of one-way functions. A
one-way function is a function that can relatively easily be computed but whose
inverse function is computationally infeasible. In this case, relatively easily com-
putable means in the context of computational complexity that the function is
at most of polynomial order whereas computationally infeasible means that the
function is at least of exponential order. One-way functions have been identified
for the domains of integer factorization, discrete logarithm and elliptic curves.
In public-key encryption these problems are better known as Rivest-Shamir-
Adleman (RSA) for prime factorization and Diffie-Hellman key exchange as
well as Digital Signature Algorithm (DSA) with their elliptic curve equivalent
for discrete logarithm.

Public-key encryption has several advantages over symmetric-key encryp-
tion. Secret keys can be established over insecure channels without the need
for dedicated secure channels. Messages can be secured with digital signatures,
as available in RSA, DSA or ECDSA, to avoid non-repudiation and guarantee
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message integrity. In order to ensure the authenticity of public keys, they can
be derived from certificates and are therefore bound to an identity. The dis-
advantage of public-key encryption is that schemes are computationally more
demanding than symmetric-key encryption schemes.

Homomorphic Encryption

Encryption preserves privacy and prevents other operations from manipulating
encrypted data. Homomorphic encryption provides a solution to this prob-
lem, so that encrypted data can be offloaded and processed, for example in
cloud data centers, without transferring the secret key and revealing the actual
data. Many homomorphic encryption schemes have been proposed, ranging
from schemes with a weak notion of privacy homomorphism called partially ho-
momorphic, that can only perform a single function, to the strongest schemes
called fully homomorphic, that can perform arbitrary functions. For example,
cloud computing provides resources for offloading data and computation, but
encryption, which is enforced by law for certain confidential data, nullifies all
benefits of cloud computing [115]. A fully homomorphic encryption [114, 113]
complies with legal restrictions on data privacy in public cloud environments
and enables using public cloud resources for operating on encrypted data while
guaranteeing confidentiality.

Homomorphic encryption can make use of both symmetric-key and public-
key schemes and provides an evaluation operation. This operation evaluates
functions on ciphertexts from a set of permitted functions [115] resulting in
other ciphertexts, that when decrypted correspond to the result of applying
the functions on the plaintext messages of ciphertexts. Evaluating any function
that is not a part of the set of permitted functions, will result in ciphertexts
that when decrypted do not contain any meaningful plaintext message. The
implementation of evaluation operations requires that decrypting the resulting
ciphertexts of evaluation operations take the same amount of computations (i.e.,
have the same computational complexity) and have the same size as decrypting
ciphertexts that were previously encrypted from plaintext messages. These ad-
ditional requirements are referred to as compact ciphertexts requirement [115].
This means that the complexity of functions is independent of the size and
the time needed to decrypt the resulting ciphertexts when applying evaluation
operations. Only schemes that can evaluate any function and that satisfy the
compact ciphertexts requirement are classified as fully homomorphic.

2.5.2 Trusted Computing Group

The Trusted Computing Group (TCG) [152] is creating work groups and specifi-
cations around the concept of Trusted Computing (TC), which is a combination
of hardware and software-based security solutions. Trust is established by the
behavior of the platform, which depends on the behavior of hardware and soft-
ware [290]. In order to instantiate trust, platforms have to identify hardware
and software components [290]. The OS has then to mediate [107] between
these trusted hardware and software components to enable TC. The following
paragraphs briefly outline some platform requirements that make TC possible.
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Trusted Platform Module

The Trusted Platform Module (TPM) is an industry standard for a kind of vault
embedded with a Root of Trust (RoT). TPMs provide various cryptographic
subsystems, volatile memory, non-volatile memory, and Platform Configuration
Registers (PCRs) as elements in order to collect and report behaviors of hard-
ware and software components [291]. The following new TPM variants have
emerged from the TPM 2.0 standard [9, 290]:

e Discrete TPM: separate, tamper resistant semiconductor package.

Integrated TPM: integrated as a subsystem into another chip.
e Firmware TPM: software implementation in a TEE.
e Virtual TPM: accessible to VMs in cloud environments.

e Software TPM: implemented in software for emulation purposes.

Discrete TPMs are separate chips on platforms to which processors com-
municate over a bus. Older TPMs are susceptible to bus sniffing attacks with
inexpensive Field-Programmable Gate Arrays (FPGAs) or more expensive logic
analyzers by extracting keys in plain text from the bus when they are transmit-
ted [200, 26]. Integrated TPMs are part of the processor and avoid peripheral
buses for communication. The package of integrated TPMs might no longer
be temper resistant since the chip fabrication process depends on the require-
ments of the processor which is incompatible with the security requirements
of TPMs. Firmware TPMs are entirely implemented in software and their se-
curity depends on the software needed to operate TEEs. It is a weaker TPM
variant than discrete and integrated TPMs, because it does not make use of
dedicated hardware protection mechanisms. Virtual TPMs use the hypervisor
for providing interfaces to physical TPMs on platforms. For this variant the
security depends on the hypervisor which has to be trusted. Finally, software
TPMs should only be used for emulation and testing purposes, since they are
not protected and openly exposed to all kinds of attacks.

Trusted Computing Base

A system composed of hardware and software components can form a Trusted
Computing Base (TCB). TPMs assist independent entities in establishing and
validating TCBs, but are themselves not part part of the TCB. It is the respon-
sibility of the TCB for preserving security policies of the system [290]. For this
reason, TCBs need to have countermeasures in place to avoid being compro-
mised by hardware and software components that are not part of the TCB. The
TCB is typically measured in lines of code.

Root of Trust

Roots of Trust (RoTs) are fundamental elements that must be trusted, because
any misbehavior is undetectable [290]. Certificates identify OEMs and provide
necessary assurances for RoTs for the trustworthiness of their implementation.
Platform certificates provide additional guarantees, that by platform manufac-
turer installed TPMs are trustworthy and compliant with TCG specifications.
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TPMs provide four types of RoTs. The Core Root of Trust for Measurement
(CRTM) resides in boot Read-Only Memory (ROM) and are the first instruc-
tions executed by processors when establishing a new chain of trust. Processors
form the Root of Trust for Measurements (RTM) while they are controlled by
the CRTM [290]. During measurements identities are communicated by ex-
tending PCRs located in the memory of the TPM that form the Root of Trust
for Storage (RTS). PCRs hold hashes of measurements that are primarily used
for validating logs of measurements upon request. Extending PCRs combines
currently stored values in PCRs with hashes from measurements. The Root of
Trust for Reporting (RTR) is responsible for reporting on the contents of the
RTS. The identity of the RTR is a statistically unique (i.e., with very high prob-
ability) and cryptographically verifiable asymmetric key known as Endorsement
Key (EK). Reports are digitally signed hashes by the RTR that attest directly
accessible contents in the RTS. A report contains current PCR values, audit
logs and key properties [290]. The RTR reporting on the current PCR values is
commonly called quoting. Platform certificates bind the RTR to the platform
and provide the necessary proof in order to guarantee that the RTR is actually
quoting PCR values of the platform.

Attestation

Attestation describes a process for demonstrating that software has been instan-
tiated in an expected way on an intended platform. Software can be attested
locally on the platform or remotely to a third party. Depending on the func-
tionalities available on platforms, software is attested either by the CPU [24]
or by the TPM [205]. The later will be considered for the remainder of this
paragraph. Platform states are recorded in logs of software events and main-
tained in an integrity measurement architecture [270]. Every software event
will be logged and recorded by the TPM as the platform is powered on and
is booting up. For each software event in logs a measurement is produced by
individually applying a cryptographic hash function and extended into a PCR.
Attestations are composed of an untrusted event log and a signed quote from
the TPM. Users submit challenges to TPMs which generate quotes in response
containing a cryptographic nonce with a list of PCR values. In a first step users
verify the authenticity of the signing key through the certificate chain before
validating the signature of the quote. The untrusted event logs are then vali-
dated by recomputing the hash values in the PCRs and comparing them to the
PCR values in the signed quote. This validation process allows users to make a
trust decision based on the issuing Certification Authority (CA) of the signing
key and the software state of the platform.

2.5.3 GlobalPlatform

The Open Mobile Terminal Platform (OMTP) was an industrial forum for mo-
bile device standards that realized the need for trusted components and pub-
lished in 2006 a first set of requirements for trusted environments (OMTP TRO).
These requirements were revised in 2008 to define security requirements for mo-
bile devices. A first standard for TEEs built on top of TR0 was released with
OMTP TR1 [240]. After the transition of OMTP into WAC and the later in-
tegration into GSMA in 2010, GlobalPlatform has taken over the responsibility
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on behalf of the industry to provides industry-wide specifications and standards
for TEEs.

The GlobalPlatform TEE System Architecture [121] defines the necessary
hardware and software requirements for operating TEEs as shown in Figure 2.2.
Interfaces between user space and kernel space of normal worlds and TEEs are
defined in standardized library APIs. The GlobalPlatform TEE Client API [117]
defines the interface between Client Applications (CApps) and the rich OS, while
the GlobalPlatform TEE Internal Core API [120] defines the interface between
Trusted Applications (TAs) and the trusted OS. Besides these two primary in-
terfaces, GlobalPlatform defines additional interfaces to interact, for example,
with sockets through the GlobalPlatform TEE Sockets API [118]. Communi-
cation agents in rich and trusted OSs mediate data exchanges between normal
worlds and TEEs.

Execution Environments

Execution Environments (EEs) provide basic hardware and software compo-
nents for applications to support computing, memory management and access
to peripherals [240]. These components are interfaced with either through APTs
or Instruction Set Architectures (ISAs) depending on the implementation of the
EE. Multiple EEs can be co-located on the same system, each with their own
purposes and responsibilities. Communication mechanisms facilitate informa-
tion exchanges and enable sharing resources between as well as within EEs. EEs
that are generally designed for performance and provide many features as well
as access to many peripherals, excluding trusted and secure resources, are called
Rich Execution Environments (REEs).

EEs that satisfy security requirements according to specifications are called
TEEs. TEEs can be authorized to access the Hardware Unique Key (HUK) [241],
which can require Non-Disclosure Agreements (NDAs) between TEE providers
and OEMs. The HUK resides in a shielded area of the TEE which is required
to be resistant against several types of attacks [240]. Private keys provisioned
with TEESs need to be confidentiality and integrity protected, while public keys
have to be protected and validated for authenticity and integrity. Any code
manipulating keys inside the TEE has to be integrity protected and verified.
The verification is done at load time, but there are also solutions to verify the
integrity of the TEE at runtime [221].
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Secure storage allows storing resources securely, which can only be accessed
from TEEs with dedicated storage keys. TEEs allowing execution of TAs have to
provide mechanisms to install, verify and execute TAs. TAs need to be isolated
from other TAs and EEs, so that code, data and keys belonging to TAs cannot
be accessed. Data and keys used by TAs have to be protected and validated
for authenticity and integrity. Secure services can be requested from TAs by
CApps, which are executing outside of TEEs. Whenever resources are freed or
TEEs are being terminated, any content has to be erased before these resources
can be used again.

Root of Trust

The GlobalPlatform standard [119] defines the RoT similar to the TCG as a
compute engine, code and data on the same platform providing security ser-
vices. There does not exist an entity that can attest the state of the RoT. Two
types of RoTs are distinguishes by GlobalPlatform which are bootstrapped and
non-bootstrapped RoT. Bootstrapped RoTs are composed of several blocks of
code with a first block called the Initial Root of Trust Component (iRoTc) (i.e.,
CRTM). Any subsequent block of code is verified for integrity and authentic-
ity, which creates an event, before being executed. Is a block of code unable
to record the result of an event before executing the next block of code, then
the RoT is extended and the block of code is called Extended Root of Trust
Component (eRoTc). Execution is entering into a chain of trust if the result
of an event is accessible in a shielded location to the subsequent blocks. The
RoT is then said to be bootstrapped from the initial block to the independent
block and forms a bootstrapped RoT. The idea behind bootstrapped RoTs is
that blocks of code may come from different vendors and might not necessary
have access to shielded locations for recording events. Non-bootstrapped RoTs
consist of a single block of code that is created and provisioned by the plat-
form manufacturer. Nine security services may be provided by RoTs which are
authentication, authorization, confidentiality, identification, integrity, measure-
ment, reporting, update and verification. These security services can be used
by any other components such as CApp, TA or even different RoTs available on
the platform such as TPMs or TEEs.

Trusted Storage

Trusted storage is a persistent memory area where data objects can be securely
stored. Typically, such data objects are cryptographic keys or other confidential
and sensitive data. Each data object is cryptographically protected and usually
associated with an identifier and metadata in order to facilitate the retrieval of
data objects. Hash trees [212, 213| are a convenient data structure for imple-
menting trusted storage. Fach node in the tree protects its child nodes through
a cryptographic hash. Trusted storage can be located either on a dedicated
storage device, such as an embedded MultiMediaCard (eMMC) [159] with some
security properties or completely exposed to an insecure environment. EMMC is
an embedded non-volatile memory that is available on many embedded, mobile
and IoT devices. There are requirements that trusted storage has to provide a
minimum level of protection against rollback attacks [120]. This protection in-
cludes a detection mechanism for rollback attacks independent from the location
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of the trusted storage.

2.5.4 The Different Forms of Execution

Execution of applications, programs and services can be provided by means
of various hardware and software security mechanisms. Cloud providers of-
fer services to users with levels of trust similar to that of their own devices.
These services provide resources to users such as processor cycles, storage and
networking while users provide data and code. Cloud providers have physical
access to their services and users must protect their code and data in some form
from the cloud provider. This scenario is the opposite of sandboxing where the
confidentiality and integrity of the code and data of users has to be protected
from the host. Cloud providers control resource allocation and have an interest
to protect their infrastructure from malicious users through various protection
mechanisms such as isolation of processes or sandboxing.

Isolated execution [41, 207, 242, 296] is a protection mechanism that main-
tains the confidentiality and integrity of code and data. Software-based solutions
rely on the one hand on trusting higher privileged code to provide confidential-
ity and integrity guarantees while on the other hand hardware-based solutions
only add specific code to the TCB. Shielded execution [41] is a generalization for
specific implementations [69, 74, 145, 183, 204, 205, 248| using isolation mech-
anisms in order to provide higher security guarantees. Systems are oblivious
to the execution of shielded programs and can only observe their inputs and
outputs. The execution of shielded programs cannot be influenced by systems,
except through DoS, and the results of the executions on identical platforms are
always the same. Confidential execution is what users need for deploying their
services in the cloud. Attestation and secure provisioning mechanisms need to
extend shielded execution for providing additional integrity and confidential-
ity guarantees, that allow users to remotely verify the state of their deployed
services and decide whether to trust them before provisioning any secrets.

2.5.5 Attacks

Deployed devices, in particular those connected to the Internet, are constantly
exposed to various threats. These threats manifest in physical or remote attacks
in order to compromise systems or gain access to confidential data. There exist
various attacks that are all classified by the general principle they are trying to
achieve. For example, DoS attacks prevent services from executing and there
are many ways in which attacks can achieve the DoS. Attacks are primarily
exploiting bugs and flaws in hard- and software, however, physical and especially
side-channel attacks make use of information gained during the execution of
the target system. There are approaches for mitigating or preventing certain
attacks, but absolute security is not attainable. TEEs are one approach that is
relying on a combination of hard- and software techniques for providing security
guarantees against specific attacks. The following subsection briefly describe a
selection of attacks that appear within the context of this thesis.
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Denial-of-service Attacks

Denial-of-Service (DoS) is a type of attack that requires little effort [275] to de-
ploy and prevents services from executing. The attack is typically targeting the
resources available to services and is trying to deplete them in some way. This
kind of attack was initially used in networks as SYN flooding [81, 275] to prevent
nodes from responding to requests by filling up memory with open but unused
connection. DoS is not limited to networks and can be used against any ser-
vice, provided there are some complex interactions in order to exploit hardware
failures and software bugs or exhaust resources [309]. Distributed Denial-of-
Service (DDoS) is a network-based attack using multiple nodes to coordinate a
DoS attack that is difficult to identify because of the different request sources.
Preventing DoS attacks is challenging because the attack needs to be identified
first before it can be mitigated. The identification has to distinguish between
legitimate request and malicious requests. In some instances services can also
be subject to unintentional DoS due to some popular target made available by
the service that is highly requested.

Person-in-the-Middle Attacks

Person-in-the-Middle (PITM) attacks, also known as Man-in-the-Middle (MITM)
attacks, describe scenarios where an attacker can craft messages and inject them
into channels or intercept messages that are exchanged over channels to mod-
ify them. By actively taking part in the message exchange over channels and
influencing it, an attacker can defeat the protocol. Any asymmetric scheme
can be defeated by PITM attacks unless the public-keys are protected by cer-
tificates [243]. The attacker substitutes the public keys exchanged over the
channel between two entities by their own public keys. This is for example how
the public-key Needham-Schroeder protocol [232]| can be exploited [193]. Au-
thentication can be provided in the form of certificates, by signing the public
key and the identity of the entity with the private key. Such certificates are
typically issued by CAs.

Replay Attacks

Replay attacks are specific kinds of PITM attacks, in which messages are being
intercepted and resent to the receiver in order to access resources intended for the
original sender. Freshness is another term that is used for this concept, which
emphasizes that the receiver should only receive new (i.e., fresh) messages and
not old (i.e., rotten) messages. The symmetric-key Needham-Schroeder protocol
is vulnerable to replay attacks in case of compromised communication keys [95].
Timestamps were introduced to prevent replay attacks and replace the two-step
handshake in the Needham-Schroeder protocol. Other approaches to prevent
replay attacks include nonces combined with MACs, one-time passwords and
randomly chosen session IDs. TLS prevents replay attacks by computing a MAC
that includes MAC key, sequence number, message length, message contents and
two fixed character strings [97].
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Downgrade and Version Rollback Attacks

Communication protocols, such as SSL and its successor TLS, are susceptible to
downgrade attacks, also called version rollback attacks. These attacks exploit
design flaws in protocols to fall back to older protocol versions, that exist for
compatibility reasons, but might be vulnerable to other attacks. In case of the
now deprecated SSL protocol [39], downgrade attacks allowed to weaken con-
fidentiality guarantees by using weaker export-grade cipher suites [300] (due to
US export regulations before 2000). RSA keys of export-grade key sizes were
already factorized in 1999 [62] and are therefore considered insecure. This flaw
was addressed in SSL version 3.0 by authenticating all handshake protocol mes-
sages with the master secret, but also introduced new design flaws. Despite the
known flaw in the SSL protocol, TLS was vulnerable to the FREAK attack [45]
exploiting a bug in TLS implementations to downgrade RSA key exchanges to
export-grade keys, and to the Logjam flaw [11] that lets PITM attacks down-
grade connections to export-grade Diffie-Hellman key exchanges. In order to
prevent this type of attack, the best approach is to remove legacy code (previ-
ous protocol versions) and backward compatibility from the code base.

Rollback Attacks

The problem of TEEs is they cannot guarantee that data external to the TEE
has not been rolled back, i.e., reverted to a correct but earlier state or an older
version beyond their lifetime [41]. In the instance where TEEs crash as a result
of malicious attacks or bugs in the TCB of the TEE, their internal state which
was stored in volatile memory is lost. When a new TEE is then instantiated, it
can verify if data is consistent, but not if this was the state or version of the data
before the TEE crashed. Confidentiality and integrity guarantees of the state
are insufficient for preventing rollback attacks, and a continuity guarantee [248]
has to be introduced. In order to provide such continuity guarantees, that data
has not been rolled back, secure non-volatile storage is necessary to recover the
state of a TEE after a crash.

Side-Channel Attacks

Side-channel attacks exploit effects during the execution of cryptographic op-
erations in order to leak confidential information. There are various types of
side-channel attack such as timing [170, 313] or power [169, 288] attacks. These
types of side-channel attacks exploit time differences for cryptographic opera-
tions, power consumed or acoustic signals generated by the cryptographic pro-
cessor during cryptographic operations. All these effects are physical properties
of correctly implemented cryptographic processors and are not related to faults
in hardware. Cryptographic processors need to implement additional measures
to make cryptographic operations indistinguishable from each other or randomly
change the frequency to introduce noise in the power consumption in order to
prevent such attacks.
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2.6 Trusted Execution Environments

The TEE section describes the hardware and software architecture and stan-
dards for using TrustZone with OP-TEE. TrustZone and OP-TEE are being
used as reference TEEs in chapters 3 to 4 for shielding IoT services. Intel
SGX [24, 144, 207] and AMD SEV [164] are briefly outline as the latest TEEs
on the x86 architecture available on mobile, desktop and cloud platforms. TEEs
for other architectures include IBM Secure Service Containers [153] and IBM
Secure Execution [161] as well as RISC-V MultiZone [141].

2.6.1 ARM TrustZone

TrustZone is an optional set of hardware-enforced security extensions that in
combination with secure software is forming a TEE, which is space efficient with
only little impact on power consumption and performance [21]. With TrustZone
OEMs can seamlessly integrate security into their hard- and software solutions
for creating trusted platforms. The security rooted in hardware can be extended
across all layers ranging from firmware all the way to applications. The isolation
is based on dualistic worlds, in which the secure world includes the TEE wherein
the non-secure world or normal world includes everything else. The secure
world provides data processing capabilities and access to memory as well as
peripherals at full bus-bandwidth [21]. Unlike secure modules, TrustZone can
be further customized through secure software. Additional security solutions
can be build on top of the TrustZone foundation, such as hardware encryption
engines for memory or storage encryption.

As for all TEE technologies, TrustZone does not provide absolute security,
therefore continuous architectural improvements are made to protect against
attacks. Each bus transaction includes a Non-Secure (NS) bit indicating the
world to which transaction belong to. CPU and memory are logically split into
normal and secure world by the NS bit whereat the CPU is used in a time-shared
manner. Besides the common ELs, another level with the highest privileges
(i.e., EL3) is introduced for the secure monitor only, which exists in the secure
world. The secure monitor is responsible for switching between the two worlds
whenever secure monitor interrupts are received as a result of executing Secure
Monitor Call (SMC) instructions or receiving hardware exceptions [29]. When
the worlds are being switched, the secure monitor saves the state of the currently
executing world and restores the state of the world that is being switched to
before returning from exception into the restored world.

TrustZone proposes three mechanisms for adding code to access peripherals
from the secure world. Either borrow the driver from the normal world through
an interface or move the driver into the secure world and provide an interface
in the normal world kernel. Another mechanism is to simply duplicate the
code and make it available to both worlds, in conjunction with establishing a
protocol for regulating access to the shared peripheral. The last mechanism
only works for peripherals generating interrupts, such as keyboards, mice, and
touchscreens, where interrupts can be redirected to the secure world without
involving the normal world interrupt handler. The TrustZone secure software
includes the secure monitor for switching between worlds, a secure kernel with
secure drivers to form the trusted OS, a secure boot loader to start the trusted
OS and secure services running as TAs. Linaro, an organization engineering

30



Normal World Secure World
ELO CApp ELO

tee-supplicant

=
Dispatcher

Figure 2.3: TrustZone exception levels and how OP-TEE maps and connects its
components to them.

software for the ARM architecture, is currently maintaining the secure software,
such as TrustedFirmware and OP-TEE.

2.6.2 Open Portable Trusted Execution Environment

The Open Portable Trusted Execution Environment (OP-TEE) is a TEE im-
plementation of the standards and specifications published by GlobalPlatform,
that is based on TrustZone. OP-TEE provides support for various ARM plat-
forms including emulation with QEMU. In particular support for QEMU is
interesting for developers, which allows to quickly test and evaluate newly im-
plemented features on TrustZone platforms in an inexpensive way and with very
few drawbacks compared to TrustZone hardware.

Architecture

The architecture of OP-TEE is summarized in Figure 2.3 and shows the call
graph. OP-TEE relies on the Trusted Firmware [188] as foundation, which pro-
vides the dispatcher and the secure monitor that run in secure EL3. When
the device is booting up, the firmware allocates memory regions to the secure
world that are used by OP-TEE. Once all memory regions are setup, the dis-
patcher will initiate the next boot stage. If the ARM processor is compatible
with ARMv8.4 it will boot the secure partition manager at secure EL2. Oth-
erwise, the dispatcher will skip to the next boot stage using specific code to
load OP-TEE OS. OP-TEE OS runs at secure EL1 and consists of the core of
the secure kernel and Pseudo Trusted Applications (PTAs). TAs are executed
at ELO where they have access to libutee which provides an implementation
of the GlobalPlatform Internal Core APIs and the TEE Sockets API. TAs and
secure storage are either stored on eMMC if available or in the REE file system.
At EL2 in normal world can optionally be running a hypervisor with support
for OP-TEE. At EL1 runs a Linux kernel with the OP-TEE kernel driver. The
OP-TEE driver in the Linux kernel makes it possible for Linux distributions
to interact between both OSs. The OP-TEE driver is in particular needed for
allocating shared memory, such that applications running in the REE can pro-
vide data to TAs. Whenever OP-TEE OS has to request services from the
normal world, it contacts the tee-supplicant running as a daemon at ELO
through Remote Procedure Calls (RPCs). This is necessary for loading TAs
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or for retrieving data objects from the secure storage that are stored in the
REE file system. By default network support is also provided from the REE
where OP-TEE is borrowing the network stack of the REE to provide network
functionalities to TAs. In this case all network system calls are handled by the
tee-supplicant through a series of RPCs from the TEE. When requesting ser-
vices from the TEE, applications can invoke system call through 1ibteec which
implements the GlobalPlatform TEE Client API.

Trusted Applications

TAs are modified ELF binaries with constraint memory resources and a local
heap. In OP-TEE, TAs are single-threaded processes that are executed by
the trusted OS OP-TEE OS in secure exception level 0 (secure EL0O). They
use universally unique identifiers (UUID) as file names and can be optionally
encrypted. TAs can be stored either in the REE filesystem, in secure storage
or be directly linked into the TEE core. Each TA stored in the REE has to
be cryptographically signed at compile time with a private RSA key to provide
authenticity and integrity protection.® This is important because TAs stored
in the REE are exposed to a potentially compromised environment. When TAs
are loaded by OP-TEE OS from the REE, a version check is performed against
a list of TA versions OP-TEE OS maintains in secure storage to prevent any
downgrade attack. OP-TEE OS then verifies the signature of the TA using
the public key contained within OP-TEE OS before instantiating the process.
Secure storage TAs are as, the name implies, stored in secure storage. In fact
only meta data is stored in a directory file which is itself stored encrypted and
integrity protected in secure storage. The actual secure storage TA is stored
encrypted with AES-GCM as a file in the REE filesystem. All information to
decrypt secure storage TAs can be found in the meta data. FEarly TAs are
directly linked into the TEE core and execute before the tee-supplicant is
available. Besides being stored inside the TEE core and executing earlier than
any other TA, there are no other differences to TAs from the REE filesystem.
PTAs are similar to Linux kernel modules and provide distinct secure services.
Despite the TA in their name, these are not TAs and cannot be interfaced with
through the GlobalPlatform TA Client API. PTAs are statically linked into OP-
TEE OS and use its internal core API as interfaces. Therefore, PTAs execute
at a higher exception level than TAs and are more privileged.

Memory Configuration

TAs in OP-TEE have a private heap which is created by the TEE core when TAs
are instantiated. The size of the stack and the heap is determined at build time
and defined by the TA_STACK_SIZE and TA_DATA_SIZE macros. By default, the
stack is set to 2 KiB and the heap to 32 KiB. There are several limiting factors
that prevent arbitrary large TA stack and heap sizes. The default total memory
allocated for the TEE is limited to 32 MiB. This memory is divided into 1 MiB of
TEE_RAM for the core, 4 MiB of SHMEM for non-secure shared memory and 27 MiB
of memory available to TAs. In theory one TA could use 27 MiB of memory but

51t should be pointed out that [123] mistakenly claims that OP-TEE does not verify the
integrity of TAs. This only applies to TAs not stored in the REE file system.
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in practice Executable and Linkable Format (ELF) [289] sections of TAs in OP-
TEE are mapped to page translation tables with 2 MiB size. Therefore, it is not
possible to allocate more than 2 MiB of heap unless the configuration of OP-TEE
is changed. These changes involve hardcoding the number of active page tables
PGT_CACHE_SIZE and adjusting the number of concurrently executing TAs with
CFG_NUM_THREADS. The same restrictions also apply when more than 2 MiB of
memory need to be shared.

Secure Storage

Secure storage is an implementation of trusted storage described in the Glob-
alPlatform TEE Internal Core API [120]. The secure storage provides con-
fidentiality and integrity guarantees for stored data objects. Any operation
performed on the secure storage has to be atomic, meaning that the opera-
tion completes successfully only if it is not interrupted. OP-TEE can provide
secure storage in the REE filesystem or in a replay protected memory block
of eMMC [159]. Data objects that are to be stored in secure storage are en-
crypted by the TEE file system and forwarded to the tee-supplicant. The
tee-supplicant then adds the encrypted data object to the secure storage by
interfacing with the Linux file system. Retrieving data objects from the secure
storage works in a similar way by passing through the tee-supplicant. Three
types of storage keys are managed by the key manager, which is part of the
TEE file system. The SSK is a HMAC using SHA256 as hashing algorithm and
derived from the HUK concatenated with the chip ID and a static string. At
boot time the SSK is generated and stored in secure memory. Each TA has its
own storage key that is a HMAC using SHA256 and derived from the SSK and
the UUID of the TA. The Trusted Application Storage Key (TSK) protects the
File Encryption Key (FEK), which is used for encrypting and decrypting meta
and block files. The key manager generates the FEK from the pseudo random
number generator. In order to provide integrity protection, the secure storage
uses a hash tree, in which the parent node protects its child nodes. OP-TEE
provides interfaces to read the HUK but does not provide any implementation
for it. The difficulty of accessing HUKS is discussed in section 3.6.

Shared Memory

OP-TEE, which is compliant with GlobalPlatform APIs, provides three types of
shared memory. Whole and partial shared memory are shared memory that has
to be requested by the application running in the REE and is allocated by the
Linux kernel driver. Whole shared memory corresponds to an entire memory
region allocated by the Linux kernel driver, while partial shared memory is part
of a whole shared memory with a specified offset. [117] For better performance
only dynamically allocated and physically non-contiguous shared memory has
to be registered with OP-TEE, whereas physically contiguous shared memory is
already known to OP-TEE OS. Temporarily shared memory is a memory buffer
allocated by the application in the REE which OP-TEE then maps as shared
memory for the duration of the API call [117]. This type of shared memory is
dynamically allocated and can benefit from better performance by registering
it.
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Figure 2.4: Basic principles of further TEEs

Interface Sockets

libutee provides through the GlobalPlatform TEE Socket API a network in-
terface to TAs. Interface sockets are handled inside OP-TEE OS by the socket
PTA and their lifecycle is bound to the TA session. The socket PTA trans-
lates the secure system calls into RPCs for the tee-supplicant and executes
SMC instructions to switch into the normal world. In the normal world, the
tee-supplicant is constantly pulling the OP-TEE kernel driver for new service
requests from the TEE in from of RPCs. Upon receiving RPCs from the socket
PTA, the tee-supplicant extracts parameters as well as data and executes the
corresponding POSIX socket function. The implementation in the rich OS han-
dles the socket system calls and interacts with the Network Interface Controller
(NIC) driver for sending and receiving data over the network. Any data that is
being sent or received over sockets by TAs has to traverse all exception level in
the secure and non-secure world. In total between 5 to 8 context switches are
necessary, from secure ELO up to EL3 and down from normal EL2 to ELO before
going back up to EL2, depending on any hypervisors used in normal and secure
world, before data is available. OP-TEE did not provide an implementation for
the TLS protocol at the time, meaning that secure connections between TAs
could not be established through the TEE Sockets API.

2.6.3 Further Trusted Execution Environments

TrustZone together with Software Guard Extensions (SGX) and Secure En-
crypted Virtualization (SEV) are the three most popular TEEs. SGX and SEV
are briefly described in this subsection for comparison to TrustZone. Each TEE
provides various security functionalities and is targeting different platforms.

Intel Software Guard Extensions

Intel SGX [24, 144, 160, 206, 207] is a TEE with strong security guarantees
that was first made commerically available with the 6" generation Intel Core
processors of the Skylake microarchitecture [85, 86]. SGX provides instructions
implemented with XuCode [88] to securely deploy software containers, called en-
claves, locally or remotely over the Internet. The SGX TCB only includes the
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processor, firmware to operate the processor and software running inside the en-
clave. Software can be divided into an untrusted part and an enclave in order to
shield only the security critical code with the help of the Software Development
Kit (SDK) [83]. The Enclave Page Cache (EPC) designates a memory region
that is used as shielded location for enclave pages. During the launch of enclaves
SGX records logs of the content of enclaves and appends them to reports. Af-
ter the launch it is no longer possible for any unauthorized software, including
OS, hypervisor, BIOS and firmware, to access memory regions of enclaves or
append additional measurements to their logs. Once enclaves have successfully
launched, they enter the attestation phase and are ready to be provisioned with
confidential data. For remote attestation a quoting enclave is provided with
access to the device-specific private key that is used to sign reports. If the EPC
is exhausted at runtime, enclave pages are paged out to regular memory after
being encrypted by the Memory Encryption Engine (MEE) and integrity pro-
tected. Hardware enforced access control policies protect code, data and stack
of enclaves from attacks at runtime.

AMD Memory Encryption

AMD have introduced their own TEE [164] with the Zen microarchitecture [12,
180]. The TEE is primarily targeting cloud data centers and integrates two novel
memory encryption technologies called Secure Memory Encryption (SME) and
SEV. Confidentiality of data is no longer guaranteed when it is loaded into mem-
ory of collocated cloud instances, since data is accessible in memory as plaintext.
This is even more problematic with non-volatile memory technologies such as
NVRAM, where malicious administrators can access unencrypted data by phys-
ically removing the DIMM and plugging it into another system. The memory
encryption technology is integrated into the CPU architecture and allows to use
unmodified applications. Memory controllers feature an AES engine that can
be programmed with multiple keys by firmware running on the Secure Proces-
sor (SP), an embedded ARM Cortex-A5 microprocessor. Any data stored to
memory is encrypted with a 128-bit key and decrypted with the same key when
loaded from memory. The encryption of memory pages is controlled by the page
tables managed by the OS and hypervisor. With enabled memory encryption,
bit 47 in the physical address, called the C-bit, indicates if the memory page
has to traverse the AES engine.

SME is using a single key for either full memory encryption or partial mem-
ory encryption. SEV integrates the memory encryption technology with the
AMD-V [14] virtualization architecture for supporting encrypted lightweight
virtualization containers and VMs. Code and data of each VM and the hyper-
visor also are provided with a tag of its VM Address Space Identifier (ASID)
inside the SoC restricting its usage to the owner with the same ASID and pro-
tecting from any unauthorized access. Encrypted State (ES) [163] revises a
flaw [139] in the implementation of SEV where the state of the registers is not
cleared and stored in plaintext to an unencrypted location in the hypervisor.
Any sensitive data that was processed and stored in registers by the VM during
the interrupt is leaking to the hypervisor. Secure Nested Paging (SNP) [13]
is the latest extension to SEV providing memory integrity protection against
replay attacks. A system-wide Reverse Map Table (RMP) records the owner of
every memory page and its mapped memory location in order to enforce access
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Figure 2.5: Raspberry Pi model 3B and 3B+ specific boot sequence and Trust-
Zone hardware implementation.

control.

2.7 Raspberry Pi

The Raspberry Pi is a credit card sized embedded platform that features an
ARM Cortex-A microprocessor on a Broadcom SoC with numerous peripher-
als. Raspberry Pis are designed by the Raspberry Pi Foundation and exist in
different versions and from factors, of which model B is exclusively used for
the current work. The Broadcom SoC of the model B includes a quad-core
ARM Cortex-A microprocessor bundled with a VideoCore [53] GPU. Memory
is available as Low-Power Double Data Rate (LPDDR) Synchronous Dynamic
Random Access Memory (SDRAM) and, with newer Raspberry Pi models, can
be obtained in various sizes. Peripherals include display and camera connec-
tors, HDMI, USB, Ethernet, a Wi-Fi and Bluetooth module, an audio jack, 40
GPIO pins and a microSD-card slot. The Raspberry Pi provides a very popular
platform because of the rich software support compared to other embedded and
IoT platforms. The available peripherals and the software support make it an
ideal IoT prototyping platform. Raspberry Pi models 3B, 3B+ and 4B were
used throughout this thesis.

2.7.1 Boot Sequence

When Raspberry Pis are powered on, they immediately start up in secure world
and the first component enabled is the VideoCore GPU. Inside the GPU is a
real-time OS running which handles the early boot process, licensing of video
codecs and power management. This real-time OS forms the RoT of every
Raspberry Pi and is the first boot stage of the boot sequence. Figure 2.5a shows
the boot stages Raspberry Pi models 3B and 3B+ runs through when powering
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on and booting an OS. The boot sequence for the Raspberry Pi 4B is similar
but deviates from previous models because the firmware is stored on a SPI
EEPROM. The remaining subsection describes the boot sequence for the models
3B and 3B+. The real-time OS then loads the bootcode.bin file from the
microSD card into L2 cache and jumps to it. This binary contains firmware and
forms the second and third boot stages, while there used to be a loader.bin file
for the third stage that is now obsolete. The second stage enables the SDRAM
and loads the start.elf file before running it. Configuration files are parsed
in the fourth stage and the firmware loads the armstub8.bin and kernel8.bin
files into memory for preparing to release the reset signal on the ARM CPU. In
the fifth stage the reset signal is released and the ARM CPU has two different
ways to boot up the system. Either it starts executing armstub8.bin if available
or boots the OS in kernel8.bin. armstub8.bin prepares stages 5.1 and 5.2 to
load the ARM Trusted Firmware and dispatch the trusted OS. When the trusted
OS has booted the CPU switches into the normal world and continues with stage
5.3 and the normal world boot loader such as U-boot. If armstub8.bin is not
available, then stage 5 is skipped and the CPU begins booting the OS in the
normal world.

2.7.2 Performance and Thermal Design

The firmware can be adjusted through the configuration file for modifying var-
ious parameters such as CPU and GPU clock frequency, supply voltage, soft
limit temperature and many more. Supply voltages on the platform can only be
changed in steps of 25 mV, which are defined as overvoltage levels in the config-
uration file. The default voltage offset is defined as overvoltage level 0 and any
higher or lower overvoltage level applies a voltage offset that corresponds to a
multiple of 25mV. For example, an overvoltage level of —2 applies a voltage
offset of —=50mV on top of the base supply voltage. The minimum and maxi-
mum overvoltage levels are —16 and 8. Setting an overvoltage values beyond 6
also requires setting the force_turbo option which enforces permanent turbo
frequencies. If any other overvoltage option is chosen, the firmware will set a flag
which voids the warranty of the Raspberry Pi because of damaging overclock-
ing settings. Raspberry Pis feature an undocumented Adaptive Voltage Scaling
(AVS) system which determines the base supply voltage when the platform is
powered on and dynamically adjusts supply voltage based on various conditions
as well as a feedback loop of sensor data. Most Raspberry Pis have no more
than two OPPs - one for minimum and one for maximum performance. These
OPPs can be force set with the Linux CPUFreq [54] powersave and performance
governors. The ondemand governor will operate at the minimum OPP when
the core is idling and switch to the maximum OPP when the CPU load crosses
a certain threshold.

Models 3B and the 3B+ share the same Broadcom BCM28375 SoC but
use a different thermal design. The 3B has a plastic package, while the 3B+
has a package with a metal shield and uses a MaxLinear MxL7704 [203] power
management chip. These thermal changes allow the 3B+ to run at a 200 MHz
higher clock frequency. The firmware for the 3B+ introduces a soft limit at

6Neither Broadcom nor the Raspberry Pi Foundation have made data sheets publicly
available for the BCM2836, BCM2837, BCM2837B0 and BCM2711 SoCs used on Raspberry
Pis.
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70°C which throttles the CPU and reduces the clock frequency to 1.2 GHz as
on the 3B and also the supply voltage, such that many use cases never reach the
hard limit throttle at 80 °C [294]. The 4B uses a very similar thermal design to
the 3B+.

2.7.3 TrustZone Support on the Raspberry Pi

The Broadcom SoC lacks support for cryptographic acceleration instructions
and does not provide an ARM TrustZone Protection Controller (TZPC), an
ARM TrustZone Address Spec Controller (TZASC), an ARM Generic Interrupt
Controller or any other proprietary security control interfaces on the AMBA
bus [34]. Only the ARM Cortex-A cores are TrustZone aware on the Raspberry
Pi model B, which is sufficient for minimal support of TrustZone functionalities.
Figure 2.5b shows a block diagram of various SoC components connected to the
AMBA bus and how TrustZone integrates with these components. Components
can directly be accessed over the AXI bus since most TrustZone components
are missing on the Raspberry Pi. On the Raspberry Pi there is no isolation of
memory between normal world and secure world, because the TZASC is missing.
The model B is also not equipped with an on-chip memory in form of SRAM or
eMMC for secure storage. This means that it is possible to access any secure
memory from the normal world and potentially extract confidential and sensitive
information at runtime. Consequently, the Raspberry Pi should be considered
as an educational platform that introduces the concepts of TrustZone as a TEE.

2.8 Equipment

All devices used in this thesis belong to the computer science department of the
University of Neuchatel. In recent years a tradition was introduced to name
devices after Swiss mountains. Mountain names are convenient for substitut-
ing difficult to read alphanumeric model names of devices that are hard to be
remembered. This section summarizes all specifications of the devices used
throughout this thesis and refers in the following chapters only to their moun-
tain pseudonym listed in table 2.2. Specifications of the CPUs are mentioned
in table 2.3. The specifications of the memory hierarchy for each device are
detailed in table 2.4 and table 2.5.

Table 2.2: Devices used for evaluation in this thesis

Pseudonym Manufacturer

Chaumont Raspberry Pi 4B 2020
Gibloux Raspberry Pi 3B 2016
Kaiseregg Hewlett Packard ProLiant SE1102 2008
Pilatus Supermicro 5019S-M2 2016
Vully Raspberry Pi 3B+ 2018
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Table 2.3: CPU specifications of devices

Name Manufacturer Family Clock Sockets
Chaumont Broadcom Cortex-A72 BCM2711 4 1.5GHz 1
Gibloux Broadcom Cortex-A53 BCM2837 4 1.2GHz 1
Kaiseregg  Intel Xeon L5420 4 25GHz 2
Pilatus Intel Xeon E3-1275 v6 4 3.8GHz 1
Vully Broadcom Cortex-A53 BCM2837B0 4 1.4GHz 1

Table 2.4: Cache specification of devices

Chaumont 4x 48kB  4x 32kB 1MB n/a
Gibloux 4x 16kB  4x 16kB 512KiB n/a
Kaiseregg 4x 32KiB 4x 32KiB  2x 6 MiB n/a
Pilatus 4x 32KiB 4x 32KiB 4x 256KiB 8MiB
Vully 4x 16 kB 4x 16 kB 512 KiB n/a

Table 2.5: Memory specification of devices

Name RAM Transfer rate
Chaumont 4GiB LPDDR4 1866 MT /s
Gibloux 1GiB LPDDR2 800 MT/s
Kaiseregg 2x 4GiB DDR2 667 MT/s
Pilatus 16 GiB DDR4 2400 MT/s
Vully 1GiB LPDDR2 800 MT/s
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Understanding the Impact of
Shielding on IoT Services

3.1 Introduction

The lack of trust in cloud providers and their infrastructure has greatly limited
the deployment of IoT services on public clouds. Cryptographic approaches
may address these privacy concerns but they also introduce new challenges.
For example, key management and provisioning are increasing the complexity
and development time of services. Furthermore, data access and processing
performance are reduced because of the introduction of a cryptographic over-
head. Decreasing performance results in prolonged runtime for operations that
directly affect the energy consumption and costs of services. Deploying secure
ToT services appears to require more resources and is considered an expensive
challenge. In public clouds the growing availability of TEEs as hardware-based
solutions to these challenges enable promising system architectures for secure
ToT services. SGX and SEV are two TEE technologies that are primarily avail-
able on server-grade x86 architectures used in cloud data centers. Table 3.1
gives an overview of available TEE instances for a selection of cloud providers.

The IoT and mobile ecosystem is diverse and rich in hardware and software
solutions. Currently, ARM processors and microcontrollers hold the majority of
the market share in this ecosystem with their power-efficient designs, but new
and open architectures such as RISC-V are on the rise with an ever growing
market share. Since version 6 of the ARM architecture, selected processors and
microcontrollers include an optional set of security hardware features and in-
structions called TrustZone. TrustZone is the oldest TEE technology initially
designed for embedded and mobile devices, that has also found its way into the
server market with recent server-grade ARM processors. Changes made to the
architecture also introduce new security features, such as ARMv8.4 enabling
virtualization in the secure world [31]. Secure partition managers allow simul-
taneous use of multiple trusted OSs as well as platform firmware and provide
better isolation mechanisms for resources.

Many TEEs and frameworks have emerged for various ARM platforms with
the standardization of TrustZone-based TEEs. These TEEs and frameworks
provide developers necessary tools and APIs for building TAs by abstracting the
complexity of the underlying hardware and software components. The standards
address primarily higher level interfaces and APIs as well as general hardware
resource requirements, but leave open many details in particular with respect
to accessing peripheral resources securely for implementing advanced TAs. As a
result, TAs remain specific to their trusted OS, because libraries and access to
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Table 3.1: TEE availability by cloud provider

TEE Alibaba AWS Azure GCP IBM Oracle Tencent
SGX v [20] X v [217, 218] X v [154] X v [194]
SEV X X ©® [216] v [122] v [155] X X
TZ X X X X X X X

resources provided by the trusted OS are either platform or vendor specific for
intellectual property reasons. Even dispatching trusted OSs requires OS-specific
code in the TrustZone firmware. Portability of TAs across different trusted OSs
is limited and requires several variants of a single TA for deployment on multiple
trusted OSs. Considering existing standards and APIs, development of portable
TAs appears as an unnecessary cost and time investment.

During the implementation of secure services developers are facing perfor-
mance bottlenecks that are hidden by layers of abstraction. Identifying and
resolving these bottlenecks is crucial for IoT services, since many IoT devices
have limited energy resources and depend on high performance or efficient im-
plementations to reduce energy costs. Little is known about the energy and
performance impact TrustZone-based TEEs and frameworks have on secure ser-
vices. Understanding the limitations of TEEs and the implication in energy and
performance is crucial. Tools can assist developers when writing secure services
to detect bottlenecks early in the development process. This allows developers
to adjust designs of secure services during development and avoid expensive
changes when secure services are already deployed in production. Such tools
can also be used for configuration and calibration of secure services in order to
chose appropriate sets of parameters for optimum performance. The energy con-
sumption of IoT devices is indirectly affected by optimizing secure services for
performance, which extends energy resources for longer uptime and availability
of secure IoT services.

Despite existing literature on many TEE technologies and to the best of
one’s knowledge, an extensive study prior to this work on the energy and per-
formance impact of TEEs has not been done. The lack of such an extensive
study is addressed in this chapter by understanding the limitations of Trust-
Zone with OP-TEE and by measuring the energy and performance impact they
have when shielding IoT applications or services. IoT services rely on data
shared over the Internet, which makes evaluating memory-bound operations on
TrustZone particularly important. Section 3.2 presents the state of the art on
network performance tools and related work on secure IoT services. The archi-
tecture of iperfTZ, a tool for detecting network performance bottlenecks and
for configuring network parameters of secure services, is described in section 3.3.
Section 3.4 describes the threat model that iperftz is confronted with. A first
series of benchmarks in section 3.5 evaluates performance and overhead of the
shared memory and secure storage implementations in OP-TEE as use cases for
secure services. The final benchmark demonstrates how performance and over-
head affect networking as measured during the previous benchmarks and make
it a bottleneck for secure services. The discussion in section 3.6 is emphasizing
several mitigation techniques for avoiding such inconveniences and summarizes
the benefits of tools during development of secure services.
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3.2 State of the Art and Related Work

3.2.1 ttcp

ttep was developed in 1984 [282] in order to measure the performance of dif-
ferent TCP stack implementations for 4.3BSD. The tool is capable of measur-
ing network bandwidth and other properties for TCP and UDP protocols. A
client-server model is used by ttcp for measuring the bandwidth between two
machines. Any protocol parameters can be configured over the command line
before executing the tool. Many other network performance tools are derived
from ttcp with additional features that were not originally provided. Among
these tool are nuttcp and iperf.

3.2.2 iperf

iperf [235] was a network performance benchmark tool developed by Dis-
tributed Applications Support Team (DAST) of the National Laboratory for
Applied Network Research (NLANR) during early 2000s. It supported the
stream protocol TCP as well as the datagram protocol UDP and could adjust
various protocol characteristics and parameters. After network performance
measurement, the tool presents a summary on bandwidth, latency and packet
loss ratio. Version 2 of iperf included new features, such as a bidirectional
mode, in which iperf can be used on one end as client and on the other end as
server. iperf was no longer maintained with the beginning of development for
iper£3 [106] by ESnet and the Lawrence Berkeley National Laboratory. iperf3
is a complete redesign of the original iperf tool that aims for smaller and sim-
pler code. Consequently, iperf3 is incompatible with iperf. In the meantime
new maintainers have picked up the development of iperf version 2 and made
it available as iperf2 [208]. Currently, iperf2 and iperf3 are being actively
developed, yet both tools are incompatible and provide different sets of features
and supported protocols.

3.2.3 Diggi

Diggi [250] is a privacy-preserving IoT, mobile and cloud system that enables
any platform to securely connect and integrate at the edge. The system uses
meta-code [149] to improve edge-node utilization by migrating the meta-code
between computing devices at runtime. TrustZone is used in Diggi for secure
remote execution of meta-code at the edge. The multi-layered architecture of
Diggi spans from edge devices with TrustZone TEEs to public clouds using SGX.

The authors have evaluated the world switching overhead in TrustZone for a
prototype TA. They compare the Interprocess Communication (IPC) overhead
between an application running in the REE and a TA in the TEE with two
processes running in the REE. The difference to the shared memory baseline
evaluation in section 3.5.1 is the involvement of TPC, which does not take into
account the cost incurred from isolating the security-critical code. The evalua-
tion is done on a Raspberry Pi 3B using OP-TEE presumably v2.2.0 with 4.6
Linux kernel. From the evaluation description it is not clear which IPC has been
used between the two processes running in the REE. The prototype TA is not
providing any service and any invocation of the TA will immediately return. In-
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Figure 3.1: Client-server interactions between iperfTZ components

strumentation for time measurements have been inserted at all exception layers
for a detailed breakdown of all stages involved in the communication.

According to their measurements they observe a 2.5x overhead of which
single world switches contribute to about 10 % of the total communication over-
head. With 60% of the overall time the secure monitor and OP-TEE OS are
using the largest amount of all stages. Their measurement of the world switch-
ing overhead in TrustZone using OP-TEE on a Raspberry Pi 3B is very much
in line with the overhead from shielding a key-value store in section 3.5.1, with
the exception that the baseline does not involve any IPC.

3.3 Architecture

iperfTZ is a secure service inspired by the network performance tools iperf,
iperf2 and in particular iperf3, which measures network performance of TAs,
identifies performance bottlenecks and assists in determining appropriate net-
work parameters. The secure services is presented in Figure 3.1 and split into
the following three components.

3.3.1 iperfTZ: Client Application

The CApp is the primary user interface to iperfTZ and acts as a proxy to the
TA by forwarding network parameters over shared memory. Two shared mem-
ory regions are used by the CApp to forward connection and network protocol
parameters to the TA, and to retrieve network performance measurement re-
sults from the TA. The shared memory buffer for the connection and parameters
contains information such as the IP of the target server, the size of the payload,
and socket buffer sizes. As soon as the CApp calls the TEEC_InvokeCommand
function to pass the parameters over to the TA and start the network perfor-
mance measurement, the CApp gets blocked until the TA has completed the
measurement. When the TA returns from the measurement, an SMC instruc-
tion is executed to restore the state of the CApp and to resume with the return
from the TEEC_InvokeCommand function. Then, with the measurement results,
the CApp writes the content of the shared memory to files.

3.3.2 iperfTZ: Trusted Application

The TA contains the core logic of the iperfTZ secure service. When it gets
invoked, it reads the parameters from the shared memory and sets up the inter-
face sockets for the network performance measurement. For the measurement,
the TA takes the role of the client in the client-server model. Before starting the
measurement payloads are dynamically allocated and filled with randomly gen-
erated data from the Cryptographic Operations API [120]. Time is measured
using the Time API [120], which is implemented in OP-TEE using the physical
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count and the frequency registers. The TA has three modes, in which it can
either send packets at constant rates, send specific amounts of bytes or run for
exactly 10 seconds. During the measurement information is gathered about the
number of transmit calls, i.e., recv and send, the number of bytes sent, the time
spent in transmit calls, and the total runtime. These measurement results are
then written to the share memory area when the measurement has completed
and before the TA initiates a world switch back to the CApp.

3.3.3 iperfTZ: Server

The server is a regular application executing in a REE and form the counterpart
to the TA. The server has to be started before and with the same parameters as
the CApp for a proper setup of the network performance measurement. After
setting up the sockets according to the parameters, the server is waiting for
incoming TCP connection or inbound UDP datagrams from the TA. During
the measurement the sever collects the same information as the TA. Additional
information is retrieved from the Linux kernel for TCP measurement, such as
the smoothed round trip time or the maximum segment size. This information
is not accessible to TAs and is retrieved from the server using a getsockopt
system call in order to complement the measurement results.

3.4 Threat Model

Malicious users can gain physical or remote access to devices running iperfTZ.
By compromising the devices or the network devices are connected to, mali-
cious users can control the devices and use them for DoS attacks. The TCB of
iperfTZ includes the firmware (i.e., dispatcher and secure monitor), the trusted
OS OP-TEE and the iperfTZ TA. Everything else is not considered to be part
of the TCB and cannot be trusted. The use of eMMC improves the availability
of the secure service by preventing malicious users from denial of service attacks
through disabling TAs from being loaded from the REE file system. During net-
work performance measurements malicious users can run (distributed) denial of
service attacks to reduce available network bandwidth and increase network la-
tency, such that iperfTZ measures and reports incorrect network performances.
iperfTZ does not provide support for the TLS protocol because OP-TEE did
not provide an implementation at the time. Although irrelevant to iperfTZ,
this means that any traffic between two iperfTZ instances can be intercepted by
using man-in-the-middle attacks. The network traffic can be intercepted either
in the REE when the network stack is borrowed from the rich OS or on the
network.

3.5 Evaluation

The evaluation was carried out using OP-TEE on a Gibloux devices and on a
VM running on Pilatus while emulating as closely as possible a Raspberry Pi
platform. It is for this reason that the processor of the default QEMU setup in
OP-TEE was changed from an ARM Virtual Machine virt with two cores to an
ARM Cortex-A53 with four cores. QEMU is used in system emulation mode,
where it emulates an entire machine and dynamically translates the ISA of the
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VM to the host ISA. The default SLiRP network [258], the VM is connected to,
is replaced by a bridged network with a tap device. In particular the Gigabit
network bandwidth on Pilatus is important for the evaluation of iperfTZ, since
on Gibloux network bandwidth is limited to Fast Ethernet at 100 Mibit/s.!
Pilatus is running Ubuntu 18.04.1 LTS on a 4.15.0-43-generic Linux kernel. For
the evaluation of the shared memory and the secure storage OP-TEE v3.2.0 and
QEMU v2.12.0 were used. For the evaluation of iperfTZ OP-TEE v3.5.0 and
QEMU v3.1.0-rc3 were used. The iperfTZ server is running for the evaluation
on Gibloux and Pilatus on the same auxiliary server and has a Gigabit Ethernet
connection. All devices are connected through Gigabit Ethernet to the same
network switch. The power consumption of Pilatus is recorded using the PDU,
while the power consumption of Gibloux is recorded using the PowerSpy.

3.5.1 Shared Memory

A simple key-value store TA was implemented, in order to evaluate the overhead
and performance of data sharing between an application running in the REE
and in the TEE. The key-value store is a modified version of the hash table in
kazlib [174] v1.20 for which support of multiple context and dynamic tables have
been removed. The resulting hash table is a static hash table with 251 chains
that uses modular hashing and separate chaining for collision resolution. The
modified static hash table is used as baseline in the REE and has been ported
to a key-value store TA for evaluation in the TEE. Overhead and performance
are measured by the application running in the REE. Monotonic wall-clock is
used as time source for benchmarking DEL, GET and PUT operations. The DEL
operation is the least memory-intensive operation, which looks up a data object
in the hash table and frees its memory. The GET operation retrieves a data
object from the hash table and copies it into shared memory, which results in a
lower overhead. The PUT operation is the most memory-intensive operation with
high overhead, requiring memory allocation in the TEE, copying data objects
from shared memory into allocated memory and inserting data objects into the
hash table. Two mixes of GET and PUT operations are also evaluated, wherein
the number in the name of the mix indicates the percentage of PUT operations.
MIX50 is more memory-intensive than MIX20 due to the additional overhead
from the 30 % of PUT operations. All operations are uniformly distributed and
invoked 256 times at rates between 1 to 32 768 operations per second.

The overhead and performance of three types of shared memory are evalu-
ated. These are whole, partially and temporarily shared memory. Each shared
memory consists of a memory block of 512 KiB that is filled with random data
from /dev/urandom. This random looking data mimics the use of encrypted
data that is transferred from the application in the REE to the key-value store
TA for safekeeping. A random offset into the memory block is computed before
every invocation to determine the 1 KiB data object that is to be used for the
next key-value store operation. The benchmark for the DEL and GET operations
begins a pre-populated hash table of 256 data objects, while the benchmark for
the PUT operation begins an empty hash table. For the benchmark with the op-
eration mix of GET and PUT operations, the hash table is pre-populated relative

11t should be noticed that the Raspberry Pi 3B+, which was supported later on by OP-
TEE, uses Gigabit Ethernet, but network bandwidth is limited at 480 Mibit/s by the USB 2.0
bus interface.
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Figure 3.2: Throughput-latency plots of shared memory types for key-value TA
in TEE and REE

to the percentage of GET operations.

The results of the shared memory evaluation are shown as latency and
throughput in Figure 3.2. In general memory-intensive operations have lower
throughput than less memory-intensive operations. For this reason the follow-
ing throughput order from lowest to highest for the key-value store operations
is expected: PUT, MIX50, MIX20, GET, and DEL. For the baseline in Figure 3.2-d,
the operations reach distinct maximum throughput depending on the type of
operations. Only throughput for memory-intensive operations PUT, MIX50 and
MIX20 is overlapping in the baseline. Comparing the baseline measurement to
the shared memory measurements, it should be noticed that shielding the key-
value store in the TEE incurs an overhead of more than one order of magnitude.
On Pilatus the overhead is between 12 x to 14 x, and on Gibloux the overhead
is between 12 x to 17 x. The overhead is consistent between emulation with
QEMU and the Raspberry Pi platform. Partially and whole shared memory
achieve very similar throughput, since their memory regions are mapped in ad-
vance to the TA. The memory region of temporarily shared memory has to be
mapped to the TA at runtime which incurs an overhead of about 15 % for the
evaluation on Gibloux. With QEMU it is difficult to determine any overhead
since TrustZone and other components have to be emulated and operations
cannot be clearly distinguished, despite being of different types.

3.5.2 Secure Storage

Performance and overhead of the secure storage implementation in OP-TEE
are evaluated using the secure storage benchmark from the OP-TEE sanity test
suite [189]. WRITE, READ and REWRITE commands are evaluated in the benchmark
for data objects with a size between 256 B to 1 MiB. Data objects are accessed
in chunks of up to 1 KiB upon execution of secure storage commands. Neither
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Figure 3.3: Secure storage benchmark execution time and throughput

Gibloux nor the QEMU environment provide an eMMC for secure storage. For
this reason the evaluation uses the secure storage implementation of OP-TEE
that is provided from the REE.

The command execution time and speed (i.e., throughput) recorded during
the secure storage benchmark are shown for various data chunk sizes in Fig-
ure 3.3. The figure to the left indicates how the command execution time is
increasing when data objects larger than the data chunk size of 1KiB are ac-
cessed. The linear part of the curve indicates an increase in execution time for
commands accessing data objects larger than data chunk sizes due to multiple
accesses. Similar to the previous shared memory evaluation in section 3.5.1,
memory-intensive commands such as WRITE and REWRITE have longer execution
times than the less memory-intensive command READ. The results are consistent
across both evaluation platforms, wherein QEMU has shorter execution times
due to higher CPU frequency and wider memory as well as storage bandwidth
than is available on Gibloux.

The results for the speed of the secure storage to the right of Figure 3.3 come
to the same conclusion as for the command execution time. The highest speed
is achieved when the data object sizes are equal to the data chunk size of 1 KiB.
Speed is increasing until reaching the data chunk size. Beyond the data chunk
size the speed remains constant with a slightly negative tendency. The constant
speed is explained by multiple accesses to the secure storage as a consequence
of the smaller data chunk size.

3.5.3 Interface Sockets

This evaluation measures the network performance using iperfTZ on inter-
face sockets implemented in OP-TEE and compares it the network perfor-
mance measured using iperf3. iperfTZ and iperf3 use the same configu-
ration setup of 128 KiB socket buffer and packet payload sizes. The maximum
sizes of read and write socket buffers in the Linux kernel is obtainable through
the procfs pseudo file system interfaces /proc/sys/net/core/rmem_max and
/proc/sys/net/core/wmem_max. The socket buffer limits of the Linux kernel
can be adjusted at runtime through the previously mentioned interfaces. Due
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Figure 3.4: Throughput during TCP network performance measurements.

to the TA being limited to 1 MiB of memory on the Raspberry Pi platform, not
more than 512 KiB are allocated on the heap of the TA for generating packet
payloads. A series of constant bit rate measurements is taken, such that after
each measurement the bit rate is doubled starting at 1 Mbit/s up to 4 Gbit/s.

The results of the network performance measurements while maintaining
constant bit rates are shown in Figure 3.4. The throughput of iperfTZ exceeds
in general the throughput of iperf3 on both platforms by up to 9 %. This can
be explained by the simplified main loop in iperfTZ compared to iperf3. The
TA of iperfTZ cannot provide the same features in the TEE as iperf3 in the
REE, and has fewer condition to validate. On Gibloux the network throughput
reaches saturation close to the Fast Ethernet limit. However, on Pilatus net-
work throughput of iperfTZ is degrading before reaching the saturation point of
iperf3. High throughput rates beyond 512 Mbit/s appear to be more affected
and degrade beyond unaffected throughput rates. This is a clear indication that
world switching is interfering with the measurement. The memory throughput
observed in section 3.5.1 is close to 100 MiB/s, while the Fast Ethernet network
throughput is limited to 10 MiB/s. The throughput gap between the two evalu-
ations amounts to almost one order of magnitude, which appears to be sufficient
for the world switching overhead not to interfere with the network throughput
on Gibloux. Given that the shared memory evaluation of section 3.5.1 is compa-
rable to this interface socket evaluation, one would expect to observe saturation
due to the world switching overhead around 4 MiB/s, respectively 32 Mbit/s, on
Gibloux. This is not the case and most likely due to buffering several packets
compared to single key-value store operations. The world switching overhead
affects network throughput on Pilatus in the range of 512 Mbit/s to 650 Mbit/s.
By comparing the ratio of the memory throughput to the network throughput
on Pilatus, it seems that interface socket buffers have at least 32 x the size of
the key-value payload size. The world switching overhead affects the network
throughput of interface sockets by a factor of 1.8 x.

The energy consumed during TCP network performance measurements is
shown in Figure 3.5. Each bar in the plot indicates the total amount of energy
that was consumed by the devices when measuring the network performance
at a constant bit rate. iperfTZ is consuming on Gibloux about 2J, i.e., 11 %,
more energy in the unsaturated region than iperf3. Then energy is doubling
along with bit rates in the saturated region between 128 Mbit/s to 512 Mbit/s.
Similar results can also be observed on Pilatus. On Pilatus the energy dif-
ference is larger, since measurements are done on a server-grade platform and
because iperfTZ is operated inside a VM executing in system emulation mode.
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Figure 3.6: Energy efficiency during TCP network performance measurements.
ETR on the y-axis of figures (a) and (b) are given as decimal logarithm. Figures
(c) to (e) are magnifications of the saturated regions in figures (a) and (b).

iperfTZ is consuming on Pilatus about 173 J, i.e., 36 %, more in the unsaturated
region than iperf3. In the saturated region between 512 Mbit/s to 2048 Mbit /s
energy consumption for iperf3 is almost doubling, while energy consumption
for iperfTZ is more than doubling. The difference in energy consumption be-
tween iperfTZ and iperf3 on Pilatus can be attributed to the world switching
overhead. Energy consumption is affected by a factor of 1.6 x from the world
switching overhead.

Figure 3.6 is showing the energy efficiency during the TCP network per-
formance measurements. The energy efficiency for iperf3 and iperfTZ are
decreasing on the Raspberry Pi and with QEMU. This is a clear indication for
amortization, because the systems are not running at maximum throughput.
Idle time, that is introduced in order to match the target bit rate, is reduced
as the bit rate is increased, which improves the energy efficiency. iperfTZ has
in general worse energy efficiency than iperf3 due to the shielded execution as
shown in Figure 3.7. However, on the Raspberry Pi, the energy efficiency of
iperfTZ gradually improves as the bit rate increases and surpasses the energy
efficiency of iperf3 in the saturated region between target bit rates 64 Mbit/s
to 512 Mbit/s by an average of 5%. In the saturated region optimum energy
efficiency points are identified as seen in Figures 3.6¢ to 3.6e. For iperf3 the op-
timum energy efficiency is at 89.4 Mbit/s on the Raspberry Pi and at 625 Mbit /s
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with QEMU. For iperfTZ the optimum energy efficiency is at 93.8 Mbit/s on
the Raspberry Pi and at 516 Mbit/s with QEMU. The world switching overhead
has a significant impact on the energy efficiency by a factor of up to 3.7 x as
observed in Figure 3.6e and Figure 3.7 on QEMU. Overhead from emulating
TrustZone with QEMU amounts to a decrease in energy efficiency of 27 % on
average.

3.6 Discussion

The energy efficiency, scalability and overhead from shielding secure IoT services
have been identified and evaluated in a series of benchmarks for shared memory,
secure storage and network performance. It is well known that the design of
TrustZone incurs an overhead for requesting services from TAs. In particular the
necessity to traverse all ELs twice for every request that is made to a TA, once for
taking the exception and once for returning from the exception, is introducing
a significant latency. Furthermore, since the processor core needs to execute
sequences of instructions synchronously in order to perform the world switch,
there is no other way to speed up the process than to minimize the instruction
sequences. Scalability of TAs is limited by the secure memory available to
the TEE. Deploying memory demanding TAs requires reducing the number of
concurrently executing instances, which lowers both the energy efficiency and
the scalability. Determining the appropriate ratio between normal and secure
memory is important for optimizing energy efficiency and scalability.

The results for the shared memory and secure storage evaluations clearly
demonstrate these limitations of the world switch in the TrustZone design. The
IPC between CApps in the REE and TA in the TEE as well as the limited
memory available to TAs are the main reason for the bottleneck on memory
bound secure services that require access to large confidential datasets. Service
requests to TAs are unproblematic as long as these entail only a few infrequent
world switches. Any requests with multiple world switches occurring frequently
are lowering performance and increasing energy consumption because of the
overhead. These frequent world switches result especially from network-enabled
TAs, when packets are being sent or received. The impact of the world switch
strongly depends on the design of the IoT service. Throughput degraded by up
to one order of magnitude for the secure IoT services that have been evaluated.

Providing network functionalities for secure services requires APIs with sup-
port for sockets. However, by adding more functionalities for secure services,
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more code has to be included in the TCB. Two approaches are possible with
Trustzone: 1) implementing drivers for direct access to NICs in the secure world
kernel or 2) borrowing the network stack implementation of the REE. Devel-
opers of secure services have to trade performance and energy off against se-
curity. OP-TEE does not provide NIC drivers for OP-TEE OS, and instead
opts for the secure approach of borrowing the REE network stack through the
tee-supplicant at the cost of performance and energy. This also means that
any data forwarded to the network stack of the REE has to be encrypted before
leaving the TEE in order to not violate confidentiality guarantees. With se-
cure NIC drivers additional encryption of data is not necessary, which simplifies
confidential data handling.

iperfTZ is a network performance tool for secure services that provides more
accurate measurements than iperf3 and assists developers in detecting bottle-
necks. The experimental results reveal the performance and energy tradeoff for
running network-enabled secure services on hardware and in emulated environ-
ments. The world switching overhead of TrustZone decreases performance by a
factor of 1.8 x, increases energy consumption by a factor of 1.6 x and reduces
energy efficiency by a factor of 3.7 x. On the Raspberry Pi platform, Giga-
bit Ethernet cannot be used by secure services at its full capacity because the
world switching overhead is the limiting factor. This problem can be mitigated
by increasing buffer sizes for interface sockets and reducing the number of world
switches. However, limited memory resources of TAs are restricting buffer sizes,
such that the problem can only be delayed. When performance, and indirectly
also energy, are important properties of secure services, then it is unavoidable
to increase the TCB and provide a secure network stack implementation for
the TEE. A careful preliminary assessment of secure service requirements is
important in order to meet design and development demands.

An issue with the HUK is that most ARM platforms do not provide free or
open access to the HUK. Without access to the HUK, key derivation in OP-
TEE, for example of a storage key for the secure storage, is insecure because
keys are provisioned with the software and not hardware protected. In some
cases access to the HUK can be restricted by NDAs between the OEM and
the service provider. Other platforms, such as the Raspberry Pi, do not provide
latest documentation for their 3B and 4B SoC models, which raises the question
whether HUKs actually exist on this platform. The problem of OEMs with
providing access to HUKSs is that the keys are located in a sensitive area of the
SoC with access to other security-critical components of the SoC. By opening
up access to the HUK, OEMs would publicly expose their security architecture
of the SoC. In case of design flaws in the security architecture, a large number
of devices could immediately be affected. While some design flaws could be
patched with firmware updates, others might require hardware changes which
would leave the affected devices insecure.

The following chapter 4 is presenting the development of a network-enabled
secure loT service by applying best practices for energy efficiency and scalability
according to the findings of this chapter. It is explained how the service is
partitioned to isolate the security-relevant component in the TEE and what
other design decisions were taken to improve energy efficiency and scalability of
the final IoT service.
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Developing Secure IoT Services

4.1 Introduction

DLT is a key technology for the industry 4.0 opening up many new business
opportunities. Interactions between parties can be automatically supervised by
smart contracts that have been negotiated prior to their deployment. Mutually
untrusted parties have to be brought together in order to participate collabo-
ratively in the execution of smart contracts as well as the validation and order
of transactions through consensus protocols. Private blockchain networks can
partially resolve these trust issues by providing access control. However, at-
tacks and compromised systems undermine the integrity of privately deployed
smart contract networks. Existing smart contract networks do not provide any
confidentiality guarantees and expose not only the content and data of smart
contracts but also sensitive information such as assets and business interactions.

TEEs are being deployed in cloud data centers to bridge trust issues between
cloud users and cloud providers as well as to encourage the deployment of large-
scale privacy-preserving systems. The issues with respect to the trust relation
between cloud user and cloud provider is similar to the one between mutually
untrusted parties in private blockchain networks. Establishing trust between
parties by using TEEs to shield the smart contract, its data and transactions
is an enabling factor for such new business interactions in the industry 4.0.
Through TEEs smart contracts are augmented with confidentiality guarantees
to facilitate confidential smart contracts.

Regulations which protect personal data by law and restrict their use are
challenges many services have to overcome. For example, machine learning
services, that apply federated learning for processing images of cancer tissues
distributed over several hospitals and institutions, are limited by legal regula-
tions. Confidential smart contracts can be a solution to federated learning while
complying with legal restrictions. Furthermore, confidential smart contracts
are particularly interesting for supply chain and business-to-business use cases.
Tracking assets transparently and processing contracts automatically according
to well defined conditions are compelling arguments for using confidential smart
contracts in supply chains.

In the previous chapter 3, the limitations of OP-TEE as a TEE have been
identified and its impact on energy efficiency and performance was measured.
Developing network-enabled secure services was found as particularly challeng-
ing because of the overhead from frequent world switches. A secure IoT service
for confidential smart contracts is developed in this chapter by leveraging the
previous findings on energy efficiency, scalability and security. FOC is a pro-
totype for Fabric executing smart contracts confidentially in TEEs available
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on IoT devices. Although resources on IoT devices are limited, FOC demon-
strates how DLTs benefit from energy-efficient architectures. TEEs provide
hardware security guarantees that have orders of magnitude better performance
than software-based solutions with limited impact on power consumption.

The state of the art for smart contracts is described in section 4.2 and re-
lated work is mentioned in section 4.3. Sections 4.4 to 4.5 introduce DLTs and
detail the architecture of Fabric. The architecture of FOC and design improve-
ments are outlined in section 4.6. The threat model considered for confidential
smart contracts is explained in section 4.7. Energy efficiency, scalability and
security of FOC are evaluated in section 4.8 for a small-scale deployment. Sec-
tion 4.9 concludes this chapter with a discussion on the development of secure
IoT services.

4.2 State of the Art

Ethereum

Ethereum [59] is a permissionless blockchain network that introduced the con-
cept of executable code on the blockchain. Code is executable on the blockchain
by creating a Turing-complete cryptographic ledger. This ledger is based on a
stack machine executing bytecode and is known as Ethereum Virtual Machine
(EVM). Ethereum relies on a cryptocurrency called Ether for encouraging net-
work security by PoW and for paying transaction fees. The executable code
is known as smart contracts that are addressable within the network and have
their own balance. Smart contracts are automatically invoked when receiving
transactions and can generate transactions depending on the conditions defined
by the program logic. Real persons and smart contracts are the two entities in
the Ethereum network that can send and receive transactions. Gas is a unit
of execution similar to CPU cycles used in Ethereum to limit runtime of smart
contracts and to compute transaction fees. Without gas malicious users could
install infinitely looping smart contracts that execute denial of service attacks.
Each bytecode operation as a fixed gas value which determines the cost of exe-
cuting smart contracts. The transaction sender pays upfront in Ether for the gas
needed to run the smart contract. When more gas was payed for than necessary,
the sender receives the remaining Ether back. If insufficient gas was payed, then
the transaction is rolled back and no Ether is returned. Solidity is the high-
level language used for programming smart contracts, that gets compiled to
bytecode for the EVM. Ethereum separates the state from the blockchain and
keeps the latest balances according to the blockchain in a Merkle tree structure.
Currently, Ethereum is transitioning from PoW to Proof of Stake (PoS) and is
implementing sharding for increasing transaction throughput.

4.3 Related Work

R3 Corda

R3 Corda [136] is a permissioned enterprise blockchain that supports distributed
applications called CorDapps. CorDapps extend the functionalities of its block-
chain such as defining data types, protocols between nodes and smart contracts.
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Corda is similar to Bitcoin by using a database of immutable states containing
arbitrary data. The states in the database are outputs of transactions that get
removed when they are used as inputs for future transactions. Transactions
are not ordered and the Corda blockchain does not rely on PoW for consensus.
Instead, each state points to a notary, which is a service signing transactions if
all input states have not been consumed. One particularity is that transactions
must satisfy the inputs and outputs of CorDapps with the additional restric-
tion that all affected states must point to the same notary. Smart contracts
are stored as ZIP archives in JAR format and makes use of its signing func-
tionality to identify the author of the contract. Corda executes smart contracts
on the Java Virtual Machine (JVM) by using a subset of the bytecode instruc-
tions. Each smart contract implements the Contract interface which exposes
a verification function indicating whether transactions are valid or invalid. Un-
like Ethereum, Corda uses stateless smart contracts with restricted interaction
capabilities. Initially, Corda planned to support SGX and has been gradually
integrated it into its blockchain. Conclave is a framework developed specifically
for Corda to write confidential smart contracts running in SGX.

VOLT, Coco & CCF

Confidential Consortium Framework (CCF) [268] is an open source blockchain
framework, formerly called Coco Framework [215] and based on VOLT [276],
that enables development for confidential smart contracts by leveraging TEE
technology. A distributed ledger is formed by integrating framework with block-
chain protocols such as Ethereum, Quorum, Corda, Hyperledger Sawtooth and
others. In order to provide consensus protocols with finality guarantee CCF
establishes a permissioned blockchain network. Transactions transition through
a classical order-execute architecture and need to be committed for achieving
consensus. A quorum is installed as governance rule for ensuring the consensus.
Components in CCF are not separated and the entire node is executed within
the TEE to shield it from malicious attacks. This results in a larger TCB
compared to other confidential smart contract implementations. CCF considers
integrating a consortium concept that allows verifying the integrity of nodes,
blocks and transactions at any time using receipts.

Hyperledger Fabric Private Chaincode

Hyperledger Fabric Private Chaincode (FPC) [51] is an extension to Fabric
providing support for confidential smart contracts. FPC separates security rele-
vant components from the remaining components and shields them inside SGX.
Chaincodes and the ledger are the two components that are moved into enclaves
in order to reduce the TCB to a minimum. Each chaincode enclave executes
one confidential smart contract isolated from other chaincodes in an enclave.
The chaincode enclave relies on the chaincode library for providing additional
features such as state encryption, attestation and secure access to the block-
chain state. The ledger enclave maintains the state of the blockchain within the
TEE as integrity-specific metadata. An interface is exposed to the chaincode li-
brary for accessing the integrity-specific metadata and verifying the blockchain
state. New blocks are validated and the blockchain state is modified accord-
ingly. Thereupon, the ledger enclave generates cryptographic hashes for each

%)



key-value pair of the blockchain state to update the integrity-specific metadata.
The enclave components are complemented by the enclave registry and the en-
clave transaction validator. The enclave registry maintains a list of all installed
chaincode enclaves in the blockchain network. Remote attestation is completed
by the enclave registry, which stores the attestation result on the blockchain.
Entities participating in the network can verify attestations on the blockchain
before invoking chaincodes. Transactions generated by chaincode enclaves are
validated by the enclave transaction validator and ensures that transaction sig-
natures were issued by the corresponding chaincode enclaves. The validator
then forwards these transactions to the ledger enclave, which double checks
transactions before committing them to the ledger.

Teechain

Teechain [190] is a protocol for off-chain payments in blockchain systems that
exploits TEEs. TEEs are used in the blockchain network as distributed trusted
third party. Within the TEEs Teechain maintains the global state of the block-
chain network and sets up secure payment channels between participants. Trust
is established between participants through remote attestation of Teechain in-
stances. This guarantees that the secure payment channels are operated by gen-
uine Teechain applications and that Teechain applications are running within
TEEs. The protocol is designed in such a manner that participants do not have
to share direct network connections and that Teechain will route transactions
over multiple secure channels in order to form payment chains. Crash failures
are problematic for Teechain, since the entire state is held within the TEE. This
problem can be mitigated by regularly writing the state to persistent storage in
encrypted form. Such a solution is only practicable for nodes with low payment
rates but not for nodes with high payment rates. The authors propose as sec-
ond solution to scale nodes with high payment rates horizontally and distribute
them over multiple failure domains. Blockchain states held within TEEs are
then replicated securely across these nodes. Prototype evaluation of Teechain
has shown that the system has orders of magnitude higher performance than
state of the art payment channels. In a transatlantic setup with high payment
rate nodes Teechain achieved more than 33 000 tx/s with 100 ms latency.

Ekiden

Ekiden [73] is a system that is combining blockchains with TEEs for executing
confidential smart contracts. It introduces a novel architecture that separates
the consensus from the execution layer. Smart contracts in Ekiden are deter-
ministic stateful programs. The contracts are executed within TEEs in order
to provide strong confidentiality, integrity and availability guarantees. Ekiden
blockchain networks distinguish between three types of nodes. Clients can in-
voke contracts by sending transactions to compute nodes. Compute nodes are
platforms equipped with a TEE that execute smart contracts. Several com-
pute nodes form together a key management committee that is in charge of all
keys used by the TEEs. Attestations are generated by the TEE of compute
nodes that are sent to consensus nodes. Consensus nodes are maintaining the
ledger and store the contract states as well as attestations on the blockchain.
Compute and consensus nodes operate in parallel, so that compute nodes apply
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speculative execution on transactions without waiting for responses of consen-
sus nodes. The implementation of Ekiden does not support cross-contract calls,
but considers including them in future work. Evaluations of Ekiden compared
to Ethereum indicate 660 x higher throughput and 400 x less latency with this
new architecture.

4.4 Distributed Ledger

The introduction of Bitcoin [231] at the peak of the financial crisis by Satoshi
Nakamoto did not only propose a solution to the Byzantine generals prob-
lem [177] for global scale peer-to-peer public networks but it also established the
blockchain as the first DLT. Few people know that the idea of distributed ledger
systems was not new and had been described many year before using different
terms by privacy-preserving pioneer David L. Chaum [66, 67]. Chaum describes
a system of mutually untrusted parties that uses multiple vaults connected over
a peer-to-peer network and public key cryptography. On closer inspection the
system corresponds to a blockchain system without solution to the Byzantine
generals problem!.

The blockchain is a distributed database [308] that assembles transactions in
blocks and and cryptographically links [132, 211] the blocks by the hash of the
previous block in order to form a single chain. At the very beginning of every
blockchain is the genesis block. Genesis blocks are particular, because they do
not contain a hash to link to any previous block. The very first transaction of
every block in Bitcoin is the coinbase. Coinbases are special transactions that
create new Bitcoins and reward them to the miner of a new block. Bitcoin limits
the total amount of coins in circulation by halving rewards for new blocks every
couple of years until the rewards round to zero.

Miners are peer nodes 2 that participate in the consensus protocol over the
peer-to-peer network of the blockchain system. They each assemble several
transactions into a block and reach consensus among other peers solving a cryp-
tographic puzzle in order to determine a total order on transactions. In the case
of Bitcoin this puzzle consists in finding a number called a nonce, so that when
the block is hashed together with the nonce, the resulting hash has a certain
number of leading zeros. The peer to solve the puzzle first will disseminate the
new block in the network. Other peers receiving new blocks first validate the
block before appending it to their blockchain.

The underlying data model of Bitcoin and many other blockchain systems is
the Unspent Transaction Output (UTXO). The UTXO is a database formed by
a set of immutable rows containing hashes of transaction outputs that have not
yet been spent. Every transaction, except coinbases, can have multiple inputs
and multiple outputs in Bitcoin. For any new transaction, the inputs would
consume the corresponding rows in the UTXO and the outputs would add new
rows to the UTXO. Besides blockchain as fundamental technology there are
also Directed Acyclic Graph (DAG) [38, 252] DLTs. However, due to the lack of
independent consensus evaluations for DAG-based DLTs many open questions
remain [60].

IThe Byzantine generals problem was published during the PhD thesis of Chaum.
2From here on referred to as peers
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4.4.1 Control Policies

The access to blockchain systems is regulated by control policies. Anyone can
participate in a public or permissionless blockchain without the need for an iden-
tity. Examples of permissionless blockchain systems are Bitcoin and Ethereum.
Their security model is based on consensus protocols relying on computational
power from CPUs, GPUs and Application-Specific Integrated Circuits (ASICs)
as well as economic incentives. In a private or permissioned blockchain system
only known entities are allowed to participate. These entities share a common
goal but they might mistrust some of the other participants. A consortium
blockchain is a hybrid of permissionless and permissioned blockchains. As with
permissioned blockchains, only known entities are allowed to participate in a
consortium blockchain. However, like in permissionless blockchains, there is not
a single central entity in control of the blockchain. Although entities do not
necessarily trust each other in consortium blockchains, they need to agree on
the service to deploy, which includes the code, its governance and the initial
configuration.

4.4.2 Consensus Protocols
Proof of Work

PoW is a consensus protocol that is based on the principle of solving crypto-
graphic puzzles and has been introduced together with the Bitcoin [231]. Peers
receive transactions that they pre-execute in order to verify their validity. Sev-
eral valid transactions are then assembled to a block by each peer. The assembly
of a block is the pre-condition before peers can proceed with solving the cryp-
tographic puzzle. When peers solve the puzzle, they disseminate the block over
gossip protocols to all other peers in the blockchain network. Upon reception
of a new block, peers verify the validity of all transactions in the block and the
solution to the puzzle. If the transactions in the block and the solution to the
puzzle are valid, then peers execute the transactions sequentially.

Proof of Stake

PoS [168] is an energy independent alternative security model to PoW. It is
based on the concept of coin age which is the amount of currency multiplied by
the holding period. Transactions need an additional timestamp field in order to
determine the holding period. Like Bitcoin, PoS relies on a special transaction
called coinstake. Coinstakes have several inputs with the kernel being the first
input and stakes being the remaining inputs. The kernel indicates the hash
target that has to be met over a limited search space, meaning that hashes of
transaction assembled to blocks must match the kernel. When a new block is
created the validator is rewarded but its coin age of the input stake is also reset.
This mechanism ensures that peers cannot repeatedly be selected as validator
for blocks. Coins are minted with respect to the consumed coin age in the
coinstake transactions. In case of a fork in the blockchain the chain with the
higher coin age wins.
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Byzantine Fault Tolerance

Byzantine Fault Tolerance (BFT) protocols permit a certain number of Byzan-
tine nodes which have been compromised in order to work against other nodes
when trying to come to an agreement. These protocols are based on State Ma-
chine Replication (SMR) [176, 273]. SMR allows replicating services performing
deterministic operations in a distributed system. In blockchain systems all peers
have to execute transactions in the same order which can be achieved by SMR
or more generally using BFT protocols. Among permissioned blockchain sys-
tems Practical Byzantine Fault Tolerance (PBFT) [61] and derived protocols are
widely used. With PBFT safety and liveness properties [175] can be provided
with up to one third of faulty peers.

4.4.3 Order-Execute Architecture

Order-Execute [25] is a typical architecture many blockchain systems are using
such as for example Bitcoin or Ethereum. The architecture is describing the
two phases in the system transactions are going through. In many blockchain
systems consensus protocols are used to order transactions first before executing
them in the previously determined sequence.

Scalability of this architecture is limited by the sequential execution of trans-
actions. For smart contract blockchain systems throughput can also be influ-
enced by smart contracts that are deployed by users. Malicious users could de-
ploy infinitely looping smart contracts as DoS attack which due to the halting
problem [77, 292] cannot be detected. Blockchain systems with cryptocurren-
cies avoid the halting problem by introducing limited resources users have to
pay for when executing smart contracts. The requirement of a cryptocurrency
makes this approach impracticable for blockchain systems not relying on cryp-
tocurrencies. Parallelization of transaction execution would improve scalability
but is limited by several challenges [25].

Smart contracts need to be deterministic in order to avoid inconsistencies
among peers on the state of the ledger. Users could be required to write deter-
ministic smart contracts in general purpose programming languages, or block-
chain systems could provide Domain-Specific Languages (DSLs) that would only
allow deterministic operations. Many general purpose programming languages
make use of non-deterministic constructs users might not necessarily be aware
of. Smart contracts would have to be scanned for such non-deterministic pro-
gramming language constructs. The DSL approach has the disadvantage that
users need to learn an additional programming language.

4.5 Hyperledger Fabric

Fabric [25] is an open source project that implements a permissioned blockchain
with support for smart contracts. Unlike permissionless blockchains Fabric does
not depend on computationally intensive and resource demanding consensus pro-
tocols such as PoW or PoS. Instead Fabric uses interchangeable BFT consensus
protocols. The blockchain system does not rely on a cryptocurrency and there-
fore smart contracts can be written in several general purpose languages. Access
to the permissioned blockchain system is provided by the membership service
provider. Furthermore, the membership service provider is responsible for node
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credentials, authenticating transactions, verifying the integrity of transactions
and signing as well as validating endorsements [25]. The components of Fabric
are executed in Docker containers, which allows for native deployment in the
cloud. The architecture of Fabric deviates from the traditional order-execute ar-
chitecture of common blockchain implementations. Rather than ordering trans-
action inputs as order-execute architectures do, Fabric orders transaction out-
puts and state dependencies. Fabric uses a hybrid approach for the state repli-
cation of the ledger by passively replicating state updates before consensus and
actively replicating state changes after consensus.

4.5.1 Architecture

Fabric is considered as distributed OS executing distributed applications for per-
missioned blockchain systems. An execute-order-validate architecture is being
used instead of a classical order-execute architecture. Clients, peers and ordering
nodes are the three types of nodes composing Fabric networks. Multiple block-
chain systems can run in parallel on any subset of nodes and are isolated from
each other through channels. Transactions are totally ordered within channels
but not across channels. Distributed applications are called chaincodes which
express the logic of smart contracts and are executed in separate Docker con-
tainers for isolation. The blockchain system and its configuration are modifiable
through system chaincodes which are distinct from regular chaincodes. Fabric
supports non-deterministic chaincodes by exchanging the execution with the
ordering phase in the architecture. Chaincodes can be written in any general
purpose language such that non-determinism would only affect the chaincodes
themselves [25]. The ledger can only be changed by appending states resulting
from chaincode invocations. Interactions between nodes in each of the phases
of the execute-order-validate architecture are described in the following para-
graphs.

Execution Phase

Clients send, during the first phase, transaction proposals to a set of peers ac-
cording to the endorsement policy. Endorsement policies are defined by the Fab-
ric administrator and determine which peers are invoking the chaincode. This
set of peers is also known as endorsers. The chaincode invocation is then simu-
lated in a Docker container by each endorser. Endorsers record state changes in
a local key-value store that is associated to the chaincode. At the end changes
are split into a readset and a writeset. The readset is holding all accessed keys
of the local key-value store while the writeset is holding all modified and new
values. Endorsers send signed transaction responses with the chaincode exe-
cution result, including the readset and writeset, back to clients. As soon as
clients satisfy the endorsement policy by collecting enough transaction responses
from endorsers, they prepare a transaction with the endorsement results for the
ordering service.

Ordering Phase

During the second phase transactions are assembled from clients by the ordering
service. The ordering service is a set of orderer nodes that use a consensus
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protocol in order to agree on a total order for transactions. For each channel the
ordering services establish the total order on the received transactions. Several
ordered transactions are then formed to a block and disseminated to all peers.
Not only ordered are the transactions within blocks, but also the blocks on each
channel are totally ordered. The ordering services provides several safety and
liveness properties that can be adapted to system requirements.

Validation Phase

In the last phase peers verify that the endorsement policy of the transactions
in the blocks is satisfied and that state changes do not introduce read-write
conflicts. The verification of the endorsement policy and for read-write conflicts
is done by the validation system chaincode. If at any stage the verification
of a transaction fails, then the transaction is masked and its state update is
not applied. Blocks are appended to the ledger with a mask indicating invalid
transactions and the changes of valid transactions applied to the world state.
The world state is essentially a cache of the latest key-value state according
to the blockchain in the ledger. Invalid transactions are allowed in Fabric for
example to identify potentially malicious attacks on the blockchain system.

4.6 Architecture

The architecture of FOC in Figure 4.1 has been designed and implemented
in [225, 226] and is largely inspired by FPC. FOC is accounting for the lim-
ited available memory and storage resources of TrustZone-enabled devices in its
modular design. The system requires the Go programming language, Fabric,
OP-TEE, gRPC and their dependencies. Not only do these packages overall
amount to several hundred megabytes of storage, but also would FOC need a
few hundred megabytes of memory at runtime. In particular embedded and mi-
crocontroller devices cannot satisfy these requirements. With a modular design
approach decomposition into smaller components allows to tailor the system to
the resources of the devices.

Security-relevant components, such as OP-TEE, chaincodes and gRPC, are
isolated from other components in the system. Two smaller components are
introduced in order to facilitate the isolation of the security-relevant compo-
nents into TrustZone-enabled nodes and to implement the modular design. The
wrapper executes on the peer and is an interface between peer, ledger and chain-
codes. It is responsible for installing and instantiating chaincodes on the peer
and forwards any transactions to the proxy executing on a TrustZone-enabled
node. Transaction responses from chaincodes are relayed to the peer. The proxy
resides in the REE of the TrustZone-enabled node and communicates with the
wrapper on the peer over gRPC. Any transactions received by the proxy are
forwarded to the chaincodes executing in the TEE and transaction responses
are sent to the wrapper. When chaincodes need to consult or change the state
of the ledger, they submit those requests to the proxy and the proxy sends those
requests over the wrapper to the ledger.

The ledger is maintaining in a Fabric network the block store and a peer
transaction manager. Validated blocks are being written to a set of append-
only files and stored locally on the node by the block store. The latest state
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Figure 4.1: FOC architecture. Colored components indicate additions made to
the original Fabric framework.

of the blockchain is maintained in a key-value store by the peer transaction

manager. There are several open challenges which are currently preventing to
isolate the ledger in an OP-TEE TA.

The block store requires access to a file API in order to append validated
blocks to files. A standardized file API has not been defined for TrustZone-
based TEEs and would result a significant increase of the TCB for OP-TEE.
Alternatively, the secure storage could be used. However, the replay-protected
secure storage on the eMMC is limited and inadequate for the block store. The
secure storage of the REE is not storage limited but does not have the same
security guarantees as on the eMMC and is restricted by the world switching
overhead as described in section 3.5.2. Whether the secure storage in the REE
can satisfy the requirements of the block store remain an open question.

The peer transaction manager cannot easily be shielded in a TA because
either LevelDB [116] or Apache CouchDB [27] are being used by Fabric for the
key-value store. LevelDB is written in Go and Apache CouchDB in Erlang, but
neither of the runtime environments are being supported within OP-TEE. A
custom solution written in C as in section 3.5.1 would be required. However,
the limiting factor for the key value-store would be the small amount of memory
available to TAs and OP-TEE. Increasing the memory of TAs to required levels
contradicts the design principles of OP-TEE and cannot easily be achieved.

For these reasons, the ledger has not been shielded in FOC and the open
challenges are to be addressed in future work. The ledger has access to sensitive
data and could be shielded by a different TEE such as SGX. Securing the access
to sensitive data by the ledger can be achieved with a hybrid-TEE solution that
includes FPC. FPC could be used with FOC by extending the interface of the
wrapper to the enclave registry and the enclave transaction validator. Such
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a hybrid solution was not considered because FOC focuses primarily on IoT
devices by which the ledger is not explicitly shielded.

Several chaincodes can be instantiated simultaneously on the peer and exe-
cute inside the TEE of the TrustZone-enabled node isolated from the REE. An
important difference to FPC is that chaincodes executing as TAs inside OP-TEE
are not isolated from each other compared to chaincode enclaves. Chaincode
replication and attestation are not considered in the initial architecture of FOC.
Chaincodes are executed as TAs which requires compiling the chaincodes to na-
tive binaries. TA binaries might be incompatible depending on the ARM ISA
supported by TrustZone-enabled nodes. In this situation source code of chain-
codes has to be shared among all participating parties in the blockchain network
and be compiled to native binaries. TA binaries would then have to be trans-
ferred to the signing authority of the blockchain network that is in possession
of the private build key. The signing authority would then sign the TA with the
private key and send it back to the requesting party for installation. Attesta-
tion of chaincodes with this approach is challenging, since binaries of the same
source code version differ due to different ISA versions. Invoked chaincodes can
be deployed and executed non-deterministically on one of the TrustZone-enabled
nodes. Clients would have to account for several different attestation reports
when invoking chaincodes.

VMs executing chaincodes as bytecode would overcome the previously de-
scribed challenges. Sharing source code among all participating parties and
building TAs for all deployed ISAs would no longer be necessary. The chain-
code replication could be fully automated within the blockchain network. The
same applies to DSLs for writing smart contracts that execute within VMs such
as Solidity executed by EVMs. VMs have the disadvantage that they need to
be shielded, because they execute the smart contract and have access to con-
fidential and sensitive data. The TCB has to include the VM resulting in an
unavoidable increase of the code size within the TEE. The additional overhead
from running VMs in the TEE further limits resource availability on IoT devices.

4.7 Threat Model

FOC assumes an IoT-like deployment with servers running in enterprise or cloud
data centers, while TrustZone-enabled nodes are deployed as embedded, mobile
or IoT devices outside of data centers. Malicious attackers with physical ac-
cess to TrustZone-enabled nodes executing chaincodes are the primary threat.
The threat model does not consider attacks on the ledger by malicious admin-
istrators because the ledger is not explicitly shielded by TEEs. The TCB of
FOC includes firmware, such as the dispatcher and the secure monitor, OP-
TEE and chaincodes which are all shielded by TrustZone. Side-channel attacks
on TrustZone [259, 269] are not within the scope of the threat model and con-
sidered orthogonal as in [29]. Mitigation techniques [185] against cache specu-
lation side-channel attacks are continuously being updated by ARM [186]. All
other components, with the exception of the ledger, belong to the REE and are
considered untrusted. Components in the REE can be compromised by ma-
licious attackers through bugs and exploits in various programs and libraries.
Byzantine failures of nodes in the blockchain network can be countered by using
PBFT [61] as consensus protocol.
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TAs are one attack vector for compromising the TEE. Chaincodes are ex-
ecuted as TAs within the TEE and stored securely in the REE. At runtime
TAs are not integrity protected such that bugs, exploits and other TAs could
modify chaincodes. Installation or modification of chaincodes requires access
to the private build key used for singing TAs. The private build key provides
integrity protection and has to be kept confidential because when it leaks the
entire system is compromised. Confidentiality of chaincodes can be provided by
additional encryption of the TAs. Even without support for remote attestation,
clients can assume that the invoked chaincode can be trusted. Fides [257] is a
scheme that could provide remote attestation for FOC. Attackers would have
to inject malicious code into TAs before the signing process. Source code can
be subjected to additional restrictions before signing it with the private build
key such as trusted development sources by signing commits and code audits.

4.8 Evaluation

The evaluation of FOC is using OP-TEE v3.8 on Gibloux and for QEMU running
in full system emulation mode. A set of 27 Kaiseregg servers are used for
operating the FOC network. The orderer for the underlying Fabric network is
deployed on one Kaiseregg server, 8 peers are running wrappers, 8 nodes are
emulating the TrustZone-enabled devices with QEMU and 8 nodes are used
for clients invoking chaincodes. For the deployment on TrustZone hardware 8
Gibloux devices are used. Giblouz devices are operated with the Linux CPUFreq
governor set to powersave for consistent power consumption. The two remaining
Kuaiseregqg servers are used for recording power consumption of a subset of nodes
in the FOC network. The LINDY iPower Control 2x6M PDU has a limited
number of ports of which one is assigned to the orderer, three to peers for
measuring the wrapper and three to nodes emulating TrustZone-enabled devices
with QEMU. All Gibloux devices are equipped with a Raspberry Pi PoE-HAT
using 802.3.af PoE. A Ubiquity Networks UniFi USW-48P-750 switch connects
Giblouz devices to the Kaiseregg servers in the FOC network and provides an
interface for querying power consumption. Every node in the FOC network is
connected over 1Gbits™! Ethernet links. QEMU emulates an ARM Cortex-
A53 CPU with Symmetric Multiprocessing (SMP) set to 4 cores in order to
match the hardware specifications of Giblouz. OP-TEE is configured to allow
for up to 4 trusted threads for maximum scalability inside the secure world. The
Kuaiseregg servers are running Ubuntu 18.04 LTS except for client nodes which
are running Ubuntu 20.04 LTS. Clocks of the auxiliary and client Kaiseregg
servers are synchronized using NTP, in order to accurately map the evaluation
measurements to the power measurement.

The chaincode implements a simple example of a coffee tracking smart con-
tract. Coffee consumption of fictitious persons is tracked by client devices such
as badges, mobile or IoT devices that are simulated by 8 Kaiseregg servers.
Whenever persons buy or take coffee from vending machines an application on
the client device will invoke the chaincode that increases the coffee count of the
person by one. The application allows persons to monitor their consumption
and retrieve their statistics. The simple design of the chaincode is comparable
to a read/write benchmark on the FOC blockchain. Clients continuously issue
transactions that are send to peers before being forwarded to the chaincode in
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the secure world of the TrustZone-enabled devices. Measurement of the client
execution time starts before issuing the first transactions and ends after re-
ceiving the response from the last transaction. Each client instance counts the
number of issued transactions during the measurement.

The chaincode consists of about 400 lines of trusted ISO C code that inter-
acts with the proxy implemented in about 22000 lines of untrusted C++ code
mostly generated by gRPC v1.28.1. Go v1.4.1 is used for implementing the peer
including the wrapper summing up to about 80000 lines of code. Considering
only platform-specific source code, OP-TEE OS adds 233600 lines of trusted
C and assembly code which together with the 31400 lines of trusted C and as-
sembly code from the Trusted Firmware-A complete the TCB. Separating the
chaincode execution increases the TCB only by 0.2 % instead of executing the
entire peer inside the secure world and contributing 23 % to the TCB. Put differ-
ently, more than 100 chaincodes could be installed before the TCB is equalizing
to the TCB running the entire peer in the secure world.

4.8.1 Throughput and Latency Impact

This subsection has been included from [225] and is needed in order to explain a
programming flaw in the implementation of FOC that prevents vertically scaling
the number of chaincodes on TrustZone-enabled devices.

Up to eight clients are deployed to evaluate the impact of shielding chain-
codes on latency and throughput. For each measurement clients consecutively
invoke transactions during 30 seconds. The expected behavior of this evaluation
is that latency and throughput should scale until the number of clients is equal
to the number of CPU cores. From this point on latency should increase and
throughput should remain stagnant. Preliminary evaluations have shown that
throughput is only scaling by a factor of 1.2 X when doubling the number of
clients from 1 to 2 clients. Two different setups were considered for pinning
down the issue with the throughput overhead. The baseline setup runs all com-
ponents of FOC within the REE of the same machine. The second setup is
almost identical with the first setup but is not using gRPC.

The impact of gRPC on the system is evaluated by comparing the baseline
setup to the second setup. Completion queues notify instances with gRPC
about asynchronous events. In order to determine the ideal set of parameters,
measurements are run on QEMU and the number of emulated CPU cores is set
to 8. Optimum results are found by setting the number of completion queues to
half the number of CPU cores without changing the default number of polling
threads. Under this configuration throughput increased by 1.9 x for 2, 2.5 x
for 4 and by 2.8 x for 8 clients by using gRPC. In this setup higher throughput
is achieved compared to the preliminary evaluation of FOC. Without gRPC
component the second setup achieves lower throughput due to lack of multi-
threading support limiting scalability of the FOC architecture between wrapper
and proxy. Throughput scales by factors of 1.3 x for 2, 1.4 x for 4 and 1.5 x
for 8 clients. The baseline and second setup have made obvious that gRPC is
not the source of the overhead and that the overhead must originate from the
proxy or the chaincode.

Figure 4.2 presents throughput and latency for the two setups on Raspberry
Pi 3B and QEMU platforms. Both platforms use the same optimum gRPC
parameters on 4 CPU cores. On Raspberry Pi 3B throughput for the baseline
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Figure 4.2: Read throughput and read latency of the coffee tracking chaincode
for increasing numbers of clients.

setup scales up to a factor of 3.1 x for 8 clients. With emulation by QEMU the
baseline setup throughput scales a little lower to a factor of 2.6 for 8 clients. The
throughput with FOC scales up to 1.2 x for 2 clients and then stagnates up to 8
clients. Comparing FOC to the baseline setup on the Raspberry Pi 3B results in
a 27 x higher throughput for a single client and a 130 x higher throughput with
8 clients. On QEMU differences are not quite as high for throughput ranging
between 5 x to 10 x for 1 up to 8 clients.

In [225] the evaluation concludes that shielding chaincodes inside the secure
world with TrustZone introduces a significant overhead in terms of throughput.
This conclusion is also confirmed by the latency breakdown in [225] which identi-
fies TA context and session handling functions in OP-TEE to be by far the most
time consuming functions during chaincode invocations. However, an oversight
in the implementation of FOC prevents sessions from being reused. This means
that for every chaincode invocation a new session to the TA has to be estab-
lished. During this process chaincodes are loaded from the normal world into
the secure world and instantiated. On QEMU session establishment accounts
for 61 % of the chaincode invocation time and session destruction accounts for
31 %. Session handling sums up to 92 % of the total chaincode invocation time
on QEMU offering significant potential for performance improvement. On the
Raspberry Pi 3B session establishment accounts for 70 % of the chaincode in-
vocation time and session destruction accounts for 23 %, summing up to 93 %
for session handling during the total chaincode invocation time. Without the
overhead from session handling during each chaincode invocation, FOC would
benefit from significantly improved throughput and lower latency that scale with
the number of clients.

4.8.2 Small-scale Deployment

In this evaluation FOC is deployed over 25 devices and two platforms in order to
measure the energy efficiency and scalability for up to 128 clients of the system.
During 5 minutes clients continuously issue transactions with either read or
write requests. FOC is set up so that clients are evenly distributed among peers
by connecting each client server with one peer. Each component in the FOC
network is executing on its own server except for clients. The baseline is set up
identical to section 4.8.1 in which all components are executed on peers in the
normal world without using gRPC.
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Figure 4.3: Throughput-latency, number of transactions and transaction energy
plots for read/write invocations. Top row are read transactions, bottom row are
write transactions.

Figure 4.3 shows the scalability and energy efficiency of FOC with the top
row examining read requests and the bottom row examining write requests. The
baselines on the hardware and with QEMU are very similar which indicates that
the chaincode design is simple and not introducing any significant overhead.
Measurements are capturing the effect of shielding chaincode execution inside
the secure world since gRPC is also not interfering with the measurement as
found out in the previous section 4.8.1. It should be noticed that baseline mea-
surements are barely beginning to saturate the system with 64 and 128 clients.
When shielding the chaincode using TrustZone, the system saturates between
8 to 16 clients at around 65tx/s. This result is in line with the 1.2 x scalabil-
ity of throughput observed in section 4.8.1 indicating that at most one client
per server is invoking a chaincode on the TrustZone-enabled nodes. The over-
sight in the FOC implementation of not reusing the TEE session serializes all
chaincode invocations and introduces a significant overhead due to session man-
agement operations. The impact of shielding chaincode execution by TrustZone
is completely overshadowed by this overhead. Under ideal conditions reusing
sessions can scale the throughput by a factor of 4 x resulting in a theoretical sys-
tem throughput of 260 tx/s for FOC with 32 concurrent chaincode invocations.
This would correspond to about half the throughput of the baseline which is a
significant overhead for shielding chaincode execution, but it also includes com-
munication overhead with the peer over gRPC. In the unsaturated region when
shielded by emulation with QEMU latency increases by a factor of 2.5 x over
baseline for read requests and by a factor of 2.6 x for write requests. Latency
for read requests in the unsaturated region increase by a factor of 2.0 x and
for write requests by a factor of 2.1 x on the Raspberry Pi. Throughput and
latency for read requests increases by a factor of 1.04 x over write requests with
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Figure 4.4: Energy consumption of nodes in the Fabric network. Top row are
read transactions, bottom row are write transactions.

QEMU. On the Raspberry Pi throughput and latency of read requests increase
by a factor of 1.02 by comparison with write requests.

Figure 4.4 presents the energy consumption of the three different types of
nodes in FOC with the top row representing read requests and the bottom
row representing write requests. During measurements two auxiliary servers
record power consumption of 15 nodes in the FOC network that is mapped to
benchmark results for obtaining the energy consumption. Energy consumption
is stable across nodes and increases with an increasing number of clients. For
baseline measurements energy increases with the number of clients (Figure 4.4-
[a,b,d,e]) until approaching saturation point of the system on orderer and peer
nodes. As a result, with 128 clients throughput is no longer increasing at the
same rate as for lower numbers of clients. For write requests energy consump-
tion is falling off due to increasing latency and OSs lowering OPPs of servers.
Baselines on proxy nodes are roughly constant (Figure 4.4-[c,f]) because these
devices are idling while chaincodes execution happens on peer nodes. Due to
the limited scalability of FOC energy consumption of orderer and peer nodes
does not increase beyond 8 clients (Figure 4.4-[a,b,d,e]) except for proxy and
chaincode execution (Figure 4.4-[c,f]) emulated on QEMU. The overhead from
session management as observed for latency and throughput is also increasing
energy consumption when executing with QEMU due to many I/O bound re-
quests and limited resources for storage and networking. Energy consumption
is also increasing on the Raspberry Pi (Figure 4.4-[c,f]) but barely visible on
the low power platform. This observation is better visible in Figure 4.3-[c,f]
where energy cost per transaction is increasing proportionally to the energy
consumption of the QEMU instance. Energy consumption of proxy nodes be-
yond saturation point rises at steady rates of 1.25 x with QEMU and by 1.05 x
on Raspberry Pi. There is no significant difference between read and write re-
quests on the two platforms except for 128 clients on Raspberry Pi were the
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energy is lower because of a lower latency.

4.9 Discussion

Confidential smart contracts are challenging for developers to implement as TAs
given the limitations imposed by TrustZone and OP-TEE. FOC is a prototype
for blockchain networks designed for IoT and based on Fabric for executing
confidential smart contracts as chaincodes inside the secure world of TrustZone.
The chaincode execution has been separated from the Fabric architecture in
order to isolate it in the secure world, shield it from compromised as well as ma-
licious entities and minimize the increase of the TCB. Remaining components
are considered untrusted, with the exception of the ledger, and execute in the
REE. The FOC prototype leverages the modularity of Fabric for distributing
components over several heterogeneous devices. In that regard FOC is a con-
tinuation of the idea of a distributed OS as stated by Fabric. The possibility
to execute confidential smart contracts on embedded, mobile and IoT devices
enables many new innovative solutions for example in the finance, medical and
supply chain sectors or the industry 4.0.

The distinct architecture of Fabric decouples the ordering phase from the
execution phase which facilitates scalable blockchain networks. Combined with
the modularity of components makes it possible to deploy the blockchain net-
work over heterogeneous platforms adapted to the requirements of applications.
For example, ledgers that need to maintain the world state of blockchains re-
quire large amounts of space and are better placed in clouds or data centers.
Peer nodes or even the concept of proxy nodes can be deployed at the edge,
where they are closer to the users in order to reduce latency. Executing smart
contracts directly on IoT devices brings DLT at the frontier of the Internet and
allows to physically interact with blockchains. Sensor data from IoT devices can
be linked to conditions in smart contracts. Such applications are in particular
interesting in the supply chain, where IoT devices could control environmental
conditions during the transport of goods. For example, some sensitive chemicals
or pharmaceuticals can decompose when exposed for longer periods of time to
higher temperatures. Many challenges lie ahead by pursuing this vision and
mature solutions have yet to be developed and explored.

Although the FOC prototype is not negatively influenced by the world
switching overhead, because of the relatively high communication latency be-
tween chaincodes and the ledger, the initially stated issue of network-enabled
secure IoT services remains open. A network protocol designed to minimize the
network traffic and storage cost would be very beneficial for secure IoT services
by mitigating the negative impact of the world switching overhead. However,
IoT services in general can benefit from the previously described characteristics.
By reducing the network traffic, less energy needs to be spend for data trans-
mission which reduces the energy consumption and extends the battery lifetime.
The following chapter is describing the attempt to design and implement such
a protocol.
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Developing Energy-Efficient and
Scalable IoT Protocols

5.1 Introduction

ToT is generating vast quantities of data that need to be processed and stored.
Processing and storing the data locally is not possible because of limited re-
sources available on IoT devices. Data is either offloaded to the edge or the
cloud which requires the data to be transferred over the Internet. The amount
of network traffic is continuously increasing with every newly deployed IoT de-
vice. It is estimated that in 2022 80ZB of data will be generated [264] by
digital devices and that 6% of the 4.8 ZB global Internet traffic is due to IoT
data [78, 79]. More than half of the 28.5 billion total Internet connections will
be ToT devices [78, 79] that on average send 323B/s.! Recently deployed 5G
networks are going to triple the amount of IoT traffic compared to 4G net-
works [78]. Over time connectivity will be less of an issue for IoT devices and
now the focus should shift towards data management. The challenge will be on
the innovation of novel solutions that make future IoT traffic manageable and
reduce the total energy consumption that is due to offloading.

Compression algorithms appear as an obvious solution to large data volume
problems and cloud storage offerings. However, the limited resources available
on IoT devices make it either difficult or even impossible to implement com-
mon compression algorithms such as LZW [306] or DEFLATE [96]. Efficient
compression algorithms tend to be memory demanding, whereas lightweight
compression algorithms are more memory-efficient but cannot achieve the same
high compression ratios. IoT services disseminate packets of small sizes that
have to be compressed individually due to memory limitations. Compression
ratios of common compression algorithms are degrading as data sizes are de-
creasing. The evaluation of a lightweight compression algorithm for wireless
sensor networks [197] demonstrates this behavior. Other approaches consider
using lightweight compression algorithms which trade off data accuracy for com-
pression ratio [72, 100, 103, 135, 256]. Introducing errors in the data might be
acceptable in some use cases, but it is not acceptable for smart metering or
industrial sensing.

Network deduplication [283] approaches the problem differently by substi-
tuting recurring byte sequences with shorter hash values. These hash values
are then used on the receiving side for looking up the intended byte sequence
of the substituted data. This means that source and sink nodes need to agree

IThese estimations are based on numbers before the COVID-19 pandemic. The Internet
traffic has since then changed a lot and the mentioned numbers might no longer be accurate.

71



on a mapping of hash values to byte sequences. Asymmetric caching [271] pro-
poses to use a cache at the source node in order to deduplicate byte sequences
and which is updated by feedback from the cache of the sink node. The feed-
back contains cache updates to be applied by the source node for increasing the
matching probability of byte sequences. Manifest feedback [315] is a file commu-
nication system that has been successfully deployed for deduplicating network
traffic and saving network bandwidth. The source node splits the data into
chunks and computes for each chunk its hash value. These hash values are then
compared to the hash values in the cache of the source node and deduplicated
in case of a match. Unmatched hash values are sent to the sink node where
further matching analysis is conducted. The sink node responds with feedback
on query information and manifests of matched chunks. In a similar way it is
possible to apply deduplication to video streams [148| by merging independent
streams and labeling them with identifiers. Deduplication benefits in this situ-
ation from large data volumes with deterministic content that can make use of
local caching with large hash sizes on routers.

IoT services and in particular secure IoT services are being deployed on
platforms with constrained resources. On these platforms IoT data is generally
highly volatile and usually directly transmitted to edge devices before being
forwarded to clouds for storage. Computational resources are primarily being
used by IoT services for aggregating and transmitting data. Network protocols
have to account for limited resources and provide solutions that reduce the net-
work traffic while making efficient use of the available computational resources.
Especially spacial and temporal correlations can be exploited with IoT data in
order to improve compression ratios and reduce network traffic. Combining all
these necessary properties in a single protocol requires novel techniques that are
specifically designed around IoT use cases. These techniques need to be both
energy-efficient and scalable for taking into account battery-powered IoT devices
that form networks with large numbers of nodes. IoT devices and services alike
benefit from higher availability through extended battery lifetime and improved
energy efficiency by using a customized protocol.

Hermes is proposed as a new protocol for IoT services that combines several
of the previously mentioned approaches with GD [298]. GD is a novel lightweight
compression technique which can be implemented on resource limited IoT de-
vices in contrast to compression algorithms. Data is split into chunks and GD
is applied in order to obtain bases and deviations on source nodes. For each ba-
sis a corresponding fingerprint is computed. Each fingerprint is paired with its
deviation and sent opportunistically to intermediate nodes. Intermediate nodes
are located at the edge and it is expected that they have some local caching
capabilities. Incoming fingerprints are matched against a local cache that uses
asymmetric caching with sink nodes located in the cloud. For any unmatched
fingerprints the intermediate nodes will request the corresponding bases and for-
ward them to the sink nodes. This mechanism is similar to manifest feedback
and reduces network traffic by minimizing the number of transmitted bases.
The sink nodes assemble bases from all IoT streams into knowledge bases that
are synchronized with caches on intermediate nodes.

This chapter describes the design, architecture, implementation and evalua-
tion of Hermes. Section 5.2 summarizes the state of the art and presents proto-
cols commonly used by cloud-based IoT services. Related work on deduplication
and GD is outlined in section 5.3. The general concept of GD is explained in
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Table 5.1: Protocols used for cloud provider IoT solutions

Protocol AWS Azure GCP IBM Oracle Tencent

AMQP b 4 v b 4 b 4 v b 4
CoAP b 4 X b 4 b 4 v (4
HTTP b 4 b 4 v v v (4
HTTPS v v b 4 b 4 b 4 v
MQTT v v (4 v v (4
WebSocket b 4 b 4 b 4 X v b 4
XMPP b 4 b 4 b 4 b 4 v b 4

section 5.4 with references to its formal principle. The architecture of Hermes
is specified in section 5.5. Hermes is evaluated locally on a single node and in
a small scale deployment with 16 Raspberry Pis in section 5.6. The chapter
concludes with a discussion in section 5.7 on the evaluation and its impact on
the state of the art.

5.2 State of the Art

Cloud providers offer fully integrated IoT solutions for seamless interaction with
other cloud services. Table 5.1 provides a set of commonly used protocols for
IoT services and if cloud provides support them. It should be noticed that
HTTP, HTTPS and WebSocket rely on data exchanged in specific data formats
such as CSV or JSON. The XMPP protocol is available on one cloud provider,
but usually it is used for instant messaging and therefore not further described
in this section. The remaining protocols are being described in this section in
order to provide a comparison to Hermes and clearly highlight the differences in
their design. These protocols were not necessarily designed to be used by IoT
services but are standardized and industrially well established protocols. Many
protocols are relying on Message-Oriented Middleware (MOM) and establish
peer-to-peer networks that stand in contrast to hierarchical network topologies
that are required by cloud IoT services. Each protocol is designed for differ-
ent use cases and satisfies some subset of properties essential to IoT services.
The lack of a protocol that is at the same time energy-efficient and scalable is
demonstrating the need for Hermes.

5.2.1 Advanced Message Queuing Protocol

The Advanced Message Queuing Protocol (AMQP) [238, 299] is an open stan-
dard asynchronous messaging protocol. Only proprietary implementations of
asynchronous messaging systems with incompatible interfaces existed at the
time AMQP was conceived, which lead to the need of a protocol with an open
standard. AMQP is a MOM relying on exchange services that provide message
queues for asynchronous delivery. Nodes establish connections to each other in
order to form a peer-to-peer network for setting up sessions and exchange mes-
sages over links between source nodes and target nodes. Messages are produced
by clients and processed by other clients while traversing the network via several
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brokers, which store messages in queues. AMQP encodes messages in a binary
protocol over TCP with support for various data types and data structures.
The protocol can either be secured using TLS or SASL [209] for which AMQP
provides framing support.

5.2.2 MQ Telemetry Transport

MQ Telemetry Transport (MQTT) [239] is a standardized protocol in which
clients are connected to a broker that routes application messages between
clients. The protocol establishes a pub/sub system in which clients can pub-
lish application messages under topic names, subscribe to topics of interest and
unsubscribe from subscribed topics. A server operates the application message
broker to which clients publish application messages or subscribe to receive new
application messages on a specific topic. The broker filters topics against client
subscriptions in order to disseminate application messages in the network. The
protocol supports integer data types such as two bytes, four bytes and variable
bytes. Strings are UTF-8 encoded within text fields and binary data is limited to
64 KiB for MQTT packets. MQTT requires reliable transport of packets based
on TCP connections on top of which protocols such as TLS or WebSocket can
be used. Various authentication methods have built-in support for the protocol.
The threat model of the protocol considers compromised devices, access to data
at rest on clients and servers, protocol timing attacks, DoS attacks, man-in-the-
middle attacks and packet injection. Counter measures against these threats
include authentication of users, authorization for accessing server resources, in-
tegrity and privacy guarantees of application messages. If hardware support on
IoT devices is available, MQTT proposes to use AES [92] and otherwise to use
ChaCha20 [44] implemented in the software.

5.2.3 Constrained Application Protocol

The Constrained Application Protocol (CoAP) [280] is specifically designed for
TIoT devices and resource-limited networks. Interactions between application
endpoints are based on alternating request and response messages similar to a
client-server model. CoAP can easily interface with HTTP and provides sup-
port for Uniform Resource Identifiers (URIs) and media types. The Representa-
tional State Transfer (REST) architecture has been adapted to the constrained
resources of IoT devices and provides a subset of the functionalities as Con-
strained RESTful Environments (CoRE). Discovery of services and resources
are additional features built into the protocol. At the transport layer CoAP
relies on the unreliable and connectionless UDP in order to minimize the com-
plexity of protocol stack implementations. The protocol provides a confirmation
mechanism with tokens to make message exchanges over UDP reliable. Uncon-
firmed messages are retransmitted using an exponential back off algorithm. It is
not excluded that messages are duplicated because confirmations did not arrive
or were delayed. In this case the protocol requires that each duplicated message
has to be confirmed. Security guarantees are added by using the DTLS proto-
col which is essentially the equivalent of TLS but for datagram-based protocols
such as UDP.
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5.3 Related Work

5.3.1 Data Compression in Sensor Networks

Data compression and dual prediction schemes exploit spacial and temporal
correlations in network traffic in order to conserve network bandwidth and re-
duce energy consumption. Both schemes are simultaneously applied on an IoT
network [158], so that traffic between IoT devices and intermediate nodes is
compressed by dual prediction schemes whereas traffic between intermediate
nodes and sink nodes uses data compression schemes. Dual prediction schemes
are based on machine learning models that are trained on neural [146] and
long short-term memory [143] networks. The data compression schemes include
principal component analysis [310], non-negative matrix factorization [110],
truncated-singular value decomposition and discrete wavelet transform. It should
be noticed that these data compression schemes are lossy and affect the accu-
racy in order to improve compression ratios. In the case of data compression
the schemes can be further classified as either distributed or local depending on
the origin of data. Distributed schemes compress data originating from multi-
ple nodes in the network and exploit spacial and temporal correlations. Local
schemes only take temporal correlation into account from data that originates
on the same node. The compression schemes collect data and from blocks of
specific sizes before compression. Compression data blocks are then sent from
intermediate nodes to sink nodes, where they are decompressed to recover a
lossy version of the original data. Evaluation was carried out on simulation of
the Intel Berkeley Research Lab data set [150] by using temperature values only.
The machine learning models accurately predict temperature values on IoT de-
vices and reduce network traffic by up to 46 %. The different lossy compression
schemes demonstrate that IoT data has high compression potential. Larger
block sizes reduce transmission sizes but increase latency and may reduce accu-
racy of data. It is claimed that energy can be saved by combining dual prediction
with data compression schemes without supporting measurement results.

5.3.2 Deduplication

Deduplication is a technique that is used in networks [283] for reducing traffic
and also in file systems [214, 251] for reducing storage requirements of files on
disks. This technique can either be source-based or target-based depending on
whether the technique gets applied on the client side or on the server side [134].
In an evaluation study [214] with 857 different file systems, distinct chunks
with identical content were identified and a single copy was stored. On average
these file systems contained 225000 files with an average file size of 318kB
which were structured in 36 000 directories. The evaluation compares whole
file, fixed block sizes and Rabin fingerprinting [260] as deduplication schemes.
Rabin fingerprints identify identical content in files that might have been shifted
due to deletions or insertions. For every chunk in the system, independent of
the utilized scheme, a fingerprint is computed and these fingerprints are then
compared with each other. The comparison of fingerprints can be sped up
by using caches or Bloom filters [46], but the evaluation did not make use of
any possible optimizations. Rabin fingerprinting achieved the best compression
ratio with 40 % followed by fixed block-level deduplication with 30 %. File-
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level deduplication achieves the lowest space savings of 22 % but is claimed to
have lower impact on computational complexity than Rabin fingerprinting and
fixed block-level deduplication. Consequently, it is concluded that whole-file
deduplication in combination with sparseness is a highly efficient and optimal
scheme for lowering storage consumption.

5.3.3 MinervaFS

MinervaF$S [233] is a FUSE-based file system [4] that leverages generalized dedu-
plication for saving space on non-volatile storage devices. A POSIX-like inter-
face is exposed by the FUSE layer for various file system functions. Underneath
this layer is the generalized deduplication layer that provides several transforma-
tion functions and handles deduplication. Transformation functions implement
various ECCs that separate data chunks into basis and deviation pairs. Dedu-
plication is then applied on the bases by using fingerprinting. The lowest layer
is the kernel file system on top of which FUSE file systems are mounted. Any
POSIX-compatible file system can be used as backend in order to read files
from and write files to disk. The file system is compared against ext4 [201],
SDFS [7] and ZFS [314] with various combinations of compression and dedu-
plication features enabled. On average MinervaFS reduced the storage space
by 27% and up to 64 % compared to ZFS on real datasets. In particular for
read-heavy workloads MinervaFS has a 16 % performance lead over ZFS. Com-
pared to compression techniques such as Gzip, MinervaFS only requires 20 %
more and 2.75 X less storage than ZFS. The transformation function used by
MinervaF§ for the evaluation was Hamming code. The compression potential
of generalized deduplication is not exhausted and other transformation function
could further optimize storage costs.

5.3.4 ZipLine

ZipLine [297] leverages generalized deduplication in network switches to com-
press and decompress data at line speed of 100 Gbit/s for getting higher network
throughput. The network switches are based on the Tofino platform [84] and
their data plane can be programmed using the P4 programming language [50].
Built-in support for Cyclic Redundancy Checks (CRCs) is exploited on the
Tofino platform to implement transformation functions based on Hamming
codes. The evaluation compares various setups of ZipLine such as pre-populated
lookup tables or dynamic learning. Results indicate that both approaches are
viable options and can achieve compression and decompression rates of up to
7Mpkt/s at line speed with little to no loss in throughput or compression ratio.
For dynamic learning latency analysis reveals that it takes (1.77 4 0.08) ms to
register new bases in lookup tables before generalized deduplication can be ap-
plied to packets. The transmission size of synthetic and real datasets could be
reduced by up to 89 %, respectively 90 %, which compared to gzip is about 20 %
higher. Furthermore, it is not possible to implement a DEFLATE algorithm as
used by gzip with P4 on the Tofino platform.
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Figure 5.1: The concept and principle of GD visualized

5.4 Generalized Deduplication

Generalized Deduplication (GD) [298] is a novel lossless data compression ap-
proach leveraging ECCs. Identical and similar data chunks are deduplicated
through transformation functions, that systematically cluster the data space as
in Figure 5.1a. Data chunks represent data points in the data space that can be
associated to specific clusters without the need to compare the current chunks
to previously registered chunks. There are several functions that transformation
functions can make use of in order to compute the center of clusters and the
distances of data points to those centers. The output of transformation func-
tions is referred to in GD as basis-deviation pair, where the basis corresponds
to the center of the cluster and the deviation to the distance, respectively the
error. From an abstract point of view the basis corresponds to a shape and
the deviation to a color as represented in Figure 5.1b. Classical deduplication
methods are special cases of GD where the deviation is always zero, because
each data point in the data space is its own cluster.

5.4.1 Fingerprinting

A simple way to deduplicate two data chunks is to compare each byte of the data
chunk for equality. This can easily be done for smaller data chunks but with
increasing sizes the process becomes computationally more expensive. Instead,
deduplication methods rely on fingerprints that are obtained by applying hash
functions, such as SHA-1 and SHA-256, or checksums, such as CRC32 and
MD5. Fingerprints have identical sizes and can be much shorter than data
chunks. The problem with fingerprints is that several data chunks can map to
the same fingerprint and cause a collision. This means that if two fingerprints
are identical, deduplication methods still need to compare the data chunks in
order to ensure that they are identical and eliminate the possibility of false
positives. Fingerprints can be stored conveniently in hash tables which allows
for fast lookup and enables the use of caches in distributed deployments.

With GD fingerprints are generated for and assigned to bases. Each basis can
then be stored exactly once, whereas each deviation is paired with the fingerprint
of the basis. Instead of storing directly the basis-deviation pair output of trans-
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formation functions, fingerprints can provide further storage savings. These
storage gains are also exploitable in networking, where network bandwidth can
be saved by sending fingerprint-deviation pairs instead of basis-deviation pairs.

5.4.2 Pre-processing

Before applying transformation functions to data chunks there a couple of pre-
processing methods worth considering to further improving compression ratios.
Specifically in IoT use cases data chunks might consist of multiple time series
or sensor data records. Delta encoding keeps the first record in a data chunk
unchanged while replacing all following records by the difference to the first
record. This method is particularly efficient when records have constant or
small variation. For example, records with two-byte number representation
could be reduced to single-byte difference if the variation is small enough. The
problem with delta encoding is that differences can either be positive or negative,
which reduces the number range by one bit that is needed in order to indicate
the sign. Another mechanism that avoids the sign problem is offset remowval.
In a first step the minimum record in data chunks is identified. Then, all
records are substituted by their offset to the minimum record. Offset removal
has the advantage that offset ranges are twice as large as difference ranges but
the disadvantage is that the minimum record needs to be stored separately.
The pre-processing methods were considered specifically for multi-record data
chunks, but it is certainly possible to apply these methods across multiple data
chunks.

5.4.3 Transformation Functions

There are several functions that can be used in order to map [234] data chunks to
bases and deviations. This work limits the scope of transformation functions to
ECCs and more specifically to Hamming codes. Another type of ECC that could
be used are Reed-Solomon codes [263]. In the context of ECCs, data chunks
become codewords, bases become messages and deviations hold bit position
where in the codeword bits deviate from the error-free codeword. In order to
obtain the bases and deviations, ECC decoding functions have to be applied on
data chunks. Data chunks are obtained by applying ECC encoding functions
on the bases and changing bits according to deviations.

Hamming Codes

Hamming codes [133] are a type of ECCs that can be used as transformation
function. Let m be the number of parity bits, then codewords have a bit length
of n = 2™ — 1 and messages have a bit length of £k = 2™ — m — 1. However, in
order to make codewords more manageable with byte-addressable computers,
Hamming codes with two parity bits are not considered and codewords have
power-of-two length. The additional bit can either be considered as a regular
data bit that is not covered by the parity bits or it is simply ignored. In any
case, the additional bit is considered to be part of the parity bits such that
actually codewords have length n 4+ 1 and message have length £+ 1. Hamming
codes can correct single-bit errors and detect double-bit errors. With respect
to GD this means that any data chunk has at most a distance of one to the
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Figure 5.2: Hermes architecture with network hierarchy and packet exchange
between client and server threads.

error-free data chunk, or the radii of clusters is always one. The position of the
bit deviating from the error-free codeword is encoded in a syndrome vector of
length m. Without getting too formal, the syndrome is identical to the column
of the parity-check matrix, in which an error has occurred. If the syndrome is
zero, then no error has occurred in the codeword and the codeword is error-free.

5.5 Architecture

The Hermes protocol is implemented based on hop-by-hop schemes. In hop-
by-hop schemes intermediate nodes have to store state information for each
flow. Hop-by-hop protocols are typically found in sensor networks where data
is aggregated in tree-like network topologies. Ideally, Hermes is implemented as
an application protocol on top of a hop-by-hop transport protocol. Secure Data
Aggregation Protocol [311] would be such a protocol, but it has unfortunately
been implemented on the application layer. With its best knowledge and belief
non of the proposed hop-by-hop protocols have been fully implemented nor
standardized. For this reason Hermes relies on manual network topology setup
using traditional end-to-end transport protocols such as TCP and UDP. Hermes
distinguishes between three types of nodes in a network, which are source nodes,
intermediate nodes and sink nodes as shown in Figure 5.2a.

Three modes of operation allow nodes to either send raw data, perform classi-
cal deduplication or GD. Modes enable flexible networks in which resource limits
of nodes are taken into account without compromising the benefits of GD. Nodes
sending raw data act as simple pass-through without looking up fingerprints in
caches and doing deduplication or GD which is useful for resource constrained
devices. Deduplication mode limits nodes to perform classical deduplication but
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has the advantage these nodes can be combined with nodes sending with raw
data. For example, deduplication can be delegated to intermediate nodes while
source nodes send raw data. The same kind of interaction is possible with nodes
operating in GD mode. This means that nodes operating in pass-through mode
can be connected to nodes either in deduplication or GD mode. With Hermes
GD stages can be separated and distributed over multiple nodes in the network.

Source nodes, as the name implies, are devices where data originates. When
source nodes join a network, they send out a message to an intermediate or sink
node containing a unique stream identifier together with a structure describing
the data layout of the stream. The receiving node locally registers the stream
identifier together with the structure. From this point on source nodes can start
streaming data packets into the network. Multiple source threads aggregate data
from sensor or through other means and forward the structured data to client
threads. The client threads pull structured data from message queues and wrap
them in Hermes packets and send them over TCP to their destination. The
packet exchange between client and server threads is show in Figure 5.2b.

Intermediate nodes store the structure of the data streams and keep a cache
of known basis fingerprints. They are located between source nodes and sink
nodes and indirectly connect these two types of nodes. Upon receiving a new
data message, a server thread extracts the fingerprint and looks it up in the
cache. Then, the server thread either requests the basis for the fingerprint from
the sending node before forwarding it over client threads to the next node, or
acknowledges the data message and awaits newly incoming data messages. This
approach ensures that bases are forwarded exactly once from source nodes to
sink nodes. This hop-by-hop scheme leverages GD in order to minimize data
streams to sink nodes hosted in the cloud. Depending on the number of streams
and the cache size, a significant part of network bandwidth throughput can be
shifted to source nodes as close as possible and free up network bandwidth closer
to sink nodes at the cloud.

Sink nodes are located at the root of the tree-like network topology. They
operate server threads similar to intermediate nodes that respond to incoming
data messages. The backend assembles a knowledge base of all bases dissemi-
nated in the network and constructs lists of fingerprint-deviation pairs for each
data stream. Server threads in sink nodes do not require caches and can instead
directly interface with the knowledge base for querying bases.

Figure 5.3 is describing the schematic implementation of GD inside Hermes
nodes. Initially some data, for example from a sensor, is provided as codeword to
the lightweight compression algorithm. The codeword is in a first step decoded
into the message and its parity bits by applying the transformation function, i.e.,
Hamming code. Then the syndrome of the codeword is computed by multiplying
the codeword with the parity-check matrix H of the transformation function
and masking the parity bits of the product. This step can be optimized for IoT
devices by multiplying only the parity sub-matrix with the codeword instead of
the entire parity-check matrix H. The syndrome provides the index into the
syndrome table, from where the position of the error within the message can be
retrieved. The basis is obtained by flipping the erroneous bit in the message.
Depending on the knowledge base if the basis fingerprint is contained or not,
either the basis concatenated with the syndrome or the fingerprint of the basis
concatenated with the syndrome are provided as output.
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Figure 5.3: Implementation of GD in Hermes

5.6 Evaluation

5.6.1 Setup

The prototype implementation of Hermes is evaluated on a cluster of 16 Chau-
mont devices equipped with a Raspberry Pi PoE-HAT [262] and powered by
802.3af Power-over-Ethernet [210] from an Ubiquity Networks UniFi USW-48P-
750 switch. Each Raspberry Pi has the beta bootloader 2019-12-03 installed for
PXE boot deployment of Raspbian Buaster Lite 2020-02-13 with Linux v4.19.97
on a 32 GiB SanDisk Extreme microSDXC UHS-I card. The Raspberry Pis are
used as source nodes that over Gigabit Ethernet connect to a sink node on a
Pilatus machine. Intermediate nodes are not included in the setup to avoid any
interference from processing overhead. Power consumption of the sink nodes is
recorded by a Kaiseregg auxiliary machine. The clocks of all machines are syn-
chronized using NTP in order to relate the power consumption to the statistics
collected during benchmark runs.

5.6.2 Classical and Generalized Deduplication

The impact of data set properties are evaluated in a first comparison between
classical deduplication and GD, in particular how repetitive data chunks and
the mapping of data chunks to bases affects compression ratios for both ap-
proaches. These properties are best validated using synthetic data sets where
the properties can be well controlled. In order to generate synthetic data sets, a
generator creates a number of random messages of length k. These messages are
then encoded to append the parity bits and yield error-free codewords. With
respect to Hamming codes, the generator introduces a single bit flip for every
error-free codeword to obtain candidate codewords. Each candidate codeword
is then decoded in order to verify that it still maps to the same basis. If the
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Figure 5.5: Micro-benchmark on Raspberry Pi 4B

verification failed, then the codeword is reverted, a new bit flip is introduced
and verified until the codeword maps to the same basis. The generator can be
parameterized by the number of unique bases and the number of unique data
chunks.

Figure 5.4a describes in general the ratio given in nepes of data chunks
to basis for consecutive numbers of parity bits. The number of data chunks
mapping to a basis increases with the number of parity bits, respectively the
data chunk size. As the number of parity bits increases, the compression ratio
also increases. Deduplication is the favored approach over GD for data sets
with many repetitive data chunks as seen in Figure 5.4b. The problem of GD is
that despite deduplicating repetitive data chunks to the same basis, deviations
have to be stored as well. In the case of a data set with 2B data chunks
the storage overhead is so significant that storage requirements keep increasing
for GD. If instead data sets are composed of unique data chunks mapping to
the same basis as in Figure 5.4c, then it is still possible with GD to deduplicate
data chunks, whereas classical deduplication can no longer deduplicate any data
chunks. This last data set consists of a little more than a million data chunks
where the number of unique data chunks mapping to the same basis is increased.
The data size is approaching its minimum for as long as the number of unique
data chunks approaches the data chunk size. Afterwards the data size stagnates
as the storage requirements for deviations become more important.
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Figure 5.6: Macro-benchmark on Raspberry Pi 4B cluster.

5.6.3 Micro-benchmark

The micro-benchmark evaluates the local impact of classical deduplication and
GD on the Raspberry Pi for various generated synthetic data sets. Figure 5.5
shows the relation of the chunk size to the energy, compression ratio and through-
put. In Figure 5.5a GD is more energy-efficient than classical deduplication for
small chunk sizes except single bytes. As the chunk size increases both ap-
proaches level out requiring almost identical amounts of energy, despite the
computational overhead with GD. Beyond chunk sizes of 8 B GD achieves bet-
ter compression ratios than classical deduplication as outlined in Figure 5.5b.
At the largest chunk sizes between 1024 to 4096 GD has a two orders of mag-
nitude higher compression ratio than classical deduplication. This observation
is a direct consequence of the number of chunks mapping to a basis, shown
in Figure 5.4a. The throughput for either approach on a single thread peaks
at 34 Mbit/s as in Figure 5.5c. For chunk sizes smaller than 32B there is a
significant overhead limiting the throughput. This evaluation includes reading
data from memory, applying transformation functions, computing and looking
up fingerprints. It appears likely that frequent memory accesses are reason for
the overhead.

5.6.4 Macro-benchmark

A simple Hermes network with 16 Raspberry Pis is deployed for the macro-
benchmark evaluation of the protocol. The baseline for the evaluation are source
and sink nodes in pass-through mode where they send and receive raw data.
For every chunk size a dataset of exactly 1 GiB in size was generated. In order
to compare the results in Figure 5.6 of the macro-benchmark to the micro-
benchmark in section 5.6.3 one source and one client thread are executed per
Raspberry Pi. There is a computational overhead for 64 B chunk and smaller
sizes with a clear difference to the baseline. It should be noticed that for all three
modes energy is amortized until reaching chunk sizes of 64 B. As mentioned in
the micro-benchmark section 5.6.3, this amortization is likely related to minor
computational overhead from masking smaller than word-size chunks and mem-
ory accesses, since cache lines on the Cortex-A72 are 64 B wide [30]. Another
reason for the amortization could be the time resolution of power consumption
statistics by the UniFi PoE switch. Power consumption is updated every 4 to
5 seconds which reduces the accuracy in particular for shorter benchmark runs.
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The energy for 1024 B to 4096 B chunk sizes, which is larger than average IoT
data size, suddenly rises in GD mode. In this range, the Raspberry Pi reach
their memory limit due to additional data copies that are needed while prepar-
ing Hermes packets. Figure 5.6b shows the network traffic that is generated
by the different modes. Under ideal conditions, the baseline should always be
close to 1 GiB. The dip observed for small chunk sizes in the range of 1B to
64 B is because of lost packets as the network gets hammered with too many
small packets. The network traffic stabilizes in the range of 64 B to 512B as
fewer packets are sent across the network and network congestion is reduced.
With GD generated network traffic is reduced from 9 MiB to 5 MiB as chunk
sizes increase from 1B to 512 B, while for classical deduplication network traffic
starts to increase significantly beyond chunk sizes of 128 B. Between 64 B to
128 B seems to be the sweet spot where the number of unique chunks has the
upper hand on the number of duplicate chunks. The shape of the throughput
in Figure 5.6c is very similar to the shape in Figure 5.5¢ with the exception
of the drop in throughput for GD when reaching the memory limit. Dividing
throughput numbers by 16 closely matches the throughput numbers measured
for a single Raspberry Pi.

5.7 Discussion

Hermes is a new protocol that leverages GD as a novel lossless compression
technique which is particularly suited for IoT services. GD can exploit spacial
and temporal correlations of IoT data in order to achieve compression ratios
higher than classical deduplication and which can even exceed compression al-
gorithms [125]. This is made possible by generalizing deduplication and intro-
ducing transformation functions which systematically cluster similar data points
and which avoid comparison to other data points. These properties are very ben-
eficial for IoT devices which have limited resources and where commonly used
compression algorithms cannot be implemented.

The GD approach is decomposed by Hermes into individual modules that
can be distributed over the network. For example, resource limited source nodes
generate IoT data that is directly passed through an intermediate node which
applies the transformation function and deduplicates the data. This highly
flexible design does not compromise compression ratios or network bandwidth
and enables energy-efficient IoT deployments where loT devices can spend more
time in idle power states as there is fewer data to be send across the network.
The scalability of Hermes networks strictly depends on the storage capabilities
of intermediate nodes at the edge. More network bandwidth becomes available
close to clouds, at the core of the Hermes network, as more data can be cached
at the edge of the network. Scalability is the principal driving force for high
compression ratios across the entire network with GD.

Lossless compression is a key property of GD compared to other compression
techniques for IoT deployments. However, it is important to understand the
limits of GD which have been addressed in the previous evaluation. GD reaches
its maximum potential when data has small variation and is accumulated at
close distance. Under these circumstances data is mostly composed of unique
values that map to the same base value. If data is composed of mostly repeated
data points, then it is better to switch to classical deduplication approaches in
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order to avoid storage overhead from deviations. Current IoT cloud solution use
protocols besides CoAP that have not been designed for resource limited IoT
devices. Compression and deduplication mechanisms cannot easily be integrated
into these protocols because specific packet exchanges are required or other
limitations have to be considered. Packet header sizes are another important
factor for reducing network bandwidth and saving energy. Hermes attempts
to take all these properties for IoT services into account in order to provide
an energy-efficient and scalable protocol. GD is a powerful technique if used
correctly which addresses many of current and future challenges in IoT. There
is a lot more potential in this novel technology that is waiting to be explored.

Undervolting is the last technique that remains to be explored to specifically
improve the energy efficiency of IoT services in general. Thus far previous chap-
ters have demonstrated how energy efficiency in combination with scalability and
security is improved for secure as well as network-enabled IoT services. TEEs
provide hardware-based solutions for secure IoT services that surpass software-
based alternatives, such as homomorphic encryption, in terms of performance
and energy consumption. Network-enabled IoT services can take advantage of
spacial and temporal correlations exploited by the Hermes protocol in order to
reduce network traffic and allowing for longer idle periods as IoT devices needs
to spend less time transmitting data. Both approaches are complementary and
are, depending on the requirements, not necessarily applicable to IoT services
in general. The following chapter is exploring in particular undervolting as
an technique to improve the energy efficiency of cloud instances where, among
many other services, IoT services are deployed.
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Undermining Reliability With
Energy Efficiency

6.1 Introduction

The power consumption of processors depends on the manufacturing processes
and transistor count. Processor architectures are broadly divided into RISC and
Complex Instruction Set Computer (CISC) architectures. RISC architectures
follow a simple design philosophy with a reduced ISA that generally results
in programs with more instructions. CISC architectures include translation
processes which decompose instructions into sequences of microcodes. By as-
sembling microcode to sequences, more instructions can be expressed which
enriches the ISA of CISC architectures. As a result, RISC architectures can
be implemented using fewer transistors than CISC architectures, which reduces
the overall power consumption of processors.

Energy is an important resource of clouds. Cloud providers are continuously
upgrading their infrastructures to make use of energy-efficient devices and to
adapt to customer and market needs as well. The cloud market is dominated by
CISC architectures, in particular the x86 architecture, but recent cloud provider
offerings begin to include the ARM architecture [1, 8, 23, 40, 63| that is based
on a RISC architecture. The ARM architecture was originally designed for
low-power embedded and mobile devices before a new microarchitecture was
introduced by ARM in order to expand the architecture to the cloud market.

Public clouds are used in particular by large-scale IoT services for processing
and storing aggregated IoT data. The limited resources available on IoT devices
and on the edge are restricting the amount of data that can be processed and
stored on these devices. Instead, IoT services are designed to offload the data
to clouds where resources can be scaled depending on the requirements. The
processes deployed on clouds are critical to IoT services and provide as end-
points valuable insights into the nature of the collected data. If the obtained
results would get corrupted, then incorrect conclusions could be drawn from
the data. Data corruption can occur through soft faults when processors oper-
ate at critical supply voltages. Under these conditions instructions executed by
processors are no longer reliable and can lead to erroneous results. Critical sup-
ply voltages are reached by undervolting processors such that the critical path
delay of instructions is roughly equivalent to the inverse processor frequency.
Soft faults are hard to detect and can be mitigated through specific hardware
or independent and redundant software executions.

This chapter explores the risks incurring when operating ARM processors
at reduced voltage margins. More specifically a cloud infrastructure equipped
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with low-power ARM processors undervolted by an excessively economic and
malicious cloud provider is outlined in an exemplary manner. Raspberry Pis
are used in order to study the behavior of undervolted instances based on the
ARM architecture. Malicious cloud providers and users exploiting undervolted
instances to leak sensitive information [71, 288] are not considered, but instead
this chapter is answering the following two research questions:

1. Can cloud instances be undervolted in a stealthy way by cloud providers?
2. Can undervolted instances be detected by a cloud user?

The risk of operating processors at reduced voltage margins are summarized in
section 6.2 A study motivating undervolting and the use of ARM processors in
the cloud is given in section 6.3. Section 6.4 presents the state of the art while
section 6.5 introduces related work. The threat model is described in section 6.6,
where on the one hand the cloud provider is trying not to reveal the undervolted
state of the cloud infrastructure by setting up a strong adversary model called
the Scrooge Attack, whereas on the other hand the cloud user is trying to detect
any undervolted instances. The detection method of the cloud user outlined in
section 6.7 is then evaluated in section 6.8 on bare-metal and container instances.
Section 6.9 provides answers to the previously asked research questions.

6.2 The Risks of Reduced Voltage Margins

Before the introduction of the ARM Neoverse microarchitecture an ARM mi-
croarchitecture for server-grade platforms did not exist. OEMs and semiconduc-
tor manufacturers needed to either customize application-grade ARM microar-
chitectures or develop custom server-grade ARM microarchitectures. The AWS
Graviton processor [1] is an example of a customized application-grade ARM
microarchitecture used in AWS data centers. Custom-made ARM SoCs were
offered in form of business card instances by the cloud provider Scaleway [195].
There are even collocation offers by cloud providers to host, for example, Rasp-
berry Pis [295] in order to free resources on server-grade hardware. Because
ARM processors are low-power processors by design, they also dissipate less
heat and therefore require less cooling energy. Cloud providers can pack more
ARM devices in a rack than x86 devices due to these thermal inconveniences.
Consequently, energy and costs spent for cooling cloud infrastructures can be
reduced by using RISC architectures.

Modern processors have DVFS systems installed, which allow developers to
individually regulate the frequencies and voltages of processors. These mecha-
nisms were highly efficient as long as the majority of power consumed by pro-
cessors was dynamic. With the end of Dennard scaling [94] processors began
consuming more static power than dynamic power and the returns of these
mechanisms were diminishing [179]. Hence, new approaches were needed to
improve the energy efficiency of processors. Adjusting voltage margins is one
approach among many for reducing energy consumption of processors.

Voltage margins are determined by semiconductor manufacturers based on
the process variation and are applied uniformly for the entire processor batch.
The savings from voltage margins are less than those of DVFS systems and
appear negligible on single devices, but are important at scale and in particular
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Table 6.1: List of current and past server-grade ARM processors offerings by
cloud providers.

Processor Cloud provider
Ampere Altra ARMv8.2+ Equinix, Oracle
Ampere eMAG 8180 ARMvS8 Equinix
AWS Graviton ARMvS AWS
AWS Graviton 2 ARMvS.2 AWS
Marvell custom made SoC ~ ARMv7 Scaleway
Marvell ThunderX ARMvS8 Equinix, OVH Labs, Runabove, Scaleway
Marvell ThunderX2 ARMvS.1 Microsoft Azure

to cloud providers where they accumulate for each deployed processor. Reducing
the voltage margin of processors requires undervolting. Undervolting primarily
conserves energy and influences operating temperatures and core aging.

Cloud providers may have several reasons to undervolt their cloud infras-
tructure, either for energy saving or for cost saving reasons. Independent of the
intents of the cloud providers, there is a limit to the degree of undervolting that
processors can support. Undervolting cannot be applied arbitrarily and comes
at the cost of processor reliability. When a supplied voltage is insufficient to
drive the frequency of the processor, timing violations occur resulting in soft
or hard errors. Soft errors are recoverable and result in process failures, while
hard errors end in crashes and unavailable cloud instances. Unavailable cloud
instances caused by incorrect setups are typically covered by SLAs, which cloud
providers are avoiding as much as possible. A scrooge may certainly be willing
to take such risks by favoring cloud instance setups with soft errors over hard
errors to overcome SLA protections.

Undervolting has been exploited in recent attacks [166, 228| for gaining ac-
cess to sensitive information. However, the cloud user is confronted by a dif-
ferent threat model, in which roles have been reversed. Cloud instances can
be purposely undervolted by a powerful attacker, i.e., the cloud provider, such
that cloud users have to depend on potentially unreliable cloud instances. The
options at disposal of cloud users are restricted in order to uncover such hard
to detect errors, without physical access to instances or being able to directly
change supply voltages or frequencies. If access to frequency and voltage is re-
stricted, then cloud users can only indirectly influence them through CPU load
and core temperature. Kernel schedulers adjust frequencies and supply voltages
pairwise as OPPs of CPUs, based on the amount of remaining work, which is
given as CPU load. By increasing CPU loads on a processor, core temperatures
of the processor will rise as more heat is dissipated. With increasing core tem-
peratures the resistivity of the circuitry of the processor increases as well, which
is compensated by rising supply voltages using hardware or firmware. Cloud
users can manipulate frequencies and supply voltages through CPU load and
core temperatures in order to force soft errors by erroneous computations.

6.3 ARM Processors in the Cloud

ARM processors have in recent years found their way into clouds and data
centers. Table 6.1 lists server-grade ARM processors with the ISA and cloud
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Figure 6.1: Energy comparison of Raspberry Pi model B and x86 servers for
CPU-bound and memory-bound workloads.
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Figure 6.2: Normalized ETR with absolute errors for undervolted Raspberry Pi
model B platforms.

providers. The continuous performance improvements of low-power ARM pro-
cessors has made this architecture a compelling alternative to the dominating
x86 architecture. Latest server-grade ARM processors have 2 x to 4 X more
cores than current x86 processors. Figure 6.1 compares the energy consumption
per operation of Raspberry Pi models 3B, 3B+ and 4B to x86 servers for CPU-
bound and memory-bound workloads. The same CPU-bound and memory-
bound source code is compiled to binaries for both architectures. An AMD
EPYC and Intel Xeon Broadwell, Kaby Lake and Harpertown processors were
used as x86 processors. The energy consumption per operation between ARM
and x86 are comparable even with the large difference in power consumption.
There are no major differences between CPU-bound operations, but memory-
bound operations of all Raspberry Pi models consume more energy. The dif-
ference is due to small cache sizes and low memory transfer rates. For both
workloads, all Raspberry Pi models are more energy-efficient than the older
Harpertown microarchitecture.

Undervolting is applicable to low-power ARM processors with significant en-
ergy savings. Figure 6.2 shows the normalized ETR ratio at minimum supply
voltage for the Raspberry Pi model 3B, 3B+ and 4B. The 3B and 3B+ are
undervolted by —75mV while the 4B is undervolted by —15mV. Undervolt-
ing directly influences the energy consumption of operations without negatively
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affecting throughput. Energy efliciency improved due to undervolting on the
3B and 3B+ between 5% to 13% and on the 4B between 0% to 3%. The
downside of undervolting is the risk of introducing soft and hard errors due to
timing violation. Such errors can be avoided by carefully analyzing the guard-
bands of processors. Secure services deployed in clouds need to be particularly
aware of undervolting, because confidentiality and integrity guarantees can be
broken [166, 228].

6.4 State of the Art

6.4.1 Guardband Identification

Benchmarks are commonly used for identification and evaluation voltage mar-
gins. The SPEC CPU2006 has been used in [247] for identifying the voltage
margins on low-power and high-performance Intel processors. With the help of
the machine check architecture [151] in Intel processors recoverable and unre-
coverable hardware errors can be detected. The core voltages of the processors
were adjusted between benchmark runs and during evaluation errors were mon-
itored for determining crash points. Based on this method, it was observed
that voltage margins are 10 % on low-power and between 12 % to 15 % on high-
performance processors from nominal voltage. By reducing voltage margins up
to 20 % of power can be saved on both processors and operating temperatures
can be reduced by up to 25 %. It is important to notice that the cores in proces-
sors do not have identical behavior and that there are variations due to process
variation or positioning of the core within the processor layout.

In a similar way the guardband of a server-grade ARM processor has been
evaluated [246]. Without access to an architecture capturing hardware errors,
the system was characterized by a software-based approach that relied on per-
formance counters and linear regression for feature selection. Severity was intro-
duced as a metric in order to characterize the behavior of cores when undervolted
based on a classification of features. The severity metric is then expressed as
weighted sum of the selected features. During the evaluation of the severity met-
ric using SPEC CPU2006 and bwaves benchmarks, three distinct voltage regions
were identified. In the safe region no errors occur whereas in the unsafe region
abnormal behaviors are experienced, finally before in the crash region the system
fails. An interesting observation is that silent data corruptions are occurring at
higher voltage levels rather than corrected errors. Even on low-power architec-
tures it is possible to save up to 19 % energy by severity characterization of cores
without having identified their minimal voltage level. Reducing performance by
25% enables even higher energy savings of up to 39 %. By extending this ap-
proach using statistical methods for different feature selection methods [162], it
is possible to very accurately predict voltage margins with similar energy gains.
The correlation between the hardware counters and the minimal voltage level
combined with the severity is the key to accurate prediction models.

6.4.2 Micro Viruses

Micro viruses [245] provide a different approach for determining voltage mar-
gins on processors. These viruses stress specific components of processors, such
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as caches and pipelines, in order to test the limits of DVFS and accurately
determine the minimum voltage level [37, 104, 316]. The time needed for iden-
tifying voltage margins using this approach is reduced by more than one order
of magnitude with little to no loss in accuracy compared to benchmark ap-
proaches. Benchmark approaches run several workloads for covering as many
components of processors as possible which is a very time consuming process.
Power viruses, such as SYMPO [111], MAMPO [112], MPrime [128] or stress-
ng [6], are benchmarks which maximize power consumption of processors. How-
ever, power viruses cannot be used for voltage margin determination because
power consumption and minimal voltage levels are not correlated [245]. Min-
imal voltage levels are depending on the critical path of instructions executed
by processes. It is possible that two distinct processes have the same power
consumption but different minimal voltage levels due to the nature of their
instructions.

6.4.3 Online Monitoring Daemon

The problem with benchmark or micro virus for guardband identification is
that minimal voltage approaches are error prone and can lead to system fail-
ures [244] because they do not capture all possible workloads in deployed sys-
tems. Oftentimes minimal voltages are determined individually per core and do
not take into account multithreaded workload deployments. As the thread count
is increasing, dependency of minimal voltages on the nature of the workload is
weakening and frequency as well as core allocation have stronger influences. In-
stead, a daemon monitoring workloads online could make dynamic adjustments
to core allocation for workloads, voltage and frequency in order to minimize en-
ergy consumption. This approach is minimally interfering with performance of
workloads due to the daemon monitoring concurrently all executing processes.
Evaluations on two server-grade ARM processors using 35 different workloads
have demonstrated that this approach can save up to 25 % energy at the cost of
up to 3% in performance. In comparison to static approaches like guardband
minimization, this approach saved 2 x more energy. A major contribution in
energy savings is in particular due to dynamic frequency adjustments and core
allocation of workloads.

6.4.4 ParaMedic and ParaDox

ParaMedic [16, 17] exploits heterogeneous cores in processors in order to provide
error resilience. Main cores have an out-of-order pipeline and are superscalar,
while checker cores have an in-order pipeline, operate at lower frequency and
are area as well as power efficient. Multiple checker cores are assigned to a
single main core in the ParaMedic architecture. Computations on main cores
are at runtime divided into segments of contiguous instructions. At the end of
every segment a checkpoint is taken, which launches a checker core with the
latest checkpoint for recomputing the segment and validating the state of the
main core. When the state of the checker core diverges from the state of the
main core, an error has been detected. The state is then rolled back to the last
checkpoint and execution is resumed. In order to allow recomputing states of
the main cores, a log of all load and store instructions with the memory address
and value is kept in SRAM. Main cores have to wait at checkpoints for checker
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cores to become available. All execution is duplicated and the architecture has
the advantage to run without ECC in the main core.

ParaDox [18] is an extension to ParaMedic with control over frequency and
voltage to influence energy consumption and error rate of the architecture. The
architecture can dynamically adjust to the error rate by increasing the length
of segments at low error rates or decreasing the length of segments at high error
rates. In case the voltage is set too low for a workload and error rates increase,
the system can dynamically adjust voltages to bring the system back into the
safe region of operation and reduce error rates. ParaDox keeps track of the
highest voltage setting at which errors occurred for every application. In a first
phase ParaDox targets an error-seeking region for applications in order to define
voltage reference points when an error occurs. These reference points define a
voltage region at runtime for applications with optimal power consumption but
where errors can still happen. Every 100 errors these reference points are re-
set for readjusting voltages in case applications have changed their operational
behavior. Voltage spikes in the system can lead to further errors and are avoid-
able by temporarily reducing the frequency when errors occur. However, in
some situations reducing the frequency can result in timing violations and volt-
age adjustments are unavoidable. ParaDox has been evaluated in a simulation
and estimations indicate a 22 % reduction in power consumption at error rates
of two orders of magnitude higher than for ParaMedic.

6.5 Related Work

6.5.1 Undervolted Wireless Sensor Networks

Nodes in wireless sensor networks can benefit from undervolting with longer
uptime and availability of the network. For an undervolted wireless sensor
network hardware prototype using an ATmegal284p [173] the impact of tem-
perature on microcontrollers and transceivers is evaluated. The problem with
some microcontrollers is the dependency between frequency and voltage. Mi-
crocontroller frequencies generated from linear electronic oscillators depend on
the voltage level. Frequencies are lower than nominal frequencies by undervolt-
ing which can affect certain instructions and render time critical processes or
asynchronous communication unreliable. No failures appear until undervolting
reaches 10 % of nominal voltage when failure rate sharply rise to up to 100 %
failures. The microcontroller clock rate can be recalibrated to a nominal rate in
order to mitigate errors and make the system reliable. It was observed that lower
temperatures require higher supply voltage while higher temperatures require
lower supply voltages. However, raising temperatures for reducing supply volt-
ages is not ideal because of accelerated core aging [265]. The transceiver saved
about 7% energy by undervolting and no change in received signal strength
indicator or link quality indicator at 1m distance was noticed. Combining all
energy savings from undervolting microcontroller and transceiver under various
temperatures, up to 42 % of energy per clock cycle could be saved.
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6.5.2 Plundervolt

Plundervolt [228] is a software-based attack against Intel SGX enclaves in which
faults are injected by undervolting CPU cores. The attack exploits an undoc-
umented Intel Core voltage scaling interface in order to target instructions ex-
ecuted by SGX enclaves and make them unreliable. Several x86 instructions
were evaluated for fault injections such as arithmetic and bit-wise instructions
of which multiplication instructions faulted. It is assumed that the length of
the critical path and the complexity of the circuitry are possible reasons that
faults can be injected. Similar observations were made for other instructions
that presumably have complex circuitry like for example AES-NI. A program
containing an infinite multiplication loop could be terminated by invalidating
the loop test condition through undervolting the CPU core and injecting a bit
flip error. This bit flip error was occurring outside and inside of SGX enclaves.
Further investigation of the bit flip error revealed that either between one to five
bits were flipped or all most significant bits were flipped. By changing the pro-
gram and limiting the number of multiplications, higher undervolting needs to
be applied in order to inject fault during program execution. Process variation
between two identical processors resulted in different conditions under which
faults could be injected. Temperature is affecting undervolting so that with
lower temperatures higher undervolting needs to be applied for fault injection.
Using these insights the authors could extract cryptographic keys from SGX
enclaves or redirect EPC page lookups to attacker controlled memory pages
by faulting array index addresses. In order to mitigate this attack, Intel has
disabled the voltage scaling interface by a Basic Input/Output System (BIOS)
update. This attack not only broke the confidentiality guarantees of SGX it was
also the first attack to break the integrity guarantees.

6.5.3 Dynamic Undervolting at Runtime

Minimum voltages can be individually determined for applications of which
the highest among the minimal voltages is statically applied to voltage do-
mains. This approach, however, is not optimal because the same undervolting
is applied to all applications independent of their workload. More energy can
be saved by dynamically adjusting undervolting for applications based on the
workload at runtime. Context-aware dynamic undervolting mechanisms at the
OS level can take workloads into account and provide application-specific un-
dervolting at runtime. CADU [199] is a prototype that can also differentiate
between user- and kernel-level code for individual undervolting adjustments.
The prototype is implemented as Linux kernel extension, performing only volt-
age scaling and no frequency scaling on unmodified applications. Applications
are characterized offline in order to determine their safe minimum voltage, using
binary search between nominal voltage and —300 mV undervolting. The mini-
mum voltage setting is considered safe when the application did 10 consecutive
executions without failures. Context switches and system calls trigger callback
functions for CADU to adjust undervolting to the next thread to be executed.
In case the undervolting has to be reduced, i.e., the supply voltage needs to
be raised, CADU waits for the voltage domain to reach the appropriate supply
voltage before scheduling the thread. Power savings are split into 24 % due
to static undervolting, 4 % due to inter-application variability and 2% due to
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intra-application variability. The evaluation indicates that power consumption
of the processor can be reduced by 6 % to 30 % compared to static undervolting
approaches. An overhead between 0.5 % to 0.8 % is introduced by the prototype
on average across several benchmarks due to decision taking and waiting for
voltage domains to reach target voltages.

Alternative software-based approaches integrate undervolting functionalities
in the DVFS governor of OSs [172]. Pipelines are frequently interrupted by
events in particular when processes interact with the hardware. As a result, safe
minimum voltages for processes change dynamically at runtime. The approach
determines offline first minimum supply voltages individually for all cores and
then combined core minimum supply voltages. In a second phase processes are
profiled using performance counters in order to determine their interactions with
the CPU. Results acquired from these two phases are fed into a data model for
single-threaded execution and a data model for multi-threaded execution for
determining safe minimum supply voltages. The two models are then deployed
to the governors which dynamically adjust supply voltages based on the model
predictions and processor load. Problems with single-threaded workloads for
determining minimum supply voltages are optimistic margins. Therefore, it is
necessary to profile voltage margins also for multi-threaded workloads in order
to capture complex interactions. Compared to the standard P-state DVFS
governor, the model-based approach saved 42 % more energy on the Skylake
microarchitecture and 34 % on the Haswell microarchitecture.

6.6 Threat Model

6.6.1 The Scrooge Cloud Provider

The cloud provider is considered to have full access to the infrastructure and
the physical machines. Physical machines are undervolted by the cloud provider
and use ARM processors for additional power savings. The undervolting is done
statically so that the minimum voltage is configured in the safe region and as
close as possible to the critical region for instances to run stable without failures
or errors. Firmware configurations are not accessible by cloud users. The cloud
provider is running a PITM attack on firmware requests. Any read requests to
the firmware are intercepted and manipulated by the cloud provider in order to
hide the undervolted configuration of the infrastructure and which is not made
oblivious to users.

6.6.2 The Curious Cloud User

Curious cloud users intend to uncover any suspicious, hidden or obfuscated ac-
tivities going on in the background of instances. Access to cloud instances is ex-
clusively provided over remote connections to cloud users. Under regular setups
cloud users can simply lookup instance configurations or query the firmware
for identifying undervolted states. However, when configurations or firmware
queries are forged, cloud users have a much more difficult stand to uncover and
proof that instances are undervolted. User space lacks a tamper-proof message
exchange with the firmware that is confidentiality and integrity protected and
cannot be changed when traversing the kernel layer. This mechanism is essential
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Figure 6.3: State machine describing cloud provider actions to obfuscate under-
volted states of cloud instances

for detecting undervolted processors.

Kernel warnings or kernel panics during system boot or at runtime are hints
to cloud users that instances are undervolted and operating in the critical region.
These warnings and panics are not specific and can contain all kinds of errors
resulting from undervolted processors. In particular when instances require
more time than necessary in order to become available, then there is a possibility
of a failed boot attempt due to the kernel crashing. The boot process is typically
logged by the OS and can be accessed by system administrators. It is assumed
that the cloud provider can tamper with boot logs and cloud users cannot rely
on the information that is stored in these logs. The TCB is limited to the
software supplied by the cloud user.

6.6.3 The Scrooge Attack

The cloud provider makes undervolted ARM instances available to its cloud
users that are indistinguishable from instances operating at nominal voltages.
Configurations, tools and firmware hide the undervolted state of instances and
presents cloud users forged values mimicking nominal voltage settings. This
requires mechanisms intercepting requests targeting the voltage setting in which
undervolted values are substituted by nominal values.

Figure 6.3 describes which actions the cloud provider needs to take during
the cloud instance lifecycle in order to prevent the undervolted state from leak-
ing to the cloud users. The cloud provider has to make sure that newly launched
cloud instances by cloud users are deployed with the undervolted configuration.
Once the undervolted configuration has been applied by the firmware, the con-
figuration should no longer be accessible when the cloud users log into their
instance. During the boot process the undervolted configuration has to be sub-
stituted by a nominal configuration (Fig.6.3-@) before reaching the deployed
state and granting access to cloud users. Hidden or obfuscated system services
can do this substitution during the boot process. An alternative approach using
trusted OSs or auxiliary devices [2] can do the substitution during early boot
without involving the OS. The file system cloud users find on their system might
not be the file system they launched. Configurations, firmware and tools could
have been substituted during the boot process depending on the undervolting
mechanisms. The nominal configuration has to be substituted for the under-
volted configuration (Fig.6.3-@) when instances are shut down or rebooted.

For deployed instances any read requests for core voltages have to be in-
tercepted at runtime and substituted by plausible nominal voltage values. A
kernel driver located between user space and hardware will be communicating
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with firmware or accessing model-specific registers. Requests can then be inter-
cepted either by tools in user space or by kernel drivers (Fig.6.3-®). Intercepted
requests are forwarded (Fig.6.3-@) and undervolted voltage values are returned
(Fig.6.3-@). The tool or kernel driver then substitutes the returned undervolted
voltage value by some forged nominal value, for example, by adding the volt-
age offset to the returned value. After substitution, the answer containing the
forged nominal value to the read request is returned back to user space (Fig.6.3-
®). Read requests could be delegated to TAs under the control of the cloud
provider, which is a more costly alternative for the cloud provider but provides
higher confidentiality.

The outlined interception mechanisms need to be adjusted if cloud users
are allowed to deploy their own kernels. Under these circumstances the cloud
provider can no longer intercept read requests in user or kernel space. Instead,
interception mechanisms have to be integrated into the hypervisor and substi-
tutions need to be performed in a similar way as described for kernel drivers.

The cloud provider is assumed to be very powerful and to make use of the
previously described mechanisms in order to obfuscate the undervolted state of
cloud instances. From the cloud providers perspective the efforts are practica-
ble and highly beneficial. Cloud users are confronted with an untrustworthy
situation in which they can never be sure to receive genuine voltage values from
read requests. Without an integrity protected message exchange with firmware
or physical access to cloud instances, cloud users are unable to verify the au-
thenticity of voltage values and have to assume that all values are forged.

6.7 The Detection Method

The threat model described in the previous section 6.6 does not allow cloud users
to define specific conditions for the detection method to uncover the scrooge
attack. Cloud users have to rely on parameters the cloud provider has little
influence on. The processor load and the package temperature are closely con-
nected parameters to which the cloud user has limited margins for adjustments.
Simple CPU-bound programs can be used to put the processor load under max-
imum load. These programs should have similar properties to power or micro
viruses and specifically target one component of the processor. The multipli-
cation program used in [228] is ideal for this purpose because not only does
it maximize the load and power consumption but also can monitor the pro-
gram itself. Self-monitoring can be implemented for arithmetic computations
by verifying the result. By repeating the same arithmetic computation in a
loop, load is maximized and faults can immediately be identified from incorrect
results. The processor is operating at the highest frequency under maximum
load. Under these circumstances lots of heat is dissipated by the processor and
package temperatures are rising. Faults are injected with rising temperatures as
a result of timing violations. The highest probability to inject faults is reached
when temperatures are no longer rising. Firmware throttling is enabled at high
temperatures to prevent the processor from taking damage.

For the CPU-bound program two random numbers are generated at the be-
ginning and then multiplied in an infinite loop while altering the position of
the multiplier and the multiplicand. After each multiplication operation the
results are verified because it was observed in [228] that the position of the mul-
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tiplier and the multiplicand can lead to faulting instructions. Instructions fault
depending on the complexity of the circuitry that implements the instruction.
Complex instructions tend to fault more easily than simple instruction. The
detection method is customizable under this aspect to either generate faults or
provoke faults in concurrently running processes. The later behavior is favor-
able because it allows the detection method to run until multiple failures in
system relevant processes render the instance unavailable. Undervolted cloud
instances are identifiable by continuously provoking faults in system processes
until reaching the crash point. Cloud users can execute one CPU-bound pro-
cess per processor core in order to maximize load and heat dissipation while
monitoring the instance for failures.

The success rate of the detection method depends on the remaining voltage
margin after undervolting and the cooling system used in the data center. Wide
voltage margins require higher temperatures for faults to occur and vice versa.
Cooling systems are less problematic because temperature rates are primarily
influenced and consequently the runtime of the detection method is prolonged.
The better the cooling system the simpler should the instruction be in the CPU-
bound program. As the runtime of the detection method increases, so does the
probability to inject a fault in one of the threads of the detection methods.

The cloud provider is limited in preventing the detection method from re-
vealing the scrooge attack. On the one hand the cloud provider could configure
a soft limit temperature that would throttle instances and limit fault injections.
This counter measure could backfire in case of demanding regular workloads in
which case cloud users would change to competing cloud providers with better
performing instances. On the other hand the cloud provider could increase the
voltage margin but this would defy the purpose of the scrooge attack and re-
duce profits from savings on the electricity bill. Despite having a very strong
adversary in this threat model, there are still ways to enable detection methods.
What is in particular interesting with this scenario is the simple design of the
detection method compared to all counter measures put in place by the cloud
provider to mount the scrooge attack.

Instance failures are covered by the SLA as long as the cloud provider is
at fault because of some misconfiguration or because assured QoS parameters
are not met. SLAs might distinguish between single-instance deployments and
multi-instance deployments. In case of single instance failures cloud users need
to provide evidence that sufficiently support the claims in order to be covered
by the SLA. For multi-instance deployments all instances have to become simul-
taneously unavailable for being eligible to make use of the SLA. System log files
provide the necessary supporting claims demonstrating that the faulting pro-
cess was not the primary process running on the instance due to non-selective
fault injection. In some cases the faulting processes might even be under con-
trol of the cloud provider. All this becomes a lot trickier with multi-instance
deployments, in which case many factors make simultaneous instance failures
non-deterministic. For example process variation plays into the hands of cloud
providers and helps to obfuscating the undervolted setup. Given the complex-
ity of simultaneous failures for multi-instance deployments, the scope of the
detection method is limited to single-instance failures.
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6.8 Evaluation

The Raspberry Pi is used as platform for mimicking ARM-based cloud instances.
First, the experimental setup describes how to automate a temperature-based
guardband analysis and defines the configurations to run the evaluations under
realistic data center conditions. The throttling behavior of the firmware needs to
be understood before any attack parameters can be determined. For each model
safe, critical and failure voltage regions are characterized by a temperature-
based guardband analysis. Probabilities for successfully identifying undervolted
instances are determined under various configurations by studying the faults
that occurred during the guardband analysis. Afterwards, appropriate param-
eters are determined by the cloud provider in a series of benchmarks in order
to mount the scrooge attack and profits from undervolting are estimated. An
analysis of the benchmark results can also be used by cloud users for choosing
suitable types of programs for the detection method. The section concludes
with an evaluation of the detection method deployed on undervolted bare-metal
and container instances.

6.8.1 Experimental Setup

For the evaluation the latest three Raspberry Pi models 3B, 3B+ and 4B are
used. A single SD card is used for all three models with Raspbian Buster
as OS and firmware versions from June 2020. All measurements are taken in
an air conditioned room at (24 £ 1) °C under realistic data center conditions.
The Raspberry Pis are connected over Ethernet to the network and have a
SSH daemon running for remote connections as well as the NTP enabled for
clock synchronization. An auxiliary machine monitors the Raspberry Pi over
UART besides which no other peripherals are connected in order to minimize any
interference. The auxiliary machine records the power consumption during the
evaluation over Bluetooth from the PowerSpy. NTP is enabled on the auxiliary
machine for correlating the power consumption to the benchmarks running on
the Raspberry Pi. The previously described setup has been fully automated
under manageable effort with the help of a network-capable power strip.

6.8.2 Firmware Throttling

The Raspberry Pi 3B+ is the only model for which the firmware is defining a
soft limit temperature of 60 °C. By default the 3B+ operates at higher supply
voltage and is overclocked despite using the same SoC as the 3B but with bet-
ter voltage regulators and a better thermal design. Soft throttling could be a
viable mitigation technique against the detection method depending on the per-
formance loss. What is known from the official documentation is that frequency
and voltage of the SoC are reduced in order to decrease heat dissipation. For
the evaluation a multiplication benchmark is used and the CPUFreq governor is
set to performance. The exact behavior is not described in the documentation,
so table 6.2 presents empirically determined parameters. A consistent behav-
ior is observed for all overvoltage levels, where CPU core frequencies f,,,, are
reduced by 200 MHz and supply voltages V., are lowered by 106 mV which is
the equivalent of four levels. There are two exceptions to the voltage stepping
of 25 mV which are from nominal level —1 — —2 with —32.2mV and from soft
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Table 6.2: Soft limit (SL) firmware throttling on the 3B+

OV level Vg [V] fam [MHz] VSE [V] £ [MHz]
0 1.3750 1400 1.2688 1200
-1 1.3500 1400 1.2375 1200
-2 1.3188 1400 1.2125 1200
-3 1.2938 1400 1.1875 1200

Table 6.3: Limit temperature (L) throttling on the 3B and 4B

Model VL _ [V] L . [MHZ]
3B 1.2813 {1034,1087,1141,1195,1200} {400}
4B 0.8500 {1000, 1500} {333,500}

limit level 0 — —1 with —31.3mV. The soft limit essentially downgrades the
3B+ to a 3B.

Thermal runaway of the SoC is prevented by the firmware at the limit tem-
perature of 85°C for all models. The 3B+ is not included in this evaluation,
because the soft limit throttling makes it extremely difficult to reach the limit
temperature [294]. Again, a multiplication benchmark is used and the CPUFreq
governor is set to performance for determining the parameters shown in ta-
ble 6.3. An interesting difference between the soft and the limit temperature is
that the limit temperature only reduces the frequency while the supply voltage
stays the same for both models. This affects only the dynamic power consump-
tion of the SoC leaving the static power consumption untouched. The frequency
columns f2 and f _ indicate sets of frequencies that the firmware will apply
in order to reduce the temperature. CPU core frequencies f- of the 3B are
reduced in steps of 54 MHz. The 4B reduces the CPU core frequency in a single
step by 500 MHz and also reduces the GPU frequency f% . by 167 MHz.

Both the soft and limit temperature throttling are reducing the CPU core
frequency by 15% on the 3B and 3B+. The limit throttling on the 4B reduces
the CPU core frequency even by 33 %. These are significant performance losses
that will limit the fault injection rate of the detection method. However, the
throttling does not appear to be a viable mitigation technique as it severely
impacts performance and could affect highly demanding cloud workloads.

6.8.3 Temperature-based Guardband Analysis

The temperature-based guardband analysis is used to dynamically determine
minimum voltages for the safe, critical and failure voltage regions. This ap-
proach is capable of capturing voltage adjustments made at runtime by an AVS
system. The analysis is divided into the following stages. First, the OS is booted
with an undervolted SoC. In a second stage, the temperature of the SoC is ad-
justed either actively or passively in order to reach the starting temperature of
the benchmark. As soon as the starting temperature is reached the CPUFreq
governor set to performance and a benchmark is executed for determining the
minimum voltages and monitoring the failure rate of the undervolted configu-
ration. This procedure ensures that the benchmark is starting at a well defined
temperature and at constant maximum frequency. Finally, when the benchmark
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was successfully executed, the CPU core voltages are reduced in the configu-
ration and the system is rebooted. These stages are repeated until either the
system crashes due to too many faults or because the system can no longer boot
as a result of insufficient supply voltage.

Figure 6.4 shows the safe, critical and failure voltage regions for a temperature-
based guardband analysis using a multiplication benchmark that was executed
in a single-threaded process by a billion loop iterations. The result of the mul-
tiplication is verified by the benchmark after each loop iteration. In the safe
region depicted by the blue color no failures occurred during benchmark ex-
ecution. Further undervolting into the critical region depicted by the yellow
color resulted in occasionally failing processes. Undervolting into the failure re-
gion depicted by the red color rendered the system unusable. Nominal voltages
depicted as connected black bullets are defined conservatively with a sufficient
margin to the critical region. Never throughout the entire guardband analysis
of the three Raspberry Pi models did the multiplication benchmark identify an
incorrect product. It appears that the multiplication instruction is not on a
timing critical path, even in the critical region, and faults are primarily injected
in other processes.

Undervolting has a direct dependency with the temperature of the SoC as
show by Figure 6.4. In particular with the Raspberry Pi 3B voltages of all re-
gions are slightly rising with increasing temperatures. These voltage increments
are due to the AVS system making adjustments based on the temperature of
the SoC. The mechanics of the AVS system on the Raspberry Pi are unknown
so far but the results of the temperature-based guardband analysis indicate that
temperature is an input parameter. Resistivity of the circuitry increases with
temperature which is the reason for the voltage adjustments by the AVS sys-
tem. The Raspberry Pi 4B was missing overclocking support from the firmware!
at the time of evaluation and could only be undervolted once to level —1 by
—15mV. Connected blue triangles indicate the undervolting limit for the Rasp-
berry Pi 4B in Figure 6.4. Some basic overheating protection is observed in the
range of 50°C to 70°C lowering nominal voltage by —12.5mV. According to
the temperature-based guardband analyses —75mV for the 3B, —75mV for the
3B+ and —15mV for the 4B are the ideal undervolting configurations within
the safe region.

Ihttps://www.raspberrypi.com/documentation/computers/config_txt.html#overclocking-
options Last accessed 28.01.2022
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Figure 6.5: Temperature-dependent failure rate of Raspberry Pi model 3B and
3B+ at nominal and undervolted levels.

6.8.4 Implications on the Detection Method Success Rate

In order to produce the guardband analyses in Figure 6.4 741 measurements
were run in total to determine safe parameters. Failures occurred in 265 of
the 741 measurements that were either critical or crashed the system. The OS
diagnoses the type of failure occurring in processes on the ARM architecture
by consulting the Exception Syndrome Register [28]. An analysis of the 265
failed measurements identified 407 failed processes in which the following five
types of failures occurred: (1) 46.4 % paging requests, (2) 26.7 % freeze during
boot, (3) 20.3% NULL pointer dereferences, (4) 5.4 % read from unreadable
memory, and (5) 0.9% write to read-only memory. All other types of failures,
besides (2), generate a kernel oops, which are situations were the OS identified
misbehaving processes and were execution of the system can possibility resumed.
The diagnose of the kernel oops is written to the system log by the OS provided
no error occurred in the meantime. Execution cannot be resumed after processes
failures in case of missing dependencies or unavailable system resources. In
particular when a kernel oops occurs in an interrupt handler the OS immediately
raises panic and halts the system.

Figure 6.5 presents failure rates for the Raspberry Pi 3B and 3B+ models
depending on the temperature for the 265 failed measurements. The Raspberry
Pi 4B is not included in this figure because of the missing undervolting support
in the firmware. Within the safe region and at nominal voltage no faults could be
injected into the system during the measurements. At 60 °C the highest failure
rates are observed on the 3B with 90 % and on the 3B+ with 40 %. Failure rates
are shifting towards lower temperatures with more aggressive undervolting. In
case of a —100mV undervolting configuration, failures can reliably be injected
at 40°C on both models. At 70°C failure rates are dropping on both models.
Soft temperature throttling is the cause for the drop on the 3B+ but for the 3B
no real reason could be identified. Among the 407 failed processes 33 unique
processes were identified of which 34 % are user processes, 15 % kernel processes
and 51 % unknown processes. The failed measurements do not contain a single
instance of a failed multiplication benchmark.

6.8.5 Profit

Using benchmarks is an inexpensive and reliable option for evaluating the un-
dervolt configuration of a system. stress-ng was the benchmark of choice since

102



it provides a wide variety of stressors targeting specific OS functionalities. Sur-
prisingly, not a single stressor failed during the execution of the benchmarks on
the three models. A total of 169 stressors were executed sequentially with a
runtime of 60s. This is an affirmation for the cloud provider that the undervolt
configuration determined in section 6.8.3 is sufficiently stable. These observa-
tions reconfirm what the state of the art had mentioned in section 6.4.2, that
power viruses cannot be used for determining minimal voltage levels because
there is no correlation to power consumption. The cloud provider has the er-
roneous belief that the undervolt configuration will keep the majority of cloud
workloads within the safe region. Power viruses are not optimized for specific ar-
chitectures and do not push components of processors to their limit. Additional
functionalities implemented in power viruses generate sufficient overhead that
prevents reaching these limits. Collecting statistics or verification of results are
examples of such additional functionalities. Furthermore, these evaluations are
usually not done under extreme conditions and only for a limited time because
they are very time-consuming. Given these circumstances, this is an exploitable
attack vector to push processors to their physical limits. The principle of the
detection method is based on the idea to trip processes from the safe region into
the critical region by raising temperatures through putting the processor under
heavy load and consequently shifting regions limits. What makes the detection
method particular is that there are no specific requirements for the program
putting the processor under heavy load. Instead, the detection method relies on
concurrent processes to fail because they happen to execute instructions that
lie on the critical path.

The heat map in table 6.4 shows the ratio of ETRs for the undervolted
and nominal configurations of the three Raspberry Pi models. Only the results
of 27 of a total of 169 stressors are shown in the heat map. Measurements
are divided into active and passive cooling setups. The ratios do not include
energy consumed by the cooling solution because there is a wide range of cooling
solutions which normally differ among cloud providers. Whether gains from
passive cooling outweigh the costs of active cooling solutions is outside the scope
of this evaluation and remains an interesting and open question. Higher energy
efficiency is achieved in general on the 3B+ and 4B by actively cooling. The
energy efficiency gains on the 4B are limited because of the missing undervolting
support. Some stressors, such as hrtimers and judy, are 20 % respectively 7 %
more energy-efficient with passive cooling on the 3B+. Examples of stressors
that are more energy-efficient on the 4B with passive cooling are the futex
stressor with 14 % and the sysfs stressor with 13 %. The 3B is an exception where
18 out of the 27 stressors are on average 4 % more energy-efficient using passive
cooling. Occasionally, on the 3B+, it was even possible to successfully execute
stress-ng benchmarks with undervolting set to —100mV and active cooling.
Average and maximum energy efficiency gains are summarized in table 6.5.
stress-ng covers a wide spectrum of functionalities such that there is a large
variance in the number of operations between stressors. Stressors with large
numbers of operations are more energy-efficient since they do more operations
in the same timeframe.

103



Table 6.4: STRESS-NG ETR heat map indicating the relative energy efficiency
for an undervolted setup compared to a nominal setup. The darker the shade,
the more energy-efficient the stressor ran.
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Table 6.5: Summary of energy efficiency gains

Cooling Model Avg ETR Max ETR stressor Max ETR

3B 5% hrtimers 10%
active 3B+ 6 % fork 6 %
4B 2% hrtimers 30 %
3B 9% hrtimers 37%
passive 3B+ 6 % hrtimers 20 %
4B 1% futex 16 %

6.8.6 Detecting the Scrooge Attack

The scrooge attack is deployed by the cloud provider on passively cooled bare-
metal and container instances on the 3B and the 3B+. Container instances
were deployed on the Raspberry Pi using a small Kubernetes cluster. Virtual
machines were not included in the evaluation because they are impracticable on
the Raspberry Pi. The detection method is deployed by the cloud user over SSH
connections to the bare-metal and container instances. Parameters relevant for
the detection method are the runtime and the temperature. Cloud users can
coordinate detection method runs if those two parameters were quantified, in
order to simultaneously crash cloud instances.

The histograms in Figure 6.6 indicate the runtime and temperature buckets
for 30 instance crashes. Temperatures of instance crashes are in line with the
failure analysis from the temperature-based guardband analysis in section 6.8.4.
Runtimes do not cluster as much and crashes are spread over a wider range. The
runtime parameter is difficult to control and depends on the heat dissipation of
the processor and the rate of the rising temperature. The histograms indicate
a clear difference for the thermal designs of two models. Bare-metal instances
were crashed on the 3B by the detection method on average after 175s at 62°C
and container instances after 30s at 62°C. On the 3B+ bare-metal instances
were crashed by the detection method on average after 145s at 62 °C and con-
tainer instances after 250 s at 62 °C. An interesting observation is that container
instances crashed on the 3B earlier than bare-metal instances. Additional com-
puting requirements for the container environment may explain this behavior.

6.9 Discussion

Undervolting improves the energy efficiency of processors in general and cloud
providers can increase energy efficiency on average by 5% and up to 37 % for
specific workloads on ARM processors. By undervolting their own cloud in-
frastructure, cloud providers lower the margin of error but undergo major risks.
Reliable detection of undervolted cloud instances by cloud users exploits the low
margin of error through critical environments. The detection method relies on
simple programs putting the processor under heavy load and maximizing power
consumption in order to raise temperatures. Power or micro viruses are ideal
candidates for such programs because they can be written using simple instruc-
tions that are less prone to timing violations under critical conditions. This is
an important property which allows these programs to run until cloud instances
become unavailable due to unrecoverable crashes. The detection method is
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scalable which helps adjust the failure injection rate and the crash time. Cloud
providers can to some extend defuse the detection method by an active cooling
system. The question that has not been addressed by this work is whether gains
from undervolting the infrastructure outweigh costs for such cooling systems.

For cloud users the options to detect undervolted ARM instances remain
very limited. Violation of the SLA through crashing instances by non-selective
fault injection into other processes circumvents all security mechanisms installed
by cloud providers hiding the undervolted state. Faults are injected by gradually
pushing processors towards critical thermal conditions. These critical thermal
conditions are reached by maximizing the load and power consumption of the
processor in order to dissipate heat that raises temperatures. The temperature-
based guardband analysis in section 6.8.4 clearly indicated increasing fault in-
jection rates at higher temperatures. AVSs are designed to mitigate core aging
and adjust platform parameters at runtime for optimal operational settings un-
der various conditions. In case of the Raspberry Pi it remains unclear whether
the adjustments made by the AVS are insufficient because they are specifically
designed for nominal operation or that adjustments are limited to prevent ther-
mal running. If the AVS had made larger adjustments, then it would not be
possible to make use of the previously outlined detection method. The presented
detection method is a proof of concept that requires further refinement in or-
der to enable simultaneous crashes in multi-instance deployments and accurate
prediction of crash times. Deterministic fault injection is a difficult objective to
achieve as it depends on many factors the cloud user cannot influence. These
factors are the instruction circuit design, process variation, executing processes
and scheduling. Most of these factors are inherently random and cannot easily
be influenced. The answers to the initially posed research questions in section 6.2
are as follows.

1. The cloud provider has many options to hide the undervolted state of
the infrastructure. A mechanism must be installed that intercepts read
requests from cloud users and substitutes undervolted values by nominal
values. This mechanism can then be installed in the user space, kernel
space or firmware depending of the cloud instance type.

2. The cloud user can detect undervolted instances without having to ac-
cess the undervolt configuration. Faults are injected through power or
micro viruses by reaching critical thermal conditions. Non-selective fault
injection and imprecise control over crash time remain drawbacks.

Clouds can benefit from undervolting because of conservative voltage mar-
gins defined by processors manufacturers. Extreme undervolting close to the
frontier of the critical region should not be the goal. As demonstrated by this
chapter, the reliability of instructions and the stability of instances are at stake
when operating near critical voltage margins. Even moderate undervolting re-
sulting in minor power savings may accumulate to significant energy savings
over the scale of the entire cloud infrastructure. In order to enable undervolting
at scale, processors should include components such as ECC that guarantee reli-
able execution under critical conditions. ParaMedic and ParaDox mentioned in
section 6.4.4 propose such architectures. The research interest in undervolting
for energy savings or as side channel in attacks and voltage margins demonstrate
that there are many more opportunities to explore.
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The evaluation in section 6.8 is demonstrating how soft faults can be injected
into cloud processes of IoT services and lead to incorrect results. It should be
noticed that the presented Scrooge Attack is not limited to ARM processors or
cloud instances and can be applied in similar ways to other processor architec-
tures and platforms. This makes undervolting an universal technique that is
generally applicable for improving the energy efficiency of processors. IoT ser-
vices can apply undervolting in order to improve the overall energy efficiency of
the service and in particular to extend the battery lifetime of IoT devices. How-
ever, undervolting needs to be applied carefully by selecting safe voltage margins
that are specific to each device of the IoT service. Automated methods, such
as the temperature-based guardband analysis, can be used for determining safe
voltage margins.
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Conclusion

7.1 Summary

IoT services comprise embedded, mobile, edge and cloud devices which are ex-
posed to various threats from which they need to be protected. Securing IoT
services through cryptographic primitives and establishing trust models are chal-
lenges developers have been confronted with. Energy efficiency and scalability
are important properties to take into account when designing such services.
These properties determine the lifetime of batteries for embedded and mobile
devices as well as the availability and reliability of IoT services. The perfor-
mance of entirely software-based solutions, such as homomorphic encryption,
are not yet qualified for efficiently handling current workloads. In particular
complex operations introduce overhead that is orders of magnitude beyond na-
tive operations. TEEs are promising hardware-based solutions providing the
necessary confidentiality and integrity guarantees for enabling secure IoT ser-
vices. TrustZone is evaluated for energy efficiency and scalability within this
context of secure IoT services. The evaluation of the energy efficiency and scal-
ability for TrustZone is done using three prototypes for secure IoT services.
Various benchmarks as well as prototypes for shared memory, secure storage
and network performance have been used for identifying compromises in the
design of secure IoT services. Developing secure IoT services is exemplified on
the FOC prototype and evaluated by executing confidential smart contracts in
a small-scale deployment on Raspberry Pis.

IoT devices include embedded and mobile devices that are resource limited
and battery powered. Data collected by these IoT devices can often not be
stored or processed locally and has to be offloaded to resources available at the
edge or in the cloud. Transmitting data is an energy intensive operation, espe-
cially if connections are wireless. Minimizing the data volume and transmission
times saves network bandwidth and increases the uptime and battery lifetime
of IoT devices. Fully integrated cloud IoT services provide network protocols
which rely on file transfer or involve complex message exchanges. Hermes is a
lightweight proof-of-concept network protocol that leverages GD as novel com-
pression technique. The network protocol takes advantage of spacial and tempo-
ral correlations for reducing data transmission and improving energy efficiency
on IoT devices. The network bandwidth for each link decreases as the data
volume grows due to increasing matching rates from deduplication. Low net-
work bandwidth requirements and high compression ratios make Hermes highly
scalable. GD is computationally less demanding than common compression al-
gorithms, such as LZW or DEFALTE, and specifically designed for resource
limited devices.
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Clouds have taken a central role in our lives and are managing our digital
existence in the Internet. Everything we share digitally, be it documents, pic-
tures, videos, messages or comments, is already or will eventually end up in
the cloud. The cloud is in particular a key component for processing and stor-
ing data collected by IoT services. Energy efficiency is thereby becoming more
and more important for cloud data centers by providing low power instances
in order to reduce cooling costs. Conservative voltage margins of processors in
cloud instances can be reduced through undervotling in order to improve en-
ergy efficiency. The energy gains from reducing voltage margins are increasing
as returns of DVFS are diminishing by scaling down processors. While energy
gains appear marginal for single instances, they scale with every instance and,
due to their strongly increasing number, can reach substantial energy savings.
Reliability of operations is at stake as supply voltages of processors are reduced
to safe minimum voltages. Software induced changes to thermal conditions from
power or micro viruses can move processors towards critical voltage margins.
As a consequence, undervolted instances become susceptible to several attacks
exploiting critical voltage margins.

7.2 Contributions

This thesis attempts to quantify the impact of TrustZone with OP-TEE as
a TEE on energy efficiency, scalability, and security of IoT services. Various
benchmarks and prototypes of secure IoT services demonstrate how restrictions
of TEEs in combination with the design of TrustZone can negatively affect en-
ergy efficiency and scalability. Each TEE using TrustZone has its own restric-
tions and there is no universal solution that can be applied during development
across all TEEs. For example, OP-TEE prioritizes security by minimizing the
TCB through a TEE implementation with the necessary standard-conforming
functionalities. On the one hand OP-TEE is enabling high throughput with
small requests, whereas on the other hand TrustZone is limiting this through-
put because of the many EL context switches requests have to traverse between
CApps in the normal world and TAs in the secure world. The world switching
overhead has been demonstrated using a secure storage prototype and exists
also for network-enabled TAs. iperfTZ has been specifically developed as a
network performance tool for identifying network bottlenecks for secure IoT
services. With iperfTZ the world switching overhead has also been identified
when OP-TEE is borrowing the REE network stack for transmitting packets.
In order to improve energy efficiency and scalability of secure IoT services on
TrustZone in general, frequent transitions in and out of TEEs should be avoided.
This can be achieved by either buffering requests and transmitting them in a
single bundle, if latency is not an issue, or by implementing trusted drivers and
accessing hardware directly from the secure world.

Smart contracts are enabling new business relations but the risks of publicly
exposing assets and business interactions are limiting the use of this DLT. The
confidentiality and integrity of the smart contract, the data it is operating on
and the transactions are in currently deployed blockchain systems not protected.
Isolating the smart contract execution and shielding it by TEEs is providing
the necessary confidentiality and integrity guarantees for realizing such business
interactions. With FOC the modular architecture of Fabric is taken advantage
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of in order to isolate the execution of smart contracts in TrustZone for IoT
devices. FOC is also proposing a heterogeneous approach involving different
processor architectures for executing confidential smart contracts with Fabric.
There are many challenges during the design and implementation of secure IoT
services which are demonstrated at the example of FOC. It is in particular
shown how limitations in TrustZone and OP-TEE are restricting the design of
the prototype for confidential smart contracts.

Hermes is a protocol for IoT that specifically addresses challenges of energy
efficiency and network bandwidth. GD is the technology behind Hermes en-
abling energy efficiency through high compression ratios. Hermes is based on a
hop-by-hop scheme with a simple message exchange between nodes in order to
minimize network bandwidth, in particular for resource limited embedded and
mobile devices using wireless connections. Caching capabilities of IoT and edge
devices is key for reducing network bandwidth at the cloud and shifting traffic
to the edge. Results indicate that GD can save several orders of magnitude in
network bandwidth compared to raw data transmission and data deduplication.
Additional energy spend compressing and deduplicating data with GD is com-
pensated by reduced transmission times. The energy consumption of GD can
in some instances even be lower than data deduplication.

The Scrooge Attack is a novel scenario in which a powerful and malicious
cloud provider purposely undervolts the cloud infrastructure for profit. So far,
the state of the art embraces undervolting as a technique for reducing voltage
margins to safe minimal voltages in order to save energy. Undervolting is an
universally applicable technique that improves the energy efficiency of proces-
sors and can extend the battery lifetime of IoT devices as well as improving
the availability of IoT services. The temperature-based guardband analysis has
been developed as a mechanism for automatically selecting appropriate under-
volting configurations and assisting in the search of safe minimal voltages. With
this mechanism the reliability of undervolted cloud instances under critical con-
ditions has been investigated. According to the result of this investigation a
detection method based on power or micro viruses was developed, which al-
lows cloud users to remotely identify undervolted cloud instances by violation
of the SLA in the presence of a strong threat model trying to prevent the iden-
tification. Cloud users can reliably crash cloud instances using the detection
method independent of any countermeasures by cloud providers. The attack,
the detection method and the temperature-based guardband analysis have been
demonstrated on the ARM architecture but are not limited to it. It is expected
that the attack, the detection method and the temperature-based guardband
analysis are applicable to any other architecture.

7.3 Implications

Secure services can be implemented in energy-efficient and scalable ways while
adhering to restrictions of TEEs. The choice of a TEE is only partially depen-
dent on energy efficiency and scalability while primary decision-making factors
are target platforms and security guarantees. Many vulnerabilities have been
discovered in hardware-enforced isolation technologies such as TrustZone [42,
70, 75, 178, 259, 267, 269, 288, 313], SGX [57, 68, 71, 91, 126, 228, 302] and
SEV [55, 56, 98, 139, 140, 182, 222, 223, 224, 261, 307]. Open questions are
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whether services are more secure using TEEs and if it is worth trading off energy
efficiency and scalability for it. TEEs depend on software which may contain
bugs and errors or does not cover certain use cases. These flaws can be exploited
in some way by malicious users to gain access to confidential and sensitive infor-
mation. There is never going to be a perfectly secure system independent of the
security guarantees and provided security measures. Over time, methods will
be developed to circumvent the security of any system. TEEs are instruments
to raise the hurdles for circumventing security guarantees. Services using TEEs
can be more secure than other isolation techniques such as virtualization and
containers, and it is worth trading off energy efficiency and scalability for it.
As long as TEE limitations are respected, there are only minor drawbacks in
terms of energy efficiency and scalability, and the enhanced security guarantees
predominate.

Hermes as a proof-of-concept protocol has demonstrated the potential of GD
applied to IoT and how this technique can enable energy efficiency and scalabil-
ity. There is the possibility that GD can be integrated in some alternate form
into established protocols such as AMQP, MQTT or CoAP. CDNs and caching
services are further domains where Hermes could be useful. In these use cases
the roles of source and sink nodes are reversed and data is moved from servers
through the edge to mobile and client devices. Since caching systems provide
storage, bases would be stored locally on nodes along the route before being for-
warded to clients. However, because roles are reversed and client nodes become
sink nodes, knowledge bases are much more limited than server or cloud storage.
Consequently, matching rates for bases are lower and less network bandwidth
can be saved. Instead of considering a hierarchical network topology with a sin-
gle sink node as root, more complex network topologies need to be integrated
into the protocol. For example, intermediate nodes could have links to multiple
clients and broaden their knowledge base in order to increase matching rates and
reduce network bandwidth. It is not excluded that the concepts implemented
in Hermes can be applied to other domains that have not been considered until
now.

Operating cloud instances at reduced voltage margins is a risky endeavor for
cloud providers. Cloud providers need to evaluate the gains in energy efficiency
against the loss in reliability of cloud instances. The state of the art is em-
bracing undervolting in the cloud but the current work has demonstrated that
not even safe minimum voltages are sufficiently reliable under critical condi-
tions. For undervolting to prevail, microarchitectural changes need to be made
to processors in order to include ECCs and other mechanisms that improve the
reliability when operating at reduced voltage margins. The Scrooge Attack did
not attempt to exploit cloud instances in any other way than for crashes. Re-
lated work, however, has demonstrated how cryptographic primitives and even
TEEs can be successfully undermined using undervolting. It is expected that
such attacks are to some extend applicable when operating at reduced voltage
margins.
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7.4 Future Work

7.4.1 Energy Efficiency Under Realistic Conditions

The evaluation of secure IoT services on TrustZone using OP-TEE have clearly
demonstrated the direct influence of TEE restrictions on energy efficiency, scal-
ability and security. Energy efficiency has been measured under idealized condi-
tions which are not necessarily representative for IoT deployments. For example
sensor nodes are taking measurements and aggregating them at regular intervals
before transmitting the data and going back into deep idle states. The CPU of
sensor nodes have bursty behavior with varying throughput that is not covered
by any energy efficiency unit used in the current work. Microprocessor ETR
(METR) [58] extends ETR as an energy efficiency unit by taking into account
the idle state of processors. The challenges with METR are accurately mea-
suring CPU bursts, multiple power states and multi-core CPUs. In order to
measure the power consumption of CPU bursts power meters need to have suf-
ficient resolution for determining the ratio between performance and idle states.
There is a range of possible OPPs in between the highest and lowest states that
CPUs can use which are not considered by METR. Furthermore, each CPU core
can operate at different OPPs such that highest and lowest states are rarely at-
tained. Determining realistic energy efficiency numbers remains an open issue.

7.4.2 Confidential Smart Contracts

The FOC prototype does not provide remote attestation as a mechanism for
users to verify that smart contracts are being executed on genuine TrustZone-
enabled processors. Implementing remote attestation involves accessing the
HUK of the processor for deriving new keys. These HUKSs, however, are kept
confidential by most manufacturers and require NDAs in order to disclose the
access. The issue can be circumvented by lowering security guarantees and
installing HUKs in software as it can done in OP-TEE. Another challenge to
consider is the replication of chaincodes in FOC. The prototype is using pre-
installed chaincodes which avoids the need to replicate them across the Fabric
network. A simple solution would use the same build key with OP-TEE on all
nodes in the network. The security of the entire blockchain framework for such
a solution would then depend on a single key, which can compromise the entire
system if the key is leaked at any point in time.

7.4.3 Impact of Different ECCs and Pre-Processing

The Hermes protocol is not taking full advantage of GD. Support for other
ECCs than Hamming codes, such as Reed-Solomon, or pre-processing, such
as delta encoding and offset removal, are not implemented. Analyzing and
comparing the energy efficiency and scalability of the protocol with support for
multiple error corrections provides new insight about compression ratios for IoT
data. What is the impact of larger Hamming distances and are there optimal
Hamming distances for [oT data in terms of energy efficiency, scalability and
network bandwidth? These are further questions that could be addressed for
Hermes.
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7.4.4 Detection Method for Multi-Instance Deployments

The Scrooge Attack is in a proof-of-concept state and can be expanded in several
ways. One way that is to be explored in a future work are synchronizing crashes
across multiple instances. The detection method is in its current state applica-
ble to single cloud instances. Deployments including multiple cloud instances
cannot make use of the detection method, unless it is possible to implement si-
multaneous cloud instance crashes. SLAs are formulated such that cloud users
are only covered if this requirement is satisfied. The challenge of expanding the
detection method by simultaneous crashes lies in the unpredictability of process
variation. It is possible that the same type of cloud instance behaves differently
depending on the process variation. The second way is to explore feasible ex-
ploits that take advantage of critical conditions in cloud instances. Side-channel
attacks making use of undervolting are potential starting points.
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