
Université de Neuchâtel
Institut d’informatique

Exploring the potential of modern
hardware-assisted security and

networking technologies

par

Sébastien Vaucher

Thèse
présentée à la Faculté des sciences de l’Université de Neuchâtel

pour l’obtention du grade de Docteur ès sciences

Acceptée sur proposition du jury :

Prof. Pascal Felber, directeur de thèse
Université de Neuchâtel, Suisse

Dr Valerio Schiavoni
Université de Neuchâtel, Suisse

Prof. Alexandra Fedorova
The University of British Columbia, Canada

Dr Sonia Ben Mokhtar
CNRS / INSA Lyon, France

Prof. Gaël Thomas
Télécom SudParis, France

Soutenue le 10 octobre 2022

https://doi.org/10.35662/unine-thesis-2998





 

Imprimatur pour thèse de doctorat                                                         www.unine.ch/sciences  
 

Faculté des Sciences 
Secrétariat-décanat de Faculté 

Rue Emile-Argand 11 
2000 Neuchâtel – Suisse 

Tél : + 41 (0)32 718 21 00 
E-mail : secretariat.sciences@unine.ch  

 

IMPRIMATUR POUR THESE DE DOCTORAT 
 

 
La Faculté des sciences de l'Université de Neuchâtel 

autorise l'impression de la présente thèse soutenue par 
 

 

Monsieur Sébastien VAUCHER 
 
 

Titre: 
 

“Exploring the potential of modern 
hardware-assisted security  

and networking technologies” 
 
 
 

sur le rapport des membres du jury composé comme suit: 
 
 
 

• Prof. Pascal Felber, directeur de thèse, Université de Neuchâtel, Suisse 
• Dr Valerio Schiavoni, Université de Neuchâtel, Suisse 
• Prof. Alexandra Fedorova, Uni. British Columbia, Canada 
• Dr Sonia Ben Mokhtar, CNRS/INSA, Lyon, France 
• Prof. Gaël Thomas, Télécom SudParis, France 

 
 
 
 
Neuchâtel, le 8 novembre 2022  Le Doyen, Prof. R. Bshary 

    





Abstract

Companies progressively migrate their computing workloads to the cloud to cope with grow-
ing computing needs and simplify their day-to-day operations. On the tenants’ side, offload-
ing computations to a third-party can pose privacy and security issues due to the loss of
control over the data. At the same time, cloud operators need to cope with ever-increasing
amounts of network traffic.

New hardware-assisted technologies such as trusted execution environments (TEEs) and data
plane-programmable switches represent promising innovations. The former allows to offload
computations on sensitive data to an untrusted third-party in a privacy-preserving way. Pro-
grammable switches similarly represent a breakthrough in hardware networking appliances,
enabling full programmability with hardly any performance trade-offs.

In this thesis, we investigate how these hardware-assisted technologies can help solve con-
temporary problems. We present various new systems to show that hardware-assistedmech-
anisms not only allow to perform existing tasksmore efficiently, but also that completely new
solutions are made possible.

First, we evaluate the performance of a couple of commercial TEEs, in part by using tools that
webuild. Wefindout that the superior security guarantees offeredby Intel SoftwareGuardEx-
tensions (SGX) compared to AMDSecure EncryptedVirtualization (SEV) lead to usually worse
performance, but that clever use of the technology can avoid those overheads. Nonetheless,
we discover that the performance of a particular TEE can change over time as security fixes
and mitigations are released by its vendor.

As Intel SGX 1 is rather limited in regards tomemory usage, we design and develop an orches-
trator that allows to efficiently deploy distributed containerized SGXworkloads, while equally
supporting legacy workloads and servers (without SGX).

Thereupon, we solve a common problem which is how to share data among a group in a
privacy-preserving way. We design and develop a scalable cloud-hosted system that improves
upon the state-of-the-art by three orders of magnitude, thanks to a reduction in complexity
of a cryptographic algorithm permitted by the security guarantees given by SGX.

Subsequently, we show that having SGX on client machines allows to offload workloads tra-
ditionally performed by dedicated network appliances to clients. With this unconventional
arrangement, unused client resources can help large network operators in coping with in-
creased network usage. Our prototype scales linearly with the number of clients, achieving
up to 3.8× higher throughput than a similar centralized network appliance.

In keeping with finding solutions to cope with the ever increasing amount of network traf-
fic, we show that the generalized deduplication (GD) technique can be used as a compression
algorithm. Thanks to its limited use of resources and constant-time execution, we can imple-
ment a prototype on top of a programmable switch. We can hence transparently compress
and decompress network packets within the network itself, without any additional pieces of
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Abstract

hardware, and with no performance penalties. Our prototype manages to reduce the size of
a real-world data trace by 90%.

Finally, we perform in-network disaggregation of non-volatile main memory (NVMM), in
line with the contemporary trend of hyperconvergence. The versatility and location of pro-
grammable switches within the network allow us to develop a prototype that transparently
intercepts and modifies remote direct memory access (RDMA) connections between clients
and NVMM servers. Using the stateful capabilities of the programmable switch, we imple-
ment a data striping and mirroring mechanism that provides faster-than-native accesses to
NVMMwhile increasing reliability.

Keywords: Trusted execution environments, Data-plane programmable switches, Container
orchestration, Network security, Network protocols.
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Résumé

De plus en plus d’entreprisesmigrent progressivement leurs charges de travail informatiques
vers le cloud afin de répondre à leurs besoins croissants en ressources informatiques tout en
simplifiant leurs opérations quotidiennes. Transférer la responsabilité de l’infrastructure à
un tiers peut poser des problèmes de confidentialité et de sécurité en raison de la perte de
contrôle par rapport aux données. Concurremment, les opérateurs de services cloud doivent
faire face à un trafic réseau en constante augmentation.

Les nouvelles technologies d’accélération matérielle, telles que les environnements d’exécu-
tion de confiance (TEE) et les commutateurs programmables au niveau du plan de données,
représentent des innovations prometteuses. La première permet de décharger des calculs
concernant des données sensibles vers un tiers auquel on ne fait pas confiance tout en préser-
vant la confidentialité des données. Les commutateurs programmables représentent quand à
eux une avancée dans le domaine des appareils de mise en réseau, permettant une program-
mabilité complète sans pour autant compromettre la performance.

Dans cette thèse, nous étudions comment ces deux technologies d’accélération matérielle
peuvent aider à résoudre des problèmes contemporains.Nousprésentonsplusieurs nouveaux
systèmes afin demontrer que l’accélérationmatérielle permet non seulement d’exécuter des
tâches existantes plus efficacement, mais aussi qu’elle permet de créer des solutions complè-
tement nouvelles.

Nous commençons par évaluer les performances de quelques TEE commerciaux, en partie en
construisant nos propres outils. Nous constatons que les garanties de sécurité supérieures of-
fertes par la technologie Software Guard Extensions (SGX) d’Intel par rapport à la technologie
Secure Encrypted Virtualization (SEV) d’AMD conduisent à des performances généralement
inférieures,mais qu’uneutilisation intelligente de la technologie permet d’éviter ces surcoûts.
Néanmoins, nous découvrons que les performances d’un TEE en particulier peuvent changer
au fil du temps, à mesure que les correctifs de sécurité sont publiés par son fournisseur.

Comme Intel SGX 1 possède des limites importantes quant à l’utilisation mémoire, nous con-
cevons et développons un orchestrateur qui permet de déployer efficacement des charges de
travail SGX conteneurisées de manière répartie, tout en intégrant les charges de travail et
serveurs existants (sans SGX).

Par la suite, nous résolvons un problème fréquent, à savoir comment partager des données
au sein d’un groupe tout en préservant la confidentialité. Nous concevons et développons un
système élastique hébergé dans le cloud dont la performance surpasse l’état de l’art de trois
ordres de grandeur, grâce à une réduction de la complexité d’un algorithme cryptographique
permise par les garanties de sécurité que SGX fournit.

Ensuite, nous montrons qu’avoir SGX sur les machines clientes permet d’y décharger des
charges de travail traditionnellement effectuées par des appareils réseau dédiés. Grâce à cet
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Résumé

arrangement non conventionnel, les ressources inutilisées des machines clientes peuvent ai-
der les grands opérateurs de réseau à faire face à l’utilisation accrue du réseau. Notre proto-
type passe à l’échelle de façon linéaire en fonction du nombre de clients, atteignant un débit
jusqu’à 3.8× supérieur à celui d’un appareil réseau centralisé similaire.

Toujours dans le but de trouver des solutions permettant de faire face à l’augmentation cons-
tante du trafic réseau, nous montrons que la technique de dé-duplication généralisée (GD)
peut être utilisée comme algorithme de compression. Grâce à son utilisation restreinte en
termes de ressources et à son exécution en temps constant, nous pouvons implémenter un
prototype intégré à un commutateur programmable. Nous pouvons donc compresser et dé-
compresser de manière transparente les paquets réseau au sein même du réseau, sans maté-
riel supplémentaire et sans perte de performance. Notre prototype parvient à réduire la taille
d’une trace de données provenant du monde réel de près de 90%.

Enfin, nous proposons de désagréger la mémoire de travail non-volatile (NVMM) dans le ré-
seau, conformément à la tendance contemporaine d’hyper-convergence. La polyvalence et la
position des commutateurs programmables dans le réseaunous permettent de développer un
prototype qui intercepte et modifie de manière transparente les accès directs à la mémoire
distante (RDMA) entre les clients et les serveurs NVMM. Nous tirons parti de la présence de
registres dans le commutateur programmable pour implémenter unmécanisme d’entrelace-
ment et de mise en miroir des données qui permet d’accéder à la NVMM plus rapidement
qu’en mode natif tout en augmentant la fiabilité.

Mots-clés : Environnements d’exécution de confiance, Commutateurs programmables au ni-
veau du plan de données, Orchestration de conteneurs, Sécurité des réseaux, Protocoles ré-
seau.
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Chapter 1.

Introduction

1.1. Context andmotivation

Connected computing devices are omnipresent. Most of them consume data provided by ap-
plications running on remote servers. Accordingly, the amount of worldwide network traffic
increases by 30% every year [95]. Companies offering Internet-facing services regularly need
to increase the computing capabilities of their servers. Instead of buying, configuring and
maintaining physical servers by themselves, companies increasingly turn to cloud comput-
ing to offload their workloads [50]. While some of the burden gets correspondingly offloaded
to the cloud provider, other issues arise due to this delegation of responsibilities. Security
and privacy issues in particular have been the center of attention, particularly when large
entities have suffered data leakages. On the other hand, economical factors dictate that cloud
providers need to use their infrastructure as efficiently as possible.

Trusted execution environments (TEEs) represent a promising innovation that allows enti-
ties to offload their computations to an external entity without having to completely trust it.
When used correctly, the technology also prevents malicious actors from mounting an at-
tack against the offloaded service. Within the realm of the x86 processor architecture, Intel
Software Guard Extensions (SGX) and AMD Secure Encrypted Virtualization (SEV) are widely
supported on server-grade processors sold by their respective vendors.

The steady increase innetwork trafficalso poses another serious challenge to cloudproviders.
Ossified network protocols and unmodifiable hardware appliances require them to anticipate
future needs, and constantly replace older models with new ones to support improved net-
working techniques. Software-defined networking (SDN) allows operators of large networks
to programmatically manage their network in order to regulate network flows in real-time.
However, SDN only deals with the routing process (control plane), and stays away from the
forwarding process itself (data plane). In this context, another promising innovation are data
plane-programmable switches, which enable complete customization of the forwarding pro-
cess. White-box programmability allows researchers to experiment with novel networking
techniques and protocols without having to purchase new hardware. Remarkably, the per-
formance of those appliances, notably the Intel Tofino family of switch application-specific
integrated circuits (ASICs), matches or even surpasses fixed-function ones.

Both TEEs and programmable switches provide enhanced capabilities thanks to specialized
hardware. Developing software for these targets requires to keep their particularities inmind
to glean their full potential.
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Chapter 1. Introduction

In this work, we showcase how cloud providers and other large network operators can lever-
age these new hardware-assisted technologies to help alleviate issues that relate to privacy,
security, and networking. Before doing so, we evaluate Intel SGX and AMD SEV TEEs to un-
derstand their security guarantees and behavior under load. Similarly, we develop a complete
framework around a container orchestration engine such that we could seamlessly use Intel
SGX in a distributed way. Using our findings and the orchestration framework, we show how
we can build a scalable cloud-hosted privacy-preserving data sharing system. Thanks to our
use of TEEs, we can reduce the complexity of an established cryptographic scheme by sev-
eral orders of magnitude. Shifting to networking issues, we show how, instead of offloading
computations to large entities, network operators can securely employ underused end-user
resources to perform packet filtering and other security-related tasks. Continuing, we show
that programmable switches are capable of performing in-network compression of packets at
line rate, potentially reducing bandwidth across large networks. Finally, we extend the tech-
nique of hyperconvergence to non-volatile mainmemory (NVMM), while transparently provid-
ing faster-than-native throughput and better reliability by using a programmable switch to
intercept and transform data transfer packets.

1.2. Contributions

The contributions of this thesis are the following.

• We extend a well-known stressing utility that can stress Intel SGX enclaves. In addition,
our construction, STRESS-SGX, doubles as a benchmarking tool. We openly release our
contribution for the benefit of the community. We discover uncommunicated perfor-
mance overheads introduced by a microcode patch.
Work on STRESS-SGX [175] was supervised by Valerio Schiavoni and Pascal Felber. It
constitutes sections 4.2, 4.3.2 and 4.3.4 of this manuscript.

• We evaluate and compare the respective characteristics and performance of competing
TEEs for the x86 architecture: Intel SGX and AMD SEV. We use STRESS-SGX as well as
other benchmarking tools.
This work [64] was done in collaborationwith Christian Göttel, Rafael Pires and Isabelly
Rocha, and supervised by Pascal Felber, Marcelo Pasin and Valerio Schiavoni. Results
span sections 2.2, 4.3.3 and 4.4.

• We design and implement an orchestrator for Intel SGX-enabled containerized work-
loads running on heterogeneous clusters containing SGX-enabled machines as well as
legacy ones. We openly release SK8S to the community.
This research effort [173] was realized in collaborationwith Rafael Pires, and supervised
by Pascal Felber, Marcelo Pasin, Valerio Schiavoni and Christof Fetzer (Technische Uni-
versität Dresden). The contribution constitutes chapter 5 of this thesis, while an SGX-
specific result is presented in section 4.3.1.

• We discover that, thanks to the trusted execution environment provided by SGX, it is
possible to greatly simplify a cryptographic algorithm for group data sharing. Wedesign
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1.3. Outline

and implement A-SKY, a scalable system based on containerized micro-services. We
openly release our contribution [37] to the community.
It results from a collaboration with Stefan Contiu (Université de Bordeaux) and Rafael
Pires, supervised byMarcelo Pasin, Pascal Felber and Laurent Réveillère (Université de
Bordeaux). A-SKY is described in details in chapter 6.

• Departing from the practice of offloading workloads to cloud infrastructures, we of-
fload traditionally centrally-executednetwork security function to underused clientma-
chines using Intel SGX as the root of trust.
This research effort [61] was led by David Goltzsche, Signe Rüsch and Manuel Nieke,
in collaboration with NicoWeichbrodt (all fromTechnische Universität Braunschweig),
Valerio Schiavoni, Pierre-Louis Aublin (Imperial College London) and Paolo Costa (Mi-
crosoft Research). Christof Fetzer (Technische Universität Dresden), Pascal Felber, Pe-
ter Pietzuch (Imperial College London) and Rüdiger Kapitza (Technische Universität
Braunschweig) supervised the work. The resulting system, ENDBOX, is presented in
chapter 7.

• Using the generalizeddeduplication (GD) technique,wedevise a compression algorithm
that fits the resources of a programmable switch. Our implementation, ZIPLINE, con-
sequently runs transparently at line rate within a network.
ZIPLINE [176] was a collaboration with Niloofar Yazdani (Aarhus Universitet), with Pas-
cal Felber, Daniel Lucani (Aarhus Universitet) and Valerio Schiavoni supervising. We
explain our construction in chapter 8.

• Considering the emergence of NVMM and hyperconvergence, we create a transparent
in-network system to disaggregate NVMM servers while increasing data reliability at
faster-than-native speeds.
NVSPLIT is yet-unpublished work jointly realized with Rémi Dulong under the supervi-
sion of Pascal Felber and Gaël Thomas (Télécom SudParis). Chapter 9 explains how the
system works.

Another two articles [36, 65] were published during this thesis, but they do not form part of
this manuscript. The complete bibliographic reference of each of our publications is listed
starting on page 109.

1.3. Outline

The rest of this manuscript is organized as such.

Part I explains the two pieces of technology that we use throughout our work: TEEs in chap-
ter 2 and programmable switches in chapter 3.

In part II, we present our own research related to TEEs. We start by evaluating Intel SGX and
AMD SEV in chapter 4. Then, we present our SGX-aware container orchestrator in chapter 5.
We introduce the A-SKY anonymous group data sharing system in chapter 6. We conclude the
part by explaining the ENDBOX client-side middleboxes system in chapter 7.

3



Chapter 1. Introduction

Our research that revolves around programmable switches is contained in part III. In chap-
ter 8, we expose ZIPLINE, an in-network data compression system. We terminate by present-
ing NVSPLIT, an NVMM disaggregator in chapter 9.

Finally, we conclude the thesis in chapter 10.
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Background
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Chapter 2.

Trusted execution environments

Running code in the cloud requires to unconditionally trust the cloud provider and its infras-
tructure. There exist no tangible guarantees that the code anddata are correctly processed. To
overcome these issues, one could adopt solutions based onhomomorphic cryptosystems [58].
However, their performance is several orders of magnitude slower than native systems, and
as of today, these solutions are still impractical for real-world deployment and adoption [59].

Trusted execution environments (TEEs) bring a hardware solution to the problem by shield-
ing the processing in such a way that even a physical attack is unlikely to affect the integrity
and confidentiality of the data. Thanks to its availability on a large range of commercially-
sold processors, Intel Software Guard Extensions (SGX) has become a popular TEE for the
x86 architecture. Another TEE for the x86 processor architecture is AMD Secure Encrypted
Virtualization (SEV). We introduce and compare these two TEEs in subsequent sections.

TEEs are also commercially available on other processor architectures. Most notably, Trust-
Zone [4] is widely available and used on ARM-based system-on-chips (SoCs). MultiZone Secu-
rity [77] is a TEE for the RISC-V architecture.

2.1. Intel Software Guard Extensions

Intel SGX is a TEE that is available on Intel processors derived from the Skylake architecture.
Processors up to the Comet Lake generation understand the original SGX 1 set of instructions,
while more recent Ice Lake server-grade processors support SGX2.1

SGX-enabled applications create secure enclaves that protect the integrity and confidential-
ity of the code being executed and its associated data. SGX protects against software-based
attacks, but also against more-involved physical attacks. The central processing unit (CPU)
package is the security boundary: it is assumed that uncapping and prying into a powered-
on CPU is infeasible. However, other components are not part of the trusted computing
base (TCB).

Data relative to an SGX enclave may be stored in one of three memory areas [40]. Within the
CPU itself (data in registers or caches), hardware access controlmechanismsensure that other
processes, regardless of their privileges, cannot access or tamper with an SGX enclave. SGX
enclaves can also use a dedicated subset of system memory called the enclave page cache
(EPC). The EPC is split in 4KiB pages and exists in processor reserved memory (PRM), a
range of systemmemory that is inaccessible to other programs running on the samemachine,

1Intel also refers to SGX2 as Enclave Dynamic Memory Management (EDMM).
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including privileged software such as the operating system. Data integrity is safeguarded by
associatingmetadata that is itself integrity-protected. Themetadata is stored in aMerkle tree
structure [56], the root of which is stored in static random access memory (SRAM) within the
CPU package.

Processors that support SGX 1 can use up to 128MiB of EPC, out of which 93.5MiB can effec-
tively be used by applications, while the rest is used for storing SGX metadata. The effective
size of the EPC is configurable using unified extensible firmware interface (UEFI) parame-
ters. Note that the EPC is shared among all the applications executing inside enclaves, hence
being a very scarce and highly contended resource.

In order to overcome the size limitation of the EPC, SGX implements a paging mechanism.
It can page-out portions of trusted memory into regular system memory. An access to an
enclave page that does not reside in the EPC triggers a page fault. The SGX kernel module in-
teracts with the CPU to choose the pages to evict. The memory encryption engine (MEE) [68]
ensures that data moving between the CPU and main memory stays confidential. It features
encryption, tamper resistance, and replay protection mechanisms. If a cache miss hits a
protected region, the MEE encrypts or decrypts data before sending to, respectively fetch-
ing from, the system memory and performs integrity checks. Thanks to these mechanisms,
a memory dump of an SGX enclave will only produce unusable encrypted data. The enclave
code is contained within a signed, but unencrypted shared library, meaning that it can be
inspected by potential attackers, unlike its associated data.

An SGX enclave can be remotely attested. One can verify that a remote machine runs the
intended code on a genuine Intel processor with SGX enabled. There are two methods avail-
able [94]: (i) Intel Enhanced Privacy ID (EPID), available on “selected” SGX 1 processors, and
(ii) elliptic curve digital signature algorithm (ECDSA) attestation, available on processors sup-
porting SGX2. With the former, the attestation happens online through Intel Attestation Ser-
vice (IAS). A business agreement with Intel is necessary to use it. In the latter case, the attes-
tation process can be entirely under the control of the infrastructure provider.

Data can be saved on persistent storage using a seal key that is specific to one particular pro-
gram running on a particular processor. With this mechanism, one can store certificates in
order to waive the need to perform a remote attestation procedure every time an enclave ap-
plication restarts.

The execution flow of a program using SGX enclaves is represented in figure 2.1. First, the
untrusted part of the application creates an enclave Ê. The enclavemust be initialized using a
launch token given by the launch enclave (LE) that Intel provides. Access to the LE and other
architectural enclaves, such as the quoting enclave (QE) and the provisioning enclave (PE) is
provided by Intel application enclave service manager (AESM). To call a trusted function Ë,
and thus enter the enclave, the program performs an ecall Ì. The program goes through the
enclave call gate to bring the execution flow in SGX-protected mode Í. One of the thread of
the enclave executes the trusted function Î.When the function returns, its result is sent back
(potentially encrypted) Ï before giving control back to the initial thread Ð.
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2.2. AMD Secure Encrypted Virtualization
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Figure 2.1.: SGX enclave execution flow.

2.1.1. Microcode updates

With the exception of theMEE, SGX is entirely implemented inmicrocode [40]. In section 4.3.2,
we show that the performance of SGX depends on the version of the microcode that a CPU
uses. Due to the complexity of the x86 architecture, with its abundance of instructions [88],
it is advantageous to implement certain instructions in microcode instead of pure hardware.

An initial version of the microcode is contained in read-only memory (ROM) on every Intel
processor. Starting with the P6 microarchitecture introduced in 1995, the microcode can be
updated by end users [69]. The update process is transient: the factory-shipped version of the
microcode stays unchanged in ROM, with the patch only overlaying the parts of the original
microcode that need fixing. Microcode updates are applied at boot time, first by the basic
input/output system (BIOS) or UEFI. The operating system (OS) can also apply a microcode
update during its early booting sequence. Intel provides microcode updates in the form of
opaque encrypted files. Processors only accept microcode updates signed by Intel, and with
a higher version code than the currently-loaded microcode (rollback protection).

2.2. AMD Secure Encrypted Virtualization

Similarly to Intel, its main competitor AMD introduced its own TEE technology: SEV [103]. It
has been brought to market in mid-2017 together with the AMD EPYC family of server proces-
sors, based on the Zen processor micro-architecture [1, 119]. It provides transparent encryp-
tion of thememory used by virtual machines (VMs). To use this technology, the SecureMem-
oryEncryption (SME) extensionmust be available and supportedby theunderlyinghardware.
SME encrypts the entire memory using a single key. To limit overheads, the architecture re-
lies on a hardware advanced encryption standard (AES) engine embeddedwithin thememory
controller. SEV improves upon SME by generating a distinct key for each VM. The creation
of ephemeral encryption keys is delegated to the secure processor, an ARMTrustZone-enabled
on-die SoC [103]. The keys are never exposed to software executed by the CPU itself.

9



Chapter 2. Trusted execution environments

Table 2.1.: Comparison of the TCB of different
TEEs.

SGX 1 SEV SEV-ES

Other VMs X X X
Hypervisor X ✓ X
Host OS X ✓ X
Guest OS X ✓ ✓
Privileged user X ✓ ✓
Untrusted code X ✓ ✓
Trusted code ✓ ✓ ✓

Table 2.2.: Comparison of the security
guarantees and memory lim-
its of different TEEs.

SGX 1 SEV

Integrity ✓ X
Freshness ✓ X
Encryption ✓ ✓

Memory limit 93.5MiB none

From a programmer perspective, SEV is completely transparent, unlike Intel SGX. Hence,
the execution flow of a program using SEV is the same as a regular program. It is possible
to attest encrypted states by using an internal challenge mechanism, so that a program can
receive proof that a page is being correctly encrypted.

SEVEncrypted State (SEV-ES) [102] is an extension of SEV that additionally protects the execu-
tion and register state of an entire VM from a compromised hypervisor, host OS or co-hosted
VM. Unmodified applications are hence protected against attackers with full control over the
hosting machine, as it can only access encrypted memory pages.

We summarize the differences in terms of TCB, and security guarantees and limitation be-
tween Intel SGX, AMD SEV and SEV-ES in tables 2.1 and 2.2, respectively.
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Chapter 3.

Programmable networks

Traditionally, vendors would market a range of network appliances, each supporting a spe-
cific set of features and standardized network protocols. Programmable switches represent
a new paradigm where the low-level switching processor (the data plane) becomes fully pro-
grammable. It allows network engineers to have fine-grain control on packet flows, as well as
execute customoperations on those packets, effectively leading to in-network processing. Fur-
ther, future or custom network protocols can be implemented as well as standardized ones.
Whereas field-programmable gate arrays (FPGAs) or fast software-based network libraries
(e.g., DPDK [120]) could already cover such use-cases, programmable switches do so at line-
rate across all ports of the appliance.

3.1. The P4 language

Data plane programming is achieved using purpose-specific programming languages. The P4
language [28] is becoming the de facto standard supported by switch application-specific inte-
grated circuits (ASICs) with programmable data planes.1 In fact, P4 supports multiple targets
beyond ASICs: FPGAs, network processing units (NPUs), and pure software targets [75].

There exist two incompatible variants of P4: P414 and P416—first released in 2014 and 2016, re-
spectively. P414 is considered deprecated; our work therefore only uses P416 and any mention
of P4 alone should be understood to refer to P416.

P4 is protocol-independent beyond the physical layer. Any protocol is supported, including
completely custom ones. The behavior of the switch is also entirely up to the programmer.

Most switch ASICs that support P416 are based on the portable switch architecture (PSA) [141].
It defines a pipelined architecture composed of an ingress and an egress (cf., figure 3.1). Both
are separated in three parts: (i) a parser that extracts data from packet headers according to
some rules; (ii) amulti-stagematch-action pipeline that can route andmodify the packets, and
1Broadcom Trident 4 switches are an exception and use network programming language (NPL) [30].
2Inspired by figure 1 in the PSA specification [141].

Ingress
parser Ingress Ingress

deparser

Packet
buffer +

replication

Egress
parser Egress Egress

deparser

Buffer
queueing
engine

Figure 3.1.: Portable switch architecture pipeline.2 Blocks represented in white are fully-
programmable. Gray blocks are configurable.
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(iii) a deparser that rearranges internal metadata to a stream of bits. In between the ingress
and egress sits a buffer and the replication engine, which means that decisions that change
where packets are headedmust happen in the ingress, and operations on packet replicasmust
happen in the egress.

P4 does not define any way that can create loops to ensure that a program always terminates
after a bounded amount of time. However, PSA defines several paths that a packet can take,
including recirculation, which consists in sending a processed packet back to the beginning of
the pipeline for a second round of processing.

3.2. Intel Tofino

Intel Tofino3 is the first switchASIC that is fully-programmable by end-users that was released
on the market [91]. Tofino implements a proprietary architecture that is close to PSA: Tofino
Native Architecture (TNA) [75, 93].

TNA supports stateful operations directly in the data plane through registers. It is possible to
store a value in a register when a packet matches a set of conditions, and read it back when a
later packet matches another set of conditions. Registers are very flexible as they embed an
arithmetic–logic unit (ALU) that can perform computations when storing and when reading
back its elements.

There are now three versions of Tofino. The original Tofino supports up to 65 Ethernet ports
at 100Gbit/s (6.5 Tbit/s in total). Tofino 2 increases that to 32 ports at 400Gbit/s (12.8 Tbit/s in
total). In 2022, Intel announced the Tofino 3 chip with up to 64 ports at 400Gbit/s (25.6 Tbit/s
in total). These figures highlight that there are no trade-offs in terms of throughput when
using a programmable switch instead of a fixed-function one.

3Initially known as Barefoot Tofino before Intel bought Barefoot Networks, Inc.
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Chapter 4.

Evaluating the cost of computing in trusted
execution environments

4.1. Introduction

Thanks to itswide-scale availability on commodityhardware, Intel SoftwareGuardExtensions
(SGX) has enjoyed an equally wide adoption as a reference trusted execution environment
(TEE), both in academia and in the industry. Its main competitor on the x86 architecture,
AMD Secure Encrypted Virtualization (SEV), is rather less sought-after, in part due to being
restricted to expensive server-grade processors.

A considerable amount of research papers have explored numerous aspects of Intel SGX,
especially in terms of its potential uses. However, despite the existing literature, no exten-
sive experimental study on the impact of these hardware-assisted memory protection mech-
anisms for memory-bound applications and systems were done until ours. We therefore fill
this gap by contributing a detailed performance evaluation study.

First, we fill another gap by contributing a tool to create artificial load within SGX enclaves:
STRESS-SGX. Thanks to its design, it also doubles as a benchmarking tool.

Using STRESS-SGX and other pieces of benchmarking software, we then measure the perfor-
mance of Intel SGX and AMD SEV. Noteworthily, we measure the tremendous loss in terms
of computing throughput within SGX enclaves when the Spectre security vulnerability [107]
is mitigated, an aspect that we came across by accident. In parallel to the performance com-
parison, we compare the extent of the protection mechanisms of these TEEs.

4.2. STRESS-SGX: a tool to stress-test Intel SGX enclaves

Validating the performance of code running inside an SGX enclave is challenging given the
specificity of the technology. It becomes even harder to study the problem under varying
conditions, such as different hardware revisions or workloads. In order to simplify the design
of future experiments, we introduce the STRESS-SGX tool.

4.2.1. Motivation

We identify three use-cases that can benefit from such tool. First, there exist several real-
world traces readily available for research, such as the ones released by Google Borg [182] or
Microsoft Azure [39]. These traces allow researchers to replay loads that were observed in an

15



Chapter 4. Evaluating the cost of computing in trusted execution environments

Table 4.1.: List of stressors supported by STRESS-SGX. “X” indicates a stressor available in
STRESS-NG that is not SGX-compatible. f=float, d=double, ld=longdouble.
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actual cluster of machines. Due to anonymization, hardware characteristics of the original
machines remain undisclosed. There has not been any SGX-specific traces released so far.
Therefore, available traces do not have the same properties as typical SGX workloads. The
nature of jobs deployed on these clusters is also confidential. STRESS-SGX can directly map
behaviors described in such traces onto similar, SGX-specific ones.

A second motivating scenario stems from the availability of a range of SGX-enabled central
processing units (CPUs) on the market, each with their own characteristics and associated
performance. Apart from the expecteddifferences due tohardware revision, cache size, avail-
able instruction sets or frequency, one still needs to hand-craft micro-benchmarks in order
to evaluate SGX-specific performance. STRESS-SGX facilitates this process by providing the
same interface as STRESS-NG [106] to inject load on a CPU under controlled conditions.

A thirdmotivating scenario directly derives from the necessity tomeasure the electric energy
consumption of code executing inside enclaves, by means of software or hardware power
meters. STRESS-SGX offers a common code-base for both SGX and native contexts, making it
easier to isolate the energy requirements of SGX-specific workloads.

4.2.2. Implementation

STRESS-SGX is implemented as a fork of STRESS-NG (version 0.09.10). It directly reuses the
same compilation and runtime foundations. We concentrate on porting CPU and memory
stressing methods to run in an enclave in a way that makes both native and SGX versions
comparable from a performance standpoint. From a user perspective, SGX-enabled stressors
are selected by specifying command-line options starting with --sgx.1 All features offered
by the CPU and memory stressors shipped with STRESS-NG are supported by STRESS-SGX,
with the exception of partial load. Specifying a fixed load percentage is not possible (i.e., it
is locked to 100%), because this feature is based on precise timing, which is not available in
SGX 1 enclaves. Our STRESS-SGX prototype supports 54 enclave-enabled stress methods out
of the 68 shipped with STRESS-NG. The exhaustive list is presented in table 4.1. We note that
support for each stressor depends on the availability of its required functionalities within the
enclave, as well as their support by the software development kit (SDK).

1Stressors are specific pieces of executable code that exercise a given low-level operation.
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4.3. Performance of Intel SGX

Porting stressors to run inside an enclave

The Intel SGX SDK is designed in a way that allows existing code to be ported to run in an en-
clave with reasonable engineering efforts [84]. We take advantage of this fact to port the CPU
and memory stressors of STRESS-NG in our own STRESS-SGX fork. We detail the particular
complications that we encountered throughout this porting effort, and the specific adjust-
ments applied to solve them.

After creating an enclave using the template given by the SDK, we copy the source code of the
relevant stressors in the aforementioned template. STRESS-NG defines several macros in its
global header file. It is not possible to include the code verbatim as it depends on numerous
system-specific features. Our solution is to define theneeded symbols on a case-by-case basis.

The next obstacle is the need to split the code in trusted and untrusted parts. We decompose
the code in a way that limits the number of enclave transitions (i.e., entering and exiting
the enclave) required to run a stressor. Transitions are costly (cf., section 4.3.4); it is there-
fore crucial that none happen while stressing is in progress to ensure a consistent behav-
ior. Aside from transition-limited stressors, we supplement STRESS-SGXwith a stressor called
enclavetransitions that only performs such enclave transitions to allow researchers to
study their impact.

The user can gracefully abort the execution of STRESS-SGX using standard Linux signals such
as SIGINT. STRESS-NG includes a mechanism to catch the majority of signals and react ac-
cordingly for its built-in stressors. We leverage the fact that SGX enclaves can access the un-
trustedmemoryof their enclosingprocess topass apointer to theg_keep_stressing_flag
variable to the enclave. This variable is later used to indicate when to stop the execution of
stressors. Code running inside the enclave periodically polls the flag, and stops the execution
if asked by the user. The same flag is also used to make a stressor run for a given duration.
Timekeeping is done outside the enclave, with the indication to stop the execution notified
by changing the value of the variable.

Ensuring byte-per-byte equivalence of native and SGX code

During the initial testing phase of STRESS-SGX, we observed vast differences in performance
for the same stressor executed in native and enclave modes. As a matter of fact, while the
source code was identical in both instances, the resulting compiled binaries slightly differed.
Conveniently, an enclave compiled using the official SGX SDK will produce a static library.
We leverage this aspect to guarantee that both native and SGX versions of a stressor execute
a perfectly identical binary by dynamically linking this shared object. Choosing this optional
approach limits STRESS-SGX to stressors that are available in enclave mode.

4.3. Performance of Intel SGX

In this section, wewant to evaluate what kind of performance we can obtain when running in
SGX enclaves compared to native mode. Throughout the experiments, we use a range of SGX-
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Chapter 4. Evaluating the cost of computing in trusted execution environments

Table 4.2.: Hardware characteristics of our SGX-compatible test machines.

Freq. [GHz]

Category Model Processor Cores Base Turbo

Server Supermicro 5019S-M2 Intel Xeon E3-1275 v6 4 3.8 4.2
Desktop Dell Optiplex 7040 Intel Core i7-6700 4 3.4 4.0
NUC Intel NUC7i7BNHX1 Intel Core i7-7567U 2 3.5 4.0
Stick Intel STK2m3W64CC Intel Core m3-6Y30 2 0.9 2.2

compatible machines, from the very-low footprint Intel Compute Stick up to a rack-mounted
server. The specifications of each machine are shown in table 4.2. We use the rack-mounted
server in all experiments, and other machines only when specified.

4.3.1. Enclave startup time

We start our evaluation by measuring the time it takes to initialize an SGX enclave. Starting
an SGX-enabled program takes longer than a traditional one for two main reasons: support
service initialization and memory allocation.

The Intel SGXSDK [90] provides the SGXplatformsoftware (PSW) that includes the application
enclave service manager (AESM). As its name suggests, AESM is a service that eases the pro-
cess of deploying enclaves, performing common tasks such as attestation and supporting the
access to platform services, like obtaining trusted time and monotonic counters. The other
main startup overhead is due to the enclave memory allocation, since all of it must be com-
mitted at enclave build time in SGX 1, to be measured for attestation purposes [126].

First, wemeasure how long starting a traditional process takes. We steadilymeasure less than
1ms which is, as we will see, negligible compared to starting an SGX process.

We thenquantify the time spent startingAESM. This operation is necessary oncepermachine
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Figure 4.1.: Startup time of SGX processes observed for varying EPC sizes.
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Figure 4.2.: SGX computing throughput compared to native on different types of computers,
using pre- and post-Spectre microcodes.

startup, or for each new container in the case of a containerized setup (cf., section 5.4.6).
Figure 4.1 shows the average time across 60 runs. Error bars represent the 95% confidence
interval. We can see that starting AESM takes (104 ± 14)ms. That time is fixed regardless of
the process that we actually want to execute.

On the other hand, memory allocation time is variable and shows two clear linear trends:
before and after reaching the usable enclave page cache (EPC)memory limit. Until this limit,
the time increase rate is 1.6ms/MiB after which it jumps to 4.5ms/MiB, plus a fixed delay of
about 200ms. Note that these times are just for allocating memory, without any actual use of
that memory.

4.3.2. Computing throughput

To measure the difference in computing throughput between native and SGX modes, we use
the CPU stressors of STRESS-SGX and STRESS-NG. We execute all 54 CPU stressors supported
by STRESS-SGX.

Our initial assumptionwas that the computing throughput in an SGXenclavewould be compa-
rable to native, as long as SGX-specific overheads such as enclave transitions or largememory
accesses are avoided. In our initialmeasurements (cf., top two plots in figure 4.2), all stressors
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Chapter 4. Evaluating the cost of computing in trusted execution environments

Table 4.3.: Relative speed of memory-bound operations using Intel SGX against native perfor-
mance. Methods are ordered from sequential (left) to random (right) accesses by
increasing memory operation size.
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indeed run at the same speedwithin an SGX enclave as natively—the only exception being the
fft stressor for an unknown reason.

Later during the evaluation, we discovered that some of our test machines with Skylake pro-
cessors exhibited underwhelming SGX performance compared to other similarly-equipped
machines. After some investigations and further benchmarks, we found out that the only
difference between these machines was their microcode versions (cf., section 2.1.1). We ob-
served that the microcode update issued by Intel on 2018-01-08 was the first version that ex-
hibited the performance degradation. It was released to mitigate the infamous Spectre at-
tack [107].

Under the updated microcode, we observe a significant difference in SGX versus native per-
formance on all types of machines. The bottom two plots in figure 4.2 present the results
for the 27 tests for which SGX performance is affected. We measure slowdowns up to 3.8×
(ackermann running on a single core). Given the undisclosed nature of microcode updates,
it is difficult to identify the exact root cause of this performance degradation.

4.3.3. Memory accesses

Aside from pure computing throughput, we measure the throughput of memory accesses in
SGX enclaves compared to native. Memory accesses in SGX 1 use the EPC, and may need to
swap pages to regular memory should its 93.5MiB capacity be exceeded.

We rely on the virtual memory stressors of STRESS-NG as a baseline. We then use the same
stressors, but running in STRESS-SGX, to run the samebenchmark in SGXenclaves. Weensure
that both SGX-protected and unprotected versions of the stressors execute the exact same
binary code, to provide results that can be directly compared against one another. In STRESS-
NG, we replace the memory allocation function mmap used by the virtual memory stressors
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Figure 4.3.: Time needed to perform 100 000 000 enclave transitions.

with malloc to obtain a fair comparison between native and SGX (which prohibits mmap due
to its use of system calls).

Table 4.3 summarizes the results of this benchmark. It can be read in the following way:
the colored surface of each disk represents the relative execution speed in an SGX enclave
compared to the native speed on the samemachine for the same configuration. For example,
a disk that is 75% full ( ) indicates that a stressor ran with protection mechanisms enabled
at 0.75× the speed observed in native mode. A full disk ( ) indicates that the performance of
the associated stressor is not affected by the activation of SGX.

Values are taken from theaverageof 10 executions,where eachmethod is spawning 4 stressors
with an execution limit of 30 s.

The protection mechanisms of SGX 1 only encrypt data leaving the CPU package. Our test
machine has 8MiB of cache at various levels. The performance is hence comparable to native
mode when the program operates on 4MiB of memory. In this case, the data never leaves the
die and is therefore processed and stored in clear. The stressors walk-1d, zero-one, and prime-
gray-1 are the ones that are themost affected by the activation of SGX, executing at 80% speed
compared to native when operating on 4MiB.

When we increase the size of memory accesses beyond the size of the EPC, we see that the
throughput under SGX goes down to less than 5% of the native performance. Under these
conditions, methods such as modulo-x were not able to produce any results. However, sup-
plemental tests, during which hyper-threading was enabled and all 8 virtual CPUs used, did
return results.

SGX performs better when memory accesses follow a sequential pattern, as observed in the
tests read64, gray, incdec, inc-nybble, walk-d1 and rand-sum. Conversely, it is negatively affected
by randommemory accesses, as exhibited in the results of tests swap, modulo-x, prime-gray-1,
walk-0a and walk-1a.
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Chapter 4. Evaluating the cost of computing in trusted execution environments

Table 4.4.: Hardware characteristics of our SEV-compatible test machine.

Freq. [GHz]

Model Processor Cores Base Turbo

Supermicro 1023US-TR4 2× AMD EPYC 7281 2 × 16 2.1 2.7

4.3.4. Enclavemode transitions

The most common performance overhead of an SGX-enabled program is the transition be-
tween protected and unprotected modes [11, 144, 29, 140]. When programming for SGX, it is
important to keep that aspect in mind.

We use the enclavetransitions stressor of STRESS-SGX to quantify the time needed to
perform 100 million enclave transitions. Figure 4.3 presents the results on a single core at
a time and on all available cores. On a single core, the results show that the frequency of
each processor is the determining factor to transition into an SGX enclave faster. The multi-
core case shows that transitioning between normal and SGX modes is a highly parallelizable
process.

4.4. Performance comparison between Intel SGX and AMD SEV

SEV is another TEE for the x86 architecture (cf., section 2.2). In this section, we compare its
performance to Intel SGX 1.

An important difference to consider is the amount of memory that can effectively be used
by programs running in SGX 1 enclaves compared to SEV virtual machines (VMs). The EPC
area used by SGX 1 enclaves is limited to 128MiB, of which 93.5MiB are usable in practice
by applications. More memory can be used but at the expense of paging to main memory.
This limit does not exist for SEV: applications running inside an encrypted VM can use all its
allocated memory.

Intel SGX has data-integrity protection mechanisms built-in. AMD SEV, on the other hand,
does not provide any integrity protection mechanism [132]. This limitation is addressed by
the SEV Secure Nested Paging (SEV-SNP) extension [2].

We execute our benchmarks on server-grade machines (cf., tables 4.2 and 4.4). As our SGX-
compatible server is less powerful than our SEV-compatible one, we deploy para-virtualized
VMs that are limited to 4 virtual CPUs and 16GiB of random access memory (RAM) on the
AMDmachine. Note that our AMD-based test machine only supports the original iteration of
SEV (no support for SEV Encrypted State (SEV-ES) or SEV-SNP).

22



4.4. Performance comparison between Intel SGX and AMD SEV

Table 4.5.: Relative speed ofmemory-bound operations using AMD SEV against native perfor-
mance. Counterpart to table 4.3.
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4.4.1. Memory-bound operations

We begin by comparing the memory access overhead of AMD SEV to Intel SGX. We repeat
the experiment described in section 4.3.3, with adaptations for AMD SEV. The benchmark
stills consists in the virtual memory stressors of STRESS-NG. As SEV only applies to virtual
machines, our baseline runs in a traditional virtual machine. Subsequently, the benchmark
runs with SEV enabled.

Table 4.5 shows the results of this micro-benchmark. The results can be compared to SGX, as
shown in table 4.3 on page 20. Values are also taken from the average of 10 executions, where
each method is spawning 4 stressors with an execution limit of 30 s. Each disk in the figure
represents the relative execution speed in SEV protected mode, compared to native speed on
the same machine for the same configuration.

At first sight, SEV appears to havemuch less overheads than SGX (disks are fuller and greener
overall), mostly due to its lack of integrity protection. Similarly to Intel SGX, performance
is not affected when the program operates on a small amount of memory (i.e., 4MiB). The
reason is that the protection mechanisms are only used to encrypt data leaving the CPU die,
and 4MiB is smaller than the amount of cache embedded on the CPU. Again, both technolo-
gies perform better when memory accesses follow a sequential pattern (read64, gray, incdec,
inc-nybble, walk-d1, rand-sum) than for random memory accesses (swap, modulo-x, walk-0a,
walk-1a).

Unlike SGX, it is possible to operate over larger amounts of memory (i.e., 256MiB) with AMD
SEV enabled without encountering any measurable overhead. Programs with larger trusted
computing bases (TCBs) are hence practical with AMD SEV.

4.4.2. Caching effects

In order to show the impact of the various levels of processor caches on SGX and SEV per-
formance, we measure the throughput for varying sizes of memory accesses. We use the
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Figure 4.4.: Measured throughput when sequentially and randomly accessing a memory re-
gion of varying sizes, natively and in Intel SGX/AMD SEV.

pmbw tool [24] to conduct this experiment. We port it to run in SGX enclaves with Graphene-
SGX [170]. Likewise, we use Graphene [169] to run the native case on the Intel platform so as
to provide a comparable baseline. On the AMD platform, we run pmbw in a VM, with and
without SEV enabled. We pin the 4 virtual CPU cores to physical CPU cores within a single
core complex (CCX) [160].

Figure 4.4 shows the observed throughput averaged over 10 runswhen reading through a fixed
amount of memory. The results are presented in the form of a log-log plot. We highlight the
cumulative sizes of the L1, L2 and L3 caches.2 We see that, within the first two levels of cache,
the performance of both AMD SEVand Intel SGX is strictly equivalent to native performance.
SEVshows someoverheadwithin the L3 cache for sequential and randomaccesses, while SGX
keeps in line with native performance at that level. However, larger memory accesses are
differently affected. In the case of SEV, only a small overhead can be observed on sequential
and random accesses. On the other hand, the paging mechanism of SGX greatly affects the
throughput we measure, in particular in the case of randommemory accesses.

We observe a couple of surprising abnormalities when looking at our results. First, on the
Intel platform, the drop in performance does not happen at the cumulative size of caches, but
beyond. Our hypothesis is that this behavior is caused by Intel smart cache technology [167].
Second, on the AMD platform, the throughput within L3 cache is decreasing at a much faster
rate than on the Intel platform. We observe the same behavior in native and SEV-protected
modes. We believe that the performance decrease is due to the virtualization process of the
VM.

2In the case of the AMDmachine, the values represent a single CCX.
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4.5. Summary

The performance experiments we presented in this chapter show that the original version
of AMD SEV has very little performance impact, especially when compared to Intel SGX 1.
However, its much weaker security guarantees (cf., section 2.2 and tables 2.1 and 2.2) make it
hard to find a compelling ad-hoc use-case for this piece of technology. Its advantage lies in the
fact that no modifications need to be done to existing programs to benefit from the security
guarantees it offers.

Regardless, we show that Intel SGX 1 can also have no performance impact in some cases,
but can impose tremendous penalties depending on one’s usage. Our study highlights that
developers need to be continually aware of the performance shortcomings of SGX 1 to make
the best use of it. Its extensive security promises hence make it better suited to ad-hoc TEE-
enhanced use-cases.
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Chapter 5.

Orchestration of TEE-secured programs on
heterogeneous clusters

5.1. Introduction

A recent trend is to package and deploy applications in the form of containers. They offer
reproducible execution environments, light lifecycle management and closer-to-metal per-
formance than hypervisor-based solutions.

Developers can rely on turn-key container images available from public and private container
registries. Most cloud operators directly support container deployments as part of their com-
mercial offering (e.g., Google Container Engine [62] or Amazon EC2 Container Service [6]).
Similarly, it is possible to set up a container cluster on private premises, leveraging popu-
lar [43] container orchestrators such as Kubernetes [111] or Docker Swarmmode [45].

Without special care, containers are exposed to critical security threats. For instance, the
cloud infrastructure could be compromised by malicious actors or software bugs. This is es-
pecially true when containers are deployed on a public cloud infrastructure, but it also holds
true for the case of a deployment on private premises that may have been corrupted by ma-
licious actors. Hence, users who deploy services are left with no other choice than to trust
the infrastructure provider and the complete software stack (including the underlying oper-
ating system, kernel libraries, etc.). Similarly, they must face the risk that a compromised
component can lead to severe data leakage [53, 164].

A solution is to use Intel SGX enclaves to shield critical services from malicious actors. The
availability of SGX allows to distrust the cloud operator and rely instead on hardware protec-
tion mechanisms, hence drastically reducing the TCB. Cloud providers are starting to offer
SGX-enabled infrastructure as a service (IaaS) solutions to end-users. One example is Mi-
crosoft Azure Confidential [154].

Deploying and orchestrating containers on a heterogeneous cluster, with a mix of machines
with and without SGX capabilities, presents its own set of specific challenges. The containers
that require SGX will contend on the availability of dedicated memory, due to its constrained
nature. Therefore, there needs to be a monitoring infrastructure that feeds the scheduler
with resource usagemetrics of SGXmemory requests to schedule the containers accordingly.
Unfortunately, none of the existing container orchestrators offer native support to provide
runtime insights about the resources used by SGX containers.
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In the proposed context, our contributions are the following. We propose an SGX-aware ar-
chitecture for orchestrating containers. Fitting in this architecture, we offer SK8S,1 an open-
source vertical implementation of the required system support [172]. SK8S includesmodifica-
tions to the Linuxmodule for SGX as well as a Kubernetes device plugin. Further, we show that
it will be possible to drastically reduce the waiting time of the submitted jobs by exploiting
SGX2, as it offers better control over the size of the dedicated memory. Finally, we demon-
strate that our design and implementation are sound with a detailed evaluation using the
Google Borg traces [182, 150].

5.2. Related work

Several research efforts have tackled the problem of scheduling jobs over a cluster of hetero-
geneousmachines. To protect sensitive hypervisor scheduling decisions, Scotch [118] conveys
information gathered in system management mode (SMM) to enclaves. They implement a
prototype on top of the Xen hypervisor, adding about 14%of overhead for each context switch
and interrupt. Although they provide results within 2%of the ground truth in such scenarios,
there is no guarantee that measurements coming from SMM are not tampered with during
control switch to enclave entry points. Their focus is on the protection of probing data and
preventing improper resource usage. Instead, we deal with system support for scheduling
SGX jobs based on their main contentious resource: EPC memory pages.

Similar to our work, ConVGPU [100] provides solutions for scheduling jobs based on memory
contention in container-based virtualized environments. Specifically, they provide a mech-
anism that shares graphics processing unit (GPU) memory among multiple containers. Just
as the EPC, GPU memory is limited. However, it is not possible to swap out memory once
it is full, an event that usually leads to more severe issues than just performance degrada-
tion. To avoid that, ConVGPU intercepts and keeps track of memory allocation calls to the
CUDA application programming interface (API) by providing an alternative shared library to
applications running within containers. Whenever a request cannot be granted, it preempts
the application by postponing the return call until there are available resources. They eval-
uate the system using four strategies for the selection of which waiting application should
be served first, and show low overall application running time overheads. Essentially, they
act reactively to potential memory contention issues, after container deployment, whereas
we take scheduling decisions before, based on self-declared memory needs, and after de-
ployment, based on probed data. Besides, they only take into account intra-node resource
management, and leave distributed processing by integration with Docker Swarm for future
work.

MixHeter [187] also deals with scheduling in heterogeneous environments. Since different
sorts of applications benefit fromdistinct hardware capabilities (e.g., GPUs for graph comput-
ing, RAM for sorting jobs, etc.), distributed system schedulers that deal withmixedworkloads
and take decisions disregarding this aspectmay face poor performance. To that end,MixHeter
proposes a scheduler based on or-constraints. The different resource requests are translated

1Pronounced “skates”.

28



5.3. Design

into algebraic expressions to be satisfied. If preferred resources are busy, non-preferred, but
still compatible ones are used instead, which can maximize the overall performance. They
evaluate the system on a popular scheduler for distributed systems processing frameworks
and show performance improvements up to 60%. We only consider SGX and non-SGX jobs as
characterizing features for orchestration decisions. Our systemwould therefore benefit from
such a scheme considering a broader range of hardware capabilities, assuming applications
would support alternative TEEs (e.g., AMD SEV, ARM TrustZone, and even trusted platform
modules (TPMs) [10]) in the absence of Intel SGX.

Checkpointing and migration of running processes closely relates to scheduling strategies.
In this direction, Gu et al. [67] tackle these issues for SGX enclaves. The challenge lies in
securely creating, transmitting and restoring an enclave checkpoint while preserving all se-
curity guarantees, while not introducing new attack vectors. Checkpointing a running SGX
process, however, already imposes some obstacles, since part of the enclave metadata is not
even accessible by the enclave itself. Moreover, for consistency reasons, onemust ensure that
all application threads do not continuously mutate the state of the job being migrated. The
authors deal with the first issue by inferring the value of such unreadable metadata. Then,
they issue replay operations that lead to an identical state. However, their approach relies on
the cooperation of the untrusted operating system, and therefore checks afterwards if it has
behaved accordingly. The problem of achieving a quiescent point, when all threads are guar-
anteed to not modify the process state, is done by synchronization variables kept inside the
enclave, and by intercepting its entry and exit points. By doing this, they force all threads to
reach either a dormant or a spinning state that will only be undone after restoring the enclave
at the target node. After successfully creating the checkpoint, they still have to providemeans
to ensure that it cannot be restored more than once (fork attack) nor that an old one can pos-
sibly be recovered (rollback attack). That is solved by means of a migration key transmitted
through secure channels built by leveraging SGX attestation and by a self-destroy approach,
which prevents the enclave from being resumed after it was checkpointed. Overall, their
system shows a negligible performance overhead. Such mechanism could eventually be in-
tegrated into our system, towards a globally-optimized EPC utilization through the migration
of enclaves. However, we stress that the problem of SGX enclave migration (online or offline)
is considered orthogonal to ours.

5.3. Design

5.3.1. Trust model

In order to accurately design our orchestrator, we need to decide upon its trust model. We
assume that our SGX-enabled orchestrator is deployed on the premises of a given public cloud
provider. Providers show a honest-but-curious behavior. They are interested in offering an
efficient service to customers, mostly for selfish economic reasons (e.g., providers want to
maximize the number of executed jobs per unit of time, but they will not deliberately disrupt
them). However, providers do not trust their customers, especially not the resource usage
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Figure 5.1.: Architecture and workflow of the SGX-aware orchestrator.

declarations they specify at deployment time. Nevertheless, providers trust their own infras-
tructure, namely the operating system running on the cluster nodes, the SGX driver, as well
as the orchestrator itself.

Customers rely on the infrastructure offered by cloud providers, but do not trust it. Notably,
they trust Intel SGX to prevent providers from inspecting the contents or tampering with jobs
deployed on their infrastructure. In turn, customers might try to allocate more resources
than what they requested, at the cost of providers or other tenants.

5.3.2. Architecture

The architecture of our system is depicted in figure 5.1. The complete system implements a
container orchestrator that can efficiently schedule SGX-enabled jobs, as well as regular jobs,
on a heterogeneous cluster. We assume that SGX-enabled jobs execute entirely in enclaves,
minus a part responsible for bootstrapping the SGX enclaves. These assumptionsmatch those
of state-of-the-art SGX systems, e.g., SCONE [11] or Graphene-SGX [170].

One important aspect of the system is its ability to guarantee that jobs submitted to a given
host always fit within its EPC memory limits. This is of particular relevance to avoid ma-
jor performance penalty (cf., section 4.3.3). To achieve this goal, we use a monitoring layer,
implemented by means of daemons executing on each node of the cluster. They accurately
measure individual EPC utilization of the jobs submitted to our system. These measures are
periodically sent to a central node, in charge of storing and analyzing them. We rely on a
time-series database for this task, as they have proved to be an efficient tool to implement
queries over moving sliding windows [142, 51, 79], such as the ones we use in our scheduling
policy.

Users submit their jobs by specifying the name of the container image (cf., figure 5.1-Ê). They
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need to indicate the amount of EPC memory required by their jobs at this time.2 Apart from
these parameters, clients rely on the regular APIs of the orchestrator. The image is initially
pulled from a public or private container registry. Afterwards, it is submitted into the sched-
uler’s queue as a pending job Ë.

5.3.3. Scheduling algorithm

Our scheduling algorithm works as follows. First, the container orchestrator fetches the list
of pending jobs currently in the queue Ì. It takes their memory allocation requests into ac-
count, both in terms of standard memory and EPC. At the same time, it fetches accurate and
up-to-date metrics about memory usage across all nodes in the cluster. This is done by exe-
cuting a sliding-window query over the time-series database. The scheduler then combines
the two kinds of data to filter out job-node combinations that cannot be satisfied, either due to
hardware compatibility (i.e., SGX-enabled job on anon-SGXnode), or if the job requestswould
saturate a node. The next step depends on the concrete container placement policy config-
ured for the cluster. In particular, we enable support for SGX measures in two well-known
placement policies.

When binpack is in use, the scheduler always tries to fit as many jobs as possible on the same
node. As soon as its resources become insufficient, the scheduler advances to the next node
in the pool. The order of the nodes stays consistent by always sorting them in the same way.
In the case of a standard job, we sort SGX-enabled nodes at the end of this list, to preserve
their resources for SGX-enabled jobs.

Conversely, the main goal of the spread strategy is to even out the load across all nodes. It
works by choosing job-node combinations that yield the smallest standard deviation of load
across the nodes. Like binpack, it only resorts to SGX-enabled nodes for non-SGX jobs when
no other choice is possible to execute the job. After the policy selection ismade, the scheduler
communicates the computed job-node assignments to the orchestratorÍ. It then handles the
actual deployment of jobs towards the various nodes Î.

There may be jobs that cannot be fitted in the cluster at the time of their submission. The
orchestrator keeps a persistent queue of pending jobs Ì; the scheduler periodically checks
for the possibility to schedule some of them, applying a first come first serve (FCFS) priority.

5.4. Implementation

In this section, we provide insights on the implementation of the components of our archi-
tecture.

2As the allocation of EPCmemory has to be done at program initialization for SGX 1 enclaves, this value iswritten
in the binary and could be extracted. We rely on the user’s specification for convenience reasons.
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As several mainstream container orchestrators exist today, we decide to build our implemen-
tation on top of the Kubernetes container orchestrator [111].3 The entire source code of our
implementation is released as free software [172]. The components thatweadd to the architec-
ture of Kubernetes interact with it using its public API. This approach facilitates integration
into future versions of Kubernetes.

5.4.1. Kubernetes device plugin

The first component is a device plugin [110] that allows to mark a Kubernetes node as able
to execute SGX instructions. Those kind of plugins can be used directly by the Kubelet node
agent since Kubernetes 1.8. The design behind device plugins was influenced by the devel-
opers’ need to access GPUs [57]. Its intent is to expose system devices (i.e., those available
in the /dev pseudo-filesystem) directly within Kubernetes. Opportunely, applications imple-
mented using the Intel SGX SDK for Linux are given access to SGX by means of a pseudo-file
in /dev.

Communication between Kubelet and the device plugin leverages Google remote procedure
calls (gRPC) [66]. Our device plugin checks for the availability of the Intel SGX kernel module
oneachnode and reports it toKubelet. Kubelet notifies the control plane about the availability
of an “SGX” resource on that node.

The philosophy behind device plugins is to register one resource item (e.g., one GPU card, one
field-programmable gate array (FPGA) board, etc.) per physical device. In the case of SGX
applications, there is only one pseudo-file registered per processor. However, multiple en-
claves can be executed at the same time, sharing the EPC. Exposing only one resource item
would have utterly limited the usefulness of our contribution, as only one SGX-enabled set
of containers (or pod in the Kubernetes terminology) could be scheduled on a physical host
at any given time. We solve this problem by exposing each EPC page as a separate resource
item. By exposing the EPC as multiple independent pseudo devices, several pods can be de-
ployed and share a single node, thus supporting the execution of several SGX applications at
once. Despite the great amount of resources created with this scheme, we did not notice any
perceptible negative influence on performance.

Although SGX can over-commit its protectedmemory via paging, doing so leads to severe per-
formance drops. Therefore, we deliberately prevent over-commitment of the EPC, in order
to preserve predictable performance for all pods deployed in the cluster.

Thanks to the device plugin, Kubernetes knows that it needs tomount the SGX pseudo-device
file inside each pod that requested at least one share of EPC. Therefore, end-users must de-
clare that their SGX-enabled pods use some amount of the “SGX” resource. In the case of
Kubernetes, this is done by filling in the resource requests and limits fields of the pod speci-
fication. Resource requests are used by the scheduler to dispatch SGX-enabled pods towards
a suitable node. Limits are transmitted to our modified SGX kernel module for strict enforce-
ment.

3An initial attempt was based on Docker Classic Swarm. However, its lack of hooks to extend its architecture and
poor developer documentation convinced us to look for a different solution.
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5.4.2. SGX-aware scheduler

Once nodes have been configured to use our device plugin, they are ready to accept pods
using Intel SGX instructions. However, Kubernetes’ own scheduler only relies on values com-
municated in the resource requirements of each pod. Given the restrained capacity of the
EPC, it is imperative to maximize its utilization factor. To do so, the scheduler must consider
the actual usage metrics of the cluster, collected at runtime. Our scheduler can decide on
scheduling actions based on measured memory usage—for the EPC as well as regular RAM.
Metrics regarding regular memory are collected by Heapster [101], while SGX-related metrics
are gathered using our custom probes.

We implement the previously-described binpack and spread scheduling strategies in a non-
preemptive manner, following the same scheme as the default scheduler of Kubernetes. The
scheduler itself is packaged as a pod. This allows us to execute it with the same privileges
as the default scheduler. It also provides us with seamless migrations and crash monitoring
features, as for any pod.

Kubernetes can cope with multiple schedulers concurrently operating over the same cluster.
It is therefore possible to deploy our scheduler with both of its strategies in parallel to the
default, non SGX-aware one. Comparative benchmarking is thus made easier, as each pod
deployed to the cluster can specify which scheduler it requires. We assume that, in produc-
tion deployments, only one variant of our SGX-aware scheduler will be deployed as default to
prevent conflicts.

5.4.3. SGXmetrics probe

The proposed scheduling algorithm relies onmetrics directly fetched from nodes of the clus-
ter. Kubernetes natively supports Heapster [101], a lightweight monitoring framework for
containers. We configure Heapster to collect such metrics on each node and subsequently
store them into an InfluxDB [82] time-series database. Moreover, we have implemented an
SGX-aware metrics probe to gather EPC usage metrics from our modified Intel SGX kernel
module. These metrics are pushed into the same InfluxDB database used by Heapster. This
allows our scheduler to use equivalent InfluxQL queries [83] against the database for SGX- and
non SGX-related metrics.

The probe is deployed on all SGX-enabled nodes using the DaemonSet component [112]. The
distinction between standard and SGX-enabled cluster nodes ismade by checking for the EPC
size advertised to Kubernetes by our device plugin. Finally, we leverage Kubernetes itself
to automatically handle the deployment of new probes when adding physical nodes to the
cluster, as well as their management in case of crashes.

5.4.4. Enforcing limits on EPC usage

SGX supports over-commitment of its primary cache, the EPC. However, this feature comes
with an important performance penalty for user applications. It is imperative for a cloud
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provider to make sure that multiple containers share the EPC in a respectful manner. In Ku-
bernetes, users specify the limits for each type of resource that their pods use. These values
are later used for several purposes, e.g., accounting and billing the reserved resources. It is
in the interest of the infrastructure provider to make sure that co-hosted containers do not
contend on the same resource. A user with malicious intents could advertise lower amounts
of resources thanwhat their pods actually use. For this reason, it is crucial to enforce the lim-
its advertised in the specification of each pod. In our particular context, we focus on limits
related to EPC usage.

We implement proper limits enforcement by modifying two existing components of our ar-
chitecture: (i) the Linux version of the SGX driver provided by Intel, and (ii) Kubelet, the
daemon running on each node of a Kubernetes cluster. The SGX kernel module will deny the
initialization of any enclave that exceeds the share of pages advertised by its enclosing pod.

Linux cgroups

The proper way to implement resource limits in Linux is by adding a new cgroup controller to
the kernel [128]. This represents a substantial engineering and implementation effort, affect-
ing several layers of our architecture. Modificationswould be required in Kubernetes, Docker
(which Kubernetes uses as container runtime) and the Linux kernel itself.

We considered a simpler, more straightforward alternative. Namely, we use the cgroup path
as a pod identifier. The rationale behind the choice of this identifier is as follows: (i) it is
readily available in Kubelet and in the kernel; (ii) all containers in a pod share the same cgroup
path, but distinct pods use different ones, and (iii) the path is available before containers
actually start, so the kernel module knows the limits applicable to a particular enclave on its
initialization.

In order to communicate limits fromKubernetes to the SGX kernelmodule, we added 16 lines
of Go code and 22 lines of C code to Kubelet, using cgo [60]. These additions communicate a
new cgroup path–EPC pages limit pair each time a pod is created.

5.4.5. Modified Intel SGX kernel module

Wemodify the Linux kernel module [85] provided by Intel. Ourmodifications add the follow-
ing features: (i) gathering of usage data to improve scheduling decisions, and (ii) enforcement
of resource usage limits. We offer access to the total number of EPC pages, as well as their
current usage status by way ofmodule parameters. They are accessible using the usual Linux
filesystem interface, below the /sys/module/isgx/parameters path. Values can be re-
trieved through two pseudo-files:

sgx_nr_total_epc_pages: total amount of pages on the system.

sgx_nr_free_pages: amount of pages not allocated to a particular enclave.
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Additionally, per-process EPC usage can be queried. To do so, we create a new input/output
queryable using the ioctl function [96] available in Linux. This control reports the number
of occupied EPC pages given to a single process, described by its process identifier (PID).
This metric is helpful to identify processes that should be preempted and possibly migrated,
a feature especially useful in scenarios of high contention.

We create a second input/output queryable to communicate resource usage limits. Each pod
deployed in our cluster needs to advertise the number of EPC pages it plans to use. When an
SGX-enabled pod is created, Kubelet calls the ioctl function to communicate its EPC usage
limits to the kernel module. The module makes sure that limits can only be set once for each
pod, therefore preventing a privileged container from resetting them. With SGX 1, enclaves
must allocate all chunks of protected memory that they plan to use at initialization time. We
add a couple lines of code to the function __sgx_encl_init that calls our own function
that checks whether to allow or deny a given enclave initialization. Internally, it compares
the number of pages owned by the enclave to the limits advertised by its enclosing pod.

The implementation of these features consists in 115 lines of C code on top of the Intel SGX
Linux kernel module [174].

5.4.6. Base image to use Intel SGX in containers

When an application wants to use the processor features offered by Intel SGX, it has to op-
erate in enclave mode. With SGX 1, the program has to pre-allocate all the enclave memory
that it plans to use. The particular x86 instructions that can reserve enclavememory can only
be executed by privileged code running in ring 0 [40]. Under the GNU/Linux operating sys-
tem, only the kernel and its modules are allowed to call these instructions. In a containerized
context, the kernel and, by extension, its modules are shared across all containers. In the
case of running SGX-enabled applications in containers, this implies that it is required to set-
up a communication channel between the container and the SGX module. In Docker, this
can be done by mounting the device pseudo-file exposed by the host kernel directly into the
container. While it is possible to create SGX-enabled applications that directly interface with
the kernel module, the SDK provides an easier path to SGX application development. Pro-
grams that use the SDK rely on the PSW [90]. Hence, we created a Docker image that allows
SGX-enabled applications developed using the official SDK to be executed seamlessly within
Docker containers. The source of the image is publicly available from GitHub [171]. Our im-
age supports versions 1.9 to 2.5 of the SGX SDK. Starting from version 2.6 of the SGX SDK, Intel
provides an official Docker image [86].

5.5. Evaluation

In this Evaluation follows a detailed evaluation of our SGX-aware scheduler. First, we describe
our experimental settings. Then, we characterize the synthetic workload that we use as well
as the Google Borg trace and the simplifications that adapt it to the scale of our cluster. A
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comprehensive evaluation of the scheduler itself follows, including measurements of the ef-
fectiveness of strictly enforcing resource usage limits. We end our evaluation by investigating
how our work is affected by the release of SGX2.

5.5.1. Evaluation settings

For this evaluation, we use a cluster of 5 machines. The first 3 machines are Dell PowerEdge
R330 servers, each equipped with an Intel Xeon E3-1270 v6 CPU and 64GiB of RAM. At the
time of experimentation, these machines were not compatible with Intel SGX. One of these
machines acts as the control plane for Kubernetes, while the remaining are regular Kuber-
netes nodes.

The two remaining nodes are SGX-enabled machines, also acting as nodes in the Kubernetes
cluster. These machines feature an Intel i7-6700 CPU and 8GiB of RAM. SGX is statically con-
figured to reserve 128MiB of RAM for the EPC. The machines are connected to a 1Gbit/s
switched network. We use Kubernetes (v1.8), installed on top of Ubuntu 16.04. We enable
the Kubernetes device plugin alpha feature on all the machines.

5.5.2. The Google Borg trace

Our evaluation uses the Google Borg trace [182, 150]. The trace was recorded in 2011 on a
Google cluster of about 12 500machines. The nature of the jobs in the trace is undisclosed. We
are not aware of any publicly available trace that would contain SGX-enabled jobs. Therefore,
we arbitrarily designate a subset of trace jobs as SGX-enabled. In the following experiments,
we insert various percentages of SGX jobs in the system: from 0% of SGX jobs (only standard
jobs), and then increasing by 25% steps, until 100% (only SGX jobs).

The trace reports several metrics that were measured in Google’s cluster. We extract the
following metrics out of it: (i) submission time; (ii) duration; (iii) assigned memory, and
(iv) maximal memory usage. The submission time and duration allow us to replicate the ar-
rival pattern of jobs in our cluster. We use the assigned memory field as the value advertised
to Kubernetes when submitting the job to the system. However, the job will actually allocate
the amount given in the maximal memory usage field. We believe this creates real-world-like
behavior with respect to the memory consumption advertised on creation compared to the
memory that is actually used.

The trace specifies the memory usage of each job as a percentage of the largest memory ca-
pacity in Google’s cluster—without actually reporting the absolute value. Figure 5.2 shows the
amounts ofmemory allocations recorded in the trace. In our experiments, we set thememory
usage of SGX-enabled jobs by multiplying the memory usage factor obtained from the trace
to the total usable size of the EPC (93.5MiB in our case). As for standard jobs, we compute
their memory usage by multiplying them to 32GiB. The rationale behind this choice is that
it is the power-of-2 closest to the average of the total memory installed in our test machines.
Moreover, we think that it yields amounts that match real-world values.
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Figure 5.4.: Borg trace: concurrently running jobs during the first 24 h.

Figure 5.4 shows the number of jobs that were active in Google’s cluster at any point in time
during the first 24 h of the trace. Given the size of Google’s cluster, we have to scale down the
trace before being able to replay it on our own cluster setup. We scale the trace down along
two dimensions: duration and number of jobs.

Figure 5.3 shows the cumulative density function (CDF) of the duration of jobs found in the
trace. All jobs last atmost 300 s. Hence, 1 h is sufficiently long to properly stabilize the system.
Instead of considering the full 29 days recorded in the trace, we use a 1-hour subset ranging
from 6480 s to 10 080 s (highlighted in gray in figure 5.4). This slice of trace, while being the
less job-intensive in terms of concurrent jobs for the considered time interval, still injects an
intensive load on the cluster. To fit our small cluster, we sample every 1200th job from the
trace, to end up with a number of jobs big enough to cause contention in the system, but that
does not clutter it with an incommensurable amount of jobs.

5.5.3. Matching trace jobs to deployable jobs

After processing the trace file, we get a timed sequence of jobswith their advertised and effec-
tive memory usage. In order to materialize this information into actual RAM or EPC usage,
our jobs are built around containers that run STRESS-SGX (cf., section 4.2). Normal jobs use
the original virtual memory stressor brought from STRESS-NG, while SGX-enabled jobs use
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Figure 5.5.: CDF of waiting times, using varying amounts of SGX-enabled jobs.

the topical EPC stressor. We specify parameters to allocate the right amount of memory for
every job, in accordance with the values reported by the trace.

5.5.4. Scheduler evaluation

We evaluate our SGX-aware scheduler by replaying the trace described hereinabove. All per-
formance metrics are directly fetched from Kubernetes.

Figure 5.5 shows the CDF of waiting times observed by jobs before their execution. The wait-
ing time refers to the period between the submission of the job to the orchestrator, and the
instant when the job actually starts on a given node of the cluster. In this experiment, we use
the binpack scheduling strategy.

As expected, the run that only uses standard memory (no SGX jobs) experiences relatively
low waiting times. On the other side, the pure SGX run waiting times go off the chart, due to
much higher contention conditions. The longest wait observed by a job is 4696 s, more than
the total task duration given in the trace. When 25% to 50% of the jobs are SGX-enabled,
waiting times are really close to the ones observed with a fully-native job distribution. This
shows that incorporating a reasonable number of SGX jobs has a negligible impact on the
scheduling. Notably, we expect real-world deployments to include small percentages of jobs
requiring SGX instructions.

Figure 5.6 depicts the waiting times observed in relation to the amount of memory requested
by pods, using the spread and binpack strategies. There are two rows of labels in the x-axis.
The top row with smaller values is applicable to SGX jobs while the bottom row is applica-
ble to standard jobs. All values are extracted from the same run with a 50% split between
standard and SGX jobs. The error bars are computed using the 95% confidence interval. We
can observe that the spread strategy is consistently worse than binpack. Binpack also seems
to handle bigger memory requests better. SGX jobs show similar waiting times compared to
standard jobs, save for one outlier in the binpack plot. This shows that our scheduler works
well with both types of jobs.

Finally, figure 5.7 shows the aggregated turnaround time for all jobs. This metric refers to
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the duration elapsed between the instant a job was submitted to the moment when the job
finishes and dies, summed for all jobs. The black bar labeled “Trace” represents the total
turnaround time recorded in the trace. The difference with the other results highlights the
total waiting time for each of the different settings. We use runs that only contain one type
of job (either all SGX or regular jobs). As we noted in figure 5.6, the binpack strategy, in this
specific setting and portion of the trace, achieves the best result (shorter turnaround time).
When using the binpack strategy, SGX jobs need slightly less than twice the time of their non-
SGX counterparts. The total waiting time difference between the two kind of jobs is above this
ratio, but the impact on the total turnaround time is limited to some extent. Although amore
in-depth evaluation of the trade-offs between the binpack and spread scheduling strategies
would permit amore comprehensive understanding of our setting, we believe that individual
workload characteristics are the key factors when selecting a placement strategy.

Our decision to choose a multiplier of 32GiB for standard jobs and 93.5MiB for SGX-enabled
jobs considerably affects theperformancedifferencebetween standard andSGX jobs. Indeed,
our whole cluster has 2 × 93.5MiB = 187MiB of EPC memory compared to a total amount of
2× 64GiB+2× 8GiB = 144 GiB of regular systemmemory. This represents a difference of al-
most 3 orders ofmagnitude (788×) between the two kinds ofmemory, whereas the difference
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Figure 5.8.: Observed waiting times when malicious containers are deployed in the system,
with and without usage limits being enforced.

between the scaling multipliers is only half of that (350×). Therefore, in relative terms, SGX
jobs have close to 2× less memory at their disposal compared to standard jobs. As later high-
lighted in section 5.5.7, doubling the amount of memory drastically improves performance,
which explains the performance gap. We observe nonetheless that using a 50% split between
standard and SGX jobs yields acceptable performance for both kinds of jobs.

5.5.5. Impact of resource usage limits

One of the feature of our system is the strict enforcement of limits regarding per-container
EPC memory consumption. Resource usage limits are declared by the users themselves, and
therefore could be inaccurate with regard to the real usage made by their containers. We
identify incentives to lead users into truthfully declaring resource usages: if the user declares
too high a limit for their container, then the infrastructure provider will charge them for the
additional resources. On the other hand, declaring too low resource usages will lead to the
container being denied service due to the enforcement of limits. To show the potential dam-
ages that users could cause without this mechanism, we ran the same experiment as before,
but we add so-calledmalicious containers to the system. We deploy as many of them as there
are SGX-enabled nodes in the cluster. The modus operandi of these containers is to declare 1
page of EPC as limit and request in their pod specification, but actually use way more: up to
50% of the total EPC available on the machine they execute on.

The results, as presented in figure 5.8, show that, without strict limits being enforced, most
honest containers in the system suffer from longerwaiting times. Obviously, as the allocation
size made by malicious containers increases, the effects suffered by honest containers grow
as well. Fortunately, we clearly see that enforcing limits on memory allocations annihilates
the efforts of themalicious containers. The reasonwhy the runwithmalicious containers and
limits enabled is better than the one that is just following the trace is because some jobs in
the Google Borg trace actually try to allocatemorememory than they advertise (44 jobs out of
663 show this behavior). Whenwe strictly enforcememory limits, these jobs are immediately
killed after launch by our modified SGX kernel module.
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Figure 5.9.: Time series of the total memory amount requested by pods in pending state for
different simulated EPC sizes.

5.5.6. Compatibility with SGX2

In 2021, Intel released processors based on the Ice Lake microarchitecture [87]. These pro-
cessors support an extended instruction set, often referred to as SGX2. The most important
feature that these new instructions introduce is dynamic EPC memory allocation [126]. En-
claves can ask the operating system for the allocation of new memory pages, and may also
release pages they own. Contrary to SGX 1, these operations can also be done during their
execution. Another considerable improvement is the much larger EPC region, growing the
old maximum of 128MB in SGX 1 to 512GB per socket in SGX2.

Unfortunately, this new hardware was not available at the time of our experiments. Never-
theless, as far as our scheduler is concerned, we believe that only minor changes need to be
performed to fully take these new possibilities into account. Provided that Kubernetes nodes
are deployed on SGX2-compatible hardware, we think that our solution will work out-of-the-
box. The scheduler already uses up-to-date measurements regarding EPC usage to come up
with scheduling decisions. Even when using SGX 1, variations of EPC usage can already hap-
pen if a container launchesmultiple enclaves whose life-cycles are not harmonized. The only
part of our system that we have identified as not yet SGX2-ready is our implementation of re-
source usage limits in the SGX kernel module. We believe that the effort required to port it to
the new revision of SGX is modest.

5.5.7. Simulated evaluation

Through simulation, we evaluate howSGX2would impact the performances of our scheduler.
We use the exact same algorithms and behavior as our concrete scheduler. That allows us to
operate with various EPC sizes, including those that are not supported by the SGX hardware
that we have access to.

We use the same trace as for our concrete evaluation (cf., section 5.5.1). Figure 5.9 shows the
sum of requested memory by pods in pending state during the replay of the trace. Looking
at the extremes, we can notice the total absence of contention when the EPC accounts for
256MiB, finishing the batch execution in 1 h, exactly as recorded in the trace. Conversely,
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the trace takes 4 h 47min to complete when the maximum EPC memory usage is 32MiB. In
between, a 64MiB EPCwould allow the trace execution to finish after 2 h 47min. For 128MiB,
the maximum EPC limit of SGX 1 processors, the batch would conclude after 1 h 22min.

This experiment, despite being dependent on this particular job trace, puts in evidence the
benefits of having bigger protected memory sizes. Even having 256MiB would dramatically
improve run times. Aswenowknow, SGX2 supportsmuch larger EPC sizes, and consequently
makes SGX more appealing to cloud providers.

5.6. Summary

This chapter presented SK8S, a novel orchestrator for containers running on heterogeneous
clusters of servers—a subset of them supporting Intel SGX. The technology allows users to de-
ploy software in the cloud without having to trust their provider, allowing them to trustfully
process sensitive data. In previously-existing cloud deployments, customers had to blindly
trust their provider not to pry into their jobs nor tamper with them. Conversely, SGX-aware
providers had to trust that their customers do not overstep their share of EPC, as they had no
means to limit it. Thanks to our novel work, providers can now effectively supervise SGX-
related resources by enforcing EPC allocation limits, thence rendering SGX cloud deploy-
ments practical.

The challenge in such deployments is to schedule containers with security requirements to
SGXmachines in priority, which are scarce, while at the same time carefullymonitoring their
usage of SGX resources. In particular, when exceeding the limited memory capacity of SGX 1
enclaves, performance starts degrading significantly. It is therefore important not to overload
SGX machines with too many resource-demanding containers.

To ensure proper monitoring of low-level SGX metrics, we extended the SGX Linux module
to gather statistics about the SGX runtime and feed them into the orchestrator, based on Ku-
bernetes. We developed a complete prototype that we openly release [172], deployed it in a
private cluster, and conducted a detailed evaluation using Google Borg traces. Our findings
reveal that the scheduler must carefully take the EPC size into account to reduce the overall
turnaround time. Furthermore, we observed that when half of the jobs in the workload are
SGX-enabled, there is virtually no impact on general performance.
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Scalable privacy-preserving group file sharing

6.1. Introduction

Delegating data storage to cloud services is an efficient method for organizations to cut and
adapt costs. However, cloud service providers cannot be fully trusted [22]. A way to overcome
the issue is to cryptographically encrypt the data before sending it to storage providers. Data
owners may also want to only grant access to well-defined groups of users to create and con-
sume that data. Likewise, cryptographic access control mechanisms can be used to enforce
that only valid users can access the encryption keys and, consequently, the data.

Sometimes, the identity of users is also sensitive and needs to be protected. Consider for ex-
amplemilitary organizations that define access groups based on security clearances. Besides
protecting the information that is specific to a clearance level (e.g., confidential, secret and
top secret), users sharing the same clearance level do not know each other. Another use-case
are virtual data rooms (VDRs) [127] used for exchanging confidential documents during busi-
ness acquisitions. They not only need to enforce a high-level of access control, but also to
protect stakeholders’ identities.

Existing research covers cryptographic access control mechanisms that ensure data confiden-
tiality and authenticity [55, 145, 36], but not anonymity. These systems rely on public key cryp-
tography tomap user identities and symmetric cryptography to protect the actual shared con-
tent. On the contrary, confidential systems focusing on group communication offer anonymi-
ty guarantees by group key exchange methods [9], requiring all active group members to be
present and participate in a multi-phase protocol (e.g., Diffie-Hellman (DH)) each time a key
is derived. Such an approach is indeed suitable for instant group communication, but im-
practical for asynchronous file sharing.

Theoretical anonymous file sharing extensions have been hypothesized [19, 122] without ever
turning into functional systems.

The need for anonymous sharing of confidential content was straightforwardly addressed by
GNUPrivacyGuard (GnuPG) [165]. Their approach is to drop any public keymapping from the
resulting ciphertext, eliminating any reference to the recipients’ identities. The main draw-
back of this solution happens at decryption time, as recipients need to perform numerous
asymmetric decryption trials until the portion of the ciphertext that matches their private
key is found. As pointed by our preliminary benchmark (cf., table 6.1 on page 47), GnuPG
works well for groups of few users but quickly becomes impractical for larger ones.

Taking all the above into account, using TEEs such as Intel SGX as a building block for anony-
mous sharing systems seems like a compelling idea. However, SGX 1 comes with side costs,
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notably the overhead associatedwith the transition between trusted anduntrustedmodes (cf.,
section 4.3.4), as well as page swapping when exceeding the limited memory size of the EPC
(cf., section 4.3.3). Moreover, we need to consider that some participants in an anonymous
sharing scheme may not have access to a TEE, e.g., mobile users or Internet of things (IoT)
devices in the case of automated systems.

We propose an anonymous access control scheme that only leverages Intel SGX for a nar-
row scope of the deployment: enforcing anonymity during the publishing operation, i.e.,
writing. Our scheme does not require a TEE when performing the read operation. By lever-
aging TEEs, we can circumvent assumptions of state-of-the-art theoretical anonymous shar-
ing schemes [19] and considerably improve the performance of cryptographic operations. To
demonstrate the feasibility of our solution, we propose a scalable system design leveraging
micro-services that can elastically scale depending on the access control and data content
workloads.

6.2. Motivation

We provide an overview of the assumptions and security objectives of file sharing systems
that guarantee data confidentiality and user anonymity.

6.2.1. Model

We target file sharing between users which can be humans or software agents. We consider
that users are uniquely identified within the premises of an organization. Users are orga-
nized into uniquely-identifiable groups by organization-specific considerations and policies.
We consider a separation between the group access control and group content management
by both functional and threat factors. Group access control represents group memberships
operations and is performed by administrators. Administrative operations consist in adding
and removing users from groups. Group content management represents creating and con-
suming files by groupmembers. A user can hold one or both roles ofwriter and reader within
one or multiple groups. The remote storage is a typical cloud object storage that can store
uniquely-identified large binary objects (e.g., Amazon Simple Storage Service (S3) [7]).

Exemplifying use-case

Virtual data rooms (VDRs) [127] enable a tightly controlled exchange repository of electronic
documents for company mergers and acquisitions (M&As). Thanks to VDRs, the seller, sup-
porting parties assisting the seller, and acquisition bidders can confidentially exchange doc-
uments (e.g., terms, valuation) through an untrusted remote storage medium. The seller acts
as administrator and enforces access control. Active user roles are constituted by writers (the
seller and supporting parties) and readers (the bidders). As enforced by confidentiality agree-
ments, supporting parties operate under the umbrella of the seller, and remain unidentifiable
from each other. Similarly, the seller can conceal the identity of bidders among themselves.
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As such, inner anonymity guarantees need to be enforced within the writers (supporting par-
ties) and readers (bidders) groups, while outer anonymity needs to withstand against any actor
who is not involved in the M&A process. Additionally, any withdrawing bidder or misbehav-
ing supporting party can be revoked by the seller, therefore becoming unable to access the
document corpus.

6.2.2. Security objectives

We specify four high-level security properties for confidential and anonymous file sharing
systems.

O1 Confidentiality and authenticity. The secrecy of the content of shared files is exclusive
to the group members. Recipients should be able to check the integrity and origin of
shared content.

O2 Forward secrecy. The compromise of a group secret should not compromise past sharing
sessions within the same group.

O3 Recipients privacy. No recipient except the group administrator should be able to infer
the identities of other recipients (i.e., readers).

O4 Sender privacy. No recipient except the group administrator should be able to infer the
sender’s (i.e., writer) identity.

6.2.3. Threat model

Revoked users and users external to the system behave arbitrarily. They try to discover shared
content and group members’ identities. To do so, they can intercept, decipher and alter ex-
changed messages (i.e., Dolev-Yao [46] adversarial model).

User anonymity is not only endangered by external adversaries, but also internally by peer
group members. As such, we consider that active users that can rightfully decrypt group
content are able to launch attacks with the goal of inferring peer members identities. To
do so, they can make use of unlimited attack trials accordingly to their adversarial strategy.
We therefore consider that the proposed solution should satisfy the strong security notion of
indistinguishability under adaptive chosen ciphertext attack (IND-CCA2). A solution that ful-
fills such guarantees also satisfies weaker security notions of non-adaptive chosen ciphertext
(CCA1) or chosen plaintext attacks (CPA) [20].

The storage provider behaves in an honest-but-curious manner. As such, it can try to observe
the incoming and outgoing data flows with the goal of discovering the actual content and
the identity of the users accessing the data, all while providing service. In order to break
the confidentiality guarantee, revoked users can collude with the cloud storage to discover
content created after their revocation.
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Finally, our privacy model enforces the anonymity guarantee only with respect to user iden-
tities. We consider hiding the size of groups, how often members communicate and the size
of the content that they exchange as out-of-scope.

6.3. Related work

This section discusses relatedwork andopen challenges in the domain of cryptographic cloud
storage and access control.

6.3.1. Cryptographic cloud storage and access control

In recent years, a number of storage and sharing system designs have been proposed to mit-
igate the lack of trust in cloud providers. DepSKY [21] proposes an object store interface that
can be used on the client side to encrypt and redundantly store ciphertext on multiple un-
trusted storage systems. The encryption keys are split by using a secret sharing scheme [155]
and dispersed overmultiple storage systems that do not colludewith each other. SCFS [22] ex-
tends the client-side encryption and cloud redundancy of DepSKYby using a trustedmetadata
coordination service that also encapsulates access control.

Some systems follow a different avenue by cryptographically enforcing access control using
key enveloping. Also referred to as hybrid encryption [55], the technique consists in encrypt-
ing data with a symmetric key that is then itself encrypted with public key encryption. For
example, CloudProof [145] proposes a client-side encrypted cloud storage that solves access
control by using broadcast encryption [27] to envelope two keys: the first is used for decryption
(i.e., reads) and the second one for signing (i.e., writes). In contrast, REED [121] uses attribute-
based encryption [23] to envelope the symmetric keys that are protecting de-duplicated con-
tent. However, the key-enveloping technique was argued by Garrison et al. [55] as being im-
practical when target usage conditions are highly dynamic. A previous contribution of ours,
IBBE-SGX [36] demonstrates that the approach can be implemented within dynamic condi-
tions when leveraging TEEs. Yet, none of the above constructions considers an enriched
threat model for preserving both confidentiality and anonymity.

6.3.2. Confidential messaging systems

Encryptedmessaging systems share a common initial phasewith our cloudfile sharingmodel
by requiring the construction of a group key that protects group communication. Popular
messaging systems (e.g., WhatsApp, Threema, Signal) use a DH group key agreement and
derivation [153]. Such protocols require all active participants to contribute to the creation
of the group key, albeit without providing anonymity guarantees. Pung [9] uses private in-
formation retrieval in conjunction to a group DH key derivation, thus achieving anonymity.
Such a mechanism is different from our target model, in which active users do not need to
participate in the creation of the group key, no matter the number of groups they belong to.
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Table 6.1.: GnuPG operations duration in hidden recipient mode.

Group size Encryption time [s] Decryption time [s] Envelope size [kB]

10 0.13 0.6 5.3
100 0.7 5.8 16.5
1000 12 60 129

Pretty Good Privacy

Among practical systems, the popular Pretty Good Privacy (PGP) [189] program—and its free
alternative GnuPG—addressed the anonymity criteria with a simple solution. In hidden re-
cipient mode [166], after performing the symmetric encryption of the content and public key
encryptions of the symmetric key, all the public keymappings are dropped from the resulting
ciphertext. As such, an outside adversary cannot directly infer the public keys of the recip-
ients. At decryption time, as the recipients have no pointer to their key-envelope ciphertext
fragment, they need to perform several private key decryption trials until they succeed (𝑛

2
tri-

als on average, where 𝑛 is the group size). Table 6.1 presents results of a simple benchmark of
GnuPG (version 1.4.2) in hidden recipient mode. One can observe that encryption and, more
notably, decryption have an impractical cost of 12 and 60 s respectively for groups of 1000
members. Moreover, the implementation of hidden recipient is reputed as insecure against
chosen ciphertext attacks [19], our targeted threat model.

6.3.3. Anonymous broadcast encryption

The theoretical problem of devising a cryptographic scheme that can guarantee both confi-
dentiality and anonymity is referred to as anonymous broadcast encryption (ANOBE). The-
oretical research literature proposes a number of such schemes, however without assessing
their practicality within real systems.

The private broadcast encryption mechanism proposed by Barth, Boneh andWaters (hereafter
BBW) [19] achieves inner and outer anonymity in addition to providing IND-CCA guarantees.
Their construction extends the public key envelopingmodel of PGP by incorporating strongly
unforgeable signatures such that an active attacker who is member of the group cannot reuse
the envelope to broadcast arbitrary messages to the group. Moreover, to decrease the num-
ber of decryption trials, they propose the construction of publicly-known labels, unique for
each member of every single encryption operation, by relying on the security assumption of
DH. The ciphertext fragments created by the key enveloping process are therefore ordered
by their label. During decryption, after reconstructing the label, the user can seek the cor-
responding ciphertext fragment in logarithmic time before performing a single asymmetric
decryption. The scheme was further extended by Libert et al. [122] by suggesting the use of
tag-based encryption [125] to hint users to their ciphertext fragment. To the best of our knowl-
edge, no practical system has integrated tag-based encryption in practice.
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Figure 6.1.: A-SKY solution overview. A-SKY monitor services are ACCESSCONTROL (A) and
WRITERSHIELD (W).

As pointed out by our comparison benchmark (cf., section 6.6.1), BBW can handle a key en-
veloping throughput of only few hundreds of users per second. Such a limitation requires the
exploration of alternative constructions that can scale to realistic access control workloads.

6.4. A-SKY

Our solution,A-SKY, conceptually relies on two paradigms: a cryptographic keymanagement
solution and a data delivery protocol, both designed to target an increased system perfor-
mance, covering data confidentiality and user anonymity guarantees. We describe our solu-
tion by first having an overall look into the proposed architecture. We continue by detailing
the design of each system operation. Finally, we briefly discuss the security guarantees of our
scheme.

6.4.1. System architecture

A-SKY leverages Intel SGX as a TEE. In order to avoid passing all the operations through a TEE-
enabled monitor, we propose a design in which only data owners (i.e., writers) need to pass
through such a proxy. Readers anonymously consume confidential content without needing
to pass through the TEE-enabledmonitor, avoiding potential service time penalties. The ben-
efits of using amonitor exclusively for write operations are numerous. First, themonitor acts
as an outbound trusted authority (TA) authenticating all the content passing through. Second,
it can mask the identities of data writers. Third, as the monitor executes in a TEE, traditional
anonymous keymanagement schemes [19, 122] can bemodified to accommodate a new entity
of trust for the key enveloping operation, therefore allowing more efficient operations.

Figure 6.1 shows an overview of our solution. The monitor sits in between end-users and the
cloud storage and is logically split in two roles. First, the ACCESSCONTROL service provides a
cryptographicmechanism for storing and enforcing access control to the data by performing
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cryptographic key management. Second, upon successful access verification, the WRITER-
SHIELD acts as an outgoing proxy for write operations. As system scalability is of paramount
importance, the two logical entities can independently adapt to current load.

Keymanagement

The first building block of our design is a cryptographic keymanagement solution. Data own-
ers have to write content through the TEE-enabledmonitor such that only authorized readers
can decrypt the data, all while having anonymity guarantees. In traditional anonymous key
sharing solutions [19], a TA performs two operations: setting up the key management sys-
tem and extracting user private keys. The operations of key enveloping together with content
encryption and decryption are performed by end users. As such, public key cryptographic
primitives are employed so that users can cryptographically protect content for other users,
whose identities are represented by public keys.

In contrast, our model requires that the TA performs the key enveloping operation in addi-
tion to setting up the system and extracting user keys. This change of assumption, which is
allowed by using a TEE as an outgoingmonitor, allows us to use amuch simpler cryptographic
construct to achieve the same result as traditional schemes. Concretely, the TA can directly
make use of users’ secret keys during the key-enveloping operation. As such, this shared se-
cret between the TA and end users opens the way to the use of symmetric rather then public
key cryptography, and therefore benefit from the performance advantages of the former, e.g.,
hardware acceleration and smaller ciphertexts. BBWrequires the construction of a signature
key-pair per each key enveloping; with our new assumptions, we can leverage the signature
of the TA. Moreover, the shared secret between users and TA allows to construct efficient key
de-envelopingmethods that increase theperformanceof thedecryptionoperationperformed
by end users.

Data delivery protocol

A-SKY allows users to write encrypted shared content through the WRITERSHIELD service,
which acts as a proxy. The service will check with the ACCESSCONTROL service whether a
user has the permission towrite in a given group. Being the case, it authenticates the outgoing
content and does the writing itself. We can therefore securely store cloud storage credentials
in theWRITERSHIELD service.

TEE trust establishment

Before relying on any service of the A-SKY monitor, it is necessary to validate that the service
is running on a trustworthy Intel SGXplatform, and that the instances of the ACCESSCONTROL
andWRITERSHIELD services are genuine. This validation phase is performed by administra-
tors, who are considered trusted in our model. They retrieve the attestation packages and
check that the received digests are identical to known ACCESSCONTROL or WRITERSHIELD
digests. They then contact Intel Attestation Service (IAS) to validate that the quote signature
is indeed genuine. Upon a successful verification, administrators rely on the remote attes-
tation functionality to establish a secure channel using a DH key exchange with both the
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ACCESSCONTROL and WRITERSHIELD services [40]. This secure channel is used for subse-
quent access control operations, such as user creation, addition or removal ofmembers from
groups. Besides, administrators are able to securely provision cloud storage credentials to
theWRITERSHIELD service along with a long term signing key 𝑠𝑖𝑔𝑛𝑇𝐴 that is employed on all
future content.

6.4.2. Operations design

We formally define the operations of the ACCESSCONTROL andWRITERSHIELD services. We
use the following notations:

𝐸𝑘(𝑝) → 𝑐 denotes the symmetric encryption of plaintext 𝑝 to ciphertext 𝑐 using key 𝑘.

𝐷𝑘(𝑐) → 𝑝 is the inverse operation to 𝐸𝑘: symmetric decryption.

𝐴𝐸𝑘(𝑝) → (𝑐, 𝑡) represents an authenticated encryption (AE) (e.g., advanced encryption stan-
dard (AES) Galois counter mode (GCM)) that, besides the aforementioned symmetric
primitives, produce an authentication tag 𝑡 proving the integrity of the ciphertext 𝑐 un-
der the key 𝑘.

𝐴𝐷𝑘(𝑐, 𝑡) → {𝑝,⊥} is the inverse operation to 𝐴𝐸𝑘. An output of ⊥ means that the integrity
of 𝑐 is compromised.

𝑆𝑝𝑟𝑖(𝑝) → 𝜎 defines the asymmetric digital signature of 𝑝 using private key 𝑝𝑟𝑖.

𝑉𝑝𝑢𝑏(𝑝, 𝜎) → {𝑡𝑟𝑢𝑒,⊥} denotes the verification of a digital signature 𝑆𝑝𝑟𝑖 using the public key
𝑝𝑢𝑏 counterpart to 𝑝𝑟𝑖.

ℋ denotes a one-way cryptographic hash function, e.g., secure hash algorithm (SHA).

⧺ denotes the literal concatenation operation.

ACCESSCONTROL service

The ACCESSCONTROL service is responsible for storing credentials and membership infor-
mation, and to enforce them. Its methods are invoked by administrators through the secure
channel established upon successfully performing the trust attestation process.

The ACCESSCONTROL service generates user secret keys. Given a unique user identifier 𝑢𝑖𝑑,
the service constructs a random secret key for the user, to whom it is sent through a transport
layer security (TLS) channel. It further exposesmethods for groupmanagement. Specifically,
administrators can create groups, as well as add or remove users from them. Depending on
the granted access capabilities, users can hold the roles of content reader,writer, or both. The
ACCESSCONTROL service captures such capabilitieswithin persistent dictionaries 𝑔𝑟𝑜𝑢𝑝𝑟 and
𝑔𝑟𝑜𝑢𝑝𝑤, which store lists of users belonging to each group identifier. Administrators are the
only entities that can modify the keys and values of those two dictionaries.

The operation of enveloping an access key for a group of anonymous members is depicted
in algorithm 6.1. Given the identity of the writing user, the group unique identifier, and a
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Algorithm 6.1.: Linear key enveloping by ACCESSCONTROL.

Input: user identity 𝑢𝑖𝑑, group identifier 𝑔𝑖𝑑, symmetric key 𝑘.
Output: an 𝑒𝑛𝑣𝑒𝑙𝑜𝑝𝑒 ciphertext of the access control key.
1: procedure𝒜.𝐾𝑒𝑦𝐸𝑛𝑣𝑒𝑙𝑜𝑝𝑖𝑛𝑔(𝑢𝑖𝑑, 𝑔𝑖𝑑, 𝑘)
2: 𝑒𝑛𝑣𝑒𝑙𝑜𝑝𝑒 ← ∅
3: if 𝑢𝑖𝑑 ∈ 𝑔𝑟𝑜𝑢𝑝𝑤[𝑔𝑖𝑑] then
4: for all users 𝑢 ∈ 𝑔𝑟𝑜𝑢𝑝𝑟[𝑔𝑖𝑑] do
5: 𝑢𝑠𝑘 ← 𝑘𝑒𝑦𝑠[𝑢𝑖𝑑]
6: (𝑐𝑘, 𝑡) ← 𝐴𝐸𝑢𝑠𝑘(𝑘)
7: 𝑒𝑛𝑣𝑒𝑙𝑜𝑝𝑒 ← 𝑒𝑛𝑣𝑒𝑙𝑜𝑝𝑒 ∪ {(𝑐𝑘, 𝑡)}
8: return 𝑒𝑛𝑣𝑒𝑙𝑜𝑝𝑒

Algorithm 6.2.: File proxying byWRITERSHIELD.

Input: user identity 𝑢𝑖𝑑, group identifier 𝑔𝑖𝑑, file ciphertext𝒞, ACCESSCONTROL instance𝒜.
1: procedure𝒲.𝑃𝑟𝑜𝑥𝑦𝐹𝑖𝑙𝑒(𝑢𝑖𝑑, 𝑔𝑖𝑑,𝒞,𝒜)
2: if 𝑢𝑖𝑑 ∈ 𝒜.𝑔𝑟𝑜𝑢𝑝𝑤[𝑔𝑖𝑑] then
3: 𝜎 ← 𝑆𝑠𝑖𝑔𝑛𝑇𝐴(𝒞)
4: Upload to cloud: (𝒞, 𝜎)

symmetric key, the algorithm produces a ciphertext envelope that can be anonymously de-
enveloped. The operation proceeds by first checking that the user has writing capabilities
for the group (line 3). If true, the envelope is constructed by including the ciphertext and the
authentication tag resulting from the encryption of the symmetric key using the secret key of
each group member (lines 4–7).

WRITERSHIELD service

AsWRITERSHIELD is the sole service possessing the credentials towrite to the cloud storage, it
constitutes a necessary intermediary when uploading a file. Its main operation is 𝑃𝑟𝑜𝑥𝑦𝐹𝑖𝑙𝑒
(cf., algorithm 6.2). It verifies that the invoking user has write capabilities for the desired
group (line 2). If positive, the content is authenticated by using the long term TA signature
(line 3). Finally, both the file ciphertext and the corresponding signature are uploaded to the
cloud (line 4).

Users

Users perform two operations: they can share a file with a group (i.e., writing), and read
a shared file. The write operation leverages the TEE-enabled monitor. As shown in algo-
rithm 6.3, the user first randomly creates a symmetric key (line 1). They then ask the ACCESS-
CONTROL service to perform an enveloping for this key (line 2), so that it could be anony-
mously de-enveloped by any group member. The file itself then gets encrypted using the
randomly-generated symmetric key𝑓𝑘 (line 3). Finally, the two resulting ciphertexts—the key
envelope and the file ciphertext—are concatenated (line 4) and transmitted to the WRITER-
SHIELD, which is in charge of uploading them to the cloud storage (line 5).
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Algorithm 6.3.: User writing file to group.

Input: user identity 𝑢𝑖𝑑, group identifier 𝑔𝑖𝑑, file plaintext 𝑃, ACCESSCONTROL and WRITERSHIELD
instances𝒜 and𝒲.

1: 𝑓𝑘 ← 𝑅𝑎𝑛𝑑𝑜𝑚 symmetric key
2: 𝑒𝑛𝑣𝑒𝑙𝑜𝑝𝑒 ← 𝒜.𝐾𝑒𝑦𝐸𝑛𝑣𝑒𝑙𝑜𝑝𝑖𝑛𝑔(𝑢𝑖𝑑, 𝑔𝑖𝑑, 𝑓𝑘)
3: 𝑐𝑖𝑝ℎ𝑒𝑟 ← 𝐸𝑓𝑘(𝑃)
4: 𝒞 ← 𝑒𝑛𝑣𝑒𝑙𝑜𝑝𝑒 ⧺ 𝑐𝑖𝑝ℎ𝑒𝑟
5: 𝒲.𝑃𝑟𝑜𝑥𝑦𝐹𝑖𝑙𝑒(𝑢𝑖𝑑, 𝑔𝑖𝑑,𝒞,𝒜)

Algorithm 6.4.: User reading file using a linear envelope.

Input: user secret key 𝑢𝑠𝑘.
1: 𝐷𝑜𝑤𝑛𝑙𝑜𝑎𝑑 from cloud: (𝒞, 𝜎)
2: if 𝑉𝑝𝑢𝑏−𝑠𝑖𝑔𝑛𝑇𝐴(𝒞, 𝜎) ≠ ⊥ then
3: 𝑒𝑛𝑣𝑒𝑙𝑜𝑝𝑒, 𝑐𝑖𝑝ℎ𝑒𝑟 ← 𝑠𝑝𝑙𝑖𝑡(𝒞)
4: for all pairs (𝑘𝑐, 𝑡) in 𝑒𝑛𝑣𝑒𝑙𝑜𝑝𝑒 do
5: 𝑓𝑘 ← 𝐴𝐷𝑢𝑠𝑘(𝑘𝑐, 𝑡)
6: if 𝑓𝑘 ≠ ⊥ then
7: 𝑃 ← 𝐷𝑓𝑘(𝑐𝑖𝑝ℎ𝑒𝑟)
8: return 𝑃
9: return⊥

Reading files is done by following algorithm 6.4. As previously stated, reading operations do
not involve TEEs. The first step is to download the ciphertext package from the cloud storage
(line 1), that can then be validated by checking its signature (line 2) that has been appended
by the WRITERSHIELD. Provided that the signature is valid, the user then splits the package
between the key envelope and the file ciphertext (line 3). They then iterate over all envelope
fragments, trying to decrypt each of them by using their secret key 𝑢𝑠𝑘 (lines 4–5). When the
decryption is successful, the obtained plaintext is the file encryption key, that the user can
use to symmetrically decrypt the file ciphertext (lines 6–8).

6.4.3. Indexing for efficient decryption

Following themethodology of traditional ANOBE schemes [19, 122], we propose amethod that
can reduce decryption time by circumventing the need to perform several key decryption
trials (cf., line 4 of algorithm 6.4) by trading it off for a slight increase in key enveloping time
and envelope size. To this end, labels are constructed for each user in the envelope, such
that the label can be recomputed by each recipient. User keys are ordered by labels in the
envelope, so that each key can be easily located. A single key decryption operation is thus
needed.

Traditionally, building such labels required to bear the cost of modular exponentiation [19],
or use the theoretical constructs of tag-based encryption [122]. Instead, we have a TA running
in a TEE performing key enveloping. It results that the shared secret between users and the
TA can also be used to construct efficient decryption labels. We can therefore propose amuch
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simpler and efficient labeling mechanism by relying on the cryptographic hash of the shared
secret, i.e., the user secret key.

The indexed variant of key enveloping introduces the creation of labels as the salted hash of
the user secret key. A random nonce is generated for each key enveloping call to be used as
a salt value, publicly included in the envelope. Each label is computed asℋ(𝑢𝑠𝑘 ⧺ 𝑛𝑜𝑛𝑐𝑒).
Envelope fragments can therefore be sorted using label values.

On the receiving side, the reading operation first requires to reconstruct the label (same op-
eration ℋ(𝑢𝑠𝑘 ⧺ 𝑛𝑜𝑛𝑐𝑒)), followed by a binary search of it among the envelope fragments.
When the proper label is located, the file key can be retrieved to finally decrypt the file.

The trade-off is an overhead of𝑂(𝑛 ⋅ log𝑛) to sort the labels during the key enveloping opera-
tion. The gain is reflected during decryption time, where𝑂(𝑛) trials of symmetric decryption
are replaced by a𝑂(log𝑛) binary search and a single symmetric decryption.

6.4.4. A note on revocation

We argue that A-SKY satisfies the lazy revocation model [14], where a revoked user can con-
tinue to access data created prior to revocation, but becomes unable to access any data cre-
ated beyond that. An administrator can revoke a user by removing their identifier 𝑢𝑖𝑑 from
the 𝑔𝑟𝑜𝑢𝑝𝑟 and 𝑔𝑟𝑜𝑢𝑝𝑤 access lists. Later, when new content is published in that group, the
revoked user’s key will not be included in the envelope, rendering them unable to access the
new group key along with newly published content.

6.5. Implementation

This section describes the implementation details of our system.

6.5.1. ACCESSCONTROL

The ACCESSCONTROL service is the only stateful component of A-SKY. It is responsible for
generating and storing user keys, and formaintaining groupmembership information. Since
it deals with sensitive information, its core runs within SGX enclaves. All external exchanges
are encrypted by using TLS connections that are terminated inside the TEE.

We divide the ACCESSCONTROL service into two sub-components. The first one constitutes
the entry-point for service requests. It is developed in C++, for a total of 3000 lines of code.
The other sub-component holds users and groupsmetadata within a replicated database. For
this purpose, weuse a triple-replicated cluster ofMongoDB [131] servers. MongoDBoffers out-
of-the-box scale-out support, and is well suited to store denormalized documents. In order
to perform queries against it from the first sub-component, we ported the MongoDB client
library [130] to run inside an enclave.
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User

unamee ←HMAC (𝑀𝑘, uname)
ukeye ←AES-GCM (𝑀𝑘, ukey)
usig ←HMAC(𝑀𝑘, unamee ⧺ ukeye)

Group

Members

mnamee ←HMAC(𝑀𝑘, uname ⧺ gname)
mkeye ←AES-GCM (𝑀𝑘, ukey)

…

gnamee ←HMAC (𝑀𝑘, gname)

gsig ←HMAC
(
𝑀𝑘, gnamee ⧺ ⧺

members

(mnamee ⧺ mkeye)
)

Figure 6.2.: Data model of user and group documents stored in MongoDB.

As the storage backend runs outside of enclaves, wemake sure that every piece of data that we
store is either hashed using keyed-hashmessage authentication codes (HMAC), or encrypted
using AES GCM. Accordingly, each replica of the entry-point sub-component is provisioned
with a master key 𝑀𝑘 at attestation time. We thus guarantee that the entity that hosts the
MongoDB cluster cannot infer any information about users or groups (barring the size of each
group, which is already leaked in the envelopes).

Figure 6.2 shows how we organize data in MongoDB. We use two collections, one for users
and one for groups. Each user is stored once in the users collection and once per group it
is a member of. This denormalization prevents the service provider from inferring which
groups a user belongs to as the attributes of a given user are hashed or encrypted differently
for each representation: we use the name of the group as salt when hashing, and different
initialization vectors (IVs) when encrypting. Each document is wholly signed using HMAC
signatures to ensure its integrity.

All interactions with ACCESSCONTROL happen through TLS-encrypted representational state
transfer (REST) exchanges formatted in JavaScript object notation (JSON). In order to termi-
nate TLS connections in the enclave, we use a port of OpenSSL for SGX [71], while we slightly
modified a C++ library to support JSON [123].

The ACCESSCONTROL service offers few endpoints. Administrators use it to perform group
access control operations. Users, on the other hand, first use ACCESSCONTROL to retrieve
their randomly-generated 256 bit private key. Furthermore, the ACCESSCONTROL service is
in charge of generating key envelopes upon user requests. An envelope contains a file key en-
crypted several times, once per groupmember. The file key, as well as the user keys, are 32B
long. We use AES GCM, which generates a tag of 16 B for integrity. Considering the addition
of 12 B for the IV, each group member adds 60B to the envelope.

In order to avoid having to perform𝑂(𝑛) decryption trials, we can index the keys within the
envelope (cf., section 6.4.3). First, we generate a nonce for each envelope, that we staple to it.
Each user key is then hashed using SHA224, using the nonce as a salt. This adds 28B to the
envelope for each group member. The list of keys is sorted using the hashes as a sorting key.

54



6.6. Evaluation

As a consequence, readers can look for their own key by doing a binary search, decreasing
the complexity to𝑂(log𝑛) comparisons followed by one single decryption.

6.5.2. WRITERSHIELD

WRITERSHIELD serves two purposes: it protects cloud storage credentials, and hides user
identities by proxying their requests to the cloud storage. When forwarding user requests to
write files, WRITERSHIELD checks with ACCESSCONTROL that the query comes from a user
who has the required permissions to write files.

User requests, including file contents, cross over the enclave boundary. This obviously slows
down transmission rates because of content re-encryption and trusted/untrusted edge tran-
sitions. Therefore, we have also implemented a different variant where temporary access
tokens are given to users, allowing them to upload their content without the aforementioned
content needing to enter the TEE. In such case, users are responsible to use appropriate prox-
ies that can conceal the origin of the request. One approach to hide the identities is by using
peer-to-peer relay networks backed by enclaves [143]. Also, it is a requirement to only com-
municate with the cloud storage using encrypted connections. Even though file contents are
encrypted, themetadata can leak group information to every entity listening on the network.

6.5.3. Client

As part of our prototype implementation, we develop a full-featured client using the Kotlin
language [98]. The client can be set up to operate in all possible configurations of A-SKY: keys
in linear or indexed envelopes, writes throughWRITERSHIELD, or through a standard proxy
onto aMinio [129] or Amazon S3 [7] storage backendwith short-lived token-based authentica-
tion. Kotlin’s full interoperabilitywith the Java ecosystemallowsus to easily integratewith the
JavaMicrobenchmark Harness (JMH) [158] and Yahoo! Cloud Serving Benchmark (YCSB) [38]
frameworks that we use to perform the evaluation of A-SKY.

6.5.4. Deployment

All our components can be independently replicated to provide availability, fault tolerance
or cope with the load. Therefore, we package our micro-services as individual containers,
which we then deploy using our SGX-aware orchestrator (cf., chapter 5).

6.6. Evaluation

We evaluate the performance and scalability of our solution by way of micro-benchmarks.
Then, we use the well-known YCSB [38] test suite to evaluate the overall system performance.

All our experiments run on a cluster of 5 SGX-enabled Dell PowerEdge R330 servers, each
having an Intel Xeon E3-1270 v6 processor and 64GiB of RAM. Additionally, we use 3 Dell
PowerEdge R630 dual-socket servers, each equipped with two Intel Xeon E5-2683 v4 CPUs and
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Table 6.2.: Comparison of the enveloping and de-enveloping operations of BBW and A-SKY,
with linear and indexed envelopes.

Linear envelope Indexed envelope

Enveloping De-enveloping Enveloping De-enveloping

BBW 3.3 × 102 |𝒢|/s 5 × 103 |𝒢|/s 3 × 102 |𝒢|/s <4 µs
A-SKY 1.9 × 106 |𝒢|/s 2.5 × 106 |𝒢|/s 1.2 × 106 |𝒢|/s <4 µs

Difference 3.7 OoM 2.6 OoM 3.6 OoM 0

128GiB of RAM. One of the latter machines is split in 3 VMs to handle the roles of Kuber-
netes control plane, Minio server and benchmarking client (when a second client is needed).
SGXmachines usemicrocode revision0x8e andhave theHyper-threading feature disabled to
mitigate the Foreshadow security flaw [33]. Communication between machines is handled by
a Gigabit Ethernet network. The backend of ACCESSCONTROL consists in a triple-replicated
MongoDB cluster.

When error bars are shown, they represent the 95% confidence interval.

6.6.1. Cryptographic scheme performance

We start the performance evaluation of A-SKY by isolating and measuring the performance
of the underlying cryptographic primitive. We employ the ANOBE scheme defined by Barth,
Boneh andWaters (BBW) [19] as a baseline. Our implementation of BBWuses an elliptic curve
integrated encryption scheme as per the IND-CCA2 public key cryptosystem used by the orig-
inal scheme. For both cryptographic schemes, we select key materials (i.e., keys, curve) that
meet 256 bit of security strength [18]. Moreover, we implement the efficient decryption of BBW
as suggested in the paper by relying on the hardness of the DH problem, however in the con-
text of much faster elliptic curve Diffie–Hellman (ECDH). As the content encryption is simi-
larly implemented for the two schemes, we choose to only measure and present the key en-
veloping and de-enveloping performance. We consider that the user keys are available at the
time of the calls.

In table 6.2, we compare the key enveloping and de-enveloping throughput achieved by BBW
and A-SKY. We report the number of groupmembers handled per second. We see that, while
BBWcan only envelope 330 groupmembers per second in a linear envelope, A-SKY raises this
figure to more 1.9 million. The considerable speed difference is justified by the performance
gap between public key (used by BBW) and symmetric encryption (used by A-SKY) primitives.
Likewise, a performance increase of 2.6 orders of magnitude (OoMs) is observed for the de-
enveloping operation.

With indexed envelopes, BBW can achieve fast decryption times, but still limited by the en-
veloping operation. A-SKY, on the other hand, also achieves the same efficient decryption
latency, but performs much better with respect to the enveloping operation, with 1.2 mil-
lion |𝒢|/s, an increase of 3.6 OoMs compared to BBW. Furthermore, A-SKY produces smaller
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Figure 6.3.: Throughput achieved by
ACCESSCONTROL adding users
to groups.

Figure 6.4.: Throughput achieved by
ACCESSCONTROL creating
users.

ciphertexts per group member: 60B for a linear envelope, and 88B for an indexed one, com-
pared to 126B and 154B per member for BBW.

6.6.2. Scalability of ACCESSCONTROL

We evaluate the throughput of administrative operations when scaling up the number of
ACCESSCONTROL instances. Requests are distributed between instances by exposing a ser-
vice in Kubernetes. The scalability of adding a user to a group or revoking its rights is limited
(cf., figure 6.3), as these operations require to perform one read-modify-write (RMW) cycle
to check and update the signature of the group document. The larger the group, the more
the operation takes time as each signature encompasses every user within the group. This
effect could be mitigated by, e.g., batching multiple operations on a given group together. On
the other hand, as can be seen in figure 6.4, the operation that creates users scales linearly
with the number of ACCESSCONTROL instances, allowing more than 5000 user creations per
second with 10 instances.

Next, we evaluate the scalability of the enveloping operation. In figure 6.5, we observe a close-
to-linear trend according to the number of instances, showing that this operation also bene-
fits fromhorizontal scalability. With groups of 1000 to 10 000members, the throughput ceases
to increase with more than 7 instances as the MongoDB backend becomes a bottleneck. For
smaller groups, scalability gains are diminished due to the fixed costs associated with each
request (e.g., network connection, REST request, enclave transitions, etc.). Nevertheless, in-
creasing the number of ACCESSCONTROL instances is still beneficial. Additionally, we ran
the same experiment with indexed envelopes. For groups of 10 000 users, the throughput is
reduced by 6% to 26% compared to using linear envelopes. As previously observed, scaling
is ineffective for smaller groups where the performance mostly depends on fixed costs.

We also evaluate the latency of the enveloping operation by increasing the throughput until
saturation, again using linear and indexed envelopes. Looking at figure 6.6, we notice that for
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Figure 6.6.: Throughput vs. latency plot of
enveloping a message.

groups which are larger than 100 users, latency increases linearly according to the group size,
while the saturation throughput decreases linearly.

6.6.3. Scalability of WRITERSHIELD

To evaluate the performance of WRITERSHIELD, we conduct two experiments. In the first
one, data written to the cloud is proxied through the TEE. In the second one,WRITERSHIELD
is only used as a facilitator to obtain temporary access tokens for the cloud storage, with write
operations being proxied through an nginx server [163] in transmission control protocol (TCP)
reverse-proxy mode. In order to establish a baseline, we also write the data directly to the
cloud storage service, without any intermediary. Results are shown in figure 6.7. Looking
at the bar plot on the left-hand side, we notice that, for files of 1 KiB and 10KiB, the differ-
ence in performance is negligible, whereas bigger files causemore performance degradation
when using the token feature. When WRITERSHIELD is used to forward data instead (right-
hand side), we see that the throughput increases with the number of service instances until
it seems to plateau at about the same values as with the tokenized variant. For files of 1MiB,
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Figure 6.7.: Throughput of writing data to the cloud storage in different ways.
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Figure 6.8.: User throughput observed by our YCSB-based macro-benchmark under various
conditions.

adding WRITERSHIELD instances shows no benefit. This effect happens due to the satura-
tion of enclave resources acting as a TLS bridge between clients and the cloud storage server.
Overall, using tokens would be the most efficient approach, although in this case the client
would be responsible for using adequate proxies in order to hide its identity from the cloud
storage.

6.6.4. Macro-benchmarks

We use YCSB [38] to observe the behavior of A-SKY under different usage conditions that are
typical of data serving systems. We implement an interface layer to link the benchmarking
tool to theA-SKY client. As our system is not capable of direct-accesswrites, update operations
are replaced by RMW operations. We run YCSB workloads A (update heavy), B (read heavy)
and C (read only), to which we add an insert-only workload. We consider files of 3 different
sizes from 1KiB to 1MiB. We simulate 100 000 operations across 64 concurrent users and re-
port upon the user operation throughput. At times, we add a second simultaneously-running
instance of YCSB that simulates 8 administrators doing group membership operations. The
administrative operations are equally distributed between adding a user to a group and re-
voking one, so that the size of the user database stays more-or-less constant.

Figure 6.8 shows the results of our experiment. One can notice that the user throughput is
not influenced by concurrent administrative operations, as each type of operation involves
separate components of our architecture. For small files of 1 KiB, an increasing proportion of
writes causes a degradation in performance from 4100 op/s for read-only to 628 op/s for write-
only workloads. With larger 1MiB files, the difference is more nuanced, with a throughput of
320 op/s for the read-only workload compared to 155 op/s for the write-only workload. There-
fore, fixed costs are largely dominant when writing small files (e.g., enveloping the file key),
but are increasingly amortized for larger file sizes. We can also observe that the throughput
in B/s (i.e., multiplying the result in op/s to the file size) is largely superior for larger files, as
we have already noticed in figure 6.7. In a nutshell, we retain that the end-user experience
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offered by A-SKY is not influenced by concurrent administrative operations, and that the over-
head of the additional operations required for writing become smaller for larger files.

6.7. Summary

This chapter introduced A-SKY, an end-to-end system that guarantees anonymity and confi-
dentiality of shared content (e.g., files). It leverages TEEs exclusively for the content sharing
operation, while TEE capabilities are not required for end-users consuming the shared con-
tent. We introduced a novel ANOBE scheme that exploits additional assumptions about the
availability of a TEE compared to state-of-the-art schemes, in order to achieve fast and prac-
tical performance for its operations. We incorporated the novel cryptographic construction
into a scalable system design that leverages micro-services that can elastically scale. Results
indicate that our cryptographic scheme is 1000× faster than state-of-the-art ANOBE schemes.
An end-to-end system that utilizes our schemecan serve groups of 10 000 userswith a through-
put of 100 000 key derivations per second per service instance.

60



Chapter 7.

Offloading network security to untrusted devices

7.1. Introduction

Middleboxes are often deployed within large corporate networks. Their main goal is to filter
out various security threats from reaching end-hosts, e.g., through firewalls and intrusion
detection and prevention systems (IDPSs). They can also increase performance, e.g., using
caching and load balancing. Be that as itmay, they need to be efficientlymanageable and cost-
effective while handling growing amounts of network traffic and ever-increasing network-
based attacks.

The current best practice is to deploy middleboxes within networks, despite high infrastruc-
ture and management costs. Recent research proposals, instead, investigate the benefits of
outsourcing middleboxes to cloud infrastructures [156, 115]. While this reduces maintenance
effort and, in turn, cost, deploying critical network functions externally and redirecting sen-
sitive network traffic off-site introduces new potential security risks.

To address those limitations, we propose a new decentralized deployment approach in which
middlebox functions are executed on client machines at the network edge. Thus, middlebox
functions can exploit the potentially idle resources of client machines for processing client
traffic. This approach is especially efficient as client traffic constitutes a large fraction of traf-
fic in managed networks [17, 186].

A decentralized deployment model for middleboxes raises two new challenges: (i) clients are
entrusted to faithfully execute middlebox functions, and (ii) network administrators need a
way to retain control over middlebox functions [17]. While this is uncomplicated to achieve
on professionally-managed machines such as servers, today’s work practices such as home-
office and bring your owndevice (BYOD) policieswhere employees retain administrative priv-
ileges on their machines mean that the decentralizedmodel is definitely more challenging to
envision. Thus far, research proposals have mostly considered host-based deployments of
network functions for trusted server machines [156, 17, 115].

WedescribeENDBOX, a newsystem for the trusted executionofmiddlebox functions on client
machines. The design of ENDBOX is based on a virtual private network (VPN), which is used
to access themanaged network fromany untrusted one. We enhance the VPN client with sup-
port for the execution of trusted middlebox functions through the Click software router [108].
ENDBOX intercepts all traffic between the client and the network and ensures that it is pro-
cessed by middlebox functions executing on the client machine. The functions are guarded
by the Intel SGX TEE to protect their integrity.

61



Chapter 7. Offloading network security to untrusted devices

ServerServer Server

Middlebox

Managed 
Network Gateway

ClientClient Client
Figure 7.1.:
Centralized

ServerServer Server

Gateway

Middle
boxC

lo
ud

Managed 
Network

Client
Client

Client
Figure 7.2.:
Offloaded to
the cloud

Gateway

Middle
box

Server
Middle
box

Server
Middle
box

Server

Managed 
Network

ClientClient Client
Figure 7.3.:
Server-side

ServerServer Server

Gateway
Managed 
Network

Middle
box

Middle
box

Middle
box

Client Client Client
Figure 7.4.:
Client-side

Figures 7.1 to 7.4: Different middlebox deployment models.

Another challenge inmodern network is the prevalence of encrypted network traffic [73]. We
leverage the trusted execution model of ENDBOX to implement encrypted traffic analysis. In
contrast to man-in-the-middle (MitM) proxies, which break end-to-end encrypted sessions,
ENDBOX keeps the encryption keys on the clients, thereby enabling decryptionwithout weak-
ening the overall security.

Despite its decentralized deployment model, ENDBOX can be reconfigured securely, rapidly,
and seamlessly. ENDBOX forces the clients to always use the latest configuration version.

7.2. Targeted applications

In this section, we clarify the kind of applications that ENDBOX targets. First, we describe how
middleboxes are deployed in today’s managed networks, and discuss about the trade-offs of
each deployment strategy. Then, wepresent two scenarios that benefit from the secure client-
side middleboxes provided by ENDBOX. Finally, we discuss our assumed threat model with
respect to untrusted clients.

7.2.1. Middlebox deployment strategies

We observe three fundamentally different approaches of deploying middleboxes: (i) central-
ized deployment as part of the managed network; (ii) cloud-based deployment, and (iii) de-
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ployment as part of end-hosts.. In the following sections, wedescribe themandexplainwhich
one we use for ENDBOX. Later, in section 7.6.2, wemeasure the latency that a user can expect
depending on which middlebox deployment strategy is used.

Centralizedmiddlebox deployments

Themost common type of deployment in managed networks it to deploy middleboxes on the
link between servers and the network gateway (cf. figure 7.1). As middleboxes are diverse and
often complex, there is a trend to replace purpose-made hardware appliances with software-
based solutions running on top of commodity hardware [109]. With ever-growing network
traffic and 100Gbit/s enterprise links becoming commonplace, this requires scalable soft-
ware solutions. Since middleboxes are often stateful, e.g., IDPS functions, it is challenging
to perform simple horizontal packet-based scaling, as each network flow must be assigned
to a single middlebox instance [186]. Centralized middlebox deployments are non-trivial to
scale with the number of client machines, resource-intensive and consequently costly [156].

Cloud-basedmiddlebox deployments

In line with the trend of network functions virtualization (NFV) [70], middleboxes can be out-
sourced to public clouds operated by a third party [156] or private telco clouds operated by
Internet service providers (ISPs) [161] (cf. figure 7.2). Although using public clouds relieves
network administrators from having to directly manage the middleboxes, it comes with sev-
eral downsides: (i) in order to be processed in a cloud infrastructure, traffic must be redi-
rected, thereby incurring additional latency; (ii) public clouds can be considered as untrusted
infrastructure, and (iii) traffic redirected to the cloud may be filtered or manipulated on the
way.

Offloading middlebox functions to private telco clouds may incur less latency, and more trust
can be given to the infrastructure. However, it still needs substantial investment by ISPs.
Withal, cloud-based middleboxes are convenient to manage, but potentially reduce the relia-
bility of managed networks. Concerns regarding security, latency and legality are often used
to discard this deployment strategy.

Middleboxes at end-hosts (clients or servers)

The last deployment strategy is to execute middlebox functions on end-hosts, either on serv-
ers in a data center (cf. figure 7.3) [17], or on clients inside an enterprise environment (cf. fig-
ure 7.4; our approach) [44]. These approaches benefit from network traffic being processed
directly at its source or destination. Scalability is improved as each end-host handles its own
traffic. However, fully-untrusted client hosts havenot yet been consideredbyprevious efforts,
which is the key challenge that ENDBOX solves. The closest effort, ETTM [44], does consider
untrusted end-hosts, but its approach is limited: (i) it provides lower security guarantees as it
cannot withstand physical attacks; (ii) it relies on traffic being correctly forwarded by physi-
cal switches, thus extending the TCB of the whole system, and (iii) it builds on an expensive
distributed consensus algorithm.
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Our goal is to explore a deploymentmodel that targets entirely-untrusted clients and network
hardware in order to secure the following benefits: (i) network traffic can be filtered or pro-
cessed at the source or destination; (ii) processing encrypted traffic does not create vulnera-
bilities and is practical; (iii) central network devices in a managed network are relieved from
having to provide middlebox functions, and (iv) deployments can be made to scale because
middlebox functions can use the resources of under-used client machines.

7.2.2. Scenarios

Wedescribe two representative scenarios that benefit from secure client-sidemiddleboxes as
provided by ENDBOX.

Scenario 1: Enterprise network

A large company seeks to protect their network using middleboxes. Due to the
increasing cost of centralized hardware middleboxes, the company decides to of-
floadmiddlebox functions. It is decided to let client machines execute middlebox
functions using ENDBOX. In line with employees working from remote locations,
clients can be connected either to the internal network or join the network re-
motely using a VPN client.

Scenario 2: ISP network

An ISP with thousands of customers wants to offer additional protection by per-
forming deep packet inspection (DPI) on network packets. The goal is to protect
their customers’ machines as well as their own network components from mal-
ware, such as ransomware. The product portfolio of the ISP is extended by a data
plan that deploys ENDBOX for network traffic analysis on the client machines of
customers. Theplan includes a discount to compensate for the allocation of client-
side resources.

7.2.3. Threat model

Clientmachines are typically untrusted, as they elude from the control of network owners. In
most companies, a fewmanagedmachines can escape from the policies set by the company’s
information technology (IT) department. Typically, network administrators and developers
may possess administrative rights on their machines. In companies that permit their em-
ployees to bring their own device (BYOD), we can even assume that most client machines on
the managed network will be out of control of the IT department. In the case of the ISP sce-
nario, customers’ machines are obviously totally out of control of the network administrator.
At any rate, client machines may be vulnerable due to lacking essential security patches or
throughmisconfiguration. These vulnerabilities could be used to circumvent security critical
middlebox functions.
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We therefore assume that client machines are untrustworthy. We consider that an adversary
has unrestricted physical access to the targeted client machine. That includes the operating
system (OS), anyhypervisor, aswell as all its hardware. Theyhave full access over the network
card, so can make it send any packet, and can read all incoming packets. Having physical
access to the targetedmachine, the adversary can read from or write to anymemory address.

The adversary can perform denial-of-service (DoS) attacks against the SGX enclave where
ENDBOX runs, i.e., refusing to start or enter it. However, we ignore distributed denial-of-
service (DDoS) attacks on the server infrastructure: while malicious clients can collude and
send spurious traffic to servers, existing mitigation approaches can be applied [54].

In linewith typical assumptions aboutmanaged networks, we consider all servers to be under
tight central administrative control and thus trustworthy. Client machines are never allowed
to directly connect to the managed network because they can be subject to the aforemen-
tioned attacks and act maliciously.

In contrast, we assume that users place confidence in who provides the middlebox functions
(i.e., their employer or their ISP depending on the scenario). Note that this assumption also
holds true in traditional middlebox deployments. We could optionally weaken or remove this
assumption of trust towards the provider by enabling users to enforce policies during runtime
on SGX enclaves [137].

7.3. Related work

Moving middlebox functions to end hosts has been discussed in previous research efforts,
e.g., ETTM [44], Eden [17], SDNFV [186], and byKaragiannis et al. [104]. However,most of these
solutions assume that end-hosts are trusted, an assumption that cannot be made regarding a
client-side deployment like we envision.

One notable exception is ETTM [44], which relies on a TPM. This approach is inflexible be-
cause it only supports attestation at bootstrap time and lacks integrity checks during execu-
tion. Most importantly, it does not protect against malicious users with physical access to
the machine as ENDBOX does through the use of Intel SGX. Further, ETTM is impractical be-
cause the entire hypervisor and physical network hardware need to be part of the TCB. While
assuming that the network hardware can be trusted is credible in an enterprise setting, it
is infeasible in our ISP scenario. Finally, the design of ETTM follows a distributed approach
that leverages Paxos [114] to reach consensus, but Paxos does not scalewell [178], induces high
latency, and is not applicable to mobile nodes with an unstable connection.

Other proposals such as Eden [17] rely on specialized hardware on end-hosts to implement
middlebox functions. While these solutions can achieve higher performance than ENDBOX,
their hardware requirements exceed those of regular laptops and desktops.

Middlebox functionality can be entirelymoved to the cloud [156, 115, 185]. This avoids the risk
of usersmounting physical attacks and can provide great scalability. These benefits, however,
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come at the cost of higher latency due to traffic redirection. Further, outsourcing traffic pro-
cessing brings new security risks as well as privacy and legal issues.

Executing middlebox functions inside SGX enclaves has been proposed before [48, 41, 113,
168]. Contrary to ENDBOX, these systems are not designed to be deployed on clients. Instead,
they execute entire middleboxes or specific functions in the cloud to guarantee the integrity
and confidentiality of network traffic.

The following four proposals also target the problem of executing middlebox functions on
encrypted traffic. BlindBox [157] presents an encryption scheme to perform a limited set of
computations on encrypted traffic, but at a much lower cost than traditional homomorphic
encryption. BothmcTLS [135] andmbTLS [134] propose a way to encrypt packets in a way that
allowsmiddleboxes to decrypt them. This is done by generating different cryptographic keys
in the case of mcTLS, and by securely forwarding session keys in the case of mbTLS. SGX-
Box [72] uses SGX on centralized middleboxes to enable DPI on encrypted network traffic.
Similarly to ENDBOX, TLS session keys are securely shared with the enclave.

7.4. Design of ENDBOX

We describe ENDBOX, our system that securely executes middlebox functions on client ma-
chines.

7.4.1. Requirements

In accordance with the scenarios and the threat model that we consider (cf., sections 7.2.2
and 7.2.3), we determine that ENDBOX must satisfy the following requirements.

R1 Enforcement. ENDBOX will ensure that all traffic between the client and the managed
network is always processed by middlebox functions.

R2 Integrity and privacy. ENDBOX has to guarantee the integrity ofmiddlebox functions and
the privacy of client traffic.

R3 Flexibility. ENDBOX needs to enable effortless development of tailoredmiddlebox func-
tions that can target a wide range of use cases.

R4 Manageability. ENDBOX will provide seamless management of middlebox functions de-
spite its distributed model.

R5 Performance. The performance overhead introduced by ENDBOX should be low and
comparable to existing solutions. Moreover, ENDBOX needs to scale linearly with the
number of clients.
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7.4.2. Architecture

Figures 7.5 and 7.6 depict two deployments of ENDBOX, one for each of our two representative
scenarios (cf., section 7.2.2). Throughout the figures of this chapter, we use the color green
to highlight where code runs in an SGX enclave.

In both deployments, a number of ENDBOX clients connect to an ENDBOX server. In the case
of the enterprise network scenario (cf., figure 7.5), clients may be connected to the company
network or can connect remotely (e.g., employees working from home). In contrast, in the
ISP network scenario (cf., figure 7.6), clients are connected to a home network, which is in
turn connected to the ISP network through a filtering gateway.

The use of ENDBOX is enforced when accessing a managed network because the ENDBOX
server is the only entry point: it only accepts traffic encryptedwith the key owned by a correct
ENDBOX client. This ensures that all traffic is processed by ENDBOX and prevents users from
bypassing the middlebox functionality (R1).

Middlebox functions are executed in a TEE—our prototype uses SGX enclaves. It guards the
endpoint of the VPN communication channel in order to only allow packets that have been
screenedbymiddlebox functions through. Encryptionkeys are injected inside theTEEas part
of a secure bootstrapping process so that neither the user of themachine nor software outside
the TEE can see them. Packet en- and decryption, as well as any kind of packet processing,
happen within the TEE. SGX attestation guarantees that (i) the enclave is initialized with the
correct code and data, and (ii) the encryption and decryption of network packets can only
occur within the enclave (R2).
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Figure 7.7.: Architecture of the ENDBOX client.

It is possible to implement a wide range of middlebox functions (R3), e.g., caching, malware
detection, licensing control, and compression. Moreover, operating on encrypted packets
becomes practical thanks to the TEE-secured environment.

The ENDBOX server provides amanagement interface that enables administrators to straight-
forwardly deploy middlebox configuration changes (R4). Configuration updates are dissemi-
nated to all connected and (re-)connecting clients, which then asynchronously fetch and ap-
ply them. After a configurable grace period, the update is strictly enforced by only letting
traffic coming from clients with the latest configuration through.

ENDBOX is designed to induce a low performance overhead, and scale with the number of
connected clients (R5). We reduce the overhead by limiting the number of enclave mode
transitions asmuch as possible. Scaling is achieved bymovingmiddlebox functions to clients,
thus removing load from centralized middleboxes as part of the managed network.

7.4.3. The ENDBOX client

The ENDBOX client architecture shown in figure 7.7 consists of two components: a VPN client
and a set ofmiddlebox functions. The VPN client is based on OpenVPN [52] and is partitioned
as such: (i) security-sensitive parts (e.g., cryptographic functions and encryption keys) are
executed in the SGX enclave to prevent an attacker from gaining knowledge about any secret,
and (ii) security-irrelevant parts (e.g., packet encapsulation and fragmentation) are executed
outside of the enclave. This partitioning best takes advantage of SGX, taking the limited re-
sources available to SGX 1 enclaves as well as maximizing the performance of ENDBOX (R5).

ENDBOX implements middlebox functions using the Click modular router [108]. It allows us
to implement a diverse set of middlebox functions (R3). ENDBOX routes all traffic through
middlebox functions: OpenVPN hands over all packets to Click for processing right at the
VPN boundary. To ensure that all network traffic is intercepted by ENDBOX (R1), a client can
only connect to the managed network through the VPN.
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When an application wants to send a packet to the managed network, it communicates with
the virtual network interface exposed by OpenVPN. It then goes through 4 steps:

À The packet is copied in the enclave.

Á It is processed by one or more middlebox functions according to the configuration (us-
ing Click). Depending on the specific function, the packet headers or its payload may
be modified. The whole packet can also be marked for rejection (e.g., due to firewall or
IDPS rules).

Â According to the result of the middlebox functions, the packet is forwarded to the next
step, or discarded.

Ã Finally, the packet is signed and encrypted and then copied outside of the enclave,
where it is passed back to the VPN client running in untrusted space, for transmission
over the physical network.

Each VPN-related packet arriving from the network is processed slightly differently:

À The packet is copied in the enclave, its signature is checked and its contents are de-
crypted.

Á, Â ditto

Ã The packet is passed back to the VPN client running in untrusted space, for transmis-
sion over the virtual network interface.

7.4.4. Attestation and keymanagement

To achieve the desired level of security (R2), ENDBOX leverages the attestation facilities of-
fered by Intel SGX [8]. In ENDBOX, keys are managed using a certificate authority (CA) oper-
ated by network owners. The public key of the CA is hardcoded in enclave binaries as part of
the compilation to prevent MitM attacks.

Figure 7.8 shows the steps that ENDBOX applies in order to attest the correctness of the en-
clave, as well as protect and sign VPN keys.

À An asymmetric key pair is generated in the enclave; the private key never leaves the
enclave.
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Á The ENDBOX client creates a report containing the public key and passes it to the quoting
enclave (QE) to obtain a quote.

Â The quote is forwarded to the CA.

Ã In turn, the CA relays the quote to IAS.

Ä Provided that IAS replies positively, and that the quote contains a known measurement,
the CA signs the public key, hence creating a certificate. It also generates a shared sym-
metric encryption key, which will be used to decrypt configuration files.

Å The certificate, along with the symmetric key—which is encrypted with the enclave’s
public key—are provisioned to the enclave.

Æ The enclave checks that the received certificate is genuine, i.e., signed by the CA. It then
stores the key-pair, the certificate, as well as the symmetric key to disk using the sealing
feature provided by SGX.

The client can now use that certificate to connect to the VPN server. As all keys are sealed
to disk, the ENDBOX client can start immediately without having to perform the attestation
procedure on future starts (provided the systemconfiguration of themachine stays the same).

7.4.5. Processing encrypted network traffic

Many middlebox functions, e.g., DPI and caching, operate on the payload of packets. Nowa-
days, a large part of the traffic is encrypted [73], which means that the payload appears as
an opaque blob to middleboxes. There are different state-of-the-art solutions to tackle this
problem: (i) middleboxes perform the equivalent of an MitM attack on users; (ii) modify the
TLS protocol in a way that allows middleboxes to intercept traffic [135, 134], and (iii) search-
able or homomorphic encryption schemes [157]. Each of them have severe disadvantages:
they break end-to-end security, are incompatible with existing technologies, are impractical
or are notoriously slow.

Therefore, we devise a new approach to access encrypted network traffic. The idea is that
client applications, e.g., web browsers, will transparently share their symmetric encryption
keys with ENDBOX. The application will be linked against a modified TLS library, which will
forward all negotiated session keys to the trusted Click instance running inside the ENDBOX
client. A new Click element can decrypt the packets inside the middlebox pipeline.

The client does not need to trust non-standard CAs, as it receives the real certificates offered
by the services it accesses. Moreover, we keep the TLS protocol as-is. Our approach to ana-
lyze encrypted traffic also works with TLS version 1.3, which existing middleboxes could not
handle correctly [151].

Note that transferring keys to the ENDBOX enclave is not a security risk for the client: the
keys are generated by the TLS library running in untrusted space (i.e., not secured by SGX).
Copying them to the more secure EPC therefore does not degrade the overall security in the
slightest.
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Regarding the notion of analyzing encrypted traffic in the first place, we think that our so-
lution is applicable to our targeted scenarios. In an enterprise network, employees need to
trust their employer to some extent and should refrain from handling private matters using
company networks. In the ISP scenario, we assume that customers opt-in for traffic analysis
to improve security; they explicitly consent.

7.5. Implementation

The implementation of ENDBOX is based on OpenVPN 2.4.0 [52], the latest version of the Click
software router [108], and the TaLoS library for terminating TLS connections inside SGX en-
claves [12]. We use OpenVPN as the basis for the ENDBOX client because it is open-source, has
relatively few dependencies, and is implemented in user-space. This allows us to port parts
of its implementation to an SGX enclave. TaLoS is based on LibreSSL and acts as a drop-in
replacement running in SGX enclaves for existing applications.

We use the Intel SGX SDK 1.9 [84] to define ecalls and ocalls as well as to handle the life cycle
of the enclave. In addition, we use the trusted—but functionally limited—C library imple-
mentation shipped with the SDK. We extend it further with functions used by OpenVPN and
Click. The ENDBOX implementation also accesses trusted time through the SDK in order to
implement traffic shaping.

ENDBOX relies on Click to implementmiddlebox functions. To configure it, so-called elements
are interconnected to form a pipeline. An element receives packets, processes them and then
forwards them to other elements. We choose Click because it is widely used, and is easily
extensible. Moreover, its configuration can be hot-swapped. Click ships many elements that
implement variousmiddlebox functions out-of-the-box; we use them to implement ENDBOX’s
ownmiddlebox functions. We also extendClick by adding customelements that provide (i) an
IDPS; (ii) decryption of application-level traffic, and (iii) traffic shaping using the trusted time
source provided by SGX.

7.5.1. Optimizations

We implement several optimizations to improve the performance and security of ENDBOX.
We describe those in this section and evaluate them further in section 7.6.2.

Enclave transitions

The performance of SGX enclaves is negatively impacted by transitions between trusted and
untrusted code (cf., section 4.3.4). To reduce this cost, we place parts of the encryption logic of
OpenVPN into the enclave to reduce the number of enclave transitions per processed packet
to a single ecall per packet.
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Client-to-client communication

When an ENDBOX client communicates with another ENDBOX client on the same virtual net-
work, packets would end up being processed by both ENDBOX instances. As both clients are
trusted and enforce the same configuration, processing packets twice is wasteful. To prevent
this waste, ENDBOX clients flag outgoing packets after they have been processed by Click. The
flagging mechanismworks by setting the differentiated services (DS) field [15] of the Internet
protocol (IP) header to 0xeb. In order to prevent external attackers from sending packets
that contain this value, the ENDBOX server erases the field from incoming packets when it
is set to 0xeb. As all packets are integrity-protected by OpenVPN, flagged packets cannot be
forged within the VPN.

7.5.2. Secure enclave interface

The enclave interface of the ENDBOX client consists of 90 calls: 70 ecalls and 20 ocalls. Most
of the ecalls are only used during the initialization of OpenVPN and Click. Four ecalls are ex-
ecuted during normal operation: (i) packet encryption; (ii) packet decryption; (iii) message
authentication code (MAC) generation, and (iv) MAC verification. While ecalls (i) and (ii) are
triggered by normal traffic, ecalls (iii) and (iv) are used to protect the integrity of the control
channel of OpenVPN.

With the exception of the ENDBOX-specific en- and decryption and Click initialization ecalls,
all the other ecallsmatch those ofTaLoS [12], whichperformsecurity checks. The ocalls, on the
other hand, perform different tasks, such as managing untrusted memory and accessing en-
crypted configuration files. Note that they could be completely removed by using in-enclave
configuration files and exitless enclave services [140].

To ensure that the interface is secure, we closely examined all ecalls and ocalls and augmented
themwith sanity checks on arguments and return values. We also check the bounds of point-
ers to guarantee that they point to enclave memory.

7.6. Evaluation

We evaluate the security and performance of ENDBOX by discussing different attacks on END-
BOX and performing different measurements.

7.6.1. Security evaluation

Wediscuss potential attacks against ENDBOX and state how it can defend against these or why
they are not applicable.
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Bypassingmiddlebox functions

A malicious client may try to access the network without using ENDBOX. In this case, the
networkneeds to be guardedby a stateless firewall that only allowsENDBOX-generated traffic.
It therefore becomes impossible to bypass the middlebox functions as traffic will be dropped
by the firewall.

Using old or invalid middlebox configurations

An attacker may rollback configuration updates, or use unauthorized configurations. Once
an adjustable grace period for an update has passed, the server only accepts ENDBOX clients
that use the currently valid configuration. The ENDBOX client and server periodically ex-
change ping messages containing configuration information to prevent lawful clients from
using stale configurations.

Replaying traffic

Traffic replay attacks are thwarted by the replay protection offered by OpenVPN.

Denial-of-service attacks

Malicious clients can prevent enclaves from starting or being entered, as the enclave life cy-
cle is managed by untrusted code. However, this would result in the inability of the client
to communicate with the network. On the other hand, a DoS attack on the ENDBOX server
would have the same effect as on a traditional centralized middlebox deployment. Existing
techniques exist to mitigate this kind of attacks [54].

Downgrade attacks

Attackers could try to force the usage of a weaker TLS version or cipher. OpenVPN imple-
ments server-side checks that ensure that a minimal TLS version is used. On the client-side,
the corresponding check happens within the enclave during connection establishment and
therefore cannot be circumvented.

Interface attacks

A client may try to break into the enclave by manipulating the parameters at the enclave in-
terface similar to Iago attacks [34]. To mitigate such attacks, every ecall and ocall has been
augmented with checks on input parameters and return values (cf., section 7.5.2). In addi-
tion, ENDBOX exposes a limited interface with a restricted attack surface.
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Failure of amiddlebox

If a middlebox fails, only the client running this middlebox is impacted; other clients and the
managednetwork remainunaffected. This differs from thebehavior of traditional centralized
middlebox setups in which a failure would affect many clients or even whole networks. In
contrast, the failure of the ENDBOX server managing all VPN connections is equivalent to a
failure of traditional centralized middleboxes, resulting in network outages.

7.6.2. Performance evaluation of different middlebox functions

We evaluate the performance of ENDBOX across 7 machines of two different sets of specifica-
tions. Class A consists of 5 machines equipped with SGX-capable 4-core Intel Xeon v5 CPUs
with 32GB ofmemory, while the other class B machines consist of 2machineswith non-SGX-
capable 4-core Xeon v2 CPUs and 16GB of memory. All machines are configured with Intel
HyperThreading feature turned on. They are all connected to a 10Gbit/s switched network.
The network is configured to support 9000B jumbo frames.

We conduct throughput measurements using the iperf 3 [116] tool, while we use Internet con-
trol message protocol (ICMP) echoes to measure latency. We report average values after 10
consecutive runs.

Our performance evaluation is conducted on a few different setups that are designed to high-
light where ENDBOX itself affects performance and where the change in performance is due
to the components that it uses. We refer to those different setups as such.

Vanilla OpenVPN Unmodified OpenVPN 2.4.0.

OpenVPN + Click OpenVPN with additional server-side processing by Click.

ENDBOX in simulationmode (sim) Our contribution running in insecure simulated SGX mode
to showcase the overhead of partitioning the VPN client.

ENDBOX in hardwaremode (SGX) Our contribution running in protected mode.

We implement 4 representative middlebox functions to showcase in our evaluation (plus a
baseline). Each function is based on one or more Click element. Some elements are original,
while some come standard with Click.

Forwarding (NOP) The first element we consider provides a baseline for our measurements.
It forwards packets without accessing or modifying any headers.

Load balancing (LB) The RoundRobinSwitch element shipped with Click balances IP pack-
ets or TCP flows across several machines.

IP firewall (FW) TheIPFilter element shippedwith Click implements a firewall function. It
accesses packet headers and controls traffic based on a set of rules. For our evaluation,
we use a set of 16 rules that do not match any packet, forcing the firewall to go through
them all for all packets.
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Figure 7.9.: Average ICMP echo RTT for different redirection methods.

Intrusion detection and prevention system (IDPS) Our IDPS is based on a custom Click ele-
ment called IDSMatcher. It monitors network traffic for unauthorized accesses and
policy violations. We support Snort [152] rule sets; we execute its string matching algo-
rithm [3] using a library that comes from the Snap framework [162]. For the evaluation,
we extract a subset of 377 rules from the Snort community rule set. Akin to the firewall,
the rules do not match any of the packets that we generate during the evaluation.

Distributed denial-of-service prevention (DDoS) DDoS attacks can generally be mitigated by
throttling or dropping packets that occur repeatedly, or by detecting and dropping pack-
ets with a spoofed source address. We implement this middlebox function by rate-
limiting identical packets using two custom Click elements, IDSMatcher as presented
above, and TrustedSplitter. The latter shapes traffic to a given capacity in a trusted
way. As obtaining time from the trusted source offered by SGX requires expensive calls,
the TrustedSplitter element samples timestamps by issuing calls after a certain
configurable number of packets has been processed. We set this number to 500 000 for
our measurements. In the OpenVPN+Click setup, we use a similar Click element called
UntrustedSplitter which instead obtains timestamps using system calls.

Latency of different middlebox deployment strategies

Weevaluate the impact on latency incurredbyENDBOX, as this has anotable influenceonuser
experience. We use the forwarding middlebox function (NOP) and perform local experiments
using A machines. For cloud-based measurements, we rely on AmazonWeb Services (AWS)
Elastic Compute Cloud (EC2) and use m3.medium instances with 1 virtual CPU and 4GB of
RAM in two different data centers (DCs). We create a setup of softwaremiddleboxes executing
in EC2 and measure the round-trip time (RTT) of ICMP echoes from a fixed location.

Figure 7.9 shows the average RTT for different redirection methods: (i) unaltered setup with
no redirection, middlebox or VPN; (ii) local redirection through a VPN and a server-sidemid-
dlebox using OpenVPN+Click; (iii) redirection through ENDBOX running in SGX, and (iv) and
(v) redirection through OpenVPN+Click middleboxes deployed on EC2 instances in two dif-
ferent AWS regions.

The results show that the latency overhead induced by a cloud-based middlebox deployment
greatly depends on the location of the DC of the cloud provider. Nevertheless, even using the
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closest DC offered by AWS incurs a latency overhead of 61%; a figure which rises to 1773% in
the case of an overseas DC. Notably, ENDBOX, only increases the latency by 6%, showing the
viability of the deployment strategy we chose.

Optimizations

We evaluate the positive impact of the optimizations described in section 7.5.1. Reducing the
number of enclave transitions per packet results in a substantial 342% increase in through-
put. However, optimizing client-to-client communication has no effect on throughput, but
decreases latency between clients by up to 13% for the IDPS use-case.

Throughput

In this experiment, wemeasure themaximum throughput reached by each of our four differ-
ent setups. We generate packets of sizes ranging from 256B to 64KiB. The maximum trans-
mission unit (MTU) of our network is set to 9000B.

The results are shown in figure 7.10. As expected, higher throughput is measured with larger
packets as the per-packet fixed costs are better amortized. Chiefly, we see that the perfor-
mance overhead of ENDBOX ranges from 16% for large packets to 39% for small packets.
Larger packets permit higher throughput as they cause less enclave transitions.

In any case, we see that ENDBOX is well-optimized as the performance overhead of a regular
server-side OpenVPN+Click instance (ENDBOX uses both pieces of software internally) ranges
from 5% to 29%. Finally, we observe that OpenVPN+Click achieves a throughput almost one
third lower than vanilla OpenVPN for large packets due to Click’s packet fetching.

In the next experiment, we evaluate the throughput that we can reach when each of our five
representative middlebox functions are active. We compare ENDBOX against an equivalent
server-side OpenVPN+Click setup. Figure 7.11 shows the average throughput measured be-
tween a class A client machine and a class B server, using a standard packet size of 1500B.
NOP represents a baseline.
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First, we observe that the biggest performance impact in the case of OpenVPN+Click is the
DDoS use-case, with an overhead of 13%, which is rather low. In comparison, ENDBOX incurs
an additional overhead of circa 30% for the NOP, LB, and FW use-cases. The more computa-
tionally intensive use-cases IDPS and DDoS show an overhead of 39%. As explained above,
the overhead is lower for larger packets.

User-centric latencymeasurement

In this experiment, we establish the actual impact that a user seeswhen they use ENDBOX. We
load the homepage of each of the 1000most popular websites as listed by Alexa [5]. We use the
PhantomJS [78] headlesswebbrowser so as tomeasure actual user-facingpage load times (i.e.,
including images, stylesheets, etc.). We run the experiment with direct network access and
through ENDBOX. The results are depicted in figure 7.12. We see that it takes approximately
the same time to load those web pages with or without ENDBOX. Thus, we can conclude that
the user-facing latency overhead of ENDBOX is negligible.

Handling encrypted traffic

Asmentioned in section 7.4.5, ENDBOX is able to transparently and securely decrypt TLS traf-
fic. We measure the overhead of this feature by fetching static web pages of different sizes
using HTTPS GET requests, i.e., hypertext transfer protocol (HTTP) through TLS. We use
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Figure 7.14.: Scalability of ENDBOX and its constituting components.

three setups, (i) using the unmodified OpenSSL library (the baseline); (ii) using our modi-
fied OpenSSL library through ENDBOX but without performing any packet decryption, and
(iii) same as (ii), but packets are decrypted inside the enclave.

The results are shown in figure 7.13. We see that the overhead introduced by our custom
OpenSSL library (which forwards symmetric keys to the enclave) along with packet decryp-
tion is under 8%.

Scalability

After evaluating user-facing properties of ENDBOX, we evaluate its scalability, which is an
important factor to network operators. The experiment consists inmeasuring the throughput
and CPU usage on the server-side. Throughput is aggregated over all virtual interfaces set
up by OpenVPN server instances, i.e., one per client as OpenVPN is single-threaded. CPU
usage is measured across all cores, i.e., 100% represents all cores being fully utilized. We run
multiple ENDBOX client on 5 class A machines. Each client generates a fixed 200Mbit/s of
traffic using iperf3. One class B machine runs the ENDBOX server, while another serves as
the iperf3 endpoint.

Scalability of individual components First, we evaluate the scalability of the various com-
ponents that ENDBOX is made of. Using the forwarding middlebox function (NOP), we see in
figure 7.14 that OpenVPN and ENDBOX saturate at the same throughput of 6.5Gbit/s, with an
almost identical CPU usage. This shows that executing middlebox function on the client side
has no impact on throughput or CPU usage on the server side. Maximum per-client through-
put is achieved with 40 clients per server. Our investigations show that the bottleneck is the
cryptography performed by OpenVPN.

Click requires a substantial amount of CPU cycles, which become the bottleneck as the CPU
becomes fully utilized earlier than with ENDBOX. The throughput of Click alone is limited
to 5.5Gbit/s as its process cannot handle more packets. Finally, we see that the throughput
achieved by OpenVPN+Click is only 2.5Gbit/s, as the full load of all clients is processed cen-
trally by the server CPU.
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Figure 7.15.: Scalability of ENDBOX and an equivalent centralized middlebox in different use-
cases.

Scalability of different use-cases Now, we repeat the same measurement for our five rep-
resentative use-cases. The previous results for OpenVPN+Click and ENDBOX form our base-
lines. The goal of the experiment is to show how ENDBOX scales with the number of clients
when different middlebox configurations are applied.

Figure 7.15 shows the results. As previously mentioned, the VPN server saturates at 40 clients
and becomes the bottleneck of ENDBOX at a maximum throughput of 6.5Gbit/s for all use-
cases. On the other hand, OpenVPN+Click executes themiddlebox functions centrally on the
server itself, and reaches this limitwith 30 clients at amaximum throughput of only 2.5Gbit/s.
The computationally-intensiveIDPS andDDoSmiddlebox functions only achieve amaximum
aggregate throughput of 1.7 Gbit/s. Patternmatching onnetworkpackets iswhat overloads the
central middlebox.

To conclude the scalability evaluation of ENDBOX, we report that it scales linearly with the
number of clients. For 60 clients, ENDBOX achieves a 2.6× higher throughput across all use-
cases than a comparable fully-centralized middlebox, and 3.8× higher for computationally-
intensive workloads. Thus, we show that ENDBOX performs especially well for CPU intensive
middlebox functions.

7.7. Summary

In this chapter, we presented ENDBOX, a scalable system that enables the secure deployment
and execution of middlebox functions on untrusted client machines thanks to Intel SGX. It
scales linearly with the number of clients, thereby achieving 2.6× to 3.8× higher throughput
than a traditional deployment at the core of a managed network. Despite being distributed,
configuration changes to ENDBOX-based middlebox services are centrally controlled and en-
forced. Finally, encrypted application traffic can be efficiently and securely decrypted and
filtered using ENDBOX, due to its location at the client side.
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In-network line-speed data processing
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Chapter 8.

In-network compression at line speed

8.1. Introduction

The steady increase in network traffic [95] is a challenge for network operators. A potential
way to decrease the size of individual network packets would be to compress them. However,
compression is usually a computationally-intensive operation that correspondingly requires
considerable resources.

In this chapter, we present ZIPLINE, the first in-network data (de)compressor operating at
line-speed. ZIPLINE leverages a novel data deduplication technique: generalized deduplica-
tion (GD) [177]. GD offers compression levels that can outperform traditional schemes at a
lower memory footprint [184].

We revise the processing workflow of GD to fit our target, the Intel Tofino programmable
switch (cf., section 3.2). Thanks to its hardware hashing units, we can implement the algo-
rithm in a single pass, providing latency-free compression at line-rate simultaneously on all
ports of the appliance.

Ourworkhighlights that in-network processing is practical, as elaborate algorithms can indeed
be implemented on programmable switches. We report on several implementation caveats
and the lessons learned while doing so.

8.2. Background

This section provides an overview of the compression algorithmbehind ZIPLINE and the cod-
ing techniques used for its implementation.

8.2.1. Generalized deduplication

GD is a generalization of the concept of data deduplication [177], where the system first ap-
plies a transformation function on a data chunk to split it into a pair of values: a basis and
a deviation. Then, the system proceeds to deduplicate that basis against previously received
ones. All deviations are kept to be able to invert the process.
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To illustrate how GD operates, let us consider the following example. We feed the following
7-bit sequences into a transformation function based on Hamming codes (cf., section 8.2.3).

{0000000,0000001,0000010,0000100,0001000,0010000,0100000,1000000}
{1111111,1111110,1111101,1111011,1110111,1101111,1011111,0111111}

For all chunks on the first line, we get a single 4-bit basis 0000 and all eight possible 3-bit
deviations that indicate what bit to flip (if any). Similarly, the chunks on the second line all
give out the basis 1111, with the same deviations as for the first line.

By using a registry containing the most commonly used bases instead of the original data
chunks, we are able to compress data. Let us consider the following 42-bit sequence made of
six different 7-bit data chunks.

000000011111110100000111101110000001011111

As previously shown, the individual 7-bit chunks map to only two bases. We can uniquely
identify each basis using a 1-bit identifier. Thus, the data can be represented with a dictio-
nary containing the two bases (2 × 4 bits) and a sequence of 1-bit basis identifiers and 3-bit
deviations, for a total of 24 bits transmitted.

0000 1000 0111 1100 0101 1110

In general, using longer sequences allows more chunks to map to the same basis. The result
is that thousands or evenmillions of chunks can bemapped to the same basis, increasing the
potential for compression.

In this work, we consider Hamming codes as the core component of the transformation func-
tion forGD, as didVestergaard et al. [177] andGöttel et al. [63]. Themainmotivation is that they
can be implemented using equivalent cyclic redundancy checks (CRCs) which can be com-
puted in hardware on programmable switches. We show this equivalence in sections 8.2.2
and 8.2.3.

8.2.2. Cyclic redundancy check

Let us consider a block of data𝐵with 𝑛 bits, where𝐵 can be expressed as a polynomial𝐵(𝑥) =
𝑏0𝑥0+𝑏1𝑥1+...+𝑏𝑛−1𝑥𝑛−1 where 𝑏𝑖 is the 𝑖-th bit of𝐵. We consider 𝑏𝑛−1 as themost significant
bit (MSB) of 𝐵. Computing an 𝑚-bit long CRC requires computing the long division of 𝐵(𝑥)
with a generator polynomial 𝑔(𝑥) = 𝑔0𝑥0 + 𝑔1𝑥1 + ... + 𝑔𝑚𝑥𝑚. The residue of this division is
the CRC value.

One of the properties of CRCs is that CRC(𝐴⊕𝐵) = CRC(𝐴)⊕CRC(𝐵). Hence, pre-computing
all 𝑛-bit sequences that have a single bit set allows us to compute any sequence of 𝑛 bits by
XORing the appropriate CRCs sequences.

CRC (𝐵) = 𝑏𝑛−1CRC (10…00) ⊕ 𝑏𝑛−2CRC (01…00) ⊕…
⊕ 𝑏1CRC (00…10) ⊕ 𝑏0CRC (00…01)

This computation can be represented in matrix form as CRC (𝐵) = 𝐵𝐻𝑇, where𝐻 is a parity-
check matrix.

84



8.2. Background

Table 8.1.: Hamming code (7, 4) and CRC-3 equivalence.

Hamming (7, 4) CRC-3

Input Error Syndrome Polynomial CRC-3

(0000001) 0 (001) 𝑥0 (001)
(0000010) 1 (010) 𝑥1 (010)
(0000100) 2 (100) 𝑥2 (100)
(0001000) 3 (011) 𝑥3 (011)
(0010000) 4 (110) 𝑥4 (110)
(0100000) 5 (111) 𝑥5 (111)
(1000000) 6 (101) 𝑥6 (101)

8.2.3. Hamming codes

Hamming codes are block codes that convert 𝑘-bit messages into 𝑛-bit messages by adding𝑚
parity bits [26]. More specifically, 𝑛 = 2𝑚 − 1 bits and 𝑘 = 𝑛 − 𝑚 = 2𝑚 − 𝑚 − 1 bits. They are
generated using a generator matrix 𝐺 as follows:

𝐺 =

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

𝑔0,0 𝑔0,1 ⋯ 𝑔0,𝑛−1
𝑔1,0 𝑔1,1 ⋯ 𝑔1,𝑛−1
⋮ ⋮ ⋱ ⋮

𝑔𝑘−1,0 𝑔𝑘−1,1 ⋯ 𝑔𝑘−1,𝑛−1

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

where the size of the matrix is 𝑘 × 𝑛.

Such a code can be transformed to systematic form, where the original message is directly
embedded in the codeword and the parity bits are clearly separated from it as 𝐺 =

[
𝐼𝑘 𝑃

]
,

which is achieved by performing row operations to eliminate components. 𝐼𝑘 indicates an
identity matrix of size 𝑘 × 𝑘.

For our work, we consider a case where the order of parity and identity matrices are shifted,
i.e.,𝐺𝑠 =

[
𝑃 𝐼𝑘

]
, as it matches the output of CRC functions. The parity-check matrix 𝐻 of size

𝑚 × 𝑛 is given by𝐻 =
[
𝐼𝑛−𝑘 𝑃𝑇

]
, which is actually the same as for computing the CRC with

the same generator polynomial [26]. A message 𝑢 of size 1 × 𝑘 is encoded into the codeword
𝑐 of size 1 × 𝑛 by 𝑐 = 𝑢𝐺𝑠.

For decoding, the received sequence is 𝐵 = 𝑐 + 𝑒, where 𝑒 is the error pattern. An all-zero 𝑒
means there are no errors. The matrix𝐻 can be used to detect whether any errors occurred
by calculating the syndrome vector 𝑠 = 𝐵𝐻𝑇 = (𝑐 + 𝑒)𝐻𝑇 = 𝑒𝐻𝑇, due to the fact that𝐺𝑠𝐻𝑇 = 0
(by construction of 𝐻 and 𝐺𝑠). We can construct a lookup table that maps the different 1-bit
error patterns to corresponding 𝑠 values.

85



Chapter 8. In-network compression at line speed

Input

bn-2 b1…

Original data
chunk (B)

(n bits)

Generator
polynomial

gm(x)

…

Syndrome (s)
(m bits)

000
001
010

111
101

…

00…00
00…01
00…10

01…00
10…00

…

Syndrome
look-up table

fn-1 fn-2 f1 f0…
⊕
bn-1 bn-2 b1 b0…

⊕ ⊕ ⊕

b'n-1 b'n-2 b'1 b'0…

mk-1 …
Basis (k bits)

b0 CRC-m sm-1

Output

00…00
00…01
01…11
10…01

In
table
?

…It-1 I0 …sm-1 s0

mk-2 m0…mk-1 …sm-1 s0
Yes

No

m0

➊

➌

➋

➍

➎
➏

➐

➑

00
01
10
11

Known IDs
look-up table
(to find reduced

ID of t bits)

s0bn-1

Figure 8.1.: GD encoding workflow on Tofino.

8.2.4. Connection of Hamming codes to CRCs

A CRC-𝑚 using a generator polynomial that is suitable to a Hamming code (𝑛, 𝑘) can help
compute the syndrome and parity bits in the decoding and encoding steps. More specifically,
the computed CRC-𝑚 value will be equivalent to the syndrome computed for a (𝑛, 𝑘) = (2𝑚 −
1, 2𝑚 − 𝑚 − 1) Hamming code as long as (i) the generator polynomial for a Hamming code
is used as parameter for the CRC-𝑚 generator polynomial, and (ii) the size of the input data
to be computed by the CRC-𝑚 is 𝑛 = 2𝑚 − 1 bits as expected by a standard Hamming code.
Table 8.1 shows an example of the equivalence between the (7, 4) Hamming code and CRC-3
with a carefully chosen generator polynomial.

8.3. Approach

Our approach uses the GD algorithm presented in section 8.2.1 to implement compression of
network packets in a way that is implementable on a readily-available programmable switch.
The encoding workflow is shown in figure 8.1. Let us consider a data payload 𝐵 of size 𝑛, part
of an incoming network packet Ê. The first action to perform is to compute the syndrome 𝑠
using a Hamming decoder (mapped to an equivalent CRC) Ë. The syndrome tells us which bit
in the original data needs to be flipped. We achieve this by having a table Ì that matches to
the correct mask 𝑓 to be XORed to the original data 𝐵 Í according to 𝑠. The result of this XOR
operation 𝑏′ is truncated to the rightmost 𝑘 bits to form a basis (𝑚𝑘−1,… ,𝑚0) Î. As several
data chunks share the same basis, we take this opportunity to replace themwith shorter iden-
tifiers 𝐼 should the basis been seen before Ï,Ð. In order for the recipient to be able to find 𝐵
again, we attach the syndrome 𝑠 to the compressed packet Ñ.
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Figure 8.2.: GD decoding workflow on Tofino.

The decoding workflow is shown in figure 8.2. We consider that a packet containing a com-
pressed basis has arrivedÊ. For an uncompressed basis, theworkflow instead starts at stepÌ.
On the recipient’s side, there must exist a table that maps short identifiers 𝐼 to bases, that is
synchronized with its counterpart in the encoder Ë. We zero-pad the recovered basis Ì and
then feed it to the same CRC generator as on the encoder Í to get 𝑝, hence restoring the bits
that we truncated in the encoder. In parallel, we use the same syndrome look-up table as in
the encoder to identify which bit needs to be flipped according to 𝑠. This gives us the appro-
priate mask 𝑓 to be XORed Î. We apply the mask to flip the right bit out of the concatenation
of 𝑝 and the basis Ï to successfully restore the original data 𝐵 Ð.

8.4. Related work

Offloading heavy-duty processing from end-node central processing units (CPUs) to the net-
work itself has been studied in several research efforts.

NetEC [148] implements efficient in-network erasure codes (ECs). It aggregates data streams
using Reed-Solomon [149] so that they leave the switch in aggregated fault-tolerant form.

P4-enabled switches can perform different types of aggregations, e.g., over several header
frames for fixed-size [181] or variable-size [180] payloads, while achieving line-rate through-
put. Small payloads are stored in registers of the switch and are recirculated via the ingress
parser until the maximum transmission unit (MTU) is reached, at which point the generated
larger packet is released.

Chen [35] presents a non-trivial in-network design and implementation of advanced encryp-
tion standard (AES) for different payload sizes. Packets go through the switch pipeline multi-
ple times to complete the ten rounds used for AES-128. In contrast, ZIPLINE does not need to
recirculate packets as GD can be implemented in a single round.
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Although there exist switches that perform on-the-fly compression of data streams [32, 183,
76], these operate at layers 3 and above. Our approach can support a wider set of protocols
by operating at layer 2. Also, thanks to P4-compatible application-specific integrated circuits
(ASICs), ZIPLINE can operate on all ports of a switch at line-rate simultaneously. ZIPLINE will
also automatically improve in the future whenever amore-powerful P4-compatible ASIC gets
on the market.

8.5. Implementation

Our implementation uses the capabilities provided by the Intel Tofino programmable switch.
It is implemented in P416 with Tofino-specific proprietary extensions, i.e., Tofino Native Ar-
chitecture (TNA), using Capilano software development environment (SDE) version 9.2.0. The
control plane is implemented using Python and Barefoot runtime (BfRt).

We favor simplicity whenever possible. In this mindset, we choose to develop everything
from scratch, which also reduces the likelihood of resource allocation issues. We settle on
Ethernet-based framing to provide compatibility with regular Ethernet network cards and
guarantee inter-connectivity.

We define three different types of packets: (i) regular, yet unprocessed packets; (ii) pro-
cessed, but uncompressed packets, comprised of a basis and a syndrome, and (iii) processed
and compressed packets, which replace the basis with a shorter identifier. Packet type (i) can
be any Ethernet packet that arrives in the switch. Our implementation takes such packets as
input, and then transforms them into types (ii) or (iii). The latter type can only be produced
when there exists a basis-identifier mapping for the basis that the original type (i) packet
maps to. Such mappings are initialized once a yet-unseen basis is computed. They remain
valid for as long as possible. A least recently used (LRU) cache eviction policy decides when
to recycle an identifier to map to a different basis. More details about this stateful part of our
implementation are provided in later paragraphs.

The foundation of our implementation is the GD algorithm as described in section 8.2.1. No-
tably, GD uses Hamming codes to work as they are equivalent to some particular CRCs. TNA
offers a native component to compute CRCs, as such codes are commonly found inmany net-
work protocols. We extensively rely on this component to efficiently implement the key steps
of the GD algorithmonTofino, namely the computation of syndromes. Table 8.2 shows genera-
tor polynomials forHamming codes and the expected input parameter for the CRC-𝑚module
of the Tofino chipset.

The next part of the workflow requires flipping one bit in the input data according to the
syndrome that we obtained in the previous step. We use a P4 table with constant entries that
are pre-computed using a short C++ program making use of Boost CRC library [179]. The
entry that matches the syndrome is XORed to the data, hence flipping the appropriate bit of
the sequence. This transformation creates the basis.

In order to make it possible to compress packets, we need to replace syndrome+ basis couples
with shorter identifiers (IDs). One possible way to select an identifier for a given basis would
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Table 8.2.: Generator polynomials for Hamming codes and parameters for a CRC-𝑚.

Code Generator polynomial CRC-𝑚 parameter

(7, 4) 𝑥3 + 𝑥 + 1 0x3
(15, 11) 𝑥4 + 𝑥 + 1 0x3
(31, 26) 𝑥5 + 𝑥2 + 1 0x05
(31, 26) 𝑥5 + 𝑥4 + 𝑥2 + 𝑥 + 1 0x17
(63, 57) 𝑥6 + 𝑥 + 1 0x03

(127, 120) 𝑥7 + 𝑥3 + 1 0x09
(255, 247) 𝑥8 + 𝑥4 + 𝑥3 + 𝑥2 + 1 0x1D
(511, 502) 𝑥9 + 𝑥4 + 1 0x00D
(511, 502) 𝑥9 +𝑥8 +𝑥7 +𝑥6 +𝑥5 +𝑥 +1 0x0F3

(1023, 1013) 𝑥10 + 𝑥3 + 1 0x009
(2047, 2036) 𝑥11 + 𝑥2 + 1 0x005
(4095, 4083) 𝑥12 + 𝑥6 + 𝑥4 + 𝑥 + 1 0x053
(8191, 8178) 𝑥13 + 𝑥4 + 𝑥3 + 𝑥 + 1 0x01B

(16383, 16369) 𝑥14 + 𝑥8 + 𝑥6 + 𝑥 + 1 0x143
(32767, 32752) 𝑥15 + 𝑥 + 1 0x003

be to use cryptographic hashes, however those cannot be computed in one pass on our pro-
grammable switch. The alternative is therefore to use arbitrary IDs. We involve the control
plane to manage the pool of identifiers. Unknown bases are sent up by the data plane to the
control plane by means of digests, as provided by TNA. Recording a new basis-ID mapping is
done in two phases: first, the control plane chooses an identifier to assign to the basis. When
there are unused identifiers, the control plane selects the least recently used one. Should all
identifiers be in use, an LRU policy is applied to evict and recycle an identifier to accommo-
date themost recent basis. Setting a time to live (TTL) that is automatically decreased as time
elapses on a particular table entry is a feature that is provided by TNA. With the identifier now
selected, the control plane first sets the reverse mapping (ID-basis) in the destination switch
to make sure that compressed packets can always be uncompressed. The control plane can
finally add a corresponding entry in the source switch, to map the newly-discovered basis to
the chosen identifier. Subsequent packets sharing the same basis are then transmitted in a
shorter syndrome + identifier form.

Last, we add counters to our program to provide easily-accessible statistics of the inner work-
ings of ZIPLINE. In particular, packets are classified according to how they are transformed
(e.g., raw packet to syndrome + basis, syndrome + identifier to raw packet, etc.).

8.6. Lessons learned

We report on several lessons that we learned during the development process of ZIPLINE.
In particular, we highlight some potential intricacies that we encountered when developing
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ZIPLINE with P416/TNA for the Intel Tofino platform. P4 is a flexible language that is mainly
designed to efficiently process network packet headers. Similarly, the hardware design of
the Tofino chip is tailored to the same goals. We use those pieces of technology in quite an
unorthodox way that largely differs from traditional packet routing. As a consequence, we
had to adapt our implementation to circumvent some technical limitations.

Header declarations in P416 must be aligned on byte boundaries. However, the Hamming
codes that we use are never aligned on bytes (cf., table 8.2). While the P4 language is well-
suited to bit-level granularity, the hardware and its associated compiler are optimized for
byte-aligned data. A side-effect is that we have to introduce padding bits in our program to
cope with non-byte-aligned sizes for the program to successfully compile. In turn, this intro-
duces a loss of goodput, limiting the range of interesting parameter values to only a few.

In our original design, we placed as much of the code as possible in the data plane, i.e., in
the P4 program. This was made possible by leveraging registers, i.e., user-accessible memory
in the Tofino data plane pipeline. Doing so allowed us to achieve line-rate performance and
perceptibly instantaneous learning of new basis-ID pairs. However, as every piece of code
running in the data plane must be able to execute in constant time, many algorithms are out-
of-reach, e.g., algorithms that need a complete view over an array of registers. Therefore,
we settled on storing basis-ID pairs in regular match-action tables and manage them with
the control plane, which is implemented in a regular programming language (i.e., Python
in our case). This allows us to use features such as digests and table entry-specific TTLs that
the TNA framework provides, conveniently letting us implement an LRU cache for basis-ID
pairs. We can also send updates regarding ID-basis pairs to other ZIPLINE instances out-of-
band. The drawback of this approach is that updates take a longer time to effectively apply
(cf., section 8.7.2).

8.7. Evaluation

Our setup leverages an EdgecoreWedge100BF-32X programmable switch [49]. It is connected
at 100Gbit/s to two Dell PowerEdge R7515 servers through NVIDIA ConnectX-5 network cards
interfaced with PCI Express 3.0 x16. Each server has an AMD EPYC 7302P processor, 32GiB
of RAM and runs Ubuntu 20.04.1. We tune each server with the mlnx_tune utility in high
throughput mode. Unless stated otherwise, each measurement is repeated 10 times, and we
show the average and the 95% confidence interval.

8.7.1. Choice of parameters

It is possible to set several parameters in ZIPLINE. Three of them pertain to Hamming codes:
𝑘, 𝑛 and 𝑚 (as introduced in section 8.2.3). Specifically, the values of 𝑘 and 𝑛 are strongly
linked to the value of𝑚 by formulas, so only𝑚 can in fact be freely selected. Since the Tofino
platform has explicit byte-alignment constraints on header fields, every value of𝑚 that is not
amultiple of 8 requires us to include wasteful padding bits in packets. We select𝑚 = 8which
is the largest𝑚 that is a multiple of 8 and that fits hardware constraints.
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Additionally, it is possible to independently choose the size of the short identifiers that replace
the bases. This parameter dictates how many bases have to be cached by ZIPLINE. Again,
byte-alignment constraints have to be adhered towhen choosing this value, such that padding
bits can be omitted. We require one additional bit to store the MSB of the raw data packet—
its size, 𝑘, is always one below a multiple of 8. Therefore, this parameter also needs to be
one below a multiple of 8 to omit padding bits. Akin to our choice of 𝑚 = 8, we settle for
the largest value that is one below a multiple of 8 and fits hardware constraints (especially in
terms of resource usage in this case): 15 bit, allowing for 215 = 32 768 cached bases.

8.7.2. Dynamic learning

We want to measure the consequence of our decision to move the code responsible for man-
aging bases-ID pairs to the control plane (cf., section 8.6). In the data plane, every stateful
operation appears to be instantaneous and already applies to the next packet in the pipeline.
Themain drawback of involving the control plane relates to performance, as it is located away
from the path that packets take.

In this experiment, we measure the time between the arrival of an unknown basis in the
switch and themoment after which the basis is registered in the compression table, and com-
pressed packets start to be produced. To do so, we repeatedly send the same data packet as
fast of possible from one server to another. We capture packets on the destination server and
measure the amount of time it takes between the arrival of the first packet of type (ii) and the
arrival of the first packet of type (iii) (cf., section 8.5 for the definitions of types). Our results
indicate that it takes (1.77 ± 0.08)ms for ZIPLINE to record and apply a new basis-ID pair. Dur-
ing that time, packets that share the same basis stay uncompressed. This loss in compression
efficiency is measured next.

8.7.3. Compression

The goal of this experiment is to assess the compression ratio that can be obtained by us-
ing ZIPLINE. We use two datasets, a synthetic and a real-world one. We engineered the syn-
thetic dataset to be behaviorally close to typical readouts from a sensor. We generate 3 124 000
chunks of 256 bit (matching the parameters we chose), which are then converted to a PCAP
trace [74] of Ethernet packets containing the chunks as payload.

The real-world dataset consists in a day of domain name system (DNS) queries at a 4000 users
university campus [159]. To obtain the trace that we replay, we apply filters to the downloaded
files to only keep queries of 34 B going to the main DNS resolver of the campus, excluding the
DNS transaction identifier which is a random number.

We replay these traces to our switch and monitor which action ZIPLINE undertakes with the
payload of each packet. We then deduce the payload size, as each action produces a packet
type of a fixed size. The sum of all original chunks represents the baseline. In figure 8.3,
the bars represent the total size of the payloads of all packets after they are transformed by
ZIPLINE. We also show the numerical ratio to the baseline next to each bar. Wemeasure four
cases:
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Figure 8.3.: Resulting payload size after traffic is processed with Gzip and ZIPLINE, without,
with static-, and dynamically learned- compression table mappings.

No table The compression table stays empty.

Static table We pre-compute the basis of each payload and add a corresponding mapping in
the compression table before we start the experiment.

Dynamic learning We start the experiment with an empty compression table, which is then
automatically filled by ZIPLINE when unknown bases are encountered (real-world sce-
nario).

Gzip We extract all payloads in a regular file that we compress with the gzip compression
tool.

In theory, no table shouldbe equal to thebaseline as applyingGDdoesnot introduce additional
bits. The overhead of 3% is due to padding bits which are necessary to guarantee container
alignment on the Tofino platform. We reckon that 8 such padding bits could be eliminated by
an expert P416/TNAprogrammer. Static table represents the idealistic scenariowhere the basis
of every packet payload is known beforehand. Dynamic learning represents a real scenario
where the traffic is unknown to the switch prior to its arrival.

We see that ZIPLINE correctly learns and stores bases in its compression table, providing
savings of 89% in terms of bytes transmitted in the synthetic scenario, and up to 90% in
the DNS dataset. The compression ratio of ZIPLINE compares well with the gzip off-the-
shelf compression utility (circa 20% difference). It doubtlessly cannot be implemented on
our hardware P4 target as it uses an algorithm (DEFLATE) that has an unbounded execution
time.

The delta between the static table and dynamic learning cases in the synthetic scenario is first
due to the fact that one packetwith a payloadmapping to each basismust be transmittedwith-
out compression to let the recipient know about it. Second, a couplemilliseconds are needed
between the time a packet with an unknown basis arrives in the switch, and the mapping to
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Figure 8.4.: Observed network throughput with the switch performing various operations on
Ethernet frames of different sizes.

its basis becomes effective for subsequent packets (cf., section 8.7.2), meaning that additional
packets sharing the same basis stay uncompressed during this processing delay.

8.7.4. Raw performance

We nowmeasure the raw performance of ZIPLINE using raw_ethernet_ performance util-
ities [138] provided by NVIDIA Networking. We start bymeasuring the raw Ethernet through-
put between 2machines through the programmable switch. We transfer Ethernet frames of 3
common sizes for 10 s: the minimum frame size of 64B, the standard 1500B, as well as jumbo
frames of 9000B. The first scenario (no op) acts as the baseline, with the switch acting as a
regular Ethernet switch. We then repeat the samemeasurements with the switch performing
either the encoding or the decoding phase of ZIPLINE. Figure 8.4 shows our results. Wenotice
that the claims put forwards by the vendor of our programmable switch are kept; namely that
any P416 program that successfully compiles for the Tofino platform performs at line speed,
as long as it does not make use of recirculation, packet duplication, etc. The figures for 64B
and 1500B packets are bottlenecked at around 7Mpkt/s by the server generating the traffic.
In theory, the full line rate of 100Gbit/s can also be reachedwith these smaller packets, as per
the 4.7Gpkt/s figure quoted in the datasheet of the switch [49].

Subsequently, we evaluate the latency by having one server send packets to itself via the pro-
grammable switch. As for the previous experiment, the switch performs regular Ethernet
switching (no op), ZIPLINE encoding, or ZIPLINE decoding. We then measure the round-trip
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Figure 8.5.: Observed end-to-end latency with the programmable switch performing various
operations.

time (RTT). Results are shown in figure 8.5 and point towards the same findings than our
throughput measurements: the addition of ZIPLINE to the P416 program has no noticeable
effect on raw performance.

8.8. Summary

This chapter introduced ZIPLINE, an approach for in-network data compression that can op-
erate at line rate withminimal delay. We adapt the concept of generalized deduplication (GD)
to provide an efficient implementation and amapping of the data that can significantly boost
the benefits of limited dictionaries implemented in the switches. We rely on transforma-
tions based on Hamming codes, which can be implemented efficiently on the programmable
switch through its support of CRCs. Our implementation shows that (de)compression at line
rate (100Gbit/s per port on our switch) is possible and that dynamic learning can be imple-
mentedwithout compromising throughput or compression gains. Replaying a real-world data
trace showed that ZIPLINE is capable of reducing data usage by up to 90%.

Theuse of theCRCmodule inTofino switches opens the door to computationofmore complex
transformations, e.g., BCH codes, by using different generator polynomial parameters [26].
With those, more chunks to be mapped to each basis, albeit at the cost of a larger deviation
in bits.
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Chapter 9.

Transparent disaggregation of non-volatile main
memory

9.1. Introduction

Non-volatilemainmemory (NVMM) represents a radical change in the computermemory hi-
erarchy, associating persistence, direct byte-addressability and excellent performance. The
technology is available on recent server-grade Intel processors and known as Intel Optane
Persistent Memory (PMem) [92]. The Cascade Lake family of processors supports PMem se-
ries 100, while newer Ice Lake CPUs support PMem series 200.1

Given its versatile capabilities, NVMM can be used (i) as a faster alternative to a solid state
drive (SSD); (ii) as a denser alternative to random access memory (RAM), or (iii) as a com-
pletely new memory paradigm. This last proposition could represent a complete change in
howcomputers operate. With current PMemmodules offering 512GiBof directly-addressable
persistent memory, one could envisage to primarily use PMem as systemmemory, with RAM
only serving a subsidiary role.

Another contemporary paradigm in data centers is hyperconvergence. In a nutshell, it con-
sists in virtualizing as much hardware as possible, such that one can compose virtual ma-
chines (VMs) with granular amounts of each type of resource. Every type of resource is con-
nected to the converged network, which also serves as access network. Remote directmemory
access (RDMA) is an essential enabling piece of technology behind hyperconverged storage.
It reduces overheads in terms of throughput and latency to a minimum by delegating mem-
ory accesses to the network cards themselves. RDMA over Converged Ethernet (RoCE)2 and
iWARP are network protocols that implement RDMA over Internet protocol (IP).

In this context, we envisage that hyperconvergence should also pertain to NVMM. Further,
NVMM is the only persistent storagemedium that is directly accessible through RDMA (with-
out involving the CPU).

Our proposed solution, NVSPLIT, can transparently disaggregate remote NVMM accesses
across several servers through a Tofino programmable switch. NVSPLIT can split and/or mir-
ror RDMA read and write requests across several servers containing PMem, respectively im-
proving performance and reliability. Naturally, the use of RDMA to access the NVMM pool

1Those processors also support SGX2 but it is not possible to enable both features simultaneously.
2Pronounced “rocky”.
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allows any RDMA-compatible client to claim the benefits of NVMM. We implement our pro-
totype in a way that it transparent to client and servers thanks to the flexibility of the P4 lan-
guage.

9.2. Related work

Several research efforts have attempted to use NVMM over the network.

Kalia et al. [99] show that the byte-addressability of NVMM and its performance make it a
candidate of choice for RDMA. They highlight the pitfalls that one should be aware of when
accessing PMem over the network.

Simurgh [133] and Octopus(+) [124, 188] are NVMM-enabled distributed filesystems. Octopus+
additionally uses RDMA for data transfers between servers. Both the clients and servers run
specialized software in order to keep track of metadata to ultimately locate actual data. On
the contrary, thanks to in-network processing, NVSPLIT does not need special support from
the client, and can operate on raw NVMM (with or without a filesystem on top). Further, we
can avoid all performance bottlenecks as the programmable switch always processes packets
at line-speed, unlike a regular server.

In a different context, Kim et al. [105] initiate RDMA connections directly from the data plane
of a programmable switch in order to augment the capacity of its stateful memory. Our work
also initiates RDMA connections from the switch, but (i) from the control plane, and (ii) only
as a preparatory step to later transform packets from external RDMA connections.

9.3. Non-volatile mainmemory persistencemodel

A crucial aspect to take into account when accessing NVMM over RDMA is the persistence
model. When one uses RDMA to access RAM, it is important to know when a transfer is
successful, i.e., that the other party has successfully received the data. WithNVMM, however,
guaranteeing the successful transmission of data is not enough. The important element to
consider is whether the data has been successfully persisted in the NVMM itself, i.e., that the
data will survive a sudden power loss. One-sided RDMA write operations only guarantee the
former. A clever workaround is the appliance persistency method (APM) [47] which consists
in performing an 8B read operation after awrite that we need to confirm. The ordered nature
of RDMA work request queues [81] guarantees that the read operation will only return after
the written data has been persisted in NVMM.

Another important point to take into account is Data Direct I/O (DDIO). It allows the network
card to write into CPU caches to improve performance in some cases, as data is then ready to
be processed by an application. In our use-case, however, the servers are only used as NVMM
storage nodes; they never do any data processing. We can disable DDIO to ensure that the
network card directly writes to NVMM, guaranteeing the aforementioned persistence model
while cutting any detour short.
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9.4. Concept

The idea behindNVSPLIT is to use an array of serverswith PMemas onepool ofNVMMshared
across multiple clients in the datacenter. Existing NVMM over RDMA-compatible equipment
and applications need to work flawlessly with NVSPLIT tomake sure that adoption is straight-
forward. Aside from abstracting RDMA connections to NVMM servers, we want to provide
additional advantages, such as better reliability and performance. Of note is that the through-
put of PMem is inferior to that of 100 or 400Gbit/s Ethernet connections [97].

As such, we specify four modes of operation:

1-to-1 Decoupling of clients and servers.

1-to-𝑛mirroring Transparent data replication across multiple NVMM servers to increase re-
liability (similar in spirit to level 1 of a redundant array of independent disks (RAID)).

1-to-𝑛 splitting Round-robin data striping to different servers to provide better performance
at the expense of reliability (similar in spirit to RAID 0).

1-to-𝑛 splitting+mirroring Round-robin striping overlaid on data replication to provide better
performance and reliability at the same time (similar in spirit to RAID 10).

Each server will expose its NVMM range to the network. The clients and servers are all con-
nected to aprogrammable switch thatwill transparently interceptRDMArequests and replies.
It will transform these accordingly to provide the illusion that each machine only discusses
with one other machine. In 1-to-𝑛 splitting mode, the switch will alter memory addresses to
ensure that the servers’ memory ranges are used contiguously.

We identify the following challenges to build such a system:

C1 Gain a deep understanding of the network protocols involved.

C2 Validate the feasibility of the project.

C3 Determine how to transparently intercept RDMA connections.

C4 Develop a suitable program that fits the constraints of our programmable switch.

C5 Test and refine NVSPLIT using existing RDMA-compatible applications.

9.4.1. RDMA decoupling

Themain problem that we need to solve is how to decouple the client and server of an RDMA
connection. Normally, RDMA always involves one client performing operations against one
server. With NVSPLIT, the programmable switch will act as a virtual server towards the client
and as a virtual client towards the servers. More specifically, it will transform, duplicate and
redirect individual packets coming fromeach stakeholder, in such away that all of them think
that they are interacting with the switch itself.
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The RoCE v2 protocol C1

We start by understanding our chosen RDMA protocol, RoCE v2, by reading through its com-
prehensive specification [81]. The protocol allows client machines to access remote NVMM
withminimal overhead, and is supported by network cards from several vendors [31, 89, 139].
As we are going to intercept and modify network packets at a low level, we are interested in
the format of RoCE packet themselves, and not necessarily in the application programming
interfaces (APIs) that a program uses to control the behavior of the network card.

In essence, RoCE v2 is an encapsulation of InfiniBand in user datagram protocol (UDP) pack-
ets. Packet routing and switching uses standard Ethernet and IP mechanisms [80, 146, 42].
Above, InfiniBand is responsible for packet ordering, basic security mechanisms, and RDMA
semantics.

Packet ordering is achieved with a per-connection counter: the packet sequence number
(PSN). Each new request from the client increments the PSN, and each reply shares the PSN
with its associated request. When a reply involves multiple packets (e.g., RDMA read reply),
the first reply packet shares the PSN of the request, and each subsequent reply packet incre-
ments the PSN. The following request will use the PSN that is immediately superior to the
last reply packet. Acknowledgments can be in standalone packets or piggybacked, and tell
the other end that all packets with a smaller or equal PSN have been received and processed.
In case of re-transmissions, the PSN of the original packet is reused.

Each RDMA request needs to indicate an R_Key, which is a basic security mechanism that
ensures that the target memory can only be accessed by entities that are authorized. The
R_Key is a 32 bit key shared between the server and the client and transmitted in clear-text
with each RDMA request. In the context of NVSPLIT, we can fairly easily circumvent this
security mechanism by mounting the equivalent of a man-in-the-middle (MitM) attack.

InfiniBand defines several operations. Taking only one-sided RDMA operations into account,
there exist two: RDMA READ and RDMA WRITE. Read operations always use reliable connec-
tions or datagrams, while write operations can use an unreliable connection.

Both read and write operations carry data in the same way. First, it is split in as many packets
as necessary, making chunks that are of the largest power of 2 that fits the MTU, up to 4096B
(e.g., 1024B per packet for an MTU of 1500B). If a single packet can carry the whole payload,
a packet of type Only is used. Otherwise, the first packet is of type First and the last of type
Last, with as many Middle packets in between as required.

Awrite operation is inherently uni-directional: the client canwrite at any time. The First or
Only packet contains the virtual address (VA) of the first byte inmemory, the R_Key, and the
total data length of the operation. Middle and Last packets only contain data, plus general
InfiniBand metadata. On the other hand, reading is a two-step operation. First, the client re-
quests data from the server using a READ Request packet; it contains the same information
as WRITE First and WRITE Only packets: VA, R_Key, and total data length. The server
replies with READ Response Only, First, Middle, and Last packets as explained above.
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Bootstrapping the values that the client needs to indicate in its requests happens during the
initialization of the connection. On the wire, three messages are exchanged. First, the client
sends a Request for Communication packet to the server, indicating its own information. The
server replies with a comparable packet containing its own information (or outright rejects
the connection request). Finally, the client acknowledges that the connection is ready with
a Ready To Use packet. All three packets contain a field for private data that allows the appli-
cation above to piggyback its own initialization information. Notwithstanding this standard
connection establishment protocol, we observed that various RoCE-based applications use
custom-made initialization protocols based on InfiniBand SEND operations, or even separate
transmission control protocol (TCP) connections.

Feasibility C2

So far, we notice that RoCE consists of headers that are typical of a well-defined network pro-
tocol. Also, payload lengths exceeding one packet are always aligned to the same power of
two for a particular connection. Those characteristics indicate that we should be able to parse
and transform RoCE packets in P4 on TNA.

However, there is one field that is located past the payload: the invariant CRC (ICRC). It pro-
vides a checksum for a series of InfiniBand fields. When conforming to the protocol, this field
stays invariant between endpoints. However, as we are going to modify some of the fields
that the checksum protects, we need to change it accordingly for the endpoints to accept our
modified packets. Unfortunately, it is not feasible to access this field using the programmable
switch due to its location past the payload. Fortunately, there exists away to disable ICRC vali-
dation on someRDMAnetwork cards [136]. The loss in potential reliability is counterbalanced
by a similar CRC specified in the Ethernet protocol [80], which RoCE depends on.

Transforming RDMA packets in the network C3

In figure 9.1, we see an example of the transformations required to split a write operation to
two servers. We show how a three-packet long write operation to the virtual server mate-
rialized by the programmable switch is transformed to two distinct write operations to two
servers.

Some transformations, like the R_key, consist in replacing a value with another. Once the
connection is established, the value stays constant throughout the connection. In other cases,
the value to insert in the transformed packet needs to be learned from the First packet. In
this latter case, we will have to use stateful memory to remember the value from one packet
to the next.

Further, most values require non-trivial computations (considering they need to fit the con-
straints of a programmable switch) to obtain the right value that makes the packet indistin-
guishable from a 1-to-1 RDMA operation. E.g., computing the right PSN happens on a per-
connection basis due to the different number of packets that each machine can exchange
with the switch. At the same time, the computation also needs to take retransmissions into
account, as well as assign the right PSN in the other direction for acknowledgments and read
replies.
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Original packets from client

Write First
• R_key𝑡
• VA: Zero-based address offset
• Length: 12KiB
• PSN: previousPSN (𝑐, 𝑡) + 1

Write Middle

• PSN: previousPSN (𝑐, 𝑡) + 2

Write Last

• PSN: previousPSN (𝑐, 𝑡) + 3

Transformed packets

Write First to 𝑠0
• R_key𝑠0
• VA: Computed address offset
relative to 𝑠0’s offset

• Length: 8KiB
• PSN: previousPSN (𝑡, 𝑠0) + 1

Write Only to 𝑠1
• R_key𝑠1
• VA: Computed address offset
relative to 𝑠1’s offset

• Length: 4KiB
• PSN: previousPSN (𝑡, 𝑠1) + 1

Write Last to 𝑠0
• PSN: previousPSN (𝑡, 𝑠0) + 2

Figure 9.1.: Transformation of RDMApackets for a 12KiB 1-to-2 split write operation. 𝑐: client,
{𝑠0, 𝑠1}: servers, 𝑡: programmable switch.

9.5. Implementation

Our implementation revolves around the Intel Tofino programmable switch (cf., section 3.2)
for its versatility and uncompromising performance. The pool of NVMM servers can use ei-
ther Intel Optane PMem series 100 or PMem series 200, but all servers should use the same
generation. Due to theworkaround discussed in section 9.4.1, onlyNVIDIAConnectX network
cards [139] can effectively be used with NVSPLIT.

9.5.1. Data plane C4

Implementing NVSPLIT in the data plane is challenging due to the pipelined nature of the
programmable switch. Weneed to devise algorithms that can compute the various values that
we need to transform. In particular, we need to take the constraints of P4 into account, as well
as the hardware constraints of ourTofino programmable switch. For instance, we use registers
(cf., section 3.2) to have access to information that was present in an earlier packet. However,
storage and retrieval operations of a particular register must happen in the exact same stage
of the pipeline. Depending on the order of various operations, an impossible dependency
cycle can be created. At that point, one needs to rethink their P4 program in a different way.

Flexibility, seamlessness, and performance are cornerstones of the design of NVSPLIT. We
want our data plane to reflect that, so we make sure that all features are compiled in a single
P4 program, with each being activated through P4 tables. For similar reasons, we need to
process RDMA packets on-the-fly within the data plane. We refrain from using recirculation
to obtain the best possible performance.
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Our P4 programworks as such. First, we program both parsers (ingress and egress) to dissect
packets down to RETH and AETH RoCE headers. In the ingress, packets that are not RoCE
are switched regularly according to the Ethernet protocol. RoCE connection initialization
packets are always forwarded to the control plane, as they contain all the information that
the control needs to fill in the relevant tables. Conversely, packets that are injected by the
control plane (whether RoCE or not) are switched regularly, as we expect the control plane to
produce ready-to-send packets.

After those special predicaments are addressed, we are left with RoCE packets coming from
physical ports. The first action is to match them against their senders to determine which
mode of operation (cf., section 9.4) is applicable.

1-to-1

In 1-to-1 mode, we only apply basic transformations such as replacing the R_Key, and add
fixed offsets to the PSN and VA. For such transformations, we can use a P4 table and fill in the
correct value using the control plane.

Determining where to send each packet only depends on its direction. All request packets go
to the server and all replies to the client. Predictably, we need to transform the addresses and
ports indicated in lower protocols, i.e., IP and Ethernet.

1-to-𝑛mirroring

Mirroring is a more involved operation, as some of the processing must happen in the egress
(cf., section 3.1), e.g., offsetting the PSN on request packets.

We need to keep track of which requests have been acknowledged, to only send an acknowl-
edgment to the client after all 𝑛 servers have successfully performed the operation. We use
registers to count how many acknowledgments a client-facing PSN has received. We release
an acknowledgment packet to the client only when the counter is equal to the number of
servers.

1-to-𝑛 splitting

Splitting is the most intricate mode to implement due to the added asynchronicity on the
number of packets between participants of the split connection. While the client will see all
packets, each server only sees a subset depending on 𝑛 and the length of the RDMA opera-
tions. Computing PSNs becomes a stateful process instead of an addition.

Unlike the othermodes, the destination of a client to server RDMApacket is determined by its
VA parity. To make this possible, we limit 𝑛 to powers of two. In the case of writing, we state-
fully compute the zero-based client-facing VA for each packet, and extract log2 𝑛 bits from the
address. We take those at an offset that depends on the MTU, e.g., from the log2 4096 = 12th
bit when the maximal data length is 4096B (cf., section 9.4.1). A table maps every identifier in
[0, 𝑛) to one destination server. To prevent gaps in the memory range of each server, we then
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shift the most-significant bits of the VA indicated in the original request to the right to fill the
bits that we extracted to determine the destination server.

WRITE packets that are or become First packets on the server-side need to have their data
length field adjusted accordingly. E.g., with 2 servers, the original length can be halved,
halved plus one full packet (MTU-dependent), or halved plus one partial packet, depending
on 𝑛, the original data length and the computed VA parity.

READ requests are processed similarly, albeit they first need to be duplicated to the right num-
ber of servers depending on the indicated data length. Each replica of the reading request is
then processed in the egress to customize most fields, again using the VA parity, dividing the
data length among servers. Each server then sends back the data requested at its own pace,
and NVSPLIT will compute the right PSN for each reply so that the client can reassemble the
data in the right order.

As exemplified in section 9.4.1, packet types FIRST, MIDDLE, LAST, and ONLY often need to
be changed to another type. Once again, we use registers to compute whether a packet is the
first and only one of the transaction (ONLY), the first with more to follow (FIRST), the last of
the transaction (LAST), or any other packet (MIDDLE). Of note is that only FIRST and ONLY
packets contain an RETH header [81]. Transforming a MIDDLE packet to one of those requires
to create such a header from scratch, using tables and registers accordingly.

9.5.2. Control plane

The control plane acts as a companion to the data plane. It fills in table entries and initializes
register values as required. We implement the control plane in Python, and connect it to the
data plane through Google remote procedure calls (gRPC) using BfRt.

Clients in effect initialize their RDMA connections to the control plane itself. In turn, the
control plane acts as an RDMA client towards 𝑛 servers, according to the mode of operation
in effect. We use Scapy [25] as a framework to decode and craft RoCE initialization packets.
When the control plane receives a Request for Communication packet (cf., section 9.4.1) from a
client, it completes the initializationbyblending in relevant values learned from the initializa-
tion replies coming from the servers. At the same time, the control plane fills in the P4 tables
and registers to allow the data plane to seamlessly transform RDMA read and write requests
from one connection to the other. With the initialization phase over, the control plane is not
involved anymore until one party disconnects. At that point, it propagates the disconnection
request to all parties and clears all table entries that pertain to the connection.

9.5.3. Client and server C5

NVSPLIT servers each expose an array of NVMM through RDMA. They listen on connec-
tions coming from the control plane, and handle it like any other reliable RDMA connection.
Clients similarly connect to the control plane in a standard way. In that sense, NVSPLIT is
transparent to all parties. The only condition to use a particular client-server pair is to adapt
the control plane to correctly extract the relevant information from the initialization packets.
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Thanks to the simplicity of Python and Scapy, this is easily done. Existing software based on
librpma [16], e.g., fio (cf., section 9.6.2), is already supported by the current version of NV-
SPLIT.

To further simplify the use of NVSPLIT, we provide a simple server to use as a basis for any
custom client. Simultaneously, we develop a client library that replaces key Linux file oper-
ations (i.e., open, close, read, and write) to operate on remote NVMM servers through
RDMA. Most legacy applications can hence work with NVSPLIT simply by preloading our
library [117].

9.6. Results

9.6.1. Experimental setup

Wedeploy NVSPLIT on an EdgecoreWedge 100BF-32X programmable switch. We use 2 Super-
micro X11 DP servers, each with 2 Intel Xeon Gold 5215 CPUs, 128GiB of RAM, and 2 modules
of 128GiB of Intel Optane PMem series 100. Our clients consist of Dell PowerEdge R7515 ma-
chines with an AMD EPYC 7302P CPU and 32GiB of RAM.

All machines are equipped with NVIDIA ConnectX-5 network cards interfaced through PCI
Express 3.0 x16 links. Each card is directly connected to the programmable switch using
100Gbit/s Ethernet.

9.6.2. Micro-benchmark

We assemble a micro-benchmark using the fio benchmarking tool [13] and its librpma-based
storage engine [16]. With this experiment, we want to verify that we obtain performancemet-
rics thatmatch our expectations in terms of throughput. The benchmark only performswrite
operations, with the persistence model guaranteed by APM.

We first run the experiment with one client writing to a single server without NVSPLIT. Then,
we set the programmable switch in 1-to-2 splitmode, and run the benchmark again. We report
a write throughput of 3374MB/s for the baseline, while two-server data-splitting allows the
throughput to rise to 6207MB/s, a speedup of 1.84.

With this small-scale measurement, we confirm that the idea behind NVSPLIT is practical in
the real world. We show that existing applications can be used unmodifiedwithNVSPLIT, and
that it is possible to obtain faster-than-native PMemperformance through split RDMAwrites.

9.7. Summary

In this chapter, we presented NVSPLIT, an in-network NVMM disaggregator. By carefully
studying the specification governing our chosen RDMA protocol, RoCE, we manage to inter-
cept and modify RDMA packets in a way that is transparent to the client and servers. We use
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this capability to split and mirror RDMA connections similarly to RAID levels 0 and 1. We
implement NVSPLIT on the first-generation Intel Tofino programmable switch without using
any kind of recirculation. Therefore, the performance of NVSPLIT is only limited by clients
and/or servers. We assemble a micro-benchmark to show that we can indeed achieve faster-
than-native performance with PMem series 100 thanks to data striping across two servers.

Despite the immense potential behind the concept of NVMM, Intel has recently announced
that it will stop to make Optane PMem products [147]. We believe that the technology still has
lots of untapped potential, as we have shown with NVSPLIT. However, it is possible that the
end of the PMem product will sooner or later lead to the end of practical (i.e., not simulated)
systems research onNVMM, unless an equivalent product comes on themarket in the future.

9.7.1. Future work

Implementing NVSPLIT proved to require considerable efforts, but is not yet complete. Com-
bining splitting and mirroring à la RAID-10 is left for future work. Similarly, provisions exist
for 1-to-𝑛 splitting tomore than 2 servers, but the complete implementation is not yet finished.

With all features implemented, we will perform a full-scale evaluation of NVSPLIT, hopefully
confirming the performance improvement measured by our micro-benchmark.
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Chapter 10.

Conclusion

Summary

Throughout our thesis, we investigated how recently-introduced hardware-assisted security
and networking technologies can be used to solve contemporary issues related to cloud-based
systems.

On paper, trusted execution environments (TEEs) represent a substantial innovation. In par-
ticular, the attestation mechanism provided by Intel Software Guard Extensions (SGX) com-
pletely changes the trust model to apply when offloading computing tasks to a third party. It
becomes possible to distrust the third party as programs protected by a TEE are presumably
shielded from powerful attackers, including those with physical access to the machine that
the program runs on.

In chapter 4, we started by implementing STRESS-SGX, an SGX-specific stressing tool that also
serves as a benchmarking tool. We used it and other tools to measure the performance of
Intel SGX and AMD Secure Encrypted Virtualization (SEV). We saw that TEEs can indeed run
programs without overheads in some cases. Offering lesser security guarantees, AMD SEV in
particular imposes very little performance penalty to the programs it protects. On the other
hand, Intel SGX better protects against sophisticated attacks. Consequently, the programs
that it shields are more prone to performance overheads. Several security flaws against Intel
SGX have been found by other researchers during the course of this thesis, but the majority
of them have been fixed or mitigated to our knowledge. However, those fixes andmitigations
have usually led to severe performance penalties: we measured slowdowns of up to 3.8× in
our benchmarks. Nevertheless, with careful use, it remains possible to protect applications
with SGXwith virtually no overheads, unlike similar software-only shielding techniques, e.g.,
homomorphic encryption.

A sizable disadvantage of SGX 1 is the very limited size of its reserved memory, the enclave
page cache (EPC). Consequently, we designed and implemented a container orchestrator
that can deploy SGX-enabled containers across a heterogeneous cluster (cf., chapter 5). The
scheduler takes the requests of SGX and non-SGX containers concurrently to efficiently use
the limited EPC of each machine. It is crucial to stay within the limits of the EPC to prevent
considerable performance overheads, which could be especially problematic in a shared in-
frastructure.

With that knowledge and our new tools at hand, we designed A-SKY, a privacy-preserving
group data sharing system (cf., chapter 6). Thanks to the security guarantees provided by
SGX, we found ways to modify an existing cryptographic scheme to reduce its complexity by
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3 orders of magnitude. Our implementation only requires SGX on a few server machines.
By using the aforementioned SGX-aware orchestrator, we are able to package and deploy the
various components of A-SKY as micro-services. We can effectively scale up or down the sys-
tem in a practical way as our evaluation showed that most operations scale linearly with the
number of servers.

Apart from security and privacy issues, the growing amount of network traffic represents an-
other contemporary issue. With ENDBOX (cf., chapter 7), we proposed a potential way to use
underused client resources to perform network security functions within SGX enclaves. As
packet analysis happens on the clients themselves, it becomes possible to analyze encrypted
traffic without using classical techniques that amount to a man-in-the-middle attack. We
showed that our proposal is practical, in particular in an enterprise setting.

WithENDBOX,wedesigned a complete system to alleviate companies fromneeding expensive
centralized networking appliances by pushing workloads to clients. A recent technique is in-
stead to perform computations within the network itself. Data plane-programmable switches
offer the opportunity to apply virtually any treatment to packets within the network, at no ex-
tra cost.

In chapter 8, we explained that we can adapt the generalized deduplication (GD) technique
to fit the resources of an Intel Tofino programmable switch. In line with the promises of
programmable switches, our system, ZIPLINE, can perform compression and decompression
at line-rate without any extra latency. We found out that it performs exceptionally well in a
realistic scenario, as we could compress a stream of domain name system (DNS) packets by
90% in real-time.

Finally, in chapter 9, we used the programmable switch to disaggregate remote accesses to a
new type of hardware: non-volatile main memory (NVMM). Similarly to what we observed
with ZIPLINE, themere fact thatwemanaged tomakeourprogram,NVSPLIT, fit the resources
of the programmable switch imply that packet processing happens at line-rate. As NVSPLIT
can split a connection to multiple servers, and today’s network speeds are faster than that of
Intel Optane Persistent Memory (PMem), we can achieve faster-than-native NVMM accesses.
Furthermore, NVSPLIT intercepts standard RDMA over Converged Ethernet (RoCE) connec-
tions and transforms them such that it stays completely transparent to all participants.

Perspectives and future work

When possible, we freely released the software associated to our contributions. Other people
have already used parts of our work to further their own.

In each chapter, we showed that one can use new hardware-assisted techniques in an inven-
tiveway to solve contemporary problemsmore efficiently or securely thanwithpure software-
based solutions. However, in contrast with software-based solutions, special knowledge is
required to use hardware-assisted techniques. To begin with, it is important to know the lim-
itations of each technique to make the best use of it. Second, using special tools, software
development kits (SDKs) and programming languages is often required to run one’s program
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on a hardware contraption. Nevertheless, some solutions are only possible by using those
new techniques. For instance, changing core network protocols routinely takes years or even
decades. Should programmable switches become commonplace, such improvements could
smoothly happen through software upgrades instead of hardware replacements.

Regrettably, most hardware-assisted techniques are vendor-specific. While most vendors of
programmable switches form a consortium around the P4 programming language, there is
nothing similar for TEEs. Worse, when a single vendor offers a specific type of hardware, its
cancellation—as is happening to NVMMwith Intel stopping the production of Optane PMem
products—can mean the end of a technique, without any suitable replacement.

On the other hand, new versions of a technique can be promising. For instance, SGX2 in-
creases the maximal size of the EPC from 128MiB to 512GiB. Future work could show how
the various SGX-enabled systems presented in this thesis behave under this revision of SGX.

Chapter 9 is incomplete as some variants of our system are not completely implemented.
Future work will rectify that such that a thorough evaluation of the system can be completed.
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