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Abstract

This dissertation examines the design, implementation, and evaluation of reproducible Machine
Learning (ML) systems across two distinct yet conceptually connected domains: Decentralized
Finance (DeFi) and Smart Contract (SC) security. In both areas, the research aims to translate
theoretical insights into operational frameworks that are transparent, data-driven, and adapt-
able to real-world deployment.

The first part focuses on the dynamics of cryptocoin markets, characterized by high volatility
and strong interdependencies among assets. Building on empirical evidence of persistent cross-
correlations, the study develops and validates correlation-driven forecasting models that exploit
related coin trajectories as predictive signals. These insights culminate in the design of Crypto-
Analytics, an open-source Python toolkit that automates the entire forecasting pipeline, from
data collection and preprocessing to model training, validation, and deployment. By integrating
Gradient-Boosting Machines (GBMs) and Recurrent Neural Networks (RNNs) within a modular
architecture, CryptoAnalytics bridges research reproducibility with operational applicability,
supporting both academic experimentation and production-grade prediction services.

The second part turns to blockchain security and the detection of malicious SCs in decentral-
ized ecosystems. Here, the dissertation introduces PhishingHook, the first reproducible frame-
work for detecting phishing contracts on Ethereum through static opcode-level analysis. Phish-
ingHook unifies dataset construction, bytecode disassembly, and model benchmarking within
a single environment, evaluating sixteen ML and Deep Learning (DL) models across multiple
families. Results demonstrate that static opcode representations achieve high accuracy (around
90%) without relying on user data or runtime traces, while remaining robust to temporal per-
formance decay. Comprehensive statistical analysis and post hoc interpretability further ensure
transparency and reliability in the evaluation.

In addition, this dissertation presents the first systematic study of Ethereum Virtual Machine
(EVM) bytecode obfuscation and its impact on SC malware detection. Through an extensive
evaluation of two obfuscation tools across 27 transformation configurations, the analysis reveals
how structural rewriting affects bytecode validity, semantic preservation, gas cost, and the ro-
bustness of diverse detection models. The results highlight significant limitations in current
obfuscation techniques and demonstrate that vision-based classifiers remain notably resilient
under aggressive control-flow distortion.

Overall, this dissertation demonstrates how reproducible ML systems can bridge the gap be-
tween theoretical modeling and operational deployment. In the financial domain, they enable
interpretable and data-driven forecasting; in blockchain security, they establish practical foun-
dations for proactive and transparent threat detection. By unifying these contributions under
a shared methodological philosophy, the work advances the broader goal of developing open,
reliable, and adaptive intelligent systems for data-intensive, decentralized environments.

Keywords: Machine Learning, Decentralized Finance, Smart Contracts, Model Serving, Finan-
cial Forecasting, Malware Detection.
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Résumé

Cette thèse étudie la conception, l’implémentation et l’évaluation de systèmes d’Apprentissage
Automatique (ML) reproductibles dans deux domaines distincts mais conceptuellement liés :
la finance décentralisée (DeFi) et la sécurité des contrats intelligents (SCs). Dans ces deux
contextes, la recherche vise à traduire des fondements théoriques en cadres opérationnels trans-
parents, fondés sur les données et adaptés aux environnements réels.

La première partie analyse la dynamique desmarchés de cryptomonnaies, marqués par une forte
volatilité et de fortes interdépendances entre actifs. À partir de preuves empiriques de corréla-
tions croisées persistantes, l’étude développe et valide des modèles de prévision exploitant les
trajectoires de monnaies liées comme variables prédictives. Ces travaux conduisent à la concep-
tion de CryptoAnalytics, une boîte à outils Python open source automatisant l’ensemble de
la chaîne de prévision, de la collecte et du prétraitement des données au déploiement des mo-
dèles. En intégrant des GBMs et des RNNs dans une architecture modulaire, CryptoAnalytics
relie reproductibilité de la recherche et applicabilité opérationnelle, soutenant l’expérimenta-
tion académique comme les services de prévision en production.

La deuxième partie porte sur la sécurité des blockchains et la détection de contrats intelli-
gents malveillants. Elle introduit PhishingHook, premier cadre reproductible de détection de
contrats d’hameçonnage sur Ethereum par analyse statique au niveau opcode. PhishingHook
unifie la construction de jeux de données, le désassemblage du bytecode et l’évaluation de seize
modèles de ML et de DL de différentes familles au sein d’un environnement unique. Les ré-
sultats montrent que les représentations statiques des opcodes atteignent une précision élevée
(environ 90%) sans dépendre des données utilisateurs ni des traces d’exécution, tout en restant
robustes face à la dégradation temporelle. Une analyse statistique approfondie et des méthodes
d’interprétabilité post hoc garantissent en outre la transparence et la fiabilité des évaluations.

En complément, cette thèse présente la première étude systématique de l’obfuscation du by-
tecode EVM et de son impact sur la détection de logiciels malveillants dans les contrats in-
telligents. À partir d’une évaluation de deux outils d’obfuscation couvrant 27 configurations,
l’analyse montre comment la réécriture structurelle affecte la validité du bytecode, la préserva-
tion sémantique, le coût en gaz et la robustesse des modèles de détection. Les résultats révèlent
les limites des techniques actuelles et indiquent que les classifieurs fondés sur des représen-
tations visuelles restent particulièrement résilients face à des distorsions agressives du flot de
contrôle.

Cette thèse montre comment des systèmes de ML reproductibles relient modélisation théorique
et déploiement opérationnel, en permettant une prévision interprétable en finance et une détec-
tion proactive et transparente des menaces en sécurité des blockchains. En unifiant ces contri-
butions sous une philosophie méthodologique commune, elle contribue au développement de
systèmes intelligents ouverts, fiables et adaptatifs pour des environnements décentralisés et
riches en données.
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Mots-clés : Apprentissage Automatique, Finance Décentralisée, Contrats Intelligents, Déploie-
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Chapter 1.

Introduction

This chapter outlines the motivation and scope of the thesis, focusing on the role of Machine
Learning in Decentralized Finance and Smart Contract security. It highlights the main contri-
butions on model-serving strategies, cryptocoin price forecasting, and detection of malicious
contracts, while also outlining the overall structure of the dissertation along with the related
publications and open-source software artifacts.
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1.1. Context andMotivation

Artificial Intelligence (AI), and in particular Machine Learning (ML), have become central to
modern computing. Unlike traditional programming with fixed rules, ML systems learn patterns
from data to make predictions or decisions [1]. The search for patterns in data has long been
a cornerstone of scientific progress. For example, astronomical observations in the 16th century
enabled Kepler to derive the laws of planetary motion [2], and the identification of regularities
in atomic spectra in the early 20th century was instrumental in the development of quantum
physics [3–5]. Building on this tradition, ML provides computational methods for uncovering
structure in data and leveraging it for tasks such as classification, forecasting, and decision-
making. This paradigm is now deeply embedded in contemporary technologies: streaming
platforms recommending movies [6, 7], navigation systems predicting traffic conditions [8, 9],
smartphones recognizing faces in photos [10, 11], and financial institutions assessing risks and
market dynamics [12, 13].

While these examples illustrate the maturity of ML in consumer services, new domains are
emerging where the stakes are considerably higher. Financial technologies and blockchain-
based systems, in particular, increasingly rely on ML for automation, risk assessment, and secu-
rity [14, 15]. In these settings, errors or vulnerabilities can result directly in substantial mone-
tary losses or systemic risks, making the practical deployment of ML both more challenging and
more critical. Prominent examples include Decentralized Finance (DeFi) platforms [16], which
provide global-scale financial services built on top of cryptocoins such as Bitcoin (BTC) [17] and
Ether (ETH) [18], and Smart Contracts (SCs) [19], which execute agreements automatically
without trusted intermediaries. Both domains highlight the need for practical and trustworthy
ML solutions.

The rapid growth of DeFi has led to a global market capitalization comparable to national
economies [20], largely driven by assets such as BTC and ETH. However, trading prices remain
extremely volatile, with sudden and often unpredictable fluctuations [21, 22]. Understanding
co-movement [23] and cross-correlation [24] patterns among crypto-assets is therefore essen-
tial for constructing reliable forecasting models that can support investors, institutions, and
regulators in navigating this dynamic ecosystem.

At the same time, the programmability of blockchains through SCs exposes billions of dollars
in assets to malicious activity [25–28]. Phishing, scams, and other forms of SC-based mal-
ware cause substantial financial damage every year [29, 30]. Adversaries increasingly employ
code obfuscation [31–34], undermining the effectiveness of existing detection techniques. This
underscores the need for robust, reproducible ML-based frameworks capable of proactively de-
tecting malicious SCs, even under adversarial conditions.

Finally, practical adoption of these solutions depends on efficient deployment of ML models
in real-world environments. While training is inherently resource-intensive [35, 36], infer-
ence must be executed under strict latency and cost constraints [37]. In financial applica-
tions, forecasts lose relevance if delivered after market shifts, whereas in security, delayed
detection can enable irreversible blockchain transactions. Commercial Machine Learning as
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a Service (MLaaS) platforms [38] offered by major cloud providers deliver powerful deploy-
ment capabilities [39, 40], but remain costly [41–43] and raise concerns regarding control
and trust [44, 45]. Open-source model-serving frameworks [46–50] and optimized inference
strategies thus play a critical enabling role, ensuring that ML methods for DeFi and SC security
can be deployed at scale.

By addressing challenges of performance, forecasting, and protection, this thesis contributes to
making ML both practical and trustworthy in blockchain-based financial systems.

1.2. Thesis Contributions

This thesis advances the practical use of ML in DeFi and SC security, with a focus on efficiency,
robustness, and reproducibility. The contributions span three complementary directions: (i)
strategies for efficient ML inference, (ii) forecasting and analysis of cryptocoin markets in DeFi,
and (iii) proactive detection of malicious SCs. The main contributions are summarized below.

BenchmarkingMLModel-Serving Frameworks

We present a systematic evaluation of model-serving frameworks [51], comparing five state-
of-the-art open-source solutions (TensorFlow Serving [46], TorchServe [47], MLServer [50],
MLflow [49], BentoML [48]) across four representative workloads. Our study focuses on infer-
ence performance at the serving layer and highlights trade-offs between Deep Learning (DL)-
specific servers and general-purpose frameworks, providing actionable insights for deployment.
This contribution establishes the basis for later parts of the thesis by addressing efficiency and
reproducibility in real-world inference.

Forecasting Cryptocoin Prices fromCorrelation Patterns

We analyze the dynamics of the cryptocoin market [52, 53] by studying correlation and causal-
ity among major assets such as BTC, ETH, and a large set of altcoins. Building on these obser-
vations, we develop CryptoAnalytics [54], a modular forecasting framework that integrates
Recurrent Neural Networks (RNNs) and Gradient-Boosting Machines (GBMs) to capture cross-
asset dependencies. The framework achieves competitive accuracy in predicting price trends,
substantially outperforming simple mean and median regression baselines across all error met-
rics (MSE, RMSE, MAE, and MAPE), and is extended into a deployable service, narrowing the
gap between experimental research and practical financial applications.

DetectingMalicious Smart Contracts through Bytecode Analysis

We design PhishingHook [55, 56], the first evaluation framework for phishing detection in
Ethereum SCs using opcode analysis. The framework supports dataset construction, model
comparison, and post-hoc analysis and is benchmarked with 16 distinct detection techniques,
including Histogram Similarity Classifiers (HSCs), Computer Vision Models (CVMs), and Large
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Language Models (LLMs). We further construct and release the largest labeled dataset of phish-
ing contracts on Ethereum. In complementary work [57], we conduct the first systematic study
of Ethereum Virtual Machine (EVM) bytecode obfuscation and its impact on malware detection,
exposing critical weaknesses in existing models and showing the relative resilience of vision-
based approaches.

Releasing Datasets, Models, and Tools for Reproducibility

All code, datasets, trainedmodels, and experimental artifacts are released through public repos-
itories (GitHub and Zenodo) [58–62]. This commitment to open science ensures full repro-
ducibility of results and provides the community with concrete tools to advance research in ML
for finance and blockchain security.

1.3. Thesis Outline

This thesis is organised into four parts, presenting the research contributions in a logical order
for clarity rather than strict chronology.

Part I introduces the foundations of this work. Chapter 2 reviews the principles of ML with a
focus on model architectures, while Chapter 3 presents the concepts of blockchains, DeFi, and
SC that motivate the subsequent contributions.

Part II explores strategies for efficient ML inference. Chapter 4 provides a systematic bench-
marking of five state-of-the-art model-serving frameworks across representative workloads,
highlighting trade-offs between DL-specific and general-purpose solutions.

Part III discusses the application of ML techniques to DeFi. Chapters 5 and 6 analyse correlation
and causality patterns among major cryptocoins and introduce CryptoAnalytics, a modular
forecasting framework that achieves competitive accuracy in predicting price trends.

Part IV addresses SC security. Chapter 7 introduces PhishingHook, the first evaluation frame-
work for phishing detection in Ethereum SCs and presents the largest labeled dataset of phishing
contracts to date. Chapter 8 evaluates the impact of bytecode obfuscation on malware detec-
tion, exposing limitations of current approaches and highlighting the robustness of vision-based
techniques.

Finally, Chapter 9 concludes this dissertation by summarising the key contributions and dis-
cussing future research directions in the application of ML to DeFi and SC security.

1.4. Publications

The core contributions of this thesis are presented in the following papers:

• Pasquale De Rosa, Pascal Felber and Valerio Schiavoni. Seeing Through EVM Bytecode Obfuscation.
In IEEE Access, 2026. https://doi.org/10.1109/ACCESS.2026.3662238.
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1.5. Open-Source Software Contributions

• Pasquale De Rosa, Simon Queyrut, Yérom-David Bromberg, Pascal Felber and Valerio Schiavoni.
PhishingHook: Catching Phishing Ethereum Smart Contracts leveraging EVMOpcodes. In 55th IEEE/I-
FIP International Conference on Dependable Systems and Networks (DSN), Naples, Italy, June
23-26, 2025. https://doi.org/10.1109/DSN64029.2025.00033.

• Pasquale De Rosa, Simon Queyrut, Yérom-David Bromberg, Pascal Felber and Valerio Schiavoni.
PhishingHook: Catching Phishing Ethereum Smart Contracts leveraging EVMOpcodes. In 55th IEEE/I-
FIP International Conference on Dependable Systems and Networks - Supplemental Volume (DSN-
S), Naples, Italy, June 23-26, 2025. https://doi.org/10.1109/DSN-S65789.2025.00075.

• Pasquale De Rosa, Pascal Felber and Valerio Schiavoni. ScamDetect: Towards a Robust, Agnostic
Framework to Uncover Threats in Smart Contracts. In 55th IEEE/IFIP International Conference on
Dependable Systems and Networks - Supplemental Volume (DSN-S), Naples, Italy, June 23-26,
2025. https://doi.org/10.1109/DSN-S65789.2025.00068.

• Pasquale De Rosa, Pascal Felber and Valerio Schiavoni. CryptoAnalytics: Cryptocoins price fore-
casting with machine learning techniques. In SoftwareX, vol. 26, 101663, 2024. https://doi.org/
10.1016/j.softx.2024.101663.

• Pasquale De Rosa, Yérom-David Bromberg, Pascal Felber, Djob Mvondo and Valerio Schiavoni.
On the Cost of Model-Serving Frameworks: An Experimental Evaluation. In 12th IEEE International
Conference on Cloud Engineering (IC2E), Paphos, Cyprus, September 24-27, 2024. https://doi.
org/10.1109/IC2E61754.2024.00032.

• Pasquale De Rosa, Pascal Felber and Valerio Schiavoni. Practical Forecasting of Cryptocoins Time-
series using Correlation Patterns. In 17th ACM International Conference on Distributed and Event-
based Systems (DEBS), Neuchâtel, Switzerland, June 27-30, 2023. https://doi.org/10.1145/3583
678.3596888.

• Pasquale De Rosa and Valerio Schiavoni. Understanding Cryptocoins Trends Correlations. In
22nd IFIP International Conference on Distributed Applications and Interoperable Systems (DAIS),
Lucca, Italy, June 13-17, 2022. https://doi.org/10.1007/978-3-031-16092-9_3.

In addition, the following paper was published during my doctoral studies. Although it is not
part of the core contributions of this thesis, it is related to the broader scope of my research:

• Yasmine Djebrouni, Nawel Benarba, Ousmane Touat, Pasquale De Rosa, Sara Bouchenak, Angela
Bonifati, Pascal Felber, Vania Marangozova and Valerio Schiavoni. Bias Mitigation in Federated
Learning for Edge Computing. In Proceedings of the ACM on Interactive, Mobile, Wearable and
Ubiquitous Technologies (IMWUT), vol. 7, no. 4, 2023. https://doi.org/10.1145/3631455.

1.5. Open-Source Software Contributions

As part of this doctoral research, several open-source software artifacts were developed to sup-
port the experiments and methodologies presented in my studies. To ensure long-term ac-
cessibility and reproducibility, these artifacts have been made publicly available on GitHub or
archived on Zenodo. The corresponding repositories are listed below:

• Pasquale De Rosa, Pascal Felber and Valerio Schiavoni. Seeing Through EVM Bytecode Obfuscation.
Zenodo, 2026. https://doi.org/10.5281/zenodo.15660760.
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Chapter 2.

Foundations of Machine Learning

This chapter introduces the fundamental concepts and techniques of Machine Learning that un-
derpin the methods used throughout this thesis. It reviews traditional approaches such as linear
models, instance-based methods, Support Vector Machines, and tree-based ensembles, before
presenting modern Deep Learning architectures including Feedforward Neural Networks, Con-
volutional Neural Networks, Recurrent Neural Networks, and Transformer models. The goal
is to provide the theoretical background necessary to understand the models and algorithms
applied in subsequent chapters.
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Chapter 2. Foundations of Machine Learning

2.1. Traditional Machine Learning

Machine Learning (ML) [1, 63, 64] refers to a class of algorithms that improve their performance
at a given task through exposure to data. A widely cited definition by Mitchell [65] states: ”A
computer program is said to learn from experience 𝐸 with respect to some class of tasks 𝑇
and performance measure 𝑃, if its performance at tasks in 𝑇, as measured by 𝑃, improves with
experience 𝐸”. This formulation emphasizes that learning is not an end in itself, but rather a
means of acquiring the ability to perform a task more effectively. For instance, if the goal is to
enable a robot to walk, the task is walking; learning provides a systematic way of reaching that
capability, as opposed to explicitly programming every movement.

From a practical perspective, ML is compelling because it allows us to address problems that
are too complex to solve with hand-crafted rules. At a more conceptual level, it is also linked to
our understanding of intelligence, since many principles underlying ML are closely tied to how
intelligent behavior can emerge [63].

In most ML settings, data is represented as a set of examples, each described by a vector of
features. Formally, an input example can be written as 𝑥 ∈ ℝ𝑛, where each component 𝑥𝑖
corresponds to a measurable attribute of the underlying object or event. In images, for example,
the features are typically the pixel intensity values [63].

A wide range of tasks can be formulated within this framework. Two of the most common ones
are:

• Classification: Here the objective is to assign an input to one of 𝑘 discrete categories.
The learning algorithm estimates a function 𝑓 ∶ ℝ𝑛 →{1,…,𝑘}, mapping feature vectors
to class labels. In some variants, 𝑓 produces a probability distribution over classes rather
than a single label. A canonical example is object recognition, where an image is classified
according to the object it depicts. Such methods have applications ranging from robotic
perception to face recognition in consumer software [63].

• Regression: In regression tasks, the goal is to predict a continuous output variable. The
learner models a function 𝑓 ∶ ℝ𝑛 → ℝ that maps inputs to numerical values. Examples
include forecasting financial time series or estimating the expected insurance claims of a
policyholder. These predictions are central to domains like risk assessment and algorith-
mic trading [63].

These fundamental task types underpin the field of ML. A variety of algorithmic paradigms have
been developed to address them, including linear and instance-based methods as well as tree-
based and ensemble approaches. The following subsections review these classical techniques
in more detail.

2.1.1. Linear and Instance-BasedMethods

Among the earliest and most widely used tools in ML are linear models. Their enduring appeal
lies in their simplicity, interpretability, and often surprisingly strong performance across a wide
range of tasks. Despite the rise of highly flexible approaches such as neural networks, Linear
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2.1. Traditional Machine Learning

Regression (LR) [66] and its close relatives remain foundational techniques, frequently serving
both as baselines and as interpretable components within more complex systems [64].

Linear Regression

LR models the relationship between a predictor 𝑋 and an outcome 𝑌 as approximately lin-
ear [64]:

𝑌 = 𝛽0+𝛽1𝑋 +𝜀

Here, 𝛽0 is the intercept, 𝛽1 the slope, and 𝜀 an error term capturing variation not explained by
the linear trend. For example, if 𝑋 denotes expenditure on television advertising and 𝑌 denotes
sales, then 𝛽1 represents the average increase in sales per additional unit of advertising [64].

The coefficients are estimated by choosing the line that minimizes the total squared differences
between observed and predicted values, the Residual Sum of Squares (RSS) [64, 67]. This
fitted line can then be used both for prediction and to interpret the strength and direction of
the association between 𝑋 and 𝑌.

Figure 2.1 illustrates simple LR of 𝑌 on 𝑋. The red line is the Ordinary Least Squares (OLS)
fit 𝑦̂ = 1.96+0.52𝑥, obtained by minimizing the RSS. The scatter of points around the line
reflects residual variation not captured by the linear trend.
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Figure 2.1.: Linear Regression of 𝑌 on 𝑋, showing observed data points (blue) and the fitted
regression line (red). Estimated coefficients are ̂𝛽0 = 1.96 and ̂𝛽1 = 0.52.

In practice, outcomes are rarely determined by a single factor. Multiple Linear Regression (MLR)
generalizes this framework to include multiple predictors [64]:

𝑌 = 𝛽0+𝛽1𝑋1+⋯+𝛽𝑝𝑋𝑝+𝜀

Here, each coefficient 𝛽𝑗 represents the expected change in 𝑌 from a one-unit increase in 𝑋𝑗,
while holding all other predictors constant.

LR remains widely used for its interpretability and efficiency. Estimated coefficients provide sim-
ple summaries of predictor-response relationships, although the method relies on assumptions,
such as linearity and additivity, that are rarely met exactly in empirical data [64]. Moreover,
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when predictors are highly correlated (multicollinearity), coefficient estimates can become un-
stable, with inflated standard errors and possibly incorrect signs [68].

Despite these limitations, LR serves as a cornerstone for more advanced methodologies. It il-
lustrates core ideas in estimation, inference, and model evaluation that recur throughout ML,
and forms the basis for Generalized Linear Models (GLMs) [69]. Among these, Logistic Re-
gression (LogReg) [70] is particularly prominent, replacing the continuous outcome with a
probabilistic framework suited to classification tasks. This extension will be the focus of the
following section.

Logistic Regression

While LR provides a natural starting point for modeling relationships between predictors and
outcomes, it is not well suited when the response is categorical. In particular, applying a linear
model to binary outcomes can yield nonsensical predictions outside the valid probability range
[0,1]. LogReg [70] addresses this by directly modeling the probability of class membership
through a nonlinear transformation [64].

Formally, let the response be binary, 𝑌 ∈ {0,1}, with predictors 𝑋 ∈ ℝ𝑝. The goal is to model
the conditional probability of 𝑌 = 1:

𝑝(𝑥) = Pr(𝑌 = 1 ∣ 𝑥)

Instead of assuming a linear relationship between 𝑝(𝑋) and 𝑋, LogReg employs the logistic
function [71]:

̂𝑝(𝑥) =
e

̂𝛽0+∑
𝑝
𝑗=1

̂𝛽𝑗𝑥𝑗

1+e
̂𝛽0+∑

𝑝
𝑗=1

̂𝛽𝑗𝑥𝑗

whichmaps any linear combination of predictors to the valid probability range [0,1]. A common
decision rule classifies an observation as class 1 when ̂𝑝(𝑥) > 0.5 [64].

This model can also be viewed in terms of log-odds. The odds of 𝑌 = 1 are ̂𝑝(𝑥)/(1− ̂𝑝(𝑥)),
and taking logarithms gives the logit form:

log(
̂𝑝(𝑥)

1− ̂𝑝(𝑥)
)= ̂𝛽0+

𝑝

∑
𝑗=1

̂𝛽𝑗𝑥𝑗

Thus, LogReg is a linear model on the log-odds scale: a one-unit increase in 𝑋𝑗 changes the
log-odds of 𝑌 = 1 by 𝛽𝑗, or equivalently multiplies the odds by e𝛽𝑗 [64].

Model parameters are estimated viaMaximumLikelihood Estimation (MLE) [72], which chooses
coefficients that maximize the likelihood of the observed data. Unlike LR, this optimization has
no closed-form solution, but efficient iterative algorithms are well established [73].

Figure 2.2 illustrates LogReg of 𝑌 on 𝑋. The red curve represents the fitted logistic function
̂𝑝(𝑥), with coefficients estimated by MLE. Blue points denote observed binary outcomes plotted

against their predictor values, and the dashed line at 𝑝 = 0.5 marks the decision threshold
separating the two classes.
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Figure 2.2.: Logistic Regression of 𝑌 on 𝑋. Observed data points are shown in blue, with the
fitted logistic curve in red. Estimated coefficients are ̂𝛽0 =−3.37 and ̂𝛽1 = 0.87.

Despite its simplicity, LogReg remains one of the most widely applied methods in practice. It
extends linear modeling to classification tasks by introducing a probabilistic framework with a
nonlinear link between predictors and outcomes. Like LR, it is valued for its interpretability
and efficiency, but it also inherits the limitations of parametric models, relying on assumptions
such as independence of errors, linearity of continuous predictors in the logit, absence of mul-
ticollinearity, and the lack of strongly influential outliers [74].

An alternative is to avoid explicit parametric assumptions and instead base predictions directly
on the training data. Such instance-based methods defer generalization until a query is made,
relying on similarity measures between input examples. Among these, the K-Nearest Neighbors
(KNN) algorithm [75] is one of the most intuitive and widely used [64].

K-Nearest Neighbors

The KNN algorithm [75] is a simple and intuitive example of instance-based learning. Given a
query point 𝑥0, the method identifies the 𝐾 training points closest to 𝑥0, denoted by 𝒩(𝑥0).

In classification, the conditional probability of class 𝑗 is estimated as the fraction of neighbors
belonging to that class [64]:

̂𝑝𝑗(𝑥0) =
1
𝐾

∑
𝑖∈𝒩(𝑥0)

1(𝑦𝑖 = 𝑗)

where 1(𝑦𝑖 = 𝑗) = 1 if neighbor 𝑖 belongs to class 𝑗 and 0 otherwise. The predicted class is then
chosen as the majority class among the 𝐾 neighbors.

The performance of the classifier depends critically on the choice of 𝐾. With 𝐾 = 1, decision
boundaries are highly irregular, interpolating the training data with zero training error but very
high variance. As 𝐾 increases, the boundaries become smoother and less variable, reducing vari-
ance at the cost of increased bias. Intermediate 𝐾 values often yield the best test performance
by balancing underfitting and overfitting [64]. Figure 2.3 illustrates this effect for 𝐾 = 1 and
𝐾 = 100.
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Figure 2.3.: Decision boundaries from 𝐾-Nearest Neighbors classification with 𝐾 = 1 and 𝐾 =
100. Data points are in blue (𝑌 = 0) and red (𝑌 = 1), with boundaries in gray.

The same principle extends naturally to regression. For a query point 𝑥0, the algorithm predicts
the response as the average of the 𝐾 nearest neighbors [64]:

̂𝑓(𝑥0) =
1
𝐾

∑
𝑖∈𝒩(𝑥0)

𝑦𝑖

When 𝐾 = 1, the regression fit interpolates the training data exactly, producing a step function
with high variance. As 𝐾 increases, the fit becomes smoother and more biased, since predictions
average over broader neighborhoods. Figure 2.4 shows this effect for 𝐾 = 1 and 𝐾 = 100.
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Figure 2.4.: 𝐾-Nearest Neighbors regression with 𝐾 = 1 (left) and 𝐾 = 100 (right). Observed
data points are shown in blue, with fitted regression curves in red.

Both classification and regression with KNN highlight the fundamental bias-variance trade-
off [76]: small 𝐾 values provide flexible fits with low bias but high variance, while large 𝐾 val-
ues reduce variance through averaging but increase bias by oversmoothing the data. Although
computationally intensive at prediction time and sensitive to the choice of distance metric, KNN
remains a widely used and instructive example of nonparametric, instance-based learning [64].
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2.1.2. Support Vector Machines

While linear models and instance-based methods provide important tools for classification,
they can struggle when the decision boundary is highly non-linear. Support Vector Machines
(SVMs) [77] offer a principled framework to address this challenge.

At their core, SVMs are large-margin classifiers: they seek a separating boundary between
classes that maximizes the margin, the distance to the nearest training points. A larger mar-
gin makes the classifier more robust to noise and promotes better generalization by preferring
simpler, lower-capacity decision rules [64]. The training points lying exactly on the margin are
called support vectors, and they alone determine the final classifier. In the linearly separable
case, these support vectors uniquely define the separating hyperplane [64].

In many real-world problems, class boundaries are not straight. One way to capture non-linear
boundaries is to expand the feature space with polynomial or interaction terms so that a lin-
ear boundary in the expanded space corresponds to a curved boundary in the original space.
Explicitly constructing such features, however, is often computationally expensive [64].

SVMs resolve this difficulty through the kernel trick. The decision function depends only on
inner products between observations, which can be replaced by a kernel function 𝐾(⋅, ⋅):

̂𝑓(𝑥) = ̂𝛽0+∑
𝑖∈𝑆

𝛼̂𝑖𝐾(𝑥,𝑥𝑖)

where 𝑆 indexes the support vectors and 𝛼̂𝑖 are learned coefficients. Using kernels allows the
method to behave as if operating in a higher-dimensional feature space, without explicitly com-
puting those new coordinates [64].

Several kernels are commonly used in practice:

• Linear kernel [77], the standard inner product 𝐾(𝑥,𝑥′) = 𝑥⊤𝑥′, producing a linear deci-
sion boundary.

• Polynomial kernel [77], 𝐾(𝑥,𝑥′) = (1+𝑥⊤𝑥′)𝑑, which introduces curved boundaries, with
flexibility controlled by the degree 𝑑.

• Radial basis function (RBF) kernel [78], emphasizes local similarity:

𝐾(𝑥,𝑥′) = e−𝛾∑𝑝
𝑗=1(𝑥𝑗−𝑥′

𝑗)
2

where 𝛾 > 0 determines how quickly similarity decays with distance.

Figure 2.5 illustrates decision boundaries obtained with different kernels. Both the polynomial
and RBF kernels can capture complex patterns that a linear separator would miss.

As with other methods, flexibility involves a bias-variance trade-off. Highly flexible kernels (for
example, an RBF with large 𝛾) can overfit by tailoring boundaries too closely to the training
data, while overly rigid kernels may underfit. In addition, SVMs introduce a regularization pa-
rameter 𝐶 > 0 that controls tolerance for margin violations. Large 𝐶 penalizes misclassifications
heavily, producing narrower margins that fit the training data closely, while small 𝐶 allows wider

15



Chapter 2. Foundations of Machine Learning

1.5 0.7 0.1 0.9 1.7 2.5
X1

1.0

0.5

0.0

0.5

1.0

1.5

X 2

Linear Kernel

1.5 0.7 0.1 0.9 1.7 2.5
X1

1.0

0.5

0.0

0.5

1.0

1.5

X 2

Polynomial Kernel (d = 3)

1.5 0.7 0.1 0.9 1.7 2.5
X1

1.0

0.5

0.0

0.5

1.0

1.5

X 2

RBF Kernel

Figure 2.5.: Support Vector Machines with different kernels. Observed data points are shown
in blue (𝑌 = 0) and red (𝑌 = 1), with dashed gray decision boundaries.

margins with more training errors. In this way, 𝐶 balances fitting the data against maintaining
a robust margin [77].

Despite the need for careful tuning of 𝐶 and kernel parameters, SVMs remain widely used in
practice. They are valued for their strong theoretical foundations, robustness to noise, and
ability to model complex, non-linear relationships between predictors and outcomes [64].

2.1.3. Tree-Based and EnsembleMethods

While linear models, instance-based approaches, and margin-based classifiers such as SVMs
provide powerful tools, they can be limited when the relationship between predictors and out-
comes is highly complex or involves intricate interactions among variables. Tree-based methods
offer an alternative perspective: instead of fitting coefficients or computing similarities, they re-
cursively partition the feature space into regions and make predictions based on the training
observations that fall into each region [64]. The resulting models, commonly referred to as
decision trees [79], are appealing for their interpretability and their ability to naturally capture
nonlinear relationships and high-order interactions without explicit feature engineering.

On their own, individual trees often suffer from high variance and may not achieve state-of-the-
art predictive accuracy. However, when used as building blocks within ensemble methods, they
form the foundation of some of the most powerful modern algorithms [64]. Techniques such
as Random Forests (RFs) [80] combine many trees in structured ways to substantially improve
stability and accuracy, albeit at the cost of reduced interpretability.

The following subsections review these approaches in turn. We begin with Classification and
Regression Trees (CARTs) [81], then describe ensemble methods that leverage trees as base
learners, focusing on bagging [82] and RFs, and finally turn to boosting [83].

Classification and Regression Trees

CARTs [81] are among the most intuitive modeling approaches in ML. Their core idea is to
partition the predictor space into a set of simple, non-overlapping regions and then make pre-
dictions based on the training observations within each region [64]. Unlike linear models,
which assume additive effects, trees approximate the response surface by stratification: they
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divide the feature space into axis-aligned regions, and predictions within each terminal region
(leaf) are constant [64].

Formally, a regression tree partitions the input space 𝑋 into 𝐽 disjoint regions 𝑅1,…,𝑅𝐽. For any
test point 𝑥 ∈ 𝑅𝑗, the prediction is the mean of the training responses in that region:

̂𝑓(𝑥) =
1

|𝑅𝑗|
∑

𝑖∶𝑥𝑖∈𝑅𝑗

𝑦𝑖

These regions are constructed via recursive binary splitting, a greedy procedure that at each step
selects the predictor and threshold producing the largest reduction in prediction error [64]. This
process continues within each resulting region until a stopping criterion is met (for example, a
minimum number of observations per leaf).

Figure 2.6 shows an example regression tree trained on the Diabetes dataset [84]. Internal
nodes display the selected biomedical predictor and its threshold, while the leaves report the
predicted progression score.

Triglycerides (log) ≤ 4.60

Body Mass Index ≤ 26.95

True

Body Mass Index ≤ 27.75

False

High-Density Lipoproteins (HDL) ≤ 55.50

True

Age ≤ 26.50

False

Pred = 108.8

True

Pred = 83.4

False

Pred = 274.0

True

Pred = 154.7

False

Body Mass Index ≤ 24.35

True

Body Mass Index ≤ 32.75

False

Pred = 137.7

True

Pred = 176.9

False

Pred = 208.6

True

Pred = 268.9

False

Figure 2.6.: Regression tree trained on the Diabetes dataset [84]. Internal nodes show biomed-
ical predictors and leaves give estimated disease progression scores.

Classification trees apply the same principle to categorical outcomes. Instead of minimizing
squared error, they choose splits that maximize node purity, aiming to make each region as
homogeneous as possible with respect to class labels [64]. A commonly used measure of node
impurity is the Gini index [85]:

𝐺(𝑅𝑚) =
𝐾
∑
𝑘=1

̂𝑝𝑚𝑘(1− ̂𝑝𝑚𝑘)

where ̂𝑝𝑚𝑘 is the proportion of training observations in node 𝑚 that belong to class 𝑘. Another
popular criterion is the cross-entropy [86], 𝐷(𝑅𝑚) = −∑𝐾

𝑘=1 ̂𝑝𝑚𝑘 log ̂𝑝𝑚𝑘. Both measures are
minimized when a node is pure, i.e., when all observations in the node belong to the same
class.
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Figure 2.7 shows an example classification tree trained on the Iris dataset [87]. Internal nodes
show which measurement and threshold are used to split the data, and each leaf assigns a
species label.

Petal width (cm) ≤ 0.80

Class = Setosa

True

Petal width (cm) ≤ 1.75

False

Petal length (cm) ≤ 4.95

True

Petal length (cm) ≤ 4.85

False

Class = Versicolor

True

Class = Virginica

False

Class = Virginica

True

Class = Virginica

False

Figure 2.7.: Classification tree trained on the Iris dataset [87]. Internal nodes show petal mea-
surements (cm), and leaves assign species labels (Setosa, Versicolor, Virginica).

Trees offer several advantages over linear models: they are highly interpretable, can naturally
handle both quantitative and qualitative predictors, and capture nonlinear interactions without
explicit feature construction. However, single trees are typically less accurate than other meth-
ods due to their high variance [64]. This motivates ensemble approaches, where many trees are
aggregated to produce stronger and more stable predictors. The next section introduces these
methods, beginning with bagging and RFs, and continuing with boosting.

EnsembleMethods: Bagging and Boosting

Although CARTs offer flexibility and interpretability, their predictive performance is often hin-
dered by high variance: even small perturbations in the training data can produce markedly
different tree structures and predictions [64]. Ensemble methods mitigate this instability by
combining many trees into a single, more robust predictor. Among these, two of the most
widely used are bagging [82] and boosting [83], which differ fundamentally in how the indi-
vidual trees are constructed and how their outputs are aggregated.

Bagging, short for bootstrap aggregation, reduces variance by averaging over trees trained on
different bootstrap samples of the original dataset [82]. Concretely, 𝐵 bootstrap samples are
drawn from the training data, and a decision tree is fit to each sample. For a new input 𝑥0, the
bagged prediction in regression is:

̂𝑓bag(𝑥0) =
1
𝐵

𝐵
∑
𝑏=1

̂𝑓∗𝑏 (𝑥0)

while in classification the predicted class is chosen by majority vote. This averaging operation
substantially reduces variance without inflating bias. Bagging also provides a natural estimate
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of test error through the Out-of-Bag (OOB) observations, which are left out of each bootstrap
sample and can be used to assess predictive accuracy [82].

While bagging reduces variance, the resulting trees can still be highly correlated if certain strong
predictors dominate the splits. RFs [80] address this by randomly selecting only a subset of pre-
dictors at each split, which decorrelates the trees and further improves ensemble performance.
Like bagging, they aggregate predictions by averaging for regression and majority vote for clas-
sification, and they remain widely used for their robustness, minimal tuning requirements, and
built-in measures of variable importance [64].

Boosting [83] takes a different approach. Instead of fitting many trees in parallel and averaging
them, boosting builds trees sequentially, with each new tree focusing on the errors made by the
current ensemble. Small trees (often stumps) are fit to the residual errors, and their predictions
are added to the model using a small learning rate 𝜆:

̂𝑓boost(𝑥) =
𝐵
∑
𝑏=1

𝜆 ̂𝑓𝑏(𝑥)

This stagewise procedure gradually shifts the model’s attention to harder-to-predict observa-
tions, reducing bias while controlling variance through 𝜆 and the number of boosting iterations
𝐵 [64].

boosting

F1 F2 FN

…

bagging

F1 F2 FN

Figure 2.8.: Comparison of ensemble methods: bagging builds learners in parallel on resampled
data, while boosting trains them sequentially, focusing on errors [53].

Gradient boosting [88] extends traditional boosting by determining each new weak learner
through gradient-based optimization of a chosen loss function. At each stage, a tree is fit to the
negative gradient of the loss with respect to the current model’s predictions, gradually reducing
the overall error. Because of this formulation, models built using this approach are known as
Gradient-Boosting Machines (GBMs), or Gradient-Boosted Trees (GBTs). They have become
one of the most widely used and competitive model families for structured data.

Several state-of-the-art implementations of GBMs are widely used in practice and will be em-
ployed later in this work:

• Extreme Gradient Boosting (XGBoost) [89] is an open-source, scalable, and distributed
GBM framework. It introduced regularized objective functions, parallel tree construction,
and efficient handling of sparse data, making it suitable for a wide range of machine learn-
ing tasks. XGBoost has powered numerous winning solutions in data science competitions
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(e.g., 17 of 29 winning entries in Kaggle’s KDDCup 2015) and has also been successfully
applied beyond traditional ML domains, such as energy physics and particle research [90].

• Light Gradient Boosting Machine (LightGBM) [91], developed by Microsoft, improves
training efficiency using two key techniques. First, Gradient-based One-Side Sampling
(GOSS) speeds up training on large datasets by keeping the samples with the largest gra-
dient values (the hardest to predict) and randomly sampling from the rest, preserving
accuracy while reducing data per iteration. Second, Exclusive Feature Bundling (EFB)
groups sparse, mutually exclusive features into single combined features to reduce di-
mensionality. These techniques give LightGBM fast training speed, low memory usage,
and strong scalability on large datasets.

• Categorical Boosting (CatBoost) [92], developed by Yandex, addresses a common prob-
lem in gradient boosting known as prediction shift, where models inadvertently use target
values from the same data they are predicting, leading to target leakage and overly op-
timistic results. CatBoost avoids this by using ordered boosting, which builds trees using
only earlier (past) observations when computing target statistics. It also handles categor-
ical variables natively, reducing the need for extensive preprocessing and often improving
accuracy on datasets with many categorical features.

These modern GBM frameworks share the same underlying principle, sequentially combining
many shallow trees to form a strong ensemble, but differ in how they optimize computation,
incorporate regularization, and handle large or heterogeneous datasets. Their scalability, effi-
ciency, and consistently strong predictive performance have made them a standard choice for
many real-world ML applications [53–56].

2.2. Deep Learning Architectures

While the traditional ML methods introduced in Section 2.1 have proven effective across a wide
range of tasks, their performance can degrade when confronted with high-dimensional, un-
structured data such as images, audio, or natural language. Such data often exhibit rich hi-
erarchical structure that is difficult to capture using hand-crafted features or shallow models.
Deep Learning (DL) [63] addresses this challenge by learning multiple levels of representation
directly from raw data through deep neural architectures.

At a high level, DL models consist of layers of simple computational units (neurons) connected
by weighted edges. Each layer transforms its input representation into a more abstract one:
early layers detect low-level patterns, while deeper layers compose them into increasingly com-
plex concepts. This hierarchical feature learning enables DL to excel at tasks involving percep-
tion and sequential reasoning [63].

The following subsections review the main classes of deep architectures used in this thesis:
Feedforward Neural Networks (FNNs), Convolutional Neural Networks (CNNs), Recurrent Neu-
ral Networks (RNNs), and Transformer models.
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2.2.1. Feedforward Neural Networks

One of the earliest neural models is the perceptron [93], which maps an input vector to a binary
output through a single layer of weighted connections and a step activation function. While
historically important, a single perceptron can only represent linearly separable boundaries.

FNNs, also called Multi-Layer Perceptrons (MLPs), generalize this idea by stacking multiple
layers of nonlinear transformations between input and output [63]. Figure 2.9 contrasts a
single-layer perceptron with an MLP: while the former can only represent linear functions, the
latter can approximate arbitrarily complex nonlinear mappings, as guaranteed by the universal
approximation theorem [94].

x1

x2

x3

y

Perceptron

x1

x2

x3

h1

h2

h3

y

Multi-Layer Perceptron

Figure 2.9.: Single-layer perceptron vs. multi-layer perceptron. Stacking multiple layers en-
ables learning of complex nonlinear functions.

Formally, an MLP with 𝐿 layers computes successive hidden representations

ℎ(0) =𝑥, ℎ(ℓ) =𝜎(𝑊(ℓ)ℎ(ℓ−1)+𝑏(ℓ)) (ℓ = 1,…,𝐿)

where 𝑥 ∈ℝ𝑛 is the input,𝑊(ℓ) and 𝑏(ℓ) are learnable weights and biases, and 𝜎(⋅) is a nonlinear
activation such as the Rectified Linear Unit (ReLU) [95] or the Hyperbolic Tangent (tanh) [96]).
The output is 𝑓(𝑥) = ℎ(𝐿).

Training proceeds by minimizing a task-specific loss (for example, cross-entropy for classifica-
tion orMean Squared Error (MSE) for regression) using Stochastic Gradient Descent (SGD) [97].
Backpropagation [98] efficiently computes gradients via the chain rule¹.

Although conceptually simple, MLPs provide the building blocks for more specialized architec-
tures. Their dense connectivity allows them to model complex functions, but it also makes them
parameter-intensive and prone to overfitting on high-dimensional inputs such as images. This
motivates architectures that incorporate structural priors, such as spatial locality or temporal
order.

¹The chain rule states that the derivative of a composition of functions is the product of the derivatives of the
composed functions.
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2.2.2. Convolutional Neural Networks

CNNs [96, 99] are designed to process data with grid-like topology, such as images. Instead
of connecting every neuron to every input as in an MLP, CNNs use small local filters that slide
across the input and compute weighted combinations of neighboring values. The same filter
is applied at all spatial locations, enabling parameter sharing and translation invariance while
drastically reducing the number of learnable parameters.

A typical CNN stacks several convolutional layers, often followed by pooling layers that down-
sample the feature maps, reducing spatial resolution and making the representation more com-
pact. After this feature extraction stage, the resulting maps are flattened and passed through
fully connected layers to produce the final predictions [63]. Figure 2.10 illustrates this struc-
ture.

FC + OutputPoolingConvolutionInput

Figure 2.10.: Simplified CNN architecture. Convolutional and pooling layers extract spatial fea-
tures, which are fed into fully connected layers for classification.

Convolutional layers can be written schematically as

ℎ = 𝜎(𝑊 ∗𝑥+𝑏)

where ∗ denotes the discrete convolution, 𝑥 is the input feature map, 𝑊 the filter kernel, and 𝜎
an activation function (typically ReLU).

Modern CNNs often combine efficient backbone architectures with lightweight attention mod-
ules. For example, EfficientNet [100] introduced a principled compound scaling rule that jointly
adjusts network depth, width, and resolution to maximize accuracy for a given computational
budget, while the ECA module [101] adaptively reweights channels using a fast 1D convolution
without dimensionality reduction. These advances illustrate how CNNs have evolved to balance
accuracy, efficiency, and generalization.

This architectural bias for spatial locality has made CNNs the dominant approach in Computer
Vision tasks. However, they are less suited to sequential data, where temporal dependencies
are crucial. Recurrent architectures address this gap.
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2.2.3. Recurrent Neural Networks

RNNs [102] are designed to model sequential data by maintaining a hidden state that evolves
over time. Unlike FNNs, which process each input independently, RNNs incorporate feedback
connections that allow information to persist across time steps. This makes them suitable for
tasks such as speech recognition, time series forecasting, and natural language modeling [63].

At each time step 𝑡, an RNN processes an input 𝑥𝑡 and updates its hidden state ℎ𝑡:

ℎ𝑡 =𝜙(𝑊𝑥ℎ𝑥𝑡+𝑊ℎℎℎ𝑡−1+𝑏ℎ)

where 𝜙(⋅) is a nonlinear activation function. Figure 2.11 shows three common recurrent ar-
chitectures: the vanilla RNN, the Long Short-Term Memory (LSTM) [103], and the Gated Re-
current Unit (GRU) [104].
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Figure 2.11.: Recurrent architectures: vanilla RNN, LSTM with gated memory cell, and GRU
with update/reset gates [53].

While vanilla RNNs can in principle capture long-range dependencies, they are prone to vanish-
ing or exploding gradients during training [105]. LSTMs and GRUs address this by introducing
gating mechanisms that regulate the flow of information and gradients through time. LSTMs
use separate input, output, and forget gates to control a persistent memory cell, while GRUs
simplify this design with a single combined update gate. These mechanisms enable learning of
long-term dependencies, though recurrent architectures remain inherently sequential, limiting
their parallelization. Transformer models overcome this limitation by eliminating recurrence
entirely.

2.2.4. Transformer Models

Transformers [106] represent a paradigm shift in sequence modeling. Instead of recurrence,
they use self-attention mechanisms that directly relate all elements in a sequence to each other,
enabling efficient modeling of long-range dependencies and full parallelization during training.

The core operation is scaled dot-product attention. Given queries 𝑄, keys 𝐾, and values 𝑉:

Attention(𝑄,𝐾,𝑉) = softmax(
𝑄𝐾⊤

√𝑑𝑘
)𝑉
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where 𝑑𝑘 is the key dimension and 𝐾⊤ denotes the transpose of the key matrix. Multi-head
self-attention repeats this process in parallel with different learned projections, allowing the
model to capture diverse relationships between tokens.

Transformers process an input sequence by first embedding the tokens and adding positional
encodings to retain order information. These representations are then passed through stacked
layers, each containing a multi-head attention module and a position-wise feedforward net-
work [63]. Although originally developed for Natural Language Processing (NLP), Transform-
ers have since been adapted to other domains. In Computer Vision, the Vision Transformer
(ViT) [107] showed that a pure Transformer architecture can achieve state-of-the-art accuracy
on image classification by treating an image as a sequence of patches. Unlike CNNs, which
assume that nearby pixels are strongly related and that the same visual features can appear
anywhere in an image, ViT makes no such built-in assumptions. Instead, it learns spatial rela-
tionships entirely from data through large-scale pretraining, and has inspired a wide family of
variants for diverse tasks.

In NLP, Transformers underpin many of the most widely used large-scale pretrained language
models. Generative Pretrained Transformer 2 (GPT-2) [108] is a decoder-only Transformer
trained on massive text corpora with an autoregressive objective, predicting each next token
given all previous ones. This simple setup enables it to generate coherent free-form text and to
perform a broad range of tasks in a zero-shot setting, without any task-specific fine-tuning. Text-
to-Text Transfer Transformer (T5) [109] takes a complementary approach: it uses an encoder-
decoder Transformer and casts every problem (translation, classification, question answering)
into a unified text-to-text format. This design allows knowledge learned from one task to trans-
fer to others and has set new performance benchmarks across many standard NLP datasets.

Together, these advances illustrate how the Transformer architecture, initially designed for se-
quence modeling, has evolved into a general foundation for state-of-the-art models across both
language and vision domains.
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Blockchain, Cryptocoins, and Smart Contracts

This chapter introduces the foundational principles of blockchain systems that underpin decen-
tralized cryptocoins and programmable platforms such as Bitcoin and Ethereum. Blockchains
are compelling because they enable trustless coordination among mutually untrusted partic-
ipants, eliminating the need for centralized authorities to enforce correctness. The chapter
first examines the architecture of blockchains, covering their data structures and consensus
mechanisms. It then discusses the economic layer of cryptocoins and token ecosystems, before
concluding with an exploration of Smart Contracts and their role in enabling Decentralized
Applications.
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3.1. Blockchain Architecture andMechanisms

At their core, blockchains [17] are append-only ledgers maintained by decentralized networks.
Conceptually, a blockchain can be formalized as an ordered sequence of blocks

ℬ= (𝑏0,𝑏1,𝑏2,…)

where each block 𝑏𝑖 contains a set of 𝑘𝑖 transactions {𝑡𝑖,1,…,𝑡𝑖,𝑘𝑖} and a header referencing its
parent via a cryptographic hash ℎ(𝑏𝑖−1). Here, 𝑘𝑖 denotes the number of transactions in block
𝑖. The hash of each block depends on the hash of its predecessor, creating a back-linked chain
of blocks extending to the genesis block 𝑏0. Because changing any transaction would change its
block’s hash and invalidate all descendants, altering the deep history of the chain would require
recomputing an infeasible amount of work [110, 111].

In Bitcoin [17, 110], this chain is often visualized as a vertical stack, where the block height de-
notes its distance from the genesis block and the tip denotes the most recent block. Temporary
forks can occur when two miners produce blocks at nearly the same time, but the network even-
tually resolves these forks by adopting the valid chain with the greatest accumulated weight,
according to the network’s consensus rules, and discarding competing branches.

While this linked-block structure forms the foundation of all blockchain systems, platforms like
Ethereum [18, 111] extend it with additional layers of functionality. Ethereum can be described
as a deterministic state machine𝒮 operated by a decentralized peer-to-peer network. All nodes
maintain a shared global state 𝑠 ∈𝒮, and the Ethereum Virtual Machine (EVM) applies trans-
actions 𝜏 as state transitions

𝑠𝑡+1 = 𝛿(𝑠𝑡,𝜏𝑡)

where 𝛿 is the state transition function and 𝑡 denotes a discrete time index (not to be confused
with block height). The blockchain records not only the transactions themselves but also the
resulting state updates. This design allows Ethereum to serve as a general-purpose decentral-
ized computing platform, rather than solely as a payment network. Its native currency, Ether,
functions primarily as a utility token to pay for computational resources and prevent abuse of
the system.

More generally, most public blockchains share a common set of architectural components [110,
111]:

• a peer-to-peer network that propagates transactions and blocks,

• a set of consensus rules defining valid transactions and state transitions,

• a state machine that applies those transactions according to the rules,

• a chain of cryptographically linked blocks recording the history of state updates,

• a consensus algorithm that decentralizes control and enforces the rules,

• and an economic incentive mechanism (e.g., block rewards or staking) that secures the
network.
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Together, these components constitute the layered architecture of a blockchain system. The
following paragraphs focus on two of its most fundamental layers: the data structures that pre-
serve an immutable and verifiable transaction history, and the consensus protocols that enable
decentralized agreement on that history.

3.1.1. Data Structures

The fundamental data structure in a blockchain is the block. A block 𝑏𝑖 aggregates a set of 𝑘𝑖
transactions {𝑡𝑖,1,…,𝑡𝑖,𝑘𝑖} alongside a fixed-size header containing metadata about the block
itself and a link to its parent. Transactions are the atomic state transition operations of the
system: in Bitcoin, they transfer ownership of coins between addresses, while in Ethereum they
may additionally invoke Smart Contract code to modify on-chain state [17, 18].

Each transaction 𝑡 is digitally signed by its creator using asymmetric cryptography, ensuring
authenticity and non-repudiation. Transactions are identified by a cryptographic hash txid(𝑡)
and are immutable: any modification to their contents changes their hash. Blocks group these
signed transactions into an ordered batch, providing a shared and append-only timeline of state
updates across the network.

A complete block consists of two main components [110]:

• the block header, a small fixed-size structure containing summary information about the
block (such as its position in the chain, creation time, and a unique identifier),

• the transaction list, a variable-length sequence of the transactions included in the block,
which typically accounts for almost all of its size.

Blocks are identified by the cryptographic hash of their header:

hash(𝑏𝑖) = ℎ(header(𝑏𝑖))

where ℎ(⋅) denotes the network’s chosen hash function (SHA-256d in Bitcoin [17], Keccak-256
in Ethereum [18]). Because the header includes the hash of its parent ℎ(𝑏𝑖−1), any change
to an ancestor propagates forward, altering all its descendants. This property underlies the
blockchain’s immutability: once a block has accumulated sufficient successors, rewriting it
would require recomputing all subsequent blocks, which is computationally infeasible in Proof-
of-Work (PoW) systems [112] (see Section 3.1.2).

In addition to the block hash, blocks are also referred to by their height, defined as their distance
from the genesis block. The height gives their position in the chain but is not unique, temporary
forks can producemultiple competing blocks at the same height. The hash, by contrast, uniquely
identifies a block.
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Merkle Trees

To efficiently commit to and verify the potentially large set of transactions within a block, most
blockchains use a Merkle tree [113]. A Merkle tree is a binary hash tree constructed bottom-up:
pairs of transaction hashes are concatenated and hashed to form parent nodes, which are then
paired and hashed again, until a single 32-byte Merkle root remains.

Formally, given transactions (𝑡1,…,𝑡𝑛) and a cryptographic hash ℎ(⋅), first define the leaves as

𝑙𝑖 = ℎ(𝑡𝑖) (𝑖 = 1,…,𝑛)

and then the root as
root(𝑡1,…,𝑡𝑛) = ℎ(ℎ(𝑙1‖𝑙2) ‖ ℎ(𝑙3‖𝑙4) ‖ …).

If the number of leaves is odd, the final hash is duplicated to ensure an even number of chil-
dren at each level. The resulting root is stored in the block header and serves as a compact
commitment to the entire set of transactions.

A crucial property of Merkle trees is that verifying the inclusion of a single transaction requires
only a logarithmic number of hashes along its path to the root. This allows Simplified Payment
Verifications (SPVs) clients to verify that a transaction is included in a block without down-
loading the entire block, by requesting only the block header and a short Merkle proof [110].
Figure 3.1 shows an example with four transactions: their leaf hashes are combined pairwise,
then those pairs are combined again to produce the final Merkle root.

h(l3 l4)h(l1 l2)

h(h(l1 l2) h(l3 l4))

l1 = h(t1) l2 = h(t2) l3 = h(t3) l4 = h(t4)

Merkle Root

Merkle Leaves

Figure 3.1.: Merkle tree of four transactions 𝑡1,…,𝑡4, showing their leaf hashes 𝑙𝑖 = ℎ(𝑡𝑖) and
the resulting Merkle root ℎ(ℎ(𝑙1‖𝑙2)‖ ℎ(𝑙3‖𝑙4)).

Block Linking and State Tries

Each block header contains the hash of its parent block. This creates a back-linked chain:

⋯
ℎ(𝑏𝑖−2)−−−−→𝑏𝑖−1

ℎ(𝑏𝑖−1)−−−−→𝑏𝑖
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where altering any block would invalidate all its descendants. Nodes use this linkage to contin-
uously extend their local copy of the chain, always appending new blocks to the current tip with
the highest cumulative work (or stake). Because the hash of a block depends on its parent, the
chain forms a tamper-evident history: changing a single transaction would require recomputing
the proof for that block and all subsequent ones [110].

Ethereum follows the same structural principle but adds an additional layer: while Bitcoin
only stores transactions in a Merkle tree, Ethereum stores the entire system state (accounts,
balances, contract storage) in a Merkle Patricia Trie (MPT) [18]. The MPT combines the prop-
erties of a Merkle tree and a Patricia trie [114]: it is a cryptographically authenticated, prefix-
compressed key-value store in which every modification changes the root hash. This structure
allows Ethereum to store and verify its global state efficiently, while enabling light clients to
check state proofs with logarithmic complexity. Each Ethereum block header therefore com-
mits not only to the transactions via a transaction trie root, but also to the post-execution global
state root and the receipts root. This design enables Ethereum nodes to verify both transaction
inclusion and the resulting state transitions without maintaining full historical data [111].

Together, these data structures (transaction lists, Merkle trees, block headers, and inter-block
hashes) form the blockchain’s core integrity layer. They ensure that all participants converge on
a consistent append-only history, providing the foundation on which consensus protocols and
decentralized applications are built.

3.1.2. Consensus Protocols

Maintaining a consistent shared history among mutually untrusted participants in a decen-
tralized network is a fundamental challenge, often framed as the Byzantine Generals Prob-
lem [115]. In this classic thought experiment, a group of generals must coordinate a joint
attack or retreat, even though some may be traitors who send conflicting or false messages.
Achieving consensus requires that all honest generals agree on a single plan despite the pres-
ence of Byzantine faults.

Victory Defeat

Figure 3.2.: The Byzantine Generals Problem. Left: all generals agree to attack, achieving con-
sensus and victory. Right: inconsistent decisions lead to failure.
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As illustrated in Figure 3.2, when all participants relay the same decision faithfully, consensus
emerges and the coordinated plan succeeds. If even a subset acts inconsistently, however, the
group fails. Blockchains solve this dilemma in open networks (where any node may join and
potentially act maliciously) through consensus protocols that align incentives toward correct
behavior and make deviation economically or computationally prohibitive.

Bitcoin addresses the Byzantine Generals Problem using Proof-of-Work (PoW) [17]. In PoW,
miners compete to solve a computational puzzle: they repeatedly hash candidate block head-
ers while varying a nonce until producing an output below a network-wide difficulty target.
This process is computationally expensive but trivial for others to verify. The first miner to find
a valid solution broadcasts their block; if the block’s contents satisfy the consensus rules, the
network accepts it and extends the chain. The canonical chain is defined as the one with the
greatest cumulative PoW (measured from each block’s target difficulty) [110, 112]. Rewriting
history would require redoing all the PoW on the replaced blocks and catching up to the honest
chain, which would demand controlling more than half of the network’s total hash rate. PoW
provides probabilistic finality: as additional blocks build on top of a given block, the cost and
probability of successfully rewriting it drop exponentially, making deep reorganizations prac-
tically impossible. Bitcoin’s security ultimately stems from the economic cost of computation,
with block rewards and transaction fees incentivizing honest participation and disincentivizing
attacks [110, 112].

Ethereum originally employed a similar PoW structure, but using the Ethash algorithm, which
was designed to be memory-hard to reduce the advantage of specialized hardware [18]. How-
ever, Ethereum has since transitioned to Proof-of-Stake (PoS) [116] through the Ethereum 2.0
(Merge) upgrade, replacing energy-intensive mining with validator-based consensus [18, 111].
In PoS, participants lock up a stake of the native currency as collateral to become validators.
Time is divided into slots and epochs; in each slot, a randomly selected validator proposes a
block, and others attest to its validity. Finality is achieved through the Casper Friendly Final-
ity Gadget (FFG) overlay protocol [117]: once two-thirds of the staked validators attest to a
checkpoint, it becomes finalized, and reverting it would require violating the protocol in a way
that provably destroys at least one-third of the total staked funds through slashing.

Both PoW and PoS operate in open, adversarial networks and aim to achieve consensus un-
der eventual synchrony. PoW secures the chain by making history expensive to rewrite, while
PoS secures it by making dishonest behavior economically self-destructive through the risk of
losing staked collateral [110, 111]. These consensus protocols form the trustless backbone of
blockchain networks, enabling the secure issuance and transfer of cryptocoins that underpin
their economic layer.

3.2. Cryptocoins and Token Economies

The consensus protocols described in Section 3.1.2 secure a blockchain’s shared ledger, en-
abling the issuance and transfer of native digital assets. These assets, commonly referred to as
cryptocoins, constitute the economic layer that incentivizes network participation and powers
decentralized ecosystems. Whereas the architectural layer ensures the integrity and availability
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of state, the economic layer governs the creation, exchange, and distribution of value among
participants. This section first surveys major cryptocoins and their derivatives, and then exam-
ines the dynamics and challenges of their markets.

3.2.1. Major Cryptocoins and Altcoins

Bitcoin (BTC) [17] was the first operational cryptocoin, introduced in 2009 by the pseudony-
mous Satoshi Nakamoto as a decentralized peer-to-peer payment system. BTC pioneered the
notion of a scarce digital asset secured purely through cryptographic proof and decentralized
consensus (PoW). The first recorded real-world BTC transaction occurred at block #170, when
Nakamoto transferred coins to another participant [118], demonstrating its potential as a form
of digital cash.

Ethereum’s native currency, Ether (ETH) [18], extended the concept of cryptocoins beyond
simple payment functionality. ETH functions as a utility token that fuels computation in the
EVM, compensating miners (or validators under PoS) for executing transactions and smart con-
tracts. While BTC is deliberately conservative in design, emphasizing security and monetary
soundness, Ethereum’s programmable architecture enables a broad ecosystem of Decentralized
Applications (dApps), Decentralized Finance (DeFi) protocols, and token issuance frameworks
(notably ERC-20 tokens [119]).

Beyond these two maincoins, the market encompasses thousands of alternative coins (altcoins).
Prominent examples include:

• Litecoin (LTC) [120], a Bitcoin fork with shorter block times and a Scrypt-based hashing
algorithm,

• Cardano (ADA) [121], a PoS-based blockchain emphasizing formal verification and sus-
tainability,

• Ripple (XRP) [122], designed for cross-border payments using a federated consensus
model rather than traditional mining,

• Binance Coin (BNB) [123], initially issued by the Binance exchange for fee payments and
now used to secure the BNB Chain.

A distinct subclass are stablecoins, which aim to mitigate volatility by pegging their value to
external reference assets. Examples include Tether (USDT) [124] and USD Coin (USDC) [125],
both of which maintain parity with the U.S. dollar by being backed with reserves. Unlike free-
floating cryptocoins such as BTC or ETH, stablecoins are designed to provide a predictable unit
of account and store of value, making them foundational components of DeFi protocols and
crypto-based financial infrastructure.
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3.2.2. Market Dynamics and Challenges

The cryptocoinmarket has evolved into a large-scale global economy. As of late 2022, over 9,000
coins were listed on public market trackers such as CoinMarketCap, with an aggregate market
capitalization exceeding 1.7 trillion USD, comparable to the GDP of South Korea in 2021 [53,
126]. Cryptocoins are primarily traded on online exchanges, either centralized (CEX) platforms
such as Coinbase [127], Kraken [128], or Binance [129], or decentralized (DEX) platforms
such as Uniswap [130]. These exchanges operate continuous order books and liquidity pools,
enabling high-frequency and around-the-clock trading.

A defining characteristic of cryptocoin markets is their pronounced price volatility. Historical
price series exhibit sharp fluctuations over short time horizons, with abrupt surges and crashes
that exceed those typical of traditional financial assets. Figure 3.3 shows the normalized daily
OHLC (open-high-low-close) prices of the five most-traded coins (BTC, ETH, BNB, XRP, ADA)
between March 2020 and March 2023, highlighting periods of strong upward and downward
trends. Within a single six-month window (e.g., March to September 2021), most major assets
experienced price swings exceeding an order of magnitude. Such behavior has been empirically
shown to exhibit time-varying and clustered volatility [22], where large price moves tend to be
followed by further large moves, contradicting the random walk hypothesis [131].
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Figure 3.3.: Average normalized OHLC daily prices for BTC, ETH, BNB, XRP, and ADA from
March 2020 to March 2023 [53].

Several structural factors contribute to this volatility [53]:

• the speculative nature of crypto-asset investment and the absence of intrinsic valuation
models,

• limited regulatory oversight or government-backed guarantees,

• concentration of ownership (whales) capable of triggering large market swings through
coordinated buy/sell actions (pump-and-dump dynamics),

• and the sensitivity of market sentiment to social media activity, news cycles, and macroe-
conomic events.
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In addition to volatility, price correlations between cryptocoins are often observed, leading to
synchronized price movements during bullish or bearish phases. For instance, BTC and ETH
frequently exhibit strong co-movement, with many altcoins following similar trends. Major ex-
changes such as Coinbase now publish correlation indices based on rolling Pearson correlation
coefficients computed from USD-denominated order books over 90-day windows [132]. These
metrics are presented to end-users through mobile trading interfaces, potentially shaping their
investment strategies. However, the structure and evolution of such correlations remain largely
unexplored. Moreover, exchanges typically expose only a limited and curated subset of corre-
lation indicators. In our own studies [52, 53], we analyzed these correlation patterns in depth
and uncovered several underlying characteristics; the results of this analysis will be presented
in Chapter 5.

Overall, cryptocoin markets operate at the intersection of technological innovation and specu-
lative finance. Their decentralized nature, coupled with global accessibility and the absence
of central authorities, fuels both their rapid growth and their instability. Understanding their
market dynamics is crucial for designing secure token economies, developing robust trading
strategies, and informing regulatory frameworks that protect end-users without stifling innova-
tion.

The emergence of programmable platforms such as Ethereum has expanded the role of crypto-
coins from simple value-transfer instruments to enablers of complex on-chain economies. The
next section examines Smart Contracts, the key mechanism that allows developers to encode
business logic directly on the blockchain, automate financial interactions, and build decentral-
ized applications that leverage the token economies introduced here.

3.3. Smart Contracts and Decentralized Applications

Smart Contracts (SCs) extend blockchains beyond simple peer-to-peer payment systems into
fully programmable platforms capable of hosting dApps. The concept was first articulated by
Szabo in 1997 as self-executing agreements that enforce contractual clauses through code rather
than legal institutions [19]. With the advent of platforms such as Ethereum, this vision became
technically feasible: Ethereum integrates a Turing-complete execution environment into its con-
sensus layer, enabling arbitrary computation to be embedded within the blockchain [18]. An
SC is thus an autonomous program deployed on-chain. Once published, its bytecode and persis-
tent state are immutably recorded in the global ledger, while its public functions can be invoked
through transactions. This paradigm supports a wide spectrum of applications, from financial
instruments and decentralized exchanges to digital art marketplaces, games, and governance
protocols, without reliance on centralized intermediaries.

dApps are decentralized applications that employ one or more SCs as their core execution logic,
typically complemented by off-chain components such as user interfaces, oracles, and auxiliary
storage systems. In contrast to conventional applications that rely on centralized servers and
administrators, dApps execute directly on blockchain networks, thereby inheriting their trans-
parency, immutability, and resistance to censorship [111]. This architectural shift enables the
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Table 3.1.: Subset of EVM opcodes as of the Shanghai fork [137].

Opcode Name Gas Description
0x00 STOP 0 Halts execution
0x01 ADD 3 Addition operation
0x02 MUL 5 Multiplication operation
... ... ... ...

0xFD REVERT 0 Halts reverting state changes
0xFE INVALID NaN Designated invalid instruction
0xFF SELFDESTRUCT 5000 Halts deleting account

creation of financial services, decentralized exchanges, and governance frameworks that func-
tion without trusted intermediaries, laying the foundation for the rapidly growing ecosystem of
DeFi.

In practice, dApps consist of on-chain contracts that are accessed through user wallets and off-
chain clients (typically web or mobile interfaces) that mediate interaction with the blockchain.
Because every contract invocation is executed and verified across all participating nodes, cor-
rectness and determinism are enforced by consensus, ensuring that all users observe an iden-
tical outcome. Yet, the same immutability that guarantees transparency and trustlessness also
renders deployed contracts difficult to modify, amplifying the consequences of programming
errors or security vulnerabilities [133, 134]. This tension between reliability and adaptability
has become a central challenge in the design and governance of SCs.

3.3.1. Core Principles and Execution Environments

Ethereum pioneered the execution of general-purpose SCs through the EVM, a stack-based,
256-bit virtual machine that interprets low-level bytecode [18]. High-level languages such as
Solidity [135] and Vyper [136] compile into this bytecode, which exposes opcodes for arith-
metic (ADD, SUB), signed math (SDIV, SMOD), hashing (SHA3), memory and stack manipula-
tion, and inter-contract execution (CALL, DELEGATECALL). Contracts themselves can be instanti-
ated (CREATE, CREATE2) or terminated (SELFDESTRUCT) via dedicated instructions. To prevent
denial-of-service attacks and promote economic sustainability, execution is metered in gas, a
unit of computation that must be paid in the native currency. Each transaction therefore repre-
sents a state transition in Ethereum’s global state machine, with gas fees compensating valida-
tors for the resources consumed. Table 3.1 presents a representative subset of EVM opcodes as
of the Shanghai fork [137], highlighting the diversity of operations from arithmetic to contract
lifecycle management.

The EVM was designed with portability and verifiability in mind: every node in the network
executes the same bytecode deterministically, allowing independent verification of results. Yet,
bytecode-level execution renders contract logic opaque to human readers, and the growing
complexity of the opcode set (144 distinct instructions as of the Shanghai upgrade [137])
makes auditing and static analysis increasingly difficult. These challenges have spurred the
development of dedicated analysis frameworks, including symbolic execution engines, formal
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verification methods, and more recently, ML-based techniques for detecting vulnerabilities and
malicious behavior [138–148].

Beyond Ethereum, several blockchain platforms have introduced alternative smart contract exe-
cution environments. A prominent trend is the adoption of WebAssembly (WASM) as a contract
runtime by networks such as Polkadot [149], NEAR [150], the Internet Computer [151], and
EOSIO [152]. WASM offers platform independence, near-native execution performance, and
compatibility with a wide range of programming languages through LLVM [153]. In contrast to
the EVM’s specialized stack machine, WASM is a general-purpose bytecode format featuring a
sandboxed runtime and a standardized system interface (WASI). Reflecting this shift, Ethereum
itself is exploring a transition to eWASM [154], underscoring the growing role of WASM as a
unifying layer for decentralized computation.

Both the EVM and WASM execution environments share several core principles: deterministic
computation replicated across all nodes, bounded resource usage through gas or metering, and
transparent on-chain persistence of code and state. Their design philosophies, however, diverge.
The EVMwas purpose-built for Ethereum, reflecting its specific requirements and historical con-
straints, whereas WASM is a modular and portable architecture designed for general-purpose
computation and increasingly adopted by newer platforms. While these environments provide
the substrate on which SCs operate, they also broaden the attack surface, introducing new
vectors for adversaries to exploit [25, 26, 155].

3.3.2. Security Challenges in Smart Contracts

The immutability and high financial stakes of SCs make their security a critical concern. Once
deployed, a contract’s code is effectively immutable: while upgrade mechanisms such as proxy
patterns exist [133], they are complex to implement and can introduce new risks [134]. As a
result, any flaw may persist indefinitely as a potential exploit vector. This threat is not merely
theoretical: attacks on Ethereum SCs have repeatedly resulted in losses of hundreds of millions
of USD. Notable examples include the 2016 Decentralized Autonomous Organization (DAO)
reentrancy exploit [156] and the 2021 Grim Finance attack [157]. The scale of the problem
continues to grow: reported losses from Ethereum SC breaches exceeded 1.3 billion USD in
2023 alone [158].

Beyond such vulnerabilities, adversaries also target the human element through phishing and
malware contracts, which often masquerade as legitimate dApps. In the blockchain context,
phishing denotes social engineering attacks in which users are deceived into authorizing mali-
cious transactions. Common tactics include distributing links to fraudulent applications, luring
victims with fake incentives, or publishing typosquatted contract addresses that closely resem-
ble genuine ones [55, 56, 159, 160]. Once a user approves a seemingly innocuous action, the
contract’s hidden logic can expropriate their funds. To mitigate these threats, static detection
frameworks analyze bytecode patterns prior to deployment, offering early warnings without
relying on user interaction data. Adversaries, however, increasingly employ obfuscation tech-
niques, either at the source-code level [31] or directly in bytecode [32–34], that rewrite control
flow and instruction layout while preserving malicious intent, thereby evading detection.
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The diversity of execution environments further complicates smart contract security. Most exist-
ing analysis tools are tailored to EVM bytecode, yet the growing adoption of WASM-based plat-
forms introduces heterogeneous instruction sets and distinct runtime semantics. Early efforts
such as EOSAFE [161], WASMOD [162] and WASAI [163] address structural vulnerabilities
such as unchecked calls and arithmetic overflows, but comprehensive frameworks capable of
detecting malicious logic in WASM SCs remain limited. As blockchain ecosystems diversify, the
need for cross-platform detection methods that combine program analysis with ML techniques
is becoming increasingly urgent.

In summary, SCs transform blockchains from simple value-transfer systems into programmable
platforms that drive dApps and decentralized economies. By embedding logic directly on-chain,
they enable trustless automation but also introduce new security risks. Mitigating these risks
demands cross-platform detection techniques that can identify malicious behavior in both EVM
and WASM-based environments while remaining robust against adversarial obfuscation. Com-
bined with the architectural foundations of blockchains and the economic dynamics of crypto-
coins, this security dimension forms the substrate on which the broader landscape of decentral-
ized applications is built.
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Chapter 4.

Model-Serving Frameworks: an Experimental
Evaluation

In this chapter, we present a systematic evaluation of model-serving frameworks for deploy-
ing Machine Learning models in production environments. Serving strategies are critical be-
cause inference is the stage where end-users directly interact with predictive systems, making
efficiency, scalability, and reliability essential for practical adoption. We compare five repre-
sentative open-source frameworks across diverse workloads, analyzing the trade-offs between
domain-specific solutions tailored to Deep Learning andmore general-purpose approaches. The
findings of this evaluation establish a foundation for the subsequent contributions on forecast-
ing in Decentralized Finance and security of Smart Contracts, where efficient and trustworthy
inference is a prerequisite for real-world deployment.
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4.1. Introduction

DeployingMachine Learning (ML)models into production requires not only accurate algorithms
but also efficient serving strategies that deliver predictions reliably at scale. While training is
computationally intensive and often performed offline on specialized hardware [35, 36], infer-
ence is the stage where end-users interact with predictive systems. Here, latency, throughput,
and cost constraints become decisive: forecasts lose value if delivered after market shifts, and
delayed detection can undermine security guarantees [37].

Commercial Machine Learning as a Service (MLaaS) offerings [38] from major providers [39,
40] address this need by exposing trainedmodels through scalable, cloud-hosted services. These
platforms provide seamless integration and elasticity but come with high economic costs [41–
43] and raise concerns about privacy, control, and trust [44, 45].

An alternative is the use of open-source serving frameworks, which allow organizations to con-
tainerize and deploy models on-premises or in custom environments. Such frameworks support
scalable inference via public Application Programming Interfaces (APIs), often at a fraction of
the operational cost of commercial solutions. Despite their importance, a systematic and repro-
ducible evaluation of these frameworks remains limited.

In this chapter, we address this gap through a comparative study of five widely used open-
source model-serving frameworks: TensorFlow Serving [46], TorchServe [47], MLServer [50],
MLflow [49], and BentoML [48]. The selection covers both Deep Learning (DL)-specific frame-
works (TensorFlow Serving and TorchServe), which are the de facto standards for Tensor-
Flow [164] and PyTorch [165] models, and general-purpose frameworks (MLServer, MLflow,
BentoML) that support heterogeneous ML workloads.

We benchmark these frameworks across four representative application domains (malware de-
tection, cryptocoin forecasting, image classification, and sentiment analysis) capturing a spec-
trum of real-world workloads. Our evaluation highlights the trade-offs between domain-specific
and general-purpose solutions, providing practical guidance for deployingML inference services
at scale.

The contributions of this study [51] are threefold:

• A systematic analysis of five open-source model-serving frameworks under four represen-
tative workloads;

• An empirical comparison of inference performance, identifying TensorFlow Serving as the
fastest solution for DL workloads;

• An assessment of trade-offs between specialized and general-purpose frameworks, in-
forming the design of efficient and reproducible deployment pipelines.

All code, datasets, and pre-trained models are released as open-source artifacts to ensure re-
producibility and facilitate further research [60].
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4.2. RelatedWork

Research on model-serving strategies is situated within the broader field of Machine Learning
Operations (MLOps). MLOps is commonly defined as a paradigm encompassing best practices,
conceptual frameworks, and development culture for the end-to-end design, implementation,
deployment, monitoring, and scalability of ML systems [166]. It integrates principles from
ML, software engineering, and data engineering, with the overarching goal of bridging the gap
between development and operations. Within this context, model serving constitutes a critical
component, as it directly affects the reliability, performance, and scalability of ML products in
production environments.

Early studies investigated the integration of serving mechanisms into data processing frame-
works. For example, Horchidan et al. [167] evaluated pipelines built on Apache Flink for im-
age classification tasks. Their results showed that embedding pre-trained models directly into
the stream processing logic improved throughput. When comparing TensorFlow Serving and
TorchServe, they consistently observed superior performance for TensorFlow Serving, a finding
that resonates with our own evaluation.

More recently, attention has shifted toward the specialized challenges of serving large-scale
Large Language Models (LLMs). Miao et al. [168] introduced SpecInfer, a system that re-
duces generative inference latency through tree-based speculative decoding with auxiliary mod-
els. Strati et al. [169] proposed Déjà Vu, which optimizes distributed LLM serving by intro-
ducing prompt-token disaggregation, micro-batch swapping for improved Graphics Processing
Unit (GPU) utilization, and state replication for fault tolerance. Complementing these system
designs, [170] released the first real-world trace dataset of LLM serving workloads, enabling
systematic benchmarking of serving techniques under realistic conditions.

Together, these contributions illustrate the rapid evolution of serving research: from general-
purpose pipelines toward highly specialized systems tailored to LLMs. Our study complements
this trajectory by shifting the focus back to open-source serving frameworks for a broader range
of workloads, providing a reproducible comparative analysis that extends beyond the current
emphasis on LLMs.

4.3. Model-Serving Frameworks

This section reviews the five model-serving frameworks included in our evaluation: TensorFlow
Serving, TorchServe, MLServer, MLflow, and BentoML. Their main characteristics, ranging from
hardware support to compatibility with ML/DL libraries and model formats, are summarized
in Table 4.1.

TensorFlow Serving

TensorFlow Serving [46] is a high-performance system for deploying TensorFlow models in
production. Models are stored in the SavedModel format, which encapsulates variables, pa-
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Table 4.1.: Overview of the model-serving frameworks considered in this study (supported
ML/DL libraries and model formats are based on official documentation).

Framework ML DL CPU GPU Supported (ML) Supported (DL) Model Formats
TensorFlow Serving 7 3 3 3 - TensorFlow,

HuggingFace,
Keras

SavedModel,
TFLite, TF.js

TorchServe 7 3 3 3 - PyTorch,
HuggingFace

MAR, PyTorch,
ONNX

MLServer 3 3 3 3 Scikit-Learn,
XGBoost,
LightGBM,
CatBoost

TensorFlow,
PyTorch,

HuggingFace,
Keras

SavedModel,
PyTorch, Keras,
ONNX, Pickle,

Joblib
MLflow 3 3 3 3 Scikit-Learn,

XGBoost,
LightGBM,
CatBoost

TensorFlow,
PyTorch,

HuggingFace,
Keras

SavedModel,
PyTorch, Keras,
ONNX, Pickle,

Joblib
BentoML 3 3 3 3 Scikit-Learn,

XGBoost,
LightGBM,
CatBoost

TensorFlow,
PyTorch,

HuggingFace,
Keras

SavedModel,
PyTorch, Keras,
ONNX, Pickle,

Joblib

rameters, and computation graphs, and can then be exposed via Representational State Trans-
fer (REST) or Google Remote Procedure Call (gRPC) interfaces. While tightly coupled to the
TensorFlow ecosystem, the framework also supports Keras [171] and HuggingFace [172] mod-
els, making it the de facto standard for TensorFlow-based deployments.

TorchServe

TorchServe [47] extends PyTorch with native serving capabilities. Trained models, saved as
.pth or .pt, are packaged into a Model Archive (MAR) using the Torch Model Archiver [173].
TorchServe supports TorchScript [174] and Open Neural Network Exchange (ONNX) [175]
models, and allows simultaneous serving of multiple models within one instance. It further en-
ables customization through user-defined handlers for preprocessing and postprocessing, which
has contributed to its popularity for serving HuggingFace Transformers.

MLServer

MLServer [50] is a lightweight framework designed for heterogeneous ML workloads. In addi-
tion to TensorFlow and PyTorch, it natively supports Scikit-Learn [176], XGBoost [89], Light-
GBM [91], and CatBoost [92]. MLServer exposes inference through REST endpoints and pro-
vides runtime environments tailored to specific model requirements, balancing flexibility with
scalability.
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MLflow

MLflow [49] offers a broader platform for the ML lifecycle, spanning training, experiment track-
ing, and deployment. Beyond logging and reproducibility features, MLflow supports serving
through Flask [177] or external backends such as MLServer. Its versatility makes it particularly
suited for projects requiring integrated experiment management and deployment pipelines.

BentoML

BentoML [48] provides a unified model-serving solution emphasizing reproducibility. Models
are packaged into self-contained ”Bentos”, which include pre-trained weights, dependencies,
and optional preprocessing or postprocessing steps. By bundling artifacts with their environ-
ment specifications, BentoML simplifies scalable deployments and facilitates portability across
infrastructures.

4.3.1. Model Formats and Conversions

As Table 4.1 illustrates, framework compatibility strongly depends on the supported model
formats. TensorFlow Serving and TorchServe are optimized for their respective ecosystems,
whereas MLServer, MLflow, and BentoML adopt a general-purpose design that covers a wider
set of libraries.

This diversity introduces challenges for cross-framework comparisons. For example, TorchServe
cannot natively handle TensorFlow’s SavedModel format. Achieving parity requires converting
models into PyTorch-compatible formats (.pth/.pt). The most widely adopted solution for
such interoperability is ONNX, which provides a standard representation for DL models. Mod-
els trained in TensorFlow can be exported to ONNX and subsequently imported into PyTorch.
While this enables comparative benchmarking, it may also affect fidelity due to subtle differ-
ences in execution semantics across frameworks, including variations in operator implemen-
tations, numerical precision, and the handling of framework-specific layers or optimizations
during conversion.

To ensure fair evaluation, we employed two conversion libraries: TF2ONNX [178] for export-
ing TensorFlow models, and ONNX2Torch [179] for converting ONNX representations into Py-
Torch. This pipeline allowed us to systematically compare TensorFlow Serving and TorchServe,
covering the two most widely adopted DL ecosystems.

4.4. Motivating Scenarios

To capture the diversity of real-world workloads, our evaluation considers four motivating sce-
narios spanning security, finance, vision, and language. Each scenario represents a distinct class
of inference task, allowing us to assess serving frameworks under heterogeneous requirements.
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We note that the models used in these scenarios are not optimized for state-of-the-art predic-
tive performance; instead, they are trained using standard architectures and widely adopted
datasets to produce representative inference workloads. This design ensures that our conclu-
sions reflect realistic serving behavior, such as model complexity, input characteristics, and com-
putational demands, rather than task-specific accuracy, which is orthogonal to the objectives of
this study.

Malware detection on Android Packages (APKs) involves analyzing file features to determine
whether an app exhibits malicious behavior. Modern approaches rely on ML and DL models to
automate this process [180–183]. Malware analysis can be conducted through static methods,
which extract features without execution, or dynamic methods, which monitor runtime behav-
ior [180, 181]. In line with prior work showing the effectiveness of static features for ML-based
detection [184], we adopt Drebin [183] to extract binary feature vectors from APKs. A simple
Multi-Layer Perceptron (MLP) with two hidden layers and a sigmoid output is then trained on
a 10% subsample of the CICMalDroid 2020 dataset [185] to classify applications as benign or
malicious.

Cryptocoin forecasting aims to predict future price movements by leveraging correlations
across multiple assets. Given the volatility of cryptocurrency markets, forecasting remains chal-
lenging yet highly relevant [53, 186, 187]. In this scenario, we focus on predicting hourly
Bitcoin (BTC) prices using the closing values of eight correlated coins: Cardano (ADA), Binance
Coin (BNB), Dogecoin (DOGE), Ether (ETH), Litecoin (LTC), Solana (SOL), Stellar Lumens
(XLM), and Ripple (XRP). Inputs are smoothed with a 24-hour Moving Average (MA), and a
two-layer MLP with Rectified Linear Unit (ReLU) activations is trained on data collected from
Binance [129] covering January-April 2024 [60].

Image classification is a canonical task in Computer Vision with wide-ranging applications,
including medical diagnosis [188] and object detection [189]. For this scenario, we adopt
MobileNetV2 [190], a lightweight Convolutional Neural Network (CNN) architecture based
on inverted residuals. The model is pre-trained on the ImageNet 2012 dataset [191], which
comprises over 1.2 million images across 1,000 classes, and configured for input dimensions of
224×224×3.

Sentiment analysis (opinion mining) involves detecting emotions, opinions, or attitudes ex-
pressed in text, with applications in social media monitoring [192] and customer feedback
analysis [193]. We employ a CNN architecture with an embedding layer, two convolutional
layers, and a sigmoid output for binary sentiment classification. Input text undergoes tokeniza-
tion, stopword and punctuation removal, and lemmatization before training. The model is
trained on the IMDb 50K dataset [194], containing 50,000 labeled movie reviews.

Table 4.2 provides a concise overview of the datasets and models used in each scenario, high-
lighting the diversity of tasks considered in our evaluation.
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Table 4.2.: Motivating scenarios with corresponding datasets and models.

Use Case Dataset Model
Malware Detection CICMalDroid 2020 (10%) [185] MLP + Drebin [183]

Cryptocoin Forecasting Binance (Jan-Apr 2024) [60] MLP + Moving Average
Image Classification ImageNet 2012 [191] MobileNetV2 [190]
Sentiment Analysis IMDb 50K [194] Embedding + CNN

4.5. Datasets

A robust evaluation of serving frameworks requires datasets that are both representative of
real-world applications and diverse across domains. To this end, we draw on four established
benchmarks, each corresponding to one of the motivating scenarios described in Section 4.4:
CICMalDroid 2020 [185], Binance [60], ImageNet [191], and IMDb 50K [194].

CICMalDroid 2020. CICMalDroid 2020 is an Android malware dataset comprising 17,341 ap-
plications collected between December 2017 and December 2018 from sources such as Virus-
Total [195] and Contagio [196]. Samples are labeled into five categories: adware, banking
malware, SMS malware, riskware, and benign. For our study, we select a representative 10%
subsample (1,727 applications) while preserving the original class distribution.

Binance. The Binance dataset contains high-resolution time series data from the Binance ex-
change, recording hourly closing prices¹ for nine major cryptocurrencies: ADA, BNB, BTC,
DOGE, ETH, LTC, SOL, XLM, and XRP. Covering January 1 to April 19, 2024, the dataset spans
23,544 hourly observations, enabling the analysis of correlations and co-movements across as-
sets. This dataset was curated specifically for our study and is publicly released as part of our
reproducibility package [60].

ImageNet. ImageNet is a large-scale benchmark for Computer Vision tasks, organized accord-
ing to the WordNet hierarchy [197]. We rely on the ILSVRC 2012 subset [198], which contains
1.28 million training images, 50,000 validation images, and 100,000 test images distributed
across 1,000 object classes. Despite its age, it remains a standard benchmark for image classi-
fication.

IMDb 50K. The IMDb 50K dataset consists of 50,000 highly polarized movie reviews anno-
tated for binary sentiment (positive/negative). It is evenly split into training and test sets of
25,000 reviews each and is widely used for benchmarking sentiment analysis models in Natural
Language Processing (NLP).

Together, these datasets provide a diverse foundation for evaluating serving frameworks under
heterogeneous workloads, spanning security, finance, vision, and language.

¹The final transaction price within a given hour.

45



Chapter 4. Model-Serving Frameworks: an Experimental Evaluation

4.6. Evaluation

This section presents a systematic experimental evaluation of the fivemodel-serving frameworks
considered in this study: TensorFlow Serving, TorchServe, MLServer, MLflow, and BentoML.
The evaluation spans the four motivating scenarios introduced in Section 4.4, with the goal
of assessing framework efficiency under realistic inference workloads. Our analysis focuses
on inference latency, as this metric directly determines the responsiveness and usability of ML
services in production.

The experimental setup is designed to reflect common real-world deployment practices for
latency-sensitive ML services. Specifically, models are served via standard REST interfaces on
CPU-based infrastructure, single-request inference is used (batch size one), and workloads are
driven by real test data at sustained request rates. While large-scale production systems may
incorporate GPUs, autoscaling, or multi-stage pipelines, isolating framework-level inference
behavior under controlled conditions enables a fair and reproducible comparison of serving
efficiency across frameworks.

To guide the study, we address the following research questions:

• Q1: Are there significant differences in observed latencies across frameworks?

• Q2: How does input payload size influence latency distributions?

• Q3: Which framework achieves the lowest latencies for DL workloads?

• Q4: Do DL-specific frameworks (TensorFlow Serving, TorchServe) consistently outper-
form general-purpose solutions (MLflow, MLServer, BentoML)?

By answering these questions, we aim to identify the most efficient serving strategies and clarify
the trade-offs between specialized and general-purpose frameworks. All code, datasets, and
replication instructions are publicly released to ensure transparency and reproducibility [60].

4.6.1. Experimental Setup

All experiments were conducted on a dedicated Ubuntu 22.04.4 LTS server (Linux kernel 5.15.0-
105-generic), equipped with 40 Intel Xeon® Gold 5215 CPUs at 2.50 GHz and 128 GB RAM,
with no GPU acceleration employed.

The software environment included Python 3.10.12 and the following framework versions: Ten-
sorFlowModelServer 2.15.0, PyTorch 2.2.2 with TorchServe 0.10.0, BentoML 1.2.12, MLServer
1.5.0, and MLflow 2.12.1.

All models were trained in TensorFlow. Since TorchServe natively supports only PyTorch model
formats (.pth), we converted models to PyTorch via the ONNX interoperability standard [175].
Specifically, TF2ONNX [178] (v1.16.1) was used to export TensorFlowmodels to ONNX (v1.16.0),
and ONNX2Torch [179] (v1.5.14) to generate PyTorch-compatible artifacts.
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Table 4.3.: Original and preprocessed inputs for each scenario.

Scenario Original Input Preprocessed Input
Malware Detection APK file Tensor (1,30050)

Cryptocoin Forecasting Prediction horizon 𝑛 Tensor (𝑛,8)
Image Classification JPEG image Tensor (1,224,224,3)
Sentiment Analysis Text sequence Tensor (𝑛,1)

4.6.2. Data Preprocessing

To simulate realistic user interactions, we relied on real-world test data for each scenario. Raw
inputs were transformed into structured tensors suitable for the deployed models, as summa-
rized in Table 4.3.

Malware detection. Raw APKs were processed with Drebin to extract binary features, mapped
against the 30,050 unique features identified during training. This produced binary vectors of
length 30,050, represented as tensors of shape (1,30050).

Cryptocoin forecasting. Inputs specified the number 𝑛 of future hourly Bitcoin prices to pre-
dict. We applied a MA over the last 24 values of eight correlated altcoins, yielding tensors of
shape (𝑛,8).

Image classification. Joint Photographic Experts Group (JPEG) images were resized to 224×
224×3, resulting in tensors of shape (1,224,224,3)².

Sentiment analysis. Text sequences were tokenized, lemmatized, and stopwords removed.
Tokens were mapped to vocabulary indices, resulting in tensors of shape (𝑛,1), where 𝑛 is the
sequence length.

Performance evaluation was carried out using oha [199], an HTTP load generator implemented
in Rust. Each run lasted oneminute with a constant throughput of 200 requests/s. On the server
side, 40 parallel threads matched the number of CPU cores.

We tested three payload sizes (small, medium, large) per scenario, yielding twelve experiments
per workload: APK size (8.2 KB, 1.4 MB, 45 MB) for malware detection; prediction horizon
(𝑛 = 1,12,23) for forecasting; JPEG size (342 KB, 1.4 MB, 18 MB) for image classification;
and sequence length (7, 51, 178 tokens) for sentiment analysis. These ranges were selected
to reflect realistic lower and upper-bound input sizes observed in practice for each application
domain, while allowing us to systematically study the impact of payload size on latency. Results
are analyzed below, with a focus on latency distributions.

4.6.3. Micro-Benchmark

The micro-benchmark isolates the inference stage by measuring end-to-end request latencies
between client and serving framework. Results are reported for each scenario, with key findings
highlighted in boxed annotations (A1-A4) corresponding to research questions Q1-Q4.

²The leading dimension corresponds to batch size, set to 1 for single-image inference.
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Malware Detection

Theminimum average latency across payloadswas 0.0372s, 68.37% lower than general-purpose
frameworks (0.1176s). Themaximumaverage latencywas 0.0895s, 72.04% lower than general-
purpose baselines (0.3201s).

A1/A4: TensorFlow Serving and TorchServe significantly outperformedMLflow, MLServer,
and BentoML.

TensorFlow Serving achieved minimum latencies of 0.0215s, 0.0260s, and 0.0242s for small,
medium, and large payloads, with maximum latencies (99th percentile) of 0.0431s, 0.0445s,
and 0.0432s. TorchServe achieved lowerminima (0.0135-0.0136s) but highermaxima (0.1283-
0.1434s).

A3: TorchServe offered lower minimum latencies, but TensorFlow Serving was more
stable across percentiles.

A2: Payload size did not significantly affect latency.

An exception was BentoML, which showed increased 99th-percentile latency for medium-sized
APKs, likely due to outliers³.
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Figure 4.1.: Stacked percentile chart of average inference time for serving frameworks in the
malware detection scenario.

Cryptocoin Forecasting

The minimum average latency was 0.0039s, 95.47% lower than general-purpose frameworks
(0.0860s). Themaximum average latency was 0.0676s, 69.95% lower than baselines (0.2250s).

A1/A4: TensorFlow Serving and TorchServe clearly outperformed the general-purpose
frameworks.

³As noted in [200], high-percentile latency variability may arise from shared resources, daemons, queueing, or
energy management.
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TensorFlow Serving achieved minima of 0.0008-0.0016s and stable maxima (0.0035-0.0042s).
TorchServe showed minima of 0.0049-0.0093s but maxima as high as 0.1538s.

A3: TensorFlow Serving provided both lower latencies overall and greater stability than
TorchServe.

A2: Latencies were not significantly affected by payload size.

Exceptions occurred for BentoML (medium input) and TorchServe (large input), where 99th-
percentile latencies spiked due to outliers.
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Figure 4.2.: Stacked percentile chart of average inference time for serving frameworks in the
cryptocoin forecasting scenario.

Image Classification

The minimum average latency was 0.1427s, 70.2% lower than general-purpose frameworks
(0.4788s). Themaximum average latency was 0.4828s, 80.06% lower than baselines (2.4213s).

A1/A4: TensorFlow Serving and TorchServe again outperformedMLflow, MLServer, and
BentoML.

TensorFlow Serving achieved minima of 0.0706-0.0756s with maxima (99th percentile) of
0.4250-0.4444s. TorchServe showed higher minima (0.2065-0.2188s) and maxima (0.5272-
0.5384s).

A3: TensorFlow Serving exhibited lower latencies overall, though both frameworks dis-
played instability across percentiles.

A2: Latencies were largely unaffected by payload size.

BentoML and MLflow displayed increased 99th-percentile latency for small (BentoML) and
medium inputs (both frameworks), again likely due to outliers.
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Figure 4.3.: Stacked percentile chart of average inference time for serving frameworks in the
image classification scenario.

Sentiment Analysis

The minimum average latency was 0.0042s, 95.44% lower than general-purpose frameworks
(0.0921s). Themaximum average latency was 0.1231s, 53.19% lower than baselines (0.2630s).

A1/A4: TensorFlow Serving and TorchServe again outperformed the general-purpose
frameworks.

TensorFlow Serving achieved minima of 0.0013-0.0023s with maxima (99th percentile) of
0.0031-0.0046s. TorchServe showedminima of 0.0032-0.0087s but maxima as high as 0.3177s.

A3: TensorFlow Serving outperformed TorchServe in both latency and stability.

A2: Latencies were not significantly influenced by payload size.

Exceptions were observed for BentoML and TorchServe, which showed higher 99th-percentile
latencies for small and medium inputs compared to large ones.
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Figure 4.4.: Stacked percentile chart of average inference time for serving frameworks in the
sentiment analysis scenario.
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4.6.4. Macro-Benchmark

While the micro-benchmark isolates framework inference latencies, real-world deployments
include preprocessing and postprocessing stages. To capture this broader perspective, we con-
ducted a macro-benchmark simulating end-to-end pipelines.

We implemented a lightweight local server in Flask [177] performing: (i) request reception,
(ii) input preprocessing, (iii) forwarding to the serving framework via its API, and (iv) result
postprocessing and response.

This setup reflects a common deployment pattern in practice, where application logic andmodel
inference are decoupled and connected via HTTP-based interfaces. While production systems
may employ more complex stacks (e.g., asynchronous processing, message queues, or service
meshes), the chosen design captures the dominant sources of end-to-end latency and allows for
a controlled and reproducible comparison across frameworks.

Results are summarized below.

Malware Detection

As shown in Figure 4.5, end-to-end latencies were dominated by feature extraction, which in-
troduced high overhead and cold starts. Framework differences were marginal, though Tensor-
Flow Serving and TorchServe achieved slightly shorter turn-around times. Large APKs produced
markedly higher latencies due to heavier preprocessing.
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Figure 4.5.: Cumulative distribution function of request turn-around time in the malware de-
tection scenario.

Cryptocoin Forecasting

In the forecasting scenario (Figure 4.6), turn-around times were consistently short across all
frameworks. Differences were negligible, with TensorFlow Serving and TorchServe slightly
ahead. Payload size (number of steps) had no meaningful effect, reflecting the lightweight
preprocessing.
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Figure 4.6.: Cumulative distribution function of request turn-around time in the cryptocoin fore-
casting scenario.

Image Classification

As shown in Figure 4.7, image preprocessing introduced significant overhead, visible as cold
starts across all frameworks. While most frameworks performed similarly, MLServer exhibited
slightly higher turn-around times. Input size played a clear role: larger JPEGs led to markedly
higher latencies due to heavier preprocessing pipelines.
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Figure 4.7.: Cumulative distribution function of request turn-around time in the image classifi-
cation scenario.

4.7. Lessons Learned

Our evaluation highlights clear differences in efficiency across serving frameworks. Across all
scenarios, DL-specific frameworks (TensorFlow Serving and TorchServe) consistently outper-
formed the three general-purpose solutions (MLflow, MLServer, BentoML). This finding directly
answers Q1 and Q4, showing that specialization to a particular DL ecosystem remains a decisive
advantage in practice.

Among the frameworks, TensorFlow Serving achieved the best overall results, delivering the
lowest inference latencies in every workload. A key factor is that all models in our study were
originally implemented in TensorFlow, enabling TensorFlow Serving to leverage native opti-
mizations and seamless compatibility with the SavedModel format. This represents a limitation
of the present evaluation, as different performance rankings might be observed if models were
instead natively implemented in PyTorch. However, selecting a single training ecosystem and
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relying on ONNX-based conversion was necessary to ensure a controlled and systematic com-
parison across frameworks at this stage.

TorchServe ranked second, benefiting from native support for PyTorch models. Since our eval-
uation required converting TensorFlow models into PyTorch format via ONNX, TorchServe did
not operate on its ideal artifacts. Nevertheless, the converted models preserved all weights and
parameters, yielding identical predictions and competitive performance.

When comparing the two DL-specific frameworks, TensorFlow Serving demonstrated greater
stability across latency percentiles, whereas TorchServe exhibited higher variability and occa-
sional outliers (see Figures 4.1, 4.2, and 4.4). This distinction answers Q2 and Q3: while both
frameworks achieved low latencies, TensorFlow Serving provided the most reliable performance
under varying conditions.

In summary, our results suggest that practitioners should favor TensorFlow Serving when de-
ploying TensorFlow models and TorchServe when working with PyTorch. Despite the growing
flexibility of general-purpose frameworks, specialized solutions remain the most efficient open-
source options for serving pretrained DL models in production.

4.8. Summary and Next Steps

This chapter provided a systematic evaluation of five state-of-the-art model-serving frameworks
(TensorFlow Serving, TorchServe, MLServer, MLflow, and BentoML) across four representative
application scenarios: malware detection, cryptocoin forecasting, image classification, and sen-
timent analysis. The study was guided by four research questions centered on inference latency,
the most critical factor for the usability of deployed ML services.

Our results offered consistent answers: DL-specific frameworks (TensorFlow Serving and Torch-
Serve) clearly outperformed general-purpose solutions (MLflow, MLServer, BentoML). Among
them, TensorFlow Serving achieved the lowest latencies and themost stable performance, owing
to its tight integration with the TensorFlow ecosystem and efficient handling of SavedModel arti-
facts. TorchServe followed as the second-best option, though with greater variability. Together,
these findings underscore the advantages of specialized serving solutions for latency-sensitive
workloads, thereby addressing Q1-Q4.

Finally, we leave the investigation of end-to-end serving platforms based on Kubernetes [201],
including systems such as KServe [202] and Kubeflow [203], to future extensions of this work.
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Chapter 5.

Cryptocoin Price Forecasting Using Correlation
Patterns

In this chapter, we examine correlation and causality patterns in cryptocurrency markets and
assess their value for forecasting. By analyzing cross-asset dependencies among 62 cryptocoins,
with particular focus on Bitcoin and Ether, we identify altcoins that act as reliable predictors of
main-coin price movements. Building on these insights, we evaluate Machine Learning models
for time-series forecasting, showing that Gradient-Boosting ensembles consistently outperform
Recurrent Neural Networks. The findings provide both a characterization of interdependencies
across digital assets and practical guidance for predictive modeling in volatile markets.
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5.1. Introduction

Cryptocurrencies, or cryptocoins, are digital assets secured through cryptographic techniques
that ensure the integrity and transparency of transactions on distributed ledgers. Since the
launch of Bitcoin (BTC) in 2009 [17], thousands of cryptocoins have emerged, including Ether
(ETH), the native currency of Ethereum [18], and numerous altcoins [204] such as Litecoin
(LTC) [120], Cardano (ADA) [121], and Ripple (XRP) [122]. These assets are traded on central-
ized and decentralized exchanges such as Coinbase [127], Binance [129], and Uniswap [130],
supporting a global economy whose market capitalization has reached levels comparable to
national economies [126].

Despite their growth, cryptocoin markets remain highly volatile. Prices can fluctuate dramati-
cally within short intervals, driven by speculative activity, limited regulation, and the influence
of large stakeholders (”whales”). Historical data reveal pronounced volatility and frequent co-
movements across assets, as discussed in Section 3.2.2 of Chapter 3 (Figure 3.3).

Understanding these correlations is essential for both research and practice. Market platforms
increasingly expose correlation indicators to end-users, often reporting simplified metrics such
as the Pearson coefficient 𝑟 [205] over recent windows [132]. While widely used to guide trad-
ing decisions, such indicators provide a limited perspective and are typically disclosed without
methodological detail. A more systematic study is needed to assess their reliability and to clarify
their role in forecasting.

In this chapter, we investigate correlation and causality relationships among a broad set of cryp-
tocoins, focusing on BTC and ETH, the two leading assets by market capitalization. We first
quantify the extent to which price trends of major coins align with those of altcoins. Building on
this analysis, we explore whether correlation patterns can be exploited for forecasting: specifi-
cally, whether altcoin trajectories improve the prediction of BTC and ETH price movements. To
this end, we evaluate a range of time-series forecasting methods, including Gradient-Boosting
Machines (GBMs) and Recurrent Neural Networks (RNNs), and compare their performance
against baseline predictors.

The contributions of this study [52, 53] are threefold:

• An empirical characterization of correlation patterns across 62 cryptocoins over multiple
time scales;

• A causality analysis identifying directional dependencies between altcoins and major
coins;

• The design and evaluation of forecasting models that exploit these relationships, demon-
strating that Machine Learning (ML)-based approaches significantly outperform naive
baselines.

All datasets and code are publicly released to ensure transparency and reproducibility [58]. By
examining how correlation structures shape the dynamics of the cryptocoin market, this chapter
advances the understanding of interdependencies across digital assets and demonstrates their
utility for practical forecasting.
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5.2. RelatedWork

The analysis of co-movements and cross-correlations in cryptocurrencymarkets has attracted in-
creasing attention in recent years. Early studies primarily examined volatility dynamics of major
assets. Katsiampa [23], for instance, investigated BTC and ETH, reporting interdependencies
between the two and sensitivity to market news. Aslanidis et al. [24] observed broadly similar
correlation patterns across cryptocoins, though with unstable trends over time. Their study also
compared cryptocoins such as BTC, XRP, Dash (DASH), and Monero (XMR) with traditional as-
sets including the S&P 500, U.S. Treasury bonds, and gold, finding largely independent behav-
ior relative to conventional financial markets. Kumar et al. [206] identified BTC as the market
leader using wavelet-based methods, showing that its price movements quickly propagate to
other coins. Chaudhari et al. [207] further analyzed global market behavior and uncovered
distinct, though non-persistent, community structures characterized by cross-correlation.

Parallel efforts compared forecasting approaches spanning traditional statistical models and
modern ML. Siami-Namini et al. [208] benchmarked the Autoregressive Integrated Moving
Average (ARIMA) model [209] against RNNs, confirming the superior predictive power of Long
Short-Term Memory (LSTM) architectures. AutoML has also been explored: Shah et al. [210]
introduced a system that automatically selects and optimizes forecasting models, reducing the
need for manual configuration.

Beyond purely price-based predictors, external signals have also been leveraged. Kraaijeveld
and De Smedt [211], for example, incorporated Twitter activity to forecast price dynamics,
demonstrating predictive power for BTC, LTC, and Bitcoin Cash (BCH).

In summary, prior research has established the existence of correlations and causal linkages
between major cryptocoins and shown the effectiveness of advanced ML methods for time-
series forecasting. However, existing studies typically address correlation analysis or forecasting
in isolation and focus on a limited set of assets. In contrast, our work provides a systematic
characterization of correlations across 62 cryptocoins and investigates how such relationships
can be exploited to improve forecasting accuracy for leading assets.

5.3. Datasets

This study pursues two main objectives: (i) to characterize correlation patterns across a broad
set of cryptocoins, and (ii) to investigate causality relationships and forecast the price dynamics
of the two leading assets, BTC and ETH, using highly correlated altcoins (𝑟 ≥ 0.6). The first
objective requires wide coverage to capture global market trends, while the second calls for
high-resolution time series that enable robust forecasting. To meet these requirements, we rely
on two complementary datasets spanning 33 months (20 February 2020 to 5 November 2022).
For forecasting, we additionally reserve a holdout period (6 November 2022 to 26 February
2023), used exclusively for evaluation to prevent data leakage.

CoinMarketCap dataset. The first dataset was collected from CoinMarketCap [204], a lead-
ing aggregator of cryptocurrency market data. From over 9,000 listed coins, we selected the
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Figure 5.1.: Closing prices of BTC and ETH with validation/test split.

top 62 by trading volume, excluding stablecoins since their peg to reserve assets prevents them
from reflecting genuine market dynamics. For each coin, we obtained daily records of standard
financial variables: high and low prices (intra-day maximum and minimum), open and close
prices, and traded volume. The dataset comprises 61,380 observations, corresponding to 990
daily steps per asset. As expected, BTC and ETH dominate trading volume and serve as bench-
marks throughout the study. Their closing price series exhibit strong correlation, with 𝑟 ≈ 0.9
over the observation window (Figure 5.1).

Binance dataset. The second dataset, obtained from Binance [129], provides high-resolution
intraday data at one-minute granularity. It covers the 16 most actively traded cryptocoins: Car-
dano (ADA), Basic Attention Token (BAT), Binance Coin (BNB), Bitcoin (BTC), Dash (DASH),
Dogecoin (DOGE), Ether (ETH), Chainlink (LINK), Litecoin (LTC), Neo (NEO), Defiance Quan-
tum ETF (QTUM), Tronix (TRX), Stellar Lumens (XLM), Monero (XMR), Ripple (XRP), and
Zcash (ZEC). The dataset contains 25,218,800 individual records, with each coin represented
by a time series of 1,576,175 steps. This fine-grained resolution is essential for evaluating fore-
casting models under realistic market conditions.

5.4. Correlation Analysis

We begin by analyzing cross-correlation patterns in the CoinMarketCap dataset to assess the
degree of alignment between the two main coins (BTC and ETH) and the wider set of altcoins.
For each asset, we consider five variables (High, Low, Open, Close, aggregated into an average
OHLC, and trading Volume) and compute the Pearson correlation coefficient 𝑟 against BTC and
ETH. Results are summarized in Figure 5.2, which presents correlograms across 60 altcoins.

To capture temporal dynamics, we compute correlations over daily, weekly, and monthly hori-
zons. For weekly and monthly resolutions, both sliding and tumbling windows are applied:
sliding windows allow partial overlap across observations and provide smoother, more tempo-
rally responsive estimates, while tumbling windows rely on disjoint partitions and yield inde-
pendent, non-overlapping correlation measurements. Across all cases, correlations between
major coins and altcoins remain consistently strong, with most coefficients close to 1. A notable
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Figure 5.2.: Correlogram between the average OHLC price and volume of 60 altcoins and BTC
(top) and ETH (bottom). Coins in bold are used in the causality analysis.

exception is Bitcoin Satoshi Vision (BSV), which exhibits markedly weaker alignment, reflecting
its divergent market behavior.

Sliding and tumbling windows produce broadly similar outcomes, with stronger correlations
generally observed at weekly or monthly resolution. Correlograms for BTC and ETH are also
closely aligned, suggesting that both main coins exert comparable influence over altcoin dy-
namics.

To illustrate individual trajectories, Figure 5.3 shows daily correlation trends between BTC
or ETH and four representative altcoins. Each case exemplifies a distinct level of correlation
intensity: weak (0-0.25), average (0.25-0.5), above average (0.5-0.75), and high (0.75-1).
The Pearson coefficient 𝑟(𝐴,𝐵)𝑡𝑛 between a main coin 𝐴 and an altcoin 𝐵 is computed at each
time step 𝑡𝑛 based on the previous 𝑛−1 observations, with 𝑟(𝐴,𝐵)𝑡0 set to 1 by convention.

For BTC, correlations with NEO and LTC remain stable and consistently close to 1, whereas
BSV and BORA Token (BORA) display more irregular trends, with seasonal fluctuations in late
2020 and early 2021. From mid-2021 onward, BORA increasingly aligns with the stronger
group, while BSV diverges further. ETH shows similar stability with EOS (EOS), LINK, and
BNB, although EOS weakens temporarily between late 2020 and early 2021, and again in late
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Figure 5.3.: Daily cross-correlation trends between BTC (left) and ETH (right) and four repre-
sentative altcoins, showing different correlation intensity classes.

2021. ETH-BSV correlations also reveal seasonal patterns, alternating between decline and
recovery phases.

These behaviors are not random, but reflect structural differences across assets, including vari-
ations in market capitalization, liquidity, investor base, and coupling to broader market trends.
Highly correlated coins typically share similar trading dynamics and respond coherently to
global market shocks, whereas weaker or unstable correlations often correspond to assets with
idiosyncratic demand, lower liquidity, or protocol-specific events that decouple them from mar-
ket leaders.

Based on these findings, we select 14 altcoins that exhibit strong correlations (𝑟 ≥ 0.6) with
BTC and ETH for further causality analysis in Section 5.5. For these assets, the Binance dataset
provides higher temporal resolution, enabling a more detailed investigation of directional rela-
tionships and forecasting potential.

5.5. Causality Analysis

Strong correlation patterns between altcoins andmain coins are not sufficient to establish cause-
and-effect relationships. To address this, we investigate Granger causality [212] between 14
strongly correlated altcoins (ADA, BAT, BNB, DASH, DOGE, LINK, LTC, NEO, QTUM, TRX,
XLM, XMR, XRP, ZEC) and the two market leaders, BTC and ETH. For this analysis, we use
a modified version of the Binance dataset, where per-minute observations are aggregated into
daily windows to ensure consistency across assets.

We estimate one-directional Granger causality using the Toda-Yamamoto (T-Y) approach [213].
For a given pair (𝐴𝑐,𝑀𝑐), where 𝐴𝑐 is an altcoin and 𝑀𝑐 ∈ {BTC, ETH}, we test whether 𝐴𝑐 can
be used as a predictor of 𝑀𝑐. The null hypothesis is defined as:

𝐻0 ∶ 𝐴𝑐 ⇏𝑀𝑐

Given 𝑑, the maximum order of integration across the two series, we construct a Vector Autore-
gression (VAR) model [214], VAR(𝑝 +𝑑), and test whether the coefficients of the first 𝑝 lags
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Table 5.1.: Results of the m-Wald test for Granger causality in Bitcoin (left) and Ether (right)
price series. Legend: 𝐻0 rejected (7) or not rejected (3). 𝐻0 is rejected if 𝑝 ≤ 0.05.

H0 𝜒2 p-value Result
ADA ⇏ BTC 31.31 0.018 7

BAT ⇏ BTC 83.98 5.8e-5 7

BNB ⇏ BTC 5.29 0.15 3

DASH ⇏ BTC 19.06 0.014 7

DOGE ⇏ BTC 69.43 0.001 7

LINK ⇏ BTC 8.85 0.012 7

LTC ⇏ BTC 120.43 9.2e-11 7

NEO ⇏ BTC 55.82 5.4e-5 7

QTUM ⇏ BTC 59.48 2.6e-5 7

TRX ⇏ BTC 84.77 5.2e-6 7

XLM ⇏ BTC 69.43 0.001 7

XMR ⇏ BTC 46.69 0.027 7

XRP ⇏ BTC 77.05 3.9e-4 7

ZEC ⇏ BTC 47.14 3.7e-7 7

H0 𝜒2 p-value Result
ADA ⇏ ETH 89.75 2.2e-8 7

BAT ⇏ ETH 91.27 4.2e-8 7

BNB ⇏ ETH 18.76 0.04 7

DASH ⇏ ETH 70.56 1.4e-7 7

DOGE ⇏ ETH 134.51 2.7e-13 7

LINK ⇏ ETH 23.53 0.002 7

LTC ⇏ ETH 65.20 1.1e-6 7

NEO ⇏ ETH 142.76 1.8e-13 7

QTUM ⇏ ETH 117.14 5.7e-15 7

TRX ⇏ ETH 41.60 0.001 7

XLM ⇏ ETH 134.51 2.7e-13 7

XMR ⇏ ETH 73.65 1.6e-5 7

XRP ⇏ ETH 145.04 7.9e-14 7

ZEC ⇏ ETH 140.84 1.2e-14 7

of 𝐴𝑐 are zero in the 𝑀𝑐 equation. This corresponds to applying a modified Wald (m-Wald)
test [215], which follows a 𝜒2 distribution with 𝑝 degrees of freedom.

To determine 𝑑, we performed stationarity checks using the Kwiatkowski-Phillips-Schmidt-Shin
(KPSS) [216] and Augmented Dickey-Fuller (ADF) [217] tests. In all cases, 𝑑 = 1, indicating
that first-order differencing was sufficient for stationarity. The optimal lag length 𝑝was selected
for each pair based on the Akaike Information Criterion (AIC) [218].

Table 5.1 summarizes the results. With the exception of BNB, all considered altcoins Granger-
cause BTC. For ETH, all 14 altcoins exhibit Granger causality.

These findingsmotivate our forecasting experiments in Section 5.6, where the identified Granger-
causing altcoins are used as feature variables for predictive models of main-coin closing prices.

5.6. Evaluation

This section presents our experimental evaluation. We forecast BTC and ETH closing prices
using the price series of correlated altcoins identified in Section 5.5. The predictor sets include
{ADA, BAT, DASH, DOGE, LINK, LTC, NEO, QTUM, TRX, XLM, XMR, XRP, ZEC} for BTC, and
{ADA, BAT, BNB, DASH, DOGE, LINK, LTC, NEO, QTUM, TRX, XLM, XMR, XRP, ZEC} for ETH.
We then evaluate alternative ML-based forecasting methods to determine the most effective
approach for predicting main-coin price trends.
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Table 5.2.: Optimized hyperparameters for GBM and RNN models in BTC and ETH forecasting.

Model BTC 𝑙𝑟 ETH 𝑙𝑟 BTC iters ETH iters
XGBoost 0.01 0.01 52 384
LightGBM 0.01 0.10 39 52
CatBoost 0.10 0.10 5 24
LSTM 0.001 0.001 3 3
GRU 0.001 0.001 4 32

5.6.1. Experimental Setup

Experiments were conducted on aworkstation running Ubuntu 22.04.2with Linux kernel 5.19.0-
35-generic, equipped with an 8-core AMD Ryzen® 7 5700G CPU at 3.8GHz, 32GB RAM, and
an NVIDIA GeForce RTX® 3070 GPU. RNNs, including LSTM and Gated Recurrent Unit (GRU),
were implemented in PyTorch 1.11.0 (CUDA 11.3) with PyTorch Lightning 1.5.10. GBMs were
implemented using XGBoost 1.5.1, LightGBM 3.3.2, and CatBoost 1.0.5.

5.6.2. Model Training and Validation

The Binance dataset was split into three partitions (see Figure 5.1): a training set of 1,260,941
observations (20 Feb 2020-19 Jul 2022), a validation set of 157,617 observations (20 Jul 2022-
5 Nov 2022), and a final test set of 157,617 observations (6 Nov 2022-26 Feb 2023), reserved
exclusively for evaluation.

For GBMs, model selection focused on learning rate and the optimal number of iterations (trees),
with optimization based on Mean Squared Error (MSE). Learning rates were chosen via grid
search across {10−𝑖 ∣ 𝑖 = 1,…,6}, with 10-fold cross-validation. The number of trees was
capped at 500, with early stopping after 20 rounds without validation improvement.

RNNs were trained with MSE loss and the Adam optimizer [219]. Both LSTM and GRU models
used 𝑛 = 10 hidden layers with𝑚=100 neurons per layer, batch size of 256, and learning rates
tuned via a warm-up schedule starting at 10−6. Training was capped at 500 epochs with early
stopping after 20 stagnant rounds.

Validation losses converged after an average of 32 iterations for BTC and 153 for ETH in GBMs,
defining the checkpoints for optimal models (Figure 5.4). For RNNs, convergence was reached
within only a few epochs, reflecting the moderate complexity of the underlying dynamics.

5.6.3. Price Series Forecasting

We now compare forecasts against ground-truth price series in the test period. Figure 5.5 illus-
trates predicted closing prices for BTC and ETH.
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Figure 5.4.: Training and validation loss trends for BTC (top) and ETH (bottom) closing price
forecasting.

Table 5.3.: Comparison of MSE, RMSE, MAE and MAPE for BTC and ETH forecasting (best
models in bold).

Model MSE𝐵𝑇𝐶 MSE𝐸𝑇𝐻 RMSE𝐵𝑇𝐶 RMSE𝐸𝑇𝐻 MAE𝐵𝑇𝐶 MAE𝐸𝑇𝐻 MAPE𝐵𝑇𝐶 MAPE𝐸𝑇𝐻
XGBoost 10,035,762 13,891 3,167 118 2,859 102 0.16 0.07
LightGBM 8,865,905 14,321 2,977 120 2,768 102 0.15 0.07
CatBoost 9,036,512 15,127 3,006 123 2,746 104 0.15 0.07
LSTM 14,604,921 20,613 3,821 144 3,319 117 0.18 0.08
GRU 16,415,682 18,167 4,051 135 3,735 106 0.21 0.08

Mean Regr. 137,296,033 197,503 11,717 444 11,330 401 0.63 0.31
Median Regr. 138,962,435 122,789 11,788 350 11,403 295 0.63 0.24

All models provide reliable forecasts, consistently outperforming naive mean and median base-
lines. The GBMs (XGBoost, LightGBM, CatBoost) capture both stable regimes and volatile tran-
sitions, with only minor drifts near sharp shifts. RNNs tend to oversmooth stable periods, as
seen in BTC forecasts between Dec 2022 and Feb 2023.

5.6.4. Analysis of Results

Performance was quantified using MSE, Root Mean Squared Error (RMSE), Mean Absolute Er-
ror (MAE), and Mean Absolute Percentage Error (MAPE), alongside two deterministic baselines
(mean and median regressors). Results are shown in Table 5.3.

All models substantially outperform the deterministic baselines. GBMs achieve the strongest
results: for BTC, their average RMSE is 3,050 (22% lower than RNNs and 74% lower than
baselines); for ETH, their average RMSE is 120 (14% lower than RNNs and 70% lower than
baselines). Among GBMs, LightGBM performs best for BTC, while XGBoost is best for ETH.
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Figure 5.5.: Forecasted closing prices for BTC (left) and ETH (right) in the test period.

While these results do not imply precise or error-free prediction in absolute terms, they demon-
strate that correlation-informed ML models consistently extract more predictive signal than
naive statistical baselines, yielding measurable and reproducible improvements across all error
metrics.

Correlation-driven feature selection combined with GBM-based predictors provides con-
sistent improvements over naive baselines and recurrent models, making it a practical
and effective strategy for cryptocurrency price forecasting.

5.7. Lessons Learned

Our study yields two main insights.

First, cryptocoin markets, despite their pronounced volatility, display clear and persistent corre-
lation structures linkingmajor assets such as BTC and ETH to a broad set of altcoins. Correlation
alone, however, is insufficient: by applying the T-Y approach to Granger causality, we identified
a subset of altcoins that act as reliable predictors of main-coin price dynamics.
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Second, the evaluation highlights a methodological lesson. Across all experiments, GBMs (e.g.,
XGBoost, LightGBM, CatBoost) consistently outperformed recurrent architectures (LSTM, GRU),
delivering lower prediction errors with reduced training complexity.

It is important to note that the deterministic baselines (mean and median regressors) are inten-
tionally simple and serve as lower-bound references rather than competitive forecasting models.
Their role is to contextualize performance gains and verify that the learned models capture non-
trivial temporal structure beyond static predictors.

5.8. Summary and Next Steps

This chapter presented a systematic study of correlation and causality in cryptocurrency mar-
kets, covering 62 assets over nearly three years of activity. Our contributions are threefold:

• An empirical characterization of cross-asset correlations, revealing both persistent align-
ments and notable exceptions;

• A causality analysis showing that several altcoins Granger-cause BTC and ETH price move-
ments;

• A comparative evaluation of forecasting models, demonstrating that GBMs consistently
outperform recurrent architectures in accuracy and efficiency.

Looking forward, several avenues of research emerge.

First, future work will extend the forecasting setup by incorporating autoregressive components
of the target series itself, combining past values of BTC or ETH with correlated altcoin features
to assess whether joint autoregressive-cross-asset models yield further performance gains.

Second, given that forecasts for ETH exhibited lower error levels and greater stability across
models, future studies should further investigate the underlying causes of this behavior, disen-
tangling the roles of price scale, volatility, market structure, and data characteristics.

Third, while this study focused on causality from altcoins to main coins for forecasting purposes,
an explicit analysis of the reverse direction (namely, whether BTC and ETH Granger-cause alt-
coin price dynamics) represents a natural extension to better characterize leader-follower rela-
tionships in cryptocurrency markets.

Fourth, we plan to extend the analysis beyond cryptocurrencymarkets, incorporating traditional
financial indices and commodities to capture cross-market dependencies. Preliminary evidence,
such as the correlation between BTC and the NASDAQ index, motivates this direction.

Fifth, we will investigate other domains where correlation and causality play predictive roles,
including e-health (e.g., early anomaly detection from body sensor data) and environmental
monitoring (e.g., earthquake forecasting).

Finally, we remain committed to open science: all datasets and code will continue to be re-
leased publicly [58], supporting reproducibility and enabling further advances in forecasting
for volatile and interdependent markets.
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Chapter 6.

CryptoAnalytics: a Toolkit for Cryptocoin Price
Forecasting

This work introduces CryptoAnalytics, a toolkit that operationalizes the insights of Chap-
ter 5. It consolidates correlation-driven forecasting methods and state-of-the-art ML models
into a unified software system, offering both reproducibility for researchers and practical util-
ity for end users. Through its modular design and integration with modern serving frameworks,
CryptoAnalytics bridges the gap between theoretical analysis and real-world deployment of
cryptocoin prediction services.
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6.1. Introduction

Cryptocoin markets are marked by rapid fluctuations, high volatility, and complex interdepen-
dencies among assets. While these dynamics make forecasting challenging, recent research
has shown that price trajectories of different coins frequently exhibit co-movement and cross-
correlation [23, 24]. These findings motivate the development of dedicated tools that can
systematically exploit such relationships to produce reliable forecasts.

To this end, we introduce CryptoAnalytics [54], a toolkit designed to support cryptocoin price
forecasting through correlation-driven modeling and state-of-the-art ML techniques. Crypto-
Analytics integrates GBMs, including XGBoost, LightGBM, and CatBoost, and RNNs, including
LSTM and GRU, within a unified and extensible framework. By doing so, it enables diverse
stakeholders, ranging from individual investors to institutions and regulators, to leverage cor-
related assets as predictors of major-coin price dynamics.

The design of CryptoAnalytics is guided by three goals:

• Accessibility: a straightforward interface lowers the barrier to entry for non-expert users;

• Flexibility: multiple learning algorithms and customizable predictor sets accommodate
a variety of forecasting needs;

• Deployability: the system is engineered for integration into production environments,
serving as the basis for real-time forecasting services.

CryptoAnalytics has already been employed in peer-reviewed studies [52, 53], whose results
were presented in Chapter 5. In that context, it proved effective in uncovering correlation
patterns across dozens of cryptocoins and in forecasting BTC and ETH prices with high accuracy.
Whereas Chapter 5 developed the theoretical and empirical foundations of correlation-driven
forecasting, CryptoAnalytics embodies their concrete implementation, consolidating those
insights into a practical and extensible software system.

By integrating the methods introduced earlier into a unified toolkit, CryptoAnalytics con-
tributes both to reproducible research and to the creation of robust, ready-to-use services for
cryptocoin price prediction.

6.2. RelatedWork

The growing interest in cryptocoins as investment assets has led to the emergence of numerous
forecasting services. Popular platforms such as WalletInvestor [220], CryptoPredictions [221],
and DigitalCoinPrice [222] provide daily, monthly, and yearly forecasts for hundreds or even
thousands of coins. These systems typically combine market indicators such as exchange rates,
trade volumes, and historical volatilities, often through regression-based or proprietary ML
models. However, their internal pipelines are rarely documented in detail, reproducibility is
limited, and full functionality is frequently locked behind paid subscriptions.
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6.3. The CryptoAnalytics Toolkit

In contrast, CryptoAnalytics is an open-source toolkit that consolidates state-of-the-art ML
models for reproducible cryptocoin forecasting. Its design differs from existing services in three
key respects. First, its transparency and accessibility make it suitable for both research and
practice, while also supporting external contributions such as new data connectors or addi-
tional algorithms. Second, rather than relying solely on autoregressive features of the target
coin, CryptoAnalytics leverages correlation-driven predictors, i.e., price series of strongly cor-
related altcoins, a strategy shown in Chapter 5 to significantly improve forecasts for BTC and
ETH. Third, it integrates a diverse set of forecasting approaches, ranging from GBMs (XG-
Boost, LightGBM, CatBoost) to RNNs (LSTM, GRU), enabling systematic benchmarking within
a unified workflow.

6.3. The CryptoAnalytics Toolkit

6.3.1. System Requirements

CryptoAnalytics runs on standard desktop and server environments without strict hardware
requirements. Since training RNNs can be computationally intensive, the toolkit automatically
detects CUDA-capable [223] Graphics Processing Units (GPUs) and leverages them when avail-
able. If no GPU is present, the entire pipeline executes on the CPU, ensuring portability. The
toolkit requires Python v3.9.10.

6.3.2. Software Architecture

CryptoAnalytics implements a cryptocoin forecasting pipeline exposed through a Command-
Line Interface (CLI). The workflow is organized into five steps: (i) data pull, (ii) data split,
(iii) model pretrain, (iv) model forecast, and optionally (v) correlation analysis. The overall
execution flow is shown in Fig. 6.1, where each step is represented as a modular component
that can be executed independently or combined into an end-to-end pipeline. This modular
architecture facilitates reproducibility and extensibility, making it straightforward to integrate
new data sources, models, or evaluation methods.

data_pull.py data_split.pydataset
csv

train set
csv

valid set
csv

correlation
analysis.py dataset

optional
csv model

pretrain.py
model

forecast.pypretrained
pth,txt

predictions
txt

➊ ➋ ➌

➎ ➏ ➐
➍

Figure 6.1.: Workflow and core functionalities of CryptoAnalytics.

6.3.3. Core Functionalities

The functionalities of CryptoAnalytics map directly onto the forecasting pipeline shown in
Fig. 6.1. Each step is implemented as a CLI command with configurable arguments.
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Data pull (Fig. 6.1-Ê) generates datasets of Open-High-Low-Close (OHLC) cryptocoin prices
from CoinMarketCap [204]. OHLC charts are widely used in financial markets to represent
price movements over time. Configurable arguments include the destination directory, output
file name, list of coins (in .json format), and start/end dates (in %d-%m-%Y format). The
resulting dataset is passed as input (Fig. 6.1-Ë) to the next step.

Data split (Fig. 6.1-Ì) partitions the dataset into training and validation subsets. Both aver-
age OHLC and Close price can be used as the target variable. The training set is used during
model fitting (Fig. 6.1-Í), while the validation set supports hyperparameter tuning and, later,
feature-coin trajectory projection in the forecasting phase. Configurable arguments include the
destination directory, output file names, path to the dataset, selected price variable, and the
ratio for the train/validation split (expressed as floats).

Model pretrain (Fig. 6.1-Î) trains ML models (RNNs and GBMs) for cryptocoin forecasting.
Its execution produces a pretrained model (Fig. 6.1-Ï), stored either as a .pth file for PyTorch
models (LSTM, GRU) or as a .txt file for GBMs (XGBoost, LightGBM, CatBoost). Forecasts
for a target coin are generated from the trajectories of correlated feature coins, which can be
pre-selected through correlation analysis. Configuration files in .json format specify model
settings: for RNNs, the number of hidden layers, neurons per layer, training epochs, and batch
size; for GBMs, the number of tree splits. Common parameters include learning rate, random
seeds, and early-stopping patience. Configurable arguments include the destination directory,
output file name, paths to train and validation sets, chosen ML model, target coin, feature-coin
list, and configuration file.

Model forecast (Fig. 6.1-Ð) generates price predictions using pretrained models. In this phase,
the validation set is used to fit a Holt-Winters exponential smoothing model [224, 225], which
projects feature-coin trajectories for the desired forecasting horizon. These predicted feature se-
ries are then passed to the pretrainedMLmodel to produce forecasts for the target coin. Outputs
are stored in .txt format. Configurable arguments include the destination directory, output file
name, forecasting horizon (in days), path to the validation set, path to the pretrained model,
chosen ML model, target coin, and feature-coin list. All arguments must remain consistent with
those used in the pretraining phase.

Correlation analysis is optional but useful for feature selection. It computes correlations among
cryptocoin prices using Pearson [205], Kendall [226], or Spearman [227] coefficients. Con-
figurable arguments include the destination directory, output file names, path to the dataset,
selected price variable, time window (daily, weekly, or monthly), and correlation method. This
functionality guides users in choosing the most informative predictors for model training.

6.4. Illustrative Example

This section presents a walkthrough of the full forecasting pipeline with the CryptoAnalytics
toolkit. File names and directories follow the structure in [59].
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6.4.1. Data Pull

We begin by pulling OHLC market prices from CoinMarketCap. In this example, 8 cryptocoins
are selected: Bitcoin (BTC), Ether (ETH), Tether (USDT), USD Coin (USDC), Ripple (XRP),
Binance USD (BUSD), Cardano (ADA), and Dogecoin (DOGE), defined in the coins.json file
inside the /examples directory. The time frame spans three months (15-08-2023 to 15-11-
2023). The corresponding command (Fig. 6.1-Ê) is:

1 python data_pull.py \
2 --filename "dataset" \
3 --coins "examples/coins.json" \
4 --start "15-08-2023" \
5 --end "15-11-2023"

this produces dataset.csv (Fig. 6.1-Ë), consisting of six columns: Date, Open, High, Low,
Close, and Coin.

6.4.2. Data Split

The dataset is then partitioned into training and validation subsets. Here, 80% of the data is
used for training and 20% for validation, with the average OHLC price as the target variable.
The corresponding command (Fig. 6.1-Ì) is:

1 python data_split.py \
2 --filenames "train" "valid" \
3 --data "dataset.csv" \
4 --variable "avg_ohlc" \
5 --train 0.8 \
6 --valid 0.2

this generates train.csv, from 15-08-2023 to 28-10-2023, and valid.csv, from 29-10-2023
to 15-11-2023 (Fig. 6.1-Í).

6.4.3. Correlation Analysis (Optional)

Correlation analysis can assist in selecting feature coins. Using BTC as the target, we identify
five highly correlated assets (Pearson > 0.5) with a daily sliding window. The corresponding
command is:

1 python correlation_analysis.py \
2 --filename "correlations" \
3 --data "dataset.csv" \
4 --window "daily" \
5 --method "pearson"
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this produces correlations.csv, a cross-correlation matrix of all selected coins. Stablecoins
are excluded, leaving ETH, XRP, DOGE, and ADA as feature variables.

6.4.4. Model Pretrain

Next, we pretrain an ML model to forecast the average OHLC price of Bitcoin. For this demon-
stration, we use an LSTM network with configurations defined in config_nn.json and the
feature coins listed in features.json. The corresponding command (Fig. 6.1-Î) is:

1 python model_pretrain.py \
2 --filename "lstm" \
3 --train "train.csv" \
4 --valid "valid.csv" \
5 --target "btc" \
6 --features "examples/features.json" \
7 --model "lstm" \
8 --config "examples/config_nn.json"

this creates a pretrained model stored as lstm.pth (Fig. 6.1-Ï).

6.4.5. Model Forecast

Finally, we use the pretrained model to generate predictions on unseen data. Here, the goal is
to forecast Bitcoin prices for the next 7 days. The corresponding command (Fig. 6.1-Ð) is:

1 python model_forecast.py \
2 --filename "predictions" \
3 --valid "valid.csv" \
4 --horizon 7 \
5 --pretrained "lstm.pth" \
6 --target "btc" \
7 --features "examples/features.json" \
8 --model "lstm"

this produces predictions.txt, containing forecasts of Bitcoin average OHLC prices for 16-
11-2023 to 22-11-2023.

The forecasts achieved good accuracy, with MAPE ≈ 6.57%¹ and RMSE ≈ 2438.37 USD com-
pared to observed CoinMarketCap prices.

1 Predicted: 34368.3, Real: 36878.7
2 Predicted: 34363.8, Real: 36341.8
3 Predicted: 34366.0, Real: 36570.9

¹According to [228], a MAPE below 10% indicates a highly accurate model.
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4 Predicted: 34368.5, Real: 36974.1
5 Predicted: 34365.5, Real: 37372.6
6 Predicted: 34368.4, Real: 36682.0
7 Predicted: 34364.3, Real: 36679.2

6.5. Deployment of CryptoAnalytics

This section discusses the deployment of CryptoAnalytics to build fast and reliable cryptocoin
prediction services. We benchmarked the toolkit against three widely adopted serving frame-
works: TorchServe [47], BentoML [48], and MLflow [49]. For MLflow, we considered two
scenarios: a base setup with a local Flask server [177], and an alternative configuration with
MLServer [50].

Experiments were conducted on a dedicated server-class machine running Ubuntu 22.04.2 LTS
(Linux kernel 5.15.0-88-generic), equipped with a 64-core Intel Xeon® E5-2683 v4 CPU at
2.10GHz and 128GB RAM. Performance was evaluated using oha [199], which repeatedly
submitted prediction requests to the CryptoAnalytics server over a two-minute interval. We
measured response latency while varying the forecasting horizon (i.e., the number of future
daily prices to predict) from 0 (baseline) to 32 steps.
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Figure 6.2.: Benchmark of deployment frameworks for CryptoAnalytics.

The results (Fig. 6.2) indicate that the forecasting horizon has negligible impact on latency.
Among the tested frameworks, MLflow achieved the best performance, with delays consistently
clustering around ≈ 0.04 seconds in both scenarios. BentoML showed higher latencies, while
TorchServe reached intermediate levels.

These findings complement those of Chapter 4, which considered a wider range of workloads
and metrics and found domain-specific frameworks such as TorchServe to be more efficient
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overall. Together, the two perspectives suggest that MLflow provides a practical baseline for
deploying CryptoAnalytics, while specialized frameworks remain preferable for large-scale
scenarios where low-latency inference is critical.

Ready-to-use deployment configurations for all frameworks are available in [59].

6.6. Lessons Learned

The development and evaluation of CryptoAnalytics yield three main lessons.

First, although cryptocoin markets remain highly volatile, their price dynamics are not entirely
random: persistent co-movement and correlation patterns can be systematically exploited for
forecasting. This insight, demonstrated empirically in Chapter 5, underpins the design of Cryp-
toAnalytics as a practical implementation of correlation-driven modeling.

Second, while advanced ML methods such as GBMs and RNNs enable accurate forecasts, their
adoption is often hindered by the complexity of model configuration, training, and validation.
CryptoAnalytics addresses this challenge by encapsulating statistical workflows into a stream-
lined CLI, lowering the entry barrier for non-experts while saving time for experienced practi-
tioners.

Third, deployment experiments confirm that CryptoAnalytics integrates smoothly with serv-
ing frameworks including TorchServe, BentoML, and MLflow, enabling the construction of ef-
ficient and reliable forecasting services. This demonstrates the toolkit’s versatility, both as a
research instrument and as a foundation for production-grade applications.

6.7. Summary and Next Steps

This chapter introduced CryptoAnalytics, a Python-based toolkit for cryptocoin price forecast-
ing. The toolkit automates the full pipeline, from data collection and preprocessing to model
training, validation, and inference, with optional correlation analysis to guide feature selection.
It supports both GBMs and RNNs, and its modular design enables seamless deployment with
modern serving frameworks.

The lessons learned show that CryptoAnalytics serves both research and practice: researchers
benefit from reproducibility and extensibility, while investors, institutions, and regulators gain
a practical instrument for navigating volatile markets.

Looking ahead, several directions stand out. First, we plan to expand the range of supported
data sources and models, further broadening applicability. Second, integration with stream-
ing architectures could enable near real-time forecasting, extending the toolkit’s value to high-
frequency trading and risk monitoring. Finally, beyond cryptocoins, the general workflow of
CryptoAnalytics can be adapted to domains where time-series co-movements and correla-
tions play a central role, including finance, healthcare, and environmental monitoring.
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By bridging advanced ML methods with accessible software design, CryptoAnalytics trans-
lates the theoretical insights of Chapter 5 into a concrete and reusable artifact, contributing
both to reproducible research and to practical forecasting services.
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Chapter 7.

PhishingHook: Phishing Detection in EVMSmart
Contracts

In this chapter, we introduce PhishingHook, the first framework for detecting phishing Smart
Contracts on the Ethereum blockchain through opcode-level analysis. We design a fully re-
producible pipeline encompassing dataset construction, bytecode disassembly, model training,
and post hoc interpretability. Sixteen Machine Learning models are benchmarked across four
families, showing that static opcode-based detection achieves high accuracy without relying on
transaction data. The results establish PhishingHook as a practical foundation for reproducible
research and large-scale defense against phishing in decentralized ecosystems.
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7.1. Introduction

Ethereum is one of the most widely used blockchains, second only to Bitcoin in market capital-
ization [229], and hosts a rapidly expanding ecosystem of Decentralized Applications (dApps)
powered by Smart Contracts (SCs) [18]. These programs execute within the Ethereum Virtual
Machine (EVM), a stack-based computing environment whose behavior can be formally veri-
fied [230] and whose semantics are defined through low-level opcodes governing arithmetic,
memory, and control operations. The expressive power of SCs, combined with the large finan-
cial assets they manage, has made Ethereum a prime target of cyberattacks [25–28].

While vulnerabilities such as reentrancy flaws, arithmetic overflows, and front-running have
been extensively studied, phishing attacks have recently become one of the most prevalent and
damaging threats in the Ethereum ecosystem [231]. Unlike classical web-based phishing [232,
233], contract-level phishing leverages the programmability of the EVM to deceive users and
exfiltrate assets. The scale and velocity of these attacks demand early and accurate detection,
yet most existing solutions are proprietary [234], costly, and rarely reproducible. Moreover, the
lack of open-source frameworks for benchmarking detection techniques leaves both researchers
and practitioners without a clear basis for comparison.

To address this gap, we introduce PhishingHook [55, 56], a framework for detecting phish-
ing SCs through opcode-level analysis. PhishingHook is the first system explicitly designed
to support reproducible evaluation of diverse approaches, ranging from traditional Machine
Learning (ML) techniques to modern Deep Learning (DL) and Large Language Models (LLMs).
In particular, we benchmark 16 models, including seven architectures: two variants of Vision
Transformers (ViTs), ESCORT [235], and two variants each of Generative Pretrained Trans-
former 2 (GPT-2) [108] and Text-to-Text Transfer Transformer (T5) [109], that have not previ-
ously been tested in this context. Beyond model benchmarking, the framework includes mod-
ules for dataset construction, bytecode extraction and disassembly, training and evaluation, and
post hoc interpretability, making it a comprehensive environment for both research and deploy-
ment.

The contributions of this chapter are as follows:

• The construction and public release of the largest dataset of phishing SCs on Ethereum,
available at [61];

• The design and implementation of the PhishingHook framework, streamlining data
gathering, disassembly, and model evaluation;

• An extensive experimental study of 16 detection techniques, spanning traditional MLmod-
els, computer vision methods, LLMs, and specialized vulnerability detectors;

• A post hoc analysis offering opcode-level explainability for model predictions, supporting
transparency and trust in automated detection.

By making datasets, source code, and workflows publicly available, PhishingHook advances
reproducibility in blockchain security research and provides a practical foundation for building
deployable phishing detection services.
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7.2. RelatedWork

To the best of our knowledge, PhishingHook is the first framework dedicated exclusively to
the detection of phishing SCs through opcode-level analysis. Prior research can be grouped into
four main categories.

A first line of work addresses opcode-based fraud detection. These systems operate directly on
contract bytecode to identify fraudulent behaviors such as Ponzi schemes or honeypots, though
not phishing specifically. Examples include SCSGuard [147], which combines opcode n-grams
with a Gated Recurrent Unit (GRU) and attention mechanism, and ECA+EfficientNet [148],
which maps bytecode to RGB images for vision-based classification. HoneyBadger [138] uses
symbolic execution and heuristics to detect honeypots, while Al-SPSD [139] applies ordered
boosting over opcode features to flag Ponzi contracts. Other studies [236, 237] rely on super-
vised classifiers such as Random Forests (RFs) and K-Nearest Neighbors (KNN) after feature
extraction from opcode sequences.

A second strand investigates transaction-based phishing detection. Rather than analyzing byte-
code, these approaches examine transaction traces. Eth-PSD [140], for example, applies ML
classifiers to scam-related transactions, while TxPhishScope [141] dynamically interacts with
suspicious websites, triggering transactions to uncover associated phishing accounts. While ef-
fective at labeling transactions, such methods face scalability challenges for contract-level clas-
sification and may expose sensitive data when replaying malicious interactions. By contrast,
PhishingHook focuses solely on contract code, thereby avoiding these limitations.

A third category concerns opcode-based vulnerability detection, where the goal is to uncover
exploitable flaws rather than social engineering attacks. Systems such as ESCORT [235], Co-
deNet [143], and WIDENNET [144] are representative DL models for classifying vulnerable
contracts. Similarly, BLSTM-ATT [145] and related BiLSTM architectures [146] target specific
vulnerabilities like reentrancy bugs. While methodologically close in their reliance on opcodes,
these approaches are not designed to capture phishing behaviors.

Finally, symbolic execution and verification tools provide formal or semi-formal contract analy-
sis. DefectChecker [238] detects eight classes of defects, while Mythril [239], Securify2 [240],
and Slither [241] are widely used verification frameworks. Comparative studies [242, 243]
show their limited effectiveness, especially for complex contracts. Echidna [244] extends this
line with fuzzing-based testing. Although effective at uncovering bugs, these approaches are
computationally expensive and not tailored to phishing detection.

In summary, while prior work spans fraud detection, transaction analysis, vulnerability discov-
ery, and formal verification, none provide an open, opcode-level, phishing-focused detection
framework. PhishingHook fills this gap by systematically benchmarking a broad spectrum
of models, enabling reproducible comparisons and advancing the defense against phishing in
Ethereum.
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7.3. The PhishingHook Framework

The architecture of PhishingHook consists of six building blocks: an initial data gathering
phase, followed by the Bytecode Extraction Module (BEM), the Dataset Construction step, the
Bytecode Disassembler Module (BDM), the Model Evaluation Module (MEM), and finally the
Post Hoc Analysis Module (PAM). An overview is provided in Fig. 7.1.
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Figure 7.1.: The PhishingHook framework.

7.3.1. Data Gathering

The first step of PhishingHook collects a large pool of candidate SCs from the Ethereum
blockchain. We rely on the public Ethereum dataset available through Google BigQuery [245],
from which we retrieve a raw list of unlabeled contract hashes (Fig. 7.1-Ê). For our study, we
restrict the search to contracts deployed between October 2023 and October 2024, yielding
roughly 4,000,000 candidates out of the 68,681,183 contracts publicly available as of October
22, 2024.

To label phishing SCs, we use etherscan.io [246], which flags malicious contracts with the
label Phish/Hack (Fig. 7.1-Ë). While any third-party labeling source can be incomplete and
may introduce bias (e.g., toward widely reported scams or known phishing patterns), Ether-
scan provides a structured reporting workflow in which suspicious addresses are first reported
and then reviewed by the platform before a public label is applied [247]. Compared to purely
community-driven repositories, this additional verification step helps reduce noise and adver-
sarial labeling. Nevertheless, our dataset should be interpreted as capturing confirmed phishing
contracts according to Etherscan at collection time, and it may under-represent undetected or
emerging phishing campaigns.

We deliberately avoid fully community-based sources such as ChainAbuse [231], which have
been shown to introduce bias in malicious contract labeling [248].
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7.3.2. Bytecode ExtractionModule

The Bytecode Extraction Module (BEM) is the first operational component of the framework.
Given a set of labeled contract addresses, BEM queries etherscan using the eth_getCode end-
point via the JSON-RPC Application Programming Interface (API) to retrieve deployed bytecode
(Fig. 7.1-Ì). The resulting bytecodes form the core dataset used for model training and evalu-
ation (Fig. 7.1-Í). This step is critical since bytecode is always publicly available on Ethereum,
whereas source code is accessible only if voluntarily published.

7.3.3. Dataset Construction

From the initial 4 million collected contracts, we obtained 17,455 labeled as phishing. Among
these, 3,458 correspond to unique bytecodes, while the remainder are duplicates. This high
redundancy is largely due to minimal proxy contracts [249], i.e., lightweight clones that share
the same bytecode as their target contract. To balance the dataset, we added a comparable
number of benign samples (contracts not flagged as malicious). The final dataset includes 7,000
bytecodes, released publicly [61]. To our knowledge, this is the largest dataset of phishing SCs
currently available. The temporal distribution of phishing contracts over the observation period
is shown in Fig. 7.2. The pronounced increase observed between January and March 2024
is consistent with external reports documenting a sharp rise in phishing activity during this
period, particularly linked to the rapid growth of speculative trading activity [250].
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Figure 7.2.: Number of phishing contracts per month from October 2023 to October 2024.

7.3.4. Bytecode Disassembler Module

The Bytecode Disassembler Module (BDM) converts raw bytecode into sequences of opcodes
(Fig. 7.1-Î). This step is essential since malicious actors rarely release source code, making
static analysis dependent on bytecode. BDMoutputs each instructionwith its mnemonic (human-
readable alias), operand, and gas cost. For instance, the bytecode 0x6080604052 is disassem-
bled into the sequence: (PUSH1, 0x80, 3), (PUSH1, 0x40, 3), (MSTORE, NaN, 3). Results
are stored in .csv format for downstream tasks (Fig. 7.1-Ï).

In practice, BDM is required only for a subset of models, namely Histogram Similarity Clas-
sifiers (HSCs) and ViT+Frequency, which operate on opcode-level features rather than raw
bytecode. To implement this, we extended the Python library evmdasm [251], originally last

85



Chapter 7. PhishingHook: Phishing Detection in EVM Smart Contracts

updated during the Arrow Glacier fork (2022). Our extension adds support for new EVM in-
structions introduced in the Shanghai fork, including INVALID and PUSH0. This enhanced ver-
sion is released alongside our dataset [61].

A natural question is whether opcode frequency alone suffices to distinguish phishing from
benign contracts. As shown in Fig. 7.3, the distribution of opcode usage across 20 representative
instructions is similar for both classes, indicating that phishing cannot be reliably detected by
frequency-based heuristics alone.

RE
TU

RN
DA

TA
SIZ

E
RE

TU
RN

DA
TA

CO
PY GA
S OR

AD
DR

ES
S

ST
AT

IC
CA

LL LT SH
L

LO
G3

RE
TU

RN
PU

SH
1

SW
AP

3
RE

VE
RT

ML
OA

D
CA

LL
DA

TA
LO

AD PO
P

ISZ
ER

O
SE

LF
BA

LA
NC

E
MS

TO
RE AN
D

100

101

102

103

Ti
m

es
 u

se
d

BENIGN PHISHING

Figure 7.3.: Opcode usage distribution for 20 selected instructions across phishing and benign
contracts.

7.3.5. Model EvaluationModule

The Model Evaluation Module (MEM) (Fig. 7.1-Ð) performs systematic training and bench-
marking of ML models for phishing detection. We evaluate 16 models across four categories:
(i) Histogram Similarity Classifiers (HSCs), (ii) Computer Vision Models (CVMs), (iii) Large
Language Models (LLMs), and (iv) Vulnerability Detection Models (VDMs). This includes state-
of-the-art methods originally designed for fraud detection in SCs (e.g., ECA+EfficientNet, SCS-
Guard) as well asmodern architectures adapted from other domains, such as ViT, GPT-2, and T5.
Transformers are preferred over Recurrent Neural Networks (RNNs) given their superior rep-
resentation learning capabilities for sequential code and malware detection [252, 253]. Model
configurations and evaluation metrics are detailed in Section 7.4.

7.3.6. Post Hoc Analysis Module

The Post Hoc Analysis Module (PAM) (Fig. 7.1-Ñ) provides statistical validation of the results
obtained in MEM. Its role is to ensure that performance differences across models are statis-
tically significant rather than due to random variation. We rely on standard statistical tests
and post hoc procedures, implemented in R, to compare families of models. PAM thus com-
plements MEM by grounding conclusions in rigorous statistical analysis. Further details on the
procedures are provided in Section 7.4.5.
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7.4. Evaluation

This section evaluates the performance of PhishingHook across multiple detection models and
experimental settings. We describe the hardware and software environment, present the bench-
marked models, and discuss the statistical procedures used to compare results.

7.4.1. Experimental Setup

The evaluation was performed on two GPU-enabled nodes. The first machine features an
Intel Core i7-14700KF® CPU (28 cores, 5.5GHz), 64GiB of RAM, and an NVIDIA GeForce
RTX® 4090 GPU with 24GiB of VRAM, running CUDA 12.2. The second machine is equipped
with an Intel Xeon Platinum 8562Y+® CPU (32 cores, 2.8GHz), 126GiB of RAM, and an
NVIDIA® H100 NVL GPU with 94GiB of VRAM, running CUDA 12.4.

For DL models, training and testing were implemented in PyTorch v2.5, while classical ML
models were developed using Scikit-learn v1.5. The post hoc analysis module of PhishingHook
was implemented in R v4.4.

7.4.2. ComparedModels

PhishingHook addresses a binary classification task: determining whether a SC is a phishing
contract or not. To this end, we evaluate a broad range of detection approaches drawn from
different domains, reimplemented from scratch within the PhishingHook framework, since
original implementations were not publicly available. In total, 16 models are benchmarked,
spanning Histogram Similarity Classifiers (HSCs), Computer Vision Models (CVMs), Large Lan-
guage Models (LLMs), and a Vulnerability Detection Model (VDM). They are summarized be-
low.

HSCs. Following [236], each contract bytecode is represented as a histogram of opcode oc-
currences, yielding a vector of length equal to the number of unique opcodes in the training
set. This vector is directly fed, without normalization or standardization, into several classical
ML classifiers from Scikit-learn [176]: Random Forest (RF), Light Gradient Boosting Machine
(LightGBM), K-Nearest Neighbors (KNN), Extreme Gradient Boosting (XGBoost), Categorical
Boosting (CatBoost), Logistic Regression (LogReg), and Support Vector Machine (SVM).

ViT+R2D2 (CVM). Inspired by Android malware detection research [254], bytecodes are in-
terpreted as sequences of hexadecimal color codes mapped into the RGB space. The resulting
pixels form a 224×224×3 tensor (zero-padded if necessary), which is processed by a Vi-
sion Transformer (ViT-B/16) [107] pretrained on ImageNet [191, 198] (weights from Hugging
Face [255]) and fine-tuned on the phishing classification task.

ViT+Freq (CVM). Each opcode and operand from disassembled bytecode is encoded into a
frequency value based on its occurrence in the training set, mapped into RGB channel intensities.
The resulting fixed-size 224×224×3 tensor (zero-padded if required) is processed by the same
pretrained ViT-B/16 model as in ViT+R2D2. This follows the frequency encoding approach
proposed in [256].
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ECA+EfficientNet (CVM). Following [148], contract bytecodes are mapped into RGB images
and classified using an EfficientNet-B0 backbone [100] augmented with an Efficient Channel
Attention (ECA) module [101]. A global average pooling layer reduces dimensionality before
classification.

SCSGuard (LLM). Proposed by [147], SCSGuard encodes bytecode as n-grams (6-character
hexadecimal strings) mapped into integer indices and padded to uniform length. The model
combines an embedding layer, a multi-head attention block, a GRU layer to capture sequential
dependencies, and a fully connected classification head.

GPT-2 and T5 (LLMs). We fine-tune two Transformer-based language models, GPT-2 [108]
and T5 [109], using Hugging Face implementations [172]. Although originally designed for
text, these models can process raw bytecode sequences tokenized via the GPT2Tokenizer and
T5Tokenizer. Despite their moderate size (up to 1.5B parameters), such models have shown
strong performance in classification tasks [257, 258].

ESCORT (VDM). Originally introduced for SC vulnerability detection [235], ESCORT embeds
contract bytecodes into a vector space processed by a deep neural network. While its primary
purpose is multi-class vulnerability classification with transfer learning capabilities, here it is re-
purposed for binary phishing detection. To the best of our knowledge, this is the first application
of ESCORT to phishing SCs.

7.4.3. Hyperparameter Search

We use Optuna [259], an open-source framework for automated hyperparameter optimization,
to tune all models in PhishingHook. Optuna employs metaheuristic search strategies and a
define-by-run API, which enables dynamic construction of search spaces at runtime. For each
model, optimizationwas performed through grid search over the defined parameter space, using
10-fold cross-validation to ensure robustness and prevent overfitting.

7.4.4. Analysis of Results

To ensure the stability of results, we performed a 10-fold cross-validation over three runs, for
a total of 30 experiments per model (excluding hyperparameter optimization). The metrics
reported in Table 7.1 are averaged over all folds and runs.

We evaluate two variants of GPT-2 and T5: 𝛼, where opcode sequences are truncated to fit
model token limits and GPU constraints (NVIDIA GeForce RTX® 4090), and 𝛽, trained on an
NVIDIA® H100 NVL GPU, where full bytecodes are processed in chunks using a sliding window.
SCSGuard, based on n-gram encoding, remains unaffected by these constraints. Our results
show that the vulnerability detector ESCORT is not effective when adapted to the classifica-
tion of phishing SCs. This limitation stems from the intrinsic mismatch between vulnerability
detection and phishing, as the latter exploits behavioral deception patterns rather than explicit
technical flaws in contract logic. By contrast, vision-based models operating on bytecode images
can still perform well, as they capture localized statistical regularities in opcode distributions
without relying on explicit semantic understanding of vulnerabilities. This distinction is further
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analyzed through post hoc interpretability in Section 8.5.6, where class activation mapping re-
veals that vision models focus on compact, early bytecode regions rather than full control-flow
semantics.

The most accurate models are the HSCs, with an average Accuracy of 91.52%, F1 Score of
91.44%, Precision of 91.61%, and Recall of 91.32%. Among them, the RF classifier achieves the
best overall performance. LLMs rank second, with an average Accuracy of 88.83%, F1 Score of
88.17%, Precision of 89.50%, and Recall of 88.07%, where SCSGuard is the strongest performer.
CVMs report an average Accuracy of 83.75%, F1 Score of 83.40%, Precision of 83.26%, and
Recall of 83.63%, with ECA+EfficientNet outperforming other vision-based methods. Overall,
all models achieve reasonable accuracy in distinguishing phishing from benign contracts, with
a global average of 89.07% Accuracy, 88.74% F1, 89.24% Precision, and 88.70% Recall.

These findings are consistent with prior studies. For HSCs, RF also emerged as the top model
in [236], though with slightly lower Accuracy (85.17%). In contrast, ECA+EfficientNet [148]
reported 98.2% Accuracy, but on broader fraud datasets, making direct comparison to our
phishing-specific results difficult. SCSGuard [147] correctly detected four out of five phishing
scams, with a lower overall Accuracy of 80%. The remaining models were newly implemented
within PhishingHook; ESCORT, originally designed for vulnerability detection, had not been
tested for fraud classification before this study.

The reported metrics are essential for evaluating the effectiveness of malware and fraud de-
tection systems [260]. However, performance must also be weighed against computational
cost, including training and inference times relative to dataset size, an aspect examined in Sec-
tion 7.4.6.

7.4.5. Post Hoc Analysis

This section describes the methodologies applied for the post hoc analysis of results. The ob-
jective is to rigorously compare model performance metrics (Accuracy, Precision, Recall, and F1
Score) and assess the statistical significance of observed differences.

The vulnerability detector ESCORT was excluded from this analysis due to its poor perfor-
mance on the phishing detection task. Similarly, GPT-2𝛽 and T5𝛽 were omitted as the lowest-
performing variants of their respective models. The post hoc analysis was conducted on the
complete experimental results, comprising 30 trials per model (10-fold cross-validation × 3
runs), for a total of 390 observations (13 models × 30 trials).

We first tested the normality of eachmetric distribution using the Shapiro-Wilk (S-W) test [261].
This step is essential, since the subsequent choice between parametric and non-parametric tests
depends onwhether normality holds. The S-W statistic𝑊, indicating the likelihood of observing
the data under the null hypothesis, is computed as:

𝑊 =
(∑𝑛

𝑖=1 𝑎𝑖𝑥(𝑖))
2

∑𝑛
𝑖=1(𝑥𝑖− ̄𝑥)2
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Table 7.1.: Performance metrics (%) for models supported in PhishingHook. Best values are
shown in bold. Symbols: †: Histogram, ‡: Vision, ∗: Language, §: Vulnerability.

Model Accuracy F1 Score Precision Recall
Random Forest† 93.63 93.49 94.23 92.76

k-NN† 90.60 90.62 89.31 91.99
SVM† 92.60 92.32 94.53 90.21

Logistic Regression† 83.91 84.13 82.03 86.38
XGBoost† 93.43 93.30 93.74 92.88
LightGBM† 93.39 93.26 93.80 92.73
CatBoost† 93.10 92.95 93.62 92.30

ECA+EfficientNet‡ 86.63 86.16 86.88 85.52
ViT+R2D2‡ 85.52 85.14 85.20 85.15
ViT+Freq‡ 79.11 78.90 77.71 80.23
SCSGuard∗ 90.46 90.12 90.95 89.35
GPT-2∗𝛼 89.95 89.60 90.39 88.91
T5∗𝛼 89.67 89.28 90.25 88.35

GPT-2∗𝛽 88.65 88.36 88.40 88.36
T5∗𝛽 85.41 83.47 87.49 85.40

ESCORT§ 55.91 55.82 55.78 55.91

Table 7.2.: Results of the Kruskal-Wallis test for performance metrics. Significant if 𝑝𝑎𝑑𝑗 <0.05.

Metric H p padj
Accuracy 360.81 7.35×10−70 2.94×10−69

F1 Score 359.78 1.21×10−69 3.63×10−69

Precision 345.21 1.44×10−66 2.88×10−66

Recall 322.03 1.10×10−61 1.10×10−61

where 𝑥(𝑖) are ordered sample observations, 𝑎𝑖 are coefficients, ̄𝑥 is the sample mean, and 𝑛 is
the sample size. The null hypothesis of normality is rejected for low𝑊 values (𝑝 < 0.05). In our
case, normality was violated for 20 out of 52 model-metric pairs. Consequently, we applied the
non-parametric Kruskal-Wallis (K-W) test [262] to determine whether statistically significant
differences exist among model medians.

The K-W statistic 𝐻 is defined as:

𝐻 =
12

𝑁(𝑁 +1)

𝑘
∑
𝑖=1

𝑅2
𝑖

𝑛𝑖
−3(𝑁 +1)

where 𝑘 is the number of groups, 𝑛𝑖 the number of observations in group 𝑖, 𝑁 the total number
of observations, and 𝑅𝑖 the sum of ranks within group 𝑖.

The null hypothesis that all models share the same median performance is rejected for high 𝐻
values (𝑝 < 0.05). To mitigate false positives, we applied the Holm-Bonferroni correction [263].
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As shown in Table 7.2, the null hypothesis was rejected for all four metrics, confirming statisti-
cally significant performance differences across models.

To identify which model pairs differed, we performed a Dunn’s test [264] with Holm-Bonferroni
correction, the appropriate non-parametric post hoc procedure following a rejected Kruskal-
Wallis test [265]. The Dunn’s test statistic 𝑍 is computed as:

𝑍 =
( ̄𝑅𝑖− ̄𝑅𝑗)

√𝑁(𝑁+1)
12 ( 1

𝑛𝑖
+ 1

𝑛𝑗
)

where ( ̄𝑅𝑖− ̄𝑅𝑗) is the difference in mean ranks between groups 𝑖 and 𝑗, and the denominator
accounts for rank variance adjusted by group size.
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Figure 7.4.: Dunn’s test for pairwise comparisons between model metrics. Significant if 𝑝adj <
0.05. Significance levels range from (highly significant) to (mildly signifi-
cant). Non-significant results are labeled as ns.

Figure 7.4 summarizes the results. For Accuracy, F1 Score, and Precision, 65.38% of model
pairs exhibited statistically significant performance differences, while for Recall the proportion
was 61.54%. When restricting to pairs within the same model family (e.g., SVM and k-NN for
HSCs, GPT-2 and T5 for LLMs), the proportion of significant differences decreased: 37.04% for
Accuracy and F1, 40.74% for Precision, and 33.33% for Recall. Conversely, for model pairs be-
longing to different categories, these values increased to 80.39%, 78.43%, and 76.47% respec-
tively. Overall, the results confirm that differences are highly significant across heterogeneous
model families, whereas intra-family variations are comparatively minor.

7.4.6. Model Scalability Analysis

We assess the scalability of the evaluated models to study how performance varies with dataset
size. Three data splits were generated, containing respectively one-third, two-thirds, and all
available SCs. We trained and tested three representative models, SCSGuard, ECA+Efficient-
Net, and RF, corresponding to the best-performing approaches within the LLM, CVM, and HSC
families, respectively. Figure 7.5 summarizes the results. RF maintains the highest accuracy
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across all splits, showing stable behavior regardless of dataset size. In contrast, both SCSGuard
and ECA+EfficientNet exhibit clear improvements as the number of training samples increases,
suggesting that larger datasets may enable complex architectures, particularly CVMs and LLMs,
to eventually outperform HSCs.
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Figure 7.5.: Performance metrics of the best models across different dataset splits.

To further analyze model behavior under different dataset sizes, we employ a Critical Difference
Diagram (CDD) [266], shown in Figure 7.6. The diagram provides a compact visualization of
post hoc comparisons. First, a Friedman test [267] identifies whether performance differences
among models are statistically significant across data splits. When differences are found, a
Wilcoxon signed-rank test [268] determines which model pairs diverge significantly. In the di-
agram, rightmost elements correspond to the best-performing models (RF for all metrics), while
leftmost ones denote weaker performers (ECA+EfficientNet). The thick horizontal bar connects
classifiers that are not significantly different from each other. Across all metrics, 𝑝 values were
either 0.25 or 0.75, yielding adjusted 𝑝𝑎𝑑𝑗 = 0.75. Cliff’s 𝛿 [269] indicates varying effect sizes,
with notably negative values for SCSGuard compared to ECA+EfficientNet (−0.778 for Accu-
racy and F1 Score, −0.333 for Precision, and −1.0 for Recall), indicating performance declines.
However, the high 𝑝𝑎𝑑𝑗 values imply that these differences are not statistically significant. This
outcome is likely influenced by the limited sample size of the scalability experiment (36 mea-
surements in total), as non-parametric methods require larger datasets for robust statistical
power [270].
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Figure 7.6.: Critical difference diagram of model scalability.

We also examined training and inference times for the three models, reported in Figure 7.7.
Dataset size has a substantial effect on complex models, especially LLMs. On average across all
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splits, SCSGuard requires 325.3 s of training time (+64,733.4% compared to RF and+1,030.6%
compared to ECA+EfficientNet). Its average inference time per batch is 6.09 s (+57,258.5%
over RF and +622.4% over ECA+EfficientNet). For SCSGuard, both training and inference
times nearly double with each increase in dataset size (+77.35% and +68.8% on average,
respectively), while HSCs and CVMs remain comparatively stable and fast.
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Figure 7.7.: Training and inference times for the best models across dataset splits.

From an operational perspective, these results indicate that inference time is acceptable or
problematic depending on the deployment context rather than intrinsically good or bad. For
real-time settings such as cryptocurrency wallets or browser-based transaction approvals, the
low-latency behavior of HSCs makes them more suitable, as even small delays may expose users
to financial risk. Conversely, in offline or semi-online scenarios, including token listing pipelines,
compliance checks, and large-scale security audits, the higher inference cost of complex models
may be acceptable given their improved scalability with data volume. Therefore, while larger
datasets can enhance the accuracy of LLMs and CVMs, their inference overhead represents a
practical trade-off rather than a categorical limitation.

7.4.7. Time-Resistance Analysis

Building on [271], we design a time-resistance experiment to evaluate the robustness of Phish-
ingHook against temporal performance decay. A second dataset of 7,000 samples is con-
structed, ensuring that benign contracts follow the same temporal distribution as phishing ones
(Figure 7.2). The training set includes contracts deployed between October 2023 and Jan-
uary 2024, while nine subsequent test sets, covering February to October 2024, are used to
assess performance evolution over time.

As in the scalability experiment, three representativemodels are evaluated (SCSGuard, ECA+Ef-
ficientNet, and RF) to determine whether phishing contracts exhibit persistent opcode patterns
or evolve to evade detection. The results, shown in Figure 7.8, reveal stable detection perfor-
mance across months, with only a slight decline likely caused by evolving attacker behaviors,
consistent with prior observations in [271].

To quantify stability over time, we adopt the Area Under Time (AUT) metric, defined as the area
under the F1 score curve for phishing samples, with AUT ∈ [0,1]. Higher AUT values indicate
stronger robustness to temporal concept drift. RF achieves the highest stability (AUT= 0.89),
followed by SCSGuard (0.84) and ECA+EfficientNet (0.79), the latter showing greater monthly
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Figure 7.8.: Temporal evolution of performance metrics over nine months, with AUT computed
for the phishing samples’ F1 score.

variation. Despite these minor fluctuations, PhishingHook maintains consistent accuracy over
time, demonstrating resilience to evolving attack strategies and confirming its suitability as a
long-term phishing detection framework.

The dataset used for this temporal evaluation is publicly available at [61].

7.4.8. Opcode-Level Explainability

Beyond the statistical analyses discussed earlier, examining opcode influence scores provides
complementary insights into model behavior and feature relevance. This section focuses on the
best-performing classifier: the HSC model based on RF.

Figure 7.9 reports the Shapley values [272] computed for the 700 samples comprising the test
set of a random fold from Section 7.4.4. Alternative interpretability methods, such as impurity-
based feature importance, are also supported in PhishingHook, but they can introduce bias
toward high-cardinality features and yield misleading importance scores [273]. In contrast,
Shapley values provide an additive and model-agnostic explanation of each feature’s contribu-
tion to individual predictions.

Figure 7.9 should be read as follows: opcodes at the top contribute most to the classifier’s
decision, while the horizontal spread indicates the direction and magnitude of their influence.
Positive SHAP values increase the predicted probability of phishing, whereas negative values
push the prediction toward benign. Importantly, the model does not rely on a single opcode
but on a combination of weak signals whose joint distribution characterizes phishing behavior.

The vertical axis in Figure 7.9 represents the SHAP value, which quantifies how much each
feature (here, opcode usage frequency) shifts the model’s prediction away from the baseline
phishing probability across all contracts. Each point corresponds to a single contract: its posi-
tion along the horizontal axis reflects the feature value, while color encodes the magnitude of
its effect.

For instance, the cluster of contracts with SHAP values around 0.025 showing low usage of the
GAS opcode (third column) suggests that the classifier tends to associate reduced gas activity
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Figure 7.9.: SHAP values of the HSC classifier for all samples in a test split (top 20 most influ-
ential opcodes).

with a higher likelihood of phishing. In well-structured contracts, gas usage is typically handled
explicitly and defensively, especially around external calls such as [274]:

1 Address.functionDelegateCall(address(this), data[i]);

this defensive behavior may involve explicit gas checks or structured call patterns, which do not
necessarily translate into frequent occurrences of the GAS opcode itself at the bytecode level.

Phishing contracts, in contrast, often omit such checks, prioritizing rapid fund extraction over
execution safety.

However, opcode-level patterns can sometimes be ambiguous. For example, the GAS instruction
may appear in benign contracts within deprecated logic, such as [275]:

1 if (deprecated) {
2 return UpgradedStandardToken(upgradedAddress)
3 .transferByLegacy(msg.sender, _to, _value);
4 }

which produces similar disassembled bytecode. Such overlaps can reduce discriminative power
and occasionally yield false negatives. This highlights that while opcode frequency supports
valuable interpretability, effective phishing detection ultimately requires combining opcode se-
mantics with higher-level execution context.

7.5. Lessons Learned

PhishingHook demonstrates that it is possible to build efficient and reproducible ML-based
systems for detecting phishing activities directly from EVM bytecode. Our experiments show
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that purely static opcode-level analysis, without relying on transaction data or dynamic node in-
teractions, already achieves strong predictive performance, with accuracies around 90% across
most models.

Leveraging PhishingHook, highly effective opcode-based phishing detection systems
can be built without dynamic data or transaction traces.

To mitigate challenges caused by duplicated minimal proxy contracts, we integrated a dedi-
cated post hoc analysis module, allowing statistical generalization of findings from sampled
data to the broader Ethereum contract population. This analysis revealed significant perfor-
mance differences across model families, whereas variations within the same category were
less pronounced.

LLMs and CVMs do not outperform HSCs for phishing detection. Differences within the
same model families are generally less significant.

Our scalability experiments further showed that while simpler models such as HSCs remain the
most time-efficient, more complex architectures, particularly LLMs, exhibit superior scalabil-
ity as data volume increases. This observation aligns with the well-established principle that
large models often require more data to achieve strong generalization [276]. Consequently,
expanding the dataset is likely to improve detection accuracy beyond the current ≈94% ceiling
achieved by RF.

Complex models, especially LLMs, scale better than HSCs. Larger datasets can further
enhance overall accuracy.

Finally, the time-resistance analysis confirms that PhishingHook remains robust against evolv-
ing phishing strategies. HSCs display the most stable long-term performance, while LLMs and
CVMs show minor fluctuations yet maintain consistent detection capabilities over time.

PhishingHook is resilient to evolving threats. Despite minor temporal variations, it
consistently maintains reliable long-term performance.

7.6. Summary and Next Steps

PhishingHook constitutes the first comprehensive framework dedicated to detecting phishing
attacks in Ethereum SCs through opcode and bytecode-level analysis. Across sixteen evalu-
ated models, our results confirm the strong effectiveness of opcode-based approaches, which
consistently achieve high accuracy and stable performance across diverse model families.

This work contributes in several key directions: the design and implementation of the Phish-
ingHook framework, the construction and public release of the largest dataset of phishing SCs
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to date, and a detailed comparative evaluation of multiple detection techniques. The experi-
ments show that while complex architectures such as LLMs do not necessarily outperform sim-
pler classifiers, they scale more effectively as data volume increases, highlighting the trade-off
between model complexity and data efficiency.

By releasing PhishingHook as an open and reproducible platform, we enable future research
and development in blockchain and SC security. Our findings lay the groundwork for further
advances in the detection of malicious behaviors within decentralized ecosystems.

Several directions for future work emerge from this study. First, a deeper analysis of misclas-
sified contracts is needed to better understand model limitations. In particular, future investi-
gations should examine whether false positives and false negatives are shared across different
model families, whether they correspond to specific phishing strategies or contract templates,
and how such contracts are structured and deployed in practice. This analysis could reveal
systematic blind spots and guide the design of more robust hybrid detection strategies.

Second, we plan to extend PhishingHook toward real-time detection of phishing contracts be-
fore deployment on-chain and to integrate scalable inference pipelines suitable for production-
grade monitoring. We also envision its adoption by cybersecurity firms and blockchain mon-
itoring platforms such as Etherscan, strengthening proactive defense against contract-based
phishing. Finally, the methodology underlying PhishingHook can be naturally extended to
other blockchain threats, including Ponzi schemes and honeypot attacks.
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Chapter 8.

Seeing Through EVM Bytecode Obfuscation

This chapter examines the resilience of Smart Contract malware detection in the presence of
adversarial bytecode obfuscation. Although obfuscation is widely used to hinder reverse engi-
neering, its practical impact on the security of Ethereum contracts, both in terms of syntactic va-
lidity and semantic preservation, remains poorly understood. By evaluating two state-of-the-art
obfuscators across a large corpus of real-world phishing and honeypot malware, we assess how
structural rewriting affects deployability, functional behavior, gas usage, and the performance
of diverse Machine Learning detectors. This analysis provides the first empirical foundation for
understanding how obfuscation reshapes the risks and defenses surrounding malicious Smart
Contracts.
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8.1. Introduction

SCs on Ethereum autonomously manage digital assets and govern dApps, operating within a
financial landscape that routinely involves billions of dollars [25, 26]. These programs execute
on the EVM, a stack-based runtime that interprets low-level bytecode composed of opcodes
defining the contract’s logic and control flow.

Malicious SCs have become a persistent threat across blockchain ecosystems. In October 2022,
Solidus Labs [277] reported 188 525 scam contracts across twelve monitored blockchains, in-
cluding Ethereum, Polygon [278], and BNB Chain [279], confirming both the scale and persis-
tence of contract-level attacks.

To evade detection, adversaries increasingly apply obfuscation, both at the source level and
directly at the bytecode level. Such transformations rewrite control flow and instruction lay-
out while preserving deployability and intended malicious behavior. Tools such as BiAn [31]
demonstrate that similar strategies can be injected into Solidity source code, complicating static
inspection even before compilation.

Yet the practical impact of these transformations remains largely unexplored. It is unclear
whether obfuscated malware preserves functionality, whether the resulting bytecode remains
valid under EVM constraints, and to what extent existing ML-based detection models can still
recognize such variants.

This chapter presents the first systematic evaluation of EVM bytecode obfuscation and its ef-
fects on SC malware detection. Using two open-source obfuscation tools, BOSC [32] and
EVeilM [33], together with two real-world datasets (PhishingHook, presented in Chapter 7,
containing 3,458 labeled phishing contracts [55, 56, 61], and HoneyBadger [138], compris-
ing 546 honeypots), we generate 27 distinct obfuscation configurations applied to all malware
samples. The resulting variants are evaluated along four dimensions: runtime validity, semantic
preservation, gas usage, and detection effectiveness.

Our findings show that BOSC yields structurally valid bytecode in only 18-39% of cases (as
measured by successful Control Flow Graph (CFG) reconstruction with Heimdall [280] and
EVMLiSA [281] in Section 8.5.2). To assess whether obfuscation preserves malicious behav-
ior, we additionally run a semantic equivalence check between each obfuscated sample and its
original contract using symbolic execution with hevm [282] (Section 8.5.4). Under this crite-
rion, BOSC rarely preserves behavior, whereas EVeilM maintains 84-100% structural validity
but yields semantic equivalence for only 15-28% of samples.

Most detection approaches experience substantial degradation when exposed to obfuscated
phishing contracts, though the CVM ECA+EfficientNet [148] remains comparatively robust
across several configurations. These observations indicate that current obfuscation techniques
often distort programs beyond deployability or semantic fidelity, and that vision-based repre-
sentations may offer improved resilience against such transformations.

The contributions of this study [57] are as follows:
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• a methodology for generating and validating 27 obfuscation configurations across BOSC
and EVeilM;

• the first comprehensive evaluation of EVM bytecode obfuscation and its impact on mal-
ware detection;

• an assessment of eight ML-based detectors, including histogram, language, vision, and
graph-based approaches, under obfuscation;

• the public release of code, models, configurations, and datasets at [62] to enable full
reproducibility.

8.2. RelatedWork

Research on SC security spans static analysis, symbolic execution, and ML-based classification.
However, existing approaches overwhelmingly assume access to non-obfuscated, structurally
intact bytecode. This chapter examines a complementary and largely unexplored question: the
robustness of malware detection under EVM bytecode obfuscation.

A first line of work applies ML models directly to runtime bytecode for malicious contract detec-
tion. PhishingHook (Chapter 7) provides the most extensive evaluation to date, benchmarking
sixteen classifiers for phishing detection. Other studies focus on narrower fraud categories,
including honeypots in HoneyBadger [138] and Ponzi schemes in Al-SPSD [139]. Classical
models such as RFs, SVMs, and KNN have been applied to opcode-level features [236, 237],
but only under clean, unobfuscated conditions.

A second strand uses behavioral and transaction-level analysis. Eth-PSD [140] and TxPhish-
Scope [141] detect suspicious activity by inspecting execution traces and user interactions.
While effective after deployment, such methods introduce latency and may raise privacy con-
cerns, limiting their suitability as proactive defenses.

Representation-learning approaches have also emerged. ESCORT [142], CodeNet [143], and
WIDENNET [144] learn embeddings from opcode or bytecode to capture semantic patterns,
while attention-based recurrentmodels [145, 146] apply sequencemodeling inspired by Natural
Language Processings (NLPs). Although these methods improve performance on raw bytecode,
none evaluate robustness when control flow or instruction layout is intentionally transformed.

Static analysis and symbolic execution tools are central to vulnerability detection. Mythril [239],
Securify2 [240], Slither [241], and hevm [282] operate under well-formed bytecode assump-
tions and are primarily designed to uncover bugs rather than assess semantic preservation under
program rewriting. No prior work has applied symbolic execution at scale to evaluate whether
obfuscation maintains functional behavior.

Compared to PhishingHook, which evaluates detection on raw bytecode, this study measures
robustness on obfuscated variants generated through 27 configurations. Unlike ESCORT [142],
which analyzes deep embeddings on clean inputs, we assess their behavior when control flow is
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adversarially modified. Relative to symbolic execution tools such as hevm, we use equivalence
checking to quantify semantic preservation across thousands of transformed samples.

To date, no study has systematically examined:

• whether EVM obfuscation preserves bytecode validity or semantics at scale,

• how detection models from multiple families behave under real obfuscation pipelines, or

• which feature representations remain robust when structural regularities are removed.

This gap motivates the present evaluation, which provides the first large-scale analysis of EVMs
bytecode obfuscation, quantifies semantic preservation using symbolic execution, and measures
the robustness of diverse detection approaches under structural and behavioral transformations.
The results establish an empirical foundation for developing obfuscation-resilient malware de-
tectors in the Ethereum ecosystem.

8.3. Smart Contract Bytecode Obfuscation

Obfuscation is widely used to hinder automated analysis and manual auditing. Although of-
ten deployed to protect intellectual property, the same techniques can be misused to conceal
malicious behavior. Source-level approaches such as BiAn [31] modify data and control flow
structures directly in Solidity, but apply only to verified contracts [283], since access to the orig-
inal source code is required. Because EVM bytecode is always stored on-chain, bytecode-level
obfuscation remains applicable to unverified or proprietary contracts and therefore constitutes
a broader attack surface.

Only a small number of tools currently support EVM bytecode obfuscation. BOSC [32] imple-
ments four transformations designed to disrupt static analysis and decompilation while preserv-
ing deployability and semantics in principle.

Incomplete inserts malformed or partially specified instructions into the bytecode. For exam-
ple, starting from the original sample:

1 0x608060405234801561001057600080fd5b50...

BOSC injects the following malformed sequence:

1 a457c2d711610066578063a457c2d714610225...

which disassembles into misaligned or invalid instructions:

1 LOG4
2 JUMPI
3 INVALID
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4 INVALID
5 GT
6 PUSH2 0066

Such insertions corrupt instruction alignment and break control flow reconstruction, signifi-
cantly hindering reverse engineering and potentially leading to undeployable bytecode.

FalseBranch injects syntactically valid but unreachable conditional branches, inflating the CFG
without altering runtime behavior:

1 INVALID
2 PUSH0
3 INVALID
4 INVALID
5 NOT
6 PUSH10 86e5f886bac5fcadf1c6
7 SWAP11
8 INVALID
9 JUMPI

These dead paths force conservative exploration by static analyzers and increase symbolic exe-
cution cost.

Flower inserts syntactically valid but semantically irrelevant instructions:

1 PUSH2 08a6
2 JUMP
3 PUSH1 06
4 JUMPDEST

Although unreachable, these sequences pollute the disassembled output, inflate bytecode size,
and degrade pattern-based detection.

Reorder rearranges independent instruction sequences while preserving semantics. For exam-
ple:

1 PUSH1 40
2 MLOAD
3 PUSH2 010f
4 SWAP2
5 SWAP1
6 PUSH2 08a6
7 JUMP

Reordering disrupts expected structural patterns used in decompilers and ML-based disassem-
bly, even though runtime behavior remains unchanged.

103



Chapter 8. Seeing Through EVM Bytecode Obfuscation

EVeilM [33] applies complementary transformations that emphasize operand and semantic dis-
tortion.

AddManip wraps ADD instructions with misleading stack operations. For example, the original
arithmetic sequence:

1 PUSH1 20
2 ADD

is obfuscated as:

1 PUSH1 20
2 DUP2
3 PUSH1 00
4 SUB
5 SUB
6 SWAP1
7 POP
8 NOT
9 PUSH1 01

10 ADD

This preserves the final result but dramatically alters opcode distribution and stack behavior,
misleading symbolic execution and n-gram-based classifiers.

FuncSigTransform reconstructs function selectors at runtime. The original dispatch:

1 PUSH4 8da5cb5b
2 EQ
3 PUSH2 0202
4 JUMPI

becomes:

1 PUSH4 247b5482
2 PUSH4 692a76d9
3 ADD
4 EQ
5 PUSH2 0202
6 JUMPI

This prevents direct signature matching and complicates decompilation.

SpamJumpDest inserts large numbers of unused JUMPDESTmarkers, inflating basic block counts
and CFG size while leaving execution unchanged.
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JumpTransform replaces fixed jump targets with computed ones. For example, the original
jump:

1 PUSH2 0010
2 JUMPI

is transformed into:

1 PUSH2 0002
2 PUSH1 0e
3 ADD
4 JUMPI

Such transformations hinder control flow recovery and CFG-based matching.

HermHD [34] proposes additional techniques but is excluded from this study due to repeated
failures on real-world contracts (see Section 8.4), frequently producing invalid or semantically
inconsistent bytecode.

In summary, BOSC emphasizes structural and syntactic distortion, whereas EVeilM targets
operand-level and semantic rewriting. Although conceptually compatible, combining them
requires careful handling to maintain correctness. In this work, the two tools are evaluated
independently.

8.4. Datasets

8.4.1. Data Collection

We rely on two real-world datasets. The first, PhishingHook [55, 56, 61], contains 7,000 EVM
bytecode samples: 3,458 labeled as malicious (phishing) and 3,542 as benign. All malicious
samples are used in phishing-related experiments.

The second dataset, HoneyBadger [138], consists of 546 unique honeypot contracts. To obtain
a balanced evaluation set, an equal number of benign contracts are sampled from the benign
portion of PhishingHook, yielding 1,092 samples for the honeypot analysis.

8.4.2. Data Preprocessing

To assess the impact of bytecode obfuscation on malware detection, we generate obfuscated
variants of all samples using BOSC and EVeilM. Each tool supports four transformation tech-
niques (see Section 8.3).
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All valid non-identity combinations are systematically applied, resulting in 15 unique config-
urations per obfuscator. The complete transformation sets are reported in Tables 8.1 (BOSC)
and 8.2 (EVeilM).

8.4.3. Performance-Relevant Dataset Metrics

To quantify the structural effects of obfuscation, we measure average bytecode size under each
configuration. Bytecode length is relevant not only for storage and transfer overhead, but also
because larger contracts incur higher deployment and execution gas costs (see Section 8.5.5).

Fig. 8.1 and Fig. 8.2 report average bytecode sizes produced by BOSC and EVeilM, respectively.
Values are computed over all outputs, regardless of final validity; validity criteria are defined in
Section 8.5.2.
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Figure 8.1.: Average size (in bytes) of contracts from the PhishingHook and HoneyBadger
datasets, comparing raw and BOSC-obfuscated versions.

BOSC introduces minimal and highly consistent growth across all contract classes. Benign sam-
ples increase slightly from 6,729 bytes (baseline) to roughly 6,890–6,893 bytes (+2.3%). Phish-
ing samples rise from 4,708 bytes to about 4,808-4,818 bytes (+2.1%). Honeypots, smaller
at baseline (2,648 bytes), increase to 2,794-2,902 bytes (+5.5% to +9.6%). Overall, BOSC
produces lightweight and predictable changes consistent with its transformations (e.g., False-
Branch, Reorder, Flower).

In contrast, EVeilM exhibits substantially higher variability across configurations. Transforma-
tions dominated by AddManip (e.g., E1, E5, E9, E13) produce pronounced inflation: benign
samples increase to 7,259-7,838 bytes (+7.9% to +16.5%), phishing samples to 5,061-5,436
bytes (+7.5% to +15.4%), and honeypots to 2,883-3,193 bytes (+8.9% to +20.6%). These
effects result from heavy stack manipulation and expanded execution paths.

Conversely, configurations dominated by FuncSigTransform (e.g., E2, E6, E10) often produce
bytecode smaller than the original, with phishing samples reduced by 18-25%, due to opcode-
level re-encoding and compressed dispatch logic.
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Figure 8.2.: Average size (bytes) of contracts from the PhishingHook and HoneyBadger
datasets, comparing raw and EVeilM-obfuscated versions.

Taken together, EVeilM exhibits a bimodal footprint: some configurations inflate bytecode sub-
stantially, others consistently shrink it, depending on whether new logic is inserted or existing
components are restructured.

To contextualize structural change beyond size, we analyze opcode-frequency distributions
across all contract classes. Fig. 8.3 shows the baseline distribution dominated by stack opera-
tions (PUSH, DUP, SWAP), arithmetic instructions, and control-flow primitives (JUMP, JUMPDEST).

Under BOSC (Fig. 8.4), distributions remain broadly consistent, reflecting its lightweight rewrit-
ing and limited junk insertion. Under EVeilM (Fig. 8.5), opcode frequencies shift dramatically:
stack-related opcodes (e.g., PUSH1, PUSH2, DUP1, DUP2) increase by an order of magnitude, and
control-flow instructions surge similarly. These shifts stem from aggressive path detours, opaque
predicates, and extensive stack manipulation.

Overall, BOSC preserves the statistical signature of original bytecode, whereas EVeilM funda-
mentally reshapes it through substantial opcode inflation.

8.5. Evaluation

8.5.1. Experimental Setup

All experiments are executed across three compute nodes. The first is a Graphics Processing
Unit (GPU)-enabled machine equipped with an Intel Core i7-14700KF CPU (28 cores, up to
5.5 GHz), 64 GiB of RAM, and an NVIDIA GeForce RTX 4090 GPUwith 24 GiB of VRAM, running
CUDA 12.8. The remaining two nodes are Central Processing Unit (CPU)-only systems, each
featuring an Intel Xeon E5-2683 CPU (64 cores, 2.10 GHz) and 125 GiB of RAM.
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Figure 8.3.: Distribution of the 20 most frequent opcodes in non-obfuscated bytecode from the
PhishingHook and HoneyBadger datasets.

Table 8.1.: Validity and GED of CFGs from BOSC-obfuscated bytecodes, for Benign (†), Phishing
(‡), and Honeypot (§) samples. C: Combo, I: Incomplete, FB: FalseBranch, F: Flower,
R: Reorder.

Obfuscation Techniques CFG Metrics (Heimdall) CFG Metrics (EVMLiSA)
C I FB F R Valid† Valid‡ Valid§ GED† GED‡ GED§ Valid† Valid‡ Valid§ GED† GED‡ GED§

B1 3 7 7 7 709 (20%) 750 (22%) 164 (30%) 0.91 0.91 0.90 780 (22%) 774 (22%) 166 (30%) 0.94 0.95 0.91
B2 7 3 7 7 994 (28%) 1034 (30%) 207 (38%) 0.90 0.91 0.90 1098 (31%) 1125 (33%) 210 (38%) 0.94 0.95 0.91
B3 3 3 7 7 1019 (29%) 1144 (33%) 189 (35%) 0.90 0.91 0.87 1137 (32%) 1219 (35%) 201 (37%) 0.94 0.95 0.91
B4 7 7 3 7 - - - - - - - - - - - -
B5 3 7 3 7 651 (18%) 767 (22%) 161 (29%) 0.92 0.90 0.91 743 (21%) 817 (24%) 161 (29%) 0.95 0.95 0.92
B6 7 3 3 7 943 (27%) 1010 (29%) 202 (37%) 0.90 0.90 0.90 1089 (31%) 1118 (32%) 206 (38%) 0.94 0.95 0.91
B7 3 3 3 7 973 (27%) 1116 (32%) 212 (39%) 0.89 0.91 0.87 1122 (32%) 1226 (35%) 229 (42%) 0.93 0.95 0.91
B8 7 7 7 3 - - - - - - - - - - - -
B9 3 7 7 3 694 (20%) 764 (22%) 160 (29%) 0.91 0.91 0.91 782 (22%) 787 (23%) 163 (30%) 0.94 0.95 0.92
B10 7 3 7 3 980 (28%) 1034 (30%) 203 (37%) 0.90 0.91 0.90 1086 (31%) 1130 (33%) 209 (38%) 0.94 0.95 0.91
B11 3 3 7 3 1039 (29%) 1114 (32%) 196 (36%) 0.90 0.91 0.88 1150 (32%) 1191 (34%) 218 (40%) 0.94 0.95 0.91
B12 7 7 3 3 - - - - - - - - - - - -
B13 3 7 3 3 664 (19%) 738 (21%) 171 (31%) 0.91 0.90 0.91 759 (21%) 791 (23%) 174 (32%) 0.94 0.95 0.91
B14 7 3 3 3 946 (27%) 1009 (29%) 202 (37%) 0.90 0.90 0.90 1089 (31%) 1128 (33%) 207 (38%) 0.94 0.95 0.91
B15 3 3 3 3 1004 (28%) 1155 (33%) 190 (35%) 0.89 0.91 0.87 1175 (33%) 1265 (37%) 207 (38%) 0.93 0.95 0.91

DL-based models are trained and evaluated using PyTorch v2.5, together with PyTorch Geo-
metric v2.6 for graph-based architectures. Classical ML models are implemented using Scikit-
learn v1.5.

8.5.2. Bytecode Validity Analysis

To ensure that obfuscated SCs remain deployable and functionally equivalent to their original
versions, we perform a two-step validation process: (i) static analysis using Heimdall [280]
and EVMLiSA [281], and (ii) symbolic execution using hevm [282]. Together, these steps
assess both structural soundness and runtime executability, ensuring that transformed bytecode
remains valid within EVM constraints.
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Figure 8.4.: Distribution of the 20 most frequent opcodes in BOSC-generated bytecode from the
PhishingHook and HoneyBadger datasets.

We deliberately do not rely on concrete execution of the obfuscated contracts. Running a con-
tract requires a deployed environment, specific calldata, and concrete blockchain state, and
can only confirm correctness for individual execution traces. In contrast, our goal is to as-
sess deployability and semantic preservation across several possible inputs and storage states.
Static analysis and symbolic execution therefore provide a conservative, tool-supported approx-
imation: failures in CFG reconstruction or symbolic execution indicate malformed bytecode or
semantic divergence, and are treated as violations of validity or equivalence.

In the first step, Heimdall, a Rust-based EVM analysis framework, and EVMLiSA, a static an-
alyzer based on abstract interpretation and implemented on top of LiSA [284], attempt to re-
construct the CFG for each obfuscated contract. Successful CFG extraction serves as a proxy for
syntactic and structural correctness. Failures indicate malformed bytecode or invalid instruction
sequences that would prevent deployment or static analysis on-chain.

In the second step, we use hevm’s symbolic execution engine to verify that the obfuscated byte-
code can be executed without triggering invalid opcode errors, crashes, or unresolved execution
paths. This confirms that the transformed bytecode respects EVM runtime semantics and can,
in principle, be deployed and interacted with.

We apply this validation pipeline to all generated samples. With BOSC, both analyzers report
consistently low validity across configurations. As shown in Table 8.1, Heimdall reconstructs
valid CFGs for only 18-29% of benign, 21-33% of phishing, and 29-39% of honeypot samples,
while EVMLiSA reports similar ranges (21-33%, 22-36%, and 30-42%). Three configurations
(B4, B8, B12) fail entirely under both tools, reflecting the structural brittleness of Flower and
Reorder when applied in isolation.

The error breakdown in Table 8.3 shows that these failures are dominated by out-of-bounds
instruction decoding and invalid jump targets, consistent with the effects of Incomplete and
malformed control flow layouts.
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Figure 8.5.: Distribution of the 20 most frequent opcodes in EVeilM-generated bytecode from
the PhishingHook and HoneyBadger datasets.

Table 8.2.: Validity and GED of CFGs from EVeilM-obfuscated bytecodes, for Benign (†),
Phishing (‡), and Honeypot (§) samples. A: AddManip, F: FuncSigTransform, S:
SpamJumpDest, J: JumpTransform.

Obfuscation Techniques CFG Metrics (Heimdall) CFG Metrics (EVMLiSA)
C A F S J Valid† Valid‡ Valid§ GED† GED‡ GED§ Valid† Valid‡ Valid§ GED† GED‡ GED§

E1 3 7 7 7 3478 (98%) 3442 (100%) 536 (98%) 0.75 0.84 0.82 3446 (97%) 3347 (97%) 529 (97%) 0.77 0.91 0.81
E2 7 3 7 7 3385 (96%) 3040 (88%) 542 (99%) 0.80 0.87 0.96 2335 (66%) 2583 (75%) 405 (74%) 0.67 0.84 0.75
E3 3 3 7 7 3376 (95%) 3039 (88%) 540 (99%) 0.83 0.94 0.98 3106 (88%) 2929 (85%) 475 (87%) 0.79 0.93 0.90
E4 7 7 3 7 3492 (99%) 3449 (100%) 534 (98%) 0.64 0.70 0.50 1934 (55%) 2597 (75%) 259 (47%) 0.54 0.75 0.33
E5 3 7 3 7 3468 (98%) 3419 (99%) 531 (97%) 0.75 0.84 0.82 3355 (95%) 3361 (97%) 536 (98%) 0.77 0.91 0.81
E6 7 3 3 7 3384 (96%) 3041 (88%) 541 (99%) 0.81 0.87 0.97 2029 (57%) 2314 (67%) 197 (36%) 0.67 0.83 0.73
E7 3 3 3 7 3370 (95%) 3040 (88%) 540 (99%) 0.83 0.94 0.98 3104 (88%) 2903 (84%) 475 (87%) 0.79 0.93 0.90
E8 7 7 7 3 3387 (96%) 3335 (96%) 545 (100%) 0.93 0.99 0.98 3540 (100%) 3454 (100%) 546 (100%) 0.92 0.98 0.98
E9 3 7 7 3 3386 (96%) 3334 (96%) 545 (100%) 0.93 0.99 0.98 3541 (100%) 3455 (100%) 546 (100%) 0.92 0.98 0.98
E10 7 3 7 3 3232 (91%) 2919 (84%) 542 (99%) 0.93 0.98 0.99 3348 (95%) 3020 (87%) 546 (100%) 0.91 0.98 0.97
E11 3 3 7 3 3233 (91%) 2919 (84%) 542 (99%) 0.93 0.98 0.99 3352 (95%) 3022 (87%) 546 (100%) 0.91 0.98 0.97
E12 7 7 3 3 3389 (96%) 3338 (97%) 544 (100%) 0.93 0.99 0.98 540 (100%) 3453 (100%) 546 (100%) 0.92 0.98 0.98
E13 3 7 3 3 3386 (96%) 3337 (97%) 545 (100%) 0.93 0.99 0.98 3541 (100%) 3455 (100%) 546 (100%) 0.92 0.98 0.98
E14 7 3 3 3 3231 (91%) 2920 (84%) 541 (99%) 0.93 0.98 0.99 3344 (94%) 3017 (87%) 546 (100%) 0.91 0.98 0.97
E15 3 3 3 3 3231 (91%) 2920 (84%) 542 (99%) 0.93 0.98 0.99 3347 (94%) 3014 (87%) 546 (100%) 0.91 0.98 0.97

Configurations combining Incomplete with FalseBranch (B3, B7, B11, B15) yield the highest
BOSC validity, reaching the upper end of its range (e.g., 28-33% under Heimdall and 32-36%
under EVMLiSA; see Table 8.1). This suggests that the structurally well-formed dead branches
introduced by FalseBranch partially offset the malformed instruction sequences generated by
Incomplete, restoring enough syntactic structure for CFG reconstruction and symbolic execution.

EVeilM exhibits a markedly different profile. Across all fifteen configurations, outputs remain
consistently valid: Heimdall validates 91-99% of benign samples, 84-99% of phishing samples,
and 97-100% of honeypots (see Table 8.2). EVMLiSA confirms these results, reaching up to
100% validity across all classes. No EVeilM configuration fails entirely, and the residual errors
reported in Table 8.4 are attributable to analysis limitations, such as symbolic execution time-
outs (Heimdall) or abstract-domain singleton exceptions (EVMLiSA), rather than malformed
bytecode.
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Table 8.3.: Error analysis of Heimdall and EVMLiSA-generated CFGs using BOSC configurations.
Each cell reports results for Benign / Phishing / Honeypot samples. C: Combo.

Heimdall EVMLiSA
C Out-of-Bounds Symbolic Ex. Fail. Failed First Op. Invalid Target Out-of-Bounds Other Errors
B1 2772 / 2605 / 376 0 / 0 / 0 0 / 3 / 0 56 / 96 / 6 2760 / 2675 / 380 2 / 9 / 0
B2 2480 / 2177 / 331 0 / 1 / 0 0 / 33 / 0 56 / 179 / 6 2443 / 2321 / 336 1 / 12 / 0
B3 2461 / 2077 / 339 0 / 0 / 0 0 / 18 / 0 56 / 179 / 6 2401 / 2225 / 345 4 / 14 / 0
B4 3486 / 3362 / 540 0 / 0 / 0 0 / 0 / 0 56 / 96 / 6 3542 / 3458 / 546 0 / 0 / 0
B5 2828 / 2589 / 379 1 / 0 / 0 0 / 0 / 0 56 / 96 / 6 2796 / 2637 / 385 3 / 4 / 0
B6 2532 / 2199 / 336 0 / 1 / 0 0 / 33 / 0 56 / 179 / 6 2451 / 2328 / 340 2 / 12 / 0
B7 2503 / 2100 / 314 0 / 0 / 0 0 / 17 / 0 56 / 179 / 6 2417 / 2228 / 317 3 / 4 / 0
B8 3542 / 3458 / 546 0 / 0 / 0 0 / 0 / 0 0 / 0 / 0 3542 / 3458 / 546 0 / 0 / 0
B9 2782 / 2588 / 380 0 / 0 / 0 0 / 4 / 0 56 / 96 / 6 2760 / 2666 / 383 0 / 5 / 0
B10 2492 / 2177 / 335 0 / 1 / 0 0 / 33 / 0 56 / 179 / 6 2454 / 2321 / 337 2 / 7 / 0
B11 2437 / 2115 / 328 0 / 0 / 0 0 / 17 / 0 56 / 179 / 6 2388 / 2262 / 328 4 / 5 / 0
B12 3486 / 3362 / 540 0 / 0 / 0 0 / 0 / 0 56 / 96 / 6 3542 / 3458 / 546 0 / 0 / 0
B13 2816 / 2618 / 369 0 / 0 / 0 0 / 0 / 0 56 / 96 / 6 2779 / 2661 / 372 4 / 6 / 0
B14 2527 / 2201 / 336 0 / 1 / 0 0 / 33 / 0 56 / 179 / 6 2452 / 2324 / 339 1 / 6 / 0
B15 2476 / 2054 / 337 0 / 1 / 0 0 / 20 / 0 56 / 179 / 6 2364 / 2187 / 339 3 / 6 / 0

Overall, BOSC’s structural perturbations frequently compromise syntactic well-formedness, while
EVeilM preserves bytecode validity across all configurations.

8.5.3. Control Flow Divergence Analysis

A CFG captures the execution structure of a SC, where nodes represent basic blocks and edges
denote possible control transfers between them. This abstraction reflects runtime behavior and
provides the foundation for graph-based detection approaches, such as Graph Neural Networks
(GNNs), that rely on structural properties to infer program semantics.

For BOSC, all variants (B1-B15) result in CFGs within a narrow size range: Heimdall extracts
17-20 nodes and 16-18 edges, while EVMLiSA reports slightly larger but equally constrained
values. For EVeilM, configurations E1, E4, and E5 generate larger CFGs than BOSC, whereas
E8-E15 consistently collapse to minimal structures (2 nodes and 1 edge under Heimdall; 2-3
nodes and 1-2 edges under EVMLiSA).

To quantify structural divergence introduced by obfuscation, we compute the Graph Edit Dis-
tance (GED) [285] between raw and obfuscated CFGs. GED measures the minimum cost of
transforming one graph into another through insertions, deletions, or substitutions. We ap-
proximate this cost using the Hungarian algorithm [286], following prior work on CFG analy-
sis [287]. Node substitutions incur a cost equal to half the absolute difference in node degrees,
while node and edge insertions or deletions cost 1.0. All values are normalized to [0,1], where
higher scores indicate greater structural divergence and, by extension, stronger obfuscation.

As shown in Table 8.1, BOSC produces consistently high and tightly clustered GED values under
both extractors. With Heimdall, scores range from 0.87-0.92 across all contract classes, while
EVMLiSA reports slightly higher values (0.91-0.95), confirming that BOSC induces uniform
structural distortion.
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Table 8.4.: Error analysis of Heimdall and EVMLiSA-generated CFGs using EVeilM configura-
tions. Each cell reports results for Benign / Phishing / Honeypot samples. C: Combo.

Heimdall EVMLiSA
C Out-of-Bounds Symbolic Ex. Fail. Failed First Op. Invalid Target Other Errors Out-of-Bounds Singleton Ex. Other Errors
E1 52 / 16 / 10 5 / 0 / 0 2 / 0 / 0 0 / 0 / 0 5 / 0 / 0 0 / 0 / 0 94 / 111 / 17 2 / 0 / 0
E2 2 / 1 / 4 2 / 1 / 4 0 / 0 / 0 152 / 417 / 0 1 / 0 / 0 152 / 417 / 0 1048 / 455 / 141 7 / 3 / 0
E3 9 / 2 / 2 4 / 0 / 4 1 / 0 / 0 152 / 417 / 0 0 / 0 / 0 152 / 417 / 0 282 / 110 / 70 2 / 2 / 1
E4 36 / 9 / 12 1 / 0 / 0 6 / 0 / 0 0 / 0 / 0 7 / 0 / 0 0 / 0 / 0 1606 / 859 / 287 2 / 2 / 0
E5 63 / 34 / 13 3 / 0 / 2 4 / 2 / 0 0 / 0 / 0 4 / 3 / 0 0 / 0 / 0 182 / 91 / 9 5 / 6 / 1
E6 3 / 0 / 1 3 / 0 / 4 0 / 0 / 0 152 / 417 / 0 0 / 0 / 0 152 / 417 / 0 1353 / 722 / 346 8 / 5 / 3
E7 11 / 1 / 2 9 / 0 / 4 0 / 0 / 0 152 / 417 / 0 0 / 0 / 0 152 / 417 / 0 282 / 136 / 71 4 / 2 / 0
E8 0 / 0 / 0 155 / 123 / 1 0 / 0 / 0 0 / 0 / 0 0 / 0 / 0 0 / 0 / 0 0 / 0 / 0 2 / 4 / 0
E9 0 / 1 / 0 156 / 123 / 1 0 / 0 / 0 0 / 0 / 0 0 / 0 / 0 0 / 0 / 0 0 / 0 / 0 1 / 3 / 0
E10 0 / 0 / 0 158 / 122 / 4 0 / 0 / 0 152 / 417 / 0 0 / 0 / 0 152 / 417 / 0 41 / 15 / 0 1 / 6 / 0
E11 0 / 0 / 0 157 / 122 / 4 0 / 0 / 0 152 / 417 / 0 0 / 0 / 0 152 / 417 / 0 37 / 14 / 0 1 / 5 / 0
E12 0 / 0 / 0 153 / 120 / 2 0 / 0 / 0 0 / 0 / 0 0 / 0 / 0 0 / 0 / 0 0 / 0 / 0 2 / 5 / 0
E13 0 / 0 / 0 156 / 121 / 1 0 / 0 / 0 0 / 0 / 0 0 / 0 / 0 0 / 0 / 0 0 / 0 / 0 1 / 3 / 0
E14 0 / 0 / 0 159 / 121 / 5 0 / 0 / 0 152 / 417 / 0 0 / 0 / 0 152 / 417 / 0 45 / 19 / 0 1 / 5 / 0
E15 0 / 0 / 0 159 / 121 / 4 0 / 0 / 0 152 / 417 / 0 0 / 0 / 0 152 / 417 / 0 41 / 23 / 0 2 / 4 / 0

EVeilM exhibits a substantially wider spectrum of structural impact (Table 8.2). Under Heim-
dall, early configurations (E1-E7) produce moderate divergence: 0.64-0.83 for benign samples,
0.70-0.94 for phishing, and 0.50-0.98 for honeypots, whereas later variants (E8-E15) converge
to near-maximal disruption with GED values of 0.93-0.99 across all classes. EVMLiSA reflects
the same pattern with lower sensitivity on E1-E7 (0.33-0.93) and highly stable, near-maximal
scores for E8-E15 (0.91-0.98).

Overall, BOSC induces consistently high CFG divergence through compact rewrites, whereas
EVeilM spans a broader gradient of structural effects, from moderate perturbations in E1-E7 to
extreme CFG collapse in E8-E15.

8.5.4. Semantic Equivalence Analysis

To assess whether obfuscation preserves the malicious functionality of SCs, we evaluate the
semantic equivalence between each obfuscated malware sample and its original version. We
perform this analysis using hevm [282], a symbolic execution engine designed for formal anal-
ysis of EVM bytecode. This enables us to determine whether two contracts behave identically
for all possible inputs and initial storage states, without requiring concrete execution traces.

In this setting, equivalence is defined in terms of observable behavior: two contracts are con-
sidered semantically equivalent if they produce identical return values, leave persistent storage
in the same final state, and either both succeed or both fail during execution. Storage refers to
the contract’s persistent key-value memory, modified via SSTORE and accessed via SLOAD, while
calldata constitutes the transient, read-only input region containing function selectors and pa-
rameters for external calls. Gas usage, event emissions, and internal control flow ordering are
not considered; only externally visible functional behavior is compared.

This equivalence procedure is applied to all valid obfuscated malware samples.

The results, summarized in Table 8.5, show a stark contrast between BOSC and EVeilM in their
ability to preserve malicious semantics.
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Table 8.5.: Semantic equivalence analysis using hevm for BOSC and EVeilM configurations.
Each cell reports results for Phishing / Honeypot samples. Columns marked ∗
indicate the number of semantically equivalent malware bytecodes (% of total).
Columns marked † denote failures or unresolved cases. C: Combo.

BOSC EVeilM
C Equiv.∗ Timeouts† Invalid† Unimpl.† Killed† C Equiv.∗ Timeouts† Invalid† Unimpl.† Killed†

B1 7 (4%) / 0 (0%) 599 / 0 2675 / 380 2 / 18 0 / 10 E1 271 (18%) / 51 (11%) 1934 / 0 0 / 0 27 / 63 1 / 28
B2 25 (7%) / 0 (0%) 778 / 0 2321 / 336 4 / 24 0 / 9 E2 264 (19%) / 0 (0%) 1647 / 0 417 / 0 19 / 75 1 / 23
B3 25 (6%) / 0 (0%) 824 / 0 2225 / 345 5 / 29 0 / 7 E3 263 (18%) / 0 (0%) 1570 / 0 417 / 0 22 / 77 1 / 26
B4 0 (0%) / 0 (0%) 0 / 0 3458 / 546 0 / 0 0 / 0 E4 366 (25%) / 139 (28%) 1956 / 0 0 / 0 19 / 27 4 / 31
B5 9 (4%) / 0 (0%) 607 / 0 2637 / 385 2 / 16 0 / 8 E5 274 (18%) / 52 (11%) 1942 / 0 0 / 0 25 / 63 4 / 24
B6 25 (7%) / 0 (0%) 771 / 0 2328 / 340 4 / 24 0 / 10 E6 263 (18%) / 0 (0%) 1591 / 0 417 / 0 20 / 73 2 / 22
B7 27 (7%) / 0 (0%) 819 / 0 2228 / 317 5 / 30 0 / 11 E7 263 (18%) / 0 (0%) 1580 / 0 417 / 0 23 / 81 3 / 18
B8 0 (0%) / 0 (0%) 0 / 0 3458 / 546 0 / 0 0 / 0 E8 262 (16%) / 0 (0%) 1755 / 0 0 / 0 22 / 76 1 / 19
B9 9 (5%) / 0 (0%) 592 / 0 2666 / 383 1 / 12 0 / 7 E9 262 (16%) / 0 (0%) 1769 / 0 0 / 0 22 / 78 1 / 18
B10 25 (7%) / 0 (0%) 779 / 0 2321 / 337 4 / 24 0 / 7 E10 262 (17%) / 0 (0%) 1466 / 0 417 / 0 18 / 83 0 / 15
B11 22 (6%) / 0 (0%) 808 / 0 2262 / 328 6 / 31 1 / 8 E11 262 (17%) / 0 (0%) 1477 / 0 417 / 0 18 / 85 0 / 16
B12 0 (0%) / 0 (0%) 0 / 0 3458 / 546 0 / 0 0 / 0 E12 262 (16%) / 0 (0%) 1779 / 0 0 / 0 23 / 75 1 / 19
B13 7 (3%) / 0 (0%) 581 / 0 2661 / 372 6 / 16 0 / 9 E13 262 (16%) / 0 (0%) 1780 / 0 0 / 0 23 / 79 2 / 16
B14 25 (7%) / 0 (0%) 771 / 0 2324 / 339 4 / 25 0 / 8 E14 262 (17%) / 0 (0%) 1465 / 0 417 / 0 19 / 84 1 / 18
B15 24 (6%) / 0 (0%) 854 / 0 2187 / 339 7 / 36 0 / 12 E15 262 (17%) / 0 (0%) 1464 / 0 417 / 0 18 / 85 0 / 24

Across all BOSC configurations, equivalence rates are extremely low: phishing samples consis-
tently fall between 0-7% equivalent, and honeypots exhibit 0% equivalence across the board.
The dominant source of inequivalence aligns with the syntactic failures highlighted earlier:
large volumes of Invalid Bytecode (e.g., 2,187-3,458 invalid phishing samples and 317-546 in-
valid honeypots per configuration), typically caused by Incomplete and Flower. Malformed in-
struction sequences prevent hevm from symbolically executing the contract, immediately break-
ing semantic equivalence. This indicates that BOSC frequently produces obfuscated bytecode
that is not only difficult to analyze, but also unsuitable for semantics-preserving transformation,
undermining its practical use for realistic malware obfuscation. Additional inequivalence arises
from Execution Timeouts, commonly 581-854 per phishing configuration, due to the 60 s timeout
imposed to prevent Bitwuzla [288], the SMT solver used by hevm, from exploring excessively
large symbolic paths. A small number of Unimplemented opcodes and occasional Killed Processes
contribute minor additional failures.

EVeilM exhibits a markedly different profile. In configurations E1-E7, semantics are preserved
for a substantially larger share of phishing samples (15-19%) and a nontrivial portion of hon-
eypots (up to 28% for E4 and 11% for E1 and E5). These configurations apply transformations
such as AddManip and FuncSigTransform, which modify bytecode layout while largely retaining
the original control logic. The primary sources of inequivalence are Execution Timeouts (1,464-
1,956 per phishing configuration) and a moderate number of Unimplemented cases, stemming
from newly introduced opcode patterns that hevm cannot symbolically process.

By contrast, configurations E8-E15 applymore aggressive control flow rewriting (SpamJumpDest,
JumpTransform) that collapses CFG structure. Despite this, they still achieve 15-17% equiva-
lence on phishing samples, though honeypot equivalence drops to 0%. Failure modes shift
accordingly: invalid bytecode is far less frequent (0-417 cases), timeouts remain high (1,464-
1,779 for phishing), and Unimplemented paths increase, reaching up to 85 cases in E10-E15 for
honeypots, indicating that these transformations introduce symbolic execution paths involving
opcodes or stack behaviors currently unsupported by hevm.
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8.5.5. Gas Cost Analysis

We analyse the gas cost of obfuscation at two levels. First, the full-bytecode gas cost is computed
by summing the minimum gas required for each opcode in the deployed (runtime) bytecode,
following the EVM specifications. Although this does not reflect the actual deployment gas, it
provides an upper-bound estimate of the maximum execution cost inherent to the deployed
bytecode.

Second, to approximate runtime gas statically, we compute a CFG-based gas cost by summing
the base cost of all opcodes contained in reachable basic blocks within the CFGs reconstructed
by Heimdall and EVMLiSA. This excludes unreachable junk code introduced by obfuscators and
therefore more closely reflects the gas that can actually be consumed during execution.

The results in Table 8.6 reveal a sharp contrast between BOSC and EVeilM.

BOSC induces extreme full-bytecode inflation. Deployment gas increases by approximately
+7,000% to +12,000% for benign and phishing samples, and up to +9,939.67% for honeypots
(B15). These increases stem from BOSC’s heavy insertion of opaque or unreachable instruction
sequences (e.g., Incomplete, Flower, Reorder), all of which are counted during deployment even
if never executed.

In contrast, BOSC’s CFG-based gas cost collapses. Heimdall reports reductions of roughly−87%
to −96%, as only a few reachable blocks remain after obfuscation. EVMLiSA shows smaller but
still substantial reductions (−56% to −80%), reflecting its more permissive CFG extraction.
Thus, BOSC produces bytecode that is extremely costly to deploy but contains very little reach-
able logic, highlighting the severe structural disruption introduced by its transformations.

EVeilM exhibits a fundamentally different pattern. Full-bytecode gas remains close to baseline,
ranging from approximately −4% to +7% across all classes, with honeypots peaking at only
+6.42% in E9. This indicates that EVeilM preserves overall bytecode size far more aggressively
than BOSC.

However, EVeilM’s CFG-based gas cost sharply collapses for configurations E8-E15. Under Heim-
dall, these variants show near-total reductions of −99.4% to −99.5%, while EVMLiSA reports
reductions between −90% and −98.8%. These values align with the extreme CFG collapse
observed earlier: for E8-E15, almost all executable logic disappears, leaving only minimal en-
try/exit structure.

Overall, BOSC inflates deployment gas dramatically while eliminating most reachable logic,
whereas EVeilM preserves realistic deployment size despite aggressively collapsing the exe-
cutable control flow. These contrasting behaviours illustrate how structural versus semantic
obfuscation strategies impose fundamentally different gas footprints on EVM bytecode.

8.5.6. Detection of ObfuscatedMalware

Methodology, Training, and Validation. To evaluate the robustness of ML models against
obfuscated malicious SCs, we assess the top-performing classifiers from PhishingHook and ex-
tend the study with a suite of GNNs. Specifically, our evaluation includes: (i) RF (HSC), (ii)
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Table 8.6.: Percentage change in minimum gas cost relative to the non-obfuscated bytecode
baseline, for the full bytecode and for the CFGs generated by EVMLiSA andHeimdall.
Each cell reports Benign / Phishing / Honeypot results, aggregated over all validly
generated bytecodes in each combo. C: Combo.

BOSC EVeilM
C Δ (%) Full Bytecode Δ (%) CFG Heimdall Δ (%) CFG EVMLiSA C Δ (%) Full Bytecode Δ (%) CFG Heimdall Δ (%) CFG EVMLiSA
B1 +9810% / +11815% / +7398% -93% / -94% / -90% -64% / -79% / -63% E1 +4% / +3% / +3% -91% / -91% / -89% -81% / -81% / -75%
B2 +9479% / +80560% / +9320% -95% / -95% / -91% -54% / -78% / -69% E2 -4% / -4% / +0% -98% / -98% / -91% -85% / -85% / -36%
B3 +10029% / +9408% / +9080% -95% / -94% / -88% -56% / -79% / -72% E3 +0% / -2% / +3% -99% / -99% / -98% -90% / -89% / -76%
B4 - / - / - - / - / - - / - / - E4 +0% / +0% / +0% -83% / -83% / -70% -84% / -81% / -63%
B5 +9747% / +11925% / +6211% -95% / -94% / -92% -31% / -61% / -75% E5 +4% / +3% / +3% -91% / -90% / -88% -82% / -81% / -73%
B6 +9436% / +7118% / +8673% -93% / -95% / -91% -59% / -74% / -71% E6 -4% / -4% / +0% -99% / -99% / -95% -92% / -93% / -70%
B7 +9740% / +8538% / +8922% -94% / -95% / -90% -58% / -73% / -64% E7 +4% / -2% / +3% -99% / -99% / -98% -90% / -90% / -77%
B8 - / - / - - / - / - - / - / - E8 +3% / +2% / +3% -99% / -99% / -99% -98% / -99% / -96%
B9 +9500% / +11622% / +6971% -94% / -94% / -91% -60% / -75% / -67% E9 +7% / +5% / +6% -99% / -99% / -99% -98% / -99% / -96%
B10 +9534% / +7144% / +8108% -95% / -95% / -91% -55% / -78% / -69% E10 -1% / -2% / +3% -99% / -99% / -100% -98% / -98% / -90%
B11 +9771% / +9361% / +9429% -95% / -95% / -88% -58% / -80% / -65% E11 +3% / +0% / +0% -99% / -99% / -100% -98% / -98% / -90%
B12 - / - / - - / - / - - / - / - E12 +3% / +2% / +3% -99% / -99% / -99% -98% / -99% / -96%
B13 +9618% / +10043% / +6248% -95% / -96% / -90% -30% / -64% / -75% E13 +7% / +5% / +4% -99% / -99% / -99% -98% / -99% / -96%
B14 +9491% / +7113% / +8087% -94% / -95% / -91% -63% / -79% / -73% E14 -1% / -2% / +3% -99% / -99% / -100% -98% / -98% / -91%
B15 +9600% / +8590% / +9940% -94% / -95% / -87% -57% / -78% / -63% E15 +3% / +0% / +0% -99% / -99% / -100% -98% / -98% / -90%

ECA+EfficientNet (CVM), (iii) SCSGuard (LLM), and five GNN architectures: Graph Attention
Network (GAT), Graph Convolutional Network (GCN), Graph Isomorphism Network (GIN),
Graph Sample and Aggregate (GraphSAGE), and Topology Adaptive Graph Convolutional Net-
work (TAG). For convenience, we refer to the detectors in (i)-(iii) as the PhishingHook classi-
fiers.

The RF takes opcode-frequency vectors as input. ECA+EfficientNet extends R2D2 [254] by
mapping bytecode to RGB images using hexadecimal color encoding, which are then processed
by EfficientNet [100] enhanced with ECA channel attention [101]. SCSGuard models bytecode
as sequences of 6-grams, tokenized, integer-encoded, and padded prior to entering a sequence
model. GNNs operate on CFGs extracted via Heimdall and EVMLiSA; nodes represent basic
blocks, edges represent control transfers, and node features are initialized with CodeBERT em-
beddings [252].

Hyperparameters are optimized using Optuna [259] with 10-fold cross-validation. Final models
are retrained with optimal hyperparameters on the full raw training set and then evaluated
independently on each of the 12 BOSC and 15 EVeilM configurations.

To ensure fair comparison, all classifiers, including histogram, vision, language, and graph-
based models, are evaluated on identical subsets. Because GNNs require valid CFGs, we restrict
everymodel to the samples for which Heimdall or EVMLiSA successfully extract a CFG, reporting
results separately for both extractors.

For honeypots, we follow the protocol in section 8.4.1: 546 malicious samples and 546 benign
samples (uniformly sampled). The same split is used across all models and obfuscation settings.

Detection Performance under Obfuscation. Phishing detection (Fig. 8.6) proves substantially
more challenging than honeypot detection: all models exhibit lower andmore variable F1 scores
on phishing samples.

GNNs are the most heavily affected. Under Heimdall, several GNNs collapse to near-zero F1 for
many EVeilM configurations. GAT is particularly unstable, with F1 scores approaching zero for
E1, E3, E5, and E7-E15. EVMLiSA does not improve this trend: all GNNs fall below F1 < 0.20
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on E8-E15. Occasional peaks exist (e.g., GCN and GIN on E4), but these are isolated and
surrounded by regions of near-zero performance.

RF exhibits inconsistent behavior. Under Heimdall, F1 fluctuates in a low band, with pro-
nounced drops for BOSC. Under EVMLiSA, it occasionally spikes, but collapses sharply for E8-E9
and E12-E13.
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Figure 8.6.: Detection performance (F1 score) for phishing samples. Results shown for CFGs
extracted via Heimdall (left) and EVMLiSA (right).

SCSGuard is more stable: it avoids total collapse but rarely achieves high F1, instead maintain-
ing moderate and relatively uniform performance across configurations and extractors.

In contrast, ECA+EfficientNet shows the strongest robustness. Across both Heimdall and EVM-
LiSA, it maintains F1 ≈ 0.60–0.85 for E1-E7 and exhibits notably strong results on configu-
rations such as E2 and E4. In the heatmaps, the ECA+EfficientNet row is consistently the
brightest, demonstrating resistance to structural distortions introduced by EVeilM.

Configuration E4 is particularly distinctive: ECA+EfficientNet performs strongly under both
extractors, whereas other models show instability or low F1, making E4 a prime candidate for
interpretability analysis.

Honeypot detection (Fig. 8.7) behaves differently: all models, including GNNs, achieve consis-
tently high F1 (often > 0.80) across all configurations and extractors. Thus, phishing serves as
the more informative benchmark for evaluating robustness under obfuscation.

Overall, EVeilM induces substantial variation across classifiers: GNNs are highly fragile, RFs and
SCSGuard moderately stable but inconsistent, and ECA+EfficientNet clearly the most resilient
across obfuscation strategies and CFG extraction pipelines.

Interpreting ECA+EfficientNet Results via Class Activation Mapping. To understand why
ECA+EfficientNet performs strongly under EVeilM, we examine the model’s spatial attention
using Class Activation Mapping (CAM) [289]. We analyze four phishing samples correctly clas-
sified with high confidence under configuration E4 (IDs 451, 640, 3057, 3384).

All bytecode images share a similar structure: a narrow non-padded region at the top and large
black (zero-padded) areas below. Although this visual encoding limits interpretability, CAM
reveals a consistent focus pattern: all models concentrate activation in the top-left portion of
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Figure 8.7.: Detection performance (F1 score) for honeypot samples. Results shown for CFGs
extracted via Heimdall (left) and EVMLiSA (right).

the meaningful region. This suggests reliance on local statistical patterns, likely early byte-
opcode distributions, rather than global structural features.
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Figure 8.8.: Class Activation Mapping for RGB images derived from bytecodes 451, 640, 3057,
and 3384 under EVeilM configuration E4.

Quantitatively, CAM activation metrics show: cam_max ∈ [0.99994,0.99995], cam_mean ∈
[0.0351,0.0423], cam_std ∈ [0.1632,0.1734]. These values indicate extremely sharp, local-
ized attention and explain the model’s robustness: ECA+EfficientNet depends on compact,
distortion-resistant byte patterns rather than full control flow structure, unlike GNNs or n-gram
models.

Detection of Semantically Equivalent Malware. We further analyze detection performance on
the subset of malware that remains semantically equivalent after obfuscation (Section 8.5.4).

For BOSC, the preserved-malware subset is extremely small (0-25 samples per configuration
and extractor). Even within this limited set, trends are clear: ECA+EfficientNet detects ≈ 65-
100% of preserved phishing samples, RF detects ≈ 11-28%, SCSGuard fluctuates, and GNNs
detect virtually none, with only rare exceptions.

EVeilM exhibits a different profile. For semantically preserved malware, GNNs perform best:
near-perfect honeypot detection, and up to 86% phishing detection for early configurations
(E1-E6).
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However, for E7-E15, GNN performance collapses to zero, even though these configurations
preserve substantial functional equivalence for phishing samples. This collapse mirrors the
patterns observed in the full-dataset heatmaps and occurs consistently across both extractors.

8.6. Lessons Learned

Our evaluation shows that the practical effectiveness of EVM bytecode obfuscation hinges on
its ability to preserve both syntactic correctness and runtime soundness. As demonstrated in
Section 8.5.2, BOSC frequently violates these requirements: only 18-39% of its outputs pass
structural checks under Heimdall or EVMLiSA, and several configurations (B4, B8, B12) fail
entirely. These failures are dominated by out-of-bounds instruction decoding and invalid jump
targets, reflecting brittle control flow rewrites and malformed instruction sequences. In con-
trast, EVeilM consistently maintains 84-100% validity, and its remaining analysis errors stem
from tool limitations rather than malformed bytecode. Overall, these results reinforce that any
practical obfuscator must prioritize structural and semantic well-formedness at the EVM level.

Obfuscators must guarantee runtime validity. EVeilM consistently produces deployable
bytecode, whereas BOSC violates structural and execution constraints of the EVM.

As shown in Section 8.5.3 and Section 8.5.4, both obfuscators introduce substantial control
flow distortion, but often at the cost of functional correctness. BOSC preserves malicious be-
havior in only 0-7% of phishing samples and in 0% of honeypots, primarily due to malformed
bytecode and distorted control flow structures arising from transformations such as Incomplete
and Flower. EVeilM performs better, retaining 15-19% equivalence for phishing and up to 28%
for honeypots, yet equivalence remains low overall. This highlights a fundamental limitation:
current bytecode-level transformations frequently couple structural perturbations with seman-
tic drift, making them unsuitable for security-sensitive contexts without substantially stronger
correctness guarantees.

Preserving functional behavior remains difficult. Current obfuscation techniques fre-
quently disrupt semantics, and even state-of-the-art tools maintain equivalence only in
a limited subset of cases.

Regarding malware detection, the vision-based ECA+EfficientNet model emerges as the most
resilient classifier in our study. Across both Heimdall and EVMLiSA extractions, it consistently
maintains high phishing detection F1 scores, even in configurations where other models, in-
cluding GNNs, RFs, and LLMs, collapse. As shown by the CAM analysis in Section 8.5.6, the
model relies on localized byte-distribution patterns rather than explicit control flow structure.
This design makes it inherently more tolerant to CFG collapse and the large-scale structural
rewriting introduced by EVeilM.
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Vision-based detection is the most robust and obfuscation-tolerant approach. By exploit-
ing local visual patterns instead of structural features, it maintains strong performance
even under aggressive rewriting.

Finally, the gas cost analysis in Section 8.5.5 highlights important operational implications.
BOSC inflates deployment-size gas by 7,000-12,000%, driven by extensive insertion of unreach-
able code, while simultaneously reducing reachable logic by up to 96% in CFG-based estimates.
EVeilM exhibits a different profile: deployment gas remains near baseline (–4% to +7%), yet
reachable gas collapses almost completely in configurations E8-E15. These patterns show that
gas cost dynamics not only quantify overhead but also serve as an indicator of how aggressively
a tool rewrites program structure.

Gas cost behavior exposes distinct transformation trade-offs. BOSC introduces substan-
tial deployment-gas inflation while leaving little reachable logic, whereas EVeilM pre-
serves realistic deployment size but sharply reduces reachable logic in its more aggressive
configurations.

Taken together, our findings are not intended to discredit existing obfuscation tools, but to em-
pirically characterize their behavior and limitations when applied to real-world EVM malware.
By systematically evaluating validity, semantic preservation, gas impact, and detection robust-
ness, we show that current obfuscation strategies face inherent trade-offs between structural
distortion and functional fidelity. At the same time, our results demonstrate that robust mal-
ware detection under severe structural rewriting is achievable when representations are less
sensitive to control flow distortion. In this sense, the chapter provides both a diagnostic assess-
ment of the current obfuscation landscape and constructive guidance for the design of future,
semantics-aware obfuscators and obfuscation-resilient detection models.

8.7. Summary and Next Steps

This chapter presents the first comprehensive evaluation of EVM bytecode obfuscation and its
implications for SC malware detection. Our findings show that deployability is a fundamental
requirement that current tools satisfy unevenly. BOSC produces structurally valid bytecode in
only 18-39% of cases and fails entirely under several configurations, while EVeilM consistently
maintains 84-100% validity. These results highlight the need for obfuscation techniques that
reliably preserve syntactic well-formedness and runtime executability.

Our analysis further indicates that current bytecode-level transformations frequently alter con-
tract semantics. Although both BOSC and EVeilM achieve substantial control flow distortion,
these structural rewrites often come at the cost of functional correctness. BOSC preserves ma-
licious behavior in only 0-7% of phishing samples and in none of the honeypots, while EVeilM
retains semantics for only 15-19% of phishing and up to 28% of honeypots in its moderate con-
figurations. This demonstrates that existing EVM obfuscators commonly entangle structural
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perturbation with behavioral drift, underscoring the need for techniques that better balance
obfuscation strength and semantic fidelity.

From a programming-semantics perspective, malicious and legitimate SCs are often indistin-
guishable at the level of low-level correctness: both may be syntactically valid, terminate nor-
mally, and satisfy the EVM execution model. What differentiates malware is not semantic well-
formedness per se, but behavioral intent: phishing contracts implement logic that intentionally
misleads users, diverts assets, or violates expected economic assumptions, despite remaining
functionally consistent with the language semantics. In this study, malicious behavior is there-
fore defined operationally, based on externally observable effects and ground-truth labels, rather
than on intrinsic semantic violations. A deeper, intent-aware semantic characterization of ma-
licious versus legitimate contracts remains an important direction for future work.

On the detection side, our evaluation shows that classifiers relying on opcode distributions, n-
gram sequences, or CFGs are highly sensitive to obfuscation: their recall drops sharply once
control flow is flattened, inflated with unreachable blocks, or otherwise distorted. In contrast,
the vision-based ECA+EfficientNet model exhibits markedly stronger robustness. By exploiting
localized visual patterns rather than explicit structural signals, it maintains predictive perfor-
mance even when both sequence- and graph-based representations deteriorate under aggressive
rewriting.

Overall, our study exposes two critical gaps: the lack of semantics-preserving bytecode obfus-
cation tools, and the vulnerability of many detection approaches to adversarial control flow
rewriting. Representing bytecode as images, seeing through obfuscation, emerges as a promis-
ing and structurally resilient direction for detecting evasive SC malware. By providing the first
systematic benchmark for evaluating both obfuscation robustness and detection resilience, this
work establishes a foundation for developing the next generation of obfuscation-aware analysis
techniques in the Ethereum ecosystem.
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Chapter 9.

Conclusion

This chapter concludes the dissertation by summarizing its main contributions, outlining fu-
ture research perspectives, and reflecting on the broader lessons emerging from the work. It
highlights how reproducible, data-driven methodologies can bridge the gap between theoreti-
cal research and practical deployment across two domains: Decentralized Finance and Smart
Contract security.
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9.1. Thesis Summary

This dissertation explored the design, implementation, and evaluation of Machine Learning
(ML) systems across two distinct yet conceptually connected domains: Decentralized Finance
(DeFi) and Smart Contract (SC) security. A unifying methodological thread runs through both:
the pursuit of reproducible, data-driven frameworks that transform theoretical insights into
practical, operational tools.

The first part examined the dynamics of cryptocoin markets and the use of correlation-driven
models for price prediction. Building on empirical evidence that digital assets exhibit persis-
tent co-movements, we proposed and validated forecasting techniques that leverage correlated
coins as predictive variables. These methods were consolidated into CryptoAnalytics, a fully
operational toolkit that automates the forecasting pipeline, from data acquisition and prepro-
cessing to model training, evaluation, and deployment. By integrating Gradient-Boosting Ma-
chines (GBMs) and Recurrent Neural Networks (RNNs) within a modular and extensible ar-
chitecture, CryptoAnalytics bridges the gap between research reproducibility and real-world
applicability, supporting both academic experimentation and production-grade forecasting ser-
vices.

The second part of the dissertation shifted focus to the security of decentralized ecosystems.
Here, the attention moved from financial time series to the bytecode of SCs, which under-
pin Decentralized Applications (dApps) and digital asset management. We introduced Phish-
ingHook, the first reproducible framework for detecting phishing contracts on the Ethereum
blockchain through opcode-level analysis. PhishingHook unified dataset construction, byte-
code disassembly, model benchmarking, and statistical post hoc validation, demonstrating that
static opcode representations can achieve high detection accuracy without relying on dynamic
traces or user data. The study further analyzed the trade-offs among model complexity, scal-
ability, and interpretability, providing a solid empirical foundation for proactive SC malware
detection.

Building on these foundations, Chapter 8 presented the first systematic evaluation of Ethereum
Virtual Machine (EVM) bytecode obfuscation and its impact on SC malware detection. The
study revealed that existing obfuscators vary widely in their ability to preserve syntactic validity
and functional behavior, and that many detection approaches degrade sharply when control
flow is heavily rewritten. At the same time, the results highlighted the resilience of vision-
based models, which remain effective even under aggressive structural distortion. This chapter
provides a rigorous empirical basis for understanding adversarial bytecode transformations and
for guiding the design of more robust, obfuscation-aware detection techniques.

Taken together, these contributions trace a coherent progression: from predictive modeling of
financial systems, through the detection of malicious contract behaviors, to a deeper under-
standing of adversarial transformations in decentralized execution environments. Each part of
the dissertation demonstrates how ML-driven methodologies, grounded in transparency and
reproducibility, can address complex, high-stakes challenges in blockchain-based systems.
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9.2. Research Perspectives and Future Directions

Each chapter of this dissertation concluded with specific directions for continuation. Taken
together, these perspectives outline a coherent research trajectory that extends the method-
ological, experimental, and system-level contributions developed throughout the work.

In the financial forecasting domain, the next steps identified for CryptoAnalytics focus on
expanding data coverage and improving operational integration. Future developments include
incorporating additional market data sources, exploring learning algorithms beyond GBMs and
RNNs, and extending the forecasting pipeline toward real-time and streaming architectures.
Such enhancements would broaden the applicability of the toolkit to use cases such as high-
frequency trading, market surveillance, and risk monitoring. More generally, the workflow of
CryptoAnalytics could be adapted to other time-series domains where co-movement patterns
play a central role, including healthcare, energy systems, and environmental monitoring.

In the SC security domain, PhishingHook established the first reproducible framework for
opcode-level phishing detection. Future directions emerging from this work include transition-
ing from offline analysis to real-time detection, enabling malicious contracts to be flagged prior
to deployment on-chain. Another line of work involves integrating scalable inference pipelines
suitable for production-grade blockchainmonitoring platforms, potentially in collaboration with
security firms and explorers such as Etherscan. Finally, the methodology underlying Phish-
ingHook can be naturally extended beyond phishing to other classes of malicious contracts,
including Ponzi schemes and honeypots.

Beyondmalware detection, the findings of Chapter 8 highlight several immediate research direc-
tions related to adversarial robustness. The systematic evaluation of BOSC and EVeilM showed
that current obfuscation techniques rarely preserve both syntactic validity and functional be-
havior, and that many existing detectors fail once control flow is heavily rewritten. Future
work should therefore focus on designing semantics-preserving obfuscators, developing fea-
ture representations that remain stable under structural distortion, and expanding robustness
benchmarks to better capture realistic adversarial transformations. The strong resilience of
vision-based encodings observed in this dissertation further suggests a promising direction for
building more adaptive and obfuscation-tolerant malware detectors.

Building on these results, a broader research perspective naturally emerges: the need for unified
threat detection methodologies that generalize beyond a single execution environment. This
motivation underlies ScamDetect [290], a vision for cross-runtime and semantically robust
SC malware analysis. Rather than defining a concrete system, ScamDetect outlines a forward-
looking roadmap that consolidates insights from PhishingHook and the obfuscation study, em-
phasizing two main objectives: (i) integrating complementary bytecode representations (sta-
tistical, structural, and semantic), and (ii) developing learning models capable of generalizing
across heterogeneous execution environments such as the EVM and WebAssembly (WASM).
This perspective identifies a long-term research direction toward more adaptable, explainable,
and platform-agnostic SC security analysis.

Finally, from a system and deployment perspective, future work includes extending the eval-
uation of model serving infrastructures used throughout this dissertation. Beyond latency, ad-
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ditional metrics such as throughput, resource utilization, and security guarantees should be
considered. Confidential ML scenarios are of particular interest, especially in sensitive domains
such as finance, healthcare, and defense, where privacy-preserving inference is essential. More-
over, broadening the evaluation to include models trained and deployed in alternative ecosys-
tems, such as PyTorch, JAX [291], and Caffe [292], would enable a more comprehensive un-
derstanding of trade-offs across serving frameworks.

Overall, the future directions outlined in this dissertation follow a consistent trajectory: from
operationalizing correlation-driven financial forecasting, to automating and scaling SCmalware
detection, and toward resilient, explainable, and cross-platform analysis. Each step reinforces
the central philosophy of this work: combining reproducibility, transparency, and adaptability
to translate data-driven research into deployable, high-impact systems.

9.3. Takeaways and Concluding Remarks

The works presented in this dissertation share a common methodological foundation: the sys-
tematic design of reproducible frameworks that transform empirical insights into practical tools.
Across domains as diverse as financial forecasting and SC security, several overarching lessons
emerged.

From the development of CryptoAnalytics, three main insights were gained. First, although
cryptocoin markets are highly volatile, their dynamics are not entirely random. Persistent co-
movement and correlation patterns can be identified and systematically leveraged to produce
reliable forecasts. Second, while advanced models such as GBMs and RNNs deliver strong pre-
dictive performance, their complexity often limits accessibility and reproducibility. By encapsu-
lating these workflows into an integrated and configurable toolkit, CryptoAnalytics showed
that robust forecasting can remain both transparent and practical. Third, deployment experi-
ments confirmed that such models can be efficiently served through modern inference frame-
works, demonstrating that research-grade tools can evolve into production-ready forecasting
systems.

From the study of phishing detection in Ethereum, embodied by PhishingHook, further lessons
were drawn. Static opcode-level representations proved sufficient to identify malicious con-
tracts with high accuracy, without relying on dynamic transaction data. The framework’s mod-
ular design enabled extensive benchmarking and statistical validation, revealing that simple
histogram-based classifiers remain competitive with more complex architectures. Additional
experiments showed that although large models such as Transformers and vision-based en-
coders do not yet surpass simpler classifiers in accuracy, they scale more effectively as datasets
expand. Time-resistance analyses further indicated that static models maintain stable detec-
tion performance over time, underscoring their practical relevance for real-world monitoring
systems.

Chapter 8 extended these insights by providing the first systematic evaluation of EVM bytecode
obfuscation and its implications for malware detection. The study demonstrated that existing
obfuscators differ sharply in their ability to preserve structural validity and contract semantics,
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and that many ML-based detectors, particularly sequence and graph-driven models, are highly
sensitive to adversarial control-flow rewriting. At the same time, the results highlighted the
resilience of vision-based approaches, which maintain strong performance even under aggres-
sive structural distortion. Together, these findings clarify the trade-offs between obfuscation
strength, semantic preservation, and detection robustness in adversarial blockchain environ-
ments.

Overall, this dissertation demonstrates that reproducible ML frameworks can effectively bridge
theoretical research and deployable applications. In DeFi, this approach enables transparent,
data-driven forecasting grounded in empirical market structure. In blockchain security, it en-
ables early, reliable, and privacy-preserving detection of malicious SCs through static analysis
alone.

Both domains converge on a common vision: the creation of open, interpretable, and adaptive
intelligent systems capable of operating within complex, high-stakes environments. The contri-
butions presented here thus mark not an endpoint but a foundation, a step toward continuously
evolving, trustworthy analytics for decentralized and data-intensive ecosystems.
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