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Abstract. The proliferationof incompatiblee-commercesystemsapplying dif-
ferentsecuritytechnologiesmposedifficult choicesonall theconcernegarties.
In this contet, the purposeof this researchis to provide the necessaryack-
groundto develop a securityadvisor(SecAdvise)which will make it possibleto
integratethesecuritymechanismandthedynamicselectiorof thevariousmech-
anismsbetweenseveral partieswishing to conductbusinesgransactionsafely
Suchanadvisoraimsmultiple goals:overcomingcompatibilityandinteroperabil-
ity problemsgvaluatingandreducingtechnologicakecurityrisks,andenhancing
trust.

1 Intr oduction

The Internetis becomingan increasinglyimportantchannelfor e-commercevhere
comple businessnteractiongnvolve multiple parties.Clearly, the safetyof thetrans-
actionsusingelectronicmeanss of capitalimportance Several securitysystemshave
beenimplemented1, 4,9] andareoperationain mary e-commerceapplicationsThe
mechanismemplg/ed,the securityservicesthe cryptographialgorithms theamount
of money involvedin atransactionthe partiesconcernedetc,distinguishthesesecurity
systemslIn this context, the purposeof this researctprojectis to analyzethe various
typesof securitythreatsmechanismandservicesn e-commerceapplicationsto eval-
uatethem,qualify them,anddevelopsoundmethodgo selectthemostappropriateand
effective mechanismandservicedn a givenbusinessandtechnologycontext. There-
sultsof theseinvestigationwill providethenecessarpackgroundo developasecurity
advisor whichwill make it possibleto integratethe mechanismandthe dynamicse-
lectionof thevariousmechanismgetweerseveral partieswishingto conductbusiness
transactionsafely Suchanadvisoraimsmultiple goals:overcomingcompatibilityand
interoperabilityproblems reducingtechnologicalsecurityrisks, and enhancingrust.
Therestof the paperis structuredasfollows. In Section2, anintroductionto security
threats servicesandmechanismss given. This analysisshouldprovide us with a ba-
sic understandingf therelationshipbetweerrisks, servicesandmechanismsaie also
try to understandhelink betweersecurityservicesmechanismandthe layersof the
OSI (OpenSystemdnterconnectionyeferencanodel[2]. Section3 describesa trust
managementmodeldevelopedin [8]. Our advisoris introducedin Section4. Finally,
Section5 containssomeconclusionandfutureresearchlirections.



2 Security Issues

In [5], VesnaHasslerhasidentifiedthreeprincipalissuesof security:securitythreats,
security services,and security mechanismsAttacks on systemscan be classifiedin
severaltypes:

— Eavesdropping. Interceptingandreadingmessagemtendedor otherprinciples.

— Masguerading. Sending/receing messagessinganotheprincipal’s identity.

— Message tampering. Interceptingandalteringmessageitendedfor otherprinci-
pals.

— Replaying. Usingpreviously sentmessageto gainanotherprincipal’s privileges.

— Infiltration. Abusinga principal’s authorityin orderto runhostileor maliciouspro-
grams.

— Traffic analysis. Observinghetraffic to/from a principal.

— Denial-of-service. Preventingauthorizedorincipalsfrom accessingariousresour-
ces.

This classificatiorieadsto a thoroughanalysisof the mostprobablethreatsand of
thesystems vulnerabilitiesto thesethreats On the basisof therisk analysisesultswe
candefinea securitypolicy thatclearly specifiesvhat mustbe securedThe functions
thatenforcethe securitypolicy arereferredto assecurityservices.

We mentionthe basicsecurityservicesdefinedby the InternationalOrganization
for StandardizationWheneer possible,we also identify in which layer of the OSI
referencanodel[2] theseserviceamay be applied.This relationshipbetweerservices
andOSl referencenodellayershasalreadybeenestablishedn [5], on whichwe base
this classification.

— Authentication. Differentauthenticatiorservicesareavailable.Peerentity authen-
ticationensureshata communicatingartyis reallywhathe claimsto be (network
layer).Dataorigin authenticatiordeliversproofsthata pieceof informationorigi-
natesfrom a certainsource(network layer).

— Access control. Accesscontrol ensureghat only authorizedprincipalscan gain
accesdo protectedesources.

— Data confidentiality. Dataconfidentialitycanbe of differenttypes.To ensurecon-
fidentiality betweentwo communicatingpartiesthat establisha communication
channel,a connectionconfidentialityserviceis employed (physicallayer). If the
communicatiorchannelis only logical, the serviceis referredto as connection-
less confidentiality (datalink layer). If only certainpartsof message$o be ex-
changednustbe protecteda selectve field confidentialityserviceis used(appli-
cationlayer). Traffic flow confidentialityprotectsagainstraffic analysis(physical
layer).

— Data integrity. Similar to dataconfidentialityservicesdataintegrity servicesare
differentfor connection-orientedndconnectionlesprotocols For connectiorori-
entedorotocolshey mayprovide messageecovery (transportayer).Dataintegrity
serviceanalsoprotectselectedields of messagesnly.



Non-repudiation. Accordingto the ISO, non-repudiatiorservicescanpreventden-
ial-of-origin of dataor guarantythedelivery of data.Therearetwo additionalpossi-
bilities: non-repudiatiorof submissiorandnon-repudiatiorof receipt(application
layer).

Securityservicesarebuilt usingcombination®f securitymechanismsrhesemech-

anismsarein turnrealizedby cryptographialgorithmsandsecureprotocols Hereis a
summaryof the securitymechanismsavailable,asdescribedn [5].

Encryption. Encryptionmechanismgrotectthe confidentialityof data.We dis-
tinguishtwo typesof mechanismssymmetricmechanismge.g.,DataEncryption
Standard- DES; AdvancedEncryptionStandard- AES) and public key mecha-
nisms(e.g.,RSA).

Digital signature. A digital signaturecanbegeneratetby a specialdigital signature
mechanisnaswell asby a combinatiorof encryptionmechanisms.
Authentication exchange. Authenticationcan be basedon an encryptionmecha-
nism, symmetricor public. Therefore several mechanism$iave beendeveloped
whoseonly purposés authenticatiorexchangefor example,zero-knavledgepro-
tocolsandKerberosakey distribution system).

Access control. Accesscontrol mechanismare closelyrelatedto authentication.
They dealwith controllingacces®f the subjectgo thediversresourses.

Data integrity. Dataintegrity mechanismgrotectdatafrom unauthorizednodi-
fication. Oneway to protectdataintegrity is to usean encryptionmechanismin
this way, dataintegrity and dataconfidentialityare ensured Anotherway to en-
sureintegrity is to usea digital signaturemechanismin this case,integrity and
non-repudiatiomreensuredIf integrity is requiredwithout confidentialityor non-
repudiation,messagaligestscomputedby a cryptographichashfunction can be
used(e.g.,SHA-1,MD5). Themessagauthenticatiorrode(MAC) canensureau-
thenticatioranddataintegrity.

Traffic padding. Traffic paddingmechanism&eeptraffic approximatelyconstant,
sothatno onecangaininformationby observingt.

Routing control. Routingcontrolmechanisrmakesit possibleto choosea specific
pathfor sendingdatathrougha network, henceavoiding undesirablenodes.
Notarization. Notarizationmechanismsre provided by a third party notarythat
mustbetrustedby all the participants.

Key management. For the public key encryption key managemerdndcertification
authoritiesareamust.

As is the casewith security services,securitymechanismsnay also be usedat

differentlayersof the OSI referencemodel. To illustrate this, we give a shortlist of
well-known securitymechanismandthe correspondindayerto which they apply.

Applicationlayer: SIMIME, S-HTTR SecureTELNET.
Presentatiotayer: SecureRPC,SASL, SSH.
Transportiayer: SSL,TLS.

Network layer:IP AH, IP ESP

Datalink layer:Link encryption MAC addresdiltering.



Thelist of serviceandmechanismaboreis notexhautie. In fact,specificcontexts
requirethe developmentof specializedsecurity services.To illustrate this point, we
presentheresomesecurityservicesdevelopedfor electronicpaymentNote that most
of theseservicesareprovidedat the OSl referencanodelapplicationlayer.

— User anonymity and location untraceability. Theseservicegyuarantythatalthought
the merchantreceived paymentfor the goodssold, he cannotidentify the buyer.
Theseservicesmay be provided, for example,by chainsof mixes[3] andblind
signaturenechanismsAnotherform of this serviceis the payeranorymity service
providedin FV (First Virtual) [7].

— Non-repudiation of payment transactions. This serviceensureshata payercannot
dery having madede the paymentAn exampleof this serviceis foundin the 3KP
paymeniprotocol,usingdigital signature$9].

— Confidentiality of payment transaction. This service prevents eavesdroppingon
paymendata.Thistypeof serviceis providedby SET (SecureElectronicTransac-
tion) citeSher00a.

— Freshness of payment transaction. This servicepreventsreplayattackson payment
transactionsOneapproacho providethis servicels the useof time stampssuchas
in the 1IKP model[9].

Whenthe paymentinstruments digital money, thelist of servicedncludesprotec-
tion againstloublespendingprotectionagainsforging of coins,andprotectionagainst
steelingof coins.Whenelectronicchecksarethe paymentinstrumentothertypesof
servicesare necessaryFor instance paymentauthorizationtransfer(proxy) makes it
possibleto transfera paymentauthorizatiorfrom oneauthorizedorincipalto another

3 A Trust ManagementModel

Several initiatives, suchas Semper{6], tried to have the variouselectronicpayment
systemscorverge in orderto work out a commonoperatingplatform and assurein-
teroperabilitybetweerthem.Robleset al. [8] proposea trustmodelfor agent-oriented
electronidousinesspplicationsThistrustmodeloutlinesamethodologyo definetrust
requirementsindto associatesafeyuardswith themto increasehe protectionandtrust
of electronicbusinessframeaworks. It suggestshe definition of a trust problemspace
(TPS)asasetof all possiblesituationsin the systemjn which thee-commercagents
canhave trustproblemsabouteachotheror aboutthe ervironment(a setof thethreats
andrisks mentionedin Section2). This spaceincludesvarioustypesof attacks,and
vulnerabilitiesdueto cheatingor misuseof systemresourcesThis TPSis relatedto a
collectionof interrelatednechanismsyustunits(TU), to provide safegguardgo protect
systemsandsub-systemsndto increaseahetrustin thesystemsr sub-systemsA TU
is atrustlogical unit representing partial or completesolutionor countermeasur®
ary of thoseproblemsubspacepresentedn the definitionof the trustproblemspace.
It mayinvolve cryptographigrotocols(RSA, DSE),controlmechanismsr infrastruc-
tures.



4 SecadviseDefinitions

We intendto developanoptimizationmodel,enabledoy a securityadvisor to

1. identify andspecifythe TrustProblemSpacg TPS)andthe TrustUnits (TU) avail-
ablein the contect of acommunicatiorto be securedand

2. maketheoptimalassociatiorbetweenflPSandTU to actuallysecureghatcommu-
nication.

We provide herea preliminaryversionof the optimizationmodel:

¢ transactiorio securelt is thebusinessontet/transactiothatis performedandthat
needsecurity

U thesetof all trustunits(TU). A trustunit maybe a securitymechanisma security
protocolor asecurityinfrastructure.

u atrustunit (u € U).

R thesetof all non-decomposabkecurityrisks,suchthatVvr € R, Vu € U, eitheru
coversr entirelyor u doesnotcover r atall.

r anon-decomposabkecurityrisk (r € R).

P thesetof all potentialparticipantsn secureccommunications.

p aparticipant(p € P).

R, thesetof securityrisks coveredby trustunitu (R, € P(R)).

R, the set of securityrisks that needto be coveredin transaction/contd ¢ (R. €
‘P(R)). Thesearethe TrustProblemSpace{TPS)definedabove.

P, thesetof all participantslirectlycommunicatingn transaction/conté ¢ (P, € P(P)),
e.g.,hostA wantsto communicatavith hostsB.

A, p thesetof participantstrustedoy participanip, thatcanactasthird partyauthority
in conductingtrustunitu (v € U, p € P, A, , € P(P)), e.g.,thesetof certifi-
cation authoritiestrustedby a participant.If the trust unit doesnot requiresuch
trustedthird party, A,, , = P to simplify thematchingprocesdetweertrustunits.

U, thesetof trustunitsavailableto a participanty € P (U, € P(U)).

Up thesetof trustunitsavailableto all participants/p € P (Up € P(U))

UP:{UEQUP | mAum?é@}

pEP pEP

U. theminimalsetof unitsto cover thesecurityrisksof transaction/contet ¢ (U, € P(U))

U.=U€eP(Up) | RC|JRunllU]l= min |[U]].
wetr U eP(Up,)

ThesetR is definedasthe setof non-decomposabkisks.Clearly, definingthatset
is nota simpletask.However, we aguethat R maybe constructedAssumingthatwe
find atrustunit u suchthatrisk r is partially coveredby u, we canalwaysdefinerisks
r’ andr”, with v’ U r"” = 7 andr’ Nr"” = (), suchthatr’ is coveredentirelyby u and
r'" is notcoveredatall by u.

Thissaid,in orderto avoid suchad hoc decompositionsye intendto provideapre-
liminary multidimensionaktlassificatiorof risks. Two of the dimensionsvould bethe
setof risksidentifiedin Section2 andthe seven layersof the OSl referencenodel[2].



5 Conclusionand Futur e Work

The proposednodelis aninteroperablarchitecturdor the variouse-commercesecu-
rity systemsThe advisorwill choosethe bestsubspaceolutionfor a given security
contet, dependingn the available mechanismskRegardlesf the kind of the mech-
anisms the advisorwill assessninimum andacceptablesecurityfor the transactions
betweerthe variouspartieswishingto conductsafebusinesgransactionsln addition,
the advisorshouldfacilitate the assessmertf the trustworthinessof securitymecha-
nismsandservicesproviding a systematievaluationframevork basedn the multidi-
mensionakisk classificationln the foreseeablduture, a detailedclassificationof the
mechanismsvill be available which will conductthe trustworthinessof thesemech-
anisms.This classificationwill helpto demonstratéhe applicability of the approach.
Moreover we will choosea numberof mechanismso testthe architecture/advisovVe
will alsodefinestandardscenariogo implementandtestthesystem.
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