DESIGNING DIGITAL
CHOICE ARCHITECTURE

Studies on the behavioral and

attitudinal impact of digital nudges

PhD dissertation submitted to the Faculty of Economics and Business

Institute of Information Management (IMI) and Institute of Management (IMN)

University of Neuchitel, Switzerland

for the PhD degree in Information Systems

by

Kristoffer Bergram

Approved by the dissertation committee:

Prof. Adrian Holzer, University of Neuchatel (UNINE), co-supervisor
Prof. Valéry Bezengon, University of Neuchatel (UNINE), co-supervisor
Dr. MER Paul Cotofrei, University of Neuchatel (UNINE), head of committee
Prof. Johannes Schéning, University of St. Gallen (HSG), external expert
Prof. Dennis Lalanne, University of Fribourg (UNIFR), external expert

2024






unine

Université de Neuchdtel

IMPRIMATUR POUR LA THESE

DESIGNING DIGITAL CHOICE ARCHITECTURE:

Studies on the behavioral and attitudinal impact of digital nudges

Kristoffer BERGRAM

UNIVERSITE DE NEUCHATEL
FACULTE DES SCIENCES ECONOMIQUES

La Faculté des sciences économiques,

sur le rapport des membres du jury

Prof. Adrian HOLZER, Université de Neuchdtel, co-directeur de thése
Prof. Valéry BEZENCON, Université de Neuchdtel, co-directeur de these
Dr. MER Paul COTOFREI, Université de Neuchdtel
Prof. Denis LALLANE, Département d'informatique, Université de Fribourg
Prof. Johannes SCHONING, Laboratoire HCI, Université de St. Gall

autorise I'impression de la présente thése.

Neuchdtel, le 19 mars 2024

Le doyen

Peter Fiechter

Faculté des sciences économiques
Avenue du 1°"-Mars 26

CH-2000 Neuchatel

Email: secretariat.seco@unine.ch
Tel: +4132 718 15 00
www.unine.ch/seco






DESIGNING DIGITAL
CHOICE ARCHITECTURE
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attitudinal impact of digital nudges

Preface

This dissertation is based on a set of articles presented as chapters. These chapters are
preceded by an introduction to the research context and concluded by a summary of

the research contribution that also echoes a set of paths for future research.

[ have conducted the research in the dissertation from conception to its final presen-
tation, apart from the fourth chapter where the lead contribution is equally shared
with the first co-author. The research in this dissertation was performed under the
supervision of Prof. Dr. Adrian Holzer and Prof. Dr. Valéry Bezengon. The chapters
featuring user studies in the dissertation received research ethics approval from the

University of Neuchitel’s Research Ethics Board.






Summary

This dissertation explores the design space of digital nudges and their effects on users
in three application domains: online privacy, social media usage, and online charita-
ble giving. After the introductory chapter, a systematic review of empirical studies on
digital nudging is conducted, uncovering the current research landscape. Next, an on-
line experiment and a descriptive field study is used to demonstrate the effectiveness of
digital nudges for enhancing the online privacy awareness of users for popular online
services. The next chapter uses an online field experiment to alter the digital choice
architecture of a popular social media platform. This study evaluates restricted news-
feed diets and their impact on user behaviors and experiences. The fifth chapter is an
online factorial experiment concerning charitable giving with real monetary stakes.
This last study systematically investigates combinations of several digital nudges on
users’ online donation behaviors and their associated attitudes around manipulation
and autonomy. The dissertation extends several contributions related to digital nudg-
ing and choice architecture. The systematic review illuminates several open research
avenues for the domain at large that call for future research. The experiment related
to online privacy awareness shows that digital nudges could elevate user interactions
with terms and privacy policies, although without bolstering users’ recollections of
what they have agreed to. The field experiment concerning social media newsteed
diets demonstrates their impact regarding time spent on the social media platform,
but these design interventions come with both positive and negative user experiences.
The online factorial experiment related to charitable giving reveals that some combi-
nations of digital nudges increase donations, but these particular nudges also invoke
users’ concerns about autonomy threats and an experienced sense of manipulation.
Together, the chapters of the dissertation highlight the complex behavioral and atti-

tudinal impact of digital nudges across several relevant application domains.

Keywords: digital choice architecture, digital nudging, persuasive technology, user studies,

human computer interaction, information systems
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Résumé

Cette thése explore 'espace de conception des nudges numériques et leurs effets sur
les utilisateurs dans trois domaines d’application : la vie privée en ligne, l'utilisation
des médias sociaux et les dons de charité en ligne. Aprés le chapitre d’introduction,
une revue systématique de la littérature liée aux études empiriques sur les nudges
numériques est menée, révélant le paysage actuel de la recherche. Ensuite, une ex-
périence en ligne et une étude descriptive sur le terrain sont utilisées pour démontrer
Pefhicacité des nudges numériques dans la sensibilisation 2 la protection de la vie privée
en ligne pour les utilisateurs de certaines plateformes digitales. Le chapitre suivant
utilise une expérience de terrain, menée en ligne, pour modifier Parchitecture des
choix numériques d’une plateforme de médias sociaux populaire. Cette étude évalue
les régimes restreints des fils d’actualité et leur impact sur les comportements et les
expériences des utilisateurs. Le cinquiéme chapitre est une expérience factorielle en
ligne concernant les dons de charité avec des enjeux monétaires réels. Cette derniére
étude examine systématiquement les combinaisons de plusieurs nudges numériques
sur les comportements de don en ligne des utilisateurs et leurs attitudes associées en
matiére de manipulation et d’autonomie. La thése présente plusieurs contributions
liées aux nudges numériques et a I'architecture de choix. L'examen systématique met
en lumiére plusieurs pistes de recherche ouvertes pour le domaine qui appellent a des
recherches futures. L’expérimentation liée a la confidentialité en ligne montre que
les nudges numériques pourraient améliorer les interactions des utilisateurs avec les
conditions et les politiques de confidentialité, sans toutefois renforcer leur mémorisa-
tion de ce qu'ils ont accepté. L’expérience sur le terrain concernant les régimes des fils
d’actualité des médias sociaux démontre leur impact sur le temps passé sur la plateforme
de médias sociaux, mais ces interventions de conception s’accompagnent d’expériences
positives et négatives pour l'utilisateur. L’expérience factorielle en ligne relative aux
dons de charité révéle que certaines combinaisons de nudges numériques augmentent
les dons, mais ces nudges suscitent également des inquiétudes chez les utilisateurs quant
aux menaces pesant sur leur autonomie et leur sentiment de manipulation. Ensemble,
les chapitres de la thése mettent en évidence I'impact complexe des nudges numériques

sur le comportement et les attitudes dans plusieurs domaines d’application pertinents.

Mots-clés : architecture du choix numérique, nudge numérique, technologie persuasive, études

d'utilisateurs, interaction homme-machine, systémes d’information
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Introduction and
Defnition of the
Design Space

The first misconception is that it is possible to avoid influencing people’s choices.

— Richard H. Thaler & Cass R. Sunstein [1} p. 10]
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Designing Digital Choice Architecture

1.1 Research Context

Designers of various stripes are trained to build a user interface (UI) with menus,
buttons, feeds, sliders, input fields, and other design elements. In principle, a designer
is tasked with building an interface that is intuitive, and that helps users complete
desired tasks and goals in an efficient manner . Today, these tasks and goals may
determine important aspects of our everyday lives. For example, around 30% of US
adults report to have used or are currently using a dating app/site , and a majority
of people in the EU are now conducting their banking affairs online. Important
choices such as who we find as a potential partner, or how we manage our finances
are increasingly influenced by the work of various designers. When a designer works
with any aspect of human-computer interaction (HCI), they are typically responsible
for arranging the digital context in which their users make decisions [E[] In other
words, they are designing a digital choice architecture for the user. Sometimes trivial
details in this choice architecture can steer human choices and behaviors in unexpected
directions. When a change in the choice architecture steers the user in a different
direction, this is often called a nudge . Before I delve deeper into digital nudges
and choice architecture, a very brief background will be provided of the antecedent

insights and ideas that led up to the current research context.

1.1.1 Towards nudging and choice architecture

The concepts of nudging and choice architecture evolved on the back of several decades
of research into human cognition and decision-making. As with several other re-
search fields, an important insight was possibly first articulated by Herbert Simon
in the 1950s. He argued for a theoretical revision of the rational “homo economi-

cus” . Instead of assuming that human choices are governed by rational behavior,

1. Introduction and Definition of the Design Space 2
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Simon argued for a theory with: “...a kind of rational behavior that is compatible with
the access to information and the computational capacities that are actually possessed
by organisms, including man, in the kinds of environments in which such organisms
exist” [[7, p. 99]. In other words, human decision-making had certain unrecognized
constraints (some of which are innate to us, and some of which can be found in the
decision environment we operate in). Simon later referred to this idea as “bounded
rationality” p. 196]. Notably, Tversky and Kahneman @, among several oth-
ers empirically clarified what several of these constraints were, both in relation to
the choice environment and to humans’ cognitive processes. This empirical clarifica-
tion laid the foundation for an influential research program in psychology known as
the heuristics and biases approach . One of the core tenants of this research program
was that heuristics act as mental rules of thumb and biases act as weights for human
decision-making. This meant that in certain situations humans would act in more or

less predictably irrational ways || .

To illustrate: human decision-making can be heavily influenced by social confor-
mity or herd behavior. Even before various cognitive biases and heuristics had been
thoroughly mapped by researchers, Asch published the results of an experiment
that stumbled upon what seemed to be a bug in human visual judgment. During each
trial of Asch’s experiment, a group of seven to nine students were shown a set of two
cards, see Figure on the next page. The students were asked to pick the line on
the second card that has the same length as the line on the first card . In reality,
only one member of the group of students was a true subject — the other members
were an instructed majority and were part of the experimental setup. According to
a variable schedule, during two thirds of the repeated trials this instructed majority
would erroneously pick the wrong line on the second card while being in the same

room as the participant.

3 1. Introduction and Definition of the Design Space
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A B C

First card Second card

Figure 1.1: Examples of the two cards that participants were shown during Asch’s experiments
on social conformity. Modified and adopted from Mojzisch and Krug [[14].

When participant’s choices were completely separated from the choices of others,
the error-rate when it came to picking the correct line was less than 1%, but when the
erroneous judgments of the instructed majority were present, this error-rate reached
nearly 37 % [13]. Based on Figure it appears rather difficult to make an error
given the task at hand, but the main result from this experiment still replicates for adults
and children alike without using an instructed majority of actors [15, 16]. By instead
relying on digital technology such as color—coded PowerPoint slides, researchers can
re-create the impression of a minority vs. majority situation when people make their
visual judgments. This is accomplished by randomly distributing polarized glasses
among participants so that the length of the lines (like those in Figure|1.1) will change
depending on what type of glasses the participants are wearing [15, |16]]. The lesson
from Asch’s experiments is that the cues from the herd can have a strong influence
on peoples’ judgments. There are many other examples like the one above, but the
main point is that over several decades researchers have shown how human behavior
and choice can be unexpectedly influenced by a variety of factors. Insightful exam-

ples include: following the herd [17], fairness [[18]], scarcity [19], loss aversion [20],

1. Introduction and Definition of the Design Space 4
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endowment effects , how information is framed , and the list goes on.

In 2008, the original authors of the book Nudge || took many of these insights
further by arguing that institutions in the public and private sectors should tailor deci-
sion environments to accommodate the constraints of human decision-making .
In their book, Thaler and Sunstein [|1} p. 9], defined a nudge as “... any aspect of the
choice architecture that alters people’s behavior in a predictable way without forbid-
ding any options or significantly changing their economic incentives”. Their main
premise of nudging was quite simple: In many decision environments, people can
make predictable errors of judgment due to sometimes irrational factors. If those er-
rors are anticipated, designers of choice architecture can reduce the error rate [24].
The designer of a particular decision environment, often referred to as the “choice
architect” has a significant and often underappreciated influence over what choice
people will be making . It should be noted that the general goal of nudging was
to make people better off, “as judged by themselves.” [[1, p. 5]. An innocuous and
popular example of a nudge is that of an etched image of a fly inside of men’s uri-
nals . This ostensibly small intervention reportedly improves the aim of the target

user which, in turn, leads to considerably lower cleaning costs ||

1.1.2 Nudging in the digital sphere

While Thaler and Sunstein [1] were the first to organize the theoretical principles
around nudging and choice architecture - the research concerning the engineering
of technology for persuasive effects had already been established prior the publication
of their book. Previous scholars have argued that Thaler and Sunstein did not
devote too much attention to pervasive computing technology, either as a means for

supporting everyday choice or as a context in which choices were being made IEI]

5 1. Introduction and Definition of the Design Space
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Yet, the term ‘digital nudging’ was eventually adopted within the information sys-
tems and computer science communities (see for example 29]), and the term
has since gained exponential attention as its own domain of research [30]. The next
chapter of the dissertation will show that there are several competing definitions in the
literature for what phenomena that could or should fall inside the domain of digital
nudging.

In line with the more inclusive definitions on the topic , [ will view a digital
nudge as the event where digital artifacts steer users in particular directions while also
allowing them to go their own way p. 2]. Digital choice architecture will involve
the design and configuration of a choice environment - controlling what outcomes
are associated with the choice itself, and how these potential outcomes are presented

to users via pervasive computing devices.

1.1.3 A larger space of behavioral change interventions

There are numerous domains of research that can be brought to bear on how artifacts
can be designed to steer user behaviors. In general, nudging could be fitted within
the larger research stream of behavioral change interventions. While a fair and
complete outline of behavioral change interventions is too large for the scope of this
dissertation — I will briefly echo some prevalent conceptual definitions of the research
domains that share significant overlaps with digital nudging. Out of these associ-
ated research domains, persuasive technology (PT) arguably has the widest concep-
tual footprint. Fogg pushed for research in the intersection between computer
science and the psychological theories related to persuasion before a coherent idea
of nudging was established. PT pertains to “... any interactive computing system de-
signed to change people’s attitudes or behaviors” p. 1]. Around 2008, Information

Systems scholars established another research agenda for similar phenomena referred
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to as ‘persuasive systems design’ or (PSD)[35]]. The original proponents of both PT

and PSD issued the caveat that these technology-mediated interventions should be

performed without coercion or deception [34} [36]).

Related to nudging, Thaler and Sunstein [[1]] highlighted that there are cases where
companies have strong incentives to cater to people’s potential frailties in order to ex-
ploit them. They also remained agnostic as to whether free markets and competition
would solve this particular problem. The last overlapping research domain is focused
on this problem in the digital domain - which is often called ‘dark patterns.” Dark pat-
terns are use cases when the aims or functionalities of a Ul are tainted to some or a large
extent. Dark patterns began as a more practitioner-oriented idea || , where Brignull
first defined and assembled a collection of such instances. Another early contri-
bution to this domain can be found in Conti and Sobiesk . Mathur et al. p- 1]
later defined dark patterns as “... design choices that benefit an online service by co-
ercing, steering, or deceiving users into making decisions that, if fully informed and
capable of selecting alternatives, they might not make.” Other prevalent definitions

also contain some variety of malicious intent on the behalf of the UT designer or other
stakeholders 42].

Based on the above definitions, the design spaces of these associated research do-
mains concern similar descriptive phenomena. On an abstract level, they are mainly
distinguishable in terms of ethics and underlying motives. Most artifacts can be used
for constructive and destructive purposes, and it is clear that interactive technologies
can be used for a variety of persuasive aims and this is a very vexing problem. With
that being said, it is difficult to descriptively delineate the listed research domains as
neat mutually exclusive categories of scientific inquiry. Rather, they are dynamic and
continuously deepen and augment each other’s research output and will therefore be

invoked at relevant points throughout the dissertation.
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The main problems that this dissertation addresses related to digital nudges and choice

architecture will now be further defined.

1.2 Problem Definition and Justification

The presence of a choice architecture in the digital realm is inevitable, and cannot
be wished away. This contention stems from the “inevitability argument” for choice
architecture in general from Sunstein p. 4]. Small changes to these choice archi-
tectures (or nudges) will have downstream effects on sometimes important outcomes
in our evermore digitalized world, and there is currently no obvious path on offer
where HCI and systems designers can collectively decide to completely avoid influ-
encing the behaviors of their users, by design. Put another way, there are arguably
very few online design spaces that allow for a completely neutral choice architecture
where the users volitional agency and freedom is entirely unaffected. To illustrate
the importance of digital choice architecture, let’s consider a few examples related to
the application domains that this dissertation will touch. Consider a large car manu-
facturer that decides to update their Terms of Service (ToS) and Privacy Policy (PP)
for their divers and passengers. The Mozilla Foundation recently published a pri-
vacy review of 25 major car brands outlining that 76% of these car brands sell their
costumers personal data [43]]. More concretely, these personal data may include: loca-
tion -/ health diagnosis data, biometrics, genetic information and sexual activity .
Given people’s everyday dependency on cars and that many drivers probably consider
their car as their own private space, desighing meaningful privacy controls for mod-
ern cars seems like an ethical emergency. Another example could be a prevalent social
media service that decides to populate its users’ feeds with more engaging and relevant

content by updating its recommendation systems. Several studies have indicated that
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content focused on moral outrage or out—group animosity is shared more often and

spread more rapidly on social media platforms .

As a final example, consider when a popular online donation platform decides to
change the default design of how projects are presented and ranked. Previous re-
search has demonstrated that various design elements matter in the context of large-
scale donation behaviors [46]. By using snapshots from ‘The Internet Archive’ of
DonorsChoose.org together with longitudinal donation data from the site itself,
Chakraborty et al. demonstrated how ostensibly minor features such as default
rankings impacted the distribution of users’ donations] Some of the businesses in
the above examples do operate under quite peculiar incentives. Davenport and Beck
|| refer to these incentives as the attention economy, meaning that users’ attention
is a very valuable currency and managing attention is perhaps the key determinant
of business success in our digitized societies. This becomes especially relevant when

online ads serve as the main source of revenue for a business.

While business incentives definitely matter, the finer point of the above examples is
that ostensibly small design elements, such as search input fields, various lists or feeds,
menus or ‘I Accept’ buttons constitute a choice architecture in various situations for
users. These design elements may, in turn, exert various forms of influence on users.
The digital sphere also provides different stakeholders (or choice architects) with more
capabilities to readily change various designs coupled with the tools for measuring the
impacts of such changes. This further raises the stakes and potential consequences
for nudging online users in various directions. Given its importance, previous schol-

ars have argued that an evermore pressing but under-researched area concerns digital

choice architecture[50]].

*Similar findings have been found for design features related to search engines (such as default
rankings and auto-completed search fields) and their potential impact on democratic elections .
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In short, the chapters of the dissertation will explore how digital nudges can be ef-
fectively and ethically utilized to positively influence user behaviors and attitudes in a
set of online environments. We will also investigate their potential adverse effects on
online users. This area can be further broken down into four over-arching questions,
each of which will be further specified and addressed in the subsequent chapters of the

dissertation:

Q1: What is the current state of digital nudging research, and what are the existing

gaps related to the empirical evaluation of digital nudges?

Q2: How can digital nudges be effectively utilized to increase privacy awareness of

users interacting with popular online services?

Q3: How will different default newsfeed settings influence user behavior and expe-

rience on a popular social media platforms?

Q4: How do combinations of digital nudges impact users’ charitable giving behav-
iors, and what are the resulting effects on users’ ethical concerns towards these

designs?

1.3 Contributions

The dissertation advances the understanding of digital nudges and choice architec-
ture by investigating their diverse impacts (or sometimes lack thereof) across several
application domains. We provide various starting points for future research by high-
lighting unexplored areas and potential approaches to address the design challenges
associated with digital nudging. The user-studies in this dissertation reveal insights
about how design and system scholars may facilitate users’ privacy awareness, moder-

ate compulsive use of social media, or combine charitable giving features online.

1. Introduction and Definition of the Design Space 10



Designing Digital Choice Architecture

1.3.1 Outlining open research avenues for digital nudging

The first contribution provides a systematic overview of existing literature on digi-
tal nudging, showcasing a ten-fold increase in research output for the domain over
a five-year period. We also identify current research gaps around how these design
interventions are empirically evaluated and highlight open research questions. The
review spans seven scientific databases from which we analyze 109 separate empiri-
cal studies on digital nudging. The analysis from our literature review lays out nine

possible paths for future studies in the field of digital nudging and choice architecture.

1.3.2 Augmenting online privacy with digital nudges

The second contribution provides a relevant demonstration of how PP and ToS agree-
ments could be made more accessible to Internet users with digital nudges. Through
a double-blind online experiment (n = 183) and a descriptive field study with users
from the IKEA Place app (n = 81431) we show how to increase users informed con-
sent to the ToS and PP of popular online services by employing subtle changes to their

current digital choice architecture.

1.3.3 Constraining a newsfeed for social media detox

The third contribution concerns the mitigation of compulsive social media usage,
specifically on Facebook. Previous research suggests that the infinite newsfeed is often
associated with a sense of regret according to users themselves . Through an on-
line field experiment (n = 138) we change the default design mechanics and thereby
create different newsfeed diets for a sample of real Facebook users. This study provides
a demonstration for moderating users’ time spent on social media. We also provide an

in-depth evaluation of these design interventions related to user experiences.
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1.3.4 Combining pro-social nudges for online charitable giving

The fourth contribution contains a detailed account of how combinations of three
common digital nudges statistically interact when they are deployed in a charitable
giving context. In an online experiment (n = 794) with real monetary stakes for
users, we design and deploy three digital nudges, and measure the impact of their
various combinations on users’ donation behaviors and attitudes towards these designs.
We also investigate two important ethical dimensions in relation to nudging, namely
autonomy and manipulation , but from users’ own perspectives. Our evaluation
reveals potentially significant costs in terms of users’ sense of autonomy and perceived

manipulation.

1.4 Outline and Composition

The dissertation is structured as a set of chapters. This means that each chapter may
be read as an independent article but it also creates repetitions of some key concepts
throughout the dissertation. The research in the dissertation has been presented in a
number of peer-reviewed articles and a working draft paper. Versions of chapter two
to four have appeared in international publication venues in the broader research areas

of information systems and computer science.

1.4.1 Publications

The research featured in chapter two to five and has been disseminated in the fol-
lowing past or upcoming publications, see Table The first page of every chapter
indicates whether the contents have appeared in one of the listed publications and

provides a more detailed outline of the chapter’s contents.
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Table 1.1: Mapping of the chapters and prior or future publications in the dissertation.

Chapter Based on the following prior or upcoming publication

2 Kristoffer Bergram, Marija Djokovic, Valéry Bezengon, & Adrian Holzer. The
Digital Landscape of Nudging: A Systematic Literature Review of Empirical Research on
Digital Nudges. 2022. In Proceedings of the 2022 CHI Conference on Human
Factors in Computing Systems (CHI 22). ACM, New York, NY, USA, Article 62,
pp- 1-16. [30]

3 Kristoffer Bergram, Valéry Bezengon, Paul Maingot, Tony Gjerlufsen & Adrian
Holzer. Digital Nudges for Privacy Awareness: From consent to informed consent?. 2020.
In Proceedings of the European Conference on Information Systems (ECIS 20).
AIS, Marrakech, Morocco, pp. 1-16. [52]

4 Aditya Purohit  Kristoffer Bergram 1 Louis Barclay, Valéry Bezengon & Adrian
Holzer. Starving the Newsfeed for Social Media Detox: Effects of Strict and Self-requlated
Facebook Newsfeed Diets. 2023. In Proceedings of the 2023 CHI Conference on
Human Factors in Computing Systems (CHI 23). ACM, New York, NY, USA,
Article 196, pp. 1-16. [53]

5 Kristoffer Bergram, Abdessalam Ouaazki, Manon Berney, Valéry Bezengon, &
Adrian Holzer. Stacking Nudgesfor Online Charitable Giving: An explomtory analysis
of pro-social nudge combinations and their polarizing effects from a user’s perspective. A
working draft, pp. 1-21. [54]

1 Both authors contributed equally to this work.

1.4.2 Structure

The rest of this dissertation is structured in the following manner: Chapter two re-
views the literature on digital nudging across several relevant dimensions such as how
they tend to be designed (their design patterns), how their impact tends to be evaluated
in terms of methods and user samples, and maps whether they belong to a personalized

and/or interconnected choice architecture.
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The third chapter explores how small changes to the digital choice architecture
for ToS and PP consent notices can be used to increase the privacy awareness of users.
Through an online experiment and a descriptive field study we show how phrasing
this agreement differently and providing a highlights alternative to the standard Ul

designs can move users closer towards informed consent.

Chapter four is an detailed analysis of compulsive social media use. We investigate
the differences in terms of time spent and users’ self-reported experiences between
a control group (where no changes are made to a social media newsfeed), a strict
newsfeed diet (where the newsfeed is automatically reduced to a minimum), and self-
regulated newsfeed diet (where the newsfeed is reduced, but users can then re-follow

their contacts).

Chapter five explores systematic combinations of default, friction and social nudges
to understand their additive and interactive effects on users’ charitable giving decisions.
We provide an in-depth evaluation of users’ own perspectives on how these nudge
combinations relate to their perceived threats to autonomy, sense of manipulation and

how users themselves describe these nudge combinations.

Chapter six provides concluding remarks by summarizing the research contri-
butions and discussing future research in the domain of digital nudging and choice

architecture.

Chapter seven lists all the references for the dissertation. Since the dissertation is
structured in a connected article format, the references are indexed on each individual
chapter. While references may appear across several chapters, references will listed and
numbered under the chapter where they first appeared in the dissertation. The final
chapter contains an appendices with auxiliary information for some of the analyzes in

the other chapters of the dissertation.
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2.1 Introduction

As we saw in the previous chapter, the concept of nudging emerged in the field of be-
havioral economics and policy-making around 2008 with the publication of the book
“Nudge” . It has gained momentum since then to become one of the most trans-
formational trends in the public sector during 2020 . Undergirding the concept
of nudging is the concept of choice architecture: an environment where choices and
behaviors occur. These choice architectures are omnipresent and range from natural
phenomena such as the weather, to abstract concepts such as policies, or concrete ob-
jects such as furniture designs . A concrete example to sensitize people to both the
opportunities and the challenges that come with the concept of choice architecture
is the arrangement and display of foods in a cafeteria . This example shows
that there is no neutral way to arrange and present the foods in a cafeteria leading the

designer to inevitably guide the choices and behaviors of guests.

In the literature, there is a lively debate on where to set boundaries as to what
qualifies as a nudge. Definitions range from general to specific (see
for a review). Among the general definitions available, a nudge could be broadly de-
fined as an intervention that steers people in particular directions but that also allows
them to go their own way p. 417], or as “an intervention on the choice archi-
tecture that is predictably behavior-steering, but preserves the choice-set and is (at
least) substantially non-controlling, and does not significantly change the economic
incentives” p- 343]. Nudges can be differentiated from changes to incentive struc-
tures or pure mandates [[1]]. More specific definitions start with a similar description
but add some further requirements. For instance, Hansen’s definition p.164] in-
cludes requirements on the underlying psychological mechanisms used and proposes

that “A nudge is any aspect of the choice architecture that alters people’s behavior in a
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predictable way without (1) forbidding any options or (2) significantly changing in-
centives, whether regarded in terms of time, trouble, social sanctions, economic and
so forth. (3) Nudges are called for because of cognitive boundaries, biases, routines,
and habits in individual and social decision-making, and (4) work by making use of
those boundaries, biases, routines, and habits as integral parts of the choice architec-
ture.” Further definitions also include ethical criteria in their requirements, such as
transparency, welfare, respect, or autonomy of the nudgee (e.g., ) If
these criteria are not met, the change in the choice architecture can be called a sludge

or a nag instead of a nudge ||

2.1.1 Digital nudging

With the proliferation of technology, the notion of digital nudging has started to ap-
pear with several definitions derived from the literature on traditional physical nudges.
General definitions include adaptations of Sunstein’s definitions of nudges in the phys-
ical realm, typically specifying that the intervention is digital or happens in a digital
environment such as “the use of user-interface design elements to guide people’s be-
havior in digital choice environments” p. 433]. Specific definitions start with
a similar definition and then list certain criteria (descriptive and/or normative) that
a digital intervention needs to meet in order to be considered a digital nudge. For
instance, Lembcke et al. p.10] start their definition of the digital nudge as “...any
intended and goal-oriented intervention element (e.g. design, information or inter-
action elements) in digital or blended environments attempting to influence people’s
judgment, choice, or behavior in a predictable way”, then they further require such
interventions to be made possible by, and to make use of, certain cognitive mech-
anisms (e.g., biases, routine), preserving full freedom of choice, being transparent,

and increasing “the private welfare of the nudged individual (pro-self) or the social
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welfare in general (pro-social)”. In this paper, we opt for an inclusive definition of
digital nudge in line with , as the event where digital artifacts steer people in

particular directions while also allowing them to go their own way.

There are two characteristics to consider in relation to choice architecture that
differentiate digital nudging from conventional nudging: personalization and intercon-
nectedness. First, a combination of more personal and diverse delivery systems (mo-
bile || ambient , wearable || and the increased capacity for data analytics
provides unprecedented capacity to (1) gather and use real-time data (e.g., location,
user demographics, user actions) in order to (2) dynamically personalize the choice ar-
chitecture of individual users. Second, the ubiquity of social media services not only
presents users with personalized choice architectures, but also interconnects the choice
architectures of one user with those of others. That is, (1) a choice architecture of a
user can contain information from other users and (2) the actions and choices of a user
can, in turn, dynamically modify the choice architecture of other users. This type of
environment makes it very difhicult to predict the outcome of a change to the choice
architecture (i.e., a nudge), since it does not operate in a vacuum. These characteris-
tics make it particularly important to understand the consequences of digital nudging

design, as these might be unintended and far-reaching.

Returning to the cafeteria example: the cafeteria or any physical environment has
certain native constraints. It is very challenging to personalize the arrangement and
display of foods for different guests. Also, the choice architecture of the cafeteria is
not really interconnected between guests, except in a very local sense. The choices
and actions of guests will not immediately spill over into another cafeteria and mod-
ify its arrangement and display of foods. Conventional nudging is therefore mainly
restricted to non-personalized and disconnected choice architectures. This contrasts

with digital services which can unlock tremendous value for users with personalized
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and interconnected choice architectures. However, it is also these two aspects that may
create very unexpected externalities that often accrue to users or society as a whole.
This includes far-reaching consequences such as the algorithmic influence of demo-
cratic elections , the rapid spreading of fake news in online environments , the
inadvertent radicalization of online users , or the tendency that a great major-

ity of users agree to terms and data privacy policies without ever reading them ||

2.1.2 Current knowledge

While the above problems may be far outside the normal scope of HCI designers,
implementing potential solutions will inevitably fall into the lap of the HCI commu-
nity. These problems are all connected to the digital choice architecture of several
online services. While none of these problems have easy solutions, more systematized
knowledge on the topic of digital nudging can offer more conceptual clarity to ad-
dress these problems from a design perspective. Researchers have started tackling a
diverse set of issues, as digital nudging has become a hot topic in academia with a
ten-fold increase of the literature over the last five years (see Figure [2.1). Further-
more, several well-researched review articles have emerged in recent years to shed
light on various aspects of nudging and digital nudging, such as effectiveness [73]],
categorization || psychological underpinning , or analyses of their appli-
cation in specific areas (e.g., privacy/security , recommender systems ) For
instance, Hummel et al. conducted a quantitative review of the relative effect
sizes of nudges. In their paper, they categorize nudges into ten different categories
(default, simplification, social reference, change effort, disclosure, warnings/graphics,
precommitment, reminders, elicit implementation intentions, feedback). Their find-
ings suggest that, based on median effects sizes, defaults seem to be the most effective

type of nudge, while commitment seems to be the least effective.
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Figure 2.1: The number of search results of the term “digital nudg™ in seven databases be-
tween the years 2010-2020

It should be noted that even though Hummel et al. focused on conventional
nudges, they also investigated examples of digital nudges and observed that their ef-
fects did not differ significantly compared to conventional nudges. This finding can be
put in perspective with the research conducted by Caraban et al.[74]. In their study,
the authors provided a review of digital nudges and synthesized them in 23 different
mechanisms, grouped in six high-level patterns: facilitate, confront, deceive, social
influence, fear, and reinforce. Even though they do not specifically focus on empir-
ical studies, they still provide a rich discussion of the evaluation results found in the
literature. For instance, they observe that most (66%) nudges evaluated were effec-
tive. They also discuss several pitfalls of nudges (e.g., lack of educational effects, no
long-term effects, backfiring) and argue that even though personalization has been
highlighted as an important aspect of digital nudging , it has not yet been
investigated systematically and thus presents an “untapped opportunity” [74, p. 11].
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2.1.3 Purpose and aims

While the interest in digital nudging has increased and several reviews have provided
valuable insights into this young field, the landscape of digital nudges has not been
fully mapped. Previous literature has provided valuable insights into digital nudge
mechanisms. They pointed to potential positive effects of nudging, and pitfalls, and
discussed the underlying psychological mechanisms. However, there are several areas

of digital nudging that warrant further systematic investigation:

(1) Previous reviews have not mapped how the literature has investigated the speci-
ficity of digital nudges that we highlighted above: personalization and inter-

connectedness.

(2) While digital nudges are increasingly employed by researchers and practitioners
- the specific problems that they address have not been sufhciently mapped across

the literature.

(3) Digital nudges can be combined in a variety of ways, and evaluated using dif-
ferent methods and user samples. These practices have not yet been mapped out

in the literature.

In this chapter, we describe and synthesize empirical research contributions in
the digital nudging literature across HCI and other related scientific fields. We clas-
sify these contributions across 10 established digital nudging designs, referred to as
“patterns”. We then explore this design landscape by mapping these patterns across
the three areas that we have highlighted above. First, we explore this design land-
scape by mapping these patterns across two characteristics of choice architecture, and
their current delivery channels/devices. Second, we explore the problems addressed
by these nudging patterns by outlining their application domains and targeted out-

comes in terms of behaviors and attitudes. Third, we investigate the evaluations of
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digital nudging solutions by mapping their evaluation methods, sample types, and
highlight whether combinations of nudging patterns have been evaluated in the lit-
erature. Finally, building on the unexplored patches in the digital nudging landscape,
we contribute to the digital nudging literature by setting a future research agenda
organized around nine high-level research questions to be investigated by the HCI-

community.

2.2 Methodology

The methodology of this literature review will be described in four phases based on
recommendations for systematic reviews [[78]]: literature search, screening filter, eli-

gibility evaluation, and analysis procedure.

2.2.1 Literature search

The goal of the literature review was to survey the landscape of research that explic-
itly tackles digital nudging, as opposed to the broader research that can be considered
as a digital nudge but is not presented as such by the authors. To capture as many
contributions as possible, we included seven major databases spanning a wide range
of research fields from HCI, computer science, and information systems to economics
and psychology. The following databases were searched: ACM Digital Library, AIS
eLibrary, Dbpl, IEEE Xplore, EBSCOHost, Scopus, and Web of Science. We identi-
fied potential papers that authors characterize as digital nudging, using the following
strings across the selected databases: “digital nudging” OR “digital nudge” OR “digital
nudges”. All databases were accessed on 9th January 2021, yielding 638 results in total.
The PRISMA flowchart in Figure is adopted and modified from Liberati et al. .
Following the recommendations by vom Brocke et al., Figure also highlights the
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functionalities used, and the number of identified papers from each database [80]. We

filtered the publication period for all the results in this review between 2008-2020.

2.2.2 Screening filter

Two of the co-authors deleted duplicate records which resulted in a dataset containing
361 unique results. Very incomplete entries were removed, e.g., papers lacking a title,

publication year, and publication venue. Entries with titles that were not written in

Figure 2.2: Overview of literature review methodology (adapted and modified PRISMA
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the English language were removed. As in other reviews on similar topics - entries
that were not published in a peer-reviewed conference proceeding or journal were
removed as a proxy for quality control 81]. This last step removed entries
such as proceeding adjuncts, workshops, dissertations, student consortiums, or talk

papers, leaving 289 full-text articles.

2.2.3 Eligibility evaluation

During the third stage of the review, the papers were distributed among three of
the co-authors to ensure that each paper had a full-text assessment by at least two
reviewers. The following two criteria were specified to include appropriate articles
for the review: the paper had to (1) mention “digital nudge”, “digital nudges”, or “dig-
ital nudging” in the full-text, excluding the references, and (2) the outcomes of the
digital nudge had to be observed or tested to some context, i.e., empirically demon-
strated/evaluated. Conflicting assessments on the criteria were noted and resolved by
at least two reviewers Three papers were excluded because they relied on the same
empirical studies as two other included papers. In these cases, we included the most
recent iteration of the papers in the final analysis. Following the example of Connolly
et al., a random sub-sample of 59 articles (20 %) was assessed by an independent re-
viewer and compared to one of the co-authors to gauge inter-rater reliability .
All eligibility criteria between these two assessments showed good agreement overall
(Cohen’s Kappa = 0.74). Finally, 73 papers met the eligibility criteria and were included

in the analysis. Figure provides an overview of the process.
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2.2.4 Analysis procedure

To synthesize and analyze the included literature, a concept-centric approach was used
in accordance with Webster and Watson [90]. A concept matrix was compiled in an
iterative fashion while the included papers were read by the co-authors. Primarily,
two of the co-authors coded and classified the selected articles with the assistance of
a third. When codes or classifications were difficult to infer for a specific paper, we
discussed these issues until we reached agreement.

First, highly accessible and descriptive information was extracted, such as publica-
tion year, authors, publication venue, number of participants, and application context.
Next, we coded detailed information about the digital nudges being investigated in
the papers along the following dimensions: type of outcome, nudge pattern, choice
architecture, delivery devices, delivery channels, study’s sample type, and evaluation
methods. Depending on the coded dimension, the unit of analysis varied between
papers, studies, and digital nudges. Indeed, one paper may contain several studies in-

vestigating different nudge patterns, outcomes, or different evaluation methods.

2.3 Digital Nudging Landscape

The analysis of the digital nudging landscape is based on a diverse sample of 73 peer-
reviewed papers. While Figure 2.2{shows that the the majority of included papers are
clustered in well-known publication outlets within information systems and computer
science, the whole sample of papers extends across 38 unique conference and journal
venues spanning several scientific fields. The included papers contained 109 discrete
studies in total. The number of observations in all these studies ranged from 10 to
over 1 million (median = 183). Across these studies, we identified 231 separate digital

nudging interventions that were demonstrated and evaluated.
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Table provides a comprehensive overview of all papers and their codes included in

the literature review.

2.3.1 Design of digital nudges

We analyzed the design aspect of digital nudges in the literature from the perspective
of the nudge patterns, the characteristics of the surrounding choice architecture, and

the delivery channels/devices.

Digital nudge patterns

To steer users in a certain direction, different nudge patterns can be chosen. These
patterns, or design solutions to a recurring problem , are sometimes referred to
simply as nudges , nudge categories || , or nudging mechanisms . We drew
on previous literature to assemble a list of the ten main nudge patterns:
social, reinforce, disclosure, friction, feedback, default, warning, scarcity, deception,
and commitment. We settled on these patterns after recursively labeling and compar-
ing our corpus of papers with patterns in the literature. More specifically, we derived
seven patterns from the list of ten nudge patterns presented by Hummel et al. ,
and Sunstein || grouping together certain categories into a single pattern (e.g.,
change effort and simplification into friction) because they were difficult to differenti-
ate during coding. To these we added three patterns derived from Caraban et al. ,
who categorized technology-mediated nudges specifically, and which were difhicult
to classify as other patterns: reinforce, scarcity, and deception. Figure gives an
overview of the digital nudge patterns among the analyzed papers. Below, we pro-
vide a brief summary of each pattern with concrete examples of its application from

the literature.
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Social nudges. This nudge guides the user’s behavior by providing references to
how other users behave, thereby creating a social norm . In a classical example,
researchers investigate the influence of a social nudge for towel reuse in a hotel . In
the hotel room, a sign tells a group of guests they can reuse their towels if they wish to
help the environment. Another group in the social nudge condition sees a similar sign
with a text mentioning that almost 75% of guests participate in the program[92]. The
researchers show that towel reuse is significantly increased in the latter group .
In the reviewed literature, these social nudges are often used to make it appear as if
the choice architecture is interconnected without it actually being so. To illustrate:
Kretzer and Maedche investigated how social nudges can be used in the context
of business information systems (BIS) to encourage employees to reuse reports. More
specifically, they evaluated if employees would tend to reuse a report more if there was
a mention next to it indicating that someone else with similar characteristics liked the
report, e.g., “lan, a project leader from the accounting department in France, liked this
report.” They found that users were more inclined to reuse a report if it was liked by
someone from a similar rank (intern vs director), belonging to the same department or
coming from the same location. In an online experiment, DiCosola and Neff showed
how different forms of social comparisons could nudge users to reduce the number
of calories contained in their shopping baskets in an e-commerce scenario . By
conducting their study on a sample of healthy-weight adults, out-group comparisons
were achieved by providing calorie benchmarks for overweight adults. Surprisingly,
out-group comparisons seemed to work just as well if not better than in-group com-

parisons for eliciting more healthy choices.

Reinforcement nudges. These nudges reinforce behaviors and choices by increas-
ing their salience in the mind of the user || . This entails practices that rely solely on

persistent or frequent exposure, or some underlying psychological mechanism such
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as priming, where a stimulus is associated with a desired behavior (when asked to
complete the word “so_p”, participants previously primed with a picture of a shower
tend to say “soap”, whereas participants primed with a picture of food, tend to say
“soup” ), or anchoring where potentially unrelated information influences the
outcome (telling someone Mark Twain’s birth year can influence their estimate of
the length of the Mississippi river 96]l). These nudging patterns are perhaps the
broadest in this literature review. As an illustration, Dennis et al. conducted
seven lab experiments to investigate how both numeric and semantic priming could
be used to sway users’ willingness to pay in e-commerce/marketing contexts. In their
paper, priming meant that users were exposed to a stimulus (a product and its price)
that was meant to later affect their intention to make certain purchases. Their ex-
periments highlight that both kinds of priming seem to work better in online auction
settings than in normal e-commerce shops. In the former, it is possible to sway users
to pay more for products through priming since the value of auction products is often
uncertain. Reinforcement nudges can also be applied to problems in education. On
a large sample of university students, Brown et al. showed how a combination
of reinforcement and social nudges in a web-enabled coaching system could increase

students’ proactivity to get started on their homework.

Disclosure nudges. As a nudge, disclosure entails adding information that is acces-
sible, clear, and relevant to the choice that the user is about to make [92]. Product labels
indicating energy efficiency are typical examples of disclosure nudges (e.g., [99])). In
the reviewed articles, Gimpel et al. investigate how a disclosure nudge can in-
crease the ability of social media users to identify fake news. In their experiment they
show participants a series of articles posted by news providers (some truthful, some
not). In the nudge condition they disclose related articles below the main article to

provide additional knowledge to users. They find that this nudge works best if the re-
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lated articles are a mix of truthful and fake news articles. Indeed, if the related articles
are only truthful, the authors find no increase in fake news detection.

Also, various kinds of disclosure nudges can sometimes have harmful consequences.
In the UI of ridesharing platforms, Abramova demonstrated through an online
experiment how different disclosures (such as a Middle Eastern male name in the pro-

file of the driver) decreased West European users’ willingness to pay for a ride.
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Figure 2.3: Number of empirically evaluated digital nudges in the papers, across the ten pat-
terns (unit of analysis: nudges)

Friction nudges. A behavior can be encouraged or discouraged by removing or
adding friction respectively. Sunstein p. 4] refers to this nudge as “increases in
ease and convenience”, Hummel et al. p. 52] uses the label “change effort”, and
Caraban et al. p. 6] identified a mechanism they called “creating friction”. We
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have adopted the one-word descriptor above to convey that this digital nudge pattern
can be used in two ways: by removing or by adding friction to the user experience.
Furthermore, while simplification is sometimes thought of as its own type of nudge —
we see it as a means of removing friction for the user. Kim et al. showed in a field
experiment how a lockout task with zero to very small workloads could limit smart-
phone usage. Their paper demonstrated how the simple friction of an app arbitrarily
asking users to input 0-30 random numbers helped users to self-regulate their smart-
phone app use over time. Friction nudges can also provide valuable solutions in the
context of policy-making. In an extensive analysis of field data, Fox et al. eval-
uated digital nudges targeting the friction of accessing healthcare in the US. Online
features such as receiving real-time eligibility decisions, or opting in for presump-
tive eligibility had considerable effects on enrollments over time. This was especially
true for children since these nudges remove the administrative friction that accrues to

parents.

Feedback nudges. Whereas a disclosure nudge provides information about an up-
coming choice of a user, a feedback nudge provides information about a past or a
current behavior of a user. An example of such a pattern in the reviewed papers in-
clude a field experiment where Hoffmann and Thommes applied feedback nudges
to a fleet of truck drivers. They increased truck-drivers’ eco-efhcient driving behav-
ior by using an eco-score shown on the truck’s telematics system. Okeke et al.
designed and evaluated a mobile app that delivered haptic feedback in the form of

continuous vibration if users exceeded their daily Facebook limits.

Default nudges. Defaults are perhaps the most well-known and most effective pat-
tern for nudging . The idea of a default nudge is to design the choice ar-
chitecture in such a way that the default behavior is the desired behavior [[103]. The
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classical example of this nudge pattern is organ donation enrollment policy. The pol-
icy can dramatically increase the percentage of people consenting to being donors by
changing from a default set to non-donor with a possibility to explicitly opt in, to a
default set to donor with a possibility to opt out [104]. While also investigating two
specific personality dimensions and their relationship to nudging in an online exper-
iment, Ingendahl et al. changed the pre—selection of various product categories
in an e-commerce scenario. While the measured personality dimensions showed little
to no detectable relationship to nudging, the default nudge was successful in altering
product choices among users. This was especially true when the default was combined
with a social nudge[[105]. In a later section we will look at how frequently different

nudging patterns were combined and investigated together in the literature.

Warning nudges. Different kinds of warnings and graphics assist users by grabbing
their attention to various risks or consequences . This is important because digital
choice environments tend to abstract real-world outcomes for the user. In a lab exper-
iment designed to investigate decision inertia with financial planning tools, Jung and
Weinhardt demonstrated how warning nudges from a robo-adviser can miti-
gate this problem even when controlling for financial literacy among users. Yet, their
study also suggested that default nudges were more effective in this context. Another
study demonstrated how warning nudges could help protect user privacy by raising
potential unwanted data disclosure on social media . To illustrate, when a user
is about to post about himself and his friend Yvette having dinner at Brotzeit despite
a headache, a warning message would point to sensitive information that the system
could gather from this post, e.g., “potential sensitive topic found (health), potential

identifier found (Yvette), potential location found (Brotzeit)” [[107, p. 4431].
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Scarcity nudges. Scarcity nudges work on the assumption that people assignh more
value to something that is going to be more difficult to acquire in the future [[108]].
Typical examples of scarcity nudges found online include the indication that there
is “only one room left” on hotel booking platforms . Similarly, in the reviewed
papers, Schneider etal. used a scarcity nudge to increase the selection of a crowd-
funding option by placing the indication “only five left” next to it. Their results show
that there is a reversal in preference towards the option with the scarcity nudge. An-
other example is provided by Wessel et al. who examined how a scarcity nudge
in the form of sold-out early birds influenced users’ behavior in crowdfunding cam-
paigns. Early bird reward options are often at a discount to encourage early backers
of crowdfunding campaigns. Yet, even when they were unavailable as a choice but
still visible to the user, they nudged users to choose the comparable but undiscounted

reward options more often.

Deception nudges. This pattern uses mechanisms that covertly affect how choice
alternatives are perceived by users . A typical example of a deception nudge is
adding a decoy option to the choice architecture. A decoy option is an option that
will not be selected by the user, but that steers their choice to one specific alternative.
Schneider et al. provide a good illustration of this nudge pattern. In the context
of a crowdfunding platform, they offer two options to users: (A) pay $10 get the
eBook, (B) pay $20 get the eBook and the hardcopy of the book. In this setting, it
is not easy to compare the option. In the end 69% of participants choose A. Add the
decoy option (C): pay $20 get the hardcopy of the book — and the result is the reverse:
68% of participants choose B. Predictably almost no one (1% of participants) chooses
C as it is objectively worse than B, but the fact that it allows to set B as objectively

better than one option increases its appeal.
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Commitment nudges. The idea of this pattern is that when commitments are
elicited from the user, they will motivate the user to behave in a way that is consis-
tent with those previous commitments [112]. In a small online experiment, Kroll et al.
used commitment and social nudges in a mockup Ul of a smart home app to encourage
users to save more energy . The researchers elicited a commitment from users
by letting them preselect from what household devices (e.g., dishwasher, lightbulbs
etc.) they wanted to save energy. They detected no impact on energy consumption
attitudes among users when these digital nudges were used on their own. However,
a combination of commitment and social nudges led to more energy-saving choices.
In a later section we will highlight how frequently such combinations of nudging

patterns were investigated in the literature.

Choice architecture characteristics

We coded each nudge investigated in the literature based on the characteristics of their

choice architecture in terms of interconnectedness and personalization.

Interconnectedness. The interconnectedness dimension has three levels: Level 0
none, Level 1 partial, Level 2 full. Partial interconnectedness is met when a study
investigates how information from other users affects user behavior in a choice archi-
tecture. Full interconnectedness is met when the study also investigates how actions
of one user, in turn dynamically modify the choice architecture of other users. A rare
example of a study that reaches the second level of interconnectedness is a paper by
Antinyan et al. that examines the effect of a social nudge, which additionally includes
either a disclosure nudge or an incentive (a tax), to decrease the consumption of po-
sitional goods (e.g., luxuries) compared to private goods (e.g., necessities) . The
study takes the form of a game played over 30 rounds by four interconnected partic-

ipants. At every round participants can spend a certain amount of virtual money on
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either private goods or more expensive positional goods. Before making their decision
they receive information about how much the others consumed during the previous
round. As such, their choice architectures are fully interconnected, as (1) they receive
information about the behaviors of others (a social nudge) and (2) their behavior, in
turn, will influence the choice architecture of others in the following round. The
game rules are set so that everyone would benefit if the consumption of positioning
goods was low, but the rules also push individuals to consume more positional goods
than the others, which results in excessive positional goods consumption and substan-
tial welfare loss. In the disclosure nudge condition, participants receive information
about the negative consequences of excessive positional consumption, whereas in the
tax condition, a 25% consumption tax is introduced after a certain level of positional
goods consumption. The results show that both interventions work well only when
the choice architecture is interconnected and all participants are aware of each other’s
behaviors. Studies that reach the first level of interconnectedness are more common.
Indeed, studies examining social nudges do by definition integrate information from
other users in the choice architecture. Schneider et al. provide a representative exam-
ple of such studies. They used a social nudge to encourage adoption of an electronic
identification (eID) by showing participants that 77% of previous users had opted for
it too . However, the behavior of the participant does not in turn spill over to

change the choice architecture and potentially the behavior of others.

Personalization. The personalization dimension also has three levels: Level 0 none,
Level 1 partial, Level 2 full. The first level is met when a study gathers user data (e.g.,
location, user demographics, user actions) in order to infer the potential influence of
the nudge on user behavior. The second level is met when such information is used

to dynamically personalize the choice architecture of individual users. A rare study
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Figure 2.4: Mean level of interconnectedness and mean level of personalization per digital
nudge pattern (unit of analysis: studies)

that reaches full personalization used the smartphone’s vibration feature as a feedback
nudge for users to spend less time in the Facebook app [[102]. For one of the study’s
conditions, the trigger for this vibration was personalized, based on users’ past daily
visits and their time spent in the Facebook app. If users in this condition reached 50%
of their past daily visits or time spent (this threshold was derived from a baseline week)
then their phone started vibrating every five seconds. As one might expect, users in
this condition spent significantly less time on Facebook. As with interconnectedness,
studies that reach the first level of personalization are more common and a typical
example can be found in Buck et al. [116]. In a series of experiments using an outcome
measure called the app information privacy concern (AIPC), they show how privacy
attitudes of users are sensitive to various patterns of nudges, and associated to the user’s
gender or the operating system (OS) of the user’s smartphone. While examples can be
found on both interconnected and personalized choice architecture, most research on
digital nudging is conducted with the user’s choice architecture being disconnected
and non-personalized. This result is shown in Figure where most of the nudge

patterns end up in the bottom left quadrant.
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Delivery channels and devices

We also investigated the delivery channels (visual, audio, haptic) and delivery devices
(e.g., desktop, mobile, wearable, ambient) of nudges. Our results show that the deliv-
ery channel for these digital nudges is almost exclusively visual, that is, via a screen.
The reviewed literature only contains two exceptions, which are haptic .
The first haptic study examines how feedback can be provided through nerve stim-
ulations . In that study, the goal was to help pedestrians with navigation. As
participants would approach a crossroad where they needed to turn left, the system
would deliver a nerve stimulation through a wearable electrode placed on the left arm
causing the arm to move. The other example comes from the previously mentioned
study by Okeke et al. , where the continuous vibration of a smartphone would
be triggered if users exceeded their daily time limits on Facebook. As for devices,
we found only two instances of wearables and two instances of ambient
objects . In addition to the wearable electrode discussed above, the other ex-
ample of a wearable device is in a paper by Sengupta et al. that used a smartwatch
to measure steps, in order to provide a feedback nudge to hospital patients to increase
their mobility. The first example of an ambient object is from Hoffmann et al. with
their connected dashboard in a truck [66]. Here, 104 truck-drivers received feedback
on their driving style to increase their eco-efhicient driving behavior . The other
example for this delivery channel is a connected bottle that overflows to give feedback

to users who do not drink enough water [|119].

2.3.2 Digital nudge context

To code the problem contexts of digital nudges, we focused on application domains

on the one hand and desired outcomes on the other hand.
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Application domains

To code application domains, we relied on categories identified in previous literature
(ie., 74]) and adapted them to offer additional granularity. The following list
of domains was established: privacy/security, e-commerce/marketing, social media,
sustainability, recommender systems, crowdfunding, policy-making, education, in-
novation, work, education, health, and miscellaneous. The heat-map in Figure
shows the application domains in which each digital nudging pattern is studied.

The application domains in which digital nudges are used to influence choices
or behaviors most frequently is privacy/security. Various papers in this context have
focused on designing Uls to make privacy policies more accessible to users , facil-
itating user privacy interactions by modifying cookie consent notices [82], or nudg-
ing users into adopting electronic identification (eID) features [115]. However, e-
commerce/marketing and various forms of sustainability behaviors are also common
problem contexts.

Furthermore, we found very few examples of otherwise well-known patterns of
digital nudges (e.g. friction, feedback, or warnings/graphics) being applied to any of
the problem contexts in the bottom of Figure A rare example of a study target-
ing the infrequent context of health came from the previously mentioned paper by

Sengupta et al. where eight hospital patients were being evaluated over 91 days || .

Outcomes

To code the outcomes of the studies, we used a more abstract level and looked at
whether the objective was centered on changes in behavior or attitude. When studies
investigated both of these higher-level outcomes or incorporated other levels such as

physiological outcomes, we coded them as multi-level. The heat-map in Figure
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Figure 2.5: Frequency of digital nudges per pattern and application domains (unit of analysis:

nudges)

shows that digital nudges are most frequently used to change behavioral outcomes.
An example of nudges targeting behavioral outcomes can be found in Oldenbeek et

al. . They showed how a simple feedback nudge in the form of a personalized
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Figure 2.6: Frequency of digital nudges per pattern and type of outcomes (unit of analysis:
nudges)

email on students’ online lecture viewing progress had an impact on the behavior
of the students. In short, this simple feedback made the students watch more of the
online course content. An example for attitudinal outcomes can be found in Schébel
etal. [121]]. With an online survey they studied Slack user preferences towards several
digital nudging patterns (defaults, social, feedback etc.) in the context of privacy. By
showing users a variety of nudging patterns and simply asking for their most vs. least
preferred option they showed that users preferred to be nudged in the direction of
privacy by defaults and red/green warning graphics. Multi-level outcomes are rarely
examined in a single study. Note however that some papers employ several studies
with different objectives that together gauge attitudinal and behavioral outcomes and
these are labeled as multi-level in Table Furthermore, since most nudges belong
to studies with behavioral outcomes, we deepened our analysis by coding the type of

behavior that was targeted with the nudge.

Using a simplified version of Fogg’s behavior grid we coded whether digital

nudges that were focused on behavioral outcomes were used to investigate single or
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sustained occurrences of behavior, and whether the objective was to instigate a new
behavior, increase/decrease a familiar behavior, or stop a behavior from occurring.
As Figure [2.7|illustrates, most behavioral studies were focused on one-time outcomes
aimed at increasing the intensity of a familiar behavior or on instigating a new be-

havior for the user.

50%

5 Frequency
< £ 40% of behavior
= 8 34.7 326
) : Once
3 g 30% M Sustained
i
25 20% 18.4
w5
2
<]

2 10% 8.2
-
2.0
0% | ,
New Increase Decrease Stop
Type of behavior

Figure 2.7: Percentage of behavioral outcome studies across targeted behavior types (unit of
analysis: studies)

In other words, these studies measured the outcome of their digital nudge once.
What is far rarer is studies where the outcomes of digital nudges are measured over
a sustained period. The previously mentioned field experiment involving the driving
behaviors of truck drivers was conducted over a 30-week period [66], while Kim et

al. decreased app usage with their lockout task in a 3-week field experiment [65].

Another example was the combination of reinforcement and feedback nudges

aimed at increasing the physical activity of hospital patients over a 3-month period [[118].
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2.3.3 Evaluation of digital nudges

To assess the types of empirical evaluations that were used in the literature, we coded
the type of method and the type of sample, and we also assessed whether a different

combinations of nudges were investigated.

Evaluation methods

We grouped studies according to their evaluation methods (e.g., online experiment,
field experiment, online surveys, observational field study etc.). Figure reveals that
the most frequent methods for evaluating digital nudges were online experiments. Just
as in the previous section, we still only found a few examples of digital nudges (e.g.,
feedback and warnings) being demonstrated or evaluated in field settings. Further-
more, qualitative evaluation methods are very rare in the domain of digital nudging.
Some examples can be found in Kim et al., where they also conducted user inter-

views after a field experiment [65]. Another study elicited expert feedback [[107],

and Schilling et al. used both expert feedback and focus groups as evaluation meth-

ods [[123].

Sample type

We investigated what type of sample was used for each evaluation (e.g. online panels,
university students, partner-organizations). The heat-map in Figure 2.9| shows that
when digital nudges were evaluated, a variety of sample types were used. Our anal-
ysis suggests that the use of online panels is now more common than reaching out
to local university students. The most frequently used online panels in the literature
were Mturk, Prolific, and Qualtrics. We also observe that several field studies or ex-

periments are conducted with user data from a partner-organization (see for instance
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Figure 2.8: Frequency of digital nudges per pattern and evaluation method (unit of analysis:
nudges)

[84], [52]], and [[111]]). Figure [2.9)echoes the point that several patterns of nudges are
not evaluated based on samples from various field settings. As for sample geography,
around 69% of all studies sourced participants from either Europe or North America.
Four studies were conducted in Asia, one study might have been conducted on a sam-
ple from South America [[124], and no studies were explicitly sourced from the African
continent. Roughly 27% of all studies did not explicitly disclose the geographical lo-
cation from which their users were sampled. Evaluation methods and sample types

also overlap in important ways.
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Figure 2.9: Frequency of digital nudges per pattern and sample type (unit of analysis: nudges)

For example, online experiments are often conducted with participants from an

online panel, and field experiments often require a partner-organization.

Nudge combination evaluation

We assessed whether evaluations covered more than one nudge and whether their
interaction effects were measured. The heat-map in Figure highlights the num-
ber of times that digital nudge patterns were evaluated together in the same study.
Depending on the design of such a study, this provides an opportunity to measure if
the effect of one nudge pattern is dependent on the presence of another (i.e., statistical
interaction). While a measurement of interacting nudge patterns depends on the eval-

uation method that is being employed it should be stated that when digital nudges are
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studied together, only in about a quarter of cases are statistical interactions measured
and evaluated. The results in Figure are obviously correlated to the number of
times specific nudge patterns have been investigated in the literature. However, these

results illuminate quite significant knowledge gaps around how different combina-
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Figure 2.10: First number is the frequency of digital nudge patterns that were evaluated
together, and the second number in brackets () is the number of times statistical interactions
were measured (unit of analysis: studies)
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tions of nudge patterns might impact user choices and behaviors. Good examples of
studies where nudge patterns are used together and where statistical interactions are
examined can be found in the previously mentioned papers (see for example
118]]).

Summary of the digital nudging landscape

Table provides an overview of the digital nudging landscape by showing the most
relevant information that was coded from the selected papers in this review. The
unit of analysis for this table is papers. For each paper, the table presents the nudge
patterns that were investigated, the types of outcomes that were measured, the context,
and the types of evaluation that were conducted. The table indicates whether the
paper also investigated a partial or fully personalized and/or interconnected choice
architecture. Further, it highlights the instances where a paper investigated particular
delivery devices (i.e., wearable or ambient) or delivery channels (i.e., haptic). Finally,

it indicates the number of studies conducted in each paper.

2.4 Discussion

This chapter presented a landscape of empirical research contributions on the grow-
ing topic of digital nudging through a systematic literature review. After an initial
count of 638 papers related to “digital nudging”, we conducted a thorough screening
and eligibility process which led to the inclusion of 73 papers that were analyzed in
detail along four dimensions: patterns of nudges, types of outcomes, types of contexts,
and types of evaluations. Overall, the results of this review point to a highly hetero-

geneous research domain.
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While the most common publication venues are associated with information systems
and computer science, digital nudging is now being applied to a varied set of contexts,

ranging from policy interventions || to the design of hydration-encouraging wa-
ter bottles [[119].

Strikingly, our results show that some common online nudges are hardly inves-
tigated. The most prominent example is scarcity, which is used by many service
providers to nudge users to quickly purchase a service or product (e.g. “three seats left
at this price” or “two rooms left for these dates”). Our results further show that field
experiments are relatively rare, as they represent less than 16% of studies. This is again
surprising given the ubiquity with which experimentation occurs online. In the in-
dustry, hundreds of experiments are being run daily to determine the efficacy of small
visual changes in design features at various tech companies such as LinkedIn [[125],
Facebook , and Google with their infamous 50 shades of blue experiments, where
the color of advertising links was live tested on users and reportedly led to USD 200
million a year worth of extra clicks . This points to a possible gap between the
digital nudges that are implemented in practice and the digital nudges that are actu-
ally researched. The imbalance or lack of research on certain nudges (e.g. deceive),
types of behavior (e.g., decrease or stop), delivery channels (e.g. haptic), or device
(e.g. wearable) and the lack of certain evaluation methods (field experiments) could
also show a focus on what is convenient to measure rather than on what is relevant
to measure (i.e., implemented in practice or forward looking). Prominent researchers
have observed a similar phenomenon in the field of consumer behavior and asked
to avoid a too narrow framing on most obvious or easy-to-measure behaviors (e.g.,
[128]]). Below, we discuss our results structured along six key topics that emerged
from our analysis. We also lay out future research questions that could be addressed

to fill important knowledge gaps and open new research avenues.
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2.4.1 Context and culture

Previous research on digital nudges focused on three problem contexts that take up
almost half of the research effort (i.e., privacy/security, e-commerce/marketing, and
social media). Research in the other contexts is much less prominent. The original
conceptualization and applications of nudging by the authors of the book “Nudge”
were deeply anchored in policy-making. It is thus surprising that only 7% of research
on digital nudging is applied to this context. A similar observation can be made about

the context of health. These disparities raise the following research question:

Future RQ1: Can the outcomes of a digital nudging be transposed to differ-

ent classes of problems?

Geographic sample diversity is also lacking, as only five studies in the included
papers have been conducted outside of Europe and North America. This should be a
research priority if we want to understand whether the effects we study entail some
forms of universalism, or whether digital nudges are bounded by cultural conditions.
For instance, given that nudging has a specific political ideology (libertarian paternal-
ism), could the effect of digital nudges be dependent on cultural aspects such as power
distance beliefs (accepting and expecting power inequalities, [130]) or cultural
tightness (vs. looseness, [131]]). More broadly, this raises the following future research

question:

Future RQ2: Are the effects of digital nudges moderated by cultural con-

texts?
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2.4.2 Choice architecture externalities

The results highlight that the majority of digital nudges have been researched in con-
texts that we call disconnected and non-personalized. This means that nudges are
employed in situations where choice architectures are independent of one another
and the choice architecture is not investigated in a context where personal data from
the user is taken into account (i.e., non-personalized). While this increases effective-
ness of evaluating the impact of various nudging patterns, it does not accurately reflect
the digital sphere that users find themselves in every day and leaves open the following

research question:

Future RQ3: How can the impact on users from interconnected and per-
sonalized choice architectures be better quantified and under-

stood?

Indeed, Google’s search results, Facebook’s newsfeed, or video recommendations
from YouTube are all highly personalized and interconnected choice environments
and are likely capable of nudging users in one direction or another. In this context,
several studies have been investigating how potential positive feedback loops leading
to filter bubbles can be reduced . On social media timelines, personalized nudges,
which display relevant information more prominently, lead users to interact with it
more. The increased interaction leads the algorithm to display more similar content
and so on. In the end, a so-called filter bubble is created. In some cases, where the
filter bubbles become problematic in terms of disinformation, social media platforms
might use a warning nudge to break the user out of the vicious circle . Another
example, for the same purpose, is to present a feedback nudge to a user showing the

balance of opinion on their timeline to raise awareness || While this particular
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context has been under increased scrutiny over the past five years owing to the fake
news phenomenon, research is still ongoing and calls for a better understanding on

how platform design and individual choices combine to influence outcomes [[134].

2.4.3 Personalization tools

Our review shows that personalized choice architectures are a promising research
avenue, as researchers have started to investigate how different personal and psycho-
logical traits influence the effectiveness of nudges. However, the reviewed articles
align with the observation of Caraban et al. that personalized nudging remains
understudied. While taking the digital privacy of users into account, this leaves open

the following research question:

Future RQ4: How can effective personalized nudges be designed using min-

imal real-time contextual data?

The trade-off between large scale data collection to design highly personalized
nudges and privacy-by-design one-size-fits-all nudging is an important aspect to con-
sider. Technically, personalization can be achieved at a crude and transparent level by
asking users about preferences. More advanced personalization can be achieved by
(1) understanding which user characteristics (e.g., demographic data, psychological
data) or contexts (e.g., location, current behavior, or time [[135]]) predict the efficacy
of different nudges and (2) use adequate tools to identify when a user fits these charac-
teristics or finds themself in a particular context. With digital technology, it becomes
increasingly feasible to infer some of a user’s behaviors online (e.g., is the user reading
an article? [[136]]) and offline (e.g., is the user going home? [[137])), but it remains a very
difficult task, which requires creative solutions for many behaviors (e.g., researchers

have suggested detecting whether a user is smoking by using acoustic properties of
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a smoking breath recorded through wearable devices [[138]]). Even contexts such as
the current transportation mode of a user (e.g., car, bus, train, bike) are difficult prob-
lems, where effective solutions require creative combinations of different sensors (e.g.,
motion, sound, and vision ) Promising examples of such approaches have been
successfully used in similar areas of research. For instance, in their work, Anagnos-
topoulou et al. used a transportation mode detection system to personalize inter-
ventions to support sustainable behaviors of a user. Future research could further take
advantage of novel devices and sensors to improve context and behaviour detection.
This avenue of research by definition raises questions about privacy and data track-
ing. It also raises a broader ethical question. Nudging in general has been called into

question and labeled manipulative [[141].

Personalized digital nudging would go a step further, increasing their power to in-
fluence users to choose what the designer decided. Also, this is happening in a context
where personal data is being proactively collected about users. Thus, even if digital
nudges are, by definition, letting users have the final choice, one may argue on the
one hand that artifacts that steer users in a specific direction with an ever-increasing
probability (such as could be achieved by personalized digital nudges) constrain users’
autonomy and even limit their freedom of choice. However, it could also be argued
that if a nudge is in the interest of a user (as perceived by her or him), it would be
unethical not to increase the probability of steering a user in a certain direction .

These considerations lead to the following broader question:

Future RQ5: What are the emergent ethical boundaries of personalized

nudging?
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2.4.4 Pervasive delivery

In our review we found only a very few instances of nudges using delivery systems
other than visual interfaces on mobiles or desktops. This leaves open the following

research question:

Future RQ6: Are the effects of digital nudges moderated by the delivery de-

vice or channel?

Typical examples of such innovative delivery channels include wearable devices or
ambient objects, and could offer interactions through visual, haptic, audio, or olfactory
cues. At this stage, it is not clear to what extent these novel delivery channels could help
design more effective nudges, even though there are some promising avenues for some
of them. For instance, the good vibration study found that a haptic feedback nudge
could reduce the time spent on social media by up to 20% in the short term [102].
If used well they can offer more subtle, but more visible and targeted, interactions
than mobile or desktop interventions in certain contexts. Examples include an artistic
digital screen to display electrical consumption directly on the kitchen counter [[143],
a teddy bear with a connected Raspberry Pi that tells its owner when to take their
asthma medication , a virtual aquarium that visualizes user contributions to a
knowledge management system in a shared office || , or a connected smart mirror,
which could not only serve as an ambient feedback object, but also include augmented

reality features [[146].

2.4.5 Symmetric effects

Only about half of the outcomes of the digital nudges related to actual behaviors (vs

non-behaviors, which we broadly categorized as attitudes). This is a small proportion,
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given that behavior change is inherent to the original definition of a nudge. Also,
almost 90 percent of behavioral studies were focused on instilling a new behavior or
increasing an existing one. Only about ten percent focused on decreasing behaviors
and not one on stopping behaviors. Interventions to decrease or stop behaviors are,

however, common (for instance in public health). Future work could restore balance:

Future RQ7: Isa given digital nudge as effective at stopping or decreasing a

behavior as it is at initiating or increasing a behavior?

In a similar vein, most research evaluated the effect of nudges on one-time be-
havior changes. However, the long-term effects of digital nudging are not yet well
understood . Simplicity can again partially explain this narrow focus on one-time
behaviors: it requires more resources and more complex designs to monitor and ana-
lyze long-term behavior change, while it also poses several ethical hurdles to research.
However, this longer-term perspective is important if we want to understand real
phenomena, as behaviors online are often repeated over time. Also, in many contexts,

users are exposed to the same nudge several times.

Future RQ8: Is a given digital nudge as effective at changing repeated be-

haviors as it is at changing one-time behaviors?

These two questions (i.e., RQ7 and RQ8) raise the issue of symmetry of effects of
digital nudges on different outcomes. Current knowledge cannot provide clear an-
swers given the imbalance of research output on the different types of outcome. Over-
all, future research could focus on investigating different types of behavior change as
well as longer-term behavior change. This would more accurately reflect the phe-
nomena actually occurring, despite providing a more challenging problem to solve

for researchers.
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2.4.6 Combined effects

As nudging gains traction in the private and public sphere, users become more likely
to be exposed to several nudges at the same time . However, our results show
that the formal study of the interaction effect of digital nudges is not yet mature. Some
nudging practitioners have attempted to evaluate how interventions interact, see for
instance . Also, a recent study showed that a combination of defaults and so-
cial influence nudges led to a stronger impact on compliance for the user than each
nudge individually . Yet, the study of the potential interaction effects due to the
combination of different digital nudges is only at its infancy and still requires further
empirical investigation. For instance, in the context of social media, are the effects
of adding two types of frictions on the same social media platform simply cumulative
or does one friction feature moderate the effect of the other? Also, more formal in-
vestigations of the underlying mechanisms related to potential interaction effects of

nudges are yet to be made. This leaves open the following broader research avenue:

Future RQ9: How do digital nudges interact and through which mecha-

nisms?

2.4.7 Limitations

Even though we followed the guidelines for systematic reviews carefully, the present
chapter is not without limitations. As is inherent in a systematic literature review, its
scope is limited to the search results of the initial query and the database selection.
Performing backward searches (i.e. examining all the papers in the reference lists of
the found articles) or forward searches (i.e. examining papers that referenced any of

the found articles) could potentially augment the scope of the the current review. We
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recognize that there are other papers (e.g. 68])) that would be relevant to

the digital landscape of nudging. Yet, the mentioned papers have not been included
in this literature review as they never mention or reference digital nudging by name.
We could have aimed for more exhaustivity by using search terms specific to nudge
patterns whose authors did not call digital nudges (e.g. online commitment). How-
ever, for this approach, we would have needed to identify an exhaustive list of search
terms, which is hard to attain and risked biasing our results by putting too much em-
phasis on one pattern over another. Our approach is more restrictive, limiting the
results to research labeled as digital nudging, but this ensures exhaustivity within that
label, which is our objective. Since the exact definition of what digital nudges entail
remains relatively blurry, our research describes the landscape of what authors gen-
erally call digital nudging. Our hope is that this work may support future efforts that
seek to further converge towards a unified definition of digital nudging, that would
describe what digital nudging entails and what it does not, as the boundaries are not
always consistent throughout the literature. Over the years, various definitions of
nudging have grown more speciﬁc, yet more complex — see for a discussion on
this topic. Since the number of articles explicitly related to digital nudging had grown
very steeply over the last five years, we judged that it was the right time to capture the

evolution of digital nudging literature and map it for future researchers.

2.5 Conclusion

This chapter presented a systematic review of the literature on digital nudges. We
provided a detailed analysis of 73 papers, based on 109 studies containing 231 digital
nudges that had been demonstrated and evaluated by previous scholars. Our results

show that while research on the topic has been very active, there seems to be a con-
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centration of investigations in several specific areas of the landscape.

For instance, almost half of the research on digital nudging focuses on three con-
texts: privacy/security, e-commerce/marketing, and social media. Furthermore, sev-
eral patterns of nudges seem to be hardly investigated, even though they appear to
be widely used online, such as scarcity nudges (e.g., only one room left), deception
nudges (e.g., a decoy option), or commitment nudges. The type of behavioral out-
come is very rarely a decrease or a complete cessation of a behavior when nudges are
applied in the literature. Moreover, while few single studies measure both attitudinal
and behavioral outcomes, more papers conduct several studies to better triangulate
outcomes.

Finally, while both interconnected and personalized choice architectures can dif-
ferentiate digital from conventional nudges, most of the research is conducted in what
we call disconnected and non-personalized choice environments. Based on these ob-
servations, we laid out nine future research questions to illuminate several unexplored

patches in the digital nudging landscape that future researchers might want to explore.
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Designing Digital Choice Architecture

3.1 Introduction

In this chapter we will explore what we previously referred to as a disconnected and
non-personalized digital choice architecture. When browsing online, users often find
themselves in a ubiquitous choice environment right before they are about to use
any kind of digital service. With current regulations, online companies are forced to
require informed consent from users before they can harvest their data in exchange for
their ‘free’ services. This informed consent usually involves some complex agreement
in the ToS and PP regarding when, how and why personal data is being collected and
shared. Internet users can view these agreements if they desire before clicking the I
agree’ button. In reality, only a small number of people ever click the adjacent link to
the ToS and PP. Most people just proceed, and thereby perpetrate what is known as

the biggest lie on the Internet: I have read and agree to the terms and conditions || )

3.1.1 Poor ability and motivation

While fruitful research has been conducted related to macro-level privacy concerns
, we will leave privacy calculus models aside and focus more on the observed
behavior of users in this chapter. When it comes to explaining why Internet users tend
to not read the ToS and PP of digital services, the scientific jury is still out. Several
factors might explain users’ dwindling ability and motivation to read the ToS and
PP. Previous research on this topic highlights information overload on the part of the

user [[190} [193]], that most users have “nothing to hide” [[190]], and the fact that these
g

complex agreements are very hard for the average Internet user to understand |,

193] |194} |195]]. Even while leaving out the above factors, online privacy seems to

be one of the contexts where many of the cognitive dials are turned in the wrong

direction for optimal human decision-making [[196].
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Instead of having a rational wind at their back when making decisions about their

online privacy — users seem to have a torrent of biases working against their better

judgement (e.g. [[196, 197, 198} {199, 200} 201]]).

3.1.2 Information and power asymmetry

To further compound the confusion of Internet users, there is a large information
gap between the providers and the end-users of digital services . That is, service
providers know with a high degree of specificity what data they want to collect from
the user, whereas the user tends to have little to no idea about what data they share
with the provider or other third parties . Users also tend to keep better track of
the benefits of an online service rather than the privacy risks that might be associated
with that service . Scholars have also suggested that Internet users have trouble
distinguishing between their own publication control and the control related to the

access of their personal information ||

To illustrate: If one decides to publish an album of their kids’ and share this with
their Facebook friends — this does not necessarily mean that only their friends will
have access to this data and its associated metadata. However, this distinction is hard
to make for many Internet users. On top of this, earlier findings suggest rather deep
misconceptions among Internet users. One survey conducted in the US suggested
that 62% of the sample thought that if a website had a PP, it meant that the site could
not share one’s data with other companies . On a general level, Internet users
also seem to have a poor understanding of how their personal data is connected to the

economics of these free and data-driven online services [205].
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3.1.3 Towards better choice architecture

Our decisions are often influenced by the choice architecture that we happen to be
presented with [206]. The insight that choice environments can affect the likelihood
of certain decisions and their associated behaviors have given rise to the concept of
“nudging” . In the context of HCI, digital nudging refers to the use of UI design
features that guide people’s choices or behaviors in online decision environments [27]).
Online privacy awareness is a promising problem for software designers to tackle, es-
pecially from the standpoint of choice architecture and nudging [[198]]. Several studies
have already been conducted in the context of digital nudging and online privacy

[202, 208} 170].

This chapter will focus exclusively on the choice architecture that potential users
encounter right before they decide to join or use an online service. This is the first

chance users have to inform themselves about what privacy guarantees that are offered

(or lack thereof).

Yet, research suggests that most users simply ignore this opportunity and thereby
perpetrate the biggest lie on the Internet . In this chapter, we address this prob-
lem by employing design considerations related to digital nudging. Specifically, we
will investigate how system and software designers can improve user’s privacy aware-
ness through design modifications to the current choice architecture that is being used
by leading social media brands such as Facebook , LinkedIn [210] and Twit-
ter . This leads to us to our overarching research question:

RQ: How can digital nudging improve the privacy awareness of users?
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3.2 Methodology

To investigate this topic, we follow a design science research methodology (DSRM)
in accordance with the steps outlined by Peffers et al. [212]. The rest of the chapter
is structured as follows: Section 3.3 discusses the problem statement and Subsection 4
defines the objectives of a solution in the context of previous literature. Section 3.4
presents the design of a novel choice architecture for raising privacy awareness. We
then present an experimental evaluation of the previously presented designs in section
3.5. Section 3.6 shows a real demonstrator of one of the novel choice architectures
with the example of the IKEA Place app and discusses the observed user behavior in
the field. Finally, the last two sections feature a discussion and concluding remarks for

the research community.

3.3 Backgound

At the turn of the 21* century, countries around the globe built the legal infrastruc-
ture to accommodate online privacy, electronic contracting and consumer protec-
tion [213]. During the last two decades, the means of extracting, cleaning, warehous-
ing, analyzing and monetizing consumer data have arguably evolved . Yet, the
choice architecture that has been provided for consumers to ‘agree’ or to ‘not agree’

to these practices seems rather fixed.

3.3.1 Shrinkwrap, clickwrap, browsewrap and quick-join

Kunkel [213]] presented case law distinctions between shrinkwrap, clickwrap and browsewrap
that still provide an instructive background today. These distinctions can be thought

of as different historical choice architectures to what eventually became the de facto
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interface for online privacy. Kunkel outlined that before the Internet matured,
shrinkwrap licenses got their name from the clear plastic wrapping that enclosed soft-
ware packages. The packaged software contained a notice that by tearing open the
shrinkwrap, the user agreed to the software terms enclosed within. The term click-
wrap agreements emerged when software vendors began distributing software by
means other than CD’s as when the software was downloaded over the Internet. Dur-
ing installation or first use of an application, the classical dialog box containing the
terms of the license would open for the user to read. The user was then asked to signal
their informed consent by clicking ‘I agree’ or ‘I do not agree’ . The last category
called browsewrap agreements are not as overt as the former. They do not appear on
the screen and the user is not compelled to accept or reject the terms in order to pro-
ceed with the installation, download or sign-up procedure. A browsewrap agreement
only appears as a link that is accessed by clicking i.e., it is optional and not required to
view the actual agreement. In the early days of the Internet, this choice architecture or
form of contract was successfully challenged in US courts due to the legal reason that
it lacked a reasonable notice and that consumers required a more earnest opportunity

to review the terms they agreed to [215].

Today, several of the largest online service providers (e.g. Facebook, Twitter, Mi-
crosoft) offer a fusion of the browsewrap and the clickwrap architecture. One has to
indicate their agreement with the click of a button but viewing the actual contents
of the ToS and PP can still be a matter of choice, meaning that the agreements are
at least readily available through an adjacent link. Obar and Oeldorf-Hirsch
now refer to this fusion category as a “quick-join” option while noting how services
like Instagram and Twitter employ this choice architecture to ensure that prospective
users can join quickly without having to be bothered by scrolling through any terms

or policies before accepting them.
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While the current quick-join environment speeds up the collection and sharing of
personal data, it does little to facilitate the informed choices of Internet users. With
this choice architecture, users are given a timely prompt in the form of a link right
before they agree to any potential terms or privacy policies. However, recent research

highlights that the majority of users rarely act on this signal.

3.3.2 The problem and reality of online privacy

A few data points from Obar and Oeldorf-Hirsch will sufhice to underline the
main problem that this chapter is addressing. In the process of joining a fictitious so-
cial networking service, 74% of a sample of US college students joined without even
looking at the privacy policy. Of those that did read it, the average reading time was 1
minute and 14 seconds. Obar and Oeldorf-Hirsch estimated that it should have
taken roughly 30 minutes to read the full PP that was used in their study. An even
more disturbing finding was that less than 5% of the sampled participants expressed
concerns around the fact that the ToS of the social networking service outlined that
their data would be shared with prospective employers, insurance companies and the
National Security Agency (NSA). Additionally, according to the ToS, each partic-
ipant agreed to sign over their first-born child as intellectual property to the social
networking service. Fortunately, the enslavement of an unborn child would not be
upheld in a modern court system. However, complex data sharing practices are a real
ubiquitous concern when it comes to online privacy.

As mentioned in the introduction, there are several explanations as to why we tend
not to read the ToS and PP of online service providers. Research on this topic suggests
that the primary factors explaining our lacking motivation and ability to look at online
ToS / PP relates to information overload , that most of us have “nothing to
hide” [[190], and the sheer difficulty of reading and understanding their contents

63 3. Nudging for Online Privacy Awareness and Informed Consent



Designing Digital Choice Architecture

_ _ | . The reasons why we tend to not read online terms and policies can also

be illuminated through a more psychological lens. Studies in economic and behavioral
science suggest that we often place less weight on the future than on the present, this
systematic bias is known as hyperbolic discounting . In short, when keeping
other factors constant, our preferences related to pay-offs and hazards tend to change
depending on how close these pay-offs and hazards are in terms of time. Internet
users seem to stay true to this inconsistency when they make decisions related to their
online privacy. Scholars have argued that people also put less weight on long-term
risks and losses while acting in privacy-sensitive situations [219].

This fact makes people likely to trade their long-term privacy for relatively mod-
est short-term pay-offs . Another study highlighted how a nationwide sample
of people from Singapore displayed a strong optimistic bias regarding their online
privacy . The participants in the sample tended to judge themselves less vulner-
able than “others” to online privacy infringement. To summarize, the current choice
architecture around online privacy already offers a small prompt in the form of an
adjacent link that one can click to review the ToS and PP before using an online ser-
vice. Previous research suggests that this privacy dialog box rarely engages Internet
users to inform themselves before they consent to these terms and policies. Our con-
tention is that by employing design considerations related to nudging and persuasive

technology, this problem can hopefully be mitigated.

3.3.3 Digital nudges and persuasive technology

There is still a lot of debate around what exactly qualifies as a nudge 141 .
However, Thaler and Sunstein [206, p. 6] defined a nudge as “... any aspect of the
choice architecture that alters people’s behavior in a predictable way without forbid-

ding any options or significantly changing their economic incentives”. If a software
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designer works with any aspect of HCI, they are responsible for organizing the digital
context in which their users make decisions [El] That is, they are designing choice

architecture.

The concept of ‘digital nudging’ simply refers to when peoples’ choices or behav-
iors are being guided by UI design features in digital decision environments ||
The use of digital nudges has been studied in a range of online contexts such as
reward-based crowdfunding , social sharing , privacy and digital ad-
diction . Digital nudging is becoming increasingly relevant because people are

making more and more consequential choices in online decision environments.

The study of computers as persuasive technologies or ‘captology’ is an inquiry into
the overlap between computer science and the psychological theories related to per-
suasion [222]]. One of the important outputs of that research stream is Fogg’s Behav-
ioral Model (FBM). As a model, it offers three wide paths to aim for when persuasively
designing for a new target behavior: Motivation, ability and prompts. That is, FBM
emphasizes that to perform any target behavior, a person must be sufficiently mo-
tivated, have the ability to perform the behavior and be appropriately prompted or
reminded to perform the behavior [223]. In other words, FBM is predicated on in-
troducing pre-designed prompts while taking the user’s ability and motivation into
account. These pre-designed prompts come in three different varieties: Signals that
remind the user of the task at hand, sparks that aim to increase the user’s motivation
to perform the task and facilitators that simplify the task for the users [223]. Other
scholars have already attempted to combine FBM with the notion nudges. Caraban
etal. reviewed and categorized 23 distinct mechanisms of nudging and presented
them in a framework for technology-mediated nudging. They also grouped these 23
nudging mechanisms into the three types of prompts proposed by FBM. Relevant to

the current research, Caraban etal. labeled one nudge as throttling mindless activity
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and categorized it as a spark in the context of FBM. That is, this nudge can be used to
modify users’ motivation in tasks were users tend to mindlessly proceed. Further, they
labeled another nudge as suggesting user alternatives and categorized it as a facilitator to
increase users’ ability i.e., providing an attractive alternative to users can nudge them
away from making a bad choice. These two nudges will be used to facilitate online

privacy awareness.

3.4 Designing for Informed Consent

To assess how software designers can improve users’ online privacy awareness the lat-
ter concept needs to be further defined. To increase users’ online privacy awareness,
users need to gain some meaningful facts about how their personal data is being pro-
cessed. Such facts are addressed within the ToS and PP of online services. To increase
their online privacy awareness users therefore need to view, read and recall some of
the facts from the ToS and PP. This is also what we mean by moving users towards
more informed consent. The quick-join environment offers a good benchmark and is
consistent with several major online service providers like Facebook or Twitter [216].
Yet, only a minority of users respond to this design (by actually clicking the adjacent
link to the ToS and PP).

Through the lens of FBM, what seems to be lacking is a privacy dialog box that
sparks the users” motivation and increases the users’ ability to inform themselves about
their online privacy. Our design solution aims to take these two aspects into account
by introducing two nudges. First, we suggest to spark users’ motivation by throttling
mindless activity. The current quick-join environment offers a small signal in the
form of a link right before users agree to any potential terms or privacy policies. This

is a type of choice architecture that resembles an opt-in policy where ignorance is
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the default, see Figure 3.1/ A) on the next page. The quick-join choice architecture
asks the users for consent but does not confront users with the fact that they have
actively chosen to ignore the ToS and PP by not clicking the link. They have to
opt-in to inform themselves. Prior research in the context of organ donations has
demonstrated that a neutral choice compared to an opt-in policy is far more effective
in soliciting organ donations . A problem framed as an explicit choice between
two equal alternatives compared to an opt-in policy is a way to increase the salience
of the signal that is associated with the target behavior . This can be achieved
by designing a privacy dialog box with two buttons instead of an adjacent link. Such
a choice architecture can be represented as a fork in the road, see Figure B). This

leads to the following hypotheses:

H1, A privacy dialog box that prompts users to make an explicit choice
will increase the proportion of users that view the ToS and PP

compared to a control group with an opt-in choice architecture.

H2, A privacy dialog box that prompts users to make an explicit choice
will increase reading time of ToS and PP compared to a control

group with an opt-in choice architecture.

H3, A privacy dialog box that prompts users to make an explicit choice
will increase privacy policy recall compared to a control group

with an opt-in choice architecture.

Secondly, to facilitate the users’ ability to inform themselves about their own on-
line privacy, we can suggest more alternatives related to how they view a ToS and PP.
Solutions such as making content more intelligible and reducing information overload

can often be facilitated by system and software designers. The design consideration of
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suggesting alternatives has been successfully employed in diverse contexts such as in-
creasing the security of user’s passwords , facilitating college choices [227]] and
increasing healthy food choices [228]. In the context of online privacy this can be
accomplished by adding a brief summary of the full terms and privacy policy. Addi-
tionally, this kind of alternative has the added benefit of being a middle-option which

increases its likelihood of being chosen |, . This choice architecture can be
illustrated as a roundabout, see Figure C). This leads to the following hypotheses:

H1, A privacy dialog box that prompts users to make an explicit choice
and offers a summarized alternative will increase the proportion of
users that view the ToS and PP compared to a control group which

only prompts users to make an explicit choice.

H2, A privacy dialog box that prompts users to make an explicit choice
and offers a summarized alternative will increase reading time of
ToS and PP compared to a control group which only prompts users

to make an explicit choice.

H3, A privacy dialog box that prompts users to make an explicit choice
and offers a summarized alternative will increase privacy policy re-
call compared to a control group which only prompts users to make

an explicit choice.

The two proposed nudges can now be illustrated within the context FBM as in
Figure 3.1/ D). The downward slope in the model is what Fogg refers to as the
action line. FBM highlights that prompts or nudges that occur on the right side of
this line are more likely to achieve a specific target behavior. The standard quick-join

choice architecture occurs mostly on the left side of the action line i.e., only moving
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Current quick-join choice architecture D) Nudges to increase online privacy awareness
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Figure 3.1: The choice architectures and the nudges of the proposed design solution mapped
into FBM.

a minority to the right side of the line. Our argument is that by designing nudges
that also target ability and motivation, we can increase the online privacy awareness
of most users. The next subsection outlines how these nudges were employed in the

final design solution.

3.4.1 Proposed user interface

Figure[3.2 presents a privacy dialog box (PDB) that implements both of the previously
described nudges. The middle image shows a prompt that uses the roundabout choice
architecture, i.e., providing an explicit choice while adding a summarized alternative
of the ToS and PP. The ‘Nothing really’ button is the same choice as clicking ‘Next’.
The ‘Just the highlights’ button leads to a summarized version of the ToS and PP. The
‘Everything’ button features the full content of the ToS and PP. The proposed choice
architectures will be described in more detail in the following subsection. We will use

the quick-join design as a baseline and compare it on a number of dependent measures
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to two modified digital choice architectures.

There are a couple reasons why we use the quick-join environment in this study:
First, for the control group this is currently in keeping with several major online
service providers (cf. Facebook [209], Twitter [211]], LinkedIn [210]). Second, in the
modified choice architectures the aim is to change the target behavior without forcing
users to comply to a given behavior i.e. viewing, reading or remembering the ToS

and PP. In other words, users are free to choose their behavior and the modified choice

architectures are aimed at nudging them towards a more informed type of consent.

A) Full ToS & PP

B) Privacy policy dialog

C) ToS & PP highlights

Terms & Privacy Policy

Lorem ipsum dolor sit amet, consecte-
tur adipiscing elit, sed do eiusmod
tempor incididunt ut labore et dolore
magna aliqua. Posuere sollicitudin ali-
quam ultrices sagittis orci a
scelerisque purus. Eu augue ut lectus
arcu bibendum at varius. Egestas
maecenas pharetra convallis posuere
morbi leo. Id semper risus in hendrerit
gravida rutrum quisque non. Non so-

at ultrices mi tempus imperdiet nulla
malesuada. Ipsum nunc aliquet biben-
dum enim. Aliquam malesuada biben-

X

<

The Terms & Privacy Policy outline how
the messaging platform manages and
uses your personal information. How
much do you want to know?

Nothing really

Just the highlights

dales neque sodales ut etiam sit. Risus

Everything

Next

X
Terms & Privacy Policy Highlights

Lorem ipsum
Lorem ipsum dolor sit amet, con-
sectetur adipiscing elit.

Egestas maecenas
Egestas maecenas pharetra convallis
posuere morbi leo. |

Ipsum nunc

lpsum nunc aliquet bibendum enim.
Aliqguam malesuada bibendum arcu
vitae.

Figure 3.2: Mockup describing the proposed digital nudges in the privacy dialog box.

3.5 Evaluation

To investigate how software designers can improve user’s privacy awareness we used

the quick-join standard as a benchmark and compared it on a number of dependent

measures to two modified choice architectures through an experimental design.
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3.5.1 Procedure

The data collected for the experiment was drawn using Amazon’s Mechanical Turk
(Mturk) in accordance with Paolacci et al. recommendations. Participants were
filtered based on the location provided by their IP addresses, and only selecting par-
ticipants from the US Mturk population. From Mturk, the online participants were
directed to an anonymous Qualtrics link. The participants were asked to take a survey
and perform a usability evaluation of a third-party online messaging platform. The
online participants were not made aware that the research concerned nudging or on-
line privacy. During the data collection, a double-blind procedure was also used, i.e.,
the researchers were unaware of which group each participant ended up in and this

knowledge was also hidden from each participant.

The online participants were selected from the US MTurk population using the
following qualifications: HIT approval rate > 98%, number of HITs approved > 5000.
A pilot experiment (n = 56) consisting of Swiss students suggested that the experi-
ment took a maximum of 15 minutes to complete. Based on those results, the Mturkers
were compensated $2 US for their participation. The online participants first had to
read the instructions and agree to the conditions of the study. After this, each partic-
ipant was confronted with a randomly assigned choice architecture, see Figure
These designs will now be referred to as privacy dialog boxes (PDB). Apart from these
designs, everything else in each experimental group was identical. Immediately after
the participants had interacted with the PDBs they received 10 questions regarding
the contents of the ToS and PP. After that, they performed a usability evaluation of a
messaging platform and answered some more questions related to their general online
privacy concerns, the trust they felt towards the messaging service and demographical

information. At the end of the study, all of the participants were debriefed.
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3.5.2 Measures

To test our hypotheses the following independent measure was devised: choice architec-
tures. The following dependent measures were also used: Viewed ToS and PP, Reading
Time and Recall. These measures will be operationalized below. Two control measures
were also used: General concern for privacy from Schumann et al. [233] and a question
regarding the level of trust that users felt towards the messaging service measured on

a Likert-scale from lowest (0) to highest (10).

Digital Choice Architectures

Figure [3.3| below presents the three experimental conditions. PDB 1 (control) is an
example of the current quick-join choice architecture where users have to opt-in to
see the the ToS and PP like in Figure[3.1|A). PDB2 was nudged by an explicit choice
i.e., a fork in the road as in Figure 3.1/ B). PDB3 was also nudged with an explicit

choice but with an additional suggested alternative i.e., a roundabout design shown

in Figure C).

A) Privacy dialog box 1 (PDB 1) B) Privacy dialog box 2 (PDB 2) C) Privacy dialog box 3 (PDB 3)

The Terms & Privacy Policy outline

The Terms & Privacy Policy outline
how the messaging platform man-
ages and uses your personal infor-
mation.

By clicking next you indicate that you
have agreed to the platform’s Terms
and Privacy Policy

The Terms & Privacy Policy outline
how the messaging platform man-
ages and uses your personal infor-
mation. How much do you want to
know?

Nothing really
Everything

Next

how the messaging platform man-
ages and uses your personal infor-
mation. How much do you want to
know?

Nothing really

Just the highlights

Everything

Next

Figure 3.3: The digital choice architecture and design for each of the experimental groups.
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Viewed ToS and PP

As Figureillustrated, when the participants arrived at one of the randomized PDBs,
the ToS and PP were hidden. The users had to click either a link or a button to view
them. This dependent variable measured that click as a proxy of whether the ToS
and PP was viewed. This created a binary outcome (viewed vs. did not view). As
the results section will later show, this variable can be dissected further by separating
the proportion of participants who clicked on the ‘Highlights’ button in PDB3, see
Figure 3.3| C) above. One could also just click the ‘Next’ button on each dialog box
to ignore the terms and policies. In other words, the choice to completely ignore the

ToS and PP was not constrained by any of these designs.

Reading Time

This variable measured the time that each participant spent on the privacy dialog
boxes. The count started when they arrived and stopped once they clicked the ‘Next’
button shown in Figure This variable was measured in seconds and was consid-

ered a proxy of reading time.

Recall

To measure recall of the ToS and PP contents, we devised a battery of 10 multiple
choice questions with 5 alternatives each. Each question concerned a specific detail
related to users’ personal data and all of these facts could be found within both the full
and summarized versions of the ToS and PP. The right answer gave one point and
the wrong answer gave zero points creating a scale from 0 — 10 that could readily be

transformed to a percentage of correct answers.
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3.5.3 Results

In total, 186 online participants were gathered for the online experiment. Three of
these participants were excluded from the final analysis because they failed to submit a
unique code that was generated for each run of the experiment. Out of the remaining
sample (n = 183) there were 84 females, 98 males and one participant specified “other”
as their gender. All the participants were between 19 and 68 years old (M = 35.2,
SD = 8.8). The reporting of these results conform to the statistical standard of signif-
icance described by Benjamin et al. . Since the dependent variables of this study
did not conform to an approximate normal distribution, all inferential conclusions
will stem from non-parametric tests. For the two control measures related to general
privacy concerns and trust, no significant differences were found between the three
choice architectures. Due to the different proportions of participants between the con-
trol group and the two experimental groups, a x? test for the goodness-of-fit was con-
ducted. The test indicated that there were no significant differences in the proportion
of participants in the three randomized experimental groups (50, 67, 66) as compared

to the expected proportions of (61,61, 61), x* (df = 2,n = 183) = 2.98,p = .24.

How choice architecture affected views (H1, & H1,)

In relation to the above research hypotheses, a x?~test of independence highlighted a
significant association between the three choice architectures and whether the partic-
ipants clicked to view the terms and privacy policy, x* (df = 2,n = 183) = 27.27,p =
0.000, Cramer’s V = 0.386.
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Follow-up tests with a Bonferroni correction revealed a significant difference in
the proportion of clicks between PDB1 and PDB2, x? (df = 1,n = 117) = 7.88,p =
0.005 and a suggestive difference between PDB2 and PDB3, x? (df = 1,n = 133) =
7.47, p = 0.006 which is in line with H1, and H1;. See Figure |3.4/A) on the next page

for a graphical illustration.

How choice architecture affected reading time (H2, & H2))

A Kruskal-Wallis test was used to adjudicate whether there was a statistically sig-
nificant difference between the three groups in terms of the time they spent on the
privacy diolog boxes. The three groups had significant differences in the time they
spent on the privacy dialog boxes x* (df = 2,n = 183) = 13.02,p = 0.001. As
a follow-up, Dunn’s tests were conducted between two pairs of the experimental
groups using a Bonferroni correction. These tests indicated a suggestive difference
between PDB1 and PDB2 (z = —2.84,p = 0.009). This result is in line with H2,,.
However, in relation to H2;, no differences were found between PDB2 and PDB3

(z = —0.67,p = 1.000), see Figure ).

How choice architecture affected recall (H3, & H3;)

Another Kruskal-Wallis test was used to gauge differences between the three groups
in terms of their immediate recall scores. When all participants per group are taken
together (viewers and non-viewers), the test showed no significant difference in recall
scores between the three groups x? (df = 2,n = 183) = 0.26,p = .879.

In other words, if all the bars in Figure C) are aggregated within each experi-

mental group, no differences are detected. H3, and H3, are therefore not supported.
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Figure 3.4: Visualizations of the data from the randomized online experiment (n = 183)

Yet, 2 Mann-Whitney U-test revealed a significant difference in recall scores be-
tween those that viewed any portion of the terms and privacy policy i.e., Everything
or Highlights (Md = 7, n = 118) compared to those that did not (Md = 3, n = 65),

U = 1746.5, z = 6.14, p = 0.000, 7 = 0.45. Figure 3 D) demonstrates this difference.

3.6 Descriptive Field Study

The IKEA Place app is an example of an iOS/Android mobile application using the

choice architecture featured in PDB3. Place is an augmented reality app that lets
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people virtually place true-to-scale 3D models of IKEA products (e.g. a chair) in their
own space (e.g. their kitchen). Even though this augmented reality app does not ask
for user identity, it requires access to the camera of the user’s device to work properly.
Furthermore, as the app is aimed to be used in the user’s home, it can potentially access
sensitive personal information. Thus, raising the user’s awareness about the app’s ToS
and PP is important to build trust with users. Figure 3.5/ shows the UI of the IKEA
Place app. When opening the app, users can choose between 3 options just as in
PDB3: ‘Nothing really’, ‘Just the Highlights’ or ‘Everything’.

If they choose option 1, they are directly brought to the agreement page where
they have to confirm that they have read, understood and accepted the ToS and PP. If
they choose option 3 ‘Everything’, they are shown the full ToS and PP. They can then
press continue and they arrive at the agreement screen. If they choose option 2 ‘Just
the highlights’, they are presented with the summary of the Tos and PP. The summary
take the form of four successive screens, with an image on each screen along with a
short explanation. These screens include the camera, improving the app, keeping data

safe and your rights as shown in Figure

< <

Privacy stat ¢
~ Terms and Conditions

Priy

Terms Privacy policy &
Terms and Conditions

Privacy and You

Y

The Came
Improving
. Keepingdg

Your rights

Figure 3.5: The user experience related to online privacy awareness in the IKEA Place app.
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3.6.1 Evaluation in the Wild

To gain further insights into how this choice architecture affected actual user behavior,
we analyzed anonymous usage data from the IKEA Place app. To do so, we deployed
an analytics engine to record activity traces from November 7th, 2019 to November
27th, 2019. During that period, 81’431 users were active on the app. We mainly
focused on the option selected by users when they opened the app for the first time.

Dropout rates were also recorded during the process, as well as viewing behavior of

the full ToS and PP.

How many users viewed the ToS and PP

The results revealed that (46%) of the users chose to read the ToS and PP. Here, Option
1 (Nothing really) is chosen 54% of the times, while Option 2 (Just the highlights) is
chosen 20% of the time, and Option 3 (Everything) 26% of the time, see Figure

How many users proceeded to accept the ToS and PP

The results showed 97.5% of users who selected Option 1 (Nothing really), proceeded
to accept the ToS and PP and started using the service. This percentage was 92.2% for
users who selected Option 3 (Everything) and 76.6% for users who selected Option
2 (Just the highlights). The dropout rate includes users who abandoned the app and
those who went back to the privacy dialog and potentially selected another option.
These descriptive results might indicate that the implementation of Option 2, which
forces users to stay a fixed amount of time on each one of the highlight screens, might
add too much friction to the user experience. Further analysis of the user behavior of
those who selected Option 3 indicates that only 11% of users scrolled through 50% or

more of the ToS and PP.
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These results further illustrate that bringing users to view the ToS and PP is a
necessary but not sufficient action to raise privacy awareness.

Percentages of users who clicked to view
ToS & PP in the IKEA Place app

.

0% 20% 40% 60% 80% 100%

B Did not click Clicked to view full ToS & PP
Clicked to view highlights of ToS & PP

Figure 3.6: Data visualization related to the IKEA Place app users (n = 81431)

3.7 Discussion

In this chapter we investigated how the design of new choice architectures could mit-
igate what is called the biggest lie on the Internet: The fact that people confirm they
have read the ToS and PP without doing so. As [235, p. 153] argued, “privacy no-
tices are incredibly detailed legalese designed to indemnity the firm, not protect the
consumer”. As a result, users lack motivation and ability to read this content. The
problem is aggravated by service providers using the quick-join choice architecture,
which encourages users to ignore the ToS and PP by default. To tackle this problem,
we used two digital nudges to design two privacy dialog boxes: One aimed at spark-
ing users’ motivation by throttling mindless activity with an explicit choice (PDB2)
instead of having an opt-in default (PDB1). Similarly, the other privacy dialog box
was designed as an explicit choice but also aimed at facilitating the user’s ability by
providing a meaningful summarized alternative (PDB3). Our experimental results
show that with both these designs, the number of users who view the ToS and PP is

significantly higher than with the quick-join design. Interestingly, when we com-
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pare the quick-join standard with the PDB3, adding the (highlights) option converts
non-readers into highlight readers but does not lead those who read the full ToS and
PP to only read the highlights when that alternative is suggested, see Figure A).
Our results converge with prior research showing that framing the choice as a neutral
question (PDB1 vs. PDB2) rather than an opt-in policy can drastically change users’
choices . Furthermore, the results show that suggesting a simpler alterna-
tive also drives viewing behavior in the context of privacy awareness. This design

consideration has worked in other contexts as well [226, 1227, 228]].

However, the results of this study are mixed. Although a strong case can be made
that viewing and reading the ToS and PP should increase participants’ recollection of
that content, neither one of the two choice architectures changed the average recall
score. Based on the description of the data in Figure 4 C), we observe that users who
read the ToS and PP in PDB1 tended to recall it better than those who read the ToS
in PDB2 and 3. The same pattern is observed for those who completely ignored the
terms and privacy policy. Thus, although PDB2/ - 3 vs. the quick-join group (PDB1)
increase the proportion of users who view/read the ToS (or its highlights), those who
read it, recall it less accurately. The additional users who read the ToS and PP due to
the new choice architectures may be users who are less interested in the actual con-
tent (compared to those who read the ToS and PP from the quick-join environment).
Although they click and read because of the nudges (which probably entails a quite
automatic processing of the information), they might only read the content superfi-
cially, using limited cognitive resources. A possible risk in using nudging techniques
that tap onto the automatic mind, is their lack of any educational effects . This

could explain the unchanged recall scores in the nudged groups.

Reading is an important outcome because many users confirm they have read and

agreed to ToS and PP without actually having read them, which engages their legal
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responsibilities towards online service providers. In the context of future research it is
also worth asking whether recall is an important outcome. If the aim is to move users
towards more informed consent of the ToS and PP, then we argue that recall seems to
be a good proxy measure. An alternative aim for future research could be to encourage
users to act based on this knowledge. An example would be by changing the privacy
settings of the actual app either via the application itself or a plugin. Another future
research direction could be to investigate whether user actions are contingent on their
reading or recollection of the privacy policy (or on none of them).

The implications of this study are salient at a time when technology allows for new
types of data to be collected without much user awareness 237]. These results
provide an initial step to raise users” awareness by nudging them to view and read the
relevant information related to their data privacy (even if they do not necessarily recall
it better). If regulation and policy does not sufficiently assist or protect consumers, will
service providers have an interest to increase privacy awareness among their users?
One answer could come from organizations which strive to establish trust with their
customers. The IKEA Place app is one example of a service provider willing to raise
users’ privacy awareness. If users become more aware of how their data is treated by
each service provider, they can demand that these services become more sensitive to
online privacy. The type of data that is collected and the way it is used could become

part of the value proposition together with the service itself.

3.7.1 Limitations

Our proposed implementation of the digital nudges represents one instance among
many possible alternative designs, which implies that our solution can be further op-
timized by both researchers and practitioners. The following limitations should be

noted. First, our data from the IKEA Place app is only used for a descriptive purpose
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to show that that these digital nudges can be readily implemented by large online
service providers to facilitate the informed consent of their users. We cannot validate
that this design is superior in this larger context due to the lack of comparable control
groups, we only do this comparison in the randomized online experiment. Second,
the MTurk population was compensated to conduct the task we proposed. Some par-
ticipants might have felt that it was part of their task to read the ToS and PP even if

we did not make any such suggestions.

Indeed, compared to real users of the IKEA Place app, a higher proportion of
online experiment participants viewed both the highlights and the full ToS and PP.
Prior scholars have suggested that the Mturk population can be more attentive than
average students . However, differences such as these do not change across the
groups of the online experiment. Third, we cannot control for novelty effects in our
findings i.e., that novel choice architectures such as in PDB2 - / 3 facilitated viewing
and reading behavior by the fact that the participants had not seen this particular
design before. Yet, we did take steps during the analyses of the online experiment by
following the recommendations of Benjamin et al. to reduce the rate of false

positives for new findings.

3.8 Conclusion

With more and more personal data being gathered and processed online, raising the
bar for ‘informed consent’ is an important design challenge. Today, companies are
legally compelled to inform their users. Yet, few users are informed when they consent
to how, why and where their personal information is processed. In this chapter we
have shown that HCI and system designers can affect the privacy awareness of users

through digital nudges that increase the likelihood that the ToS and PP are read.
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The proposed design that implemented two nudges (PDB3) showed around a 75%
decrease in number of users who just agreed the ToS and PP without even viewing
them. This significant reduction in users who committed the so-called biggest lie
on the Internet is a promising start. While the results showed that clicking the ToS
and PP did increase the users recall of the contents, the proposed designs did not
inherently increase recall among users. The field study with over 80’000 users of the
IKEA Place app demonstrates that these digital nudges can be readily implemented by
large companies. Yet, there is still a lot of work and research to be conducted before

we can generally claim that users have given their informed consent online.
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4.1 Introduction

In this chapter we will explore a more interconnected and personalized digital choice

architecture, namely, a social media newsfeed.

In some countries, the self-reported averages of social media use are 3-4 hours a
day . The large-scale societal consequences of increased social media consump-
tion are extensive. They range from more positive use-cases such as habits ,
to the negative such as mental health problems and degraded social in-
teraction . At the heart of this issue lies compulsive social media use which is a
“repetitive, ritualistic behavior involving an individual’s inability to control, reduce,

or stop the use of mobile [social media]” p. 177].

Each user is potentially vulnerable to harmful use-cases through various reinforce-
ment cycles when using social media platforms . During such reinforce-
ment cycles, interactive technologies serve as a form of stimulus, where compulsive
usage becomes a response and the reinforcement cycle continues. Social media plat-
forms are designed to maximize connections and time spent online leading to hyper-

connectivity by employing user interface designs, sometimes referred to as dark pat-

terns [|247|, |248|, |249[|, i.e., designs that utilize knowledge of human psychology to
trick individuals into an act that is not in their best interest [51} 249].

HCI researchers have previously pointed to Facebook’s infinite newsfeed as a dark
pattern [249]. The infinite newsfeed taps into three main characteristics of dark pat-
tern as defined by Roffarello et al. [249]: (1) the design undermines individuals’ auton-
omy and distracts them from their goal [249], (2) individuals experience that time has
passed and they have no control over it [249] and (3) in retrospect, the design makes
a person regret the time spent on the service . In addition, the infinite newsfeed

negatively influences individuals’ digital wellbeing . As such, the newsfeed is
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likely to be among the factors that eventually lead people to use Facebook compul-
sively. In this chapter we aim to better understand how newsfeed is related to time
spent on Facebook and how a digital newsfeed diet, i.e., an intervention that reduces
one’s newsfeed, could be designed to reduce Facebook usage and potentially improve

digital wellbeing. This leads to our overarching research question.

RQ: How does a newsfeed restriction affect Facebook usage?

This overarching question leads to three sub-questions. First, how do different
types of newsfeed restriction (abstinence vs moderation) affect time spent on Face-
book? Second, how does newsfeed restriction affect user experience? Third, how
does newsfeed restriction affect time spent according to users’ compulsion to use Face-

book? In this chapter, we attempt to answer these questions by taking a design science

research methodology (DSRM) approach [251, 252} 253| 254, |145]]. In DSRM, the

artifacts that impact people and organizations are created and evaluated in order to
solve identified research problems [212]] in six steps. This chapter is structured fol-
lowing these steps. The introduction covered the first step, namely the definition of
the problem. The second step, i.e., defining the objective of the problem, is covered
in Section 4.2, which lays out our hypotheses. The third and fourth steps, i.e., design
of the solution and demonstration, are covered in Section 4.3. The fifth step, i.e., the
evaluation of the solution, is split between Section 4.4, which presents the evaluation
setup, and tests the hypotheses, and Section 4.5, which provides qualitative insights
into the user experience through an exploratory thematic analysis. Finally, the sixth
step, i.e., communication of the findings, is covered in the discussion in Section 4.6

and the conclusion in Section 4.7.
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4.2 Related Work and Research Objectives

Here, we describe relevant prior work, which led to the six specific research hypothe-
ses that we tackle in this chapter. In particular, we review work that relates social
media use to compulsive use, before we give an overview of attempts to redesign the
newsfeed to address this issue and how this could relate back to compulsive use and

user experience.

4.2.1 Social media and compulsive use

There has been a lively debate among scholars about where chronic social media usage
ends and usage more akin to “addiction” begins [255} 256} 245|]. However, there seems

to be substantial agreement among HCI researchers that social media platforms are

designed in a way that facilitates compulsive use [257, [256, 2581, (179, [259].

Typically, compulsive social media use refers to when the user is unable to self-
regulate how frequently they use a given platform or how much time they spend
on it . Compulsive social media use is an important societal concern because
users facing it might have psycho-social and professional consequences 245].
We previously mentioned that other researchers have theorized that compulsive social
media usage happens through a series of reinforcement cycles, with interactive tech-
nologies serving as a form of stimulus, and compulsive usage becoming a response
so that the reinforcement cycle continues. We posit that the newsfeed on Facebook
is one such interactive technology. While several previous studies have confirmed a
strong correlation between a variety of compulsive use measures and self-rated time
on social media — we want to validate this assumption by examining the rela-
tionship between compulsive use measures and actual time spent (by real users) on a

well-established social media platform: Facebook. Previous scholars have also argued
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for the importance of validating the association between compulsive use and actual
user behavior on social media platforms |, . Therefore, we hypothesize the

following:

H1: Compulsive use is positively correlated with actual time

spent on Facebook.

4.2.2 Redesigning the newsfeed

An important design feature for prolonging usage time on social media platforms
comes through the newsfeed . While the feature itself is the principal entry-
point for a Facebook user, a recent survey suggested that it was also one of the fea-
tures that tends to be associated with regret for the user [51]. Several previous studies
have suggested the removal or reconfiguration of the Facebook newsfeed as a potential
context for design researchers to tackle. Suggestions in the HCI literature range from
complete removal , contextual removal that is dependent on the given user’s
goals , to adding various filtering options . For example, both
scholars and sampled users have made suggestions around configuring the newsfeed
to only show content from close personal friends . In another study, Lyngs
et al. conducted a user experiment where different Chrome extensions were used to
compare a control group to goal reminders and a completely hidden/blocked news-
feed [266]]. Here, a majority of sampled users suggested that they wanted more granu-
lar control over the Facebook newsfeed. In short, this newsteed blocking intervention
was effective when it came to decreasing users’ visit length on Facebook’s site but also
led to fear of missing out (FOMO). Another study concerned the design and evalua-
tion of a Chrome extension that allowed to hide some parts of the Facebook user in-

terface or remove colors to make it less appealing || . When considering how users
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spend their time and attention across apps, previous researchers have characterized de-
sign interventions along a spectrum ranging from internal to external . External
mechanisms entail monitoring problematic apps from the outside, and informing or
notifying the user, e.g., setting a maximum duration on an app, or viewing the time
spent on an app. Other external examples include the use of the phone’s vibration to
signal to the user that they have spent enough time on Facebook , framing the
feedback negatively or positively , locking users out of apps [258] and locking
users out of the device [268]]. Internal design mechanisms would entail redesign-
ing certain features of a problematic app directly inside the app, e.g., removing the
newsfeed. Such internal mechanisms might remove more problematic aspects from
a given app, while still retaining its most important benefits . HCI researchers
have highlighted that Google Play, Chrome Web and Apple App stores have created

a vast marketplace for tools that help users in their online struggles for self-control

(see for reviews of such tools).

In this research context we aim to change an internal design mechanism, more pre-
cisely the dark pattern such as infinite newsfeed that leads to mindless scrolling
. We argue that by designing an artifact that restricts the newsfeed, that is, that
reduces the content of the newsfeed from friends, pages and groups, users would be
less exposed to variable rewards thereby breaking the inexhaustible rein-
forcement cycles of anticipation, uncertainty and feedback. We provide two versions
of the newsfeed restriction artifact: (1) a strict newsfeed diet that reduces the newsfeed to
the minimum and (2) a self-regulated newsfeed diet that reduces the newsfeed to a min-
imum, but lets users fill it with updates from people, pages and groups that the users
opt-in to follow (as opposed to the system’s default setting to follow all connections).

In both cases, we hypothesize that the restriction will reduce time spent on Facebook:
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H2a: Astrict newsfeed diet will decrease time spent on Facebook.
H2b: A self-regulated newsteed diet will decrease time spent on

Facebook.

4.2.3 Newsfeed diets and compulsive use

Previous research investigating various digital self-control artifacts hinted that such
tools seemed especially useful for users who experienced the most intense struggles
for self-control or labeled themselves as addicted . This finding from sampling
public user reviews can be contrasted with previous research on habits. Here, litera-
ture points to the general difficulty of changing strong (vs weak) habits [273]. That
is, stated intentions are at odds with actual behavior in the presence of strong habits,
and this is especially salient when the environment is stable, because the cues trigger-
ing the habitual response typically come from the environment . In the case of
newsfeed restriction diets, the environment stays stable; only the content of the news-
feed changes. Therefore, we expect more compulsive users to trigger their habitual
response (i.e., spend time on Facebook) whatever the content and the restrictions ap-
plied to their newsfeed. This should be less the case for less-compulsive users, whose
time on Facebook should be more affected by newsfeed restrictions. This is reflected

in other, digital behavioral interventions, such as digital nudges, which tend to be less

effective when habits are established [[74].

H3: The newsfeed diets will affect less- (vs more-) compulsive
users’ time spent on platform to a greater (vs lesser) extent.
4.2.4 Newsfeed diets and user experience

Finally, we believe that a potential consequence of imposing a strict newsfeed diet,

where users have no say in how the newsfeed is restricted, may adversely impact the
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user experience. While this intervention is not expected to affect usability components
such as ease of use, users might potentially feel FOMO , or difficulty to con-
nect with friends and family. One way to address potential issues related to FOMO or
connecting with important people in one’s life is to take a self-regulation approach to
the newsfeed instead of a strict restriction. A recent study that focused on increasing
users’ sense of agency on Twitter with internal vs external design mechanisms found
that only internal mechanisms significantly increased users’ sense of agency .
Findings from the same study suggest that usability issues were most frequently men-
tioned when users feel as if they are not in control . The self-regulated newsfeed
diet lets users define which connections to follow. In doing so, it gives users a sense of
control, which is important to user satisfaction . Moreover, HCI has
long emphasized the importance of a sense of control over how users experience the
interaction with technology . The users want to feel that they are in charge and
that the system responds to them . This leads us to the following hypotheses:

H4a: A strict newsfeed diet (vs no diet) will negatively impact
user experience.
H4b: A self-regulated (vs strict) newsfeed diet will positively im-

pact user experience.

4.3 Design and Demonstration

The problem statement pointed out that social media users tend to mindlessly spend
too much time on social media because of the infinite newsfeed feature. The solution’s

main objective is to address this issue by reducing the newsteed.
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4.3.1 Newsfeed mechanics and design

Social media platforms use different techniques to populate the user’s newsfeed. Even
though the exact algorithms are not open to the public, they follow certain principles.
At the center of such algorithms is the notion of following some content emanating
from friends, pages or groups. When a user follows a certain contact — the user’s
newsfeed will contain updates from that contact. It should be noted that different so-
cial media platforms have different ways to call similar types of relations. Generally,
social media platforms offer at least two types of relations: a relation that allows users to
establish a contact with someone (called ‘friends’” in Facebook, ‘contacts’ in LinkedlIn,
or ‘followers’ in Instagram) and a second one that allows to see or not see someone’s
update in one’s newsfeed (called ‘follow’ or ‘unfollow’ in Facebook and LinkedIn and
‘unhide’ or ‘hide’ in Instagram). By default, these platforms generally establish the
second relationship, i.e., showing people’s updates in one’s newsfeed, when the first
relationship is established. In this chapter, we use the term contact for the first relation-
ship and we use the terms follow and unfollow for the second relationship. As such, the
newsfeed is a rough function of the number of contacts that a user follows. In addition
to updates from followers, a Facebook user’s newsfeed is also populated with different
sponsored posts, as most mainstream social media platforms are monetized through
advertising In the context of Facebook, sponsored posts are personalized for users,
based on different information such as stated preferences, demographics, location or

previous online activity ||

In some solutions, a browser extension can directly hide parts of the Ul such as
the newsfeed 266]. They can do this by simply modifying the HTML/CSS

code on the client side. However, this type of solution has a limitation that makes it

“In 2021, Meta generated more than 99% of their total revenues (USD 115.655 billion) from ad-

vertising
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unsuitable for this study: The limitation is the fact that modifications are restricted
to browser-based solutions and not applicable to native mobile apps, which is how
many social media platforms are also used today. With the number of devices that
allow access to social media content, data from a single device alone may not suffice
to capture people’s digital behavior . One way to offer a cross-device solution
is to provide an internal intervention that will, by definition, spread to all devices.
One such approach to limit the newsfeed is simply unfollowing certain contacts. To
unfollow means to stop seeing these contacts’ posts in one’s newsfeed. Unfollowing a
contact does not remove you from each other’s contacts list and it still allows you to
go see your contacts’ updates on their profiles. If a user unfollows every single contact,
their newsfeed will be mostly empty, except for potential sponsored content.

To unfollow everything, users can navigate to a specific contact, but in some plat-
forms it can be hard to find this unfollow option. To unfollow a contact, a Facebook
user must currently navigate to the contact’s profile, hover over Following (on a friend’s
profile) or click the Following button (on a page or in a group) near their cover photo
and then select the Unfollow option [282]. This action then has to be repeated for
each contact. Whereas the action of following a contact is the default state of affairs
when a user adds a new contact, the unfollow procedure seems to suffer from lack of
discoverability, which could be considered an example of another dark pattern [37].
With users following an average of over 300 friends, pages and groups on Facebook,

repeating this manual procedure can also quickly become tedious [[283)].

4.3.2 Designing an automated unfollow solution

Automating the unfollowing process for large numbers of contacts could ease the pro-
cess and could also address the cross-device issue. To enable this process to happen in

a user-friendly manner, we designed a Chrome web browser extension that allows
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the user to unfollow all friends, pages and groups that they follow on one particular
mainstream social media platform, namely Facebook. This extension was able to be
downloaded and installed directly from the Chrome Web Store. From a user’s per-
spective, the experience occurs as follows: once installed, the extension automatically
unfollows a user’s friends, pages and groups from Facebook, when the user opens
Facebook via the Chrome browser, without any user interaction needed. Techni-
cally, the extension accesses the list of friends, pages and groups of a user through an
authentication token. It then iterates through the list and performs POST requests for
each friend, page and group to unfollow them. It should be noted that the process is
not immediate, taking about 5-15 minutes to unfollow 300 friends, pages and groups

(longer for users with many more friends, pages and groups).

By default, users are in what we are calling the ‘self-regulated’ condition. That is,
the extension unfollows all of the user’s friends, pages and groups, and then the user
can refollow anyone they please. For the purpose of the field experiment, we mod-
ified the extension in two ways: First, we added an extra prompt after the extension
was installed and before it started unfollowing friends, pages and groups, in order to
separate regular users and study participants, see Figure The existing extension
prompted regular users to directly go to Facebook after the installation, whereas study
participants were instructed via an extra pop-up window to click a link so that they
could enter a randomly assigned unique ID that they were given via a Qualtrics sur-
vey; this enabled their online behavior to be linked to their survey responses. Second,
we modified the extension to assign study participants to three conditions based on
their unique ID: 1) The default self-regulated diet, 2) A control condition in which
the extension did not trigger any unfollow process, 3) A strict diet. To put users on
the strict diet, we programmed the extension in such a way that it would unfollow all

friends, pages and groups. If a new friend, page or group was added, or if an old friend,
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page or group was refollowed, the extension automatically unfollowed them. Finally,
in order to allow users who use the extension to get their newsfeed back to normal,
we designed a function to refollow everyone. Similarly to the unfollow process, this
function iterates through all of the user’s friends, pages and groups and refollows them

one by one.

In addition to the core functionalities of the solution, we also designed infrastruc-
ture to measure the time spent on the Facebook platform for the purpose of the study
on the site itself as well as on the iOS app. To measure time spent on the site (we fo-
cused on the Chrome web browser), we designed the web extension so that it would
send time spent for each session to an analytics server. The extension typically per-
forms a check every second to see if the browser’s active tab is on the social media
platform. If the extension detects a visit, a timestamp is created with an initial du-
ration of 0 seconds. Then for every subsequent second on the site, the duration is

incremented and sent to the analytics server.

To measure the time spent on the app (we focused on iOS devices), we imple-
mented an automation process on the Apple shortcut app similarly to the method used
by Purohit et al., . In a nutshell, the Apple Shortcut app allows the design
of an automation that is triggered when a particular third-party app on the phone is
opened or closed. The automation then writes timestamps, every time the Facebook
iOS app was opened and closed, in a CSV file that was stored locally on each user’s
phone. At the end of the study we simply asked users to submit this CSV file to inspect
the time they spent on the app without the need to build a client server infrastructure

for the mobile data.
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Chrome Web store

Extension %% %1r Add to Chrome

Jp— -

The extension is installed!

Go to Facebook

&

| am part of the unfollow study

Welcome to the study

Please enter your unique ID below & click submit

Thank you for joining the study!

TtctGb5b67h45839

Please don't change any settings of the
extension while the study is ongoing.

You don't need to do anything else,
and can close this window now.

\4

Figure 4.1: Mockup showing the installation of the extension: After adding the extension to
the browser, three pop-up windows appeared where users (regardless of which condition they
belonged to) had to click a link, input a unique code, and then close the final window.
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4.4 Evaluation

The evaluation is divided in four main phases: (1) screening survey, (2) main survey,
(3) the field experiment and (4) the exit survey.

First, participants filled out a short screening survey to confirm that they were
interested in and eligible for the study. Owing to technical design choices, only Face-
book users who accessed the platform with the Google Chrome browser and the iOS
app were eligible. At that stage, it was already made explicit that their continued par-
ticipation in the study could entail unfollowing all of their contacts on the platform.

Second, after this screening, a main survey was conducted. Users were asked to
share demographic information, and fill out usability and compulsive use scales. Then
they were asked to download, install, and configure the Google Chrome extension and
Apple’s Shortcuts app. As a verification procedure, each user received a random six-
digit code to establish a link between the survey data and the behavioral data from the
browser and the mobile app. During this installation, users were randomly assigned
to one of the experimental groups using Qualtrics.

Third, the field experiment was performed. As mentioned previously, the field ex-
periment had three randomized groups: no newsfeed diet (control), the strict newsfeed
diet condition, and the self-regulated newsfeed diet condition. The field experiment
was divided up as a seven-day baseline period, followed by a 14-day treatment period.
During the baseline period, the extension remained idle for all three groups. The idea
was to measure baseline daily average time on Facebook’s site/app for each user. At
the beginning of the treatment period, the different conditions were activated. For
users in the control group, the extension was not activated and these users were told
that they could continue to follow all their contacts. For users in the strict newsfeed

diet condition, the strict version of extension was automatically turned on and it was
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communicated to this group of users that they would not be able to follow their con-
tacts during the following 14 days. Similarly, for users in the self-regulated newsfeed
diet condition, the extension was automatically turned on, but in this case in its self-
regulation version which allowed users to refollow any contact they wanted. Users
were again told explicitly about what was going to happen, i.e., that all their contacts
would be unfollowed, but that they were able to refollow them during the succeeding
14 days if they wished to do so. As the Chrome extension’s unfollowing procedure
took around one hour for a thousand contacts, it could potentially take a long time for
users with many contacts. We considered that the process of unfollowing contacts
might take several days if users did not spend enough time on Facebook to unfollow
all contacts on the day they installed the extension. To minimize interference of this
process with their regular usage, we only use the behavioral data of the latter seven
days of the 14-day intervention as treatment period data.

Fourth, at the end of the third week, participants completed an exit survey that
contained the open user experience questions and they were shown how to upload
their mobile usage data (the CSV file described above) and finally they were shown
how to delete the Shortcuts automation and refollow their contacts if they wished to

do so.

4.4.1 Study design and data overview

The Sankey diagram in Figure summarizes the overall design of the study and
the most important sources of data. The size of each pipe and node is proportional
to the number valid responses, i.e., the size of the sample. The Sankey diagram is
ordered from left to right in terms of sample attrition rate. That is, the pool of valid
cases decreases from left to right in Figure The data sources in Figure are

not necessarily in chronological order. In terms of chronology, the behavioral data
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Figure 4.2: Sankey diagram [285] illustrating relevant data sources for the study, together
with the sample attrition rate.

collection (both mobile and browser) started right after the main survey and up until
the exit survey. During the exit survey, the remaining users were asked to upload
their CSV files from their mobiles, which is why the sample attrition rate increases

after the exit survey.

The initial sample size for the screening survey was n = 1349 US Facebook users.
In total, 327 users enrolled on the study by completing the main survey. Out of those,
296 users successfully downloaded/installed the Chrome browser extension. Just 256
users finished the exit survey and thereby provided valid answers to the attitudinal
before/after variables. From these, we received valid mobile data from 138 users in
total. The last number constitutes the final number of users for the study and, as the
next section will show, this number slightly fluctuates, depending on the variable of
interest. Despite the attrition rate in the study, the three randomized groups remained

fairly balanced throughout the field experiment.
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4.4.2 Results

Table [4.1] presents the descriptive statistics of variables of interest collected at the base-
line period of the field experiment. This is mainly to ensure that the randomization
procedure worked during the field experiment so that the intervention groups are
comparable. Table 4.1 shows the sample medians (1), averages (i), standard devia-
tions (6) and the number of valid cases (n) for each variable across the intervention
groups. The high standard deviation for time on site/app shown in Table 4.1] reveal
a very high variation of Facebook usage between users. Indeed, the measure ranges
from roughly seven seconds to almost four and a half hours per day. Nevertheless, the
average of 35.7 minutes per day that we observe is in line with figures of the Global
Web Index report 2021, which shows that the average monthly time spent on Face-

book is 19.5 hours, i.e., 39 minutes per day [286]].

Table also highlights that there seems to be a higher sample attrition rate in
the control group compared to the treatment groups. While the control group is
smaller, a x>goodness-of-fit test indicated that there were no significant differences in
the proportion of valid cases in the three randomized intervention groups (42, 49, 47)

when compared to the expected proportions of (46, 46, 46), x*(df = 2, n = 138) =

Table 4.1: Descriptive statistics across each newsfeed diet intervention group during the base-
line period of the field experiment.

Control Strict diet Self-regulated diet

Variable m i 6 nom i 6 n m i 6 n

Time on site/app (s) 1385.9 2044.6 2650.1 42 1594.7 2087.5 2020.2 49 1090.3 2279.9 3069.9 47
Compulsive Use 3.750 3.953 1.384 43 3.625 3.730 1.350 50 3.250 3.702 1.910 47

SUS score 80.00 80.23 14.19 43 75.00 73.50 18.70 50 80.00 78.03 13.61 47
Age 20.0  31.05 10.51 43 28.0 31.28 11.95 50 24.0 26.89 7.98 47
Gender (% female) 65.12 43 58.00 50 63.30 47
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0.565, p = 0.754.

In fact, Kruskal-Wallis tests and another y*-test detected no significant differ-
ences between the intervention groups on any of the listed variables in Table We
therefore conclude that the medians and proportions of these variables are reasonably

balanced across the intervention groups at the baseline period of the field experiment.

Time on platform, compulsive use, and newsfeed diets (H1-H3)

When performing tests for statistical significance, we followed the guidelines outlined
by Benjamin et al. . The relationship between time on site/app during the base-
line period and compulsive use showed a significant correlation: p = 0.390, [95% CI:
0.233,0.526], n = 138, p < 0.001. That is, high levels of time on site are associated
with higher degrees of compulsive use. H1 is supported.

To conform to the assumptions of parametric models and tests, we applied a natural
log transformation to the daily time on site/app variable. The results before and after
this log transformation are visualized in Figure The raincloud plots in Figure
combine the distribution curves, boxplots for indicating where the density of the dis-
tribution lies and the scattered rain of all the individual data points . The colored
lines highlight the mean differences between the intervention groups. Figure |4.3is
complemented by Table which also shows the sample size, mean and standard
deviation from each intervention group after the log transformation. Table [4.2|also
highlights that we were not in complete control to enforce the newsfeed diets. We
captured partial data on the percentage of unfollowed contacts which suggests that the
unfollow procedure was not completed by all users in the field experiment. This refers
to average and median percentage changes in followed contacts between baseline and
treatment periods for each newsfeed diet. Table [4.2 highlights large differences be-

tween the control and the newsfeed diets, but not between the two newsfeed diets. We
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Table 4.2: Log transformed time on site/app measures for the baseline and treatment periods
across each newsfeed diet intervention. Missing values in the percentage change of followed
contacts across each newsfeed diet: No diet: 16, Strict diet: 19; Self-regulated diet: 24.

Baseline period Treatment period % Change in followed contacts

Newsfeed intervention n i & n [ & average median
No diet 41 7.040 1.220 41 7.039 1.515 $ 3.3 $ 0.0
Strict diet 47 7.175 1.174 47 6.157 1.544 162.0 1827
Self-regulated diet 46 7.006 1.309 46 6.489 1.560 4 65.1 1774

also computed the log changes in time on site/app between the baseline and treatment
periods.

These log changes are again visualized with raincloud plots in Figure 4.3/ D). The
untransformed changes in daily time on site/app across each newsfeed diet group can
be found in Figure 4.3/ C). The connection between the raincloud plots in Figure
is the following: The distribution curves, boxplots and scattered rain shown in C)
are simply the result of subtracting the baseline week data from the treatment week
data in plot A). With the log transformed data in Figure 4.3/ B), the same subtraction
is performed which results in plot D)Iﬂ. To examine the change that the newsfeed
diets may have had on time on site/app and to investigate whether restricting the
newsfeed had a different impact on users who need it most, i.e., compulsive users, we
specified three multiple regression models in a hierarchical fashion. In each model,
we regressed the log changes in time on site/app between the baseline and treatment
periods on a number of predictors. The dependent variable used for these models is
visualized in raincloud plot D) in Figure This dependent variable is the natural
log change in time spent on site/app between the treatment and baseline periods. In

the first model, we simply introduce the two newsfeed diets as dummy variables with

TThe x-axis of this raincloud plot excludes one outlier at 426145 seconds that can been seen at
+2.539 in raincloud plot D).
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Figure 4.3: Raincloud plots [288] A) and B) showing time on site/app across each newsfeed
diet during baseline and treatment weeks, together with C) and D) showing changes in time
on site/app between baseline/treatment weeks across each newsfeed diet.

indicator coding. This model is related to H2a and H2b.

In the second model we do the same while also adding users’ logged baseline mea-
sures for time on the site/app together with their compulsive use measure before the
baseline period. The second model therefore accounts for the potential effect from the
interventions and compulsive use, and with the fact that different users spent different
amounts of time on Facebook during the baseline period. This is sometimes referred
to as a conditional change model [289]).

In the third model we keep the previous predictors while also introducing the
moderating effects of compulsive use during the baseline period on each interven-

tion group e.g. dyxs and dyxzo. This model relates to H3. The Appendix contains a
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description of all variables used in the three regression models.

Table 4.3: Multiple linear regression models: Predictors for log changes in time on site/app
between baseline and treatment periods.

Regression coeflicients

Model Variable B 95% CI  Std. Error t VIF-value p-value
1 Constant (8p)  0.001  [-0.320, 0.319] 0.161  -0.005 .996
Strict diet  -1.018  [-1.455, -0.581] 0.221  -4.606 1.394 .000***
Self-regulated diet  -0.516  [-0.955, 0.077] 0.222 -2.323 1.394 .022*
2 Constant (Bp)  0.008  [-0.326, 0.310] 0.161 -0.050 .960
Strict diet  -0.982  [-1.417, -0.546] 0.220 -4.460 1.403 .000™*
Self-regulated diet  -0.498  [-0.935, -0.061] 0.221 -2.257 1.398 .026*
+ log, (Time on site/app) -0.129  [-0.287, 0.028] 0.080 -1.624 1.208 107
Z-score Compulsive Use  0.171 [-0.025, 0.362] 0.098 1.719 1.208 .088

3 Constant (Bp)  0.001  [-0.319, 0.322] 0.162  0.009 993
Strict diet  -0.989  [-1.427, -0.551] 0.221  -4.471 1.409 .000™*
Self-regulated diet  -0.509 [-0.948, -0.070] 0.222  -2.293 1.403 .024*
t log, (Time on site/app) -0.129  [-0.288, 0.029] 0.080 -1.619 1.211 108
Z-score Compulsive Use  0.073 [-0.292, 0.439] 0.185 0.398 4.260 .691
Strict diet x Compulsive Use  0.262 [-0.245, 0.769] 0.256  1.024 2.003 .308
]

Self-regulated diet x Compulsive Use ~ 0.060  [-0.376, 0.496 0.220 0.273 3.098 785

* p < 0.05,* p < 0.005, ™ p < 0.001

Model 1: loge(Z—é) = Bo + B1d1 + Ba2d2 + e, (AdJ R2= 0.126)
Model 2: log, (¥1) = Bo + B1d1 + B2dz + B3 log, (1) + Baz2 +e, (Adj. R? = 0.1396)
Model 3: 10&(%) = Bo + B1d1 + Badz + B3 log, (1) + Baz2 + Bsdiz2 + Bedaz2 + €, (Adj. R? = 0.134)

T This variable refers to the baseline period, to aid interpretation it has been centered (2; — 7)

The results of the first model in Table 4.3 show that the strict newsfeed diet is a
significant predictor of log change (p < 0.005) whereas the self-regulated diet in-
tervention is a suggestive predictor (p < 0.05). These predicted changes mirror the
descriptive results seen in Table 4.2 and raincloud plot D) in Figure while con-
trolling for the effects of the other intervention. The first model suggests that if a
user was in the strict newsfeed diet group (while controlling for the effect of the self-
regulated newsfeed diet) their change in time on Facebook’s site/app between the

baseline and treatment periods was (exp(f3;) — 1) * 100 ~ —63.868%@ H2a is sup-

#These percentage changes in time on site/app refer to the natural log transformed space. As a
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ported. If a user was in the self-regulated diet group (controlling for the effects of
the other group) their change in time on site/app between the baseline and treatment
periods will be approximately (exp(82) — 1) * 100 ~ —40.310%. # H2b has suggestive
support. The results of the second model indicate that the interventions remain sta-
ble predictors of log changes in time spent on the platform when controlling for the
users’ logged baseline measures for time on the site/app and their standardized com-
pulsive use before the baseline period. The increase in explained variance (Adj. R?)
between the first and second models is non-significant: R?-change .026, F-change
(2,129) = 1.983,p = 0.142. That is, users’ time on site/app during the baseline period
and their level of compulsive use only explains an additional 2.6% of changes in time
on the platform when we have already controlled for the effects of the two newsfeed
diets. Also, the second model shows that neither the users’ time on site/app during
the baseline period nor their level of compulsive use are suggestive predictors of log
changes in time on site/app, see Table So while compulsive use has a strong asso-
ciation to average daily time on site/app during the baseline period, it is not a strong
predictor of changes in time on site/app between the baseline and treatment periods
when controlling for the other predictors. Lastly, the results of the third model assess if
the log changes in time on site/app for each standard deviation increase in compulsive
use is significantly different between users who are in the intervention groups (while
controlling for the previously mentioned effects in the first and second). As Table
shows, the moderating effects of compulsive use on the strict and the self-regulated
newsfeed diet add basically no explanatory value to the third model: R?-change .008,
F-change (2,127) = 0.603, p = 0.549. The regression coefhicients for the interaction

terms 35 = 0.262, p = 0.308, Bﬁ = 0.060,p = 0.785 respectively, are not suggestive

reference point, the untransformed median percentage changes in time on site/app between the baseline
and treatment weeks for each newsfeed diet are approximately: No diet: —6%; Strict diet: —70%; Self-
regulated diet: —45%.
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predictors of change in time on site/app. In fact, the proportion of explained variance
goes down between the second and third models. These moderation effects (or lack
thereof) suggest that the efficacy of the two newsfeed diets are not impacted by more

and less compulsive users. H3 is not supported.

Effects of restricting the newsfeed on user experience (H4a—H4b)

To investigate H4a and H4b we coded and analyzed the answers for the SUS ques-
tionnaire and the open usability questions, for which 140 users provided answers (367
comments, 6608 words). The SUS score, which focuses on the ease of use of Facebook
did not change significantly between the baseline and the treatment periods. The an-
swers to the open questions were coded line by line by two of the co-authors based
on the negativity of the emotions related to the usability, such as negative sentiment,
hate, frustration, boredom or annoyance about missing important information. For
instance, the following answer was coded as negative: “It was annoying not getting up-
dates from friends, but particularly from my groups —was actually trying to sell and give away
some items in some groups and I had to ﬁnd the notiﬁcations and information and messages
manually!”

To validate the codes, we measured inter-rater reliability . The two coders
agreed on 135 ratings and disagreed on 5. That translates to 96.4% agreement which
is above 75% and hence considered acceptable . The coders discussed the dis-
agreements to reach a consensus. The results show a proportion of negative comments
of 23.3% in the control group, 21.2% in the self-regulated diet group and 56% in the
strict diet group. The chi-square test of independence showed that the proportion of
users reporting negative comments differed significantly between the newsfeed in-
terventions x2(2, n = 140) = 16.316, p < 0.001. Additional y?tests showed that users

in the strict newsfeed diet condition reported a significantly more negative user ex-
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perience than the control condition x*(1, n = 93) = 10.258, p < 0.001 and users in
the self-regulated diet group reported significantly less negative user experience than
the strict newsfeed diet condition x?(1, n = 97) = 12.259, p < 0.001. These results are
supportive of H4a and H4b.

The content of the negative comments was different between newsfeed diet groups.
In the control group, with no diet, some users had the impression that the extension
that they installed affected their user experience of Facebook, even though the exten-
sion was not active in this condition. Consequently, most negative comments in this
condition mentioned unspecific effects such as: “Your feed can get a bit boring”, “Feeling
anxious about maybe missing out on something important”, “Feeling like you missed out”,
“When I opened Facebook it would show a lot of white at first. It worried me what I would
miss.” In the strict newsfeed diet, in contrast, the negative comments mentioned spe-
cific effects such as “It was annoying that there was absolutely nothing lefl on my Facebook
feed”, “I actually missed out on some key things referenced by friends in conversation mentioned
on Facebook”, “It unfollowed some people and caused me to miss some important posts.” The
negative comments of the self-regulated diet condition were overall similar in tone to
the strict newsfeed diet condition such as: “I lost everyone who I enjoyed following” or “I

wasn’t able to /eeep up with any ofmyfamily orfriends that livefar away.”

4.5 Exploratory Thematic Analysis

To go beyond the results related to the hypotheses from Sectionand to broaden the
analysis of the user experience, we conducted an exploratory thematic analysis [[292,
of the three open usability questions about their positive, negative and overall
user experience. We first established reliable codes for user experience and then used

those codes to generate themes representing shared meaning. We used an inductive
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and deductive hybrid approach . Deductive codes were developed such as dis-
connect, mindfulness and autonomy, to name a few based on previous research on
user experience that we reviewed in Subsection 2. Inductive codes were added after
reviewing the data. Then we iteratively coded the 140 responses over a period of one
week. During our coding, we focused on responses indicating user experience. We
excluded several responses that did not relate to user experience but rather referred to
some technical glitches during the experiment that participants experienced such as, “I
want o say that I messed up when creating a shortcut when I close Facebook on my iPhone. I
rechecked my mistake and saw that the file path was the same as /Open.csv. I am sorry for my
mistake.” Also, the responses such as “study was fine” and “I think it was well done” were
also not taken into account. The process of coding was done by two researchers in-
dependently. The researchers then came together to share their independent analysis,
which was discussed, and relevant themes were generated. In total, six main themes
emerged and are discussed in the following section: Fear of missing out (FOMO),
focus, self-awareness, ease-of-use, sense of control and liberation. These results are

summarized in Table on the last page of the chapter.

Fear of missing out (FOMO). FOMO is having a persistent fear that others may
be having rewarding experiences while one is deprived . More precisely, it is
people’s fear of missing out on experiences across their extended social network. The
users in the field experiment experienced the fear of missing out despite knowing that
they could contact their friends via messages on Facebook. This suggests that these
relationships can be quite passive or dormant on Facebook. The responses such as
“Feeling anxious about maybe missing out on something important” were coded as “missing”.
One user reported that they actually missed out on an important event: “I missed my

[riend’s memorial service because I did not see the posts about her death.” It also came to light
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that participants used Facebook to track the wellbeing of their friends and family: “I
would miss out on important things that are happening with friends and family.” In the strict
newsfeed diet a participant mentioned, “But I did find myself wondering quite often what
I might be missing. I worried particularly about missing some important news in my friends’
lives” Not just the feeling of missing out but the feeling of being judged by others
also emerged: “I was worried people thought I was ignoring them or didn’t care about what
was happening in their lives.” Figure |4.4|suggests that the members of the self-regulated
diet were less likely to worry about missing out than those in the strict group, yet
they reported that they received fewer posts on their newsfeed from their friends and
family than they had expected: “It doesn’t update with new things that you've followed
often enough.” In Figure the FOMO theme emerged about twice as often for users
in the strict diet compared to the other newsfeed diets. Figure also highlights
that there is a suggestive association between the occurrence of this theme and the
newsfeed interventions (x* = 6.356, V' = 0.213, p = 0.042). As an interesting side
note, some users in the control group reported seeing fewer posts after installing the

chrome extension, despite no changes on their newsfeed being made by the extension.

Newsfeed Intervention
I No diet [ Strict diet [] Self-regulated diet

% of occurrences

FOMO* Focus Self-awareness* Ease of use Sense of control Liberation

Figure 4.4: Percentage of users in a given newsfeed intervention group who mentioned a
given theme. x? tests were conducted to test the likelihood of occurrence of a given theme
across the interventions (2,n = 140), * p<0.05, ** p<0.005, *** p<0.001. These tests were
performed without using a family-wise error correction, i.e., (ag/1).
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Focus. In our analysis we consider focus to be a state when individuals are able to di-
rect their attention to meaningful activities without being distracted. Previous studies
suggest that users are often preoccupied with distractions, which leads to difhculties
focusing their attention on other tasks . The responses such as “my Face-
book experience became more wholesome overall” were coded “UX improved”. While the
responses that referred to the improvement of their ability to focus, such as “it cleared
my Facebook newsfeed of post and pictures I didn’t want to see, which I really liked. Ever
since downloading the extension I see more relevant and important things on Facebook” were

coded as “declutter”.

Our analysis indicates that individuals were able to focus on tasks after cleaning
their newsfeed. For instance, some individuals felt that the newsfeed intervention
helped them to focus by removing distractions, while keeping relevant content on
their newsfeed, (e.g., “The best lhing is that it can help reset your Facebook feed, and by
that I mean that it can help clear your Facebook feed so that you can go back and choose
what you want to see everyday. It can help declutter your feed”). A user from the self-
regulated diet reported an increased ability to focus on other tasks: “there was more
time to complete other tasks” Likewise, another user reported that the unfollow process
has enabled focusing on spending more time with family members: “I felr slightly
disconnectedfrom others but it was kind ofgood because 1 spent more fime with myfamily
than scrolling Facebook.” Not only did users report reduction in distractions but they
indicated that the posts on Facebook newsfeed had become more relevant, allowing
them to focus on relevant posts: “ever since downloading the extension I see more relevant
and important things on Facebook.” Figure |4.4 highlights that users in the self-regulated
diet condition reported often that cleaning the newsfeed hasled to a decreased number
of notifications that usually leads to distraction: “the best part is not being overwhelmed

with several notifications”. Figure 4.4 describes a more frequent occurrence of “focus” as
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a theme in the self-regulated newsfeed compared to the other two groups. However,
there was no suggestive association between the occurrence of this theme and the

different newsfeed diets (\? = 4.387, V' =0.177, p = 0.112).

Self-awareness. Our study referred to the following definition of self-awareness:
the ability to reflect and evaluate oneself objectively through introspection . Most
often, individuals open the app unconsciously after a certain period of time, eventu-
ally leading to automatic behaviors of checking social media regularly and not being
mindful of their habit 299]. When participants reported several responses such
as the following “in a way helped me to see exactly how much time I inadvertently spent
on Facebook and how often I went on there” we coded them as “increased conscious-
ness.” Some comments suggested that the participants began to get out of the habit
loop of opening Facebook often, especially the users in the strict diet group: “After
a while I just got out of the habit of checking Facebook on my laptop”. Moreover, many
participants became self-aware that spending time on Facebook was not the best al-
location of their time: “Not seeing my feed on Facebook for 2 weeks convinced me that I
really don’t need Facebook anymore and that’s a good thing”. Also, the reason behind the
participants’ increased Facebook use came to light as individuals’ Facebook feed be-
came more empty and decluttered: “Interesting to see how often I look to Facebook to
relieve boredom.” The participants in the self-regulated diet group often reported that
they decreased the time they spent on Facebook: “it caused me to spend less time on
Facebook” and the intervention made them realize that they do not need Facebook: “I
found that I don’t need Facebook overall, and this study helped me figure that out.” While
the only difference between self-regulated and strict diets was that participants in the
strict diet were forbidden from following their friends, pages and groups, the theme

of self-awareness emerged more often among those on the strict newsfeed diet com-
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pared to the other diets, as shown in Figure There is also a suggestive association
between the occurrence of this theme and the newsfeed interventions (y? = 6.888, V'

=0.222, p = 0.032).

Ease-of-use. Previous research found that platforms with fewer frictions or inter-
ruptions and greater ease of use improve user experience . Our analysis followed
previous research and deemed reduced effort an indicator of ease of use. Users gen-
erally did not need to put a lot of effort into unfollowing their contacts. Several par-
ticipants emphasized “ease-of-use” which is an essential component of usability. The
responses such as “I appreciate how the extension has the ability to automatically unfollow
[riends, pages, and groups” were as coded as “effortless.” The users appreciated the ease-
of-use of the intervention as it worked in the background, and individuals did not have
to manually unfollow any of the friends, pages and groups: “I like that it automatically
unfollowed pages for me since I followed a lot of them.” Furthermore, users appreciated
that extension does not interfere with their other Facebook activities: “Ir is very hidden
and does not interfere with my actions.” A code that kept recurring in the strict diet con-
dition was automated: “The best thing about the extension is that it does everything for you
automatically.” The difference between the interventions regarding how many times
their responses came under the theme related to ease-of-use is non-significant, as seen

in Figure [4.4, (x* = 0.883, 1V = 0.079, p = 0.643).

Sense of control.  Sense of control is a psychological phenomenon that occurs when
individuals feel that their actions and consequences are under their control, i.e., they
feel that they are in the driving seat . The newsfeed diets seemed to instill in
users a feeling of autonomy and control. The idea of automating the unfollowing of

contacts that users have been following by default and then allowing them to choose
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which friends, pages and groups to follow increased their sense of agency and control
on Facebook: “the best thing is that it can help reset your Facebook feed, and by that I
mean that it can help clear your Facebook feed so that you can go back and choose what you
want to see everyday.” Another user from the self-regulated diet reported that, “Ir allows
me to have control over my Facebook account. 1 enjoy the overall user friendly interface and
design.” Responses of this kind indicate that when the sense of agency increases, the
user experience may be enhanced. One user mentioned the following: “It allowed me
to selectively follow people I really care about. When choosing people to re—follow I found there
are a lot of people I don’t really care to follow. I also didn’t feel guilty because I knew that
they wouldn’t know I wasn’t following them.” It is important to mention that Facebook’s
Ul already gives users the option to selectively follow contacts they really care about.
As we mentioned in the section on related work, this option exists on Facebook, but
can be difficult for users to discover.

In Figure we also observe that users in the strict diet condition did not feel as
much of a sense of agency or control as those in the self-regulated condition. That said,

there was no suggestive association between the newsfeed diets and the occurrence of

this particular theme (x? = 4.846, IV = 0.186, p = 0.089).

Liberation. When individuals are able to putan end to their dependence on a certain
activity or pattern, they feel liberated . With regard to Facebook use, liberation
is when individuals lose their desire or motivation to use Facebook, which they had
been captivated by. Several users reported a sense of liberation as their motivation to
use Facebook declined over the course of the field experiment. Few users in the self-

regulated diet reported a loss of motivation and desire to use Facebook, see Figure

The users in the strict diet condition reported more frequently that their motiva-

tion and desire had taken a hit: “I am less motivated to use Facebook when I should be
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doing something else, like working or studying” As one user reported, the lack of motiva-
tion and desire also led them to question their need for the service itself: “Nor seeing
my feed on Facebook for 2 weeks convinced me that I really don’t need Facebook anymore.”
Sometimes users in the strict diet reported that the resulting friction around the access
to posts and information as something positive: “The best thing about the app is it really
removed my desire to go onto Facebook. I couldn’t easily see posts or information from any
of my friends, so I didn’t feel very motivated to check the site at all” However, we saw no
suggestive association between the newsfeed diets and the occurrence of liberation as

a theme (x> =5.182, F=5.012, p = 0.076}]

4.6 Discussion

The present chapter investigated the effects of a novel automated digital unfollow in-
tervention that restricted and practically reduced the content of individuals’ newsfeed
by unfollowing the users’ friends, pages and groups. We conducted a field experiment
with real Facebook users randomly assigned to one of three independent conditions:
the control condition (no diet), a strict newsfeed diet and a self-regulated newsfeed
diet. Unlike other digital wellbeing research that focuses on external interventions
such as timers || overlays, feedback and limits || we focused on chang-
ing the internal choice architecture of the platform itself. We structure the following
three subsections by laying out first our contribution, and we close the subsections

with the implications to the relevant stakeholders.

TF refers to Fisher—Freeman—Halton’s Exact test statistic as the cell count for this particular theme
is < 5 for the No Diet intervention
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4.6.1 Newsfeed diet interventions

Our results show that users reduce their Facebook use just due to the restriction or
reduction of their newsfeed. We observe that a strict newsfeed diet is a significant pre-
dictor of change in time on site/app (H2a) by around -64%. Understanding exactly
how individual design mechanisms translate into more or less usage of a social media
app is difficult owing to the subtle nuances in the design space of previous interven-
tions. The results of a previous study that related to the Facebook accounts of several
US police departments indicate that posts containing UI elements such as links and
images translate into more likes and interaction from users . This suggests that
if such Ul elements are limited upstream (e.g., by a newsfeed diet) then users would
spend less time on the platform itself. However, previous research results related to fil-
tering or blocking the newsfeed are mixed. As we mentioned in the section on related
work, Lyngs et al. conducted a user experiment where one of the interventions was
a completely hidden/blocked newsfeed . This newsfeed blocking intervention
did decrease users’ visit length on Facebook’s site with FOMO being a major theme
among the users. While we did not use visit length as a dependent measure, our overall
results are quite well in line with those findings. Another study found no significant
differences in usage time when introducing a feed filter on Twitter . However,
this feature was partially responsible for increasing users’ sense of agency on the plat-
form itself. In the strict condition, we observed that the drop in time on site/app was
happened in parallel to more frequent reporting of negative user experiences, as mea-
sured by negative emotions (H4a). Yet, our thematic analysis provides a more mixed
picture of this result where users in the strict condition more frequently express rather
positive themes such as liberation and self-awareness. These results indicate that such

a drastic intervention may be effective at reducing time spent on Facebook, but is not
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satisfactory from a user perspective. This result is also in line with previous studies

that have underlined that more restrictive mechanisms cause more frustration among

the users |, . Previous design researchers have attributed this reaction to the
diversity of usage contexts and user needs |, | .

In addition to these observations, we also found that the self-regulated newsfeed
diet had a suggestive decrease in time on site/app (H2b) by around 40%. Furthermore,
our findings indicate that this type of intervention is associated with a more positive
user experience as compared to the strict newsfeed diet condition (H4b). Indeed, over
half of the comments in the strict diet condition reported negative feelings compared
to only around one in five in the control and the self-regulated diet conditions. This
is a novel contribution to the field, which indicates that not only complete abstinence
but also limitation of the number of content providers of the newsfeed may reduce
time spent on the platform while enhancing users’ experience compared to more strict
abstinence. Looking in more details at the user experience, our thematic analysis
provides a first tentative explanation that such a self-regulated diet helps users to avoid
distractions and to focus on the useful interactions that a social media newsfeed can

provide.

Future research could further explore the mechanisms through which modifica-
tions in the newsfeed affect user experience and time onsite. For instance, our research
cannot answer questions about whether the observed effect is due to the number of
connections unfollowed, the type of connections unfollowed or the type of content
that appeared in the newsfeed itself. In a nutshell, these questions relate to the social
graph architecture which connects nodes (users), through edges (follow relationships),
on which messages (content) can be passed. This leads to future research questions
such as how do social graph architecture components affect time on site and user ex-

perience?
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Also, future research could further investigate the value provided to users by dif-
ferent types of connections. Our thematic analysis related to FOMO provides some
preliminary indications that users valued interaction with friends and family, which

aligns with some previous findings [259, |179]]. Future research could, however, for-

mally confirm whether that value enhances user experience.

Implication for designers

Our results suggest that the current newsfeed design might work as expected by so-
cial media platforms: it increases time spent on site compared to more curated ver-
sions. In this regard, social media platforms have little direct incentive to give users
the tools to easily unfollow those connections that are less interesting to them. How-
ever, approaches that increase user benefits at the expense of time spent on the plat-
form (resulting in potential short-term revenue decline from advertising) could give
longer-term benefits to the platform, such as increased loyalty, increased brand image
and less regulatory scrutiny. Furthermore, potential FOMO associated with cutting
ties with updates from friends and family might indicate that social media companies
could build on these connections rather than on unconnected content updates, which
seems to be a current trend. Recent reports suggest that Facebook will modify the
platform’s newsfeed feature to focus more on “unconnected” content sources in an ef-
fort to compete with TikTok . Finally, from the perspective of designers
of apps, those plug-ins or extensions that help users spend less time on social media
or at least help them regain control over their time on social media may target the
newsfeed to effectively intervene in the platform. Removing the newsfeed or limiting

its content are useful tools in that respect.
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4.6.2 Understanding compulsive use

In our research, and contrary to what we predicted, different levels of compulsive use
did not moderate the effectiveness of our interventions (H3). These results are surpris-
ing, since they contradict what could have been predicted based on previous literature
on habits [273]]. Nevertheless, the results seem to confirm more recent literature on
closely related digital wellbeing interventions [269]. This is an interesting prospect,
showing that digital interventions can curb Facebook use even for compulsive users.
Our thematic analysis hints at potential novel mechanisms explaining the impact of
that type of digital interventions on time on site. For instance, the strict diet inter-
vention could increase users’ self~awareness, which allows them to reflect on their
behavior as well as to decrease the motivation to go online due to a potentially less
rich user experience. According to our data, these mechanisms would be operating

irrespective of the user’s level of compulsive use.

In addition, previous scholars have argued for more comprehensive research into
the underlying mechanisms that may influence users’ compulsive behavior on social
media platforms . In this respect, our study contributes to quantifying the an-
tecedent of users’ compulsive use. We have investigated the association between the
time spent on Facebook’s site/app and compulsive use (H1). Our data suggests a clear
statistical relationship between time on Facebook and self-rated compulsive use. How-
ever, the Pearson correlation between compulsive use and log transformed time on
site/app results in a coefhicient of determination of (0.388% = 0.151). That is, only
about 15% of the variation in compulsive use is explained by its relationship with time
on site/app. This means that roughly 85% is still unexplained. In other words, there

are several other relevant factors that are associated with compulsive use.

Future research could allocate more attention to the effect of newsfeed (and more
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broadly digital) interventions on compulsive users. One such research direction could
further dissect time spent on site/app as the measure itself might not be enough to
account for digital wellbeing . The type of interaction and the context of the
interaction could be further explored. Also, it could be useful to look in more details
at cases at the margin, such as high use but low compulsion or high compulsion but
low use, which could shed further light on how to best design social media-like in-
teractions in the interest of users. Furthermore, although we show that 15% of the
variation in compulsive use is explained by its relationship with time on site/app, we

do not know how a decrease in time on site/app affects the level of compulsiveness.

Implication for designers

The major implication is that newsfeed modifications can significantly affect the time
on site/app of compulsive users and, as a result, serve as a potential tool to increase dig-
ital wellbeing. Furthermore, policy designers who are currently interested in curbing
dark patterns online [308] could leverage our results to push for better support for
compulsive users and push social media companies for more accountability on this

martter.

4.6.3 Designing for agency

Previous HCI researchers have demonstrated the importance of users feeling in con-
trol of their interaction with social media platforms . As described in
cognitive neuroscience, control refers to being in charge of one’s own actions and
affecting the external environment through that control . Through years of sci-
entific research and testing, it has been demonstrated that a positive user experience
is associated with a sense of agency . In this vein, a recent study showed that

some users are looking for some kind of middle ground, such as newsfeed featuring
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only their best friends or favorite pages . Another study by Lyngs et al.,
found that most participants expressed a desire for easy ways to filter, limit or disable
newsfeeds.

Against this backdrop, our study provides a novel intervention to reduce use while
giving users more control over their newsfeed. Furthermore, the thematic analysis
highlights that users in the self-regulated diet as well as in the no diet (control) con-
dition, reported a sense of control that was mostly missing from users in the strict diet
condition. As a result, while both interventions led to less time spent on Facebook,
only the self-regulated diet reported a retained a sense of control that was similar to the
no diet group. It should be noted that with current mainstream social media platforms,
users could potentially implement such a self-regulated diet. However, as mentioned
above, the default option which follows all contacts and forces users to explicitly opt-
out works in a way that agency is reduced . Future work could further investigate
restrictions of the newsfeed while maintaining user agency. For instance, reversing
the default in terms of following connections, from opting out to opting in, may give
users more control. This would look like our self-regulated diet intervention, ex-
cept that users would not have been exposed to the control (i.e., everyone followed by
default) beforehand. Another possibility could be to follow by default close connec-
tions (e.g., start following users with whom there are messenger interactions), but not
other types of connections. If needed, users could then follow other connections by

themselves.

Implication for designers

Our findings suggest to designers of apps, plug-ins or extensions that whereas a strict
diet feature might be more powerful, if followed by the users, it may trigger more

reactance because of the freedom of restriction that it entails. In this case, users might
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more easily abandon it than they would with a self-regulated diet. Facebook and
social media platforms seem to have limited incentives to give users agency in a way
that would reduce their time on site. However, policymakers (e.g., regulators) could
give users more agency by ensuring that they have the possibility to implement their
intentions on the platforms that they are using. This is what the GDPR offers with the
prohibition of the opt-out policy. Closer to our context, the regulator could enforce
a principle of fair and symmetric frictions in user choice. If following all friends on
a platform like Facebook is easy and friction-less (because it is the default option),
unfollowing all friends could be made as easy as one click, in order to let users re-follow
just their few important connections. Such a design principle could have broader
reach than just the newsfeed. For instance, if creating an account needs two clicks,
regulation could force the platform to allow the removal of users’ account in two

clicks.

4.6.4 Limitations

This study faces several limitations that could be addressed by future research. First,
the Chrome extension’s unfollowing procedure could take a long time depending on
how many contacts users have. Consequently, the results suggest that some users in
the strict unfollow condition did not fully unfollow all contacts as planned (the median
percentage drop in followed contacts was 82% for this newsfeed diet). As such not all
users in the strict diet had an empty newsfeed. Also, a given user’s newsfeed could still
potentially contain sponsored content even if all contacts are unfollowed. However,
in the strict diet condition, even if the newsfeed was not empty for all users, no user
could re-follow a contact in the browser. In this way, the fundamental difference
in control over the newsfeed across conditions remained. Second, our data did not

allow us to infer precise refollow behaviors. Identifying users’ behaviors and attitudes
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behind the use of the newsfeed and further exploring who and why they chose to
re-follow specific friends, pages and groups could have contributed to insights that
would have been very helpful when designing for digital wellbeing in social media
contexts. Third, our study only measured time on site/app on one particular social
media platform, namely Facebook. We can therefore not assess whether the changes
in time spent on Facebook was replaced by more time spent on other platforms such

as Instagram or TikTok.

4.7 Conclusion

In this chapter, we tackled the pressing issue of compulsive social media use. We took
a design science approach to design a solution to reduce Facebook use specifically.
Our solution — which consisted of reducing the endless newsfeed, breaking the rela-
tionship, called following, which makes a contact’s updates spill over into the user’s
newsfeed — does indeed reduce the time spent on the platform, but it can have negative
consequences in terms of usability. An alternative approach that lets users self-regulate
their newsfeed diet suggests a decrease in time on the platform — without steep costs to
the user experience. Our results also indicated that both of these approaches seemed

to work for more compulsive as well as for less compulsive users.
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Stacking Nudges for
Online Charitable
Giving

This chapter is based on a working draft paper: Kristoffer Bergram, Abdessalam
Ouaazki, Manon Berney, Valéry Bezengon, & Adrian Holzer. Stacking Nudges for
Ouline Charitable Giving: An exploratory cmalysis of pro—social nudge combinations and their
polarizing effects from a user’s perspective. A working paper, University of Neuchatel.
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5.1 Introduction

Since 1950, charitable giving has steadily accounted for about 2% of the American
economy . In 2022 alone, Americans gave away roughly 500 billion dollars to
charity and about 64% of that came from private individuals . For several years,
online giving has increased by about 10% on a year-on-year basis . Online
channels are also progressively used for various kinds of charity donations across the
globe in countries like India, China, Kenya, and Brazil . It is estimated that even
before the Covid-19 pandemic, more than 60% of non-governmental organizations
(NGOs) worldwide accepted online donations on their websites [316]. In the same

survey, respondents from more than 5700 NGOs, rated their websites as the most

effective tool for fundraising || .

The act of donating to charities is increasingly performed through digital chan-
nels. This means that someone (usually some kind of web or app designer) has to aid
an NGO in setting up a digital choice architecture for online users that maps various
design elements to different donation options. This kind of designer can also be called
a choice architect . Charities will inevitably need to decide on a digital choice ar-
chitecture around how they acquire online donations from users, and these design
decisions will likely impact users” downstream donations . That is, online
donors will inevitably be nudged in one or another direction. In the context of char-
itable giving, digital nudges will therefore play an increasing role. Digital nudging
entails using UT design elements that guide people’s choices or behaviors in digital
choice environments p- 1].

Large charities already deploy various kinds of nudges in their effort to elicit do-
nations online . Nudges in pro-social domains such as charity are unique in

that they are often aimed at steering people’s behavior in the direction of some kind
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of charitable or public welfare, rather than private welfare . As digital nudges
become more pervasive in several application domains, users become more likely to
be exposed to several nudges at the same time, the effects of which require more re-
search 319]. While previous studies have investigated pro-social nudging in
the charity donation context (for example |]320[|, |]321[|, |]322[|, |]323[|, ), offering

significant contributions to several facets of pro-social nudging, they rarely investigate
the systematic effects of stacking or combining several nudges at once. Several recent

studies have investigated combinations of digital nudges, but these studies have been

conducted across diverse application domains such as e-commerce , health ,
energy-saving behaviors , privacy/security , and social media . Be-
cause of the diversity of both their design elements and their application contexts — it
is challenging to paint a comprehensive picture of how various nudge combinations
relate to users’ online donation behaviors. Online charitable giving is a special do-
main in the sense that there is an inherent trade-off between the clear altruistic act
of donating to charities vs. just keeping our monetary resources for ourselves [322].
To the best of our knowledge, no study has so far investigated interactions between
digital nudges in this pro-social context. Stacking several nudges intuitively entails
putting more pressure on users to act in a particular way [324]. Also, backfiring ef-
fects have already been documented in the context of online fundraising related to
the frequency of reminder emails . This means that online charities may have to
perform a difhcult balancing act when it comes to steering their potential donors in a

more benevolent direction.

In this exploratory chapter, we will use three common digital nudge patterns [30,
73[], and investigate the potential interactions of their combinations related to users’
donation behaviors. We perform this evaluation in a pro-social context with real mon-

etary stakes i.e. where users give away a real portion of their earnings. We will also
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explore several ethical dimensions of these pro-social nudge combinations from the
user’s perspective. In a recent review article, Clausen et al. highlight that ad-
ditional outcome measures (apart from the immediate behavioral outcome) such as
various cognitive or emotional strains on the user should be considered when de-
signing persuasive technologies. While digital nudges have attracted more and more
attention from researchers in recent years, Susser and Grimaldi point out that
existing empirical research investigating the effectiveness digital nudges and targeted
recommendations tends to neglect other ethically relevant effects on users. This raises
relevant empirical questions around users’ perspectives on how or why they are being
nudged in particular directions . Given the unique nature of pro-social nudges
(that they guide the user’s behavior in the direction of public rather than private wel-
fare [318]]), we will also explore the relationship between these nudge combinations
and two important ethical concerns associated with nudging , namely per-

ceived threats to autonomy and sense of manipulation (from the users’ perspectives).

5.2 Methodology and Approach

This chapter will investigate the intersection of digital nudge combinations and online
donations by using a design science research methodology (DSRM) approach
251]]. The rest of this chapter is structured according to the six steps of DSRM as
outlined by Peffers et al. [212]. The previous section described the boundaries of the
problem that we address. Section three further specifies the objectives of our solution
in the context of prior literature. Section 5.4 covers our design decisions and section
5.5 is a demonstration of a charity donation UI for testing combinations of digital
nudges. Section 5.6 addresses the exploratory research questions by evaluating these

nudge combinations in relation to users’ donation behaviors and users’ self-reported
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experiences around autonomy and manipulation. The final section surrounds a dis-

cussion of our findings.

5.3 Background and Related Work

We will now outline previous work that has investigated different digital nudge com-
binations, the relationship between nudging, autonomy/manipulation, and the poten-

tial knowledge gaps that remain related to these areas.

5.3.1 Combining digital nudges

Online users are increasingly likely to be exposed to several digital nudges simulta-

neously and several previous scholars have called for more research that investigates

the potential combinations of digital nudges |]147|, |319|, |330[|. Several recent ex-

amples of nudge interaction studies ranging from application contexts privacy ,
health , or e~commerce and marketing can be found in the literature.
However, these interaction studies have shown mixed results in different applica-
tion contexts. There is evidence suggesting that stacking several distinct nudges on top
of each other yields a larger effect in terms of behavior change across several applica-
tion domains (see for example , , , ) For example, in the context
of online grocery shopping, scholars have investigated combinations of defaults and
social nudges and shown that when combined, they can lead to a stronger impact
on compliance with product recommendations than each nudge individually .
Kretzer and Maedche have shown that a variety of social nudges can moderate
each other in a BIS context. They relied on a feature for report recommendations (that
employees were recommended to read through an adjacent link) that utilized various

social cues for the recommendation itself. Examples of social nudges included institu-
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tional proximity to the user that provided the report recommendation and social hier-
archy i.e. whether the person who recommended the report was an intern, manager
or director. Their results indicated that social nudges in this context moderated each
other’s eficacy. One example was that the acceptance rate for reports from interns was
increased with institutional proximity, but this was not true for report recommenda-
tions from directors . In the context of crowdfunding, researchers have revealed
significant interactions between social nudges and the amount of discount present for
various backer options . These two design cues, discounts and the number of
backers for a given reward option are common features on crowdfunding platforms,
and the effect of a given discount seems to be moderated by the popularity of a given
project in this application domain . In the context of online privacy, researchers
have investigated two-way and three-way combinations of default, friction and social
nudges on user consent screens . Shore and Cummings [319]] investigated how
the above nudges influenced users’ tendencies to allow the disclosure their location
data in an online experiment. While they did not uncover a clear interaction pat-
tern between these digital nudges, they did conclude that the effect of friction seemed
to be dependent on the presence of other design elements . In another recent
study aimed at steering users towards greener fashion products in an e-commerce
scenario, the results suggested a backfiring effect from employing a combination of
digital nudges . This pertained to default and social nudges specifically. Another
study on energy-saving behaviors among employees suggests that using single nudges
had no effect. In contrast, stacking three different nudges on top of each other had

complementary effects in terms of pro-environmental behaviors [324]].

Findings like these indicate potentially relevant interaction effects for a variety of
digital nudges across several application domains. Yet, taken together, previous studies

do not form a conclusive picture of when certain digital nudges interact, or if these
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effects can be extrapolated to pro-social contexts such as online charitable donations.
Our first objective is to investigate this intersection of digital nudge combinations and

online donation behaviors. This leads to our first exploratory research question:

RQ1: How do pro-social nudge combinations affect users’ charity dona-

tions?

5.3.2 Autonomy and manipulation as ethical concerns

In broad terms, nudging entails interventions that steer people in a particular direction
while still allowing them to go their own way . Thaler and Sunstein [[1] under-
scored that when nudging was applied, it should make people better off, as judged
by themselves. The general discussion around the ethics of nudging often boils down
to two principal concerns: autonomy and manipulation . Autonomy as an
ethical consideration is nuanced and has often been conceptualized in diverse ways
across the nudging literature . As an ethical concept, autonomy pertains to the
control people have over their own evaluations and choices || In their review
on nudging and its relationship to autonomy, Vugts et al. clarify three main
strands of autonomy that are frequently discussed in the nudging literature: freedom
of choice, agency, and self-constitution. We will mainly investigate autonomy as it
relates to freedom of choice. While the label “manipulation” has quite pejorative con-
notations [63], we have adopted it here since it is a widely discussed ethical concern
in relation to nudging (see for example , , for more comprehensive
discussions of this topic). Sunstein p. 443] demarcates an action as manipulative
when it attempts to “... influence people in a way that does not sufficiently engage
or appeal to their capacities for reflective and deliberative choice”. The point has also

been raised that manipulation often has the distinguishing mark of a justified sense of
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ex post betrayal [334]. This means that it may not be until after the actual results of a
choice process are in hand that people may be able to pinpoint that they experienced a
sense of manipulation. This suggests a connection between potentially regretting the

outcome of a given choice and these two ethical concerns.

It is important to explore these ethical concerns in relation to combinations of
digital nudges for both practical and theoretical reasons. On the practical side, chari-
ties need to know whether the combination of several nudges might have an adverse
impact on potential online donors. Stacking several nudges intuitively entails more
persuasive pressure on Uusers . However, backfiring effects have already been
documented for single digital nudges (in the form of reminder emails) in the context
of online fundraising . There is also recent evidence that combinations of several
nudges could potentially backfire , at least in the context of steering users towards
more sustainable products. On the theoretical side, numerous empirical studies sug-
gest a relevant relationship between users’ sense of autonomy/manipulation and the
efficacy of single pro-social nudges. To illustrate, Grid et al. compared defaults,
social norms and moral commitment nudges to increase donations towards UNICEF.
In this context, only some of the investigated nudges increased the proportion of users
donating. Yet, the positive effects of the nudges (i.e. the increased tendency to do-
nate) seemed to be driven by the users who did not perceive the nudges as attempts
to manipulate their donation behavior, while donations among users who perceived
the nudges as manipulative remained unaffected . Additionally, their results in-
dicated that the above nudges (which were compared to each other but not combined)
did not crowd out charitable giving to any extent. In another study, default nudges
seemed to undermine people’s sense of autonomy when choosing between a hypo-
thetical set of health insurance programs . This applied to situations where there

were only three health insurance programs to choose from, but when this set was in-
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creased to nine potential insurance programs, the drop related to people’s autonomy
was no longer significant. In contrast, Michaelsen et al. conducted three experi-
ments to examine threats to autonomy from default nudges. Their findings concluded
that default nudges did not lead to a lower sense of autonomy or choice satisfaction on
average. This remained true even when the presence of the default nudge was overtly
disclosed to users . So, while single nudges, especially defaults, seem not to be
associated with threatened autonomy or a sense of manipulation, it is still unclear what
happens when several nudges are combined in a pro-social context. This leads to our

second exploratory research question:

RQ2: What is the relationship between the influence of pro-social digital
nudge combinations and users’ perceived threats to autonomy and

sense of manipulation?

5.4 Digital Nudges for Charitable Giving

The related work suggests that digital nudges come in many different flavors and
several literature reviews have characterized their design and use cases in research
(cf. , , , ) We aim to combine their design properties systematically
to evaluate their impact on charitable donations (RQ1) and then assess the relationship
between these combinations and users’ autonomy and sense of manipulation (RQ2).
We will rely on three common patterns : default, friction, and social nudges
and their subsequent combinations. The subsequent sections briefly outline how these

nudges work, their design characteristics, and their application in previous studies.
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5.4.1 Sticking with the status quo (default nudges)

Default nudges entail changing the choice outcome users will get by design if they do
not explicitly request otherwise . Several review articles across conventional and
digital nudging have labeled defaults as one of the most effective tools for behavior
change . Psychologically, the reason defaults work is often explained by
the status quo bias [339]], meaning that when people are faced with choices, they tend
to stick with the present state of affairs rather than change the outcome. This cogni-
tive bias is, in turn, connected to loss aversion because potential disadvantages loom
larger than the advantages of changing an outcome . Therefore, it is prefer-
able to stay with the status quo. In terms of design, default nudges shift the status
quo in one or another direction and thereby leverage these psychological effects. In
the digital sphere, defaults have been leveraged across many application domains from
guiding drivers to find parking spots through default recommendations to over-
coming decision inertia related to investment choices in a study where users’ earnings
depended on the outcome of their investment decisions . Also, several previous

studies indicate that defaults alone can increase charitable giving contributions [[342,

323,543].

5.4.2 Toggling choice-related effort (friction nudges)

While changing the default option can strongly impact on choice outcomes, another
element of design that can influence outcomes is to change the option-related effort -
also known as friction . As a nudge, adding or removing friction works because
with all other factors held constant, humans tend to pick the path that involves the least
effort or work . Friction is a two-edged sword in terms of design because while

it can guard against various user mistakes, it can also create user frustration and disen-
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gagement . A classical example of how the application of friction can influence
people can be found in a study on energy conservation behaviors. Houten et al.
encouraged people at a Canadian university to reduce the usage of elevators. They
first tried various types of feedback and educational signs but these did not reduce the
amount of energy consumed by the elevators. By instead introducing some friction to
the environment (in this case an elevator door delay of about 11-16 seconds compared
to the normal elevators) the researchers managed to reduce energy consumption by
about 30 percent in all tested elevators as well as a reduction in the number of people
using the elevators . This would be an example of applying friction in terms of
simply time delays. An example of friction being applied in the digital domain can
be found in Kim et al. who designed an app-level lockout task for smartphone
users to discourage certain apps from being used. In a 3-week study, users were faced
with the friction of inputting a random sequence of digits to access various apps in
their phone related to Internet browsing, social media or entertainment. This type

of design friction discouraged about half of users from accessing some of their phone

apps [165].

5.4.3 Following the cues of the herd (social nudges)

In short, social design elements provide users with social reference points that reduce
situational ambiguity and uncertainty . While there are many nuances as to
how these social norms are established through design, the tendency to follow the
social cues of others seems to generalize across both online and offline decision con-
texts. Social nudges have been used to help users detect fake news stories on social
media [347]] to determine whether or not to accept a new kidney . Previous
studies suggest that social nudges can also interact with each other or other kinds of

nudges in the sense that the efficacy of one of them can depend on the presence of
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the other (e.g. [105]], [319]], [86])). While social nudges have been successfully used in

pro-social context, such as large-scale decreases in households’ energy use || , there
are several examples where they fail as an intervention . Previous studies sug-
gest that descriptive vs. injunctive social norms tend to be more effective at changing
behaviors because they imply less of a threat to autonomy and freedom than injunc-
tive social norms [351]]. Social norms are considered injunctive when they indicate
what people should or should not do on moral grounds, and descriptive when they
simply indicate typical behaviors of some relevant reference group and signal which

behaviors are most popular ||

5.5 Combining Defaults, Friction and Social Nudges

To investigate these nudge patterns and their combinations outside of the attitude-
behavior gap we designed a simple online choice architecture for making an actual
monetary donation to an actual charity, in our case, we picked the International Com-
mittee of the Red Cross (ICRC) [352]. In our study, donation choices involved real
monetary donations for participants, sometimes referred to as a field task . Fig-
ure |5.1| presents an instance of simple Ul that contains no added nudges (control),
and then a default, friction, and social nudge are added to the UL For simplicity, we
also decided to map potential donations as a percentage relative to the participants’
earnings in the study. As Figure will show, this creates a simple relationship be-
tween the amount donated and participants’ earnings. We will now briefly describe
the design and functionality of these digital nudges. The default nudge is simply a
pre-selection of the 20% option indicated by its green color. If a user clicked Confirm
when the default was present, the pre-selection will be their donation amount. The

Current Amount was updated based on what the user selected, and when default nudges
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Control (no added nudges)

Default (highest amount is pre-selected) f ! Social (highest amount labelled popular)
r 1 r 1

Donate from your reward to charity?

Donate from your reward to charity? Donate from your reward to charity?

0% 5% 10% 15% 2%
0% 5% 10% 15% ‘ 0% 5% 10% 15% 2%
[roruisc]

Current Amount:

Current Amount: £0.20 Current Amount:

=z

Friction (selecting lower amounts requires an additional click)

Donate from your reward to charity? Donate from your reward to charity?

—

Other Amounts... 2% 0% 5% 10% 15% 20%

Current Amount: Current Amount:

o R

Figure 5.1: Mockups describing a donation Ul with no added nudges (control) together with
instances of default, friction and social nudges.

were present in the UI, this amount was pre-set to: £0.20 as in Figure It should be
noted that the user was only able to Confirm the donation with a single click if a default
nudge was present. If no option was pre-selected or selected in the Ul, and the user
tried to click Confirm, the user would be prompted to again to select an amount. The
friction nudge puts all the alternatives (except the 20% option) two more clicks away.
In other words, if friction is present and the user wants to donate less than 20%, they
will need to first click Other Amounts..., and then select their desired donation option
as shown in Figure Finally, the social nudge is the blue badge under the 20%

option, labeling it as the Popular choice. Note that all the digital nudges were pointed
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in the pro-social direction (i.e. to maximize the donation amount to the charity)

That is, users are steered by design towards donating 20% of their rewards.

5.6 Evaluation

To explore our two research questions, the evaluation was designed as an online fac-
torial experiment where participants were randomly allocated to one of 2* possible
conditions (default: on vs off; friction: on vs off; social: on vs off) thus involving 0, 1,
2 or 3 digital nudges combined. Figure 5.2/ shows all of the eight randomized nudge
patterns that were used in the evaluation. The Uls were made with JS and CSS mod-

ifications directly in Qualtrics. Before the main data collection, we also conducted

three pilot benchmarks (n = 104, n = 102,n = 101) with the Ul in Figure 5.2/ A),
where we tested different amounts as donation options. This was to ensure that the
donation amounts were properly scaled as to avoid a context where everyone would
give away all of the pre-set portion, or a situation where nobody would give away
anything. Based on these pilots, we settled on a design where the amounts ranged be-
tween 0% — 20% because the average and median donation amount in this design was
close to the middle option. If this is used as a benchmark, it allows for both increases

and decreases in donation amounts.

“We realize that this may stretch the definition of what traditionally is labeled as a nudge. Hagman
et al. [318] outline that pro-social nudges aim to improve overall social welfare, even when doing so is
inconsistent with maximizing private welfare.
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Donate from your reward to charity?

0% 5% 10% 15% 20%

Current amount:

A) Control [0]

Donate from your reward to charity?

0% 5% 10% 15% .

Current amount: £0.20

Donate from your reward to charity?

Other amounts... 20%

Current amount:

Donate from your reward to charity?

0% 5% 10% 15% 20%

Current amount:

B) Def. [1]

C) Fri. [1]

D) Soc. [1]

Donate from your reward to charity?

Donate from your reward to charity?

Donate from your reward to charity?

Donate from your reward to charity?

Otheramounts... 20%

Other amounts ... . 0% 5% 10% 15%' Other amounts ... .
= [ rorvun ]

Current amount: £0.20 Current amount: Current amount: £0.20

/X J J

F) Def.+Soc. [2] G) Fri.+Soc. [2] H) Def.+Fri.+Soc. [3]

Current amount: £0.20

E) Def.+Fri. [2]

Figure 5.2: The eight nudge patterns used for the experimental groups combining default
(Def.), friction (Fri.) and social (Soc.) nudges. The number of nudges present in each Ul are
in brackets.

5.6.1 Participants

Our aim was to gather one hundred participants for each of the eight experimental
groups. The participants for the experiment were drawn from Prolific. Participants
from the pilot benchmarks could not participate in the main study. From Prolific,
the participants were directed to an anonymous Qualtrics link. The participants were
instructed that in the first part of the study, they could donate part of their reward to
the ICRC, and that the second part was focused on the design of charity apps. At this
stage, the participants were not aware that the study was focused on digital nudging.

The Prolific participants were selected using the following screening criteria:
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UK sample, Approval Rate >= 95%, usage of a laptop/tablet and Google Chrome
web browser. The last screening criteria were used to minimize device and browser
compatibility issues related to the UI designs. Each study participant was compensated
£0.80-1.00 GBP for their participation (depending on their donation to the ICRC).
While modest, the pilot tests and the main study raised a total of 96.44 GBP, subse-
quently donated to the ICRC.

5.6.2 Procedure & interaction

After the informed consent screen, an attention check was deployed, and participants
were given a commitment request based on the example from Geisen . On the
subsequent screen, participants received a short introduction to the work of the ICRC
as a charity. The exact information that participants saw on this screen can be found

in the Appendices section.

After this information, participants were randomized to one of the Uls in Fig-
ure where they could select a donation amount. After the interaction with one
of the Uls in Figure participants were asked to respond to a series of scale items.
First, participants were asked about perceived threats to their autonomy , and
perceived sense of manipulation . Participants were explicitly told that these
two scales related to the design of the options that they were given when choosing
the donation amount on the previous screen. At this stage, participants were also asked
to rate the Ul design that they had been exposed to through the Standardized User
Experience Percentile Rank Questionnaire (SUPR-Q)[354]

“Unfortunately, due to a data capture error, we failed to record one of the scale items related this
measure, we therefore cannot compute a valid SUPR-Q score.
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Participants were then asked about their attitudes towards charitable organiza-
tions || before finally answering demographic questions. In this last section of
the study, participants were reminded of the amount they had decided to donate, and

faced with the choice of either sticking with or changing their donation amount.

5.6.3 Measures

We will now describe the measures used for the evaluation in more detail.

Donations

This measure was operationalized on two different levels to capture various aspects of

users’ donation behaviors.

Donation amount. This pertains to the button option a given user pressed (0%-

20%) and then confirmed in the Uls, as seen in Figure and

Compliance. Operationalized as a dichotomous variable (0/1), one means that the
user was steered in the direction of the nudges and donated the highest amount i.e.
20%. A zero means that the user took another path then what the digital nudges
suggested (0%-15%). From this, a compliance percentage can be derived for each of

the nudge patterns.

Attitude towards charitable organizations (ACO)

The items for this scale were adapted from Webb et al. . These five items con-
stitute one of two dimensions of a larger construct aimed at determining people’s
propensity to donate to charitable organizations. In our study, this variable
is used as an attitudinal control measure. In a random presentation order, users re-

sponded to these items on a 7-point Likert-scale ranging from “Strongly Disagree”
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(1) to “Strongly agree” (7). An example item from this scale would be: “My image of
charitable organizations is positive.” The internal consistency reliability of this scale

was (Cronbach’s o = .908.).

Perceived threat to autonomy

The items for this scale were adopted from Dillard and Shen . Originally, this
scale was referred to as “Threat to freedom” , but in line with other papers on
persuasive design (cf. [359]) we have opted for the current label. Users where pre-
sented with a 7-point Likert-scale on each item ranging from “Strongly Disagree” (1)
to “Strongly agree” (7). We revised our items focusing on the potential threat from
the “design” rather than the “message” . To illustrate, an item from this scale
could be: “The design threatened my freedom to choose.” The presentation order for
these items was randomized. In our study, the internal consistency reliability of this

scale was acceptable (Cronbach’s o = .878).

Perceived sense of manipulation

The items for this scale come from Witte . Users were presented with a 7-point
Likert-scale, where we again revised our items to focus on the design rather than a
message. A concrete item from this scale would be: “The design tried to manipu-
late my feelings”. The presentation order for these items was also randomized. The

Cronbach’s a coefhicient for this scale was .915.

Changed donation decision

Towards the end of the study, all users were reminded of their previous donation
amount, and explicitly asked if they wanted to change their previous decision to donate

this particular amount. This measure was also dichotomous (0/1) where zero meant
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that the user stuck with their previous decision to donate a certain amount, and a one
means that the user changed their previous donation amount. We will use this action

as a proxy measure for regret, Eyal [360, p. 1] refers to this as a “regret test” for users.

User experience

Finally, users who were exposed to one of the Uls containing digital nudges (Fig-
ure[5.2 B-[5.2 H) were asked to textually describe the difference between the Ul they
used for their donation and the Ul containing no digital nudges (Figure|5.2/A). Images

of the two Uis were shown in random presentation order to users.

5.6.4 Evaluation results

The following section contains three main parts. First, we provide descriptive statistics
related to our evaluation. Second, we explore our first research question on whether
the pro-social nudge combinations have cumulative or interactive effects on users’
charity donation behaviors. The third section examines the second research question
regarding the relationship between the influence of the pro-social nudge combina-
tions and users’ perceived threats to autonomy and sense of manipulation. We also
provide a qualitative content analysis of users’ textual descriptions of the nudge com-
binations. Due to the distribution of some of our measures, we will later use non-

parametric tests for most of our inferential conclusions

“The reporting of the inferential results will conform to the statistical recommendations of signif-

icance described by Benjamin et al. [234].
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Descriptive statistics

In total, 805 participants completed the main study. Out of these, we removed three
participants who failed the attention check, and eight participants because their browsers
were not linked to a desktop device (e.g. iPhones), resulting in 794 valid responses. It
took participants approximately 5 minutes to complete the study (i = 4.95, 6 = 3.13).
The sample consisted of 49.9% females, and participant ages ranged between 18 and
78 years old (fi = 41.42, 6 = 12.82). The randomization procedure was deemed suc-
cessful because we detected no systematic differences regarding sex, age, or ACO
scores between the experimental groups that would not be expected by chance. In
the next sections, we will control for the latter two variables in our inferential ana-
lyzes but first we will descriptively explore the donation amounts across all the nudge
patterns. Figure in the Appendices section shows the distributions and associations
of the continuous measures in the study. Table 5.1 shows the nudge pattern, number
of nudges present in the Uls, the proportion of users who complied with the given
nudge pattern, and four summary statistics for the donation amount.

Table 5.1: Descriptive statistics related to compliance percentage and donation amounts across
all the nudge patterns.

Compliance Donation Amount

Nudge patterns No. of nudges n (%) > m f &

Control (no nudges) 0 95 28.42 830 10.00 8.74 8.19
Default (Def)) 1 97 32.99 8§70 500 897  8.57
Friction (Pri.) 1 98 50.02 1205 20.00 12.30 8.56
Social (Soc.) 1 102 2255 790 5.00 7.75 8.10
Def. + Fri. 2 100 54.00 1195 20.00 11.95 9.24
Def. + Soc. 2 102 36.27 970 10.00 9.51 8.80
Fri. + Soc. 2 100 39.00 975 10.00 9.75 8.92
Def. + Fri. + Soc. 3 100 63.00 1340 20.00 13.40 8.96

Summary statistics for sums (>°), medians (r72), averages (/1) and standard deviations (5)
All numbers have been rounded to two decimals, and the unit of the sum is British pence (£/100)
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(RQ1) The impact of nudge combinations on donation behavior

The average donation amounts are visualized when the data are aggregated across the
number of nudges in the Uls (i.e. 0, 1, 2, 3) in Figure [5.3| A). This figure suggests
an increase in donation amounts when the number of nudges increases in the Ul,
especially when comparing three nudges to the control group. Figure|5.3|B) shows the
average donation amounts across each specific nudge pattern in the Uls (i.e. default,
friction, and social). The main trend in Figure [5.3| B) is that donation amounts seem
to increase when some combinations of friction are present in the UL The whiskers

in all subsequent barcharts indicate 95% mean confidence intervals.

A) Average donation amount across number of nudges
20 4

15 |

10 4

Control 1 2
Number of nudges

Donation amount

B) Average donation amount across each nudge pattern
20 4

Control Def. Fri. Soc. Def. Def. Fri. Def.
+Fri. +Soc. +Soc. +Fri.
+Soc.

Nudge patterns

Figure 5.3: Barchart A) showing the average donation amount across the number of nudges
stacked in the UI. B) showing the average donation amounts across each specific nudge pattern
(n = 794).

145 5. Stacking Nudges for Online Charitable Giving



Designing Digital Choice Architecture

Likelihood to comply with the nudge combinations To further test the patterns
shown in Figure we specified three multiple logistic regression models with com-
pliance (0/1) as the dependent variablel All the models control for users’ ages and
ACO scores. These two predictors have been mean centered to aid interpretation. In
the first model, we added the number of nudges as dummy variables with indicator
coding. This model connects to the results shown in Figure [5.3| A). Model 2a and
2b connect to the results shown in Figure 5.3/ B). In Model 2a, the number of digi-
tal nudges was exchanged for every specific nudge pattern. Model 2b complements
Model 2a by accounting for the subsequent interaction terms of the nudge combina-
tions. Note that the adjusted odds ratios (OR 4;) for the dummy variables in Model 1
and 2a are estimated relative to the control group, whereas the OR ,4; for the dummy
variables in Model 2b are estimated relative to the presence of each nudge combi-
nation, thereby accounting for the factorial experimental design. Table 5.2 provides
information about the contribution towards compliance for each predictor variable in
the models. The model diagnostics results are shown in Table 8.2 in the Appendices

section. The VIF-values between the predictors in all models were deemed unprob-

lematic based on established recommendations for multicollinearity |, .

The first model indicates that, on average, when only one nudge is added (regard-
less of what it is), the odds of complying (donating the highest amount) relative to
the control group do not change. Two nudges have a suggestive effect, with users
being almost twice as likely to comply with the nudges (OR 44 = 1.944, W = 6.242,
p = .012) compared to the control group. When three nudges are added, the odds of
complying compared to the control group is almost four times higher (OR 4, = 3.898,

W = 18.128, p < .001).

"It can be argued that the most relevant measure in a donation context would be the donation
revenues i.e., the sums. The correlation between the average compliance rate and the donation sums
in Table 5.1]is (r = 0.989) and we, therefore, view compliance as a good proxy for donation revenues.
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Table 5.2: Predictors for the likelihood to comply with the digital nudges (i.e. donate the
highest amount) in the multiple logistic regression models.

Regression model parameters

~

ﬁ iORAdj, [QS%CI] Wald
Model 1: Reference category for each dummy variable is the control group
Control (8o) ~0.985**  0.397 17.269
Age 0.024  1.024 [1.012, 1.036]  15.502
ACO score 0.488*** 1.629 [1.418,1.872]  47.261
TNumber of nudges : 1 0.373 1.452 [0.858, 2.458] 1.934
tNumber of nudges : 2 0.665* 1.944 [1.154, 3.274] 6.242
tNumber of nudges : 3 1.360™* 3.898 [2.084,7.292] 18.128
Model 2a: Reference category for each dummy variable is the control group
Control (o) 0.992"* 0371 17.379
Age 0.023*** 1.024 [1.011, 1.036] 14.377
ACO score 0523  1.687 [1.460, 1.950]  50.130
Default 0.282 1.326 [0.697,2.522]  0.740
tFriction 1.026** 2.791 [1.496, 5.205]  10.416
+Social -0.290 0.749 [0.382, 1.466] 0.713
tDefault + Friction 1.225™* 3.406 [1.826, 6.353]  14.842
+Default + Social 0.290 1.336 [0.711,2.509]  0.810
+Friction + Social 0.460 1.584 [0.845, 2.970] 2.058
tDefault 4 Friction + Social 1.358™ 3.889 [2.075,7.291] 17.945
Model 2b: Reference category for each dummy variable is its own absence
Control (5o) 0.992* 0371 17.379
Age 0.023"*  1.240 [0.671,2.293]  50.130
ACO score 0.523*** 1.240 [0.671,2.293]  47.261
iDefault 0.282 1.326 [0.697,2.522]  0.740
1Friction 1.026™* 2.791 [1.496, 5.205] 10.416
+Social ~0.290 0.749 [0.382, 1.466]  0.713
tDefault x Friction -0.083 0.920 [0.387, 2.191] 0.035
iDefault x Social 0.297 1.346 [0.540,3.351]  0.407
tFriction x Social ~0.277 0.758 [0.310,1.857]  0.367
7Default x Friction x Social 0.402 1.495 [0.434, 5.144] 0.407

*p < 0,05, p < 0.005,** p < 0.001
tDummy variable with indicator coding (e.g. 0/1)
fAdjusted odds ratios, with all other variables held constant in the model

The second model corroborates the results seen in Figure[5.3|B). The model high-

lights that users who were exposed to three of the nudge patterns were significantly
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more likely to comply with these nudge combinations and thereby donate higher
amounts on average, see Table This was true for Fri. (shown in Figure C),
Fri+Dek. (Figure 5.2 E), and Fri.+Der.+Soc. (Figure 5.2 H).

However, the common denominator suggested by both Figure 5.3 B) and Model
2b is that friction alone is the driving factor of increased donations. Model 2b shows
that this is the only significant dummy predictor, indicating that users who were ex-
posed to a nudge pattern that contained friction were almost three times more likely to
comply (ORAdJ; = 2.791, W = 10.416, p = .001), while controlling for other factors.
Furthermore, Model 2b suggests no interactive effects from any particular combina-

tion of the default, friction and social nudges related to compliance.

(RQ2) Relationship between nudge combinations, autonomy and manipula-

tion

Figure [5.4) A) shows the relationship between users’ perceived threats to autonomy
collapsed across the number of nudges. The previous section showed that compli-
ance percentage and donation amounts go up, especially when two or three nudges
are present. Figure highlights that the potential increase in donation amounts
comes at the price of perceived threats to autonomy. This is born out on two levels.
First, Figure 5.4/ A) shows that as soon as nudges are present in the UI, the threat to
autonomy goes up on average. A Mann-Whitney U-test indicates a significant dif-
ference in perceived threat to autonomy between the control group (i.e. no nudges)
(i = 2.25, n = 95) and the pooling of all the groups that were exposed to various
nudges (m =4.25,n =699), U = 17349.0, z = —7.558, p < 0.0005, r = 0.477.
Second, Figure [5.4 B) shows the relationship between compliance and the per-
ceived threat to autonomy but now collapsed across all of the nudge patterns. The

overall trend here is that the threat to autonomy is especially high among users who
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A) Average perceived threat to autonomy across number of nudges
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Figure 5.4: Barchart A) shows the average threat to autonomy across the number of nudges
and B) shows the average threat to autonomy across each nudge pattern clustered on compli-
ance (n = 794). Mann-Whitney U-tests indicate differences between the compliance clusters
(No/Yes) within each nudge pattern (* p < 0.05, ™ p < 0.005, ™** p < 0.001). These tests were
performed without using a family-wise error correction, i.e., (ag/1).

do not comply with some nudge patterns. As a follow-up, we looked at the differ-
ences in perceived threats to autonomy for users who complied vs. those who did not
comply with each of the nudge patterns, and the results of the Mann-Whitney U-tests

where we detect differences are shown in the figure.

Figure [5.4|B) suggests a higher perceived threat to autonomy among users that did
not comply with the following nudge patterns: Fri., Fri.+DEk., and Fri.+DEr.+Soc..
The Appendices section contains additional box plots that visualize the results for all

eight Mann-Whitney U-tests.

Users’ sense of manipulation is tightly associated with their perceived threats to

autonomy. Figure[5.5]A) highlights the relationship between users’ sense of manipu-
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lation across the number of nudges. Figure [5.5| A) shows the same trend as before: As
soon as nudges are present in the UI, the sense of manipulation increases on average.
Another Mann-Whitney U-test also indicates a significant difference for sense of ma-
nipulation between the control group (1 = 2.00, n = 95) and all the groups that were
exposed to various nudges (1 = 3.33,n = 699), U = 22952.0, z = —4.887, p < 0.001,
r = 0.309. Figure 5.5/ B) shows the relationship between compliance and the sense
of manipulation collapsed across all of the nudge patterns. As a follow-up, we again
looked at the differences in the sense of manipulation for users that complied vs. did
not comply with each of the nudge patterns, and the results of these Mann-Whitney

U-tests are shown in Figure ).
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Figure 5.5: Barchart A) shows the average sense of manipulation across the number of nudges
and B) shows the average sense of manipulation across each nudge pattern clustered on compli-
ance (n = 794). Mann-Whitney U-tests indicate differences between the compliance clusters
(No/Yes) within each nudge pattern (* p < 0.05, ™ p < 0.005, ** p < 0.001). These tests were
performed without using a family-wise error correction, i.e., (ag/1).
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A similar trend emerges - the sense of manipulation is particularly high among
users that do not comply with different combinations of friction nudges. The Ap-
pendices section contains additional box plots that visualize the results for all eight
Mann-Whitney U-test results related to sense of manipulation.

Finally, across the whole sample, only 27 users (~ 3.4%) changed their donation
amounts at the end of the study. There was no suggestive association between the
nudge patterns and this decision x* (df = 7,n = 794) = 1.827,p = 0.969. While the
number of users here is admittedly small, when the donation amount was changed,
there are clear differences between users who changed their donation and those that

did not in terms of perceived threat to autonomy and sense of manipulation, see Fig-

ure 5.6 below.

Changed donation

>k [ No [ Yes *okk

RN WS oo N

Perceived threat to autonomy Sense of manipulation

Figure 5.6: Barchart shows the average perceived threat to autonomy and sense of manipula-
tion clustered on those who stayed with their donation decision (No, n = 767), and those who
changed their donation amounts (Yes, n = 27). Mann-Whitney U-tests indicate differences
between these clusters (No/Yes) within each scale (* p < 0.05, ** p < 0.005, ™ p < 0.001).

Qualitative User Comments Analysis

In this section, we take a more detailed look at the user experience associated with the
nudge patterns. Our aim is to get a better understanding of users self-reported per-
ceptions of the different nudge patterns. It should be noted that only users who were
exposed to the digital nudges (Figure B— H) were asked to describe the difference
between the Ul they interacted with and the UI containing no nudges (Figure[5.2A).
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Out of those users, everyone provided answers (n = 699). We will now present an ex-
ploratory content analysis of the responses to this open-ended question. This content
analysis was conducted through a systematic process involving two of the researchers.
First, both researchers independently read through all comments once, and manually
coded 70 randomly selected comments (= 10%), then engaged in discussions to iden-
tify initial codes [363]]. The coding process was conducted via a shared spreadsheet.
A first set of 39 agreed codes was then independently applied to another 70 randomly
selected comments by each researcher. The inter-rater reliability between the two
researchers was assessed after this initial round using Cohen’s Kappa (k = 0.648), in-
dicating moderate agreement . After the initial coding, four of the co-authors
gathered to (1) combine similar codes into more coherent ones and (2) identify addi-
tional codes to better capture users’ descriptions. For example, we merged the codes
pushy and forced into a single code pressure and introduced the nudge_preference
code. After this process, our codebook included a total of 21 codes. The two re-
searchers who initially coded the comments now coded all comments together using
the refined codebook. At the end of the process, the two researchers conducted a final
round of independent coding using the final codebook by re-sampling another 70
random comments. Cohen’s Kappa was again calculated (now at k = 0.803), signify-
ing almost perfect agreement. Finally, four of the researchers engaged in discussions
to establish the main themes. These themes are described in the subsections below

together with associated comments from users.

Feeling exploited by the design. The first theme that emerged from our analysis
relates to a feeling of trickery and manipulation expressed by many participants, most
of whom were exposed to nudge combinations with friction. Some participants sim-

ply stated they felt manipulated by the nudge. For instance, participant P87 (Male,
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47) pet i, Wrote: “the [Control] one leaves you to make your own decision. the [Def+Fri.]
one tries to manipulate you.”, and P421 Female (53)1:ri_+goc_ stated: “[Fri.+Soc.] is manipu-
lative and attempting to force donations.”. Others associated the feeling of manipulation
with a reduction of choice caused by the nudge. For example, P614 Female (33)g;
noted: “Design [Fri.]feeis a bit more manipulative in that it makes youfeei like 20% is the
amount most other people choose by making it the only option viewable on the screen. [..J.”
and P623 Female (49)r. wrote: “[Fri.] only displaying the largest % that can be donated
this will impact some users who are not able to understand if lhey have oplions”. Finally,
some participants also pointed out the potential backfire effect of employing such a
technique in a charitable giving context. For instance, participant P127 Male (52)f;;
stated: “The [Fri.] design is counting on peopie not working out how to change the amount
donated - I find it covertly manipulative. I donate a lot of money to charity but through my own
free will rather than as a reaction to pressure.” and P627 Female (58)pef.soc. commented:
“The popular feature is often used by online stores such as VPN/antivirus sellers to steer a user

into buying a more expensive product. I'm not sure if a charity would want to resort to that

unless really desperate for funds. It might raise a bit more but at the expense of reputation.”.

Reactions to perceived pressure. The second theme that emerged from the analy-
sis reflects participants’ reactions to the pressure they felt from the nudges. It is worth
noting that most of these participants were in the Social group. Some participants
stated that they felt pressured by the nudge, with for example participant P578 Fe-
male (63)so.. commenting: “Minimal, but pressurising” and P196 Male (21)so.. writing:
“I think is a bit too pushy for my liking.”. Some participants linked the pressure to a sen-
timent of guilt for not being able to comply with the nudge. For example, P695 Male
(47)500 wrote: “I think [Soc.] could make peoplefeel guilty iflhey weren’t able to commit

to that amount, the feeling of guilt could make people uncomfortable enough to leave with-
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out pledging anything”, and P243 Male (36)ry;. stated: “[Control] lets you pick how much
without any pressure at all where as [Fri.] selects the highest amount automatically youfeel
a bit guilty changing it lower.”. P624 Female (52) so.. pointed out the fact that the nudge
allows for less freedom of will: “[Control] lacks the “popular” tag, allowing more discre-
tion and expression of free will than [Soc.].” Finally, some other participants questioned
the truthfulness of having the highest amount selected, with for example P72 Female
(35)Defrsoc. commenting: “[Def+Soc.] leaves you puzzled if its true that 20 percent is most
popular donation. You feel pressured to donate.” and P450 Male (41)s0c. noting: “suggesting
a random number is popular is not credible. Best to leave that out and allow the user to decide

what they can afford”.

Dispassionate description of the design. Another theme that was generated from
analyzing participants’ comments comprises dispassionate descriptions where they sim-
ply described the visual appearance of the interfaces. It is worth noting that most of
these participants were in the Default group. In this regard, participant P375 Male
(75)pet. indicated: “[Def]] is suggesting the maximum”, and participant P456 Female
(27)peg. Wrote: “Omne has the 20% option pre-selected, while the other doesn’t have any op-
tion selected”. A small proportion of participants from the Social group simply described
the popular option under the nudge, with for example participant P286 Female (45)s.
mentioning “Design [Soc.] has an option to see popular donations” In the Friction group,
participants described the nudge pattern as limiting their choice, with for example par-
ticipant P287 Female (30)Esi, noting: “The [Control] design gives you the options straight
away without having to look for them”, and participant P531 Male (49)r. writing: “For
[Fri] you have to physically click on the donation amount to change it, but the other has
the different amounts to just choose.”. When several nudges are combined, participants

usually do not describe all of them; instead, they tend to focus on a specific nudge.
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For example, participant P95 Female (43) Def+Frissoc. Wrote: “[Control] gives you op-
tions stmight up the other you need to click on "Other Amounts’ to see what other options
are available”, and participant P416 Male (27)pef.soc, commented: “[Def+Soc.] indicates
the most popular reward to charity advising to pick the highest percentage” and participant
P274 Female (41)pefpri. noting: “The donation portion is different, [Control] shows all the

percentages the other doesn’t”.

Choice facilitation. Several participants, although a minority, mentioned that the
nudge they were exposed to facilitated their donation choice. For instance, participant
P137 Female (44)pefsfrissoc. €xpressed finding the nudge pattern simple and helpful:
“The [Def+Fri.+Soc.] option offers a suggestion on how much to donate, as a user I find
this to be helpful rather than manipulative. [Def+Fri+Soc.] options have simple and easy
fo use design.”, and participant P153 Male (38)pefsfrissoc. Wrote: “The [Def+Fri+Soc.]
is simple and direct, using it is easy. Design [Control] has more options on the screen so
you feel you have more choice.. Other participants stated that they preferred the nudge
design because it offered a convenient amount to donate, such as participants P124
Female (53)pefsrrissoc. Who wrote: “[The control] provides user with greater level of free-
dom 1o make a decision. I prefer [Def+Fri.+Soc.] as the default position is an appropriate
level of donation to make”. Another participant, P140 Female (35)p+frissoc., stated
they preferred the nudge design because they found it more decisive: “i think option
[Def +Fri+Soc.] feels more convenient, its more decisive. I would imagine the longer you have
time to make your choice perhaps the less you would donate.”. Additionally, participant
P221 Female (29)pef+ri.ssoc. €xplained the found the nudge to be more appealing: “the
[Def +Fri+Soc.] one is user friendly as it has real money amount in the percentage so that you

dont have to sit and work it all out. [...]. the [Def+Fri. +Soc.| one is way more appealing”.
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The themes regarding users’ self-reported perceptions of the nudge combinations

will be discussed together with the other findings of the evaluation in the next sections.

5.7 Discussion and Implications

This chapter explored the additive and interactive effects of digital nudge combina-
tions in a charitable giving context. Apart from just measuring the behavioral impact
from the nudge combinations, we echoed the point that it’s important to consider ad-
ditional perspectives from users concerning persuasive technologies .
We also explored the relationship between these pro-social nudge combinations and
users’ perceived threats to autonomy and their sense of manipulation. Additionally,
our qualitative analysis of user comments unveiled valuable insights about their per-

ceptions of these nudge patterns.

5.7.1 Nudge combinations and donation behavior

When aggregating users’ donations on the number of nudges present in the UI, our
results suggest that stacking 2-3 nudges does have an additive impact on donations
and users’ tendency to comply with the nudges when compared to no added nudges
(control). More specifically, in our case, three nudge patterns Fri., Fr.+DEE., and
Fri.+Der.+Soc. significantly increased the likelihood to comply which increased the
subsequent donation amounts compared to the control, see Table Yet, once we
account for interaction effects, our results suggest that the friction nudge (putting
the lower donation options only two clicks away) is the driving factor of increased
donations. This point is illustrated in Figure and Model 2b in Table

In the related work, we mentioned that previous research has often investigated

one nudge at a time in the context of charitable giving. Our study advances knowl-
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edge in this area by accounting for the potential interactions between three pro-social
nudges. Our findings also suggest that two of our proposed nudges (default and social)

did not impact donations on their own.

Concerning default nudges, previous research shows mixed results in similar con-
texts. On the one hand, Altmann et al. found that aggregate donation levels
concerning rather small amounts of money (where the average donation was less than
2 euros) were unaffected by defaults in a large-scale field experiment. Goswami and
Urminsky also found in one of their field studies that there were no effects on
average donation amounts of setting the high or medium donation option as the de-
fault. On the other hand, Ghesla et al. found that higher default amounts led to
significantly higher donations. Another study found that 81% of users donated half
of their earnings to charity when this was set as the default option in the experiment
(compared to 19% when keeping their earning was the default) [323]]. Another study
found that opt-out defaults increased donations by about 25 percent compared to opt-
in defaults . In our study, the default nudge only had an impact relative to the
control group when it was combined with friction, but our findings suggest that the

friction nudge is what drives this impact.

Our social nudge even shows some signs of a backfiring effect. While we cannot
detect significant differences between this nudge (alone) and the control group, we
observe that friction increased donations on its own but when it was combined with
the social nudge this effect was diminished. A recent review on backfiring effects
from behavioral interventions suggested that social nudges were the most common
intervention resulting in failures . Our qualitative comment analysis sheds fur-
ther light on why this might be. Indeed, some participants expressed signs of reactance
against the direction in which the nudge was attempting to steer them once they real-

ized they were being nudged. Others questioned the truthfulness of the social nudge,
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highlighting a lack of credibility in what was shown to be the popular donation op-
tion. While their application domains are different, there are at least two recent studies
that detected interaction effects between default and social nudges (see [105], [115]).
Shore and Cummings did not detect such an interaction in the context of online
privacy, and neither did we. Another recent study even suggests a backfire effect from
these two nudges when users were steered towards green fashion products . This
further suggests that more research needs to be conducted where digital nudges are
systematically combined.

The current study demonstrates the possibility for online charities to stack sev-
eral pro-social nudges. Previous researchers have argued that employing nudges is
ethically permissible, even when the autonomy of the potential donor might be threat-
ened, if this alleviates the suffering of victims affected by life-threatening events
While many charities can faithfully employ such an argument, our findings suggest
that great care should be taken when designing combinations of pro-social nudges.
Friction in particular seems to impact charitable donations, but the advantage of these
nudge combinations should be understood in light of their side effects pertaining to
perceived threats to autonomy, sense of manipulation and users’ self-reported com-

ments.

5.7.2 Nudge combinations, autonomy and manipulation

Our second research question concerned the relationship between the influence of
these nudge combinations and users’ perceived threats to autonomy and sense of ma-
nipulation. Previous researchers have argued for the importance of measuring di-

rect user experiences related to autonomy and manipulation when nudges are em-

"This argument certainly applies to charities that help victims of armed violence or war, such as
the ICRC.
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ployed. To answer this call, we tried to incorporate users’ perspectives on these
two ethical concerns in our evaluation. Two main points from our findings seem to
emerge. First, users detect these pro-social nudges both in terms of their own per-
ceived autonomy and sense of manipulation. On average, introducing these pro-social

nudges comes with a heightened threat to autonomy, and sense of manipulation.

The least problematic nudge pattern in terms of autonomy or manipulation from
users perspectives seems to be the default nudge (alone), which is in line with some
previous research . Nudge combinations that involve social or friction ele-
ments seem more problematic though. Our qualitative analysis offers perspectives for
understanding the increased sense of manipulation resulting from these nudges. While
some participants stated that they felt manipulated because the nudges reduced their
freedom of choice, others felt pressured due to feelings of guilt or shame induced by the
nudges. This offers important implications for online charities that employ pro-social
nudges, because they may backfire in certain cases, resulting reactant behaviors [350,

366].

The second point is that the nudge patterns that work in terms of changing dona-
tion behaviors seem to have polarizing effects on users’ perceived threats to autonomy
and sense of manipulation. Users who were exposed to the three nudge patterns (Fru.,
Fri+DeF., and Fri.+DEr.+Soc.) consistently reported a higher perceived threat to
their autonomy when they resisted these nudges. For users’ sense of manipulation,
we detect a similar signal but this signal is not as clear as for the threat to autonomy.
As the Appendices section shows, when we correct for multiple comparisons, we no
longer detect differences for the sense of manipulation between users that complied
and those that did not in the Fri.+DEF., and Fri.+DEr.+Soc.) groups. Yet, the results in
the Appendices section suggest that the direction of this relationship remains the same.

These polarizing effects suggest that when users go their own way, their autonomy
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is not as intact as for those that comply. This presents a potentially difficult trade-oft
between proactively steering users in a pro-social direction while at the same time
respecting their autonomy, from users’ own perspectives. In this regard, our qualita-
tive analysis of users’ comments indicated highly heterogeneous perceptions, ranging
from positive opinions to feelings of reactance. Some users considered the nudge pat-
terns to be a legitimate tool to maximize donations in a pro-social context. Other
users perceived them as pressuring and manipulative. This polarization underscores

the ethically complex landscape of nudging, illustrating that nudges often need to be

judged on a case-by-case basis .

When users in our study were faced with the clear choice of either sticking with,
or changing their donation, only a small minority (~ 3.4% of users) changed their
donation amounts. Furthermore, this regretted donation amount does not seem to be
particularly associated with any of the nudge combinations. While this is a positive
sign, our findings do suggest that the decision to change the donation amount was
associated with a higher threat to autonomy and sense of manipulation, see Figure
If users changed their donation amount at the end of the study, it can be argued that
in those particular cases, these pro-social nudge combinations fail the practical notion
of a “regret test” as outlined by Eyal . We grant that regret is usually viewed
as an emotion related to a decision-process , but in the related work we echoed
the point that especially a sense of manipulation may not be apparent until after a
given choice has been made . While our findings on this point only relate to
a very small portion of our users, there is still a clear connection between threats to
autonomy/sense of manipulation and the decision to change the donation amount.
Offending users in this sense, i.e. where they later regret their donation decision
should arguable be avoided at high costs for online charities. It may be a good practice

to verify a donation decision if a particular nudge was used in order to mitigate these
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ethical concerns.

It is worth noting that despite the overall increase in perceived threats to auton-
omy and sense of manipulation shown in the quantitative results, some participants
also commented that the nudge patterns had a positive impact on their user expe-
rience as it facilitated their donation choices. Based on users’ comments, this could
be attributed to the fact that some nudge combinations, mainly the Fri.+Der.+Soc.
seemed to alleviate their cognitive load by channeling their decision-making process,
making it easier for them to make what they perceived to be an adequate donation.

Our results, overall, indicate that while some nudge patterns in a pro-social context
can work to maximize donations, they come with hidden costs in terms of users’ ma-
nipulation and threats to autonomy. As such, if pro-social nudges are used to increase
donations, they should probably strike a balance between persuasion and perceived
coercion. Hopefully, this can be accomplished by prioritizing more transparent, eth-
ical designs that leaves the potential donor in a position where they, at least, do not

regret their otherwise altruistic decision to donate towards a given online charity.

5.7.3 Limitations and future research

Future research could address several limitations of the present chapter. The first lim-
itation of this study relates to the geographical location of participants, as they were all
recruited in the UK. This could have influenced their reactions to the nudge patterns
they were exposed to, skewing our results towards a specific cultural and economic
background. Future research could mitigate this by including a more globally diverse
participant pool , thereby offering a more nuanced understanding of the influ-
ence of digital nudge combinations on charitable giving across various cultural and
$OCI0—eCOoNOMmic contexts.

Second, the design space that we used for investigating our nudge combinations
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is more or less infinite. That is, there is a great many ways to design various donation
options, pre-selecting them (default), toggling the choice-related effort to reach some
options (friction), and using various social design ques to guide behaviors (social).
Our designs explored a very specific area on this landscape where digital nudges were
combined to steer users towards donating the highest amount (20%) from a set of
options. Variations of our designs could be further assessed in future research. One
possible path worth exploring would be to separate the two factors of the design of
digital nudges, and their direction. To illustrate, previous researchers have compared
the acceptance of pro-social vs. pro-self nudge policies through several surveys [369,
318].. If our specific nudge combinations were pointed in the opposite direction (i.e.
pro-self) and users’” perspectives on threats to autonomy and sense of manipulation
came out differently, this adds further nuance to the ethical discussion in the sense
that it might not be the design of the nudge per se that triggers these concerns, but
rather its direction. Untangling these two factors of nudge design vs. direction is a

promising avenue of future researc

Third, the monetary options that we used in our solution are very small (0-20
pence). Based on previous research it is not clear exactly how this may influence our
findings. Small stakes may play a role in our inability to detect an effect from some
of the nudge combinations, but a meta-analysis on the topic of stake-sizes suggests
that, in the aggregate, small stakes should still provide a reasonable approximation of
donation behavior . Either way, high-powered online field experiments with

larger stakes could further test the generalizability of our current findings.

Fourth, our evaluation of these nudge combinations does not allow us to rule out

novelty effects. It could be argued that the efhicacy of the nudge combinations con-

“While this is theoretically interesting, we do grant that charities have few practical incentives to
steer online users towards donating as little as possible.

5. Stacking Nudges for Online Charitable Giving 162



Designing Digital Choice Architecture

taining friction is associated to users not having encountered them before. However,
various types of friction are very pervasive online. For example, when surveying on-
line news outlets in 2019, researchers found that 69% of consent notices required 10
or more clicks to opt of all cookies . This indicates that users do encounter quite
extreme applications of design friction in online environments. Therefore, the effec-
tiveness of friction nudges in our study should not solely be attributed to their novelty.
While previous research has investigated the repeated impact of default nudges related
to online charitable giving , future research could further investigate combina-
tions of nudges in the same vein. Given the polarizing effects on users’ perceptions of
autonomy and manipulation that we detect in our study, it would be highly relevant to
know if these potential effects have more long-term consequences on users’ charitable

giving behaviors.

5.8 Conclusion

With online giving taking up an increasing proportion of charitable giving, we in-
vestigated the impacts of pro-social nudge combinations on users’ charitable giving
behaviors, and their subsequent effects on users’ ethical concerns towards these de-
signs. We applied a design science research approach to evaluate a solution that sys-
tematically combined default, friction and social nudges. Our evaluation suggests that
stacking 2-3 nudges did have an impact on donations and users’ tendency to comply
with the nudges, but once we account for interaction effects, friction appears to be the
driving factor for increased donations. However, nudge combinations with friction
in particular seemed to have polarizing effects on perceived threats to autonomy and
the sense of manipulation on users that comply with these nudges and users that do

not.
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Finally, our qualitative analysis highlighted a complex and nuanced ethical land-
scape of nudging, underscoring the importance of considering individual differences
and context-specific factors when these digital interventions are used in pro-social

contexts.
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With the passage of time, the psychology of people stays the same,
but the tools and objects in the world change.

— Don Norman [372, p. 18]
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6.1 Summary of Contributions

The chapters of the dissertation have explored the design space of digital choice archi-
tecture within several different application domains with the aim of addressing four
over-arching questions related to the design of digital choice architecture and nudges.
These questions were approached through four distinct but complementary research
projects. To recap, the dissertation provided an overview of empirical studies in this
design space together with three user studies using a design science research method-

ology. The main contributions of the dissertation will now be summarized.

The second chapter advanced the growing body of literature on digital nudging
by providing a broad overview of empirical studies on the topic. Our review contained
an expansive corpus of empirical work from several disciplines, which enabled us to
provide novel insights for future research on the topic of digital nudging and choice
architecture. The chapter contained a descriptive analysis of 73 papers, based on 109
studies containing 231 digital nudges that had been demonstrated and evaluated by
previous researchers. Our results indicated a strong upward trend for research inter-
est within the domain digital nudging. We then proceeded to highlight unexpected
pockets of research attention across the designs, contexts, and evaluation methods re-
lated to digital nudging. We reasoned that interconnected and personalized choice
architectures often differentiate digital from conventional or offline nudges. Based on
our analysis, most of the research on digital nudging was still conducted in what we
called disconnected and non-personalized choice architectures. About half of the re-
search on digital nudging fell inside three main application contexts: privacy/security,
e-commerce/marketing, and social media. The type of behavioral outcome that was
measured tended to be an activation of a new behavior (rather than a cessation of an

already established behavior) when nudges were applied in the literature. Few single
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studies measured both attitudinal and behavioral outcomes, but an increasing number
of papers conducted several studies to better triangulate the outcomes of their nudg-
ing designs. We also found that the great majority of digital nudges were delivered
through visual interfaces across mobile or desktop computers. Furthermore, several
nudge combinations were very rarely investigated in the literature, such as friction
coupled with reinforcement or warnings together with scarcity nudges. Based on the
analyzed literature, we provided HCI scholars with nine future research questions that

could facilitate our scientific understanding of this interdisciplinary research domain.

Chapter three was a novel attempt at tackling the important design challenge of
increasing users ‘informed consent’ in the digital sphere. The problem that the third
chapter addressed was based on the premise that service providers have ever more
complex and sometimes disturbing agreements (ToS and PP) around when, how and
why personal data is being collected and shared. Against this background, prior re-
search suggested that a very small proportion of users are aware of this state of affairs.
Because of this, they frequently commit what is known as the biggest lie on the Inter-
net , i.e. users are unlikely to ever read the ToS and PP of a service provider before
they use a given service. Through an online experiment and a descriptive field study
we demonstrated how HCI and system designers could toggle the privacy awareness
of users with digital nudging. One of our proposed designs showed roughly a 75%
decrease in number of users who just agreed the ToS and PP without even viewing
them. This significant reduction in users who committed the so-called biggest lie
on the Internet was a promising first step. While the large-scale field study within
the IKEA Place app demonstrated that these design changes could be used by large
service providers, our experimental results showed that none of the proposed choice

architectures inherently increased the recall of ToS and PP contents among users.
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On average, clicking the ToS and PP did increase the user’s recall of the contents

in our experimental study, which was still an important signal.

Chapter four was focused on another pressing challenge of how to mitigate com-
pulsive social media usage by design. While the Facebook newsfeed undoubtedly
brings value to countless users it has also been described by prior researchers as one of
the principle features for prolonging time on the platform itself , and this time
can be associated with regret among users . We deployed a field experiment where
Facebook users were randomly assigned to different newsteed diets, which, in turn,
changed the default state of users’ endless newsfeeds. Our results showed that both of
the newsfeed diets did not statistically interact with users self-rated degree of compul-
sive use, suggesting these design interventions seemed to moderate the time spent on
the platform for both more compulsive as well as less compulsive users. Our analysis
suggested that the strict newsfeed diet did significantly decrease the time spent on the
platform, but it came with negative consequences in terms of usability. When users
were permitted to self-regulate their newsfeed diet the results still pointed to a de-
crease in time spent on the platform — without these steep costs to the user experience.
Also, the exploratory thematic analysis showed that certain themes such as FOMO
and Self-awareness emerged more regularly related to the experience of the users in

the strict newsfeed diet.

The fifth chapter explored the effects of several pro-social nudge combinations on
users’ donation behaviors, and investigated ethical concerns from a user perspective:
perceived threats to autonomy and sense of manipulation. We systematically combined
default, friction and social nudges to understand their additive and interactive effects

in a digital context where users could give away a real portion of their earnings.
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Our evaluation suggested that when stacking two to three of these pro-social
nudges, donations increased on average, but friction was the driving factor of this
change. Yet, combinations of friction nudges had polarizing effects on users. Users
who resisted combinations of friction nudges were much more likely to perceive
threats to their autonomy, and experience a sense of manipulation when compared
to users who complied with these nudges. Users’ qualitative perspectives also demon-
strated these polarizing effects, with reports of perceived pressure and manipulation
by the nudges while some users reported that their choices were facilitated by these

nudge combinations.

To conclude this summary, Table on the next page maps the main contributions
of the dissertation relative to the higher-level research questions that were outlined

based on the literature review in second chapter.
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Table 6.1: Empirical investigations and research contributions in the dissertation relative to
the nine future research questions that were outlined in the second chapter.

Future research questions that emerged from the literature review Chapter

1:  Can the outcomes of a digital nudging be transposed to different (3,4, 5)
classes of problems?

2 Are the effects of digital nudges moderated by various cultural
contexts?

3:  How can the impact on users from interconnected and person- (4)
alized choice architectures be better quantified and understood?

4:  How can effective personalized nudges be designed using min-
imal real-time contextual data?

5:  What are the emergent ethical boundaries concerning person-
alized nudging?

6:  Are the effects of digital nudges moderated by the delivery de-
vice or channel?

7:  Is a given digital nudge as effective at stopping or decreasing a
behavior as it is at initiating or increasing a behavior?

8:  Isagiven digital nudge as effective at changing repeated behav-
iors as it is at changing one-time behaviors?

9: How do digital nudges interact and through which mecha- (5)
nisms?

Future research questions are adopted from Bergram et al. [30]

Since the chapters on online privacy, social media, and online charitable giving
tackled distinct problems - it can be argued that the complementary contribution
from these empirical investigations in chapter three to five shine some degree of light
on the first future question i.e. whether digital nudges can be transposed to different
classes of problems. Chapters four and five also provided design demonstrations that
take initial steps regarding two of the future research questions that we outlined in the
literature review. Yet, Table [6.1/ mainly underscores that there are several knowledge
gaps left to fill for future researchers. At the time of writing, several HCI researchers

have already picked up the mantle and contributed to various associated questions.
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Examples of such contributions include the design and evaluation of digital nudges that
foster deeper engagement for repeated study behaviors in the context of self-regulated
learning among students [373], reviewing and further structuring the future research
agenda on personalized digital nudging , or exploring what employees consider
as ethically acceptable nudges in occupational health and wellbeing programs when
the use of wearable devices is incentivized [375]].

While chapters two to five in the dissertation outline their own local limitations
and paths for future research, there are still several promising avenues where future

research directions can be articulated.

6.2 Future Research Directions

These future research avenues concern emergent delivery channels related to digi-
tal nudging and their implications, together with the challenge of mapping privacy

outcomes to any digital choice architecture.

6.2.1 Digital nudging across different delivery channels

In chapter two, the delivery channels that we encountered in the literature was almost
exclusively visual. That is, digital nudges were designed and evaluated using various
kinds of screens. One the one hand, this makes sense since other channels, for example
voice user interfaces (VUIs) are a quite recent phenomena [376]. On the other hand,
these channels are now ubiquitous with companies like Amazon announcing that they
have so far sold more than half-a-billion Alexa-enabled devices . Other promi-
nent examples of VUIs would include Google’s Assistant, Apple’s Siri, or Microsoft’s

Cortana.
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Channels that are not visual present a whole set of challenges that will need to be
addressed by future researchers and practitioners. There are also ethical design chal-
lenges that arise here around transparency. Empirically inspecting a users’ interactions
with a graphical UI can give a lot of meaningful information around how choices are
presented and structured. VUIs, on the other hand, make a potential choice archi-
tecture extremely opaque. Given the transient nature of voice interaction, potential
alternatives routes for the user become very hidden. That is, inspecting how cer-
tain choice alternatives are being reinforced or weighted is easier to do in the visual
realm, than through audio channels. Transparency therefore becomes an issue as soon
as secondary data is involved. From our current perspective there also seems to be
conceptual challenges that arise once we abandon visual delivery channels for digital
nudges. While it is interesting to consider the moderating effects in terms of nudg-
ing from different delivery channels, lets consider the comparison of specific digital

nudges across visual and audio channels.

For example, defaults can be represented through many visual design elements,
such as a pre-selected button, a pre-written input field, a highlighted alternative in
a drop-down list, default settings etc., but how can defaults be instantiated in VUIs?
There will of course be default rules and settings for voice interactions that HCI and
system designers will have to set, for example: how many alternatives should be pro-
vided to the user when the user has not specified that number themselves. Maybe
the default rule should be to always prompt the user to clarify how many alternatives
they want? But if we do not consider default rules, but the finer question of how to
represent a default outcome (like a pre-selected button) for the user, the answer seems
far away from clear. Similar questions can of course be put for a variety of nudge
patterns. This translation work has already begun for design principles and heuristics

in general [376]], but to our knowledge this has not yet happened for the design pro-
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cess of digital nudges. Both novel design approaches and an inclination to survey the
work of other associated research domains will be needed guide the design of digi-
tal nudges across other delivery channels. However, given the emerging ubiquity of
other channels of interaction (especially VUI), this seems like an important avenue for

future research.

6.2.2 Developing more meaningtful online privacy controls

In chapter three we echoed that most users are not that well informed regarding what
they agree to in online settings . Achieving a good level of online privacy aware-
ness for users is a difhicult challenge because it suffers from a mapping problem. That s,
privacy as an outcome is not well defined, and designing a digital choice architecture
where various design elements are mapped towards this outcome is thus challeng-
ing. Privacy obviously must include some degree of control over some information
about the user herself . However, giving the user an overview of what this in-
formation might entail and the proper digital choice architecture for controlling its
dissemination — that is where the true design challenge lies. As we saw in chapter
three, the current standard around online privacy harks back to a legal framework
known as notice-and-consent, in line with Obar and Oeldorf-Hirsch [216], we re-
ferred to this standard as “quick-join”. Other researchers have argued that given this
standard, online privacy is a futile effort because of a transparency paradox [379]]. That
is, transparency would involve giving the user a complete overview of what personal
information they might be sharing with an online service provider. However, if this
complete overview is provided, the user is very unlikely to understand it, let alone
read it . I believe that researchers and practitioners can eventually improve if not
overcome the problems related to this transparency paradox. While still in its early

stages, digital nudging research has already been performed in this vein.
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We previously referenced Schobel et al. , who studied users’ attitudes towards
several digital nudging patterns (default, feedback, social, warnings, etc.) in the con-
text of online privacy. Their study revealed that their sample of Slack users preferred
to be nudged towards privacy by especially defaults and red/green warning graphics.
Understanding these attitudes towards online privacy is an important step, but more
studies also need to consider how to traverse the attitude-behavior gap concerning
online privacy. While chapter three in this dissertation is an earnest attempt to do
just that, there is still a lot of room for improvements. Future research will be able
to leverage new interactive technologies such as intelligent agents representing user
interests, or the usage of privacy-preserving analytics algorithms among data hold-
ers . Hopefully, this will open up many novel opportunities for tackling this

important challenge.

6.3 Closing Remarks

Interactive technologies are going to push societies into a corner where it becomes
increasingly consequential to set certain boundaries around what kind of digital per-
suasion that is deemed permissible. Digital nudging is still not a panacea to the design
of behavior change interventions in general — it is just one of several applicable ap-
proaches. Yet, my present perspective is that there in no door on offer in the 21st
century that says ‘no digital nudging here’. Digital choice architecture is inevitable,
and great care should taken when HCI and system designers try to shape online de-
cision environments for prospective users. On this topic, the dissertation has provided
an extensive review of previous empirical studies, and three user studies that tackled
both theoretical and practical problems related to the application domains of online

privacy, social media, and online charitable giving.
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Nowadays, we live in a world where users are often unwittingly enrolled (depend-
ing on which apps they use) in split tests where their choices are used to determine
how a particular digital choice architecture should be updated. The future remains
uncertain, and it is an open-ended question whether public and private organizations
will be able to design and maintain digital choice architectures that make all of us bet-
ter of, as judged by ourselves. In closing, my hope is that this dissertation advances our

design scientific knowledge related to this consequential area of research and every-

day life.
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Appendices

The following sections contain some extraneous information that has been referenced
in the previous chapters of the dissertation.

Contents
8.1 Variables in multiple linear regression models| . . . . ... .. 222
8.2 Introductory information about the charity| . ... .. .. .. 222
8.3 Distribution and associations between measures . . . . . . . . 223
8.4 Multiple logistic regression model diagnostics| . . . . ... .. 224

8.5 Additional tests for autonomy, manipulation and compliance| 225

221



Designing Digital Choice Architecture

8.1 Variables in multiple linear regression models

Table describes the variables used in the multiple regression models in Chapter 4.

Table 8.1: Variable descriptions in order of appearance for all three regression models featured

in Table

Variable Description

log, (2): Natural log difference in time spent on site/app between the treatment and baseline
periods

dq: Strict diet intervention as a dummy variable

do: Self-regulated diet intervention as a dummy variable

log,(z1): Natural logarithm of the daily average time spent on site/app during baseline period

Za: Standardized compulsive use before the baseline period

dizo: Interaction between standardized compulsive use before the baseline period and strict
diet dummy

doxo: Interaction between standardized compulsive use before the baseline period and self-
regulated diet dummy

e: Residual

8.2 Introductory information about the charity

Figure shows the introductory information [381, 382] users received about the

charity organization in Chapter 5.

The Red Cross (ICRC) operates worldwide, helping the victims affected by conflict
and armed violence. As a charity, it was founded to protect human life and health,
to ensure respect for all human beings, and to prevent and alleviate human
suffering. On the next page, you can choose to donate part of your reward to the
Red Cross.

Get started...

Figure 8.1: The information screen users saw prior to making their donations.
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8.3 Distribution and associations between measures

Figure shows the associations between the continuous measures of the study in
Chapter 5 by combining scatter plots, histograms and Spearman correlations. Fig-
ure [8.2|reveals that several measures (like the donation amounts, threats to autonomy,
and sense of manipulation) are bimodal as well as having distinct floors. The nature
and distribution of these three measures make them ill-suited for parametric statistical
test procedures. The latter two measures are also highly correlated. The black dots
in the scatter plots highlight the users that changed their donation at the end of the

study.
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Figure 8.2: Psych plots || combining multiple scatter plots, histograms and pairwise Spear-
man correlations of the variables: donation amount, age, and ACO score, threat to autonomy,
and sense of manipulation, (n = 794).
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8.4 Multiple logistic regression model diagnostics

Table shows the model statistics related to the three multiple logistic regression

models featured in Table in Chapter 5.

Table 8.2: Diagnostics for the three multiple logistic regression models in Table

Multiple logistic regression models -2 Log likelihood Nagelkerke R?> ACC (%)
Model 1: \2(5, n = 794) = 99.766*** 974.691 159 63.7
Model 2a x2(9, n = 794) = 128.183*** 946.243 201 67.4
Model 2b y2(9, n = 794) = 128.183** 946.243 201 67.4

*p < 0.05,™ p < 0.005, ™ p < 0.001

TThe classification accuracy (ACC) of naive prediction with zero compliance is 59.4%
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8.5 Tests for threats to autonomy, sense of manipula-

tion and compliance

Figure [8.3| further highlights the distribution of the data used in Figure 5.4 together
with the results of eight Mann-Whitney U tests. When a Bonferroni correction is
applied (ap/8 = .00625) to these Mann-Whitney U tests in Figure the same
three suggestive differences are detected regarding users’ threats to autonomy for the
nudge patterns: friction, default+friction, and default+friction+social between those

that complied compared to those that did not, see p-values in Figure

Friction
Compliance
(Off) [ No I Yes (On)

No other p=.7827 i ¢ p=.0008
nudges

Default p=.8176 Sol p=.0024

Social p=.962 . p=.0532

Defal.JIt p=.796 ;' p=.0009
& Social

1 2 3 4 5 6 7 1 2 3 4 5 6 7

Perceived threat to autonomy

Figure 8.3: Boxplots and scattered rain of the threat to autonomy scale for each of the eight
experimental groups, with Mann-Whitney U tests comparing those that did not comply (No)
vs. those that did (Yes) within each nudge pattern, (n = 794).
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Figure [8.4shows the distribution of the data used in Figure 5.5 together with the
results of the eight Mann-Whitney U tests. When a Bonferroni correction is applied
to the Mann-Whitney U tests in here, only one suggestive difference remains for
users’ sense of manipulation between those that complied compared to those that did

not. This difference is detected for the friction nudge alone (.0042 < 0.00625).

Friction
Compliance
(Off) -NO -Yes (On)

No other D= 2446 o= 0042
nudges

Default i op=.2374 P p=.0120

Social : p=.8946 p=.0288

Defal'lh: <! p=.2054 ‘i p=.0098
& Social

1 2 3 4 5 6 7 1 2 3 4 5 6 7

Sense of manipulation

Figure 8.4: Boxplots and scattered rain of sense of manipulation for each of the eight nudge
patterns, with Mann-Whitney U tests comparing those that did not comply (No) vs. those
that did (Yes) within each nudge pattern, (n = 794).
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