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Abstract

The rapid evolution of computing infrastructure has led to the emergence of the cloud-edge
continuum, a seamless integration of cloud, edge, and IoT devices. This paradigm shift enables
applications to leverage the strengths of each computing environment, from the vast resources
of the cloud to the low-latency processing of edge devices and the ubiquitous presence of IoT
sensors. However, the heterogeneity of the cloud-edge continuum poses significant challenges
in terms of software development, deployment, and security.

The shift towards cloud and edge computing has introduced new security challenges for cus-
tomers and providers. Customers must trust cloud providers to adequately isolate workloads
and protect sensitive information, while providers must securely execute untrusted customer
software. Confidential computing has emerged as a promising approach to address these secu-
rity challenges, leveraging trusted execution environments (TEEs) to protect sensitive data and
code from unauthorised access, tampering, or disclosure. However, the current confidential
computing ecosystem remains fragmented, with CPU vendors offering fundamentally different
proprietary TEE implementations, which limits portable and secure application development.

To tackle the challenges of the heterogeneous cloud-edge continuum and the shortcomings of
current TEE solutions, this thesis advocates adopting the open standard WebAssembly (Wasm)
as a lightweight, efficient, and secure portable compilation target. Wasm’s platform-agnostic
design and sandbox make it an ideal candidate for bridging different computing environments
while providing a robust foundation for secure execution. The combination of Wasm and TEEs
establishes a mutually beneficial security model as they protect sensitive data and computations
from unauthorised access while shielding the underlying infrastructure from malicious code.

This thesis presents a comprehensive approach for secure and efficient application execution in
TEEs. The first research work reviews attestation principles and compares how modern TEEs
leverage these mechanisms, revealing that existing solutions widely differ in maturity and secu-
rity. These insights form the basis for the design and implementation of trusted Wasm runtimes,
attestation mechanisms, and communication systems developed throughout the dissertation.

The second research of this thesis demonstrates the practical benefits of using Wasm for client-
side cryptography in browsers and shows how it outperforms conventional JavaScript imple-
mentations for IncaMail, the Swiss Post’s secure email service. Furthermore, Wasm is also used
to reduce the trusted computing base of IncaMail, enabling an honest-but-curious model.

Based on the promising results of running Wasm in browsers, the third research work intro-
duces TWINE, a trusted runtime for running Wasm-compiled applications within Intel SGX, a
TEE implementation for creating secure environments named enclaves, establishing a two-way
sandbox. TWINE leverages memory safety guarantees of Wasm and abstracts the complexity of
TEEs, supporting the execution of legacy and language-agnostic applications.

Building upon TwiNE, the fourth research work introduces WATZ, an efficient and secure run-
time for trusted execution of Wasm applications on Arm TrustZone, a TEE commonly found in
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Abstract

small and edge devices. WATZ includes a lightweight attestation system optimised for Wasm
applications running in TrustZone, addressing the lack of built-in attestation mechanisms.

The fifth and final work of this dissertation presents a portable and mutually attestable publish/-
subscribe system for trustworthy communication in the cloud-edge continuum. Leveraging the
abstraction provided by trusted Wasm runtimes, the same application can run on different CPU
architectures and be attested on various TEE platforms through standard attestation primitives.
As aresult, the proposed solution establishes secure communication channels between mutually
distrusting remote parties without being bound to a particular CPU vendor.

Confidential computing has emerged as an increasingly important trend for IoT, edge, and cloud
environments. This dissertation leverages Wasm to address the challenges of programming, de-
ploying, and establishing trust in these complex trusted environments. Wasm’s lightweight
specifications, large support of programming languages, near-native execution speed, robust
sandbox, and versatile system abstraction make it an ideal candidate for envisioning the cloud-
edge continuum as an interoperable, scalable, and distributed system. It becomes clear that
Wasm and trusted computing can be the bedrock for software development in large-scale sys-
tems in the coming years, transforming the development lifecycle of future applications.

Keywords: trusted execution environments (TEEs), confidential computing, attestation, cryp-
tography and security, WebAssembly, Intel SGX, Arm TrustZone.
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Résumé

L’évolution rapide des infrastructures informatiques a conduit a I'’émergence du continuum cloud-
edge, qui représente l'intégration continue et transparente d’appareils déployés dans trois en-
vironnements initialement séparés : le cloud (centres de données centralisés distants), la péri-
phérie ou edge (infrastructures proches des utilisateurs finaux), et 'Internet des objets ou IoT
(appareils connectés distribués localement). Ce changement de perspective permet aux logiciels
de tirer parti des avantages de chaque environnement informatique, qu’il s’agisse des vastes res-
sources du cloud, du traitement a faible latence en périphérie ou de 'omniprésence des capteurs
de I'Internet des objets. Cependant, le caractére hétérogene du continuum cloud-edge repré-
sente un défi de taille au niveau du développement logiciel, du déploiement et de la sécurité.

L’avénement de I'informatique dans le cloud et en périphérie a entrainé 'émergence de nou-
veaux défis de sécurité pour les fournisseurs de ces infrastructures et leurs clients. Cette rela-
tion implique une confiance mutuelle : les utilisateurs comptent sur les fournisseurs pour isoler
adéquatement leurs charges de travail informatiques et protéger leurs informations sensibles,
tandis que ces derniers doivent exécuter des logiciels clients de maniére sécurisée, sans garan-
tie de leur fiabilité. L'informatique confidentielle a émergé comme une approche prometteuse
pour répondre a ces défis sécuritaires, tirant parti des environnements d’exécution de confiance
(TEE) pour mieux protéger les données et les applications sensibles contre I'acces non autorisé,
la falsification ou la divulgation de ces derniéres. Toutefois, '’écosysteme actuel de I'informatique
confidentielle demeure fragmenté, les fabricants de processeurs proposant des implémentations
propriétaires et fondamentalement différentes de ces environnements d’exécution de confiance,
ce qui limite la portabilité et la sécurité des applications.

Pour relever les défis du continuum cloud-edge qui est par essence hétérogene, ainsi que de
combler les lacunes des solutions actuelles que constituent les environnements d’exécution de
confiance, cette thése de doctorat préconise I’adoption du standard ouvert WebAssembly comme
format de compilation portable, 1éger, performant et sécurisé. WebAssembly a été con¢u pour
réduire son couplage aux plateformes d’exécution et pour offrir un environnement d’exécution
isolé, lui conférant des atouts indéniables pour devenir une référence en matiere d’exécution
sécurisée. La combinaison de WebAssembly et des environnements d’exécution de confiance
offre une sécurité mutuellement bénéfique, car elle protege les données sensibles et les calculs
informatiques des clients contre les acces non autorisés, tout en protégeant les fournisseurs
d’infrastructure contre les programmes malveillants de ces mémes utilisateurs.

Cette these présente une approche globale pour I'exécution sécurisée et performante d’applica-
tions dans les environnements d’exécution de confiance. Le premier travail de recherche exa-
mine les principes d’attestation et compare la facon dont ces environnements modernes ex-
ploitent ces mécanismes, révélant que les solutions existantes different considérablement en
termes de maturité et de sécurité. Ces observations constituent le fondement de la conception
et de 'implémentation de TEE basés sur WebAssembly, de mécanismes d’attestation et de sys-
témes de communication développés tout au long de cette thése.
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Résumé

Le deuxieme travail de recherche de cette these démontre les avantages pratiques de l'utilisa-
tion de WebAssembly pour la cryptographie, dont son exécution est déléguée aux navigateurs
Web et montre comment cette technologie surpasse les implémentations JavaScript conven-
tionnelles pour IncaMail, le service de messagerie sécurisé de La Poste suisse. WebAssembly
est également utilisé pour réduire la base de confiance informatique (TCB) d’IncaMail, ce qui
permet un modeéle de confiance honnéte mais curieux (honest-but-curious).

En se basant sur les résultats prometteurs de I'exécution de WebAssembly dans les naviga-
teurs Web, le troisiéme travail de recherche présente TWINE, un environnement d’exécution de
confiance permettant '’exécution d’applications compilées en WebAssembly au sein d’Intel SGX,
une implémentation de TEE créant des environnements sécurisés appelés enclaves, établissant
ainsi un environnement d’exécution isolé bidirectionnel. TWINE exploite les garanties de sécu-
rité mémoire de WebAssembly et fait abstraction de la complexité de Intel SGX, prenant en
charge I'exécution d’applications existantes et indépendantes du langage de programmation.

En s’appuyant sur TWINE, le quatriéme travail de recherche détaille WATZ, un environnement
d’exécution de confiance pour les applications WebAssembly dans Arm TrustZone, un TEE cou-
ramment présent dans les petits appareils et appareils de périphérie. WATZ inclut un systeme
d’attestation léger et optimisé pour les applications WebAssembly, répondant au manque de
mécanismes d’attestation intégrés a cet environnement d’exécution de confiance.

Le cinquieme et dernier travail de cette dissertation développe un systeme de publication/a-
bonnement (publish/subscribe) permettant I’échange de données dont les acteurs sont mu-
tuellement attestés dans le continuum cloud-edge. En exploitant I'abstraction fournie par les
environnements d’exécution de confiance basés sur WebAssembly, une méme application peut
s’exécuter sur différentes architectures de processeurs et étre attestée sur plusieurs implémen-
tations de TEE grace a des primitives d’attestation standardisées. En conséquence, la solution
proposée établit des canaux de communication sécurisés entre des parties distantes qui se mé-
fient mutuellement, sans étre tributaire d’un fabricant de processeurs spécifique.

L'informatique confidentielle s’est imposée comme une tendance de plus en plus importante
pour I'Internet des objets et les machines a la fois situées en périphérie ou dans le cloud. Cette
these de doctorat exploite WebAssembly pour répondre aux défis de programmation, de dé-
ploiement et d’établissement de confiance dans ces environnements de confiance complexes.
WebAssembly se distingue par ses spécifications simples, sa capacité a étre intégré a un large
éventail de langages de programmation, sa vitesse d’exécution comparable a celle des appli-
cations natives, son environnement isolé robuste et son abstraction de la plateforme d’exécu-
tion. Ces caractéristiques en font un choix idéal pour concevoir un systéme distribué, évolutif
et interopérable, allant du cloud a I'Internet des objets. Il devient évident que WebAssembly et
I'informatique confidentielle peuvent constituer un nouveau socle solide pour le développement
logiciel dans les systémes de petite a grande échelle au cours des années a venir, transformant
ainsi la facon dont les applications futures seront concgues et développées.

Mots-clés : environnements d’exécution de confiance (TEE), informatique confidentielle, attes-
tation, cryptographie et sécurité, WebAssembly, Intel SGX, Arm TrustZone.
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Chapter1
Introduction

This chapter explores the landscape of cloud, edge, and confidential computing, addressing se-
curity challenges and the need for more practical privacy-preserving solutions. The introduction
highlights the key scientific contributions of the thesis, the open-source software contributions,
the overall structure of the manuscript, and the related publications.
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Chapter 1 Introduction

1.1 The landscape of cloud, edge and confidential computing

Over the last decades, computer systems have undergone significant changes. Originally, large-
scale mainframe computers formed the backbone of computing infrastructure. However, the
increasing power and affordability of smaller servers, alongside the demand for more flexible
and scalable IT infrastructure and the growth of network technologies that facilitate efficient
communication between distributed systems, led to a shift towards multi-server architectures.
Concurrently, modern software paradigms promote abstractions from the underlying hardware
and operating systems, enabling companies to offer services for code execution and data storage,
commonly referred to as cloud computing [42]. As a result, cloud computing stands as one of
the primary infrastructures supporting applications in the present day.

In addition to the rise of cloud computing, miniaturisation, which involves reducing the size
of electronic components to create smaller, more compact chips, has led to the development of
more efficient and powerful small-scale devices. These devices are collectively referred to as
edge computing and have recently gained significant traction [43]. Edge computing refers to
the enabling technologies that allow computation to be distributed at the edge of the network,
on downstream data on behalf of cloud services, and upstream data on behalf of Internet of
things (IoT) services. Specifically, the edge includes any computing and network resources
along the path between data sources and cloud data centres. Similarly to cloud computing,
edge computing is driven by the increasing demand for real-time data processing, reduced
latency, and improved efficiency. As such, the growth of connected devices and the need to
process data closer to the source, rather than transmitting it to centralised servers or cloud
infrastructure, have fuelled the adoption of edge computing solutions.

The shift towards cloud and edge computing has introduced new security challenges for both
customers and providers [44, 45]. From a customer’s perspective, the loss of physical control
over hardware and the potential for colocation with other tenants on shared infrastructure raise
concerns about data confidentiality and the integrity of the execution environment. Customers
must trust that the cloud provider will adequately isolate their workloads and protect sensitive
information from unauthorised access or tampering by other tenants or the provider itself [46,
47]. Conversely, cloud providers face the challenge of securely executing untrusted customer
software, which may contain malicious behaviour targeting the provider’s infrastructure [48-
51] or other customers’ applications [52-54]. Providers must implement robust isolation mech-
anisms and security controls to prevent such attacks while still offering the flexibility and scal-
ability that customers demand. Balancing these competing security requirements is a complex
task that requires careful consideration of the trust relationships between customers, providers,
and the underlying hardware and software stack.

The security challenges introduced by the shift towards cloud and edge computing have high-
lighted the need for privacy-preserving technologies. These technologies aim to enable secure
and confidential computation of sensitive data, addressing the concerns of both customers and
providers in the cloud and edge computing paradigms. Various technologies have been pro-
posed to enable privacy-preserving computations, each with its own trade-offs and limitations.
Fully homomorphic encryption (FHE), for example, allows computation on encrypted data with-
out decryption but suffers from significant computational overheads that constrain its practical
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adoption [55-57]. Similarly, secure multi-party computation (SMPC) enables multiple par-
ties to collaborate on a computational task while keeping their individual inputs private [58].
However, it incurs substantial network overheads due to the need for extensive communication
between the parties [59, 60]. In addition to those software-based approaches, trusted comput-
ing (TC) with Trusted Platform Modules (TPMs) provides a hardware-based solution for secure
key storage, cryptographic operations, and attestation. However, TC does not support arbitrary
mathematical operations or code execution, limiting its applicability in privacy-preserving com-
putations [61]. While FHE, SMPC, and TC offer strong security guarantees, their performance
or versatility limitations have motivated the exploration of alternative approaches to privacy-
preserving computations that can better balance security, efficiency, and versatility.

Confidential computing has emerged as a promising approach to address the security challenges
in cloud and edge computing environments. It aims to establish a secure, privacy-preserving
computing paradigm where cloud providers and their customers can agree on common security
grounds. Confidential computing aims to protect sensitive data and code from unauthorised
access, tampering, or disclosure, even in the presence of untrusted or compromised infrastruc-
ture. To achieve this, confidential computing leverages trusted execution environments (TEEs),
which are secure, isolated environments provided by most modern CPU manufacturers to exe-
cute code with confidentiality and integrity guarantees. TEEs root trust in the processor itself,
offering hardware-based isolation and attestation mechanisms. Attestation provides proof of
the integrity and authenticity of the TEE, enabling local and remote verification of the trusted
environment. These mechanisms reduce the attack surface to the CPU, ensuring that sensi-
tive code and data remain protected even if the underlying operating system or hypervisor
is compromised. While TEEs rely on trusting the CPU and its manufacturer, recent research
has demonstrated that TEEs offer an efficient and secure way to execute code [62-65]. Hence,
TEEs provide a strong foundation for building confidential computing solutions that protect cus-
tomers’ and cloud providers’ privacy in an increasingly interconnected computing landscape.

Despite the security benefits TEEs offer, they also introduce new challenges and limitations
that must be carefully considered. Developing applications for TEEs often requires adopting
a different programming paradigm, as the secure environment restricts the available system
resources and interfaces for security purposes [66]. This usually leads to increased complexity
and development overhead, as developers must adapt their code to work within the constraints
of the TEEs. Additionally, TEE development is often tied to specific toolchains and programming
languages supported by the hardware vendor, limiting security, flexibility and portability [67,
68]. While TEEs have a robust threat model, the trusted applications remain at risk if developed
without security considerations. Hence, developers must exercise caution to avoid inadvertently
leaking sensitive information through I/0 communication, software bugs, and side channels,
such as timing attacks or memory access patterns [69-74]. The risk of such leaks is increased
because debugging and testing TEE applications can be more challenging due to the restricted
environment [75, 76]. This dissertation aims to investigate and propose novel approaches that
ease the development of trusted applications, tackling key challenges inherent in designing and
implementing secure software for TEEs.
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1.2 A brief history of portable compilation targets

Portable compilation targets, although developed independently, have played a relevant role in
the development of applications for TEEs by enabling researchers and developers to more easily
create secure applications that can be executed within these environments [77-81].

The history of portable compilation targets dates back to the early days of computing. One of
the earliest examples is the p-code system, introduced by N. Wirth in the 1970s as part of the
Pascal programming language [82, 83]. P-code provided a machine-independent intermediate
representation (IR), allowing Pascal programs to be compiled once and executed on various
platforms. Inspired by academic research [84, 85], mainstream compilers also introduced IRs
as an abstraction between high-level programming languages and platform-specific assembly
code. A notable example of the early adoption of IR is the register transfer language (RTL)
used in the GCC compiler [86], which enabled the compiler to translate high-level code into
RTL before generating CPU-specific machine instructions. This concept of platform-independent
code execution laid the foundation for future portable compilation targets.

In the 1990s, the Java programming language introduced the Java virtual machine (JVM),
which became a widely adopted portable compilation target [87]. The JVM allowed Java byte-
code to be executed on any platform that supported the virtual machine, providing a high
level of portability. This approach was later extended to other languages, such as Microsoft’s
Common Language Runtime (CLR) for the .NET framework (and .NET, its successor) [88-90].
These virtual machines provided a sandboxed environment for code execution, offering a de-
gree of security and isolation from the underlying system. Moreover, the JVM and CLR enabled
running software on heterogeneous devices, from resource-constrained IoT devices to powerful
server-grade machines, further enhancing their versatility and adoption over the last decade.

In the context of web technologies, Google introduced Native Client (NaCI) [91] in 2009 as a
sandboxing technology for securely running native code in web browsers. NaClI aimed to im-
prove the performance of web applications by allowing developers to leverage native code exe-
cution while maintaining the security guarantees of the web sandbox. NaCI initially supported
a subset of x86, Arm, and MIPS instructions executed within the NaCI sandbox. Later, Google
introduced Portable Native Client (PNaCl) [92], which used LLVM bytecode (called LLVM IR) as
a portable intermediate representation. PNaCl allowed developers to compile their code once
and run it on multiple architectures, providing better portability compared to NaCl. Similarly,
asm.js [93], introduced in 2013, was a subset of JavaScript designed to serve as a low-level
compilation target for languages like C and C+ +. Asm.js enabled near-native performance for
web applications by providing a structured and optimizable subset of JavaScript that could be
efficiently compiled and executed by web browsers without relying on a dedicated runtime.

WebAssembly (Wasm) [94], introduced in 2017, represents a large improvement in portable
compilation targets. Developed as a World Wide Web Consortium (W3C) open standard by
many renowned companies such as Microsoft and Google, Wasm is designed to be a lightweight,
efficient, and secure platform for executing code across many environments. Despite its name,
one of the key features of Wasm is its adaptability to both web and standalone runtimes. In web
browsers, Wasm modules can be executed alongside JavaScript, providing a high-performance
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alternative for computationally intensive tasks [95]. Standalone Wasm runtimes enable the
execution of Wasm modules as native applications, independent of web browsers [96]. These
runtimes use a standardised system interface called WebAssembly System Interface (WASI),
which provides Wasm applications with controlled access to underlying system resources [97].

Wasm stands out from previous portable compilation targets through its modular design. Unlike
technologies such as the JVM and CLR, which come with large built-in standard libraries and
implementation requirements like garbage collection, Wasm adopts a modular approach. This
approach involves an opt-in strategy for additional features, resulting in a minimal execution
environment that is particularly well-suited for constrained environments [98, 99]. As such,
Wasm does not define any standard library or require binding to specific programming compo-
nents, such as a garbage collector. Although Java and .NET applications can be built without
standard libraries, doing so is incompatible with most programs and libraries, as they heavily
rely on that bloated infrastructure. Wasm changes this approach by proposing a minimal en-
vironment where programming toolchains deploy only the necessary components to run the
programs. For instance, a program written in Rust can be compiled to Wasm without a stan-
dard library, resulting in a lightweight executable. On the other hand, high-level programming
languages, such as Go, may compile their standard library and other software dependencies,
like the garbage collector, into Wasm, leading to a more substantial binary size.

Moreover, Wasm adopts a capability-based security model [100], requiring code modules to
declare and request access to specific system resources explicitly. Therefore, the Wasm runtime
must grant access to OS or browser services, inverting the strategy of existing portable tech-
nologies that assume they inherit the same system permissions as the host runtime. A sandbox
enforces Wasm’s capability-based security model that restricts boundaries between the execut-
ing code and the host environment. This sandboxing is achieved through memory isolation,
control flow restrictions [101], and a well-defined interface for interaction with the host [97].
The fine-grained control over permissions helps prevent unintended or malicious access to sen-
sitive API or data. Given the unique modular approach and lightweight nature of Wasm, this
dissertation explores how the combination of Wasm and TEEs can enhance the security, porta-
bility, and efficiency of confidential computing applications.

1.3 Research challenges

The rise of confidential computing has introduced numerous challenges that both academia and
industry are actively tackling. This thesis focuses on the abstraction of programming trusted
applications to target multiple TEEs using Wasm as a portable compilation target, aiming to
address the portability and security challenges inherent in developing trusted software.

1.3.1 Abstracting the complexity of multi-paradigms TEEs

Today, processor manufacturers have their unique approaches to implementing their TEE ar-
chitectures. Hence, TEEs come in various forms, such as process-based (Intel SGX [102], Sanc-
tum [103]), partition-based (Arm TrustZone [104], Keystone [105]), and virtual machine (VM)-
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based (AMD SEV [106], Intel TDX [107], Arm CCA [108]). Consequently, each TEE has its
dedicated security threat model, development paradigm, and attestation process for establish-
ing trust with the deployed software. This heterogeneity in TEE architectures presents a severe
challenge for developers to effectively create and maintain portable and secure applications that
seamlessly operate across different processor architectures.

Researchers have proposed various solutions to abstract the low-level implementation details
of TEEs [62-64, 109]. These approaches, however, often target a single TEE at a time and
emulate the complexity of Unix-like systems to varying degrees, such as by hooking system
calls for internal handling. While these systems can protect unmodified Linux binaries inside
TEEs, they create a strong coupling with the application binary interface (ABI), the Executable
and Linkable Format (ELF), and the instruction set architecture (ISA) for which the trusted
application has been compiled. This tight dependency on specific architectures and formats
reduces the portability and adaptability of these solutions across different TEE implementations.

Moreover, moving portions of kernel code into the TEE often leads to a large trusted computing
base (TCB), which increases the likelihood of security vulnerabilities, as the number of bugs
tends to grow in proportion to code size [110]. The limited memory capacity of some TEEs fur-
ther worsens the issue. For instance, Arm TrustZone, when using the trusted operating system
OP-TEE [111], may provide as little as a few megabytes of memory, rendering the TEE non-
functional when the TCB size exceeds the available memory [112]. Similarly, TEEs like Intel
SGX can experience decreased performance due to their memory constraints [113]. Although
prior work has attempted to reduce the TCB via code partitioning [80, 114, 115], these efforts
still suffered from a tight coupling with a particular TEE or processor architecture, limiting their
applicability and effectiveness across heterogeneous TEE environments.

In contrast to previous work, this dissertation aims to create a common ground for different
TEEs with distinct ISAs by leveraging Wasm as a lightweight and platform-agnostic abstraction
layer. Wasm is a prime candidate for introducing this abstraction, because it is an interme-
diate bytecode format that is designed to work efficiently on various platforms and processor
architectures [96, 116]. Some state-of-the-art Wasm runtimes have a small binary size (under
a megabyte) and are designed to run in constrained environments, such as TEEs [117, 118].
Trusted applications can be compiled from many programming languages to WebAssembly and
are loosely coupled from the operating system, as they do not rely on platform-specific fea-
tures or system calls. WASI enables the abstraction of the system interface, simplifying the
process of intercepting I/0 calls for securing interactions without relying on low-level system
call hooking. For example, securing file system interaction requires providing only an alternate
implementation for about ten (out of 46) WASI functions [119].

The adoption of Wasm as a common abstraction layer for TEEs offers a promising solution
to the inherent distrust between cloud providers and their customers. By leveraging Wasm,
this approach establishes a two-way sandbox that effectively addresses the security concerns of
both parties [120]. From the customer’s perspective, TEEs provide a trusted boundary that en-
sures the confidentiality and integrity of their sensitive data and computations. The hardware-
enforced isolation mechanisms of TEEs shield the customer’s software from unauthorised access
or tampering by the cloud provider or other tenants sharing the same infrastructure. Conversely,
the sandbox of Wasm protects the cloud provider’s assets by constraining the behaviour of the
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customer’s software within well-defined boundaries. The Wasm runtime enforces strict secu-
rity policies, preventing potentially malicious or buggy code from compromising the stability or
security of the underlying platform, such as the OS or the runtime in the TEE.

The combination of TEEs and Wasm creates a mutually beneficial security model that promotes
trust and collaboration in the confidential computing ecosystem. The two-way sandbox reduces
the risk of customers exploiting vulnerabilities or mounting attacks against the cloud provider’s
infrastructure while also ensuring customer privacy. To establish trust, both parties must agree
upon a reference implementation of the Wasm runtime, ensuring its security properties are en-
forced correctly and well-understood. The agreement of both parties on a particular implemen-
tation provides a common ground for deploying trusted applications, laying the foundation for
a more transparent and trustworthy relationship between cloud providers and their customers.

This thesis demonstrates the performance and security advantages of using Wasm in web ap-
plications while tackling the challenges of porting a Wasm runtime to two distinct TEEs with
different ISAs in both cloud and edge computing settings. This research investigates how to
secure I/0 operations within these environments, ensuring the confidentiality and integrity of
data as it crosses the trust boundary, ultimately contributing to developing a common abstrac-
tion layer for confidential computing.

1.3.2 Attestation and communication between mistrusted parties

While the isolation offered by TEEs is essential for preserving the confidentiality and integrity
of trusted applications and their associated data, a typical use case for TEEs involves receiving
or transferring data to third-party entities [121]. The isolation guarantees provided by TEEs
become truly meaningful and valuable only when coupled with the ability to verify the authen-
ticity of a given TEE instance, including the software it executes. Without this verification, the
security properties of TEEs cannot be fully leveraged, as there is no assurance that the TEE has
not been tampered with or is running the intended software [122, 123].

Attestation is the process commonly used to establish trust in specific TEE instances [124]. This
process generates a cryptographic proof comprising various metrics, such as a hash of the ex-
ecuting trusted application and a signature from the processor [125, 126]. The cryptographic
materials used in attestation are generally fused into the processor’s die during manufacturing,
preventing attackers from forging malicious attestation proofs. When a TEE instance issues a
proof, it is communicated to a third-party actor who appraises it to determine the genuineness
of the TEE and ensures that sensitive data is only transferred to a secure and up-to-date envi-
ronment. Hence, the attestation process establishes a trust relationship between the TEE and
the external entity, which will serve as a foundation for securing future communication.

Attestation is, therefore, a fundamental feature for using TEEs. However, like TEEs themselves,
attestation suffers from a lack of standardisation, leading processor manufacturers to provide
ad-hoc solutions for attestation support [127, 128]. This lack of standardisation further compli-
cates the development process for TEE-based applications, as the lack of a unified approach to
attestation across different TEE implementations creates a fragmented landscape [129]. More-
over, attestation is a careful process that can lead to various attacks and abuses if not carried
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out correctly [130]. As a result, developers must understand vendor-specific APIs and security
considerations, increasing the likelihood of introducing vulnerabilities or misconfigurations.

While generating an attestation is a complex topic in itself, creating a secure communication
channel between a third-party actor and a given TEE instance is also of utmost importance, as
attestation and communication are closely related [131]. However, processor manufacturers
often do not provide comprehensive, ready-to-use solutions for secure communication, leaving
developers to rely on basic open-source examples or community-driven initiatives, such as with
Intel’s proposal [132]. Other open-source projects, such as Open Enclave [133], Gramine [63],
and Inclavar Containers [134], have also attempted to address this gap by implementing varia-
tions of secure communication protocols [135-137]. However, these projects lack interoperabil-
ity, leading to a fragmented landscape of secure communication solutions in TEEs. Developers
are forced to choose between incompatible implementations, limiting the potential for building
applications that seamlessly span multiple TEE platforms. This lack of standardised communi-
cation mechanisms further challenges developers building applications that span multiple TEEs,
as they must invest considerable effort in implementing custom protocols to ensure the confi-
dentiality and integrity of data in transit [138].

Academia has actively contributed building blocks for attesting and securely communicating
with TEEs. Nonetheless, these solutions are often tied to specific TEE implementations [62,
121], communication protocols [131, 139-142], or development frameworks [135-137], lim-
iting their broader applicability and interoperability in heterogeneous environments. The Con-
fidential Computing Consortium (CCC) Attestation Special Interest Group has recently started
efforts to develop modern, unified solutions for handling attestation independently of the un-
derlying TEE implementation [143, 144]. These initiatives aim to provide a standard approach
to attestation and establish trusted communication channels, enabling seamless interoperability
across many TEE technologies. While promising, these solutions are still in the early stages of
development and require further research to reach maturity and widespread adoption.

As a potential solution to TEE-neutral attestation, this thesis proposes decoupling trusted ap-
plications from the underlying development frameworks and TEE-specific attestation support
by leveraging trusted Wasm runtimes. By adopting this approach, Wasm applications running
in TEEs across different architectures can use a generic approach for generating, storing and
appraising attestation proofs. This abstraction layer shifts the responsibility of handling the
low-level primitives exposed by the processors to the trusted Wasm runtimes.

Furthermore, this dissertation expands the concept of a portable attestation mechanism, using
it as a foundation to design a distributed and trusted communication system, enabling various
TEE instances to mutually attest to each other and establish secure communication channels,
regardless of the processor hardware vendors involved. The proposed interoperable solution
for attestation and communication eases the development and deployment of TEE applications,
supporting TEE instances running on different machines to communicate seamlessly without
being tied to specific hardware vendors, programming languages, or operating systems.
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1.4 Thesis contributions

In this thesis, I present a comprehensive approach to enabling the secure and efficient execu-
tion of applications within TEEs. The first topic focuses on the design and implementation of
secure Wasm runtimes that leverage the features of TEEs, providing a foundation for confiden-
tial computing and ensuring the confidentiality and integrity of Wasm applications and their
related data within these protected environments. Additionally, I provide novel mechanisms
for establishing trust between mutually attested TEEs, enabling secure communication chan-
nels and easing the development of distributed applications that span multiple TEEs. The key
contributions of this thesis are summarised in the following paragraphs.

Survey of TEEs and attestation

We reviewed remote attestation principles and compared how the modern trusted execution
environments Intel SGX, Arm TrustZone and AMD SEV, as well as emerging RISC-V solutions,
leverage these mechanisms [6, 7]. This survey highlights that existing solutions widely differ in
maturity and security. Whereas some TEEs are developed by leading processor companies and
provide built-in attestation mechanisms, others still lack proper hardware attestation support.
This work serves as a foundation for designing and implementing trusted Wasm runtimes, secure
attestation protocols, and communication mechanisms further developed in this dissertation.

Vision of cloud-edge continuum with Wasm

The transformation of the cloud computing landscape from a centralised architecture to a dis-
tributed and heterogeneous one, including edge and IoT devices, has given rise to the cloud-edge
continuum, bridging the gap between data centres and end-user devices. Existing solutions for
programming the continuum are, however, dominated by proprietary silos and incompatible
technologies built around dedicated devices and runtime stacks. Throughout this thesis, we
motivate the need for an interoperable environment that can run seamlessly across hardware
devices and software stacks, while achieving good performance and a high level of security;
a critical requirement when processing data off-premises. Our work demonstrates that the
technology provided by Wasm running on modern virtual machines and shielded within TEEs,
combined with a core set of services and support libraries, allows us to meet both goals [5].

Speed-up cryptography and reduce threat model using Wasm

JavaScript has traditionally been used for cryptographic operations in web clients when native
API is unavailable or lacks support for required ciphers. However, the interpreted nature of
JavaScript and its limited low-level optimisations lead to performance bottlenecks, especially
for compute-intensive tasks such as encryption and decryption. Wasm offers a compelling alter-
native to improve the execution of cryptographic primitives in browsers. We demonstrate the
practical benefits of client-side Wasm-based cryptography and show how it can significantly out-
perform conventional JavaScript implementations in the use case of Swiss Post’s IncaMail [145],
a secure email service [3]. Furthermore, Wasm is used to reduce the TCB of the IncaMail, en-
abling an honest-but-curious model without compromising message confidentiality.
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A trusted Wasm runtime for Intel SGX

We present TWINE [8], a trusted runtime for running Wasm-compiled applications within TEEs,
establishing a two-way sandbox. TWINE leverages memory safety guarantees of Wasm and ab-
stracts the complexity of TEEs, empowering the execution of legacy and language-agnostic ap-
plications. It extends the standard WASI, providing controlled OS services, focusing on 1/0. Ad-
ditionally, through built-in TEE mechanisms, TWINE offers an attestation mechanism to ensure
the integrity of the runtime and the OS services supplied to the application. We evaluate its per-
formance using general-purpose benchmarks and real-world applications, showing it matches
state-of-the-art solutions. A case study involving fintech company Credora reveals that TWINE
can be deployed in production with reasonable performance trade-offs. Finally, we identify
performance improvement through library optimisation, showcasing one such adjustment.

A trusted Wasm runtime for Arm TrustZone

We present WATZ [4], an efficient and secure runtime for trusted execution of Wasm code for
Arm’s TrustZone TEE. WATZ also includes a lightweight remote attestation system optimised for
Wasm applications running in TrustZone, addressing the lack of built-in attestation mechanisms.
The remote attestation protocol is formally verified using a state-of-the-art analyser and model
checker. Our evaluation of Arm-based hardware uses synthetic and real-world benchmarks,
illustrating typical tasks IoT devices achieve. WATZ’s execution speed is on par with Wasm
runtimes in the normal world and reaches roughly half the speed of native execution, which is
compensated by the additional security guarantees and the interoperability offered by Wasm.

Secure communication between TEEs

We introduce the design of a portable and fully attested publish/subscribe (pub/sub) middle-
ware system as a holistic approach for trustworthy and distributed communication between
various systems [2]. Pub/sub systems play a key role in enabling communication between nu-
merous devices in distributed and large-scale architectures. Based on this proposal, we have
implemented and evaluated a pub/sub broker running within Intel SGX, compiled in Wasm, and
built on top of industry-battled frameworks and standards, i.e., MQTT and TLS protocols. Our
extended TLS protocol preserves the privacy of attestation information, among other benefits.

1.5 Thesis outline

This thesis is organised into nine chapters, presenting the research findings in a logical sequence
for the reader’s convenience rather than adhering to a strict chronological order.

Part I introduces the core concepts and technologies further developed in this manuscript. Chap-
ter 2 provides an overview of the TEEs, whereas Chapter 3 explains attestation and its utmost
importance in establishing trust in TEEs. Chapter 4 introduces Wasm, a compact binary format
and portable compilation target, which is designed for secure application execution in browsers
and standalone runtimes. Part II explores how Wasm can serve as an efficient and lightweight
abstraction layer for TEEs. Chapter 5 evaluates the performance of Wasm in comparison to
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traditional web languages and how this technology can be used to reduce the threat model
of web applications. The trusted runtimes TwiINE and WATZ, which focus on securing appli-
cation execution in TEEs using Intel SGX and Arm TrustZone, respectively, are presented in
Chapters 6 and 7. Part III addresses the complexity of establishing trust for network communi-
cations using TEEs. In Chapter 8, we propose a publish/subscribe system that establishes secure
communication channels thanks to mutual attestation, which is independent of the underlying
TEE implementation, by leveraging Wasm as an abstraction mechanism. Chapter 9 concludes
the dissertation by summarising the key scientific contributions, discussing their implications
and exploring future research directions in the fields of Wasm and TEEs.

The remainder of this chapter outlines the scientific and open-source software contributions
that emerged from the research conducted within the scope of this doctoral thesis.

1.6 Attribution of contributions

This dissertation builds upon collaborations with students, insightful researchers, and various
research institutes. The scientific foundation of this thesis is derived from the resulting publi-
cations, which were developed with the invaluable support of the respective co-authors. In this
section, I acknowledge the contributions of the co-authors by attributing the relevant parts of
this dissertation to their corresponding ideas. Furthermore, I map each chapter of this disser-
tation to the underlying publications that we have authored.

Trusted execution environments The Computer Science Department of the University of Neu-
chatel has been actively engaged in the security research field of TEEs. As such, this thesis builds
upon prior work from team members [112, 146-148] and leverages these secure environments
as the foundation of my research, using them as a mechanism to efficiently execute trustwor-
thy applications on untrusted systems. In particular, my supervisors P. Felber, M. Pasin, and
colleague V. Schiavoni proposed easing the usage of TEEs on various hardware platforms.

Attestation in confidential computing P. Felber, M. Pasin, and V. Schiavoni jointly proposed
to examine the state-of-the-art techniques for attestation of TEEs. This joint effort led to a pre-
liminary workshop publication [7], where C. Gottel provided insights into the internal workings
of AMD SEV and Intel SGX. Later, we collaborated with RISE Research Institutes of Sweden to
further develop our work. A. Khurshid made contributions by enhancing the analysis of Arm
TrustZone-M. This expanded research has been published separately in a conference [6].

WebAssembly P. Felber and M. Pasin envisioned using Wasm as an abstraction layer for build-
ing secure and performant software that can run in TEEs regardless of the underlying hard-
ware [5]. This vision was inspired by the efficient execution of this intermediate language [94]
and the work of D. Goltzsche, R. Kapitza et al. in the context of TEEs [120].
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A use-case of WebAssembly: IncaMail P. Felber, V. Schiavoni, and the Swiss Post engaged
in discussions about the potential of leveraging Wasm to optimise the encryption performance
of IncaMail. We further refined the design to offload cryptographic operations to client devices
while strengthening the threat model [3]. As part of his master’s thesis, P. Gerig developed the
proof-of-concept implementation and evaluated the performance improvements.

A trusted WebAssembly runtime for Intel SGX: Twine The development of a trusted run-
time for executing Wasm on Intel processors was influenced by prior work on trusted software
abstractions [62—-64]. We built upon the open-source WebAssembly Micro Runtime (WAMR)
project, which initially offered limited support for Intel SGX. Our contributions resulted in a
conference publication and multiple pull requests on the project repository [8]. Later, we col-
laborated with Credora, which provided funding, and G. Mazzeo from Parthenope University of
Naples to further improve the trusted runtime and integrate it into Credora’s toolchain. The re-
sulting work has been published in a journal and led to several pull requests (listed in §1.8) [1].

A trusted WebAssembly runtime for Arm TrustZone: WaTZ Continuing our efforts to ab-
stract hardware using Wasm, we focused on developing a trusted runtime specifically designed
for Arm TrustZone with remote attestation. The attestation mechanism was influenced by state-
of-the-art protocols from both industry [122, 149] and academia [127], as well as emerging
standards like the Remote Attestation Procedures (RATS) [150]. We further extended WAMR
to serve as a trusted runtime and published our findings in a conference paper [4].

Trustworthy distributed systems with WebAssembly and TEEs We introduced a standard-
ised communication scheme to fully exploit the potential of TEEs. Our proposed architecture
leverages a pub/sub approach, enabling trusted parties to communicate while exchanging at-
testation proofs. As part of his master’s thesis, J. Oeftiger modified the Transport Layer Secu-
rity (TLS) protocol to include attestation information in the protocol’s handshake. Additionally;,
A. Griiter focused his master’s thesis on porting a pub/sub library to be compiled into Wasm.
A. Griiter integrated J. Oeftiger’s work into a proof-of-concept implementation, and we evalu-
ated the performance overheads. The resulting work led to a conference publication [2].

This doctoral thesis incorporates results from the VEDLIOT project, which received funding
from the European Union’s Horizon 2020 research and innovation programme under grant
agreement n° 957197. Besides, Credora financed the research work extending TWINE.

1.7 Published papers

The following peer-reviewed publications constitute the core of this manuscript, with each ar-
ticle either comprising an entire chapter or a significant portion thereof.!

'The numerical identifiers preceding the entries in the subsequent sections correspond to their respective biblio-
graphic records within the reference list located at the end of the manuscript.
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1.7 Published papers

[1]

[2]

[3]

[4]

[5]

(6]

[7]

(8]

James Ménétrey, Marcelo Pasin, Pascal Felber, Valerio Schiavoni, Giovanni Mazzeo, Arne Hollum,
and Darshan Vaydia. 2024. A comprehensive trusted runtime for WebAssembly with Intel SGX.
IEEE Transactions on Dependable and Secure Computing, 21, 4, 3562-3579. DOI: 10.1109/TDSC. 202
3.3334516.

James Ménétrey, Aeneas Griiter, Peterson Yuhala, Julius Oeftiger, Pascal Felber, Marcelo Pasin,
and Valerio Schiavoni. 2023. A holistic approach for trustworthy distributed systems with Web-
Assembly and TEEs. In 27th International Conference on Principles of Distributed Systems, OPODIS
2023, December 6-8, 2023, Tokyo, Japan (LIPIcs). Vol. 286. Schloss Dagstuhl - Leibniz-Zentrum fiir
Informatik, 23:1-23:23. poI: 10.4230/LIPICS.0PODIS.2023.23.

Pascal Gerig, Jimes Ménétrey, Baptiste Lanoix, Florian Stoller, Pascal Felber, Marcelo Pasin, and
Valerio Schiavoni. 2023. Preventing EFail attacks with client-side WebAssembly: the case of Swiss
Post’s IncaMail. In Proceedings of the 17th ACM International Conference on Distributed and Event-
based Systems, DEBS 2023, Neuchatel, Switzerland, June 27-30, 2023. ACM, 151-156. port: 10.114
5/3583678.3596899.

James Ménétrey, Marcelo Pasin, Pascal Felber, and Valerio Schiavoni. 2022. WaTZ: a trusted Web-
Assembly runtime environment with remote attestation for TrustZone. In 42nd IEEE International
Conference on Distributed Computing Systems, ICDCS 2022, Bologna, Italy, July 10-13, 2022. 1IEEE,
1177-1189. po1: 10.1109/ICDCS54860.2022.001186.

James Ménétrey, Marcelo Pasin, Pascal Felber, and Valerio Schiavoni. 2022. WebAssembly as a
common layer for the cloud-edge continuum. In FRAME@HPDC 2022: Proceedings of the 2nd Work-
shop on Flexible Resource and Application Management on the Edge, Minneapolis, MN, USA, 1 July
2022. ACM, 3-8. po1: 10.1145/3526059.3533618.

James Ménétrey, Christian Gottel, Anum Khurshid, Marcelo Pasin, Pascal Felber, Valerio Schiavoni,
and Shahid Raza. 2022. Attestation mechanisms for trusted execution environments demystified.
In Distributed Applications and Interoperable Systems: 22nd IFIP WG 6.1 International Conference,
DAIS 2022, Held as Part of the 17th International Federated Conference on Distributed Computing
Techniques, DisCoTec 2022, Lucca, Italy, June 13-17, 2022, Proceedings (Lecture Notes in Computer
Science). Vol. 13272. Springer, 95-113. DOI: 10.1007/978-3-031-16092-9_7.

James Ménétrey, Christian Go6ttel, Marcelo Pasin, Pascal Felber, and Valerio Schiavoni. 2022. An
exploratory study of attestation mechanisms for trusted execution environments. In 5th Work-
shop on System Software for Trusted Execution, SysTEX 2022, co-located with ASPLOS’22, Lausanne,
Switzerland, March 1, 2022. https://systex22.github.io/papers/systex22-final79.pdf.

James Ménétrey, Marcelo Pasin, Pascal Felber, and Valerio Schiavoni. 2021. Twine: an embedded
trusted runtime for WebAssembly. In 37th IEEE International Conference on Data Engineering, ICDE
2021, Chania, Greece, April 19-22, 2021, 205-216. DOI: 10.1109/ICDE51399.2021.00025.

The following peer-reviewed publications, although not forming the core of this dissertation,
have been published during my doctoral studies and have contributed to contextualising the
research presented herein.

[9]

[10]

Louis Vialar, Jimes Ménétrey, Valerio Schiavoni, and Pascal Felber. 2024. BlindexTEE: a blind
index approach towards TEE-supported end-to-end encrypted DBMS. In Stabilization, Safety, and
Security of Distributed Systems - 26th International Symposium, SSS 2024, Nagoya, Aichi, Japan,
October 20-22, 2024, Proceedings (Lecture Notes in Computer Science). Springer.

Mpoki Mwaisela, Joel Hari, Peterson Yuhala, Jimes Ménétrey, Pascal Felber, and Valerio Schi-
avoni. 2024. Evaluating the potential of in-memory processing to accelerate homomorphic encryp-
tion. In 43rd International Symposium on Reliable Distributed Systems, SRDS 2024, Charlotte, USA,
September 30-October 03, 2023. 1EEE.
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[11] Peterson Yuhala, James Ménétrey, Pascal Felber, Marcelo Pasin, and Valerio Schiavoni. 2024.
Fortress: securing IoT peripherals with trusted execution environments. In Proceedings of the 39th
ACM/SIGAPP Symposium on Applied Computing, SAC 2024, Avila, Spain, April 8-12, 2024. ACM,
243-250. DOI: 10.1145/3605098.3635994.

[12] Kevin Mika, René Griessl, Nils Kucza, Florian Porrmann, Martin Kaiser, Lennart Tigges, Jens Hage-
meyer, Pedro Trancoso, Muhammad Waqar Azhar, Fareed Qararyah, Stavroula Zouzoula, Jimes
Ménétrey, Marcelo Pasin, Pascal Felber, Carina Marcus, Oliver Brunnegérd, Olof Eriksson, Hans Sa-
lomonsson, Daniel Odman, Andreas Ask, Anténio Casimiro, Alysson Bessani, Tiago Carvalho, Karol
Gugala, Piotr Zierhoffer, Grzegorz Latosinski, Marco Tassemeier, Mario Porrmann, Hans-Martin
Heyn, Eric Knauss, Yufei Mao, and Franz Meierhofer. 2023. VEDLIoT: next generation accelerated
AloT systems and applications. In Proceedings of the 20th ACM International Conference on Comput-
ing Frontiers, CF 2023, Bologna, Italy, May 9-11, 2023. ACM, 291-296. DoOI: 10.1145/3587135.359
2175.

[13] Martin Kaiser, René Griessl, Nils Kucza, Carola Haumann, Lennart Tigges, Kevin Mika, Jens Hage-
meyer, Florian Porrmann, Ulrich Riickert, Micha vor dem Berge, Stefan Krupop, Mario Porrmann,
Marco Tassemeier, Pedro Trancoso, Fareed Qararyah, Stavroula Zouzoula, Anténio Casimiro, Alysson
Neves Bessani, José Cecilio, Stefan Andersson, Oliver Brunnegard, Olof Eriksson, Roland Weiss,
Franz Meierhofer, Hans Salomonsson, Elaheh Malekzadeh, Daniel Odman, Anum Khurshid, Pas-
cal Felber, Marcelo Pasin, Valerio Schiavoni, Jimes Ménétrey, Karol Gugala, Piotr Zierhoffer, Eric
Knauss, and Hans-Martin Heyn. 2022. VEDLIoOT: very efficient deep learning in IoT. In 2022 Design,
Automation & Test in Europe Conference & Exhibition, DATE 2022, Antwerp, Belgium, March 14-23,
2022. 1EEE, 963-968. DOI: 10.23919/DATE54114.2022.9774653.

[14] Peterson Yuhala, Jimes Ménétrey, Pascal Felber, Valerio Schiavoni, Alain Tchana, Gaél Thomas,
Hugo Guiroux, and Jean-Pierre Lozi. 2021. Montsalvat: Intel SGX shielding for GraalVM native im-
ages. In Middleware ’21: 22nd International Middleware Conference, Québec City, Canada, December
6-10, 2021. ACM, 352-364. DOI: 10.1145/3464298.3493406.

1.8 Open-source software contributions

This thesis aimed to contribute to the open-source communities that initially developed soft-
ware used throughout the research in this dissertation. These contributions led to receiving
the following prestigious award and recognition. The remaining of this section enumerates the
contributions that have led to these acknowledgements.

* HiPEAC Tech Transfer Award (2022) for integrating Wasm with Intel SGX, specifically
the award Full-stack trusted WebAssembly runtime using Intel SGX enclaves for secure crypto-
currency credit scoring [151].

* Recognised Contributor from the Bytecode Alliance for the numerous open-source con-
tributions to the WAMR Wasm runtime [152].

Scientific reproducibility is a fundamental principle of rigorous research, ensuring that research
findings can be independently verified and built upon by other researchers. Throughout this
thesis, the work conducted has resulted in the creation of open-source software artefacts that
encourage reproducible experiments. These artefacts are publicly available on GitHub, allowing
other researchers to access, examine, and build upon the work presented in this thesis. The
references to the relevant GitHub repositories are provided below.
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[15]

[16]

[17]

[SW] James Ménétrey, TWINE runtime and experiments Jan. 15, 2024. URL: https://github.c
om/jamesmenetrey/unine-twine.

[SW] James Ménétrey, Aeneas Griiter, and Julius Oeftiger, A Holistic Approach for Trustworthy
Distributed Systems with WebAssembly and TEEs: code and benchmarks Dec. 1, 2023. URL:
https://github.com/JamesMenetrey/unine-opodis2023.

[SW] James Ménétrey, WATZ runtime and experiments May 19, 2022. URL: https://github.c
om/jamesmenetrey/unine-watz.

In addition to the software artefacts related to the published papers, software contributions
have been made to upstream enhancements and bug fixes of open-source projects used in the
research of this thesis. These contributions were submitted in the form of GitHub pull requests.
The links to the relevant pull requests are also provided below.

Contributions to WAMR

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

[29]

[30]

[31]

[SW] James Ménétrey, Clarify how to verify SGX evidence without an SGX-enabled platform
Feb. 17, 2024. URL: https://github.com/bytecodealliance/wasm-micro-runtime/pull/3158.

[SW] James Ménétrey, Attestation: free JSON from the Wasm module heap Nov. 22, 2023. URL:
https://github.com/bytecodealliance/wasm-micro-runtime/pull/2803.

[SW] James Ménétrey, SGX-RA: disable the building of samples Aug. 28, 2023. URL: https://g

ithub.com/bytecodealliance/wasm-micro-runtime/pull/2507.

[SW] Jimes Ménétrey, Upgrade SGX-RA integration for 0.1.2 and Ubuntu 20.04 Aug. 15, 2023.
URL: https://github.com/bytecodealliance/wasm-micro-runtime/pull/2454.

[SW] James Ménétrey, Remove a file test outside of the specs and improve CI reporting Mar. 24,
2023. URL: https://github.com/bytecodealliance/wasm-micro-runtime/pull/2057.

[SW] Jimes Ménétrey, SGX IPFS: fix a segfault and support seeking beyond the end of files while
using SEEK_CUR/SEEK_END Jan. 30, 2023. URL: https://github.com/bytecodealliance/wasm—m
icro-runtime/pull/1916.

[SW] James Ménétrey, linux-sgx: open files with any paths in the sandbox using IPFS Nov. 7,
2022. URL: https://github.com/bytecodealliance/wasm-micro-runtime/pull/1685.

[SW] Jdmes Ménétrey, linux-sgx: improve the documentation of SGX-RA Nov. 4, 2022. URL:
https://github.com/bytecodealliance/wasm-micro-runtime/pull/1679.

[SW] James Ménétrey, linux-sgx: use non-destructive modes for opening files using SGX IPFS
Oct. 27, 2022. URL: https://github.com/bytecodealliance/wasm-micro-runtime/pull/1645.

[SW] Jimes Ménétrey, Normalize how the global heap size is defined across iwasm apps Oct. 25,
2022. URL: https://github.com/bytecodealliance/wasm-micro-runtime/pull/1628.

[SW] James Ménétrey, linux-sgx: implement POSIX calls based on getsockname and booloption
Oct. 11, 2022. URL: https://github.com/bytecodealliance/wasm-micro-runtime/pull/1574.

[SW] James Ménétrey, linux-sgx: implement getpeername, recvfrom and sendto Oct. 6, 2022.
URL: https://github.com/bytecodealliance/wasm-micro-runtime/pull/1556.

[SW] James Ménétrey, linux-sgx: fix directional OCALL parameter for getsockname Oct. 4, 2022.
URL: https://github.com/bytecodealliance/wasm-micro-runtime/pull/1554.

[SW] James Ménétrey, Hash map: Fix a wrongly named parameter and enhance the docs Sept. 29,
2022. URL: https://github. com/bytecodealliance/wasm-micro-runtime/pull/1540.
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Chapter 2
Trusted execution environments

Trusted execution environments (TEEs) are a cornerstone security technology of this disser-
tation, providing hardware-based primitives that protect the confidentiality of sensitive data
and computations across cloud and IoT infrastructures. This chapter presents a comprehensive
survey of the many TEE paradigms and technologies developed over the past decade, including
Intel SGX, Arm TrustZone, AMD SEV, and some RISC-V implementations. Finally, the chapter
also mentions some limitations and drawbacks, which hinder the widespread adoption of TEEs.

Chapter outline

2.1 A hardware-assisted security system with many faces . . . ... ... ........ 20

2.2 A structured comparison of TEE characteristics and features . . . . ... ... ... 22
2.2.1 IntroductiontoIntel SGX . ... ... ... ... ..o .. 23
2.2.2 Introduction to Arm TrustZone . . . . .. ... ... ... ... 27
2.2.3 Introductionto AMD SEV . . . . ... ... . o oo 30
2.2.4 Introduction to other notable TEE implementations . . . . .. ... ... .. 34
2.2.5 A summary of the TEE characteristics . . . . . .. ... ... ......... 36

2.3 Are TEEs the silver bullet for security? . . . ... ... ... .. ........... 36

19



Chapter 2 Trusted execution environments

2.1 A hardware-assisted security system with many faces

Security is a paramount concern in today’s interconnected digital landscape, particularly in the
era of cloud, edge, and IoT systems, where users’ data is distributed across multiple locations un-
der different jurisdictions. Cloud users must trust that their data and workloads remain secure
on shared infrastructure, despite potential vulnerabilities and curious providers with adminis-
trative power. Simultaneously, infrastructure providers need protection from malicious tenants
who may exploit vulnerabilities for personal gain. The distributed nature of edge computing fur-
ther complicates security, as devices are installed in various locations, making physical control
challenging. Edge administrators have similar powers to cloud providers, while users in prox-
imity may physically abuse devices. Addressing these security challenges is crucial for ensuring
the integrity and confidentiality of data and systems in modern computing environments.

To address the security challenges in cloud and edge computing, various privacy-preserving
technologies have been proposed. Fully homomorphic encryption (FHE) allows computation
on encrypted data without the need for decryption, but it incurs significant computational over-
heads that make it impractical for many real-world applications [55-57]. Secure multi-party
computation (SMPC) enables multiple parties to collaborate on a computational task while
keeping their individual inputs private, but the extensive communication required between the
parties results in substantial network overheads, limiting its scalability and performance [58-
60]. Trusted computing (TC) with Trusted Platform Modules (TPMs) offers a hardware-based
solution for secure key storage and attestation, but it lacks support for arbitrary mathemat-
ical operations and code execution, restricting its applicability in privacy-preserving compu-
tations [61]. While these technologies provide strong security guarantees, their performance
limitations and lack of versatility have motivated the search for alternative approaches that can
better balance security and efficiency in privacy-preserving computations.

Most recent versions of popular computer architectures include some form of a trusted exe-
cution environment (TEE), a practical solution for isolating software execution and its related
data. TEEs aim to provide safe and trustworthy code execution on (remote) untrusted hard-
ware. Hardware manufacturers have provided TEE implementations more than a decade ago,
each one of them offering different features and guarantees. These technologies enable the
processing of data, contained in isolated memory areas that cannot be accessed or tampered
with by more privileged software, such as the operating system or the hypervisor. Hence, cloud
providers and edge device owners with management rights or even physical control cannot ac-
cess the data and computation of a tenant, protecting the confidentiality of their applications.

Varying trust boundaries The absence of a unified definition for TEEs is a consequence of the
lack of standardisation across TEE implementations. Instead, each TEE is tied to a specific threat
model, as defined by the respective CPU vendor. However, CPU manufacturers have introduced
a variety of TEE designs over the years, which have converged towards a common set of trust
boundaries and security features across different TEE implementations. Figure 2.1 illustrates
the legacy computing stack in contrast to the three primary trust boundaries found in current
TEE implementations when handling confidential data. The green box represents the trusted
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Figure 2.1: The trust boundaries of the legacy computing stack (without TEEs) compared to the three primary trust
boundaries in current CPU-bound TEE implementations. The green boxes () denote the trust boundaries, i.e.,
the elements with potential access to confidential data, whereas the blue boxes () indicate potentially malicious
components that do not compromise data confidentiality. Fewer green boxes are better from a security standpoint,
as it reduces the attack surface of the TCB.

computing base (TCB), which is the portion of the environment that must be trusted, as it has
access to confidential data. These environments are elaborated upon in the following sections.

* Legacy stack. In the absence of confidential computing, the entire environment must be
trusted, including the premises, staff, hardware, operating systems (OSes), and applica-
tions handling confidential data. Data owners are required to trust the machine operators
and the software stack, and a vulnerability at any level can lead to data breaches.

* Partition-based TEEs. This approach divides the system into two or more partitions,
relying on the processor to ensure secure isolation. The primary benefit of this trust
boundary is the exclusion of machine operators and the regular operating system from the
TCB. However, this approach typically requires the use of a small, dedicated, and trusted
operating system within the trusted partition. A significant drawback is the resulting
large TCB, which comprises various software such as the firmware, operating system, and
unrelated applications in the same environment as the confidential data. The increased
TCB size increases the risk of security vulnerabilities in the code [110]. Examples of
partition-based TEEs include Arm TrustZone [104] and Keystone [105] for RISC-V.

* VM-based TEEs. Virtual machines (VMs) have proven to be an effective paradigm for iso-
lating operating systems and their applications, preventing them from altering the hosting
environment. VM-based TEEs extend this virtualisation concept by transforming trusted
VMs into a two-way sandbox, preventing the hypervisor and host OS from interacting
with the trusted VM. This trust boundary is the most natural for operators and develop-
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ers, as most operating systems and applications are already compatible with this approach.
Similar to partition-based TEEs, VM-based TEEs suffer from a large TCB due to the em-
bedding of the operating system and unrelated software. Examples of VM-based TEEs
include AMD SEV [106], Intel TDX [107], and Arm CCA [108, 153].

Process-based TEEs. Process-based TEEs limit the trust boundary to only the code that
processes the confidential data, resulting in the smallest TCB. This reduced attack surface
provides a security advantage, as it reduces the likelihood of facing vulnerable software
components. However, this approach often impacts the ease of programming trusted ap-
plications, requiring a shift in the development paradigm since the operating system is
not trusted. This leads to severe constraints, such as the inability to trust system calls.
Examples of process-based TEEs include Intel SGX [102] and Sanctum [103] for RISC-V.

The remainder of this chapter explores three widely-used market-available CPU-bound TEE
implementations: Intel SGX [102], Arm TrustZone [104], and AMD SEV [106]. Additionally,
this chapter briefly documents several other academic and emerging TEE implementations to
provide a comprehensive overview. Intel SGX and Arm TrustZone are further used in this disser-
tation as the foundation for implementing the trusted WebAssembly (Wasm) runtimes TWINE
and WATZ, which are discussed in detail in Chapters 6 and 7, respectively.

2.2 A structured comparison of TEE characteristics and features

In this section, we present a structured comparison of the cornerstone features of TEEs. The
following characteristics are compared for each TEE implementation.
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* Memory protection: Memory protection is a core feature of any TEE. Its primary purpose

is to safeguard the confidentiality of the memory used by trusted software components.
TEEs use several mechanisms to achieve this goal. 1) Memory isolation: segregates the
trusted memory region from untrusted software, ensuring that sensitive data remains
inaccessible to unauthorised processes. 2) Memory integrity: an active mechanism that
prevents the TEE memory from being tampered with. 3) Memory encryption: protects
against unauthorised access and memory snooping attempts, adding an extra layer of
security in case the memory isolation is breached or a hardware attack is conducted. 4)
Memory freshness: protects against replay and rollback attacks, ensuring that the integrity
of the TEE state is preserved throughout its lifecycle.

Development paradigm: The development paradigm for trusted applications is a key
aspect to consider when opting for a TEE implementation. It comprises the programming
approaches and the complexity involved in creating software that runs within the TEE.

Execution flow: Describe the process of starting the TEE instance, loading the trusted
application, and managing its execution and interaction with the untrusted environment.

Concurrent domains: TEE instances may run concurrently on the same machine while
the hardware guarantees the trust boundaries between these instances.
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* System support for isolation: The hardware and software mechanisms that enforce the
TEE features, protecting the trusted software from the untrusted environment.

* Open source: Indicate whether the source code of the TEE components is either partially
or fully publicly available, allowing scrutiny from the community.

2.2.1 Introduction to Intel SGX

Intel Software Guard Extensions (SGX) [102] is a security extension of the Intel instruction
set architecture (ISA) introduced in 2015 with the Skylake generation of Intel processors. SGX
enables the creation of encrypted memory regions called enclaves, which are executed in user
mode and mapped into the virtual address space of the host process. The purpose of enclaves
is to provide a secure environment for executing code and processing sensitive data, shielded
from the outside world, including the operating system, the hypervisor and privileged users.

Intel SGX uses a dedicated memory region called the Enclave Page Cache (EPC) to store the code
and data of enclaves. The EPC is a secure area within the system memory that is inaccessible
to other programs, including the operating system and hypervisor. When an enclave is created
or accessed, its pages are loaded into the EPC, and the traffic between the CPU and the EPC
remains confidential thanks to the memory encryption engine (MEE). However, the EPC has
a limited size, which varies depending on the SGX version. When the EPC becomes full, and
additional enclave pages need to be loaded, the processor uses a swapping mechanism to evict
some of the existing pages from the EPC and replace them with the required ones, leading to
performance degradation due to the overhead associated with the swapping process [154, 155].

Intel SGX has evolved through multiple versions in two dimensions: instruction set and imple-
mentation [156]. The former axis comprises SGX1 and SGX2, while the latter axis includes SGX
Client and SGX Scalable. The main differences between SGX1 and SGX2 are explained below.

* SGX1: Introduced in the Skylake generation of Intel processors in 2015 and available up
to the Kaby Lake generation in 2016, SGX1 represents the initial implementation of Intel
SGX, providing the core features for creating and executing secure enclaves with a fixed
amount of enclave memory set during the compilation of the enclave binaries.

* SGX2: Introduced in the Gemini Lake generation of consumer-grade processors in 2017
and the Ice Lake generation of server-grade processors in 2019, SGX2 [157, 158] allow
additional flexibility in runtime management of enclave resources, e.g., Enclave Dynamic
Memory Management (EDMM), and thread management within an enclave [159].

The main differences between SGX Client and SGX Scalable are explained below.

* SGX Client: Initially shipped with SGX1, SGX Client has an EPC limited to the small size
of 256 MiB, leading to performance degradation as the EPC usually reaches capacity using
any real-world application, triggering the swapping mechanism of enclave memory pages.
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* SGX Scalable: Introduced in the Ice Lake generation of server-grade processors in 2019,
SGX Scalable [160, 161] supports multi-socket platforms and extends the EPC up to
512 GiB per CPU, significantly reducing the need for swapping for large enclaves. How-
ever, this increased capacity comes with drawbacks that are elaborated below.

Memory protection Intel SGX isolates the memory of enclaves from the untrusted environ-
ment by leveraging hardware-based access control mechanisms. The processor enforces strict
access control policies to ensure that only authorised code executing within an enclave can
access the enclave’s memory. When an enclave is created, the processor allocates a dedicated
portion of the EPC to store the enclave’s code and data. The processor maintains a set of access
control structures, such as the Enclave Page Cache Map (EPCM), which keeps track of the per-
missions and ownership of each EPC page. The processor checks these access control structures
on every memory access to determine whether the access is allowed. If the code executing out-
side an enclave attempts to access the enclave’s memory directly, the processor will deny the
access, effectively isolating the enclave’s memory from the untrusted environment.

SGX Client and SGX Scalable handle memory encryption, integrity, and freshness differently.

* In SGX Client, the MEE transparently encrypts enclave memory data blocks (512 bit, the
size of a cache line) using AES-CTR, a symmetric block cipher, when they leave the CPU
cache lines [162]. The encrypted data blocks are stored in the EPC and only decrypted
when loaded back into the CPU, ensuring data confidentiality against software and hard-
ware attacks. Moreover, SGX Client authenticates each data block with a message au-
thentication code (MAC) and stores them in the EPC, which guarantees data integrity
against tampering attacks. To prevent rollback attacks, SGX Client maintains an integrity
tree (a variant of a Merkle tree), containing counters that are associated with the encryp-
tion of data blocks. While the lower levels of the integrity tree (i.e., those closest to the
leaf nodes) reside in the EPC, the upper levels (a few kilobytes) are stored in the proces-
sor package’s SRAM, which is resilient to software and hardware rollback attacks [162].
When the EPC reaches its capacity, the OS evicts some enclave memory pages to untrusted
memory, using similar cryptographic protections to ensure the confidentiality, integrity,
and freshness of the evicted pages [163].

* SGX Scalable uses Intel Total Memory Encryption (TME) [164] technology to encrypt
the memory of enclaves. Intel TME is a hardware-based security feature that encrypts
the entirety of a system’s physical memory using ephemeral keys generated by the pro-
cessor. When used with SGX Scalable, TME uses a separate key for encrypting the EPC.
TME relies on the AES-XTS encryption mode, which provides confidentiality but does not
inherently provide integrity and freshness against hardware attacks, as this block cipher
does not authenticate ciphertext. By removing the additional memory access required
for the integrity tree, SGX Scalable reduces the performance impact to a small latency
on each memory operation due to encryption. As a result, SGX Scalable trades some
hardware guarantees with support for larger EPC sizes while balancing the performance
requirements of scalable server workloads [160].
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Development paradigm An SGX enclave program is partitioned into two distinct components:
the untrusted part and the trusted part. The untrusted part, built as a regular executable,
contains all code that does not operate on sensitive data at runtime. Conversely, the trusted
part, compiled as a shared object, contains the enclave code, which operates on sensitive data
within the TEE, i.e., the isolated region mapped in the application’s virtual address space. The
enclave binary is self-contained and includes all the code and dependencies required for secure
execution, operating independently and without relying on any operating system services, such
as system calls, as the OS resides outside the trust boundary of a partition-based TEE.

Building Intel SGX enclave programs requires using a unique programming paradigm that dif-
fers from traditional application development. Developers can leverage various tools and frame-
works to create these programs, each with its advantages and trade-offs. The official Intel SGX
SDK [165] provides a rich set of libraries, tools, and documentation for developing enclave ap-
plications in C/C+ +. Alternatively, developers can use unofficial SDKs that abstract the target
TEE, such as Open Enclave [133], or leverage SDKs tailored for other programming languages,
like the Apache Teaclave SGX SDK for Rust [166], which provides a more expressive program-
ming model. Another approach is to use library OSes like SGX-LKL [64], Gramine [63] or
Occlum [167], which abstract the complexity of the SGX development paradigm by wrapping
existing applications and mimicking the system interface of a traditional OS. Regardless of the
chosen approach, developing Intel SGX enclave programs remains a complex task that requires
careful consideration of the security implications of specific implementations.

Execution flow Figure 2.2 shows the execution flow of an SGX program. The untrusted part,
built as a standard executable, creates the enclave by allocating and configuring the necessary
control structures in the EPC. Code and data pages are then added to the enclave (®). Once
initialised, the host process can invoke the enclave’s trusted functions through enclave calls
(ECALLSs), which transition the logical processor into enclave mode and securely transfers the
execution flow to predefined entry points within the trusted code (®). Conversely, the enclave
can use outside calls (OCALLSs) to execute functions in the untrusted part when necessary (®).
Upon completion of a trusted function, the execution flow returns to the caller in the untrusted
part (@). Hardware exceptions during enclave execution are handled by a mechanism that
saves the enclave state and invokes the exception handler before resuming execution.

Concurrent domains Intel SGX does not impose a strict limit on the number of enclaves that
can be concurrently active on a single system. However, the capacity of the EPC does constrain
the total amount of protected memory available for all running enclaves. To mitigate this lim-
itation, the OS can evict enclave memory pages from the EPC and store them in unprotected
main memory, thereby freeing up EPC memory for newly created enclaves. The drawback of
EPC page eviction is increased latency when accessing swapped-out enclave pages. Before an
evicted page can be accessed by the enclave, it must first be moved back into the EPC, incurring
a performance penalty, estimated to 40 k cycles, compared to 200 cycles on EPC hit [155]. With
SGX Scalable, which supports a considerably larger EPC, the need for enclave page eviction is
greatly reduced, improving performance for workloads requiring many large enclaves.
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Figure 2.2: The typical execution flow of running a trusted application using Intel SGX. The green boxes (O)
illustrate the TCB of Intel SGX, while the red boxes (O) represent components outside the TCB, which can be
potentially compromised or malicious.

System support for isolation The protection is enforced through a combination of hardware
and software components. At the hardware level, SGX introduces new instructions in Intel
ISA that form the foundation of the SGX implementation. These instructions are implemented
using XuCode [168], a technology developed by Intel to deliver complex instruction flows more
quickly and with reduced impact compared to traditional hardware implementations. XuCode
runs from protected system memory in a special execution mode of the CPU, set up by processor
firmware. It has its own instruction set based on the 64-bit instruction set. Intel SGX includes the
SGX instruction leaf flows, memory management, enclave operations, key derivation, and TCB
recovery, which are implemented using a combination of XuCode, microcode, and hardware
circuits. Finally, these low-level mechanisms are invoked or managed by software, using an
SGX kernel driver and the SGX Platform Software (PSW), with the latter consisting of user-
level services and libraries that enable interaction between SGX enclaves and the host system.

Open source Intel SGX’s hardware components, including the XuCode and microcode, are
proprietary and not disclosed to third parties. However, recent reverse engineering efforts have
revealed some of these microarchitectural implementation details [169, 170]. In contrast to the
closed-source hardware, most SGX software implementations are open-source. These include
the SGX driver, which has been integrated into the Linux kernel, as well as the SGX PSW, the
SGX SDK, and various tools for issuing and verifying SGX attestation [171].
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2.2.2 Introduction to Arm TrustZone

TrustZone [104] is a hardware security extension introduced by Arm in 2004 for application pro-
cessors (Cortex-A series), known as TrustZone-A, and later adapted for microcontrollers (Cortex-
M series), referred to as TrustZone-M. It provides a secure execution environment by partition-
ing the processor into two worlds: the normal world and the secure world. The normal world
runs a rich operating system and untrusted applications, while the secure world hosts security-
critical services and trusted applications. The isolation between the two worlds is enforced by
hardware, ensuring that the normal world cannot access the resources of the secure world.

While TrustZone-A and TrustZone-M share the same high-level concepts, they differ in their
low-level implementations to accommodate the specific requirements of their target platforms.

* TrustZone-A (TrustZone for Cortex-A processors) [172], starting with the Armv6K archi-
tecture, provides a single secure execution environment per system, managed by a secure
monitor that handles the context switching between the normal and secure worlds. It
allows the secure world to access resources of the normal world, while the normal world
is prevented from accessing secure resources directly.

* TrustZone-M (TrustZone for Cortex-M processors) [173], starting with the Armv8-M ar-
chitecture, is designed for resource-constrained embedded devices and features a more
lightweight implementation. It removes the need for a secure monitor by using memory
map-based partitioning and automatic state transitions in exception handling code.

OP-TEE (Open Portable Trusted Execution Environment) [111] is an open-source framework
that leverages TrustZone-A to provide a standard and secure environment for running trusted
applications (TAs). It is one of the several ways to create and execute TAs for TrustZone, and this
thesis focuses on the OP-TEE approach. OP-TEE consists of a small trusted OS running in the
secure world and an API for communication between the normal and secure worlds. The trusted
OS manages the lifecycle of TAs and provides services such as secure storage, and cryptographic
operations. OP-TEE follows the GlobalPlatform TEE specifications, which define a standardised
architecture and API for developing TAs that can be ported across different TEEs platforms.

Memory protection TrustZone provides hardware-enforced memory isolation between the
secure world (TEE) and normal world (REE), with the isolation extending from the proces-
sor core to the memory and peripheral buses. The isolation is achieved through the use of a
dedicated processor bit, known as the non-secure (NS) bit, and determines the current secu-
rity state of the processor. The memory infrastructure is extended with the TrustZone Address
Space Controller (TZASC) and TrustZone Memory Adapter (TZMA), which use the NS bit to
configure specific memory regions as secure or non-secure. When the NS bit is set, indicat-
ing that the processor is in the normal world, any attempt to access secure memory regions is
blocked. Conversely, when the NS bit is cleared, the processor operates in the secure world and
can access both secure and non-secure memory. This strict memory partitioning ensures that
even if the REE is compromised, it cannot access sensitive data residing in secure memory.

However, while TrustZone offers robust memory isolation, it does not inherently guarantee the
confidentiality, integrity, or freshness of data stored in secure memory. The absence of memory
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encryption leaves data potentially vulnerable to physical attacks by adversaries with direct ac-
cess to the memory bus or DRAM modules. Moreover, TrustZone lacks native support for mem-
ory integrity verification and replay protection, which are crucial for preventing unauthorised
tampering. To achieve these security properties, additional system-on-chip (SoC) extensions
are typically required. These extensions may include dedicated hardware modules for memory
encryption and secure boot mechanisms to verify the integrity of the TEE.

Development paradigm Developing TAs for TrustZone involves a specific programming ap-
proach and introduces additional complexity compared to regular application development.
TAs are typically written in C and compiled into a single binary that runs within the secure
world managed by a trusted OS like OP-TEE. Alternative development frameworks exist, such
as RusTEE [67] for programming TAs using Rust. To be trusted by OP-TEE, the binary must
be signed with a private key corresponding to a public key that OP-TEE recognises. The signed
binary can either be statically compiled into OP-TEE or located in the REE file system, from
where OP-TEE will load it into secure memory when needed. TAs have direct low-level access
to secure world resources but are constrained by the limited memory and API provided by the
trusted OS. This restriction prevents TAs from leveraging the libraries and system calls available
in the normal world OS. They can communicate with client applications in the normal world
through a secure monitor that mediates world switches and data sharing. Debugging a trusted
application requires either an emulator like QEMU or a special-purpose development board
equipped with a TrustZone-enabled processor. These additional steps and requirements make
the development and testing cycle for TAs more complex compared to traditional applications.

Execution flow Figure 2.3 illustrates the execution flow of a TA in TrustZone using OP-TEE.
A TA is initialised when a program running in the normal world invokes the TA using the
GlobalPlatform (GP) API (). This API call is handled by the OP-TEE driver in the Linux kernel,
which forwards the request to the OP-TEE OS running in the secure world via a Secure Monitor
Call (SMC) (@). The OP-TEE OS resolves the TA using its universally unique identifier (UUID),
which is passed as a parameter in the GP API call. The secure monitor is then used to switch
the processor state from the normal world to the secure world (®), where the OP-TEE OS takes
control (®). The OP-TEE OS then locates the TA binary, verifies its signature, and loads it into
the user space memory. Once the TA is initialised, the OP-TEE OS invokes a predefined entry
point within the trusted code, allowing the TA to execute in the secure user space (®). During
its execution, the TA can request services from the normal world OS using remote procedure
calls (RPCs) handled by the tee-supplicant daemon, running in the normal world user space (®).

Concurrent domains The TrustZone architecture is limited to running a single secure world
concurrently alongside the normal world. The processor can only be in one world at a time, as
indicated by the NS bit, which is propagated throughout the system to enforce strict isolation
between the two worlds. Consequently, TrustZone does not natively support the execution of
multiple secure worlds in parallel, as the secure monitor is responsible for managing the context
switching between the two worlds based on the NS bit. This architectural constraint has led
researchers to explore virtualisation techniques to extend TrustZone’s features and enable the
co-existence of multiple secure environments on the same device. Notable examples include
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Figure 2.3: The typical execution flow of running a trusted application using Arm TrustZone with OP-TEE. The green
boxes (O) illustrate the TCB of Arm TrustZone, while the red boxes (O) represent components outside the TCB,
which can be potentially compromised or malicious.

RTZVisor [174] and pRTZVisor [175], which leverage TrustZone to create a virtualised envi-
ronment in the secure world. These hypervisors allow multiple guest operating systems to run
concurrently within the secure world, each with its own isolated memory space.

System support for isolation TrustZone’s isolation between the secure and normal worlds is
enforced through a combination of processor, memory, and peripheral protection mechanisms.
The processor operates in either the secure or normal state, as determined by the NS bit. This bit
is propagated throughout the system buses to enforce access control. During the boot process,
the firmware configures the TrustZone TZASC and TZMA to partition memory into secure and
non-secure regions. The secure monitor, running in the highest privilege level, is responsible for
managing world switches via the SMC instruction. The monitor saves the state of the current
world and restores the state of the target world during these transitions. The NS bit is used by
the memory controllers to prevent non-secure access to secure memory regions. Peripherals can
also be configured as secure or non-secure using the TrustZone Protection Controller (TZPC).
This allows the secure world to have exclusive access to a subset of peripherals.

Opensource Open-source reference implementations of the firmware for Arm SoCs are widely
accessible to developers and researchers, such as Trusted Firmware-A (TF-A) [176] for Cortex-
A processors and Trusted Firmware-M (TF-M) [177] for Cortex-M processors. These projects
provide a solid starting point to build upon, and many public toolchains for building trusted
systems rely on them. Additionally, there are open-source initiatives for trusted operating sys-
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tems, such as OP-TEE [111] and Open-TEE [178], which implement the necessary framework
for programming and securing TAs and enabling communication between the normal and se-
cure worlds. In contrast to the software stack, the openness of TrustZone hardware is largely
dependent on the manufacturers [179]. Some manufacturers, such as Xilinx, have taken a
more transparent approach by publicly disclosing technical details and releasing development
boards [180]. However, other manufacturers have been more reluctant to openly share techni-
cal details, making their platforms less suitable for academic exploration of TrustZone [181].

2.2.3 Introduction to AMD SEV

AMD Secure Encrypted Virtualization (SEV) is a hardware-based technology that enables the
creation of confidential VMs on AMD processors. SEV allows the execution of minimally modi-
fied operating systems and unmodified applications within an isolated environment, shielding
the VM’s memory from the hypervisor and other privileged software. The primary purpose of
SEV is to protect the confidentiality of data processed within the VM, even in untrusted cloud
environments. SEV is available in three versions: SEV, SEV-ES, and SEV-SNP, each building
upon the previous version to enhance security and address specific vulnerabilities.

* SEV [182]: Introduced with the 1st-generation AMD EPYC processor family (2017), SEV
provides memory encryption for VMs using a unique 128-bit AES key per VM, ensur-
ing the confidentiality of data processed within the VM. However, this version of SEV
could leak sensitive information during interrupts from guests to the hypervisor through
unencrypted registers, exposing the VM’s internal state to a malicious or compromised
hypervisor [183].

* SEV-ES [184]: Introduced with the 2nd-generation AMD EPYC processor family (2019),
SEV-ES (Encrypted State) addresses the register leakage vulnerability present in the ini-
tial version of SEV, where sensitive information could be exposed during interrupts from
guests to the hypervisor through unencrypted registers. SEV-ES encrypts the VM’s register
state during transitions between the guest and the hypervisor, ensuring that the hypervi-
sor can only access specific guest registers with explicit permission from the guest OS.

* SEV-SNP [185]: Introduced with the 3rd-generation AMD EPYC processor family (2021),
SEV-SNP (Secure Nested Paging) builds upon SEV-ES by adding strong memory integrity
protection to prevent hypervisor-based attacks [123, 186, 187]. SEV-SNP mitigates threats
such as memory tampering and TCB rollback, addressing the limitations of SEV-ES, which
was vulnerable to certain attacks that could compromise the trust that third parties could
place in confidential VMs when operating in untrusted environments remotely.

Memory protection The memory protection mechanisms of AMD SEV, SEV-ES, and SEV-SNP
are incrementally built upon each other, with each version introducing additional security fea-
tures and enhancements that are further elaborated below.

* SEV: Relies on the underlying technology of AMD Secure Memory Encryption (SME)
to isolate the memory of confidential VMs. SME is a hardware-based feature that en-
ables the encryption of main memory to protect against physical attacks and unautho-
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rised access. It uses dedicated hardware in the on-die memory controllers, which include
a high-performance Advanced Encryption Standard (AES) engine. This engine encrypts
data when it is written to DRAM and decrypts it when read, using a unique 128-bit AES
key managed by the AMD Secure Processor (AMD-SP). The AMD-SP is a dedicated co-
processor integrated within the AMD SoC, responsible for generating and storing the en-
cryption key securely. The OS or hypervisor controls which memory pages are encrypted
by setting the C-bit (a dedicated bit of the physical address) in the page table entries,
indicating that the corresponding pages should be encrypted. AMD SEV extends SME by
assigning a unique encryption key to each VM, allowing the guest OS to choose which
pages to encrypt selectively. This enables the encryption of sensitive data while leaving
some pages unencrypted for data exchange with other VMs or peripherals. Additionally,
SEV introduces the concept of VM address space identifier (ASID), a unique identifier as-
signed to each VM by the hypervisor, which is used to tag all code and data associated
with a particular VM, ensuring that the data can only be accessed by the VM owner. As
a result of this fine-grained security model, both the hypervisor and guest OSes must be
designed to support and leverage these hardware-based security features.

SEV-ES: The first version of AMD SEV has a weakness where sensitive information can be
exposed during interrupts from guests to the hypervisor through unencrypted registers.
For example, a malicious hypervisor can read the registers typically used to hold AES keys
when using the x86 AES instructions, potentially leading to data leaks. SEV-ES addresses
this issue by encrypting the guest VM’s register state during transitions between the guest
and the hypervisor. It introduces the concept of a Virtual Machine Control Block (VMCB),
which is divided into two sections: the control area owned by the hypervisor and the
save area used to store the VM’s encrypted register state. The guest VM controls which
registers are exposed to the hypervisor on a per-case basis, ensuring that the hypervisor
can only access specific guest registers with explicit permission from the guest OS.

SEV-SNP: While SEV-ES offers additional protection for CPU register state, it still has
weaknesses that can be exploited by a malicious hypervisor. For instance, the hypervisor
can perform memory rollback attacks, where it replaces the current memory content with
an older snapshot, leading to data corruption or the execution of outdated code. Addi-
tionally, attackers may attempt to roll back the AMD-SP firmware itself to a vulnerable
version, compromising the security of the entire system. SEV-SNP tackles these issues by
introducing memory integrity protection through the Reverse Map Table (RMP), which
tracks the ownership of each memory page and ensures that only the owner can modify
its content. The RMP, combined with a new page validation mechanism, prevents mem-
ory replay, corruption, aliasing, and re-mapping attacks. Furthermore, SEV-SNP enhances
the security of the AMD-SP firmware by cryptographically signing its version, leading to
a new proof of trust called the Versioned Chip Endorsement Key (VCEK), making it im-
possible for attackers to rollback to an older, vulnerable version without notice. Another
notable improvement in SEV-SNP is that guest operating systems can now directly com-
municate with the AMD-SP using a protected path, enabling advanced features such as
flexible attestation and secure key derivation. It is important to note that while SEV-SNP
significantly enhances the security of confidential VMs, it does not address physical on-
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Figure 2.4: The typical execution flow of running a virtual machine using AMD SEV. In the right part AMD platform,
the green boxes (O) illustrate the TCB of AMD SEV, while the red boxes () represent components outside the
TCB, which can be potentially compromised or malicious.

line attacks on the memory subsystem, which are considered out of scope due to their
complexity, matching the same physical security guarantees as SGX Scalable.

Development paradigm One of the key advantages of VM-based TEEs like AMD SEV is that
the programming paradigm for trusted applications remains largely unchanged compared to
traditional, unencrypted VMs. Developers can continue to use familiar tools, frameworks, and
programming languages to build their applications. However, it is important to note that ap-
plications running within a confidential VM should still be aware of their secure execution en-
vironment. This awareness is necessary for the application to prove its trustworthiness to third
parties, such as when receiving confidential data for processing. To facilitate this, the guest
OS plays a crucial role in handling TEE interactions with the hypervisor, abstracting low-level
details from the application layer. Well-established operating systems like Linux and Windows
already provide support for AMD SEV, further easing the development process.

Execution flow Figure 2.4 depicts the execution flow of an AMD SEV VM with a trusted appli-
cation. The process begins with the VM owner providing two disk images: an unencrypted one
containing the guest operating system and an encrypted one with the software and data (D).
The hypervisor requests the AMD-SP to install this initial set of pages in the guest VM (@). The
AMD-SP then cryptographically measures the initial state and layout of the guest memory, gen-
erating an attestation report containing signed information associated with the VM (®). The
attestation report is then communicated back to the VM owner for verification (®). If the attes-
tation report is deemed valid, the VM owner provides the necessary confidential data and keys,
which may include a decryption key for the second encrypted disk image containing sensitive
components of the VM, like the trusted application (®). Once the VM is fully initialised, the
trusted application is launched within the guest OS, following the same process as a traditional
application. The trusted application can then securely communicate with the VM owner to fetch
additional confidential data or keys as needed (®). Aside from the secure initialisation, attes-
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tation, and communication with the VM owner, the execution flow of the trusted application
within the AMD SEV environment remains largely unchanged compared to non-SEV setups.

AMD SEV-SNP introduces some improvements over previous versions by supporting flexible
attestation. In contrast to SEV and SEV-ES, which only allow attestation during the initial guest
launch, SEV-SNP enables the guest VM to request attestation reports from the AMD-SP at any
time during its execution. This is made possible by a protected communication path between
the guest VM and the AMD-SP. The guest VM can use this secure channel to request attestation
reports and cryptographic keys. Attestation is further covered in Chapter 3.

Concurrent domains The number of concurrent confidential VMs that can run on a system
using SEV is determined by the processor generation, as the constraints have evolved with each
new release of AMD EPYC processors [188]. The parameters SEV-ES ASID Count and SEV-ES
ASID Space Limit dictate the maximum number of concurrent VM instances. SEV-ES ASID Count
indicates the total number of ASIDs allocated for both SEV and SEV-ES VMs, while SEV-ES ASID
Space Limit determines the number of these ASIDs reserved specifically for SEV-ES VMs. These
settings are automatically adjusted and can be manually configured in the BIOS based on the
amount of system memory. When the system has 8 TiB or more of DRAM, the BIOS reduces the
ASID count to 253 to accommodate the increased memory capacity, because the ASIDs require
dedicating a part of the physical address bits to uniquely identify each VM, limiting the available
address space for DRAM. The limitations per processor family are further elaborated as follows:

* 1st-gen EPYC processors only support SEV with 15 ASID keys.

* 2nd-gen EPYC processors support both SEV and SEV-ES with either 509 ASID keys for
systems with up to 8 TiB DRAM or 253 ASID keys for systems with up to 16 TiB DRAM.

* 3rd-gen EPYC processors support SEV, SEV-ES, and SEV-SNP with either 509 ASID keys
for systems with up to 8 TiB DRAM or 253 ASID keys for systems with up to 16 TiB DRAM.

* 4th-gen EPYC processors support SEV, SEV-ES, and SEV-SNP with 1006 ASID keys.

System support for isolation The memory protection paragraph covers many aspects of the
underlying security systems that AMD SEV relies on. In addition to the mechanisms previously
described, the input/output memory management unit (IOMMU) plays a key role in enforc-
ing the memory access of the confidential VMs [189]. The IOMMU is a hardware component
that manages memory access for devices, and it enforces the memory access control policy to
block unauthorised access to encrypted VM pages. This ensures that DMA requests respect the
ownership and permissions of memory pages, protecting against malicious devices attempting
to access confidential VM memory. The AMD-SP is responsible for managing the RMP and
communicating with the IOMMU to keep it synchronised with the current memory permissions
state. Furthermore, the AMD-SP firmware can be upgraded upon discovery of vulnerabilities,
and starting with SEV-SNP, its version is included in attestation reports, enabling guest owners
to verify that their VMs are running on a platform with an up-to-date firmware version.
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Open source The software stack supporting AMD SEV is largely open source. The Linux
kernel, for example, includes an open-source SEV module that acts as a mediation layer between
the guest operating system and the hypervisor [190]. Hypervisors like KVM and QEMU have
open-source implementations of SEV support, allowing users to deploy confidential VMs in their
environments [191, 192]. Furthermore, AMD provides open-source tools and libraries, which
facilitate interactions with SEV-enabled guest VMs, including managing the launch process,
performing attestation, and obtaining cryptographic materials [193, 194].

Unlike the open-source software stack, the hardware implementation of AMD SEV, including
the AMD-SP firmware and other low-level hardware details, is proprietary and not publicly dis-
closed. Despite this, AMD provides detailed documentation on the SEV architecture, allowing
researchers and developers to understand the system threat model and security properties.

2.2.4 Introduction to other notable TEE implementations

Keystone An academic and modular RISC-V framework that provides the building blocks to
create TEEs, rather than providing an all-in-one solution that is inflexible and is another fixed
design point [105]. Instead, the authors advocate that hardware should provide security prim-
itives instead of point-wise solutions. Keystone implements a secure monitor at machine mode
(M-mode) and relies on the RISC-V Physical Memory Protection (PMP) [195] instructions to
provide isolated execution and, therefore, does not require any hardware change. PMP is a part
of the RISC-V Privileged Architecture specifications and describes the interface for a standard
RISC-V memory protection unit. Since Keystone leverages feature composition, the framework
users can select their own set of security primitives, e.g., memory encryption, dynamic memory
management and cache partitioning. Each trusted application executes in user mode (U-mode)
and embeds a runtime that executes in supervisor mode (S-mode). The runtime decouples
the infrastructure aspect of the TEE (e.g., memory management, scheduling) from the security
aspect handled by the secure monitor. As such, Keystone programmers can roll their custom
runtime to fine-grained control of the computer resources without managing the TEE’s security.

Sanctum The academic TEE Sanctum [103], designed for RISC-V, offers similar promises
and a close programming paradigm compared to Intel SGX, by providing provable and robust
software isolation, running in enclaves. The authors replaced Intel’s opaque microcode/XuCode
with two open-source components: the measurement root (mroot) and a secure monitor for
verifiable protection. This solution adds a small set of minimally invasive hardware changes
at the interfaces between generic building blocks to materialise the TEE hardware isolation,
with minimal performance impacts. Besides, it includes a remote attestation protocol and a
comprehensive design for deriving trust from a root of trust.

TIMBER-V The TEE TIMBER-V [196], also targeting RISC-V architectures, achieved the isola-
tion of execution on small embedded processors thanks to hardware-assisted memory tagging.
Tagged memory transparently associates blocks of memory with additional metadata. Unlike
Sanctum, they aim to bring enclaves to smaller RISC-V featuring only limited physical mem-
ory. Similarly to TrustZone, the user mode (U-mode) and the supervisor mode (S-mode) are
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split into a secure and normal world. The secure supervisor mode runs a trust manager (Tag-
Root), which manages the tagging of the memory. The secure user mode improves the model of
TrustZone, as it can handle multiple concurrent enclaves, which are isolated from each other.
They combine tagged memory with a memory protection unit (MPU) to support an arbitrary
number of processes while avoiding the overhead of large tags. An MPU is suitable for systems
with single address space implementations, as opposed to large systems that isolate processes
in separate virtual address spaces using a memory management unit (MMU).

Intel TDX, Arm CCA, RISC-V CoVE, OpenPOWER PEF Intel Trust Domain Extensions (TDX)
[107], Arm Confidential Compute Architecture (CCA) [108, 153], RISC-V Confidential VM Ex-
tension (CoVE) [197, 198] and OpenPOWER Protected Execution Facility (PEF) [199] are four
emerging technologies that are VM-based TEEs, similar to AMD SEV-SNP. Intel TDX intro-
duces the concept of Trust Domains (TDs), which are secure execution environments for VMs.
The Secure-Arbitration Mode (SEAM) is a new CPU mode that enforces hardware isolation be-
tween TDs and untrusted system software. On the other hand, Arm CCA introduces Realms,
which are isolated execution environments for VMs. The Realm Management Monitor (RMM)
is a trusted firmware component responsible for managing Realms and enforcing hardware
isolation between them and the untrusted hypervisor. Besides, RISC-V CoVE is an ongoing ini-
tiative that provides higher abstraction over the PMP instructions, introducing trusted virtual
machines (TVMs) as secure execution environments. The TEE security manager (TSM) is a
software module that enforces TEE security guarantees on a platform. It acts as the trusted
intermediary between the hypervisor and the TVMs. Finally, PEF targets the general-purpose
OpenPOWER computing platform, developed by IBM for its POWER processors. Upon instan-
tiation, PEF checks the integrity of its secure virtual machines (SVMs) by leveraging the TPM,
secure boot, and trusted boot. Additionally, PEF introduces a new most-privileged processor
state called the Ultravisor to configure the hardware-based TEE. All these technologies lever-
age memory encryption and attestation mechanisms to ensure the confidentiality and integrity
of VM code and data. As Intel TDX, Arm CCA and RISC-V CoVE provide security properties and
abstractions comparable to AMD SEV-SNP, they are not further elaborated in this chapter.

Finally, some other emerging TEEs leveraging RISC-V are omitted as they lack remote attesta-
tion mechanisms, but are mentioned here for completeness. These technologies are yet to be
researched for bringing such features. SiFive, a provider of commercial RISC-V processor SoCs,
proposes Hex-Five MultiZone [200], a zero-trust computing architecture enabling the isolation
of software, called zones. The multi-zone kernel ensures the sane state of the system using se-
cure boot and the PMP instructions. HECTOR-V [201] is a design for developing hardened TEEs
with a reduced TCB. Thanks to a tight coupling of the TEE and the SoC, the authors provide
runtime and peripherals services directly from the hardware and leverage a dedicated proces-
sor and a hardware-based security monitor, which ensure the isolation and the control-flow
integrity of the trusted applications, called trustlets. Lindemer et al. [202] enable simultaneous
thread isolation and TEE separation on devices with a flat address space using an MPU, thanks
to minor changes in the PMP specifications.
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2.2.5 A summary of the TEE characteristics

Table 2.1 presents a summary of the key characteristics of the TEEs previously analysed in
this chapter. Each feature can either be missing (O), partially ((}), or fully (@) available.
This comparison focuses solely on the features of the TEEs, without considering supplementary
security mechanisms, such as secure boot, that can improve their security guarantees.
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Table 2.1: The comparison of the state-of-the-art industrial and academic TEEs.

2.3 Are TEEs the silver bullet for security?

Despite the powerful security features of TEEs, it is essential to recognise that they are not a
perfect solution. Like any security tool, TEEs have their limitations and potential vulnerabili-
ties that must be carefully considered when designing and implementing trusted applications.
Researchers around the world continuously identify and address vulnerabilities in TEEs, as is
common practice for all security solutions. This section aims to provide a balanced perspective
on the downsides and challenges associated with TEEs.

Code vulnerabilities One important vector of attacks targeting TEEs is vulnerable TA code.
Poorly programmed TAs may inadvertently expose sensitive data or enable further exploita-
tion of additional vulnerabilities, potentially compromising the integrity of the TEE runtime or
trusted OS itself [203, 204]. Due to the privileged nature of these systems, a compromised
TEE can grant attackers full control over the device. As this dissertation proposes trusted Wasm
runtimes, such systems leverage software-based sandboxing techniques that can help mitigate
the impact of a compromised TA, preventing it from taking down the entire TEE runtime.
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Side-channel attacks A critical concern with TEEs is side-channel attacks. Side-channel at-
tacks exploit unintended information leakage from the physical implementation of a system,
such as timing information or power consumption. Attackers can infer sensitive data or cryp-
tographic keys by analysing these side-channels, compromising the security features of these
trusted environments. Researchers have demonstrated that all well-established TEEs are vul-
nerable to various side-channel attacks, such as Intel SGX [205], Arm TrustZone [204] and
AMD SEV [206-211]. In response to these threats, CPU manufacturers typically provide secu-
rity patches in a timely manner. However, as with all security solutions, this remains an ongoing
cat-and-mouse game between attackers and defenders.

Programming constraints TEE development often requires adopting a different program-
ming paradigm with various constraints. For example, OS services may be unavailable within
the TEE, requiring developers to use an alternative API or implement their own services. Addi-
tionally, TEE development is often tied to a specific programming language, limiting flexibility
and portability. Moreover, using a large TCB within the TEE increases the likelihood of vul-
nerabilities due to the increased attack surface, which is typically the case with the VM-based
TEEs. This dissertation aims to address these challenges by proposing solutions that abstract the
complexity of TEE development and provide a more secure and portable programming model.

In conclusion, while TEEs offer strong security guarantees, they should be considered as part
of a defense-in-depth strategy rather than a standalone solution. Defense-in-depth is a security
approach that leverages multiple layers of security to create a more resilient security posture.
By combining TEEs with other security measures, organisations can better mitigate the risks
associated with TEEs and build more trustworthy systems.

TEEs offer robust mechanisms for isolating sensitive workloads However, to fully leverage the
security benefits of TEEs, one must ensure that the execution environment is genuine and not
emulated or running on compromised hardware. This is where attestation comes into play as
an essential part of most TEE implementations. Attestation offers strong assurances to both
local and remote parties that the TEE’s TCB is trustworthy and has not been tampered with.
The following chapter is dedicated to better understanding attestation and examines how TEE
implementations integrate this security mechanism to establish trust.
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Chapter 3

Attestation in confidential computing

Attestation is a core mechanism that works in tandem with trusted execution environments
(TEEs) to ensure trustworthy execution in untrusted environments. This chapter explores at-
testation standards, focusing on the IETF RATS architecture, and examines state-of-the-art in-
dustrial attestation solutions widely available for organisations and researchers, such as Intel
SGX and AMD SEV. The analysis of these vendor-specific attestation schemes highlights the need
for an agnostic attestation abstraction to enable interoperability between TEEs from different
CPU manufacturers and developing portable trusted applications.
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3.1 Bringing trustworthy execution with TEEs

TEEs have emerged as a fundamental technology for enabling confidential computing, ad-
dressing the growing need for data confidentiality and secure code execution. TEEs provide
hardware-enforced isolation and protection mechanisms, ensuring that sensitive data and ap-
plications remain secure even in the presence of compromised or malicious systems and actors.
In the context of TEEs, three primary entities are typically involved: the data and application
owners, the infrastructure providers hosting the TEE-enabled hardware, and the CPU manufac-
turers responsible for developing the TEE technology.

Despite the strong security guarantees offered by TEEs, confidential computing becomes truly
meaningful when performing computations on sensitive data. Organisations must be able to
trust that their data and applications are handled securely within genuine and uncompromised
TEE instances. Attestation is the cornerstone principle that addresses this challenge by enabling
TEEs to prove their trustworthiness to remote parties, assuring that the environment has not
been tampered with and is running the expected software. Attestation mechanisms leverage
cryptographic techniques to generate unforgeable proofs of the TEE’s state, including measure-
ments of the loaded code and the platform’s configuration. Organisations can make informed
decisions about the trustworthiness of the TEE instances they interact with by appraising these
attestation reports, which later enable them to securely communicate with these trusted envi-
ronments to transfer sensitive data and perform secure computations.

This chapter explores attestation using the IETF Remote Attestation Procedures (RATS) stan-
dard as a basis to formalise its application with TEEs. RATS provides an abstract architecture
for describing attestation systems. Building upon this standard, we examine how attestation
can be used in two widely used TEE solutions: Intel SGX and AMD SEV.

3.2 Architecture and terminology

The IETF RATS architecture [150] provides an abstract model for attestation that aims to estab-
lish common terminology and enable interoperability across heterogeneous systems. Research
work has linked RATS to TEE attestation procedures, demonstrating its applicability in the con-
text of confidential computing [212, 213]. RATS defines a set of roles, artefacts and interactions
to design the creation, exchange, and verification environments to support trust decisions in var-
ious use cases, such as establishing the trustworthiness of TEE-protected workloads. Figure 3.1
illustrates the various components of the RATS architecture, which are further explained in this
section with an improved mapping to TEEs compared to the IETF document. The key roles and
entities defined in the RATS architecture are detailed below.

* Attester: A role performed by an entity (typically a device) whose evidence must be
appraised to determine its trustworthiness. The attester produces evidence about itself.
Example with TEEs: the attester can be (a part of) the trusted computing base (TCB)
and the trusted application (TA) that generates evidence about the TEE’s state and the
workloads running within it.
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Figure 3.1: The RATS architecture, depicting the data flow of artefacts between the different entities. The diagram
is extended by Sardar et al. and Sardar et al. with additional components for better representing TEEs attestation
(described below) [212, 213].

* Relying Party: An entity that depends on the validity of information about an attester
to make application-specific trust decisions. The relying party uses the appraisal policy
for attestation results to evaluate the attestation results. Example with TEEs: a relying
party could be a cloud service provider that needs to verify the integrity of a tenant’s
TEE-protected workload before allowing it to access sensitive data.

* Verifier: An entity that appraises the validity of evidence about an attester and pro-
duces attestation results to be used by a relying party. The verifier uses reference val-
ues, endorsements, and appraisal policies to assess evidence. Example with TEEs: the
verifier could be a service provided by a CPU manufacturer that checks the validity of
TEE-generated evidence against reference values and CPU manufacturer endorsements.

* Endorser: A role typically performed by a manufacturer whose endorsements help veri-
fiers appraise the authenticity of evidence and infer the trust of the attester. Example with
TEEs: the endorser could be the CPU manufacturer that provides endorsements vouching
for the security properties and correct implementation of their respective TEEs.

* Reference Value Provider: An entity that provides reference values to help verifiers deter-
mine if claims in evidence are acceptable. Example with TEEs: the reference value provider
could be the TEE manufacturer and TA owner of a TEE-protected workload, specifying
the expected measurements of the TEE and the workload to ensure their integrity.

* Verifier Owner: An entity authorised to configure the appraisal policy for evidence in a
verifier. Example with TEEs: the verifier owner could be the organisation deploying the
verifier service, defining the policies for assessing TEE-generated evidence.

* Relying Party Owner: An entity authorised to configure the appraisal policy for attesta-
tion results in a relying party. Example with TEEs: the relying party owner could be the
TA owner that sets the policies for how attestation results should be used in making trust
decisions about TEE-protected workloads.
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Identity Supplier: A role proposed by Sardar et al. [213] as an extension to the initial
RATS architecture. This role provides the attester with its cryptographic identity. Example
with TEEs: the identity supplier could be the CPU manufacturer that provisions unique
cryptographic materials during manufacturing.

The artefacts exchanged between RATS roles are detailed below. Similarly to the roles and
entities, these data structures are mapped to their representation in TEEs.
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Claim: An asserted piece of information, typically in the form of a name/value pair, that
comprises the structure of evidence. Example with TEEs: claims could include measure-
ments of the TEE firmware, the workload code, and the TEE’s security properties.

Evidence: A set of claims generated and cryptographically authenticated or signed by an
attester to be appraised by a verifier. Example with TEEs: evidence could consist of signed
measurements of the TEE’s state, the loaded workload, and any relevant configuration.

Endorsement: A secure statement from an endorser vouching for the integrity of an
attester’s features, such as claims collection and evidence signing. Example with TEEs: an
endorsement could be a certificate from the CPU manufacturer attesting to the security
properties and correct implementation of the TEE.

Reference Value: Known-good values for claims that a verifier compares against evidence
as part of applying an appraisal policy for evidence. Example with TEEs: reference values
could include expected measurements of the TEE firmware and workload code, ensuring
their integrity.

Identity: An artefact proposed by Sardar et al. [213] as an extension to the initial RATS
architecture. The identity is a unique cryptographic identity associated with an attester.
Example with TEEs: the identity could be a unique key pair provisioned by the CPU vendor
during manufacturing, which is fused in the processor’s die.

Attestation Request: An artefact proposed by Niemi et al. [212] as an extension to the
initial RATS architecture. This message is initiated by the relying party to start the at-
testation process. A few topological patterns instruct the flow of the attestation request,
further elaborated in topological patterns. Example with TEEs: the relying party could
send an attestation request to an attester, triggering the generation of evidence.

Attestation Challenge: An artefact proposed by Niemi et al. [212] as an extension to
the initial RATS architecture. This message is used to establish the freshness of evidence,
typically containing a nonce generated by the verifier. Example with TEEs: the attestation
challenge could include a nonce that the TEE must sign along with its evidence to prove
the evidence is fresh and not a replay of previous attestation requests.

Attestation Result: The output generated by a verifier, including information about an
attester, where the verifier vouches for the validity of the results. Example with TEEs: the
attestation result could indicate whether the TEE and its workload are trustworthy based
on the appraisal of the submitted evidence by the CPU manufacturer.
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Figure 3.2: The topological patterns illustrate the attestation flow between the RATS entities.

» Appraisal Policy for Evidence: A set of rules that a verifier uses to evaluate the validity of
evidence. Example with TEEs: the appraisal policy for evidence could specify the required
measurements and properties for a TEE to be considered trustworthy.

* Appraisal Policy for Attestation Results: A set of rules that a relying party uses to in-
struct how it uses attestation results. Example with TEEs: the appraisal policy for attesta-
tion results could define how different attestation results should be interpreted and used
in making trust decisions.

Topological patterns The RATS architecture defines topological patterns that illustrate the
interaction flow between the attester, verifier, and relying party. The passport model, depicted in
Figure 3.2a, is one such topological pattern, where the attester conveys evidence to the verifier
for appraisal (). The verifier compares the evidence against its appraisal policy and returns
an attestation result to the attester (@). The attester treats the attestation result as opaque
data and presents it to the relying party (®). The relying party then compares this information
against its appraisal policy to make trust decisions.

In contrast to the passport model, the background-check model, shown in Figure 3.2b, involves
the attester conveying evidence directly to the relying party (@), which treats it as opaque and
forwards it to the verifier (@). The verifier appraises the evidence against its policy and returns
an attestation result to the relying party (®), which evaluates it against its policy. In this model,
the attester sends evidence to the relying party instead of an attestation result.

Attester composition An attester in the RATS architecture consists of at least one attesting
environment and at least one target environment, as illustrated in Figure 3.3. The attesting
environment is responsible for collecting claims about the target environment, such as taking
measurements of code, memory, or other security-relevant assets (D). The attesting environ-
ment then formats these claims and uses cryptographic operations to generate evidence, later
sent to the verifier (@). When applied to TEEs, the target environment may be the TA running
within the TEE, while the TEE’s TCB acts as the attesting environment. The composition sup-
ports a range of attester implementations, ranging from single-layer designs to more complex,
layered attestation approaches where multiple attesting and target environments are nested.
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Figure 3.3: The attester owns an attesting environment that collects claims about a target environment. In the
context of TEEs attestation, the target environment contains a trusted application, while the attesting environment
comprises relevant CPU hardware and firmware parts. The green boxes (O) represent the TCB of a relying party,
whereas the red box (O) indicates the component awaiting attestation.

3.3 Attestation types

Attestation plays a crucial role in establishing trust between different systems. This dissertation
focuses on three types of attestation: local attestation, remote attestation, and mutual attesta-
tion, each serving a specific purpose in ensuring the trustworthiness of the involved parties.

Local attestation Local attestation enables an attester executing in a trusted environment to
prove its trustworthiness to another trusted environment, which acts as both a verifier and a
relying party. The key characteristic of local attestation is that the attester and verifier share the
same TCB and are colocated within the same system, or on the same CPU if the attestation secret
is bound to the processor. This shared TCB allows the attesting environment and the verifier
to agree on common information. As a result, evidence in local attestation is typically secured
using symmetric cryptography and authenticated with a message authentication code (MAC),
leveraging a common secret between the attesting environment and the verifier.

Remote attestation In contrast to local attestation, remote attestation establishes trust be-
tween an attester and a verifier/relying party located on different systems, where the attester’s
TCB is no longer shared with the verifier. Therefore, the attesting environment relies on public-
key cryptography to sign evidence, as the remote verifier cannot agree on a common secret
beforehand. State-of-the-art TEEs often use a public key infrastructure (PKI) established by
CPU manufacturers to infer trust from cryptographically signed evidence [185, 214, 215].

Remote attestation has been extensively researched in academia and industry, with various pro-
posed approaches, including software-based, hardware-based, and hybrid (combining software
and hardware) methods. Software-based remote attestation [216-218] is independent of spe-
cific hardware and well-suited for low-cost use cases. Hardware-based remote attestation, on
the other hand, relies on a hardware-rooted root of trust to ensure the trustworthiness of the
claims. This root of trust can be implemented using tamper-resistant hardware like Trusted
Platform Modules (TPMs) [219], physical unclonable functions (PUFs) that prevent imperson-
ation using unique hardware marks generated during manufacturing [220, 221], or hardware
secrets fused into a die (e.g., in the processor) and exclusively accessible to a trusted environ-
ment.
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Mutual attestation Mutual attestation extends attestation by ensuring that both devices,
which are part of the protocol, are attested, providing strong trust assurances in scenarios such
as retrieving sensitive data from a sensing IoT device. In mutual attestation, both trusted en-
vironments authenticate each other, verifying that neither end has been tainted. Specialised
protocols are designed to handle mutual attestation efficiently, reducing the number of inter-
actions between the two peers compared to performing two separate attestation processes.
Mutual attestation has notably been investigated in the context of TEEs [127, 222-224].

In the following sections, we analyse the attestation mechanisms used by several well-established
industrial TEE implementations, namely Intel SGX and AMD SEV.

3.4 Overview of attestation for Intel SGX

Intel designed SGX to support local and remote attestation [122]. For remote attestation, Intel
SGX offers two options: EPID [214] and DCAP [215]. EPID is an anonymous group signature
scheme that allows an SGX enclave to prove its identity without revealing the specific platform
it is running on. In contrast, DCAP uses the elliptic curve digital signature algorithm (ECDSA)
for signing evidence, which allows the verification of them by any third party without the need
for a dedicated attestation service from Intel. This enables more flexibility and control for
organisations deploying SGX solutions in their own data centres or cloud environments.

3.4.1 Local attestation

Local attestation enables an enclave to prove its trustworthiness to another enclave running on
the same platform. Intel SGX provides two instructions to support local attestation: EREPORT
and EGETKEY. The EREPORT instruction generates an authenticated evidence, called report in
SGX jargon, containing the enclave’s measurement along with other relevant security parame-
ters, while the EGETKEY instruction allows the enclave to act as the relying party to retrieve the
report key necessary to verify the authenticity of the evidence. The evidence issued by EREPORT
only conveys trust when used on the same platform, as it is not signed by Intel’s attestation PKI.

Measurement is an essential concept in SGX attestation, as it provides a cryptographic rep-
resentation of the enclave’s identity. There are two measurement registers: MRENCLAVE and
MRSIGNER. MRENCLAVE is a hash of the enclave’s code, data, and configuration, ensuring that any
changes to the enclave lead to a different measurement value. MRSIGNER, on the other hand,
represents the identity of the enclave’s signer, like the enclave owner or a trusted authority.

The local attestation workflow, also known as the intra-platform enclave attestation process,
involves a sequence of steps that enables one enclave (Enclave A), the attester, to prove its
trustworthiness to another enclave (Enclave B), the relying party and verifier, on the same
platform. Figure 3.4 illustrates this process, which is further elaborated below.

1. Enclave A obtains Enclave B’s MRENCLAVE (verifier’s identity) value through an untrusted
communication channel.
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Figure 3.4: The local attestation flow of Intel SGX. The green boxes (O) are the TCB from Enclave B’s standpoint,
while the red boxes () are untrusted.

2. Enclave A invokes EREPORT instruction with Enclave B’s MRENCLAVE to generate an authen-
ticated report (evidence), specifically tailored for Enclave B.

3. Enclave A sends the report to Enclave B via the untrusted channel.

4. Enclave B retrieves its report key using EGETKEY instruction and verifies the A’s report
authenticity by recomputing the MAC and comparing it with the one in the A’s report.

5. If the MAC matches, Enclave B compares Enclave A’s measurement (MRENCLAVE) in A’s
report against a reference value to establish trust in Enclave A (part of the attester).

6. Enclave B reciprocates by generating a report for Enclave A by invoking EREPORT instruc-
tion with Enclave A’s MRENCLAVE from A’s received report.

7. Enclave B sends its report to Enclave A.

8. Enclave A retrieves its report key using EGETKEY instruction and verifies the B’s report
authenticity by recomputing the MAC and comparing it with the one in the B’s report.

9. If the MAC matches, Enclave A compares Enclave B’s measurement (MRENCLAVE) in B’s
report against a reference value to establish trust in Enclave B.

Local attestation is necessary when communicating with enclaves on the same platform to estab-
lish trusted communication paths. To enable trust with remote platforms, Intel SGX integrates
two attestation schemes: Intel SGX EPID and DCAP, detailed in the following sections.

3.4.2 Remote attestation: Enhanced Privacy ID (EPID)

Intel introduced the Enhanced Privacy ID (EPID) scheme to address privacy concerns associated
with remote attestation using standard asymmetric signing schemes. EPID is an anonymous
group signature scheme that extends the direct anonymous attestation (DAA) algorithm [225]
and allows an Intel SGX enclave to prove its identity and trustworthiness without revealing the
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Figure 3.5: The remote attestation flow of Intel SGX EPID. The green boxes (O) are the TCB from the service
provider standpoint. The red boxes (O) are untrusted.

specific platform. In EPID, each signer belongs to a group, and verifiers use the group’s public
key to verify signatures. The scheme is designed to provide anonymity, as the verifier cannot
associate a given signature with a particular attester of the group.

The remote attestation process for Intel SGX, also known as the inter-platform enclave attestation
process, involves the Quoting Enclave (QE), a special enclave from Intel devoted to remote
attestation and considered in SGX’s TCB. The QE verifies the report generated by the application
enclave using the local attestation process (through EREPORT instruction), replaces the MAC in
the report with an EPID signature and adds security-related data, such as information about
the signing QE, creating evidence for external systems, called the quote structure. A remote
party can verify the quote using the EPID group public key to establish trust in the application
enclave. The remote attestation process, illustrated in Figure 3.5, is summarised below.

1. The service provider (relying party) or a delegated verifier sends an attestation challenge
to prove that the enclave application and the SGX’s TCB (attester) is a genuine platform.

2. The untrusted side of the enclave application, named untrusted application, forwards the
challenge to the enclave application, along with the QFE’s identity (MRENCLAVE).

3. The enclave application generates the attestation report with the QFE’s identity using the
EREPORT instruction, which contains the challenge and a public key for establishing a
secure communication channel upon a successful attestation.

4. The enclave application sends the report to the untrusted application.

5. The untrusted application forwards the report of the enclave application to the QE.
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6. The QE retrieves its report key using the EGETKEY instruction and uses it to verify the
report of the enclave application, hence performing a local attestation.

7. Upon successful appraisal, the QE signs the report with its EPID key and returns the
resulting quote structure (evidence) to the untrusted application.

8. The untrusted application sends the quote to the service provider (relying party).

9. The service provider delegates the verification of the quote to the Intel Attestation Service
(IAS) acting as the verifier, compares the enclave’s measurement in the quote against
expected reference values to establish trust in the enclave and SGX TCB (attester).

10. If the quote is deemed trustworthy, the IAS informs the service provider to operate with
this particular enclave instance.

Intel has recently announced the end-of-life for its EPID-based IAS, scheduled for April 2025, as
the company shifts its focus towards the more flexible Intel SGX DCAP (described below) and
the newly introduced Intel Trust Authority, a zero-trust attestation software-as-a-service [226].

3.4.3 Remote attestation: Data Center Attestation Primitives (DCAP)

Intel introduced the Data Center Attestation Primitives (DCAP) scheme to support non-Intel
attestation infrastructures for Intel SGX. DCAP allows third parties to author their own SGX at-
testation infrastructure, providing flexibility for use cases where relying on Intel’s services is not
feasible or desirable. The foundation of DCAP is the Intel-provided Provisioning Certification
Enclave (PCE), which acts as a local certificate authority (CA) for the Quoting Enclave (QE)
running on the same platform. The PCE uses a unique, hardware-based Provisioning Certifi-
cation Key (PCK) to sign certificates for the QE’ attestation key. In contrast to the EPID-based
attestation, where Intel manages the QE and its attestation key, DCAP enables third parties to
develop their own QEs and controls the attestation key locally. The PCE certifies the attestation
key, creating a certificate chain rooted in an Intel-issued certificate, which allows the quotes
generated by a custom QE to be verified by a verifier without direct involvement from Intel.

Intel DCAP consists of an initialisation phase, executed once per TCB configuration, and an
attestation phase. The two phases are depicted in Figure 3.6. The initialisation phase uses the
PCE to certify the QE’s public attestation key via local attestation, as outlined below.

(i) The QE invokes the EREPORT instruction to perform a local attestation with the PCE.
(i) The QE sends the generated report with its public attestation key to the QE.

(iii) The PCE verifies the QE’s report using its report key obtained via the EGETKEY instruction,
completing the local attestation with the QE.

(iv) Upon a successful attestation, the PCE signs the QE’s attestation public key using its PCK,
creating a certificate-like structure rooted in an Intel-issued certificate, known as the at-
testation key certificate. This certificate is used to appraise attestation quotes issued by the
QE during the attestation phase.
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Figure 3.6: The remote attestation flow of Intel SGX DCAP. The green boxes (O) are the TCB from the service
provider standpoint. The red boxes () are untrusted. The blue box (O) denotes the initialisation phase. Unlike
Intel EPID, the QE is untrusted, as potentially provided by a third party, and identified in the quote.

In the DCAP attestation phase, the verifier operates independently of Intel’s online attestation
services, following the steps 1-6 of the EPID-based attestation process.

1.

The service provider (relying party) or a delegated verifier sends an attestation challenge
to prove that the enclave application and the SGX’s TCB (attester) is a genuine platform.

. The untrusted side of the enclave application, named untrusted application, forwards the

challenge to the enclave application, along with the QFE’s identity (MRENCLAVE).

. The enclave application generates the attestation report with the QE’s identity using the

EREPORT instruction, which contains the challenge and a public key for establishing a
secure communication channel upon a successful attestation.

The enclave application sends the report to the untrusted application.

. The untrusted application forwards the report of the enclave application to the QE.

The QE retrieves its report key using the EGETKEY instruction and uses it to verify the
report of the enclave application, hence performing a local attestation.

Upon successful appraisal, the QE creates the quote (evidence) based on the report, which
is signed using the QE’s private attestation key and returns to the untrusted application.

. The untrusted application sends the quote to the service provider (relying party).
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9. The service provider delegates to a verifier the verification of the signature of the quote us-
ing the QE’s certified public key, checks the certificate chain up to the Intel Root certificate
authority and ensures that the PCK and the platform TCB are not revoked.

10. The verifier then validates the enclave’s response to the challenge, compares the enclave’s
measurement in the quote against the expected reference value to establish trust in the
enclave and SGX TCB (attester) and informs the service provider.

3.5 Overview of attestation for AMD SEV

AMD designed SEV to support remote attestation, enabling a guest owner (relying party) to
verify the trustworthiness of a VM running on an untrusted cloud provider’s infrastructure (at-
tester). While AMD SEV does not provide local attestation features, two VMs on the same
system can still attest to each other using the remote attestation mechanism. AMD SEV and
SEV-ES support boot-time attestation, where the attestation evidence is generated when the VM
islaunched [123, 182]. In contrast, AMD SEV-SNP introduces more flexible attestation features,
allowing the guest owner to request attestation at any time during the VM’s lifecycle [185].

3.5.1 Attestation with AMD SEV and SEV-ES

In AMD SEV and SEV-ES, remote attestation is performed when a confidential VM is launched
on the cloud provider’s platform. The primary goal of this attestation process is to provide
the guest owner with evidence that the VM has been securely instantiated on a genuine AMD
platform and that its initial state is trustworthy. The guest owner communicates with the SEV
firmware through a secure channel, which is used to transmit the attestation evidence. If the
guest owner deems the AMD platform trustworthy based on the appraisal of the evidence, they
can provision sensitive data to the VM, such as disk decryption keys and sensitive data. The
remote attestation workflow for launching a confidential VM is illustrated in Figure 3.7 and can
be summarised below.

1. The service provider (relying party) or a delegated verifier deploys the VM, including an
encrypted disk image and an attestation challenge, to the cloud provider.

2. The hypervisor prepares the launch of the guest VM and invokes the SEV firmware to en-
crypt the VM’s memory using the LAUNCH_START command, which creates a guest context
with the service provider’s public key.

3. The hypervisor loads the guest VM into memory using the LAUNCH_UPDATE_DATA and
LAUNCH_UPDATE_VMSA command to encrypt the memory pages and compute the measure-
ment of the initial VM state.

4. Once the VM is fully loaded, the hypervisor issues the LAUNCH_MEASURE command, which
instructs the SEV firmware to generate an attestation report (evidence) containing the
measurement, SEV version and the challenge, among other security-related information.

5. The SEV firmware sends the attestation report to the service provider (relying party).
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Figure 3.7: The remote attestation flow of AMD SEV and AMD SEV-ES during guest VM launch. The green boxes
(O) are the TCB from the service provider standpoint. The red boxes (O) are untrusted.

6. The service provider delegates to a verifier the appraisal of the attestation report by vali-
dating the challenge, the VM’s measurement and the other security-related data against
reference values to establish trust in the launched VM and the AMD TCB (attester).

7. If the attestation report is deemed trustworthy, the verifier informs the service provider
to operate with this particular guest VM instance.

8. The service provider provisions sensitive data, such as disk encryption keys, using the
LAUNCH_SECRET command.

9. The launch process is finalised by executing the LAUNCH_FINISHED command, indicating
that the VM is ready to start execution.

The verifier can operate independently of AMD during attestation, as long as it has been appro-
priately provisioned with AMD-issued certificates beforehand, similarly to Intel SGX DCAP.

3.5.2 Attestation with AMD SEV-SNP

AMD designed SEV-SNP to support remote attestation during guest VM runtime, enabling the
guest VM to request attestation reports at any time, in addition to the boot-time attestation from
the previous SEV versions. This flexible attestation mechanism allows the guest VM to interact
directly with the AMD Secure Processor (AMD-SP) through a protected communication path
established during the VM launch process. The remote attestation process in AMD SEV-SNP,
depicted in Figure 3.8, follows these steps:

1. The service provider (relying party) or a delegated verifier sends an attestation challenge
to the guest VM to verify the authenticity of the VM and the SEV TCB (attester) as a
genuine AMD platform.
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Figure 3.8: The remote attestation flow of AMD SEV-SNP during guest VM runtime. The green boxes (O) are the
TCB from the service provider standpoint. The red boxes (O) are untrusted.

2. The guest VM requests an attestation report (evidence) from the AMD-SP, which includes
the challenge and other security-related assets, such as a public key for establishing a
secure communication channel upon a successful attestation.

3. The AMD-SP issues the attestation report, which is signed by the Versioned Chip Endorse-
ment Key (VCEK), proving both the authenticity of the platform and the TCB version.

4. The attestation report is forwarded to the service provider (relying party).

5. The service provider delegates to a verifier the appraisal of the attestation report, which
validates the challenge, the VM’s measurement, and the other security-related informa-
tion against reference values to establish trust in the guest VM and the AMD TCB (attester).

6. If the attestation report is deemed trustworthy, the verifier informs the service provider
to operate with this particular guest VM instance.

This attestation scheme allows third-party services and guest owners to verify the trustworthi-
ness of the guest VM at runtime, offering attestation features similar to Intel SGX DCAP.

3.6 Portraying the need for an agnostic attestation abstraction

The lack of standardised attestation protocols for TEEs has led to a fragmented landscape,
with CPU vendors using ad-hoc solutions tailored to their specific hardware implementations.
Intel SGX and AMD SEV use different attestation mechanisms. Intel SGX supports the EPID
and DCAP schemes, while AMD SEV relies on a secure channel between the guest owner and
the SEV firmware for boot-time attestation, with SEV-SNP introducing more flexible runtime
attestation features. This diversity in attestation schemes complicates the development of TAs,
as developers must understand and rely on vendor-specific API and security considerations.

In academia, numerous research efforts have focused on bringing attestation to Arm TrustZone,
which lacks built-in attestation mechanisms. However, these solutions often introduce ad-hoc
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attestation protocols, further contributing to fragmentation. While recent initiatives like the
TLS attestation draft of the CCC Attestation Special Interest Group have emerged to address
this challenge by developing modern, unified solutions for handling attestation independently
of the underlying TEE implementation, these efforts are still in the early stages of development
and require further research to reach maturity and widespread adoption [144].

Open-source attestation tools for multiple TEEs, such as OpenEnclave [135] and Librats [137],
offer some degrees of abstraction and interoperability. However, their tight coupling with spe-
cific programming paradigms or languages limits their broader applicability. For instance, Ope-
nEnclave and Librats are primarily designed for C and C++ development. This coupling be-
tween attestation tools and programming languages can hinder the adoption of these solutions
in heterogeneous environments where multiple languages and frameworks are in use.

To tackle these challenges, we propose to reduce the complexity of TEE development and attes-
tation by abstracting these concepts using a lightweight intermediate bytecode. This approach
can offer a set of TEE primitives, including attestation, that can work across different CPU man-
ufacturers, acting as a portable solution. For this task, we opted for WebAssembly (Wasm) as
an intermediate language and a portable compilation target due to the many characteristics
that make it suitable for embedding into constrained environments like TEEs. Wasm proposes
lightweight specifications, which focus on building a minimal, performant and secure runtime
environment, which reduces the TCB of TAs. It offers a simple system layer named WebAssembly
System Interface (WASI), which can be repurposed to serve trusted TEE API or ensure that no
confidential data is leaked through these controlled channels. Moreover, this solution can reuse
open-source tools like Librats, benefiting from their established codebases and security features
while presenting developers with a language-agnostic attestation API. Finally, Wasm is a com-
pilation target for many modern programming languages, including C++, Rust, and Go, with
many other higher-level languages like C# and Python beginning to integrate it.

The next chapter introduces WebAssembly and its many advantages as a solution for abstracting
the complexity of writing and deploying trusted applications in TEEs.
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Chapter 4

WebAssembly

WebAssembly (Wasm), a new standard and compilation target for many programming lan-
guages, has emerged as a versatile and high-performance technology for both web and stan-
dalone applications. This chapter explains the rationale behind the introduction of Wasm, exam-
ines its technical details and inner mechanisms, and explores the substantial advantages of this
technology. Furthermore, it discusses the potential integration between Wasm and confidential
computing through the use of trusted execution environments (TEESs).
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4.1 An agnostic standard for the cloud-edge continuum

The rapid evolution of computing infrastructure has led to the emergence of the cloud-edge con-
tinuum, a seamless integration of cloud, edge, and IoT devices. This paradigm shift is driven by
the increasing demand for real-time data processing, reduced latency, and improved efficiency.
The cloud-edge continuum enables applications to leverage the strengths of each computing
environment, from the vast resources of the cloud to the low-latency processing of edge devices
and the ubiquitous presence of IoT sensors. This interconnected ecosystem allows for more
efficient and responsive services that answer the needs of modern, data-intensive applications.
However, the heterogeneity of the cloud-edge continuum poses significant challenges in terms
of software development, deployment, and security.

Prior to the advent of modern portable compilation targets, developers relied on platform-
specific solutions or virtual machines to address the challenges of heterogeneous computing
environments. The Java virtual machine (JVM) and Microsoft’s Common Language Runtime
(CLR) for .NET provided a degree of portability by allowing applications to be compiled once
and executed on various platforms. However, these solutions often came with performance
overheads and were limited to specific programming languages. Besides, Google introduced
Native Client (NaCI) and Portable Native Client (PNaCl) to enable secure execution of native
code in web browsers, but these technologies were tightly coupled to specific architectures and
lacked the flexibility needed for the heterogeneous landscape of the cloud-edge continuum.

As the computing landscape evolves, the need for secure and privacy-preserving computation
has become paramount. Confidential computing, which leverages TEEs to protect sensitive
data and code, has emerged as a promising solution. Nonetheless, the current confidential
computing ecosystem is fragmented, with each CPU vendor offering fundamentally different
proprietary TEE implementations, such as Intel SGX, AMD SEV, and Arm TrustZone. This frag-
mentation hinders portable and secure application development, as developers must satisfy the
constraints of each TEE architecture. Moreover, the tight coupling between TEEs and processor
architectures limits the flexibility and scalability required for the cloud-edge continuum.

To address the challenges posed by the heterogeneous nature of the cloud-edge continuum and
the limitations of current confidential computing solutions, the work described in this thesis
pointed towards advocating the adoption of the recent open standard WebAssembly (Wasm)
as a lightweight, efficient, and secure portable compilation target. Wasm’s platform-agnostic
design and sandbox make it an ideal candidate for bridging the gap between diverse computing
environments while providing a robust foundation for secure execution. Developers can create
portable and secure software that seamlessly runs across the cloud-edge continuum by com-
piling applications to Wasm, from resource-constrained IoT devices to powerful cloud servers.
The combination of Wasm and TEEs establishes a mutually beneficial security model, protecting
sensitive data and computations from unauthorised access while also safeguarding the underly-
ing infrastructure from potentially malicious code. This synergy lays the foundation for a more
trustworthy and collaborative confidential computing ecosystem, enabling the development of
secure and privacy-preserving applications that span the cloud-edge continuum.

56



4.2 WebAssembly under the hood

4.2 WebAssembly under the hood

WebAssembly (Wasm) [94, 227] is a novel, general-purpose virtual instruction set architec-
ture (ISA) designed as a portable compilation target for modern programming languages like
C, C++, Rust and Go. Developed through a collaborative effort by major technology companies
such as Microsoft, Google, Apple and Mozilla, Wasm was initially proposed to enhance the per-
formance of web applications. However, its design is not intrinsically tied to the web, making it
equally suitable for standalone applications. Hence, the versatility of Wasm has led to its adop-
tion in various domains beyond the web, such as serverless computing [228-231], edge com-
puting [232, 233], and IoT devices [234-236]. Wasm is a platform-agnostic and efficient exe-
cution model, which makes it a de facto attractive choice as a unified execution technology for
the cloud-edge continuum, spanning many computing environments from resource-constrained
IoT devices to cloud servers. Wasm specifications promote the design goals as follows.

» Safe: Wasm’s sandboxed execution environment and well-defined semantics ensure mem-
ory safety, making it suitable for untrusted code execution. Traditionally, managed lan-
guage runtimes, such as JavaScript VMs, have been used to enforce memory safety and
prevent programs from compromising user data or system state. Nonetheless, these run-
times have not adequately supported portable, low-level code, such as memory-unsafe
compiled C/C++ applications that require fast execution without garbage collection.
Wasm addresses this gap by providing a safe execution environment for low-level code.

* Fast: Wasm’s low-level, compact binary format, similar to that generated by a C/C++
compiler, enables efficient execution, approaching near-native performance through opti-
mised just-in-time (JIT) and ahead-of-time (AOT) compilation techniques. Wasm aims to
minimise these overheads and provide near-native execution speed.

* Portable: Wasm’s platform-independent design allows compiled Wasm modules to run
consistently across different hardware architectures, operating systems, and environments,
facilitating seamless deployment across the cloud-edge continuum.

* Compact: Wasm’s binary format is designed to be compact, minimising storage space and
load time overhead, which is particularly beneficial for resource-constrained edge devices
and bandwidth-limited network scenarios. Traditionally, code on the web is transmit-
ted as JavaScript source, which is significantly less compact than a binary format, even
when minified and compressed. Wasm’s binary format offers a more efficient alternative,
reducing the size of transmitted code and improving performance.

The remainder of this chapter explores the various aspects of Wasm, including the CPU and
memory representation, execution modes, and how it abstracts the underlying operating system
and programming languages. Furthermore, it highlights the potential synergies between Wasm
and TEEs and examines the currently available Wasm runtimes.
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4.2.1 Bringing abstraction to programming languages

Wasm is designed as a portable compilation target for modern high-level programming lan-
guages such as C, C++, Rust, and Go. Developers can create applications that abstract away
the underlying technological choices by compiling these software stacks to Wasm, enabling
a more interoperable development ecosystem. Furthermore, support for additional program-
ming languages is made possible by compiling their runtimes into Wasm, albeit at the cost of
a double runtime execution overhead. One notable example is Blazor [237], which compiles
Mono [238], a .NET runtime hosting, into a single Wasm binary to load and execute Common
Intermediate Language (CIL) instructions directly from within the browser.

Wasm code is represented in two distinct formats: the human-readable textual format (WAT)
and the compact Wasm binary format (bytecode). The textual format is a valuable represen-
tation for learning, testing, and debugging Wasm programs. In contrast, the binary format is
optimised for efficient execution and transmission. These two formats are interconvertible us-
ing tools like the WebAssembly Binary Toolkit (WABT) [239], allowing developers to transition
between them as needed. The Wasm bytecode is structured as a sequence of instructions that
operate on a conceptual stack machine, with each instruction consuming its operands from the
stack and pushing its results back onto it.

Most programming languages toolchains leverage the LLVM compiler infrastructure [240] when
targeting Wasm. LLVM separates compiler front-ends, which convert high-level programming
languages into an intermediate representation (IR), from compiler back-ends, which transform
the IR into CPU-specific machine code. This modular architecture enables the compilation of
source code in Wasm by leveraging existing LLVM compiler front-ends and only requiring the
implementation of a back-end to translate the IR into Wasm bytecode. Furthermore, some
programming language toolchains that do not typically rely on LLVM for compilation have found
ways to integrate LLVM when Wasm is the compilation target, such as Go using TinyGo [241,
242]. Alternatively, other compilers use ad-hoc backend implementations to generate Wasm
bytecode directly, as demonstrated by TeaVM, which compiles Java into Wasm [243].

Dedicated Wasm compilers, such as Emscripten [244] which relies on LLVM, typically generate
two types of output artefacts: one tailored for web deployment and another for standalone
execution. The web-oriented artefact includes the necessary JavaScript glue code to integrate
Wasm binaries into web development workflows, thereby facilitating the embedding of Wasm
code into web applications. Conversely, the standalone artefact produces a Wasm binary that
can be executed independently of the web environment. Instead, it interacts with the operating
system via the runtime (a topic explored in Section 4.2.4).

4.2.2 Bringing abstraction to system environment

Wasm is designed as a low-level, platform-independent virtual ISA that abstracts the underlying
hardware processor. Wasm is a binary instruction format for a stack-based virtual machine with
its own dedicated bytecode, allowing it to operate independently of the host machine’s ISA,
thus ensuring platform-agnostic execution. The bytecode consists of instructions that manipu-
late values on an operand stack. Each instruction consumes its operands from the stack and
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Figure 4.1: An abstract representation of a Wasm runtime. The blue boxes (O) are components in the runtime, the
brown boxes (O) are data structures, the green boxes (O) are trusted components (in a TEE), and the red boxes
(O) are untrusted components.

pushes its results back onto it, similarly to the CLR. Additionally, Wasm uses a linear memory
model, further segmenting the memory layout and management from the underlying OS. Wasm
is executed using a runtime, similarly to other intermediate languages like the .NET CIL. Fig-
ure 4.1 illustrates an abstract Wasm runtime, which comprises the minimum components for
executing Wasm applications. Parts of Figure 4.1 are described in the following paragraphs.

Wasm modules Wasm programs are organised into modules, which serve as the deployment,
loading, and compilation units (D). A module contains the code (®) and necessary data (®),
such as the types, functions, tables, memories, and globals. Functions are the basic units of code in
Wasm, defined within a module or imported from external sources like the runtime. Tables are
resizable arrays of references that can hold function references, enabling dynamic dispatch and
indirect function calls. Memories define the linear memory available to a Wasm module, which is
a contiguous, mutable array of raw bytes. Globals are module-wide variables that any function
within the module can access. A module can also declare imports and exports (@), which
notably allows interfacing with the underlying system and exporting entry points. A module
instance is the runtime representation of a compiled Wasm module (®). It is created when a
Wasm module is instantiated and includes all the state and resources necessary to execute the
module’s code, such as the virtual registers, stacks, and heap. Each module instance maintains
references to these entities so they can be accessed and manipulated during execution.
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Memory representations Wasm distinguishes between managed and unmanaged data [245].
Managed data resides in dedicated stacks directly handled by the VM: the managed call stack
stores the locals and return addresses, while the managed evaluation stack holds the interme-
diate values of instructions (®). Wasm code can only interact with managed data implicitly
through instructions and cannot directly modify its underlying storage, protecting these struc-
tures against buffer overflow exploits. However, not all local variables are stored in the man-
aged stacks, as Wasm specifications define only four primitive types (32 and 64 bit integers and
floating-point data). Non-scalar data, such as strings and arrays, must be stored in the linear
memory, which is a contiguous, untyped array of bytes. Also, any variable whose address is
taken in the source program, such as out parameters, must be stored in the linear memory
because managed data has no addressable location. The linear memory is the primary storage
mechanism for Wasm applications and is separate from the code space, managed stacks, and
runtime data structures. It is organised into pages, each with a fixed size of 64KiB. The lin-
ear memory layout typically includes static data, an unmanaged stack, and a heap, which are
handled by the compiler-generated code (@). The unmanaged stack stores local variables that
cannot be held in the managed stacks. The heap is located at the end of the linear memory,
allowing it to grow towards higher addresses when additional memory is requested from the
Wasm application through the runtime. The static data section in the linear memory contains
data that is valid for the entire lifetime of the program, such as statically initialised constants,
global variables, and zero-byte ranges. The order of the unmanaged stack, heap, and static data
in the linear memory depends on the specific compiler and its configuration.

Functions and tables In Wasm, functions are the primary unit of code execution. A function
instance is a runtime representation of a function, acting as a closure over the original function
defined in the module. It captures the runtime module instance, allowing it to resolve references
to other definitions during execution. Wasm supports internal and external functions, where
internal functions are defined within the module, and external functions are imported from the
host environment or other modules. Functions can also be exported so other modules or the host
environment can call these entry points to start code execution (@). Wasm also supports indirect
function calls through the use of tables (®). A table is a resizable array of function references.
An indirect call instruction takes an index into the table and invokes the corresponding function.
This mechanism enables dynamic dispatch and supports function pointers in languages like
C/C+ +. Notably, tables in Wasm help enforce control flow integrity by ensuring that function
calls are made only to valid, predefined functions. This is achieved through type checking,
where each indirect call checks the type of the function being called against the expected type.
This prevents type confusion attacks where an attacker might try to call a function with an
incompatible signature. Additionally, Wasm implementation check their bounds when table
indices are accessed, ensuring that calls are made only within the valid range of the table. This
mitigates buffer overflow attacks that could otherwise lead to arbitrary code execution.

4.2.3 Bringing abstraction to execution modes

As an intermediate representation, Wasm bytecode requires interpretation or compilation be-
fore execution. Wasm runtimes use three strategies for bytecode execution, detailed as follows.
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* Interpreter mode: As the most direct strategy for running Wasm applications, interpreter
mode offers a small footprint and low memory consumption at the cost of slower execution
speed. This strategy can be implemented using a textbook approach, directly interpreting
the Wasm bytecode, or optimised by converting the bytecode to an internal representation
tailored for the interpreter. The latter approach improves performance by reducing the
overhead of decoding Wasm instructions during execution, albeit with increased mem-
ory consumption due to the additional internal representation. While interpreter mode
is the slowest of the three execution strategies, it provides a simple and memory-efficient
option for executing Wasm applications, making it suitable for resource-constrained envi-
ronments or platforms where dynamic loading of machine code is prohibited.

* Just-in-time (JIT) mode: JIT mode involves compiling the Wasm bytecode into machine
code for the host machine’s ISA at runtime. This strategy offers improved performance
compared to interpreter mode by leveraging the optimisations and features of a JIT com-
piler. Two common approaches exist for implementing JIT mode in Wasm runtimes. The
first approach uses an existing JIT compiler, such as LLVM [240], which offers the best
performance due to its mature optimisations and extensive support for various architec-
tures. However, integrating a full-fledged JIT compiler like LLVM into a Wasm runtime can
significantly increase the runtime’s size and compilation time. Moreover, satisfying the
dependencies of a complex JIT compiler across some target host platforms can present ad-
ditional challenges, particularly in platforms with limited support for the required libraries
and toolchains. The second approach involves developing a custom JIT compiler tailored
specifically for Wasm. While this requires more upfront development effort, as creating a
JIT compiler is a complex task, it allows for fine-grained control over the compiler’s size
and dependencies, enabling optimisations specific to the target host’s constraints.

* Ahead-of-time (AOT) mode: AOT mode offers the best performance among the three ex-
ecution strategies by compiling the Wasm bytecode into machine code before deploying it
to the target platform. This approach shifts the compilation overhead to an earlier stage,
enabling the runtime to focus solely on executing the generated machine code, result-
ing in faster startup times and reduced memory footprint. However, AOT mode requires
knowledge of the target machine’s ISA at compile time, limiting the portability of the
compiled Wasm application. Furthermore, the AOT compilation process must occur in a
trusted environment to maintain the security guarantees provided by Wasm’s sandboxing
model. The generated machine code must uphold the same restrictions enforced for the
Wasm interpreter, such as ensuring that memory accesses and function calls remain within
the bounds of the sandbox. Failure to compile the bytecode in a trusted environment may
enable malicious actors to generate machine code that bypasses Wasm’s security model,
allowing unauthorised access to system resources or execution of malicious code.

4.2.4 Bringing abstraction to operating system services
Wasm does not inherently provide mechanisms for accessing system resources, such as the file

system and networking functionalities. As a solution to this shortcoming, Wasm specifications
define the concept of imports, enabling Wasm applications to execute code not included in the
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bytecode by importing functions from the runtime environment. Importing functions bridge
the sandboxed Wasm applications and the host system, granting access to system services.

Besides, abstracting OS concerns is a fundamental consideration for Wasm, given that such
applications can be executed in both web and standalone contexts, which traditionally had
minimal overlap in available system services. Hence, Wasm applications need a way to be de-
ployed across various platforms while the target environment provides a consistent interface
for accessing system resources, irrespective of the underlying execution environment.

WebAssembly System Interface (WASI) The Wasm community introduced WASI to address
the need for a standardised system interface [97]. WASI defines a set of functions that Wasm
applications can import to communicate with OS services through an abstract mediator layer be-
tween Wasm applications and the underlying execution environment. This system layer is avail-
able to both web-based and standalone Wasm modules, ensuring that applications can access
standard OS services, such as file system operations, network communication, and time-related
functions, regardless of the execution context. In standalone applications, WASI functions are
typically implemented directly by the Wasm runtime. Conversely, in web environments, WASI
functions are realised through the browser’s Wasm runtime and JavaScript glue code.

Although WASI draws inspiration from the POSIX standard, it is not strictly compatible with it.
Developers often bridge this gap by leveraging POSIX-compatible libraries built on top of WASI,
such as WASI libc for C/C+ + applications [246]. These libraries provide a POSIX-like interface
to the underlying WASI functions, abstracting away the differences between the two standards.
Alternatively, developers can delegate the mapping between POSIX and WASI to the compiler
by targeting a dedicated compilation target, such as the Rust building toolchain [247].

WASI has evolved through several versions since its introduction in 2019. Each version, namely
WASI 0, 0.1, and 0.2 (also known as Preview 0, 1, and 2), builds upon the previous version to
improve the standardisation of system calls and is detailed below.

* WASI Preview 0: WASI 0 [248] laid the foundation for the WASI, acting as an unstable
draft that outlined the core types and functions for Wasm applications to access system
resources. This initial version was short-lived and not widely referenced in literature, as
it was quickly succeeded by WASI 0.1, the first stabilised WASI specification.

* WASI Preview 1: WASI 0.1 [249] emerged as the first stable version of WASI and gained
widespread support from many web and standalone runtimes. This version introduced 46
functions that comprised various capabilities, including access to process arguments and
environment variables, file system interaction, event polling, random number generation,
socket interaction, and time retrieval. While WASI 0.1 represented a significant step for-
ward in standardising system calls, it lacked several key functions compared to POSIX,
such as the listen and connect socket functions. These limitations made it difficult to
port existing programs to WASI, as runtimes could not fully support server applications
without relying on unofficial extensions [250]. Despite these limitations, the work pre-
sented in this manuscript leverages WASI 0.1 with such runtime extensions enabled.
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* WASI Preview 2: WASI 0.2 [251] introduces a redesigned specification that adhered to a
components model, enabling the composition of mutually distrusted Wasm programs that
can be written in different languages [252]. This version includes two distinct worlds:
wasi-cli and wasi-http. The wasi-cli world, or the command-line interface world, roughly
corresponds to an improved version of WASI 0.1, which is a subset of POSIX functions. On
the other hand, the wasi-http world is an HTTP proxy world, organised around requests
and responses. WASI 0.2 also paves the way for developing additional worlds, such as
wasi-nn [253], a neural network proposal to include a machine learning API for Wasm.

Capability-based security WASI further enhances the isolation of the Wasm sandbox by us-
ing a capability-based security model [100]. In this model, applications are granted specific
permissions, known as capabilities, to access resources based on the principle of least privilege.
Hence, Wasm applications can only access the system resources they explicitly request and are
authorised to use by the runtime, minimising the attack surface and preventing unauthorised
access to resources. For instance, a Wasm application that needs to read a file must be granted
an explicit capability to access that specific file. Similarly, a module requiring network com-
munication must be capable of creating and using a specific socket. WASI ensures that even
if a Wasm application is compromised, it cannot access system resources beyond its granted
capabilities by enforcing this fine-grained access control policy.

4.3 A building block for interoperable TEE architectures

WebAssembly’s platform-agnostic design, strong sandboxing functionalities, and efficient exe-
cution modes make it an ideal candidate for enhancing the portability and security of trusted
execution environments, as will be further explored in the following sections.

Cross-platform compilation targets Wasm can be compiled from various programming lan-
guages using standard toolchains like LLVM. This compilation process generates an interme-
diate representation, the Wasm bytecode, which abstracts the target execution environment.
Wasm enables a higher degree of portability by shifting the responsibility of binding the appli-
cation to the target environment from the compiler to the runtime. In the context of TEEs, the
Wasm runtime abstracts the specific TEE implementation it runs in, enabling interoperability
across various CPU architectures. Moreover, Wasm’s design is compatible with the trust bound-
aries of different TEE paradigms, including process-based, VM-based, and partition-based TEEs,
as illustrated in Figure 4.2, supporting all the TEE paradigms of mainstream CPU vendors.
This compatibility allows Wasm to be a unifying technology for developing trusted applica-
tions (TAs) that spans the heterogeneous landscape of the cloud-edge continuum. As depicted
in Figure 4.2, TEEs typically require complex and implementation-specific interactions for call-
ing system services. However, WASI presents these interactions through a standardised system
layer, enhancing the interoperability of Wasm applications for different TEE implementations.

Strongisolation While TEEs protect the execution environment from the external world, host-
ing applications within a Wasm sandbox inside a TEE introduces an additional layer of isolation
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Figure 4.2: The usage of a Wasm runtime within the three primary TEE trust boundaries. The green boxes (O) are
the TEE TCB, the red boxes (O) are untrusted systems, and the blue boxes () are software components.

that shields other TEE components, such as the trusted OS and co-located TAs, from potential
risks posed by malicious or vulnerable code. Wasm enhances the security posture of TEEs by
shifting from a unidirectional isolation paradigm to one of mutually distrusting execution envi-
ronments. In a customer-provider relationship, TEEs ensure the confidentiality of sensitive data
and computations from curious providers. At the same time, the Wasm sandbox protects the
provider’s assets by constraining the customer’s software within well-defined boundaries. This
two-way isolation promotes a more secure and trustworthy approach to confidential computing.

Legacy support Most traditional applications can be compiled into Wasm thanks to WASI,
which eliminates dependencies on the underlying operating system. This compatibility allows
applications to be deployed within TEEs without needing TEE-specific SDKs, as the Wasm run-
times handle the mapping of POSIX dependencies to the internal API provided by the TEEs.
Besides, this legacy support also promotes the adoption of TEEs by lowering the entry barrier
for developers who may not have extensive experience with TEE-specific programming models.

Transparent TEE features Wasm runtimes can replace existing application dependencies with
TEE features, hence strengthening some security aspects of the applications. For instance, the
runtime can implement file encryption, so interactions with the file system from Wasm applica-
tions are transparently secured, providing additional protection for sensitive data. Furthermore,
runtimes can expose features only available within TEEs to the hosted applications through
standard interfaces, such as a virtual file system for interacting with attestation services. Wasm
runtime abstractions, such as WASI, enable developers to leverage the security benefits of TEEs
without requiring modifications to their codebase or learning new API, thereby hiding TEE-
specific features and integrating them transparently into the execution environment.

Small TCB size Wasm runtimes are generally compact, with some implementations having a
binary size under a megabyte, depending on the execution mode for Wasm applications. This
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small footprint reduces the likelihood of vulnerabilities within the TEE’s trusted computing
base (TCB) and makes Wasm well-suited for memory-constrained devices. Furthermore, Wasm
runtimes align nicely with the trust boundary of process-based TEEs, which prioritise a smaller
TCB compared to coarse-grained VM-based and partition-based TEEs.

Balanced performance and efficiency Wasm runtimes support many execution modes, han-
dling large performance requirements and system constraints. The interpreter mode provides a
lightweight and memory-efficient execution environment, well-suited for resource-constrained
devices in edge and IoT computing. This mode trades off some performance for reduced re-
source consumption, enabling Wasm applications to run on systems with limited memory and
processing power. On the other hand, more powerful systems can leverage state-of-the-art JIT
and AOT compilers to optimise Wasm code for the target platform. Such tools analyse the
Wasm bytecode and generate highly efficient machine code tailored to the specific hardware
architecture, bringing Wasm applications performance close to native applications.

4.4 Arich ecosystem

Wasm runtimes exist for web applications and standalone execution, targeting different com-
puting environments. In the web context, browsers typically extend their JavaScript engines to
support Wasm, such as V8 for Chromium-based browsers and SpiderMonkey for Firefox [254,
255]. Conversely, standalone execution relies on dedicated runtimes specifically designed for
Wasm. While prior work has explored executing Wasm applications using V8 within Intel SGX
enclaves, this approach relied on a library OS for interoperability with the TEE, resulting in
a large TCB [120]. Instead, this dissertation focuses on purely standalone runtimes for em-
bedding Wasm within TEEs, considering the disk and memory size constraints necessary for
implementing a minimal TCB and excluding unnecessary components like a JavaScript engine.

4.41 Anoverview of the standalone runtimes landscape

The following paragraphs explore various publicly available standalone runtimes and compare
some of their characteristics to identify the most suitable candidates for integration with TEEs.

Wasm3 A highly lightweight and high-performance Wasm interpreter designed for resource-
constrained environments such as embedded systems, IoT devices, and other limited-resource
scenarios [118]. As a micro-interpreter optimised for size and fast startup latency, Wasm3
can execute Wasm applications in restricted memory environments, making it suitable for con-
strained edge devices like Arduino. Its small set of dependencies and small codebase enable
integration within process-based TEEs like Intel SGX enclaves. Wasm3 is maintained by the
open-source community and can be used as a library for various programming languages.

WAVM A standalone WebAssembly runtime written in C++, designed to execute Wasm ap-

plications on x86-64 architectures [256]. WAVM can use JIT and AOT compilers, leveraging the
LIVM infrastructure to generate performant native code. The tight coupling of the JIT compiler
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with the LLVM infrastructure introduces challenges when embedding it inside some TEEs such
as Intel SGX and Arm TrustZone because of the many dependencies of LLVM. WAVM'’s public
GitHub repository has remained stalled since 2022, indicating a lack of active development and
community support compared to the other runtimes analysed in this section.

Wasmer A fast Wasm runtime implemented in Rust, designed for lightweight and portable
Wasm containers to run from desktop to the cloud and edge computing [257]. It offers a
flexible architecture that supports multiple compilation strategies, including JIT and AOT com-
pilers, which adapt to different environments, from desktop applications to cloud, edge, and
IoT devices. Wasmer integrates with several backend compilers, such as LLVM, Cranelift [258],
and Singlepass [259], each offering distinct advantages in compilation speed and generated
machine code quality. The Singlepass backend provides exceptionally fast compilation times,
making it suitable for scenarios that prioritise quick startup, such as blockchain applications.
Cranelift, the default backend, balances compilation speed and performance, delivering good
execution speeds with reasonable compilation times. For applications demanding the high-
est possible performance, the LLVM backend offers state-of-the-art optimisation features, albeit
with slower compilation times. Moreover, through its high-level language API, Wasmer can be
used as a standalone runtime or embedded as a library in various programming languages.

WasmEdge A lightweight, high-performance and extensible Wasm runtime written in C++
and designed for cloud-native, edge, and decentralised applications [260]. It primarily aims
to power serverless apps, embedded functions, microservices, smart contracts, and IoT devices.
WasmEdge uses LLVM-based AOT and JIT compilers for executing Wasm applications, offering
near-native speed. As WasmEdge focuses on cloud-native and edge computing applications,
one of its major use cases is to start a VM instance from a host application, hence providing
an SDK for various programming languages to start and invoke WasmEdge functions. This
runtime also comprises advanced functionalities for supporting container orchestration tooling
like Kubernetes.

Wasmtime A standalone Wasm runtime developed in Rust by the Bytecode Alliance is de-
signed for executing Wasm code outside the web environment [261]. Similarly to Wasmer,
it leverages Cranelift, a JIT compiler with similarities to LLVM, for efficient code generation.
Lucet [262], a former Wasm runtime also developed by the Bytecode Alliance, was merged
in 2020 into Wasmtime, bringing AOT compilation for Wasm applications. Wasmtime can be
configured to provide more fine-grained control over resources like CPU and memory consump-
tion, supporting tiny environments as well as massive servers with many concurrent instances.
Besides, Wasmtime can be used as a command-line utility or embedded as a library in various
programming languages through the provided wrappers.

WAMR The WebAssembly Micro Runtime (WAMR) is a standalone Wasm runtime by the Byte-
code Alliance [117]. WAMR offers all the execution modes mentioned in Section 4.2.3, which
are two interpreted execution modes, one optimised for speed and the other for memory ef-
ficiency, as well as two binary execution modes: JIT and AOT compilation, both leveraging
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the LLVM compiler infrastructure. Implemented in C with a small footprint and minimal ex-
ternal dependencies, WAMR is well-suited for resource-constrained embedded execution envi-
ronments, such as IoT devices and TEEs. WAMR also targets Wasm execution on server-grade
machines with its near-native speeds thanks to JIT and AOT modes. Its runtime binary size is
approximately 60 KiB for the interpreter modes and 30 KiB for AOT mode. Notably, WAMR can
be linked with Intel SGX enclaves, making it an attractive choice for deploying Wasm applica-
tions in TEEs. Finally, this runtime supports many architectures and platforms, including x86,
Arm, RISC-V, and many OS, such as Windows, Linux, macOS, and real-time OS like Zephyr.

4.4.2 A summary of runtimes characteristics

Table 4.1 compares some key characteristics of the Wasm runtimes previously analysed in this
chapter, highlighting their suitability for embedding into the state-of-the-art industrial TEEs.
Each feature can either be missing (O), partially ((0), or fully (@) available.

Features Wasm3 WAVM Wasmer WasmEdge Wasmtime WAMR
Interpreter mode . O O . O .
just-in-time (JIT) mode @) [ ] ® o ® o
ahead-of-time (AOT) mode O . . . . .
WASI support . . . . . .

[ [ [ [ [ [
CPU support for x86

[ @) o [ o [
CPU support for Arm

[ O o [ o [
CPU support for RISC-V
Runtime still maintained . O . . .
TEE support O O O O O *
Programming language C C++ Rust C++ Rust C
Time in existence 5 years 9 years 6 years 5 years 8 years 6 years
GitHub # commits 1.7k 2.4k 17.8k 3.6k 13.5k 2k
GitHub # stars 7.2k 2.6k 18.4k 8.3k 15k 4.7k

* WAMR provided basic support for Intel SGX, which did not include WASI for SGX when starting this dissertation.

Table 4.1: The comparison of the state-of-the-art Wasm standalone runtimes, as of August 2024.

4.4.3 A balance of performance and lightweightness for TEEs

The decisive factors for selecting a runtime dedicated to TEEs are: (i) the programming lan-
guage used for its development, as many TEEs limit their SDK to C or C++, such as Intel SGX
and OP-TEE for Arm TrustZone; (ii) the runtime’s minimal external dependencies, including
system calls and libraries required for compilation; (iii) support for a near-native execution
mode like AOT, which eliminates the need for embedding a JIT compiler and, therefore, min-
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imises the TCB; (iv) a small size, which allows the runtime to fit within the memory constraints
typically imposed by some TEE implementations; and (v) existing TEE support.

Based on these criteria, WAMR emerged as the best choice. When starting this dissertation,
WAMR had basic built-in support for Intel SGX enclaves, easing the integration of Wasm and
SGX. However, WAMR lacked WASI support for SGX, and implementing such functionalities in a
privacy-preserving manner is crucial, as programs need to communicate outside the TEEs to in-
teroperate with other software components and persist confidential information. Consequently,
enabling WASI support for TEE implementations is a primary objective of this thesis.

Wasm is ideal for envisioning the cloud-edge continuum as an interoperable, scalable, and dis-
tributed system where software can be deployed on any peer, regardless of the underlying plat-
form. This technology has the potential to transform the development lifecycle of future appli-
cations, enabling developers to focus on delivering business value instead of dealing with each
distinct TEE infrastructure, which has rapidly evolved over the past decade with the advent of
confidential computing. Thanks to its lightweight specifications, large support of programming
languages, various execution modes offering near-native speed, strong sandbox, and versatile
abstraction of the underlying system and ISA, it becomes clear that Wasm and trusted comput-
ing can be the bedrock for software development in large-scale systems in the coming years.

We noticed that prior research has only superficially measured Wasm’s performance and scala-
bility, primarily due to the novelty of this technology. The next part of this manuscript provides
an in-depth analysis of Wasm applications deployed on the web and in standalone runtimes to
determine whether this technology can compete with native execution. Furthermore, the fol-
lowing part lays the foundations of creating trusted runtimes in several TEE implementations,
highlighting the benefits and constraints of using Wasm for confidential computing.
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Chapter 5

A use-case of WebAssembly: IncaMail

This chapter examines the performance and application of WebAssembly (Wasm) for crypto-
graphic operations in web browsers compared to JavaScript implementations. To demonstrate
the benefits of Wasm, various cryptographic operations of IncaMail, a secure email service by
Swiss Post, are offloaded from the server side to the client’s browser, yielding several advan-
tages, such as reduced computational load, relaxed trust assumptions, and per-message encryp-
tion key policies. The results presented in this chapter highlight the substantial performance
improvements that Wasm applications can deliver to web-based services.
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5.1 Introduction

The widespread adoption of Wasm in modern web browsers provides an execution environ-
ment with near-native performance for web applications. However, as an emerging technology,
the performance of Wasm for real-world applications remains largely unexplored in academic
literature. We take the opportunity of collaborating with the Swiss Post to explore further
and measure how Wasm enhances the performance and the security model of one of their web
applications by compiling OpenSSL, a reputable cryptographic library, in Wasm so it can be ex-
ecuted directly in the end-users’ device. This browser-based Wasm implementation serves as
the starting point for the ongoing research of this dissertation into integrating security features
in standalone Wasm runtimes and trusted execution environments (TEESs).

Secure messaging has become increasingly important in today’s digital landscape, where pri-
vacy and security are paramount concerns. Encryption schemes are critical in ensuring the
confidentiality and integrity of messages transmitted over untrusted networks. However, tra-
ditional email encryption approaches suffer from various vulnerabilities. Efail attacks [263]
exploit the lack of message authentication in encrypted emails to manipulate ciphertexts and ex-
filtrate plaintext data through maliciously crafted HTML backchannels. To counter such threats
and enhance the security of email communication, Swiss Post introduced IncaMail [145], a se-
cure email service designed for transmitting legally binding, encrypted, and verifiable emails.
IncaMail uses an authenticated encryption with associated data (AEAD) encryption scheme to
guarantee message privacy and authentication between servers. The current architecture offers
a robust solution against Efail attacks. However, it also presents limitations due to its centralised
nature, such as high computational load on the server, sustained network traffic between clients
and servers, and the need for a fully trusted server that handles plaintext messages.

This chapter presents an experimental IncaMail architecture revision that offloads most crypto-
graphic operations to clients’ browsers using Wasm. Our proof-of-concept prototype fully em-
beds the industry-standard OpenSSL cryptographic library, compiled in Wasm and embedded
in the web browser. Our experimental evaluation shows significant performance improvements
over alternative approaches based on JavaScript, while preserving linear time complexity with
respect to message and file attachment size. Client-side encryption offers numerous perfor-
mance and architectural benefits, including reduced computational load and, therefore, lower
energy footprint, relaxed trust assumptions, and per-message encryption key policies. This
work contributes to the advancement of secure email communication services and highlights
the potential of Wasm to enhance the performance and security of such systems.

5.2 Background

Efail attacks [263], a security vulnerability disclosed in 2018, compromises the confidentiality
of email encryption protocols, specifically OpenPGP and S/MIME, by exploiting implementation
flaws and allowing adversaries to decrypt messages. They exploit weaknesses in the interaction
between email clients and encryption plugins, as well as the properties of the encrypted mes-
sages themselves. The attack primarily targets HTML-rendering email clients that use OpenPGP
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or S/MIME encryption. Two attack variants exist: the direct exfiltration attack and the CBC/CFB
gadget attack. Both variants leverage the concept of malleability in encrypted messages, allow-
ing attackers to manipulate ciphertext without knowing the corresponding plaintext. In the
direct exfiltration attack, the adversary alters the encrypted email by injecting an image tag
with a crafted URL containing decrypted content once the email client processes the modified
email. When the victim’s email client decrypts the message and loads the injected image, the
plaintext message is inadvertently sent to the attacker-controlled server. The CBC/CFB gadget
attack is more sophisticated and relies on manipulating the block cipher modes of operation in
OpenPGP or S/MIME. The attacker induces specific plaintext patterns by carefully crafting the
ciphertext and exploiting the lack of integrity protection, which, combined with HTML tags,
can be used to exfiltrate the decrypted content similarly to the direct exfiltration attack.

The risk posed by the Efail attacks can be mitigated with countermeasures at the email client
and protocol levels. Such measures include: (i) disabling HTML rendering: since the Efail
attacks rely on the HTML rendering features of email clients to exfiltrate decrypted data, dis-
abling HTML rendering in the client settings can effectively prevent the attacks; (ii) integrity
protection: implementing cryptographic mechanisms, such as authenticated encryption with
associated data (AEAD) or message authentication code (MAC), can ensure the integrity of
encrypted messages and thwart attempts to manipulate ciphertexts; and (iii) secure implemen-
tations: email client developers and encryption plugin providers must adhere to the best prac-
tices for implementing encryption protocols, such as properly handling decryption errors and
avoiding the leakage of plaintext data through external resources. The Efail attacks highlight
the importance of correct implementation and usage of encryption protocols in email commu-
nications. This chapter demonstrates how authenticated encryption at the client-side browser
using Wasm effectively addresses the risks associated with Efail while ensuring the ongoing
confidentiality of encrypted email communications.

Prior work proposed generic mitigations against the two variants of Efail attacks [263-266].
Typical mitigations, as presented by Schwenk et al. [266], involve checking the context during
decryption, such as the Simple Mail Transfer Protocol (SMTP) headers and Multipurpose In-
ternet Mail Extensions (MIME) structure. Their solution is implemented into the email client,
for example, Thunderbird, and uses the AEAD encryption scheme. The AEAD’s authenticated
encryption ensures the confidentiality and integrity of the emails, preventing the malleability
gadget attack. Additionally, it leverages the AEAD’s associated data to protect against the direct
exfiltration attack. Building upon their work, we design and implement a solution that is not
limited to a specific email client. Instead, it is designed for web-based senders and receivers,
potentially accessible via mobile devices, as Wasm is executed in a standard browser. More-
over, we aim to provide additional support through an Outlook add-in as an extension of our
approach, as Microsoft supports Blazor WebAssembly for Office add-ins [267].

5.3 Use-case: IncaMail

The Swiss Post developed IncaMalil, a service offering a secure way of transmitting information
via emails. The primary advantage of this communication channel is that it offers authenticated
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encryption, which mitigates Efail attacks. Users can send messages using three input channels:
(i) a web interface; (ii) an Outlook add-in; and (iii) a dedicated web API.

Current workflow When a customer of IncaMail sends a secure email, the secure message
is transmitted to IncaMail’s backend servers for encryption using a symmetric cipher, such as
Advanced Encryption Standard (AES). The message is encrypted for each recipient. The cipher-
texts are embedded within standard emails as attachments and subsequently sent individually
to the respective recipients. The encryption keys are retained on IncaMail’s premises, while the
secure messages are not stored within the Swiss Post infrastructure, except in some instances
for caching purposes. Upon reception of the email, one or more recipients open the attachment.
This attachment is an HTML file containing an HTML form with predefined hidden fields, which
include the ciphertext, a MAC, and other associated data. A given recipient submits the form
to the IncaMail server, which internally retrieves the encryption key, decrypts the submitted in-
formation, and displays the plaintext of the secure message. Additionally, secure messages may
also include secure file attachments, which are processed with a similar encryption mechanism.

The centralised architecture has several limitations. Firstly, all cryptographic operations oc-
cur solely on the server, demanding additional computing resources from Swiss Post compared
to performing the operations on the client’s device. Secondly, this approach generates more
network traffic than decrypting messages on the client, as all messages and corresponding ci-
phertexts are transferred to and from the Swiss Post infrastructure. Thirdly, the IncaMail server
must be a fully trusted entity since it has access to all messages in plaintext, allowing Swiss Post
to potentially read and manipulate messages in case of errors or compromise. Finally, group
messages are encrypted multiple times, once per recipient, because all messages are encrypted
with a private key bound to each recipient.

5.3.1 Offloading cryptographic operations

In this work, we evaluate a revised architecture that offloads certain cryptographic operations to
the customers’ browsers. This approach offers several advantages over the current architecture.
Notably, it reduces the CPU and volatile memory usage, as the server no longer needs to encrypt
and decrypt the secure message. Additionally, it reduces the trusted computing base (TCB)
since only the endpoint that receives and delivers encryption keys must be trusted, given that
plaintexts are no longer sent to the IncaMail servers. Furthermore, we improved the encryption
scheme of IncaMail to share a common encryption key for all the recipients of a given message,
which reduces the amount of data to store in the IncaMail infrastructure.

Although the W3C’s web cryptography API [268] facilitates access to various cryptographic
operations in modern browsers, we opted for Wasm as a comprehensive solution for manag-
ing cryptographic computations, using OpenSSL [269] as the cryptography library, due to a
number of considerations. Firstly, Swiss Post maintains numerous technologies for servicing
IncaMail, such as a web interface and an Outlook add-in. Wasm facilitates the use of well-
established cryptography libraries across various platforms and browsers, ensuring compati-
bility even when the native web cryptography API may not support specific algorithms. As
OpenSSL maintains a consistent API across platforms, developers can leverage existing code
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and knowledge when implementing cryptographic operations. This consistency eases develop-
ment and maintenance compared to using different API for various platforms. Secondly, Wasm
is designed for efficiency, portability, and speed. While it may not match the performance of
native code, it significantly outperforms JavaScript in terms of execution speed. This chapter
demonstrates that using OpenSSL yields superior performance compared to JavaScript-based
alternatives. Lastly, OpenSSL offers greater control and flexibility than the web cryptography
API, as it grants developers access to a broader range of cryptographic primitives and fine-tunes
their implementations to satisfy specific requirements. This advantage frees Swiss Post from
being constrained by browser implementation choices.

Compiling OpenSSL for Wasm was not trivial, as the official OpenSSL distribution lacked sup-
port for Wasm compilation. To address this issue, we used Emscripten [244], a toolchain for
compiling C/C+ + code to Wasm. However, certain features of OpenSSL required modifications
to ensure compatibility with the Wasm environment. Specifically, we disabled hardware accel-
eration, as WebAssembly System Interface (WASI) does not provide direct access to assembly
instructions. New WASI worlds like wasi-crypto [270] aim to provide a direct link with the run-
time, enabling Wasm to offload cryptographic operations to hardware. Furthermore, we opted
to disable multithreading, as it was irrelevant to our specific requirements.

We adapted the IncaMail architecture by implementing several changes. The key generation
operations are now delegated to the client side, while a new server-side RESTful API is respon-
sible for managing the keys. This API, named the cryptographic API, acts as the TCB of IncaMail.
The encryption and decryption of secure messages and file attachments are also offloaded to
the client side, ensuring that the plaintext of messages no longer passes through the IncaMail
infrastructure. Consequently, we have improved the threat model of the IncaMail backend in-
frastructure, allowing it to adhere to an honest-but-curious model in which the system can
inspect exchanged information without compromising the confidentiality of messages.

5.3.2 Proposed workflow

We developed a proof-of-concept prototype of the proposed architecture and present the new
workflows for using IncaMail with client-side encryption and Wasm. Figure 5.1 depicts the
secure message-sending workflow. The server-side software consists of the existing IncaMail API
and the new cryptographic API. The client-side software includes three layers for facilitating
integration with various platforms: (i) the functionality layer, which contains generic event
handlers invoked by the integration layer; (ii) the kernel layer, which provides the essential
cryptographic functionality for message encryption and decryption; and (iii) the integration
layer, responsible for linking the graphical user interface to the functionality layer.

The sending encryption process involves the following steps: the user authenticates, composes
a secure message, optionally appends secure files, selects recipients, and submits the form (®);
the kernel (i.e., OpenSSL compiled in Wasm) generates an encryption key and encrypts the file
attachments and the message (@-®); the encryption key is transmitted to the cryptographic
API (@); the ciphertexts are forwarded to the IncaMail API, which embeds them in an HTML
file for assisted decryption (®); and finally, the IncaMail API sends a standard email to the
recipient, notifying them that the secure message is awaiting on the platform (®).

75



Chapter 5 A use-case of WebAssembly: IncaMail

Client-side (sender)
(@) Compose emaiil @ Send @ Server (IncaMail)

v v v | v

"""""""" Send ciphertext .
ul Integration Functionality ® P Cryptz%ll'dphlc

|
@ Encrypt IncaMail
® Ciphertext|+ y - ¢ API

® Send HTML

Kernel .
Email server

of recipient

Figure 5.1: The workflow of sending a secure message using IncaMail. The green boxes () are the TCB of IncaMail,
the red boxes (O) are untrusted, and the blue boxes (O) are components outside IncaMail servers.
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Figure 5.2: The workflow of receiving a secure message using IncaMail. The green boxes (O) are the TCB of
IncaMail, the red boxes () are untrusted, and the blue boxes (O) are components outside IncaMail servers.

Figure 5.2 illustrates the process of a recipient reading a secure message, which is described
by the following steps: the recipient receives an email containing an HTML attachment (®D);
upon opening the HTML file, the recipient is prompted to read the secure message by clicking a
button, which submits the ciphertext and associated data to the IncaMail API (®); the IncaMail
API then serves a page that loads the client-side software (®); the client-side software requests
the encryption key (®); the cryptographic API of IncaMail sends the decryption key (®); the
kernel decrypts the message and file attachments using that key (®); and they are rendered
asynchronously (@). As the decryption is handled asynchronously on the end-user device, the
page displays the message and remains unblocked while the file attachments are decrypted.
This enhances the responsiveness of the rendering compared to the server-side approach.
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5.4 Evaluation

In this section, we present an evaluation of our proposed solution, aiming to address the follow-
ing research questions: (i) How does the performance of the encryption scheme implemented
in Wasm compare to plain JavaScript? (ii) Does the time complexity of the encryption cipher re-
main linear when using Wasm? To answer these questions, we employ a micro-benchmark that
measures the encryption and decryption times for payloads of varying sizes (§5.4.2). Besides,
we assess whether the encryption scheme maintains linear time complexity (§5.4.3).

5.4.1 Experimental setup and methodology

We benchmarked different mobile phones, including Apple iPhone Pro 12/13/14 (running iOS
16) and Google Pixel 5/Pro 6/Pro 7 (with Android 12 for the former and Android 13 for the
latter two). We leveraged the online platform LambdaTest [271] to execute the benchmarks on
actual devices. As the benchmarks solely operate on the client side, we did not consider network
latency. We note that Safari uses the WebKit [272] engine, whereas Chrome uses Blink [273],
a fork of WebKit. The use of different browser engines is imposed by Apple policy, forcing iOS
devices to use WebKit strictly [274]. We compiled OpenSSL v3.0.5 using Emscripten v3.1.34.

5.4.2 Micro-benchmarks: encryption scheme

We created a micro-benchmark to assess the performance of our Wasm implementation. We
compare against a pure JavaScript implementation by Stanford [275], which explored various
optimisation strategies for executing cryptographic operations within a JavaScript engine. The
benchmark uses AES cipher with a key length of 128 bit for encrypting and decrypting pay-
loads generated by a pseudorandom number generator (PRNG). Payload sizes ranged from
1 MiB to 20 MiB, with the maximum corresponding to IncaMail’s file size limit for email at-
tachments. We measured the time taken by the cryptographic library to compute ciphertext
and plaintext using the function performance.now for the JavaScript implementation, and the
function clock_time_get with a monotonic clock for Wasm thanks to WASI. The benchmark
disregarded the setup and teardown time for individual runtimes. Results were aggregated by
device type, specifically iPhone and Pixel, due to the negligible differences observed among the
models. Consequently, we focused on the results obtained from the iPhone Pro 14 and Google
Pixel Pro 7 devices for this analysis. Each experiment was executed ten times per device, with
the mean value used to determine the average outcome.

Figures 5.3a and 5.3b present the results obtained using iPhone and Pixel devices, respectively.
We first observe that the speedup remains consistent, irrespective of the payload size for the
encryption or decryption. On an iPhone, the encryption speedup using Wasm compared to
JavaScript is 13.9x, while on a Pixel device, it is 6.9 X. Although we did not explore the precise
cause of superior performance on Apple devices, it is suspected to be due to a more optimised
Wasm runtime for executing OpenSSL. The absolute time taken by an iPhone to encrypt 20 MiB
of data using Wasm is 307.2 ms, whereas on a Pixel device, it is 786.9 ms, resulting in a ratio
of 2.6 between the two systems. In contrast, when comparing the same operation using pure
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Figure 5.3: The speedup of the Wasm encryption and decryption operations, compared to a pure JavaScript imple-
mentation.
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Figure 5.4: The scalability of the encryption cipher using Wasm, relative to the plaintext.

JavaScript, we observe a ratio of 1.3 (4305.6ms on an iPhone and 5700.4ms on a Pixel de-
vice). The decryption speedup using Wasm is 5.1 for both iPhone and Pixel devices. These
findings illustrate that Wasm significantly outperforms plain JavaScript code in cryptographic
operations, promoting an efficient offloading of server-side operations to end-users’ device.

5.4.3 Scalability of the encryption cipher

The deployment of emerging technologies in constrained environments like web browsers may
incur additional overheads and performance penalties. We further analysed the results of our
benchmarks to assess the scalability of cryptographic operations, specifically examining whether
the time complexity of the implementation increases with larger payload sizes. In this exper-
iment, we selected the execution time to encrypt and decrypt payloads ranging from 1 MiB to
20 MiB, subsequently dividing the obtained measurements by the time taken to encrypt 1 MiB.

Figure 5.4 depicts the scalability of the previously-conducted benchmark for encryption and
decryption operations by device type. The results reveal that the time complexity of these cryp-
tographic operations is linear when using Wasm, i.e., the complexity can be expressed as @ (n),
where n denotes the number of bytes to process. Given that the execution time of AES algo-
rithm is linear, the strategy of offloading these cryptographic operations to the client side does
not compromise the user experience, as the implementation remains efficient and performant.
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5.5 Synthesis and next steps

This chapter presents a proof-of-concept that demonstrates the offloading of cryptographic op-
erations from IncaMail’s centralised architecture to clients’ browsers. By compiling OpenSSL
in Wasm, we achieved a significant speedup in encryption and decryption tasks compared to
JavaScript implementations, while maintaining a linear time complexity relative to secure mes-
sage and file attachment sizes. Furthermore, the implementation shares a common encryption
key for all recipients of a given message, resulting in non-volatile memory savings. The new ar-
chitecture reduces Swiss Post’s resource usage, minimises client-server traffic, and strengthens
the security posture by reducing the TCB. The findings in this chapter indicate that Wasm is a
viable and efficient solution for offloading cryptographic operations to the client side, improving
the performance and security of secure email communication services such as IncaMail.

The successful compilation and usage of OpenSSL in Wasm with nearly no change to the code-
base demonstrates the feasibility of porting complex libraries to this platform. OpenSSL’s in-
teraction with system services, such as the PRNG, is done through WASI, which is supported
by web and standalone Wasm runtimes. This work gives confidence in the viability of adapting
complex libraries like OpenSSL to more constrained environments, such as TEEs.

The upcoming chapter shifts focus to evaluating the performance of Wasm within standalone
runtimes. It explores the integration of Intel SGX, a process-based trusted execution environ-
ment that provides hardware-based security guarantees to the runtime by allowing the design
of a minimal TCB within a trusted environment. The chapter also considers Wasm dependencies
such as WASI and the attestation service. Standalone runtimes can be optimised to consume less
than one megabyte of disk space, making them well-suited for integration with SGX enclaves.
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Chapter 6

A trusted WebAssembly runtime for
Intel SGX: Twine

WebAssembly (Wasm) has extended web development, allowing the creation of web compo-
nents using system programming languages and facilitating the porting of existing libraries
and applications to browsers. Wasm’s presence also extend beyond the web, with standalone
runtimes executing Wasm-compiled programs as traditional applications. These runtimes offer
an ideal environment for confidential computing, thanks to Wasm’s near-native performance,
portability, capability-based security model, and strong sandboxing, while presenting a minimal
trusted computing base (TCB). This chapter introduces TWINE, a trusted runtime that executes
Wasm applications using Intel SGX, a process-based trusted execution environment (TEE) pro-
viding strong confidentiality and integrity guarantees along with an attestation mechanism.
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6.1 Introduction

Data confidentiality and secure code execution are fundamental components for many organi-
sations in the current data-driven and interconnected landscape. TEEs like Intel SGX/TDX [102,
1071, Arm TrustZone/CCA [104, 108], AMD SEV/-ES/-SNP [182, 184, 185] and TEEs for RISC-
V [103, 105, 196, 200] gathered much attention lately as they provide hardware support for se-
cure code execution within special hardware constructs, i.e., trusted applications (TAs), shielded
from the outside world, including malicious or compromised operating systems, hypervisors and
privileged users. In a typical TEE usage model, multiple entities do not always trust each other:
(i) the TEE service provider that provides the TA for confidential processing; (ii) the infrastruc-
ture provider hosting the TEE-based service; and (iii) the data owner who outsourced its data for
remote processing. TEEs guarantee security for service providers and data owners against ma-
licious infrastructure providers. However, there are no consolidated approaches to ensure trust
to data owners or infrastructure providers that completely mistrust the TEE service provider.
This is even more problematic when the TA is private and cannot be exposed. Programs may
have exploitable bugs or write data out of the TEE through corrupted or dangling pointers.

To cope with the situation explained, researchers explored well-studied techniques like software
fault isolation (SFI). SFI [276] establishes a logical protection domain by inserting dynamic
checks before memory and control-transfer instructions, which are then verified at runtime.
However, SFI requires either source code access, binary rewrite, or complex manipulation of
the process memory during execution, which makes this technique usually unsuited for pro-
duction use [277]. In contrast, WebAssembly (Wasm), initially conceived for executing high-
performance native code in browsers, allows building a memory-safe, lightweight, and portable
sandboxed execution environment based on restricted memory access and control flow with
limited usage of resources. Ryoan [278] and Deflection [279] are notable solutions which com-
bined SFI with TEEs. However, both suffer from performance and usability issues as these run-
times require to modify the source code to operate. Regarding Wasm within TEEs, we highlight
AccTEE [64] and SGX-LKL [120], as two solutions that execute Wasm-compiled applications
inside secure enclaves. AccTEE provides resource accounting for Wasm bytecode but lacks
comprehensive OS-level sandboxing, relying instead on SGX-LKL for enclave execution. SGX-
LKL serves as a library OS designed for generic code execution but does not offer sandboxing
functionalities and exposes a large TCB due to its integration with the Linux kernel library.

This chapter presents TWINE, a runtime that supports the execution of Wasm-compiled appli-
cations in trusted execution environments, including potentially legacy software. It provides a
two-way sandbox, ensuring security for both the service provider and the infrastructure owner.
TwiNE comes with an extended WebAssembly System Interface (WASI), which allows the sand-
boxed applications to issue filtered and controlled OS services. We currently support Intel SGX
as a TEE: TWINE translates at runtime WASI operations into equivalent native OS calls or func-
tions in secure libraries specifically built for Intel SGX. In particular, TWINE maps all file opera-
tions to Intel Protected File System (IPFS) [280], and persisted data is transparently encrypted
and never accessible in plaintext from outside an enclave, thus shielding against data exfiltra-
tion. Furthermore, our solution provides configurable and secure communication functionalities
to the Wasm binary running inside the TEE using raw TLS or HTTPS. Last but not least, TWINE
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includes attestation features, which allow us to verify the integrity of the entire runtime and,
most importantly, how OS services are offered to the Wasm module. While a TEE provides a
secure hardware execution runtime in the processor, TWINE provides a secure software run-
time (sandbox) nested within the TEE, using WASI for interoperability with regular API and
abstracting the underlying environment from the application.

TwiINE is evaluated with several micro- and macro-benchmarks. The performances of TWINE
are compared against existing alternatives, with and without secure operations inside a TEE.
Our results reveal that TWINE performs on par with systems also exploiting TEEs and pro-
viding similar security guarantees while offering programmers greater freedom. We observed
performance overheads for some specific workloads due to execution in the TEE. Besides, we
integrated and deployed in production the resulting trustworthy runtime in the context of a
fintech company, which, in short, computes real-time credit scoring, achieving 0.7-1.17 X the
performance of their original native software. We believe this penalty is largely compensated by
the additional security guarantees and the interoperability granted by our trusted WASI layer.

The contributions presented in this chapter are summarised as follows: (i) the first fully open-
source implementation of a general-purpose Wasm runtime environment within Intel SGX en-
claves with support for encrypted file system and networking, as well as built-in primitives for
remote attestation, (ii) an extensive experimental evaluation, shedding light on performance
costs and associated bottlenecks, as well as a real-world integration in an industry-battled sce-
nario, (iii) a proposal for improving IPFS and a showcase of the derived performance improve-
ments, and (iv) a fully upstreamed solution to the original Wasm runtime (i.e., WAMR), which
is open-source, maintained, and ready for use in production environments.

6.2 Related work for Twine

Building upon the background part presented earlier in this thesis (§I), we survey more spe-
cialised related work for TWINE, focusing one three key criteria. First, we look at systems with
dedicated support for Wasm in TEEs. Then, we review proposals for generic TEE support for
language runtimes. Finally, we investigate alternative sandboxing solutions embedded in TEEs.

Wasm and TEEs AccTEE [120] runs Wasm inside Intel SGX, with the specific goal of imple-
menting trustworthy resource accounting under malicious OSes. It leverages the SGX-LKL [64]
library OS and V8 JavaScript/WebAssembly engine to execute Wasm binaries inside SGX en-
claves. Their two-way sandbox (firstly from disjoint memory spaces for Wasm modules, and
secondly from SGX itself) is similar to TwiNE’s double-sandboxing approach (explained in Sec-
tion 6.4). AccTEE lacks a WASI layer and instead uses custom JavaScript for I/0 interfacing,
managed by SGX-LKL. This absence of a WASI layer presents two issues: firstly, a performance
slowdown due to the constant call of JavaScript for external interactions, and secondly, a sand-
boxing challenge since AccTEE uses Emscripten for Wasm compilation, which can invoke system
calls. In contrast, TWINE includes WASI to securely handle data persistence and communication.
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Se-Lambda [281] is a library built on top of OpenLambda [282] to deploy Wasm-based server-
less programs over function as a service (FaaS) platforms. It shields the FaaS gateway and the
code of the deployed functions in enclaves, providing anti-tampering and integrity guarantees.
Furthermore, it protects against attacks from a privileged monitoring module that intercepts and
checks system call return values. Similar defence mechanisms can be integrated into TWINE.

Enarx [283] represents an open-source TEE runtime that eases the execution of Wasm binaries
across a few TEEs, including those compatible with Intel and AMD processors. Although both
Enarx and TWINE extend support for network and attestation functionalities, there are notable
distinctions between the two solutions. Specifically, Enarx lacks file system support and solely
relies on a just-in-time (JIT) compiler. In comparison, TWINE provides a robust safeguard for
data at rest, as well as an ahead-of-time (AOT) compiler that ensures fast start-up and execution.

Veracruz [284] protects workloads running on Arm CCA and AWS Nitro [285]. Unlike TWINE,
Veracruz is a framework for developing Wasm-compiled applications in a confidential cloud
computing context rather than an arbitrary execution environment for unmodified software.

Embedding language runtimes in TEEs There have been many efforts to embed other lan-
guage runtimes into TEEs like .NET [79], Python [286], Java [80], JavaScript [287, 288], and
Lua [288, 289]. TwiNE deploys a lightweight and versatile Wasm runtime inside an SGX en-
clave, able to execute AOT-compiled Wasm applications for optimal performance. Additionally,
we developed a WASI layer to enable any WASI-compliant application to run inside our runtime.

Sandboxing inside TEEs Lastly, we report prior work that applied data confinement solutions
based on SFI inside TEEs to protect against untrusted enclave service providers. Ryoan [278]
introduced a distributed sandbox by adapting the Google Native Client (NaCI) to the enclave
environment, thereby containing untrusted data-processing modules to prevent any leakage
of user input data. The solution comes with a verifier and a service runtime. The verifier
disassembles the binary and validates that the disassembled instructions are safe to execute,
which guarantees that the untrusted module cannot break out of NaCI's SFI sandbox.

Deflection [279] is a model using out-of-enclave instrumentation for in-enclave information-
flow control. Deflection uses proof-carrying code (PCC), a technique that enables a verification
condition generator to analyse a program and create a proof that attests to the program’s ad-
herence to policies, and a proof checker to verify the proof and the code. Deflection builds
the binary code for a data-processing program and enhances it with security annotations for
real-time policy enforcement. Besides, a trusted code consumer operates within the bootstrap
enclave to verify whether the target code genuinely includes the required security annotations.

The main drawbacks of these works are performance and usability. Ryoan is particularly in-
trusive on the applications’ binary due to its security annotations. This entails a substantial
overhead, up to 100% and 32% for Royan and Deflection, respectively. Besides, these two tools
cannot run legacy code in TEEs as they require the manual partitioning typical of the SGX SDK.
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6.3 Twine design

We aim to propose a runtime for running legacy Wasm-compiled applications in secure enclaves,
establishing a two-way sandbox that ensures standard TEE security features while mitigating
data leaks, even from malicious TEE service providers. The runtime must provide dedicated
support to Wasm modules for secure execution of essential OS services within the enclave.

6.3.1 Requirements elicitation

We identify the five requirements that guide the design and implementation of TWINE. The
upcoming sections further explain how the architecture of TWINE complies with them.

R,. Must support execution of legacy software services in the two-way sandbox: TWINE
ensures transparent execution of services whose source code can be compiled to Wasm.

R,. Must support communication in the two-way sandbox: Wasm modules in secure en-
claves communicate via selected application-level protocols or secured socket API.

R;. Must support file system in the two-way sandbox: Wasm modules in secure enclaves
perform file system operations based on runtime-defined permissions or access paths.

R,. Must prevent covert channels via OS services: TWINE protects against sensitive data
exfiltration from the enclave, which may occur through OS service interfaces.

R;. Must be verifiable: TwiNE provides support for verifying the integrity of the runtime,
the SGX’s TCB and validating its related security policies for remote actors.

6.3.2 Threat model

TwiNE leverages the protection of TEEs to offer a trusted environment for running Wasm-
compiled applications. Many guarantees offered by TwWINE are inherited from the underlying
TEE implementation, specifically Intel SGX in our proposal. We note that a different TEE im-
plementation may withstand a different level of threats.

Assumptions Adversaries may have physical access to the computer hardware. However, due
to the Intel SGX’s hardware-intrusion defences, hardware attacks are deemed impractical. The
TEE delivers a protection that aligns with Intel’s claims, and standard cryptographic techniques
cannot be subverted. Enclave codes present no vulnerabilities by implementation mistake.

SGX enclaves Code and data inside enclaves as well as Intel SGX’s TCB are trusted, while
outside components are considered untrusted. The non-enclaved part of a process, the OS and
any hypervisor are thus potentially hostile. The processor ensures that only the enclave can
access its memory, which reads encrypted from the outside otherwise. Writing the memory
enclave from the outside causes the enclave to be terminated. Side-channel, denial-of-service,
fork, or reboot attacks may exist, and applications running inside enclaves must be written to
be resistant to them. While we consider these attacks out of scope, mitigations exist [290, 291].
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Figure 6.1: The TwiNE architecture. The green boxes (O) are the TCB of Intel SGX. The red boxes (O) are untrusted.
The blue box (O) is the Wasm module that is attested.

Operating system The OS follows an honest-but-curious threat model, and it conforms to its
specification, posing no threat to user and kernel processes. A compromised OS may arbitrarily
respond to enclave calls, causing its malfunction. Enclaves must be carefully crafted to ignore
abnormal responses or even abandon execution in such cases.

Wasm The Wasm specifications and implementation (e.g., sandbox, virtual machine) are sane
and do not present vulnerabilities. Side-channel attacks are beyond the scope of this work [292].

Two-way sandbox In the TWINE runtime, the threat model for hosted applications is based on
an honest-but-curious adversary. The first layer of defence relies on Wasm and WASI sandboxing
to mitigate unauthorised code execution and data modification, shielding the infrastructure
owner. In contrast, the second layer leverages Intel SGX to counter unauthorised data access
and code tampering, aimed at securing the application and data owner. We further analyse the
security implications of AOT-compiled Wasm code in Section 6.7.

6.3.3 Architectural overview

TWINE comprises two main building blocks: the Wasm runtime and the WASI interface, as
detailed in Figure 6.1. The Wasm runtime runs entirely inside the TEE, and WASI acts as a
bridge between trusted and untrusted environments, abstracting the machinery dedicated to
communicating with the TEE facilities and the underlying OS. The TEE-hosted Wasm runtime
uses the WASI interface, which is always involved whenever OS services are accessed, allowing
it to filter security-sensitive OCALLs. Doing so serves as an intermediate control layer preceding
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the actual interaction with the OS, adhering to a capability-based security model. The runtime
can limit what Wasm can do on a program-by-program basis, hence enforcing the sandbox,
which prevents Wasm code from interacting with the underlying OS. For instance, WASI may
restrict an application to open a file system subtree only, similar to the capabilities of chroot.
The combination of the sandbox of SGX and WASI ends up in a two-way sandboxing system,
partially inspired by MiniBox [293], and somehow follows the same perspective as Ryoan. The
system, considered untrusted in SGX’s threat model, cannot compromise the integrity of the
enclave code or the confidentiality of the data stored in memory. Likewise, Wasm-compiled
applications, considered untrusted from the data owner’s standpoint, cannot interact directly
with the OS unless WASI explicitly grants permission in the Wasm runtime.

Compliance withR, TwiINE facilitates the porting of legacy applications to be executed within
TEEs for three primary reasons. Firstly, the programming language can be freely chosen, pro-
vided it can be compiled with LLVM or another compiler that supports Wasm and WASI as a
compilation target. This lifts the limitations related to the language support of the official SDK
of SGX, which is only provided for applications written in C/C+ +. Secondly, it is cross-platform
hardware-compatible. Applications can be safely executed as long as the TEE is able to execute
Wasm (supported by WASI), opening the door to other TEE implementations. Finally, it is
system-agnostic as long as the OS can provide an equivalent of the API required by WASI. Since
WASI mimics the system calls of POSIX systems, many Unix-like variants can implement it.

Compliance with R,, R, We have appropriately instrumented the WASI and the runtime to
control security-sensitive functionalities, which could be exploited to exfiltrate data. Depend-
ing on the runtime configuration, low-level communication functionalities (e.g., socket-related
OS calls) may not be provided directly to the Wasm binary. Instead, the runtime may pro-
vide network communication through application-level protocols (e.g., HTTP) to prevent covert
channels via network system call interfaces. To this end, we embedded an HTTP library inside
as a Wasm module, which can be configured in terms of whitelisted targeted endpoints.

Compliance withR,,R, File management support is provided and shielded against data leaks
from code running in the Wasm module. WASI has been extended so that every file operation
leverages the Intel Protected File System (IPFS), which automatically encrypts data coming out
of the two-way sandbox (e.g., via fwrite) and decrypts data flowing in the other direction (e.g.,
via fread). Furthermore, the WASI sandbox enforces limitations on the Wasm applications by
restricting them to predefined file system operations and access paths.

Compliance with R, TwINE incorporates an attestation service that enables data owners to
verify the authenticity and integrity of the SGX’s TCB, the Wasm-compiled application, and
the trusted runtime, including WASI, through which their data flows. Wasm applications can
interact with an embedded attestation library to issue evidence that are notably bound to the
hashes of the Wasm-compiled application, the runtime, and the security policies controlling how
the configuration of WASI. Data owners rely on such attestation mechanisms to confidently trust
that remote applications are secure, verifiable, and that the runtime operates according to the
specified security policies, preventing confidential data to leave the enclave.
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Confidentiality of enclave code Using the conventional approach for programming and de-
ploying Intel SGX enclaves, the TEE guarantees the confidentiality and the integrity of the data
handled at runtime. However, Intel SGX does not feature the confidentiality of the enclave’s
code, but only its integrity. While integrity is verified through a signature of the code, the code
itself must remain in clear text to be loaded into the enclave memory. Extensions, such as Intel
SGX protected code loader (PCL), extend confidentiality for enclave binaries, albeit with some
security considerations, including writable code sections. These considerations may result in
editable enclave code and read-only data at enclave runtime [294]. Conversely, TWINE can
also offer code confidentiality for enclave binaries without the limitations associated with PCL.
Wasm modules can be downloaded into the enclave following attestation or retrieved from a
sealed blob and subsequently loaded by TwiNt. Upon decryption of the Wasm module, it is
mapped into a secure memory area of SGX known as the reserved memory. The runtime can
load arbitrary executable code into this memory region, and due to the inherent robustness of
Wasm, such code remains immutable from the perspective of the Wasm application.

6.4 Implementation details

As presented in Section 4.4, we considered many Wasm runtimes as candidates for implement-
ing TwINE. We have chosen WAMR for its small size, few dependencies, and its ability to be
linked to binary code (albeit generated ahead of time, that is, no JIT compilation). A small
TCB reduces the attack surface of the runtime. Furthermore, AOT-compiled Wasm applications
achieve near-native execution speed, as shown later, in the evaluation of TWINE. As such, we
forked WAMR and extended its WASI implementation, as explained below, in such a way that
we can abstract the enclave constraints while providing systems calls.

WASI is the interface through which Wasm applications communicate with the outside world,
similar to POSIX’s capabilities for regular native programs. Developing TEE-enabled applica-
tions requires crossing the boundary between trusted and untrusted environments, materialised
with ECALLs and OCALLSs in the case of Intel SGX. Leveraging WASI as the communication layer
meets the purpose of Wasm, where the implementation is abstracted away for the application
itself. As a result, the applications compiled in Wasm with WASI do not require any change to
be executed inside Intel SGX or other TEE implementations. For example, WATZ, introduced in
Chapter 7, showcases how the same Wasm applications can be hosted in Arm TrustZone.

By the time TwiNE was developed, WAMR already included a WASI implementation that relies
heavily on POSIX calls. POSIX is not available in SGX enclaves, so the WASI layer written by the
authors of WAMR needs to cross the trusted boundary of the enclave frequently and routes most
of the WASI functions to their POSIX equivalent using OCALLs. While this approach enables
running any Wasm applications that comply with WASI in an enclave, it does not bring additional
security benefits regarding the data that transits through POSIX, as there is no encryption.

We designed TwWINE with a more optimised WASI implementation for WAMR, better tailored
to SGX enclaves, which adopts a different approach than plain forwarding WASI calls outside
the enclave. The rationale for this choice is as follows. First, performance: most WASI calls
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would simply be translated to (costly) OCALLs. Second, we wanted to leverage trusted imple-
mentations when available. Therefore, we refactored WAMR’s WASI implementation to keep
its sandboxing enforcement, splitting the remaining into two distinct layers: (i) one for specific
implementations when available and (ii) another for generic calls. Generic calls are handled by
calling the POSIX library outside the enclave while providing additional security measures and
validity checks. Such calls are only wired when no trusted compatible implementation exists.
For instance, Intel SGX does not support time retrieval. Hence, TWINE’s WASI layer fetches
monotonic time while ensuring that the returned values are always greater than the previous
ones. If, for a given function, a corresponding trusted implementation exists (as it is the case
for the ones in the official Intel SGX SDK), we use it to handle its related WASI call. Often, a
trusted implementation calls outside the enclave while at the same time providing additional
security guarantees, such as with IPFS which leverages encryption (detailed in Section 6.4.3).
Finally, TWINE can disable untrusted POSIX implementations inside the enclave (via a compila-
tion flag). This is useful when one requires a strict and restricted environment or assesses how
the applications rely on external resources. In particular, WASI may expose states from the TEE
to the outside by leaking sensitive metadata in host calls, e.g., usage patterns and arguments,
despite the returned values being checked once retrieved in the enclave.

In its current implementation, TWINE requires exposing a single ECALL to supply the Wasm ap-
plication as an argument. This function starts the Wasm runtime and executes the start routine
of the Wasm application, as defined by the WASI ABI specifications [295]. TWINE is versatile
and can be adapted to only receive the Wasm applications from trusted endpoints supplied by
the applications providers. The endpoint may either be hardcoded into the enclave code and,
therefore, part of the SGX measurement mechanism that prevents binary tampering, or pro-
vided in a manifest file with the enclave. The endpoint can verify that the code running in the
enclave is trusted using remote attestation. We propose a remote attestation API for Wasm ap-
plications in Section 6.4.4. As a result, TWINE is a secure deployment and execution framework
for running applications on untrusted devices and environments. Despite OS dependency for
network communication, TWINE provides cryptographic techniques to create TLS and HTTPS
channels that cannot be eavesdropped on. For that purpose, we compiled and integrated a
Wasm cryptographic library in the runtime (detailed in Section 6.4.2).

6.41 Memory dllocation

Memory management greatly impacts the performance of the code executed in enclaves (see
Section 6.6.2 and 6.6.4.1). WAMR supports three modes to manage the memory for Wasm
applications: (i) the default memory allocator of the environment (e.g., malloc and free for
Linux), (ii) a user-defined memory allocator, and (iii) a preallocated buffer of memory. We found
that using the SGX memory allocator to enlarge the linear memory of the Wasm application
performed poorly, leading to a time complexity above linear. Consequently, TWINE preallocates
a buffer of a fixed size to operate. This approach is generally not problematic, as it requires
specifying a fixed heap size at compile-time for SGX enclaves.

We note that Intel SGXv2 include a memory allocation scheme called Enclave Dynamic Memory
Management (EDMM) [157], enabling more memory allocation than the size specified at build
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time. In such cases, TWINE can leverage this new feature to extend the preallocated buffer
dynamically, hiding such implementation details to the Wasm application.

6.4.2 Communication support

Bringing network functionalities inside enclaves is essential to support communication with
external endpoints, such as trusted peers or other enclaves. Therefore, we implemented the
required calls to deal with network sockets in our WASI layer, relying on the network stack
of the untrusted OS. We perform our cryptography inside the enclave to secure the commu-
nication channels and prevent attackers from eavesdropping. For that purpose, we use Wolf-
SSL [296], an open-source popular cryptographic library. WolfSSL supports mainstream ciphers
and the TLS protocol, which can be used to set up trusted communication channels. Using
a renowned cryptographic library compiled in Wasm has many advantages: (i) the library is
platform-independent and reusable in other TEEs (e.g., TrustZone with WATZ in Chapter 7),
(ii) the library can be statically linked to any application when compiled into the Wasm format,
and (iii) the library can also leverage the multi-module feature of WAMR, the runtime which
TwINE is based on, which enables Wasm applications to load dependencies at runtime, which
eliminates the burden of static linking, and abstracts a specific implementation of the library. A
WASI proposal already exists to bring cryptography to Wasm applications by the runtime [270].
However, we considered its status too preliminary to be considered as a building block.

Furthermore, we adapted Mongoose [297], a lightweight and embeddable web server library,
to enable compilation into Wasm and facilitate the hosting of web applications within the TEE.
In conjunction with WolfSSL, our adaptation of Mongoose enables clients to establish secure
communication channels featuring HTTPS termination secured by Intel SGX. Consequently, en-
claved applications can expose a high-level API, such as REST, while ensuring the confidentiality
of data and the integrity of executing code. The literature has examined various approaches to
providing attestation in conjunction with high-level API supported by TLS. Such mechanisms
are covered in Chapter 8. TWINE can reuse similar solutions for TEE attestation.

The WASI calls related to the sockets are implemented using OCALLs, forwarding them to the
untrusted OS. Analogous to the WASI implementation for Linux, our approach supports the
sandboxing of networking, allowing the runtime to supply IP ranges to which Wasm applica-
tions can connect. We minimised the number of OCALLs by embedding computations that do
not require untrusted OS system calls, e.g., text to binary IP address conversions. WolfSSL has
been slightly adapted to be compiled in Wasm. Our work builds upon the compilation target
of WolfSSL for Intel SGX, with missing dependencies addressed using WASI calls and header
files of the WASI-SDK supporting C/C+ +. Due to the constraints of the Wasm virtual machine,
which prohibits embedding assembly instructions in the bytecode, we could not use the hard-
ware acceleration offered by modern CPUs for specific ciphers (e.g., AES). Limitations can be
mitigated by offloading certain cryptographic operations to the runtime. Mongoose exclusively
supports OpenSSL and Mbed TLS libraries to provide cryptographic primitives. As such, we in-
tegrated WolfSSL as a TLS provider within Mongoose for hosting or querying HTTPS websites.
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6.4.3 File management support

As a showcase of the abstraction offered by WASI, we implemented the subset of the WASI calls
related to file system operations by using the IPFS [280]. Being shipped with the Intel SGX
SDK, it mimics the POSIX functions for file operations. The architecture of IPFS is split in two:
(i) the trusted library, running in the enclave that offers a POSIX-like API for file management,
and (ii) the untrusted library, an adapter layer to interact with the POSIX functions outside the
enclave, that read and write on the file system. Upon calls to write, content is encrypted trans-
parently by the trusted library before being written on the media storage from the untrusted
library. Conversely, content is decrypted by the enclave during calls to read.

IPFS uses AES-GCM for authenticated encryption, leveraging the CPU’s hardware acceleration.
An encrypted file is structured as a Merkle tree with nodes of a fixed size of 4KiB. Each node
contains the encryption key and tag for its children nodes. Thus, IPFS iteratively decrypts parts
of the tree as the program in the enclave requests data [298]. This mechanism ensures the
confidentiality and integrity of the data stored on the untrusted file system. While the enclave
is running, SGX’s memory shielding guarantees the confidentiality and integrity of the data.

IPFS has several limitations, which are deemed beyond the scope of Intel’s threat model. Since
the files are saved in the regular file system, there is no protection against malicious file deletion
and swapping. Consequently, IPFS lacks protection against: (i) rollback attacks: IPFS cannot
detect whether the latest version of the file is opened or has been swapped by an older version,
and (ii) side-channel attacks: IPFS leaks file usage patterns and various metadata such as the
file size (up to 4KiB granularity), access time and file name. We note how Obliviate [69], a
file system for SGX, partially mitigates such attacks. Although Obliviate can be adapted for use
with TwiINE, addressing side-channel attacks falls beyond our threat model.

WASI includes several calls that do not have direct counterparts in the IPFS, due to slight vari-
ations from the ISO C standard. For instance, the function fseek allows the cursor to move
past the end of a file, which is not permitted in IPFS. To address this discrepancy, our WASI
implementation extends the file with null bytes, requiring extra IPFS calls. Also, IPFS lacks
support for vectored read and write operations. Since WASI exclusively handles file /0O with
vectored operations, we resolved to implement those with an iteration.

IPFS provides convenient support to automatically create keys for encrypting files, derived from
the enclave signature and the processor’s (secret) keys. While automatic key generation seems
straightforward, a key generated by a specific enclave in a given processor cannot be regener-
ated elsewhere. IPFS circumvents this limitation with a non-standard file open function, where
the caller passes the key as a parameter. Our prototype relies on automatic generation, and we
leave it as future work to extend our WASI layer to support custom encryption keys.

In conclusion, files persisted by TWINE cannot be read outside the enclaves and are transparently
decrypted and integrity checked while handled by Wasm applications.
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Figure 6.2: The deployment and attestation workflow of TwINE. The blue boxes (O) are software components, the
green box (O) is the TCB of Intel SGX, the white boxes (O) are the key for a secure communication channel, the
yellow boxes (O) are the measurement of the enclave, the brown boxes (O) are the evidence and the pink boxes
(O) are the signature of Intel SGX.

6.4.4 Attestation

Remote attestation, previously covered in Chapter 3, is a cornerstone feature of TEEs, as it
ensures the authenticity of the executing code, including Wasm applications in the context of
TwiNE. We worked with the open-source community of WAMR [299, 300] to define additional
functions in the runtime to interact with the attestation features of Intel SGX. As a result, Wasm
applications within our system can interface with Intel SGX to generate evidence during attes-
tation. The integration of attestation within the runtime provides robust security guarantees
for remote peers, typically facilitating the establishment of secure communication channels to
transfer confidential data in remotely executed Wasm applications.

Figure 6.2 depicts the workflow of TwINE, including the deployment and attestation of Wasm
applications. The source code from potentially multiple programming languages is compiled to
Wasm bytecode, followed by AOT compilation to native code for enhanced performance. The
resulting binary is then deployed into TWINE’s enclave. Remote attestation is implemented
using librats, a low-level library facilitating attestation for multiple TEEs [137]. Although
the current implementation supports Intel SGX Data Center Attestation Primitives (DCAP), the
runtime can be extended to support additional TEEs. A hash is computed upon loading the
Wasm application bytecode (or the AOT-compiled assembly code) within the enclave (D). When
collecting a quote, the runtime retrieves this precomputed hash and derives a secondary hash,
comprising optional data provided by the Wasm application, such as a public key to establish
a trusted communication channel (@). The runtime then forwards the final value to the Intel
SGX RA mechanism, which issues evidence (®). Relying parties may use evidence to confirm
the enclave’s genuineness (@) and the trustworthiness of the executing Wasm application (®).
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6.5 Demonstrating Twine with a distributed financial technology

The company Credora provides a privacy-preserving scoring solution for credit in cryptocurrency
finance. Credora’s requirements is that users’ confidential data remains private and is computed
correctly, i.e., metrics must reflect the actual status of the credit. To this end, Credora uses TEE
and cryptographic proofs to ensure users’ sensitive data privacy and guarantee risk analysis.
Intel SGX is the TEE implementation adopted to protect and attest sensitive processing. Within
the threat model supported by Intel SGX, only computations authorised by the user are allowed
in the attested enclave, and no party can see granular private data or perform any knowledge
extraction. The TWINE runtime has been used in this data-intensive, large-scale commercial
application to enhance the trustworthiness of a distributed credit scoring oracle. Credora uses
TwiNE for easing the development, deployment and attestation of Intel SGX applications.

Credit scoring has been historically used by financial institutions to estimate the risk of lending
money to an individual. It determines the ability of an entity to repay debts based on a number
of quantitative and qualitative metrics. High credit scores lead to higher chances of obtaining a
loan with low interest rates, while lower score result in higher interest rates. Credora provides
a privacy-preserving scoring solution for credit in cryptocurrency finance. With over $100B
of crypto-collateral being used to generate over $1.25B of interest on a quarterly basis, credit
is one of the most rapidly growing sectors of the emerging cryptocurrency finance ecosystem.
Credora allows borrowers to supply lenders with real-time portfolio risk metrics, while preserv-
ing the privacy of trades, positions, and other sensitive information. Borrowers benefit from
improved lending terms, as they can display their risk in real-time and assure lenders they are
trading responsibly. Lenders benefit from increased visibility and real-time information. Cre-
dora calculates various dynamic risk metrics and aggregates across client portfolios, including
total assets, liabilities and maximum loss simulations. The latter is based on the standard port-
folio analysis of risk (SPAN) system, wherein the worst possible loss of a client’s portfolio is
estimated from a simulation over price and volatility shock scenarios.

Figure 6.3 shows the architecture of the credit scoring system of Credora. It is composed of a
set of distributed and loosely-coupled microservices communicating via a distributed in-memory
data store. The typical execution flow is as follows. Initially, before interacting with the back-
end, the client challenges the key management system (KMS) for its attestation (@) to set up
a secure channel. Once completed, it can provide secrets (i.e., exchange keys) to the Credora
TEE-secured KMS (®@). The dispatcher defines pulling jobs, i.e., a request to be executed for
a particular exchange using its API endpoints that returns information on clients’ portfolios.
These jobs are transferred through a shared cache to the pullers (®). Based on those, the
private puller uses the exchange keys distributed by the KMS (®) to get clients’ data (e.g., infor-
mation on open trading positions) from cryptocurrency exchanges venues (®) such as Binance,
Deribit, Coinbase and Kraken. A trading position denotes an individual’s or entity’s ownership
stake in a particular financial asset, which represents their investment and potential for profit
or loss. The obtained data is encrypted and pushed into the shared cache (®). Similarly, the
public puller gathers public market data (®), which is also stored in the shared cache (®). The
aggregator reads clients’ private data from the shared cache, markets public data obtained by
the public puller (@), and computes the risk metrics and credit scores (®).
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Figure 6.3: The architectural overview and workflow of Credora. The solid arrows describe trusted channels,
whereas dashed arrows are attested channels. The blue boxes (O) are organisational units, the green boxes (O)
are TEEs (some with TWINE), the brown boxes (O) are data, and the white boxes (O) are software applications.

In this use-case, the confidential data is given by: (i) exchange keys used to obtain clients’ wallet
data from exchange venues, and (ii) the client trading positions received from exchanges. This
architecture guarantees that confidential data never leaves the secure enclave unencrypted. The
exchange keys are received directly from clients’ browsers over an attested TLS TEE-terminated
secure channel. This is possible through the librats library [137], the same attestation library
embedded in TwiNE for issuing evidence, which can be compiled to Wasm using the compiler
Emscripten and executed inside the browser. These exchange keys are persistently stored using
IPFS that encrypts the secret information in the enclave using the SGX sealing key. The pro-
cess of signing requests for exchanges using the exchange keys is executed inside the enclave.
RESTful requests for exchanges are then made over an HTTPS TEE-terminated connection us-
ing WolfSSL and Mongoose compiled in Wasm, which guarantees that the confidential financial
data is directly received and aggregated in the enclave.

Under the described scenario, Credora’s clients only need to trust Intel (i.e., SGX threat model)
and Credora itself, which does not disclose the implementation of their software. Hence, the
cloud provider hosting the application may be untrusted, thanks to the secure environment
offered by Intel SGX. Additionally, we aim to further reduce the scope of the threat model by
removing Credora, leaving Intel as the only trusted entity. Toward this goal, one must prove
to clients that no data has ever leaked from the secure enclaves, nor that the enclaves are
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curious and retrieve unwanted information from the cloud provider’s system. As such, TWINE’s
trust model plays an essential role: its two-way sandbox (as explained in Section 6.4) offers
two strong guarantees for the cloud provider and the clients. First, the Credora’s enclaves,
which are based on TWINE, are proven authentic using remote attestation, which guarantees
to Credora that the enclaves have not been tampered with and can supply Wasm applications
and confidential information for further computations, preventing one from eavesdropping.
Second, Credora’s customers can review the open-source implementation of Credora’s enclaves
(i.e., based on TWINE), ensuring that the runtime properly sandboxes the Wasm applications
(whose source code is proprietary) deployed by Credora later on, which prevents the Credora’s
Wasm applications from accessing the host system resources.

6.6 Evaluation

We present here our extensive evaluation of the runtime TWINE. We intend to answer the follow-
ing questions: (i) What are the performance overheads of using TwINE on Client and Scalable
SGX, compared to native applications and AccTEE, a state-of-the-art solution? (ii) What are
the performance overheads for using cryptographic operations and setting up TLS-terminated
connections within the enclaves? (iii) Can a database engine be compiled into Wasm and exe-
cuted in a TEE while preserving acceptable performance? (iv) How do the database input and
output operations behave when the EPC size limit is reached? (v) What primitives generate
most of the performance overheads while executing database queries? Can we improve them?
(vi) How does TWINE perform when used in a data-intensive and real-world solution?

We answer these questions by using a general-purpose compute-bound evaluation with Poly-
Bench/C (§6.6.2), encrypting, hashing and securing communications using cryptographic primi-
tives and TLS with WolfSSL (§6.6.3), evaluating a general-purpose embeddable database using
SQLite (86.6.4), stressing the database engine using custom micro-benchmarks that perform
read and write operations (§6.6.4.1), analysing various cost factors bound to Wasm and SGX
(86.6.4.2), profiling the time breakdown of the database components, the Wasm runtime and
the SDK of SGX (§6.6.4.3), and finally assessing the end-to-end performance of a Wasm appli-
cation in the fintech company Credora (§6.6.5).

6.6.1 Experimental setup

We use a Supermicro 5019S-M2 with Intel Xeon E3-1275 v6 (3.8 GHz, 128 MiB of Enclave Page
Cache (EPC), usable 93 MiB) for Client SGX tests, and a Supermicro SYS-520P-WTR with an
Intel Xeon Gold 6326 (2.9 GHz, 8 GiB of EPC) for Scalable SGX. The benchmarks are executed
using Client SGX, except where noted. Systems run Ubuntu 18.04.6 with kernel 4.15.0, SGX
driver v2.11, and SGX SDK v2.17.100.3. TwiNE is fully merged into the WAMR'’s official repos-
itory. As such, we use the WAMR build for running the benchmarks unless stated otherwise.

Time is measured using the monotonic clock of POSIX in all the benchmarks and averaged
using the median. If measured from within the enclave, the time to leave and reenter the
enclave is included. In our setup, the enclave round trip accounts for approximately 4 ms. We
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Figure 6.4: The performance of PolyBench/C benchmarks, normalised to native speed, with memory page sizes of
4KiB and 2 MiB.

used Docker to build the benchmarks while their execution is on bare metal to avoid potential
isolation overheads. The native benchmarks are compiled using Clang 10 with optimisation
set to -—-03. The Wasm benchmarks are compiled using Clang into Wasm format, then AOT-
compiled into native format using the compiler provided by WAMR (i.e., wamrc) using --03 and
size level 1 to run into SGX enclaves (--sgx). We used GCC v7.5 for two tasks: (i) compile the
applications executing the benchmarks, i.e., the WAMR runtime and the SGX enclaves, also with
--03, and (ii) compile IPFS with --02, as in the SGX SDK. SGX-LKL (v0.2.0), LKL (v5.4.62) and
AccTEE have been used as an empirical baseline for running the experiments natively in SGX
enclaves. They have been downloaded from the official Debian repository and GitHub. Finally,
our implementation and instructions to reproduce our experiments are open-source [15].

6.6.2 Micro-benchmarks: PolyBench/C

PolyBench/C [301] is a CPU-bound benchmark suite commonly used to validate compiler op-
timisations and compare the performance of Wasm execution environments [116, 120]. We
leveraged PolyBench/C due to the practicality of deploying it in SGX enclaves. We present re-
sults for 30 PolyBench/C (v4.2.1) tests: native (x86-64 binaries), AOT-compiled Wasm using
WASI-SDK for WAMR and TwiNE, and JIT-compiled using V8 for AccTEE. We also benchmark

96



6.6 Evaluation

TwiNE with Client and Scalable SGX, highlighting performance overheads due to the EPC limit.
For accurate precision when compared to AccTEE, a state-of-the-art runtime with resource
accounting, we disabled the instrumentation of the Wasm bytecode. Furthermore, we bench-
marked native and WAMR with two sizes of memory pages: 4 KiB and 2 MiB. Intel SGX-enabled
solutions omit large memory pages due to the absence of support in SGX. Figure 6.4 shows the
results normalised against the native run time using memory pages of 4 KiB.

We can split the PolyBench/C test results into four groups based on the performance ratio of the
execution modes (native, WAMR and TwiINE) and the memory page sizes (4KiB and 2 MiB):
(i) similar execution time (e.g., s2d); (ii) WAMR, AccTEE and TWINE (i.e., the Wasm runtimes)
are slower than native (e.g., h3d, gem and j1d); (iii) AccTEE and TWINE (i.e., the Wasm runtimes
which leverage Intel SGX) are slower than native and WAMR (e.g., ges, bic and doi); and
(iv) native and Wasm using large memory pages are faster than native and Wasm using regular
memory pages (e.g., trm, gra and cor).

While Wasm may be up to speed with native performance, Wasm is usually slower than native
for several reasons, such as increased register pressure, more branch statements, increased code
size, and high reliance on the stack. We also looked at the impact of memory on performance,
given the additional cost for SGX enclaves [62]. Beginning with 160 MiB, the minimum for
all PolyBench/C tests, we incrementally reduced the Wasm runtime memory allocation until
allocation failure. The slowdown in the der test is due to reaching the EPC size limit, while
AccTEE throws a segmentation fault unless the array dimensions are reduced (as in the original
paper). Similarly, 1u and 1ud require at least 80 MiB of memory. In our settings, AcCTEE showed
spikes in performance for the tri and ata tests. Despite higher normalised run times compared
to TWINE, the absolute run times for these tests stay under one second.

We further examine the overheads caused by the page evictions from the EPC. For that pur-
pose, we run PolyBench/C on TwiNE with Scalable SGX, benefiting from a larger EPC of 8 GiB.
Memory-intensive tests, such as der, 1u, and lud, reveal fewer overheads compared to Client
SGX. Besides, the majority of tests show reduced overheads, even if they did not use the total
EPC capacity. A possible reason for this performance difference is Scalable SGX’s transition to
Intel’s Total Memory Encryption (TME), which uses AES-XTS, over the traditional Merkle tree
that maintained the integrity of enclaves (detailed in Section 2.2.1) [164]. While this choice
downgrades SGX’s threat model by relaxing defences against hardware integrity and anti-replay
attacks, this trade-off offers larger EPCs and generally more efficient enclave execution [160].

We also analysed the usage of large memory pages for two reasons. First, enabling large pages
for a particular process that has yet to be tailored for using them usually requires turning on the
OS-wide feature Transparent Huge Pages, impacting all the other processes running on the same
system. On the other hand, TwINE abstracts the memory allocator as a process supporting this
feature, which transparently enables any given Wasm program to allocate large pages. Second,
PolyBench/C highlights that Wasm memory-intensive workloads with large pages enabled may
be faster than their native counterparts when not configured for using this feature, offering
an effortless performance boost. This speedup is due to the reduced pressure on the processor
translation lookaside buffer (TLB) cache, which translates virtual to physical memory addresses.
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Figure 6.5: The performance of WolfSSL benchmarks targeting cryptographic algorithms, normalised to the native
speed.

6.6.3 Micro-benchmarks: network stack

We assess the network stack of TWINE using two micro-benchmarks bundled with WolfSSL:
(i) a performance comparison of cryptographic primitives using many ciphers and hashing algo-
rithms, and (ii) a performance evaluation of TLS sessions, which have one side of the connection
terminated within the enclave. In both cases, we compare the relative execution speed of native
and Wasm (inside SGX) and Wasm (outside SGX) against native (outside SGX). For a fair com-
parison between native and Wasm, we have chosen to disable the hardware acceleration support
of WolfSSL, i.e., the offloading operations to the CPU’s instruction set architecture (ISA).

Figure 6.5a depicts the execution speed of symmetric algorithms and hashing functions. In con-
trast, Figure 6.5b illustrates the speed for asymmetric ciphers and key generation operations.
Among these, symmetric operations are the most efficient, with an average slowdown for Wasm
of 1.2x outside SGX, and 1.3x inside the TEE, compared to native speed execution. Hashing
functions follow, with slowdowns of 1.3x and 1.4x for Wasm outside and inside SGX, respec-
tively. Finally, the asymmetric ciphers have the highest slowdown, with 3.3x and 5.1 X for the
same settings. Despite the slower speed of asymmetric ciphers for session establishment, au-

98



6.6 Evaluation

® Native ® SGX -+ Wasm < TWINE

—_
(&
o
T
\

100 |- . i o u o o o

1

Transactions per second
Higher is better »

O T T T T T T T T T T T
0] 1 3 5 7 9 11 13 15 17 19 21

Concurrent connections

Figure 6.6: The performance of WolfSSL benchmarks for TLS sessions.

thentication, and key exchange, the TLS protocol mitigates their performance impact by relying
on more efficient symmetric and hashing algorithms for the remainder of the session.

In Figure 6.6, we stressed an application using WolfSSL’s TLS 1.3 protocol by evaluating the
number of TLS transactions per second over a range of concurrent connections. The setup in-
volves a client and a server hosted on different machines connected through a switch. The
client is a native executable running on Linux, while the server is of four types and evaluated
separately: native in Linux and SGX, Wasm in Linux and TwINE in SGX. A TLS transaction
is composed of (i) the TLS handshake, (ii) the server reading 16 KiB, (iii) the server sending
16KiB, and (iv) the closure of the session. We measure the time the server takes to handle
512 connections while varying the number of concurrent connections handled by a single core.
Besides, we used the cipher suite TLS13-AES128-GCM-SHA256 as cryptographic primitives. Fi-
nally, we considered AES128-CCM and CHACHA20-POLY1305 as authenticated encryption with
associated data (AEAD) ciphers, but we did not notice significantly different results because
the performance of these algorithms is similar, as reflected in Figure 6.5.

The number of transactions per second for native execution outside SGX and Wasm demon-
strates a pronounced increase until it reaches a maximum value, after which it stabilises. This
maximum value means the saturation of the single thread responsible for managing TLS ses-
sions. The native execution within the enclave exhibits a comparable pattern. However, con-
verging after attaining its peak value requires a more extended period. Although we did not
conduct a comprehensive investigation on this particular behaviour, we believe the observed
phenomenon results from how SGX-LKL (the library OS used to execute native applications in
SGX) processes in-enclave packets via its dedicated TCP/IP stack. Native execution outside SGX
converges to an average of 157 TPS, which serves as the baseline measurement. In contrast, na-
tive execution within the TEE exhibits an average of 97 TPS with a consequent slowdown factor
of 1.6x. Furthermore, the average transaction rates per second for Wasm outside and inside
the enclave are 67 TPS and 44 TPS, respectively, with corresponding slowdown factors of 2.4 x
and 3.6x. When comparing the in-enclave solutions, TWINE’s slowdown relative to native is
2.2x, but offers all the advantages of Wasm, such as portability and security. Yet, Wasm services
hosting TLS connections may leverage multithreading for performance enhancement.
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Figure 6.7: The relative run time of SQLite Speedtest1 benchmarks for reading (®), updating (¢#*), and house-
keeping (¥¥) operations.

We highlight that modifications were made to the official benchmark to use the poll system
call instead of epoll, as the latter is unsupported in WASI. The resulting software was then
contributed to the WolfSSL open-source repository [38].

6.6.4 Macro-benchmarks: SQLite

SQLite [302] is a widely-used full-fledged embeddable database. It is ideally suited for SGX,
thanks to its portability and compact size. For this reason, we thoroughly evaluated it as a
showcase for performance-intensive operations and file system interactions. SQLite requires
many specific OS functions missing from the WASI specifications due to standardisation and
portability concerns in Wasm. Therefore, we leveraged SQLite’s virtual file system (VFS) and
implemented a minimal file system interface compatible with WASI to make SQLite process
and persist data, reducing the POSIX functions to be supported. We used one of the official
templates (test_demovfs) to override the OS interface of SQLite since it relies on a few POSIX
functions covered by the WASI specifications. SQLite uses a 2048-page cache of 4 KiB each (for
a cache size of 8 MiB) with the default (normal) synchronous mode and the default (delete)
journal mode. Besides, we use an alternate memory allocator (SQLITE_ENABLE_MEMSYS3) to
provide a large chunk of preallocated memory for the database instance.
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Memory allocation in SGX enclaves can be costly, consuming up to 45% of CPU time in some
tests. Preallocating memory can, therefore, significantly improve performance when the database
size is predictable. As such, we configured TWINE to allocate a memory buffer of 60 MiB upon
runtime instantiation. We compiled SQLite v3.32.3-amalgamation (i.e., a single-file version of
the entire SQLite program) into Wasm. First, we used SQLite’s own performance test program,
Speedtest1 [303], running 29 out of the available 32 tests, covering a large spectrum of sce-
narios (we excluded three experiments because of issues with SQLite VFS). Each Speedtest1
experiment targets a single aspect of the database, such as selection using multiple joints and
updating indexed records. Tests are composed of an arbitrary number of SQL queries, poten-
tially executed multiple times depending on the load to generate. Figure 6.7 shows our results,
normalised against the native execution. We include results for in-memory configurations as
well as for a persisted database, where WASI is used in combination with IPFS.

While we provide additional details below, we observed across all tests that the WAMR’s slow-
down relative to native on average is 1.7 for in-memory and 1.6X for file-based databases.
TwiNE’s slowdown relative to WAMR is 2.1 X for in-memory and 2.0 X for file-based databases.
Symbols (@, ¢, ) indicate read queries, data updates (e.g., inserting, updating, and deleting
records), and housekeeping tasks (e.g., integrity checks, statistics collection). The upper plot
shows a consistent performance penalty trend by variant, with a slowdown of 3.9x and 4.6x
for TwiNE in-memory and file-based databases, respectively. These experiments primarily rep-
resent read queries from the benchmarks. Experiments demonstrating identical performance
for in-memory and persistent databases suggest actions on the page cache without file system
interaction. Using SGX with a persistent database incurs substantial overhead under specific
conditions. Notably, experiments 410 and 510 induce additional latency attributed to intensive
I/0 operations. Specifically, each query in these tests repeatedly calls the libc function fstat
to get the database file size, an operation further slowed by enclave OCALLs. We note that
caching this information at the WASI layer could improve the performance of these recurring
calls, provided that the file remains unmodified. Compared to the 410 test on an in-memory
database, TwINE and SGX-LKL reveal slowdowns of up to 32.5x and 22.0x, respectively. Test
210 is I/O-intensive, as it modifies the database schema and, consequently, all records. More-
over, test 250 is highly I/0-intensive within a persisted database, as it updates every record in
a table, requiring the re-encryption of a significant portion of the database file. Finally, 990 is a
particular case of database housekeeping. It gathers statistics about tables and indices, storing
the collected information in internal database tables where the query optimiser can access and
use the information to help make better query planning decisions. The protracted execution
time of TwINE and SGX-LKL with a persistent database is attributed to the added complexity
of I/0 operations from the enclave and the transparent encryption and decryption of the data.
In general, a consistent pattern is observed across variants, except in cases involving extensive
file system interactions, which typically influence native execution outside SGX as well.

6.6.4.1 SQLite: overhead breakdown

In order to comprehensively examine the origins of observed performance penalties, we de-
vised a test suite to assess prevalent database queries. This suite comprises various query types,
including insertion, sequential, and random reading (measured independently due to their dis-
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Figure 6.8: SQLite, micro-benchmarks for sequential write (a), sequential read (b), random read (c). We compare
four variants (native, SGX-LKL, WAMR, TwiNE) and two different modes (in memory and on file).

tinct complexities [62]). This test suite’s design follows comparable benchmarks from previous
literature [304]. The tests use a single table with an auto-incrementing primary key and a blob
column. For sequential insertions, the blob column is iteratively filled by an array of random
data (1 KiB) using the same pseudorandom number generator (PRNG), as in Speedtest1. Next,
records are selected in the order they have been inserted (WHERE clause). Finally, we selected
one random entry at a time. The database is initialised with 1 k records (i.e., 1 MiB in total) and
iteratively increases that amount by 1k entries at the time, up to 175k records (i.e., 175 MiB).
We evaluated four variants: a native version of SQLite running either outside or inside an en-
clave and an AOT-compiled Wasm version running with the same settings. For each of them,
we include results for in-memory and on-file databases. The performance results for TWINE
(file-based) illustrate the enhanced version of IPFS, which reduces the latency of the read/write
operations. The details of the improvement of IPFS are covered in Section 6.6.4.3. Table 6.1
summaries the obtained results, where values on each line are normalised with the run time of
the native variant. The run time is the median of the queries’ execution time, either from 1k to
175 k records for native and WAMR, or split into two parts for SGX-LKL and TWINE, going from
1k to the EPC size limit (88 MiB of data and 4 MiB of runtime) and from that limit to 175 k.

Figure 6.8a presents the results of the insertion of records. While the variants executed outside
the enclave demonstrate consistent performance, the EPC limitations impact the in-memory
variants. This outcome can be attributed to the costly nature of swapping operations associated
with enclave memory pages, which involves the encryption of evicted pages [305]. Importantly,
TwiNE demonstrates a significant performance improvement in the in-memory insertion above
the EPC limit, with a gain of 1.3 . This improvement highlights the effectiveness of TWINE in
addressing the performance challenges associated with EPC constraints. The operational cost
associated with the persistent database in TWINE escalates linearly because of file encryption.
Conversely, SGX-LKL employs a more optimal approach for inserting sequential elements and
adheres to the performance trend exhibited by TWINE’s in-memory variant.

Figure 6.8b illustrates the execution time required to read all records sequentially. Non-enclave
variants exhibit linear costs, with a minor decline when the database accommodates 114k
records. Although this study focused on TwiNE’s performance, the slightly unexpected be-
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WAMR SGX-LKL TWINE

<EPC >EPC <EPC >EPC
Insert memory 1.9 2.9 16.3 4.3 10.4*
Insert file 1.1 0.9 1.0 2.3 2.4
Sequential read memory 1.4 2.0 7.7 3.1 6.3
Sequential read file 1.3 1.3 3.1 3.8 8.3
Random read memory 1.3 2.3 17.6 2.9 17.6
Random read file 1.3 20.4 22.7 18.3* 20.1%
(Native run time = 1) *TWINE is faster than SGX-LKL.

Table 6.1: The comparison of the technologies in normalised run time.

haviour has yet to be further investigated. Both TwiNE and SGX-LKL with an in-memory
database display a pronounced increase beyond the EPC size limit, attributable to enclave pag-
ing. In contrast, TWINE with a file-based database demonstrates optimal performance while the
database remains within the 8 MiB range (i.e., the configured cache size for SQLite). A simi-
lar increase is observed up to 16 MiB (twice the cache size). To confirm that this overhead is
related to the cache, the cache size was increased to 16 MiB, revealing that the sharp increase
ceases at 32 MiB. We observe comparable trends by replacing our WASI implementation by the
one of WAMR, which uses direct POSIX calls without encryption. As a result, the primary source
of the observed performance penalties is attributed to SGX memory access operations.

Figure 6.8c presents the execution time associated with random reading operations. The costs
for all variants increase linearly in proportion to the database size, except for the SGX in-memory
database variants, which are affected by EPC limitations. Random reading operations trigger
the enclave paging mechanism more frequently, as the spatial locality of the requested records
no longer remains smaller than the size of a single memory page. Notably, the in-file random
reading scenario underscores the superior performance of TwINE compared to SGX-LKL, ex-
hibiting a 1.1 X increase prior to the EPC limit and a 1.13 X increase following the limit.

As a result, TWINE exhibits somewhat lower performance compared to SGX-LKL, which can be
attributed to the overhead associated with Wasm. Nevertheless, TWINE achieves competitive
and even faster operations than SGX-LKL when it comes to random file access and in-memory
insertion upon reaching the EPC threshold. While TwiNE faces challenges in certain use cases,
its overall performance remains robust. A detailed examination of the role of SGX in this be-
haviour is provided in the following section, which analyses the various cost factors of TWINE.

6.6.4.2 Cost factors assessment

To evaluate SQLite’s performance limitations and constraints, we conducted a thorough analysis
of the cost factors when using SGX and Wasm, either independently or conjointly. We identi-
fied two distinct dimensions of cost implications: (i) the time required to build and deploy an
application, which occurs within the developers’ workspace, and (ii) the time and storage space
required to execute an application on an untrusted platform. The analysis presented herein was
executed on the preliminary version of TwiNE (before integration into the official repository).
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(@) Times [ms] Native SGX-LKL WAMR TWINE
Compile runtime — 288,774 4,329 3,425
Compile Wasm — — 38,593 38,593
Compile x86/A0T 23,350 23,350 52,944 52,944
Gen. disk image — 15,711 — —
Launch 2 6,119 70 3,155
(b) Sizes [KiB] Native SGX-LKL WAMR TWINE
Executable, disk 1,164 6,546 123 30
Enclave, disk — 79,200 — 567
Wasm artifact, disk — — 1,155 1,155
AoT artifact, disk — — 3,707 3,707
Disk image — 247,552 — —

Executable, mem. 192,822 77,310 211,156 9,970
Enclave, mem. — 261,120 — 209,920

Table 6.2: The cost factors of the micro-benchmarks.

Table 6.2a summarises the time overheads we observed with the SQLite micro-benchmarks
(175k records). As different types of costs are involved depending on the variant, we do not
indicate totals in the table. The native one is composed of a single executable binary, while SGX-
LKL requires the same executable binary and a disk image, which is an abstraction introduced
to store the code and data securely. The two variants that use Wasm require an executable (the
runtime) and the Wasm-compiled application corresponding to the SQLite benchmarks. For
both variants, we measured the time for AOT compilation as well. For launching, we measured
the time from the process creation to the start of the database initialisation. The variants with-
out SGX are naturally faster since they do not have to initialise the enclave. The initialisation
of TWINE is 1.9 faster than SGX-LKL because the enclave is heavier than TWINE’s, and the
benchmarks executable is encrypted on the disk image.

Table 6.2b indicates the disk and resident memory footprints of the compiled components and
additional prerequisite software. The native variant is stored in a single executable binary file.
SGX-LKL has a heavier-sized executable and a much larger enclave binary. The latter contains
a generic program that is only loaded once and runs any other program stored in a disk image,
such as our SQLite benchmarks. A disk image is necessary for SGX-LKL, which it maps into RAM.
We generated an ext4-formatted file system, whose size is fixed at build time to be big enough
to store our SQLite benchmarks programs and results. TWINE has a lightweight runtime, with
a reduced memory footprint in the enclave, since the executable binary loaded into the enclave
is only SQLite and the benchmarks. Besides, TWINE does not need an image file as it relies on
the host file system, keeping its content secure thanks to IPFS. When loaded in RAM (last lines
in Table 6.2b), the variants occupy different amounts of memory. Native and Wasm variants
store the database records in the process address space (no enclaves). TwINE and SGX-LKL
store records inside their enclaves, consuming less memory outside. The enclave sizes were
configured to be just big enough to store 175k records.

Finally, Figure 6.9 depicts the overhead incurred by the introduction of SGX in the breakdown
of the micro-benchmarks using an in-file database. In particular, it compares the SGX hardware
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Figure 6.9: The comparison of normalised run time for SGX variants using in-file databases with SGX hardware and
emulation.

mode, where the SGX memory protection is enabled and the software mode, where the SGX
protection is emulated. The normalised run time is the median of the queries’ execution time,
from 1k to 175k records compared to TWINE in hardware mode. While the insertion and
sequential reading time follow a similar trend, the performance of SGX-LKL in hardware mode
for the random reading suffers from a slowdown. Since SGX-LKL in software mode does not
encounter this issue, the performance loss is assignable to Intel SGX.

6.6.4.3 SQLite profiling and optimised IPFS

We conducted an in-depth profiling of SQLite primitives, with particular emphasis on examining
the overheads from IPFS, wherein we observed the most significant slowdowns. The findings of
this analysis have led us to the proposal of minor changes to the SGX SDK, which, remarkably,
speed up the handling of protected files by a factor of 4.1x. Analogous to the previous analysis,
we executed this profiling on the preliminary version of TWINE (prior to upstreaming).

We instrumented and profiled IPFS, which comprises two modules: one is statically linked with
the enclave’s trusted code, and the other is statically linked with the untrusted binary that starts
the enclave. We broke down these two modules into distinct components, such as cryptogra-
phy, node management, and API for trusted and untrusted environments. Additionally, manual
instrumentation of the Wasm runtime was undertaken to profile each implemented WASI func-
tion associated with the file system. Profiling results exclude the enclave’s execution time for
current time retrieval (average 4 ms), as its repeated usage could lead to unexpected outcomes.

Time allocation for IPFS operations We identified the primary performance contributors for
random reading as follows: (i) erasing memory (memset), (ii) invoking untrusted functions in
the SGX SDK using OCALLs and calling POSIX functions, (iii) reading the database entries, and
(iv) internal SQLite operations (i.e., cache management). Figure 6.10 shows the costs of such
operations while randomly reading the records. Within the IPFS bar of the breakdown plot, it
is evident that 50.1% of the time is allocated to clearing the enclave’s memory, 36.2% to tran-
sitioning between trusted and untrusted environments (for the retrieval of the file’s content),
10.7% for reading operation, and a mere 2.9% dedicated to SQLite functionality.

DatastorageinIPFS Internally, IPFS manages the protected file content by partitioning it into
nodes, each corresponding to an encryptable or decryptable data block. These nodes are stored
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Figure 6.10: The run time breakdown prior to and following the optimisations of IPFS.

in a least recently used (LRU) cache, with each node containing two 4 KiB buffers for ciphertext
and plaintext. Upon a node is added to the cache, the entire data structure containing its
metadata is cleared. Given that an SGX memory page is 4 KiB in size [163], a minimum of two
pages must be cleared, in addition to the metadata encompassed within the structure, such as
node identifiers and various flags. Conversely, when a node is removed from the cache, the
plaintext buffer is erased as well, corresponding to at least one SGX memory page.

Optimising IPFS Initialising structure data members in C+ + prevents indeterminate values
but may significantly impact performance in SGX enclaves. When adding nodes, functions set
specific fields before clearing the node structure, then transfer the ciphertext into a designated
buffer of the enclave memory, which is later decrypted into a corresponding plaintext buffer.
Given this workflow, the sole requirement for initialising class data members involves assigning
default values to the unassigned fields. We propose eliminating the clearing operations while
assigning the remaining fields to zero. Thus, we preserve the original behaviour of the code,
while sparing the valuable time to clear the memory of the structure, which is overwritten in
any case. Similarly, upon a node is dropped from the cache, the plaintext buffer is cleared
before releasing the node (i.e., using C++’s delete). Although this practice is beneficial for
purging the memory of confidential values when no longer needed, SGX provides protection for
the enclave’s memory. Given our threat model, no adversary can access this information, even
if sensitive values remain in the SGX memory pages. For this reason, we also propose to remove
the clearing operation for the plaintext in the discarded nodes.

Finally, we examine the time spent on reading the file content. The function responsible for
this task issues an OCALL, crossing the secure enclave boundary to read the content of the
database file. Our profiling measurements reveal that although untrusted POSIX calls are fast, a
bottleneck exists in the code generated by the SGX tool edger8r, which interfaces the untrusted
application with the enclave. The edger8r tool eases enclave development by generating edge
routines to interface the untrusted application and the enclave and simplifying the process of
issuing ECALLs and OCALLs. The edge functions responsible for reading files outside the enclave
specify that the buffer containing the data must be copied from the untrusted application into
the enclave’s secure memory. IPFS decrypts the data after the OCALL and stores the plaintext
into a buffer of the node structure, with 75.9% of the time is dedicated to completing this
ciphertext copy. We propose eliminating this copy to the enclave altogether, opting instead to
supply a pointer to the untrusted memory buffer to the enclave, from which the library can
directly decrypt. In this revised implementation, adversaries may attempt timing attacks to
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Figure 6.11: The pulling time of Credora Private Pullers using SGX and TWINE.

alter the ciphertext between data authentication and decryption, as the authenticated mode of
operation for AES-GCM is encrypt-then-MAC. We suggest using AES-CCM, a MAC-then-encrypt
cipher included in Intel’s SGX SDK cryptography libraries. With AES-CCM, the authentication
is verified based on decrypted data that is stored within the enclave secure memory. The cost
of decrypting a block that fails authentication is minimal compared to a systematic buffer copy.
Moreover, it remains an infrequent event in legitimate use cases.

The performance gains of our optimised IPFS can be seen in Figure 6.10 for random reading
queries with 175 k records. The time previously devoted to clearing the memory has now been
entirely eliminated, and the file reading operations now account for only 24.1% of the initial
execution time. Compared to Intel’s version, insertion achieves a 1.5x speedup and 2.5% for
sequential reading. Ultimately, we have achieved a 4.1x speedup for random reading.

6.6.5 Macro-benchmarks: Twine for credit scoring

We conclude our experimental evaluation by estimating the impact of TWINE on the credit
scoring application from Credora, as previously detailed in Section 6.5. Our goal is to evaluate
the overhead of TWINE for time-sensitive functionalities impacting business operations. In par-
ticular, we focused on the Private Puller and Aggregator components, measuring the duration
required to pull clients’ data from Exchanges and to compute portfolio aggregations, respec-
tively. In both instances, performance is critical, as producing outdated data may impair data
accuracy and subsequently undermine Credora’s credibility.

The initial experiment measured the time to complete each request from single-thread clients.
We target a variety of exchange venues (e.g., Binance) by querying their API endpoints which
return JSON data with a maximum size of 8 KiB, containing clients’ positions (i.e., an individ-
ual’s ownership in a financial asset, reflecting their investment and potential for gains or losses).
The baseline relies on an extended version of the cpp-httplib library [306], which uses SGX-
WolfSSL [307] to carry out TLS cryptographic functions, adopted by Credora in production.
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On the other hand, TwINE uses WolfSSL and Mongoose. Figure 6.11 reports the results of the
Private Puller evaluation. It is apparent that the two solutions exhibit comparable performance
results. For some exchanges, TWINE is slower (e.g., up to 30% for Binance), while for others, it
yielded better pulling time (e.g., up to 17% for GatelO). This suggests that the performance is
similar and subject to variations attributable to the server-side processing.

We measured the duration of a single aggregation round for all 522 client entries in the Credora
production environment as of April 2023. Using nine parallel aggregators, the results were:

t(agg)nO_TWINE =3m23s
t(ag8) e = 4mM51s

The TwiNE runtime overhead is acceptable for Credora, which can scale computing units, albeit
at the expense of increased infrastructure costs. Profiling revealed the primary source of delay
is attributable to the JSON library managing large data chunks. Credora uses the nlohmann li-
brary [308], which consumes substantial memory and performs suboptimally in TwINE. Future
work will explore better memory-optimised JSON libraries to further mitigate this overhead.

6.7 Security analysis

This section analyses how TWINE contributes to the security requirements in Section 6.3.1 and
compares its security posture to state-of-the-art solutions, namely AccTEE and SGX-LKL.

Security of R; The two-way sandbox in TwINE offers security through two mechanisms:
(i) Intel SGX, which protects against the system tampering with TwINE and the Wasm applica-
tion, and (ii) , a Wasm sandbox to enforce memory safety while requiring the hosted application
to rely on WASI for any interactions with the untrusted OS. These dual mechanisms allow both
the application and infrastructure providers to confirm the integrity of the sandbox, which nei-
ther party cannot alter. For comparison, AcCTEE also offers a two-way sandbox but lacks WASI
support, thereby limiting the application’s ability to access OS services and constraining the
portability of legacy applications. SGX-LKL, conversely, does not offer a two-way sandbox but
enables the execution of legacy applications through its ad-hoc variant of libc.

We observe that AOT-compiled code can bypass the Wasm sandbox if not compiled in a se-
cure environment. Typically, the compilation of Wasm bytecode into assembly code ensures
that memory access and function calls stay confined to the sandbox. However, malicious actors
could craft assembly code that executes unauthorised operations in TwiINE, like directly invok-
ing an OCALL function. To counter this, we suggest three mitigations: (i) use JIT compilation to
ensure secure code compilation within TWINE, albeit at a performance cost, (ii) establish a sep-
arate, secure enclave solely for compilation that communicates with TwINE, or (iii) coordinate
with the Wasm application and infrastructure owners to validate the hash of the AOT-compiled
assembly against the loaded code in TwiNE, provided that both parties having prior knowledge
of the Wasm bytecode. The first option is straightforward and already supported in TWINE (as
it is based on WAMR), while the latter two are more challenging to tackle.
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Security of R, and R, In TwiNE, hosted applications can leverage pre-compiled Wasm com-
ponents for secure communication, including a lightweight TLS library and an HTTPS library,
enabling the creation of TLS-termination endpoints within enclaves to ensure data confidential-
ity and integrity during transmission. Furthermore, TWINE may extend Wasm’s capability-based
security model to permit application-level protocols exclusively like HTTPS, mitigating the data
exfiltration risks through insecure channels. In contrast, SGX-LKL provides encrypted channels
only between trusted enclaves or parties using Wireguard as the VPN solution. However, this
approach has limitations: both endpoints must be configured with Wireguard, and including
the TCP/IP stack in the TCB contributes to its increased size. Outside this trusted network,
hosted applications must provide their own TLS implementation. SGX-LKL’s oblivious commu-
nication feature is likewise confined to its VPN network. On the other hand, AccTEE claims to
support I/0 calls but relies on the application or underlying layer (i.e., SGX-LKL) for encryption.

Security of R; and R, IPFS is integrated with WASI for secure file operations in hosted appli-
cations using transparent encryption and decryption. Replacing standard POSIX calls with IPFS
functions mitigates the risk of exfiltrating sensitive data through the file system. The enclave’s
sealing key serves as the basis for a symmetric key, decrypting a file’s Merkle tree root node.
This root node holds essential metadata for decrypting subsequent nodes [298]. Although the
Merkle tree nodes are stored on the untrusted file system, decryption is limited to the specific
enclave or its owner via the enclave- or owner-bound sealing key [309]. SGX-LKL also offers file
system security through the use of virtual block devices. It creates virtual disks on an untrusted
file system and uses an ad-hoc algorithm to mitigate side-channel data leaks. While TWINE
does not guard against side-channel attacks, its abstraction through WASI allows the secure file
system to be replaced with other state-of-the-art solutions like Obliviate [69]. As for AccTEE,
file system security is delegated to SGX-LKL, similar to its approach to network security.

Security of R. TWINE attests the Wasm bytecode using JIT compilation or the assembly code
using AOT compilation, along with the runtime and SGX’s TCB. Attestation serves two pur-
poses: (i) it lets the enclave owner validate the genuineness of the hardware and the integrity
of the application, and (ii) it provides assurance to the infrastructure owner of the correct im-
plementation of the TwINE runtime. Furthermore, remote attestation ensures that a specific
configuration of TWINE is in place, including disabling some system calls for the Wasm module.
Turning off specific system calls enhances security by reducing the attack surface, adhering to
the principle of least privilege, and easing system monitoring. By comparison, AcCTEE mentions
attestation but lacks an API to expose evidence to the Wasm applications for secure communi-
cation. SGX-LKL offers remote attestation by sharing the hash of the virtual disks with trusted
entities. However, this approach can be challenging, especially when hosted applications store
files since the attestation measurement also reflects these files. Consequently, managing multi-
ple virtual disks becomes necessary for maintaining known attestation measurements.
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6.8 Synthesis and next steps

Outsourcing computations to remote parties in distributed architectures raises trust concerns for
sensitive applications. Although this issue has been extensively studied in the context of TEEs,
such solutions introduce non-trivial drawbacks and constraints, including limited programming
language support, restrictions on system calls, and mandatory programming paradigms. In
this chapter, we propose an approach for executing unmodified programs in WebAssembly
(Wasm)—a target binary format for applications written in LLVM-supported languages, such
as C, C++, Rust, and Go—within a process-based TEE that can be easily deployed across
client, edge computers and servers. TWINE is our trusted runtime that supports the execution
of unmodified Wasm binaries within SGX enclaves. Wasm offers several advantages, including
speed, versatility, and abstraction of the complexity associated with developing applications
tailored for specific TEEs. Furthermore, we provide an adaptation layer between the standard
WebAssembly System Interface (WASI) used by applications and the underlying OS, translating
WASI operations into equivalent native system calls or functions from secure libraries specifically
designed for SGX enclaves. Consequently, trusted applications can transparently interact with
encrypted files and secure network connections via TLS and HTTPS. Our comprehensive evalu-
ation demonstrates performance comparable to other state-of-the-art approaches while offering
robust security guarantees and full compatibility with standard Wasm applications. TWINE is
freely available as open-source software and has been merged into the original WAMR runtime.

Bringing secure computations on resource-constrained IoT devices is the next challenge ad-
dressed in this dissertation. These peripherals typically operate in constrained environments
with limited processing power and memory capacity. Some of these devices are built with
Arm TrustZone, a partition-based TEE allowing manufacturers to establish trust. The follow-
ing chapter explores, designs, and implements a trusted Wasm runtime for secure execution by
leveraging this TEE implementation, aiming to promote Wasm across the cloud-edge continuum.
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Chapter?7

A trusted WebAssembly runtime for
Arm TrustZone: WaTZ

The previous chapter presented WebAssembly (Wasm) as a trusted technology for secure soft-
ware execution using Intel SGX and designed for server-grade machines and edge computing.
This chapter extends Wasm support to resource-constrained IoT devices using Arm TrustZone,
through the introduction of WATZ, a trusted Wasm runtime built on top of the trusted OS OP-
TEE. Although TrustZone lacks native support for attestation, WATZ leverages a root of trust to
create a secure environment for trustworthy software execution. Using this approach, WATZ
provides Wasm applications with an API for remote attestation, offering security guarantees
comparable to those of Intel SGX. This work further illustrates how Wasm can be used as a
portable and secure solution for confidential computing, spanning the cloud-edge continuum.
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7.1 Introduction

Security is paramount in designing and deploying distributed applications for mutually distrust-
ing stakeholders, such as infrastructure providers, software developers, and data owners. The
complexity of the problem increases in heterogeneous systems when considering decentralised
operations of IoT, edge, and cloud devices, which are all at risk of being compromised.

Trusted execution environments (TEEs), such as Intel SGX, TDX [102, 107], Arm TrustZone,
CCA [104, 108], and AMD SEV/-ES/-SNP [182, 184, 185] and RISC-V TEEs [103, 105], offer
hardware support for securely executing applications in shielded environments. While these iso-
lated environments are promoted by the commercial offerings of major cloud providers, they do
not guarantee that the code itself is trustworthy and has not been tampered with. Remote attes-
tation is typically used to assess the code before its execution. However, while this key security
feature is provided by some TEEs (e.g., Intel SGX), Arm TrustZone lacks built-in support for re-
mote attestation. This is concerning given the increasing adoption of Arm-based architectures
in IoT edge computing [310] and general computing market [311]. In addition, recent attacks
have compromised IoT devices via malicious firmware updates [312] or software flaws [313],
often beyond TrustZone’s threat model. The inability to verify the authenticity of software upon
execution renders these platforms inadequate for handling sensitive tasks and data, particularly
in recent scenarios such as trustworthy machine learning systems at the edge [314].

Wasm, a recent portable compilation target and bytecode standard, enables building applica-
tions using modern programming languages with near-native execution speed, while supporting
legacy code since modern compilers support Wasm [240]. TrustZone is a constrained environ-
ment that runs small executables using a specialised API. Wasm is well-suited in this model,
thanks to its small runtime overhead, portability, supporting non-standard system interfaces,
and fast as the bytecode can be just-in-time (JIT) and ahead-of-time (AOT) compiled.

Embedding Wasm in Arm TrustZone has many potential applications. The smartphone industry
can use Wasm as an interoperable bytecode for executing secure applications within TrustZone,
currently limited to manufacturers’ or strategic partners’ needs [315]. In the automotive sector,
IoT devices could leverage Wasm to run machine learning algorithms inside enclaves, ensuring
the validity of the results thanks to attestation. Section 7.6.6 demonstrates this use case.

This chapter presents WATZ, an efficient and secure runtime for trusted execution of Wasm
code inside Arm TrustZone, with added support for remote attestation. The sandbox isolation
of Wasm is leveraged to mitigate and potentially prevent vertical privilege escalations and lateral
attacks. We combine TrustZone with Wasm bytecode to issue trustworthy evidence attesting to
the genuineness of running software. In Section 7.4, we adapted and fully implemented the
remote attestation protocol inspired by SGX EPID (covered in Section 3.4.2), using a public-
key infrastructure. As such, we facilitate the deployment of fully decentralised applications
spanning various devices at the core or the edge of the network. WATZ extends OP-TEE [111],
a popular open-source trusted OS, and we validated our prototype with Arm hardware.

The main contributions presented in this chapter are summarised as follows: (i) WATZ: the
first system to run Wasm applications in TrustZone, leveraging WebAssembly System Inter-
face (WASI) to interact with the TEE’s trusted API and the untrusted OS. WATZ offers trans-
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parent communication with TrustZone for hosted Wasm applications and enhanced isolation,
allowing each trusted application (TA) to be fully isolated from others and the trusted OS, sim-
ilar to SGX enclaves (Section 7.3); (ii) A remote attestation protocol for Wasm in TrustZone
(Section 7.4), ensuring trustworthy execution in the absence of built-in attestation. WASI-RA,
an extension of WASI, enables hosted Wasm applications to attest against trusted parties and se-
curely communicate confidential data, based on Intel SGX’s remote attestation protocol. WATZ
provides an end-to-end trust solution leveraging the fingerprint of isolated Wasm applications,
provided that some common hardware features are available (e.g., root of trust, secure boot);
(iii) A Comprehensive evaluation (Section 7.6) showing WATZ’s performance on par with Wasm
execution outside TEEs and up to 2.12 X compared to native execution, deemed negligible given
the proposal’s benefits. Contributions to the trusted OS (OP-TEE) enable AOT compiled Wasm
applications to achieve these results. A security analysis of WATZ and formal verification of the
attestation protocol (Section 7.7) complement the evaluation.

7.2 Related work for WaTZ

Building upon the background part presented earlier in this thesis (§I), we survey more spe-
cialised related work for WATZ, focusing on TEEs and attestation for devices with TrustZone.

WebAssembly and TEEs Few options exist to host Wasm applications inside TEEs. The previ-
ous chapter introduced TWINE, an trusted runtime for executing Wasm applications inside Intel
SGX enclaves. TWINE relies on the WebAssembly micro runtime (WAMR) [117] with WASTI for
secure file system interactions. Enarx [283] targets Intel SGX enclaves and AMD SEV virtual
machines. Veracruz [284] only supports VM-based TEEs, such as Arm CCA [108] and AWS
Nitro [285] enclaves, having dropped SGX and TrustZone enclaves considered too constrain-
ing [316]. AccTEE [120] and Se-Lambda [281] run Wasm binaries using Intel SGX using the
V8 JavaScript/Wasm engine. AccTEE provides trusted resource accounting, while Se-Lambda
deploys serverless programs over function as a service (FaaS). Contrary to the mentioned solu-
tions, WATZ runs on Arm TrustZone, uses WASI for system interactions and supports trustworthy
code execution, and supports trustworthy execution via close Wasm integration and attestation.
We propose an enhanced paradigm for Arm TrustZone: every hosted Wasm application is iso-
lated from the rest of the trusted world via the Wasm sandbox. We note that OP-TEE requires
every TA to be signed to be trusted and executable in the trusted world. This is a significant
impediment when offering trusted execution for third parties, which WATZ addresses. This
approach maintains the security of TrustZone thanks to the isolation of Wasm sandbox.

Table 7.1 compares WATZ against state-of-the-art trusted TEE development frameworks for
Wasm-compiled applications, along some key characteristics which are notable for IoT devices.
Each feature can either be missing (O), or fully (@) available.

Remote attestation Recent work tackles remote attestation mechanisms and protocols for
IoT and edge devices [103, 127, 223, 317-319]. Intel SGX has built-in support for attesta-
tion [122]. WATZ follows similar principles to deliver attestation on Arm processors. Ling et
al. [320] proposed a trusted boot mechanism with remote attestation of software running in the

113



Chapter 7 A trusted WebAssembly runtime for Arm TrustZone: WATZ

Features TWINE Veracruz Enarx AccTEE  Se-Lambda Teacleave WATZ
ahead-of-time (AOT) compilation . O O O O O .
WASI support . . . O O O .
Remote attestation . . . O . . .
Using attestation with WASI O O O O O @) ®
Micro runtime (< 1 MiB memory) . O O O O . .
Target TEE for IoT devices O @) @) @) @) O o
Supported TEEs SGX CCA, Nitro  SGX, SEV SGX SGX SGX TrustZone
Programming language(s) C Rust Rust Ja\?a-;:r’ip . Cg:’ Rust C

Table 7.1: The comparison of the related work features.

normal word of Arm TrustZone. Similarly to WATZ, they leveraged OP-TEE to ensure IoT devices’
boot and runtime state trustworthiness. However, their approach depends on the integrity of
the normal world kernel. In contrast, WATZ runs attested software isolated in the secure world,
without depending on a reliable normal world OS. WATZ extends the design of SGX EPID at-
testation protocol (covered in Section 3.4.2) to use software enclaves created in the trusted
world, through isolation within Wasm sandbox. Strongly integrated with Wasm via WASI-RA,
WATZ is the first system enabling hosted applications to control the remote attestation process
by measuring the Wasm bytecode to issue evidence. As a result, WATZ enables remote software
appraisal and IoT edge device authentication by leveraging TrustZone, a hardware-based root
of trust and secure boot to build a hardware-enforced attesting environment.

7.3 WdTZ: system overview

This section introduces the trusted runtime WATZ, its threat model, how it is supposed to inte-
grate with Arm’s system-on-chips (SoCs) and the underlying trusted OS, its architecture, and
the available execution modes for Wasm-compiled applications running in the secure world.

7.31 Threat model

We consider three aspects as a threat when designing and implementing WATZ: (i) the hard-
ware, which is the operating SoC or board, (ii) the secure world of TrustZone, which corre-
sponds to the TEE, and (iii) the normal world of TrustZone, the part of the system outside the
TEE, but cooperates with the secure world on regular basis to provide system services.

WATZ leverages the following hardware features: (i) TrustZone security extensions, (ii) a root
of trust, and (iii) secure boot. We assume an adversary with physical access to the device, but
unable to subvert the hardware protections. As such, the adversary may fully control the SoC
and its peripherals, but excluding all the components belonging to TrustZone. Consequently,
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Figure 7.1: The architecture of WATZ. The green boxes (O) are the TCB of Arm Trustzone. The red boxes (O) are
untrusted. The blue box (O) is the Wasm module that is attested.

WATZ cannot defend itself from physical attacks to the volatile memory space assigned to Trust-
Zone, which is not encrypted, unlike Intel SGX. We also consider storage rollback attacks out
of scope, which can be mitigated using hardware monotonic counters [321].

Regarding the normal world, we assume the secure monitor, bootloader, and trusted OS do not
contain vulnerabilities enabling an attacker to breach the TEE. The cryptographic primitives
and algorithms are considered correct. Code and data inside the TEE are trusted and cannot
be accessed from the normal world, except through dedicated channels controlled by WATZ.
Finally, side-channel attacks [322-326] are out of scope, and mitigations exist [327, 328].

We make no assumption regarding the normal world, which includes the rich OS and the user
space. Compromised OSes may arbitrarily respond to trusted OS calls, causing its malfunction.
The TAs relying on the normal world services should be carefully crafted to ignore abnormal
responses or even abort execution in such cases.

7.3.2 Design overview
WATZ is a trusted runtime to execute Wasm applications with a remote attestation mechanism.

Figure 7.1 illustrates its components. Its small footprint (256 KiB on disk, including the runtime
and WATZ’s components) brings several advantages. Smaller programs offer smaller attack
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surfaces. TEEs and small devices (edge or IoT) are usually tight in memory. Its small footprint
allows deploying and running a complete Wasm virtual machine inside TrustZone using a small
edge-scale Arm processor. We estimate that the increase of the trusted computing base (TCB)
due to the embedding of the Wasm runtime in the TEE is outweighed by its benefits.

To provide trusted OS features to Wasm applications, we contribute an adaptation layer that
binds WASI to the API existing in the trusted environment (the GlobalPlatform (GP) API in our
prototype). This, in conjunction with the reliance of Wasm applications on WASI, allows WATZ
to run unmodified Wasm applications, while benefiting from a TEE. While we support a subset
of WASI enabling the execution of general-purpose software, the adaptation layer is effortlessly
extensible to support additional system calls, such as file system and networking.

To offer remote attestation, we designed and implemented WASI-RA, an extension of WASI
enabling the hosted Wasm applications to interact with the process of attestation. We guarantee
that WATZ is booted correctly and was not tampered with using a secure boot system. When
WATZ loads a Wasm application, its bytecode is stored in the secure memory and measured
to produce a hash. Using our interface, a hosted application can request WATZ to generate
trusted evidence based on the hardware secret and the hash of the Wasm bytecode. Further,
WATZ includes a remote attestation protocol to enable a third-party verifier to check if evidence
is genuine, which relies on the measured fingerprint of the Wasm applications. Upon positive
attestation, our protocol simplifies the establishment of a hybrid cryptosystem for the verifier
and the attester, which can be later used to create secure communication channels.

7.3.3 Embedded trusted runtime

We built WATZ as an embedded Wasm runtime with WASI. This design provides several advan-
tages, i.e., removing some barriers for building TAs. First, WATZ opens the choice for program-
ming languages. Provided that the compiler can emit Wasm bytecode and supports WASI, it is
a clear advantage over vanilla OP-TEE, which limits developers to C only. Second, this hides
the complexity of writing code dedicated to OP-TEE since WASI calls are generated by the com-
piler, and they abstract the implementation details of GP API. Furthermore, Wasm separates the
virtual address spaces used for Wasm applications and the native runtime process, and code,
stacks and heap are handled separately, making memory-oriented attacks or developer mistakes
more unlikely. Besides, WASI ensures that the applications do not harm the secure world and
acts as a gatekeeper to run operations outside the runtime. Finally, applications are not tightly
coupled to the underlying TEE, and WATZ can load any regular Wasm/WASI application with-
out changes. As a result, Wasm brings more flexibility, versatility and security compared to its
native counterpart, coupled with its strong sandboxing mechanism that isolates each hosted
Wasm application. This newly introduced isolation layer extends the single trusted world of
TrustZone to an environment with multiple secure and mutually distrusting enclaves, similar
to the isolation scheme offered by Intel SGX. Hence, WATZ changes the paradigm of software
deployment and execution of the secure world to a more relaxed approach, which previously
required TAs to be signed, while not introducing any security drawback.

Instances of Wasm-compiled TAs are started by a user space process in the normal world, which
uses the standard OP-TEE API to prepare a buffer containing the Wasm binary and calls WATZ in
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the secure world. Once in the secure world, WATZ copies the bytecode into a secure, sandboxed
memory, computes the hash for future attestation and starts the execution. Wasm applications
use the WASI to interact with the OS, which, in turn, diverts the calls to WATZ. We imple-
mented the WATZ attestation service as a new kernel module for OP-TEE, enabling the runtime
to generate evidence for relying parties to prove the applications’ authenticity. While several
open-source runtimes exist to execute Wasm code, we settled for WAMR [117] (as explained
in Section 4.4.3), a lightweight and embeddable runtime implemented in C, ideal for TEEs in
general and OP-TEE in particular, since TAs are written in C.

WAMR, the underlying Wasm runtime we have chosen for WATZ, can execute code in three
modes, each with its benefits and drawbacks: interpreted, just-in-time (JIT) and ahead-of-
time (AOT) compiled. These three execution modes were previously described in Section 4.2.3.
We opted for the interpreted mode and AOT compilation for WATZ’s runtime, as JIT compilation
requires embedding a compiler in the runtime, which would increase its complexity, size and
dependencies. OP-TEE OS imposes a strict memory capacity for TAs, which impedes the usage
of a JIT compiler in the trusted world (further elaborated in Section 7.5).

When using AOT compilation, the bytecode is translated before execution, so the runtime does
not need to include a compiler but requires the TA to allocate executable memory after the pro-
cess has started in the user space of the trusted world. However, OP-TEE’s API lacks any memory
management system calls for modifying the page attributes to mark them as executable [329].
Hence, we extended the trusted kernel to provide such functionalities to TAs. Using AOT com-
pilation, the execution speed is, on average, 28 x faster than with interpretation.

7.4 Remote attestation of WebAssembly

This section presents the remote attestation mechanism, first by explaining how the hardware
is trusted, extending this principle to the secure OS, WATZ and the Wasm hosted applications.
We designed WATZ for devices that expose a hardware root of trust to the secure world. We
extended OP-TEE to deterministically derive a key pair from the hardware root of trust. Normal
and secure OS can hence be updated without losing the key materials, and on-chip key gener-
ation guarantees that the private key never leaves the trusted kernel OS. The public key is then
exported and used as an endorsement value to be verified during remote attestation requests.
This key pair, called attestation keys, is at the core of WATZ’s mechanisms to provide attestable
signatures and guarantee platform authenticity.

Secure boot is a security mechanism to ensure that the device is booting in a trusted state.
WATZ requires the device to implement secure boot, so only trusted actors are able to provision
software to boot the secure world, i.e., only signed bootloaders and OS can boot the SoC.
Therefore, this enforces a chain of trust that protects the attestation keys against extraction
from the secure kernel OS. The boot sequence is as follows: the first-stage bootloader (ROM)
verifies if the second-stage bootloader is genuine, based on the public key stored in one-time
programmable fuses (eFuses) [330]. The previous booting component recursively verifies the
next boot stages until the secure world is fully booted. Afterwards, the normal world is started
and exposes a daemon serving system services to WATZ, such as access to the file system.
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WATZ generates cryptographically signed reports, called evidence, asserting that an executing
Wasm application is trustworthy and running on a genuine device, by producing a hash of the
Wasm AOT binary stored in the secure memory at launch time, among other security informa-
tion. We offer an API to Wasm-compiled applications (see WASI-RA in Section 7.5) to issue
evidence and establish a secure communication channel with a verifier. Then, the evidence is
checked by the verifier using the corresponding public attestation key of the device and exam-
ines the code measurement to match its reference values.

The evidence is created by interacting with the attestation service, implemented as a kernel
module in OP-TEE (shown in Figure 7.1). The evidence includes (i) an anchor, which is a value
defined by the transport layer to bind security parameters to a particular session (e.g., a public
session key), (ii) the version of WATZ, enabling the relying party to exclude outdated systems,
(iii) the claim, i.e., the Wasm binary hash, (iv) the public key of the attestation service, for the
verifier to determine if the device is endorsed, and (v) the digital signature of the evidence.

Securityrequirements WATZ’s remote attestation protocol satisfies a number of security prop-
erties and requirements, which are further elaborated as follows.

R,. Mutual key establishment: A shared secret key is established for communication be-
tween the attester and the verifier, using the elliptic curve Diffie-Hellman ephemeral
(ECDHE) key-agreement protocol. This secret is later used for symmetric encryption.

R,. Mutual entity authentication: The attester and the verifier are mutually authenticated
to prevent masquerading attacks. From the attester’s standpoint, the verifier’s public key
must be hardcoded into the Wasm application. Hardcoded values combined with the ap-
plication measurement ensure that an attacker cannot change the key without invalidating
evidence, so the software can only communicate with the intended remote service.

R,. Half trust assurance: The attester proves to the verifier that it is executing on a trustwor-
thy platform and with the expected Wasm application. The verifier does not reciprocate
to the attester, so the attester assumes the entity authentication is sufficient.

R,. Freshness: ECDHE (ephemeral) key-agreement protocol requires attester’s and verifier’s
key pair to be fresh, hence preventing replay attacks.

R;. Forward secrecy: Compromised long-term secrets do not affect the security of earlier or
future exchanges. Similarly to freshness, ECDHE key-agreement protocol achieves this
goal, which means the keys are renewed for every tentative of remote attestation.

7.4.1 WaTZ protocol for remote attestation

The GP API defines an interface to establish a secure communication channel using TLS. How-
ever, OP-TEE lacks the corresponding implementation of this interface [331, 332]. We ex-
tended and implemented the remote attestation protocol of Intel SGX Enhanced Privacy ID
(EPID) [149] (itself inspired by SIGMA [333], a family of key-exchange protocols) not to rely
on TLS. We changed the protocol compared to the original in various aspects: (i) removed
the SGX specificities, such as the interaction with the quoting enclave, as the kernel module of
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Sender Receiver Message structure
Attester (A) — Verifier (V) msg, = G,
Verifier (V) — Attester (A) msg, = content; IIMACKm(contentl)
— content; = G, | VIISIGN,(G,IG,)
Attester (A) = Verifier (V) msg, = content, IIMACKm (content,)
— content, := G, | evidence||SIGN,(evidence)
— evidence := (anchor|lA]l...)
— anchor := HASH(G,IIG,)

Verifier (V) =— Attester (A) msg; ‘= iv| AES-GCM, (data)

Table 7.2: The remote attestation protocol of WATZ.

WATZ provides the measurements, (ii) merged the two first messages to communicate from the
client to the server as they tightly relate, (iii) provided a fixed structure for the last message
to transparently handle confidential data, eliminating the burden of a hosted Wasm application
from decrypting that content, (iv) omitted Intel’s SGX EPID for conciseness, and (v) removed
the dependency on Intel’s public key infrastructure (PKI), since the device’s key pair is emit-
ted by WATZ based on the embedded root of trust. Table 7.2 formalises the remote attestation
protocol. Below, we detail each protocol’s message and the related cryptographic operations.

(a) Message O (attester — verifier): The attester generates a session key pair (a, Ga) and sends
the public part G, to the verifier.

(b) Message 1 (attester — verifier): Upon reception of msg, the verifier generates a session
key pair (v,G,). It computes the shared secret from the public session key of the attester G,
and its private session key v, which gives G_,. This shared secret is derived into a key derivation
key (KDK), which is further derived into two shared secrets: K, for calculating message authen-
tication codes (MACs) and K, for future messages encryption in the session. These derivations
are the same as in Intel SGX EPID [149]. The message msg, is replied to the attester, containing
G,, the verifier’s elliptic curve digital signature algorithm (ECDSA) public key V (its identity),
and a signature of both public session keys. The message is appended with a MAC.

(c) Message 2 (attester — verifier): The attester verifies the signature of the public session
keys: different session keys may reveal a masquerading or replay attack, and assesses the MAC
of msg,. It also checks whether the service public key V matches the hardcoded key in the
Wasm application. Doing so ensures the attester communicates with the intended service and
prevents an attacker from altering that key as it is part of the code measurement. The attester
computes the shared secret from the public session key of the verifier G, and the private session
key a, which gives G, that is equal to G, computed by the verifier. The key derivations follow
the same process as in msg,. The attester creates msg, by concatenating its public session key
G, with a newly generated evidence signed by the attester A, where the anchor of the transport
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Figure 7.2: The architecture of the prototype. The solid arrows describe untrusted channels, whereas dashed arrows
are trusted channels. The green boxes (O) represent the secure worlds, the red boxes (O) are the normal worlds,
the blue boxes (O) are software components, and the brown boxes (O) are the data or code.

layer is the hashed concatenation of the public session keys. Finally, the attester authenticates
msg, by appending a MAC.

(d) Message 3 (attester — verifier): The verifier checks the MAC of msg, and verifies that G,
matches the one previously received in msg,. It also examines whether the anchor corresponds
to the public session keys, revealing a masquerading or replay attack. It extracts the evidence’s
public attestation key and checks against its list of endorsed public keys to determine whether
this is a known device. If the key is found, the digital signature of the evidence is checked,
which indicates whether the hardware is genuine. Finally, to verify that the Wasm application
is trustworthy, its code measurement claim is compared with a list of possible reference values.
If all verifications pass, the protocol sends msg, with an arbitrary confidential data, called secret
blob, encrypted with AES-GCM, which requires the initialisation vector iv.

We simplified the protocol by omitting the use of session identifiers. Such identifiers are needed
for having multiple sessions with concurrent remote attestation requests. We also reduced the
complexity by keeping evidence in clear. If the secrecy of this structure is a concern, the pro-
tocol can be further enhanced to protect evidence using an encryption scheme like AES-GCM.
Section 7.7 describes how Scyther, a formal analyser, has been used to verify the protocol.

7.5 Implementation

This section described the implementation details of WATZ. Note that our prototype requires
the following features from the underlying hardware platform: (i) a root of trust, (ii) a secure
boot to harden a chain of trust, and (iii) the TrustZone extensions in the CPU. WATZ relies on
OP-TEE, and we detail the extensions and implementation details in the following.

Overview of WaTZ Figure 7.2 illustrates the components of our prototype, which reflects the
architecture defined in Section 7.3. It comprises an attester and a verifier. Initially, a Wasm-
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compiled application is loaded by the normal world in the TEE (®). WATZ runtime initialises
the runtime using the Wasm binary, measures it, and executes the application. Later on, the
hosted application can use our WASI extension for remote attestation to fetch the secret blob
from a relying party. This consists of contacting a verifier to create a secure communication
channel (@). An anchor value is associated with the remote attestation handshake, which is
forwarded to the attestation service in the trusted kernel to issue evidence (®). Lastly, the
verifier checks whether the device is genuine, based on the evidence. If deemed trustworthy,
the verifier sends the secret blob using the secure channel (@). In the remainder of this section,
we describe further details of the inner working of the attester, verifier and attestation service.

7.5.1 The runtime (attester)

Our Wasm runtime is a trusted application written in C (1.6 k SLOC), statically linked to a modi-
fied version of WAMR. As Wasm-compiled applications call the OS using WASI, we implemented
an ad-hoc WASI layer, mapping the calls to the functions available in the GP API. To find all
the required calls used to execute our experiments properly, we first manually coded dummy
functions for all 45 WASI functions, throwing exceptions when called. Then, we implemented
adapters for the WASI functions necessary for our benchmarks (0.9 k SLOC) to use whatever
was available in the GP API. While our experiments could successfully be executed without
adding extra features to GP, many standard functionalities (e.g., thread management) are not
supported by TAs. However, we note that with some extra engineering efforts, WATZ may be
completed to support file system interaction via OP-TEE’s trusted storage API and supports other
missing functions leveraging (parts of) an embedded C library or a library kernel.

Network communication The GP API includes TCP/IP sockets, implemented by OP-TEE. Un-
der the hood, the trusted kernel redirects the communication to the normal world, using a
shared memory buffer to transfer data. OP-TEE comes with a built-in user space supplicant
daemon that runs in the normal world and is responsible for providing OS services.

Memory constraints When using WATZ, the Wasm-compiled application is copied from the
normal world into the TA of the Wasm runtime in the trusted world. The implementation of OP-
TEE does not allow TAs to access memory from the normal world directly. Instead, the normal
world allocates a shared memory buffer accessible by both worlds. OP-TEE limits the amount
of memory available for shared buffers. We increased the limit to 9 MiB, which is the largest
value that would not break OP-TEE. A similar problem occurs when allocating memory inside
the trusted world, which we modified to allow up to 27 MiB. Pushing further the memory limits
leads to OP-TEE malfunctions. A quick investigation of its code indicates the likely reasons to be
in the data structures used to maintain memory regions, not the Arm architecture itself [332].
According to the GitHub repository, increasing the memory cap of OP-TEE is a recurring request,
and workarounds vary depending on the hardware. We note that such limits could be pushed
much further away with recent research [334]. As our implementation and experiments did
not require substantial amounts of memory, we did not address these constraints.
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AOT compilation Wasm AOT bytecode is loaded by the runtime rather than by the native pro-
cess loader of OP-TEE. As such, WATZ is required to allocate executable memory pages to store
the AOT-compiled bytecode. We extended OP-TEE to provide such a feature by implementing
an additional system call similar to POSIX’s mprotect. Consequently, WATZ can allocate exe-
cutable memory pages to run AOT Wasm bytecode, which is ARM64 assembly code. We plan
to submit a pull request with this improvement to the OP-TEE upstream repository.

7.5.2 The server (verifier)

Our prototype implements a server application that acts as a verifier in the remote attestation
protocol. It comprises two parts: (i) the listener in the normal world, and (ii) the verifier as a
TA in the secure world. While the verifier is currently implemented as a TA written in C (1.4kB
SLOCQ), any environment that supports the cryptographic operations mentioned in Section 7.4
can implement and host this service. As such, the remote attestation server could be executed
using another type of TEE like Intel SGX, or as a plain service in a traditional OS.

Network communication Contrarily to the attester, the verifier must have a dedicated appli-
cation in the untrusted side of the TEE because the GP API for sockets lacks the capability of
listening for incoming connections. For that matter, the messages are received in the listener
application and forwarded to the TA. Similarly, the messages generated by the TA are handed
to the untrusted application for delivery. Messages are stored in shared memory buffers, and
their handling occurs in the secure memory, acting as the TEE-supplicant provided by OP-TEE.

Memory constraints The listener invokes the verifier for every message that is received and
sent. We noticed that repeatedly calling TA’s functions with large buffers (>3 MiB) caused OP-
TEE to raise an error and abort the execution of the TA. Following the same principle as for
the attester, we limited our micro-benchmark that assesses the transfer of confidential data
(Section 7.6.5) to a maximum of 3 MiB. We mitigate the problem by making OP-TEE reuse the
same buffer across several TA function calls, but we left this improvement for future work.

7.5.3 The attestation service

We designed WATZ to offload the signing of evidence to a dedicated trusted kernel module,
called the attestation service (0.5 k SLOC). It plays a critical role in WATZ as it has access to the
private attestation key. The attestation service, located in the kernel space of OP-TEE, prevents
the key materials from being exposed to the TAs in the user space, acting as a hardware security
module (HSM). Hence, the Wasm runtime communicates claims to the attestation service for
issuing evidence, which is returned as a payload to the hosted application.

Rootoftrust Inorder to establish a root of trust, our hardware is equipped with a Cryptographic
Accelerator and Assurance Module (CAAM). The root of trust is a unique 256-bit one-time
programmable master key (OTPMK), fused into hardware at manufacturing time. The CAAM
provides two different hashes of OTPMK, depending on if the requesting thread is in the normal
or in the secure world. This hash is called the master key verification blob (MKVB). The MKVB
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is then used as a seed to provision secrets only known by a kernel module in OP-TEE [330, 335].
We modified OP-TEE to support the full MKVB size, as it was limited to 128-bit hardware keys.

CAAM early usage and lock-up The CAAM is disabled by default in OP-TEE, because of shar-
ing issues between the normal and secure worlds. When the CAAM is enabled and OP-TEE loads
a TA, Linux will turn off the clock for the CAAM, leading to a stalled bus transaction [336].
However, the hash of the root of trust cannot be obtained without the CAAM, so we used a
workaround. We first boot OP-TEE with the CAAM enabled, fetch the MKVB, and then disable
it for further usage in OP-TEE (Linux can still use it). Consequently, software running in the
secure world like WATZ cannot profit from the CAAM’s accelerated cryptographic operations.

Cryptographic primitives We used the library LibTomCrypt [337] for cryptographic oper-
ations in the remote attestation protocol, since OP-TEE already uses it. We decided to use
elliptic-curve cryptography (ECC) to reduce the key size for faster transmission and lower pro-
cessor consumption, while offering the same level of security compared to RSA with a large
modulus [338]. We selected the curve secp256r1 as recommended by the NIST [339], as well
as the following algorithms: (i) elliptic curve digital signature algorithm (ECDSA) (256-bit) for
the attestation key pair, (ii) elliptic curve Diffie-Hellman ephemeral (ECDHE) (256-bit) for the
session keys of the remote attestation protocol, (iii) AES-GCM (128-bit) for data encryption and
authentication, (iv) SHA (256-bit) for the anchor in the evidence, and (v) AES-CMAC (128-bit)
for the authentication of the messages (i.e., the MAC), to derive the KDK and shared keys.

Deterministic attestation key We also extended OP-TEE to generate an attestation key pair
at each boot, in a deterministic manner, based on the hardware root of trust. To accomplish
this task, we modified LibTomCrypt in OP-TEE to include a pseudorandom number genera-
tor (PRNG) named Fortuna, as the OP-TEE’s PRNG does not support seeds. Furthermore, we
changed the wrapper of LibTomCrypt to generate an ECC key pair with a seed fed into Fortuna.
The current implementation of the wrapper for key generations relies on a single instance of
PRNG that uses hardware randomness. The ECDSA key pair generation follows a two-step pro-
cess: (i) deriving the MKVB using the huk_subkey_derive function, and (ii) using the resulting
value to seed Fortuna and generate the ECDSA key pair using that PRNG instance.

7.5.4 Extension to WASI: WASI-RA

We propose WASI-RA, an extension to WASI for remote attestation, implementing the mecha-
nism designed in WATZ. This enables hosted Wasm applications to control the remote attestation
flow. In the remainder of this section, we briefly describe these functions hereafter.

Evidence generation The Wasm runtime exposes two functions for evidence generation to
Wasm-compiled applications: wasi_ra_collect_quote and wasi_ra_dispose_quote. The
former function issues evidence based on an anchor provided as a parameter, ensuring the
freshness and uniqueness of the generated evidence (R,). The evidence is returned to the
calling application in the form of an opaque handle, abstracting the underlying details of the
evidence structure. The latter function requires a handle to previously generated evidence and
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is responsible for disposing of the evidence securely. These two functions are deliberately not
coupled to the attestation protocol to be used with other transport layers, such as TLS.

Remote attestation protocol The remaining WASI-RA functions implement the remote attes-
tation protocol. The handshake phase, involving the exchange of msg, and msg,, is handled
by wasi_ra_net_handshake which takes the host address and the verifier’s identity (public
ECDSA key) as input. The remote party’s identity is usually hardcoded in the application, so
the code measurement enables the server to detect whether it has been maliciously changed.
The function returns an opaque remote attestation context and an anchor, the latter being used
for evidence generation. Evidence (msg,) is sent using wasi_ra_net_send_quote, while the
secret blob (msg,) is received through wasi_ra_net_receive_data as a variable-sized byte
array. Finally, wasi_ra_net_dispose is used to dispose of the remote attestation context.

7.6 Evaluation

Our evaluation answers the following questions: (i) are time measurements sufficiently accurate
inside TrustZone, and if not, how can we improve this? (ii) what is the performance overhead
for compute-bound Wasm-compiled applications in TrustZone? (iii) how do real-world applica-
tions, compiled as Wasm, perform in TrustZone? (iv) what are the cost factors of our attestation
protocol? (v) what is the overhead of running a machine learning application using the atte-
sation protocol for supplying confidential data set? We respectively answer these questions by
assessing the usage of monotonic timers (§7.6.1), using a general-purpose computing-bound
evaluation with PolyBench/C (§7.6.3), evaluating SQLite as a real-world embeddable database
(8§7.6.4), breaking down the cost of our remote attestation operations (§7.6.5) and assessing
an end-to-end machine learning scenario using Genann (§7.6.6).

This chapter solely focuses on evaluating WATZ using Arm TrustZone. However, it is worth not-
ing that a comparative analysis of the performance of TwiNE and WATZ as two complementary
solutions for bridging the cloud-edge continuum has been conducted in a separate paper [5].

Experimentalsetup All experiments run on an off-the-shelf NXP MCIMX8M evaluation board,
equipped with i.MX 8MQ, an Arm Cortex-A53 (1.5 GHz) SoC with the Armv8-A architecture. In
the $100 price range, this board supports the hardware root of trust, secure boot, and the CPU
fully supports TrustZone. The normal world OS is compiled using BuildRoot 2021.02, with the
Linux kernel 5.13 forked by Linaro to ensure compatibility with OP-TEE. The secure world OS
runs OP-TEE 3.13. The bootloaders are U-Boot 2020.10-rc2 and Arm Trusted Firmware 2.3.

We show the median and standard deviation of multiple runs for each experiment, as specified
with each benchmark. For most experiments, the standard deviation is very small. The native
benchmarks are compiled, using GCC 9.2.1 and -03 optimisation. The Wasm benchmarks are
compiled by WASI-SDK [340], which uses Clang 11 with the same optimisation flag. Our im-
plementation is open-source, and instructions for reproducibility are available on GitHub [17].
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Figure 7.3: The time retrieval and world transition latencies.

7.61 Time measurements in TrustZone

The time resolution of the measurements inside TrustZone, offered by default from OP-TEE,
is in milliseconds. To achieve nanosecond resolution, we implemented and evaluated the fol-
lowing changes across all involved software stacks to retrieve the same time as provided by
the monotonic clock of the Linux kernel in the normal world. For native applications compiled
for the normal world, the time is returned using the standard POSIX function clock_gettime.
However, native applications in the secure world do not have a standardised way to retrieve the
same time. Hence, we modified the OP-TEE driver to add a function for passing the value of
the monotonic clock to the secure world. We also extended the GP’s type TEE_Time to measure
our experiments with a nanosecond precision, and wired the WASI function clock_time_get
so Wasm-compiled applications can interact with the high-precision monotonic clock of Linux.

Trusted applications require to specify the heap and stack sizes at compile time. As such, we
allocated a heap size of 2 MiB and a stack size of 3 KiB for this benchmark. This amount com-
prises the memory of the runtime, the bytecode of the Wasm application and the space of the
virtual heap and stack allocated by WATZ to execute the Wasm program.

Figure 7.3a shows the latencies to fetch the time in two settings, respectively, from native trusted
applications and Wasm in TEE. We ran each experiment 1000 times. The time required in nor-
mal world for native and Wasm programs is under 1ps (not shown). The average latency of
retrieving the time in the secure world is 10 ps for native applications and 13 pus for Wasm appli-
cations. The increase is due to a transition to the normal world for each query. The benchmarks
presented in the following of this section take such latency into account.

Figure 7.3b shows the time to switch between worlds, a frequent operation when an application
is partitioned to execute sensitive operations in TrustZone. In WATZ, the server of the verifier
invokes functions inside the TEE once received by the TCP server. Our micro-benchmark regis-
ters the time in the normal world, before and after the TEE invocation. Similarly, we measured
the time in the secure world, upon a function call. We observed an average time of 86 s to call
a function in the secure world, and 20 ps to return, as observed earlier [341].

7.6.2 Startup overhead

Next, we evaluated the startup overhead of Wasm applications loaded into WATZ. For that pur-
pose, we created nine Wasm programs with a code size that varies from 1 MiB to 9 MiB. The
AOT-compiled Wasm binaries have been generated by unrolling thousands of loop iterations
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Figure 7.4: The startup breakdown of Wasm applications in WATZ.

to output an amount of code with a size of 1 MiB. That output is replicated multiple times to
create the nine variants. Afterwards, we measured the time from the instruction that requests
the launch of Wasm application in the normal world until the first instruction in the Wasm ap-
plication is executed. Finally, the Wasm program stops after the first Wasm instruction since we
measure the startup time, preventing the loops from being executed.

We allocated a heap size of 23 MiB, which is the smallest amount of memory to launch the
application of the largest size (i.e., 9 MiB). We identified that the overhead of memory, roughly
twice the application code size, was bound to the relocation symbols LLVM generated in the
AOT-compiled Wasm programs. The underlying Wasm runtime (WAMR) allocates a dedicated
structure for each relocation entry. Hence, we determined that the loading operation of an
AOT-compiled Wasm binary in the runtime may double the size to allocate, depending on the
structure of the code. One way to reduce that overhead is the use of the experimental feature of
the AOT compiler called execution in place, which generates as few as possible AOT relocations.
We leave this optimisation as future work since this feature still has known issues.

Figure 7.4 shows a breakdown summary of the various internal operations when loading the
previously mentioned Wasm applications within WATZ. The large majority is dedicated to al-
locating the memory for the Wasm AOT bytecode (5 %), initialising the Wasm runtime (16 %)
and loading the bytecode (73 %). The memory allocation creates two buffers: (i) to store the
Wasm AOT bytecode in the secure memory and, (ii) for the heap of the Wasm application. The
initialisation of the runtime consists of creating the Wasm runtime environment, initialising
the memory allocator, and registering native symbols (i.e., the binding of the native functions
imported by the Wasm application). The loading phase parses the bytecode and creates the
internal structures required to run Wasm applications, similar to loading a normal world pro-
cess. This phase notably includes the loading of the relocation entries. Hashing the bytecode
takes 4% of the time. The hash is later embedded in the evidence issued during the remote
attestation process. Each of the remaining categories (i.e., the time to transition to the secure
world, Wasm instantiation and execution) takes less than 1% of the startup time. Compared to
the baseline Wasm runtime in the normal world (WAMR), the overhead added by WATZ is the
transition time and the hashing operation, which represents roughly an increase of 5 %.
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Figure 7.5: The performance of PolyBench/C, relative to native run time (normal world).

7.6.3 Micro-benchmarks: PolyBench/C

PolyBench/C [301] is a CPU-bound benchmark suite commonly used to evaluate compiler op-
timisations [342] and often used for comparative analysis of Wasm environments [116, 120,
343]. We use all the tests in the PolyBench/C suite (v4.2.1b), executed individually 50 times.
We compare the AOT-compiled Wasm benchmarks executed in the normal world (using WAMR)
and in the secure world (using WATZ), against native execution (Arm, baseline). Due to mem-
ory limitations in the secure world imposed by OP-TEE, we rely on the built-in medium dataset
of PolyBench/C for all 30 applications. We allocated a heap size of 12 MiB for WATZ, which is
sufficient to execute all the tests of the benchmark suite.

Figure 7.5 shows these results. In both normal and secure worlds, we observe that Wasm’s
slowdown is on average 1.34x when compared to native execution. Therefore, WATZ does not
add additional penalties when executed in the secure world. The difference observed between
WAMR and WATZ are insignificant (less than 0.02 %), since TrustZone does not introduce any
security mechanism that slows down the computation speed. These results confirm previous
work comparing the slowdown of Wasm applications against their native counterpart using
JIT and AOT compilation [116]. A qualitative comparison of our results with those found for
PolyBench/C in Intel SGX (illustrated in Section 6.6.2) shows that TrustZone does not affect the
execution runtime negatively. Unlike our proposal, Intel SGX introduces noticeable performance
overheads on AOT-compiled Wasm execution. We think the difference is natural because of the
additional security guarantees provided by SGX, with transparent encryption and verification
of memory pages stored in volatile memory [163].
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Figure 7.6: The performance of SQLite’s Speedtestl, relative to native run time (normal world).

7.6.4 Macro-benchmarks: SQLite

SQLite [302] is a widespread, portable, low memory footprint, full-fledged embeddable database,
well suited for constrained environments. Our tests use SQLite v3.36, leveraging its built-in
benchmarking suite Speedtestl [303], similar to the benchmarks suite used with TWINE in
Section 6.6.4. We use the native execution of SQLite (ARM64) in the normal and secure worlds
as an empirical baseline. As such, we adapted SQLite to be embedded within a TA and run in
OP-TEE. We instantiate exclusively in-memory databases, as we have left the implementation of
WAST’s file system API for future work. Each benchmark in the suite assesses a single aspect of
the database engine (e.g., selections with joins, data updates or schema changes). We config-
ured SQLite to use a 2048-page cache of 4 KiB each (for a cache size of 8 MiB), with the default
(normal) synchronous mode and the default (delete) journal mode. In addition, we enabled
an alternate memory allocator to pre-allocate the memory used by the database. To fit in the
restricted memory of the secure world imposed by OP-TEE, we scale down the input dataset to
60 % (argument --size). As such, we compiled the TA of WATZ to use 25 MiB of heap memory.

Notice that Arm TrustZone does not impose such memory limitations. Hence the entire dataset
can be used as soon as OP-TEE lifts memory restrictions. Provided the memory can be enlarged,
we do not foresee any impediment for WATZ to operate on software with large memory foot-
prints, such as deep learning systems for instance. The experiments ran 50 times, and we report
medians and standard deviations in Figure 7.6.

Results are normalised against the execution time of Speedtestl in the normal world, using
native execution as a baseline. Overall, our observations are twofold: (i) in the normal world,
the slowdown of WAMR is 2.1 X, and (ii) in the secure world, the slowdown of native execution
and WATZ are 1.31x and 2.12X respectively. As a result, the execution speed overhead of
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Figure 7.7: The execution time of WATZ’s msg,.

Wasm over native execution in the TEE is 1.61x. This macro-benchmark also demonstrates
that WATZ has low to no-overhead execution in TrustZone, compared to Wasm in the normal
world. Conversely, the native TA suffers from an overhead compared to the native application
in the normal world. These slowdown differences are explained because the compiled binary
in the normal world is optimised for using the underlying hardware, unlike Wasm applications
that are ahead-of-time compiled from the intermediate Wasm bytecode.

Experiments in Figure 7.6 are ordered by the performance overhead incurred when executed
in WATZ. The experiments that have the lowest impact on the performance mostly perform
read queries on the database, with an average of 2.04 X (i.e., experiments 130-145, 160-170,
260, 310, 320, 410, 510, 520). Instead, most of the experiments located in the bottom plot of
Figure 7.6 are write-intensive, by inserting, or updating data in the database, with a slowdown
on average of 2.23x (i.e., experiments 100-120, 180, 190, 210, 290, 300, 400, 500, 990).
Similarly to the micro-benchmarks, we identify minor discrepancies where the TEE applications
are faster (equal to or less than 0.04 %). We also consider them insignificant and are deemed
equal to the performance measured in their unsecured counterpart.

In summary, our analysis of Wasm runtime performance in WATZ shows overheads of 1.34 x and
2.12x for the micro- and the macro-benchmarks, respectively. We estimate that the security
benefits of TrustZone largely compensate for these performance penalties. Besides, we did not
observe any noticeable overhead using WATZ compared to WAMR.

Thanks to Wasm, WATZ provides great freedom for the developers who build secure software
using various technologies without being bound to the programming restrictions of OP-TEE’s
SDK. On this topic, we noted that the adaptation of SQLite to be executed in OP-TEE as a
native TA has been substantially more laborious than compiling it in Wasm with WASI support.
Indeed, the ad-hoc GP API required to modify the source code of SQLite at various locations to
replace missing POSIX functions and undefined data structures. On the other hand, WASI-SDK,
the framework used to compile C programs in Wasm, provides all the function and structure
definitions needed for a seamless compilation. Finally, we leveraged the robust sandbox of WATZ
to ensure isolation between each hosted application in the secure world with acceptable costs.

7.6.5 Micro-benchmarks: remote attestation

We now evaluate the remote attestation protocol. For the sake of these tests, the attester (client)
and the verifier (server) applications run on the same development board.
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(a) Attester *msg, °msg;, *msg,
Memory management 7us 50 ps Spus
Key generation @ 236 ms ® 235ms —
Symmetric cryptography — 88 us 79 s
Asymmetric cryptography — @ 159ms ® 238 ms
(b) Verifier °msg, *msg, °msg,
Memory management S52pus 7 s 7 s
Key generation © 471ms — —
Symmetric cryptography — 85 us 80 s
Asymmetric cryptography — ® 236ms @ 159ms

*Generation of the message. ®Handling the message.

Table 7.3: The execution time of WATZ’s msg,,, msg, and msg,.

We measure the execution time of each message in the remote attestation protocol and highlight
the various cost factors. The sizes of msg,, msg; and msg, are fixed, and the execution time of
their generation and handling are not bound to the size of the Wasm application being measured.
On the other hand, msg, requires a time that is proportional to the size of the secret blob
transferred to the application. As a consequence, we analyse the execution time of the three first
messages regardless of Wasm AOT bytecode size in Table 7.3. Figure 7.7 depicts the execution
time of the fourth message, according to the size of data to transmit securely. We evaluate
the transfer of confidential information, from 512 KiB to 3 MiB. We compiled the attester and
the verifier of WATZ to approximately split the heap memory equally, as they are located on
the same hardware: 14 MiB and 13 MiB, respectively. We noticed that our implementation
requires twice the size of the transmitted data in memory, in each TA. Indeed, we needed to
allocate a buffer for the plaintext and a buffer for the ciphertext. For the largest data to transfer
(i.e., 3MiB), this represents 6 MiB in each TA, leading to a memory occupancy of 12 MiB in
total. We leave the optimisation of encryption and decryption using a single buffer for future
work. In addition to the details below, we report that most of the time is dedicated to complete
asymmetric cryptography operations, i.e., keys and signatures generation.

Message 0 The attester generates an ECDHE key pair and sends the public key (® in Ta-
ble 7.3). When handling message 0, the verifier generates an ECDHE key pair and derives the
shared secrets to establish a secure communication channel (@).

Message1 The verifier signs the ECDHE public keys (®) and authenticates the message with
a MAC. The asymmetric signature takes most of the time, up to 2774 X the execution time
of the MAC, as expected [344]. The derivation of the shared secrets is also performed on the
attester’s side when handling msg, (®). Hence, the time the attester takes to generate its keys
(®, ®) is similar to the time the verifier takes to do the same (®@).
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Message 2 The attester issues the evidence, which requires a digital signature (®), and an
authentication with a MAC. Upon reception, the verifier checks the MAC and the evidence
signature (@). The time to sign (®) and verify the signature (@) of msg, is similar to the time
required for the same operations on msg, (® and @). The same cryptographic operations are
performed in both cases, using different data.

Message 3 The verifier generates msg, with the secret blob, encrypted and authenticated
using AES-GCM. We omitted the time consumed by memory management (less than 1%). As
seen in Figure 7.7, the execution time evolves proportionally between the verifier’s encryption
and the attester’s decryption. Since AES-GCM is symmetric, it is faster than signing the three
first messages, starting from 3 ms for 0.5 MiB of encrypted data and reaching 17 ms for 3 MiB.

7.6.6 Macro-benchmarks: remote attestation with Genann

We conclude our evaluation of WATZ with Genann [345], a neural network library exten-
sively used in literature [346, 347]. This library supports feedforward artificial neural net-
works (ANN) and has zero external dependencies, making it a convenient target to be com-
piled in Wasm and tested in a constrained memory environment. The benchmark is based on a
built-in Genann example, where an ANN is trained on a subset of the Iris dataset [348, 349].
The ANN comprises 4 inputs, 1 hidden layer of 4 neurons and 3 outputs (1 per class). The
input dataset includes 50 records per class (file size of 4.45KiB). We replicated the dataset to
reach the breakpoint sizes, from 100KiB to 1 MiB. Tests are executed 20 times. The attester
is launched with Genann as a trusted Wasm application. We allocated 17 MiB for the attester,
enough space to handle the Wasm runtime, the attestation with the transfer of the dataset and
the heap required by Genann. The remaining memory is allocated for the verifier (i.e., 10 MiB).
Once executed, it triggers a remote attestation request to retrieve the dataset, used to train and
predict the classification. We use this end-to-end example to demonstrate a real-world work-
flow using WATZ and assess a few cost factors, such as the impact on the execution time when
the size of the confidential information varies. Similarly to the micro-benchmarks of remote
attestation detailed in Section 7.6.5, the attester and verifier are co-located on the same device.

Table 7.4 shows the execution time of WASI-RA, the API exposed to the Wasm-compiled applica-
tions to request remote attestation and evidence generation. The function retrieving the secret
blob is indicated according to the lower and upper bounds of the dataset size. This end-to-end
benchmark includes client and server time to generate and handle the messages, the overhead
caused by the socket connection and the penalty of the normal and secure world switching.

Most of the execution time is spent on the handshake: msg, and msg, handle the key generation
and half on the asymmetric operations, as seen in Table 7.3. The generation of the evidence is
the second most time-consuming operation due to the digital signature (@ in Table 7.3). The
sending of the evidence consumes only a marginal time.

Lastly, we evaluated several dataset sizes to assess the execution time of the function that
receives the confidential information. We report an execution time ranging from 168 ms for
100KiB up to 209 ms for 1 MiB. According to the micro-benchmark in Section 7.6.5, the cryp-
tographic operations of msg, takes a negligible amount of time: 5.8 ms for 1 MiB of data, unlike
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(a) Fixed-size operations (b) Variable-size operations
handshake collect_quote send_quote Z[(a)] Size receive_data Z[(a)] +Z[(b)]
1.34s 239 ms 1ms =1.58s 0.1 MiB 168 ms =1.75s
1.34s 239 ms 1ms =1.58s 0.2MiB 172 ms =1.76s
1.34s 239ms 1ms =1.58s 0.3MiB 175ms =1.76s
1.34s 239ms 1ms =1.58s 0.4 MiB 182 ms =1.77s
1.34s 239 ms 1ms =1.58s 0.5MiB 185ms =1.77s
1.34s 239ms 1ms =1.58s 0.6 MiB 192 ms =1.78s
1.34s 239 ms 1ms =1.58s 0.7 MiB 196 ms =1.78s
1.34s 239 ms 1ms =1.58s 0.8 MiB 200 ms =1.78s
1.34s 239ms 1ms =1.58s 0.9MiB 205ms =1.79s
1.34s 239ms 1ms =1.58s 1.0MiB 209 ms =1.79s

Table 7.4: The execution time breakdown of the WASI-RA API, segmented into (a) the fixed-size operations inherent
to the remote attestation process and (b) the variable-size operations dependent on the size of the secret blob.

[EWAMR BWATZ
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Figure 7.8: The execution time of the training phase.

this macro-benchmark. This difference is due to the attester waiting for the end of the evidence
verification on the verifier’s side, reported for lasting 159 ms in Table 7.3 (@). We confirmed
this was the cause by waiting before receiving the data, which leads to a reception duration
of only 70 ms for 1 MiB. This points out the importance of having appropriate hardware for
cryptographic operations on the verifier’s side.

Further, we evaluate the training time of the model for different dataset sizes in Figure 7.8. For
the baseline experiment in the normal world, the dataset is fetched from a regular file. In WATZ,
it is read via a secure channel established during remote attestation. WATZ achieves a 1.4 %
speedup, roughly matching previous experiments with no runtime overheads. The time differ-
ence between the two systems is yet to be further investigated. Indeed, using the same AOT
binary and supplying the same data to Genann’s training function yields better performance in
OP-TEE. We excluded the cause of better threads scheduling, since OP-TEE relies on the Linux
scheduler, located in the normal world. Finally, we report how the performance obtained here
confirms similar results in literature [127], where an equally powerful TrustZone hardware
(HiKey Arm Cortex-A53, at 1.2 GHz) is used to benchmark remote attestation protocols.
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7.7 Security analysis

This section provides a security analysis of the software components and security measures
employed within WATZ and discusses their strengths and limitations.

Secureboot The first-stage bootloader (ROM) and the one-time programmable fuses (eFuses)
ensure that the board is booting the secure OS in a genuine state. Assuming an attacker replaces
the image of the trusted OS, the software signature will no longer match the binaries, which
aborts the boot sequence. Since the signature’s public key is stored in the eFuses, it cannot
be altered to install a compromised system. Consequently, only a genuine version of the secure
kernel OS can access the root of trust. Nonetheless, the system does not protect against rollback
attacks. This can be locally mitigated using monotonic counters bound to the hardware, and
remotely mitigated by checking the version of WATZ in the evidence during remote attestation
requests. While not available in the SoC of our evaluation board, the security guarantees of
WATZ may be further extended using a measured boot in addition to the secure boot. Measured
boot is a security mechanism that enables the attester to collect the code measurement of every
loaded software (e.g., bootloader, trusted OS) and accumulate them in special registers. Once
these values (considered additional claims) are collected, they are signed and exported, typically
using a Trusted Platform Module (TPM). These claims may be later incorporated into evidence
produced by WATZ as a system-wide measurement. Consequently, verifiers may also appraise
the startup components to identify a potentially hijacked secure boot.

Trusted Wasm runtime The runtime offers execution and attestation facilities similar to Intel
SGX. The normal world requests WATZ to start Wasm applications and, as a result, they are
executed in isolation inside Arm TrustZone. Due to the memory sandboxing inherited from
Wasm, malicious applications loaded in WATZ cannot compromise the secure world or access
resources owned by other TAs. The threat model is different from the regular TAs in OP-TEE,
because a signing key is needed to deploy software in the secure world, which prevents the
execution of arbitrary software [350]. Moreover, the communication of the signing key to allow
third-party developers to execute trustworthy code in OP-TEE may lead to impersonation attacks
on already deployed applications, ultimately leaking secrets stored in persistent storage [351].
As such, the Wasm sandbox offers an additional safe and efficient isolation mechanism to host
software made by different distrusted parties. The reliance on a runtime has the downside
of increasing the size of the TCB. Furthermore, zero-day vulnerabilities found in the Wasm
sandbox may lead to data leakage or arbitrary code execution, because the isolation offered by
Wasm is implemented in software, as opposed to the isolation mechanisms of SGX enclaves. We
note this risk also applies to the TAs of OP-TEE, since vulnerabilities found in the trusted OS may
lead to privilege escalations and, therefore, weaken the isolation of the TAs. We mitigate this
issue by providing the version of WATZ in the evidence, so the verifier can determine whether the
deployed runtime is up to date, i.e., detect whether the attester has mitigation patches applied,
similar to how previously discovered security vulnerabilities are mitigated in Intel SGX.

Remote attestation protocol We evaluated the correctness of our remote attestation protocol
with Scyther [352], a state-of-the-art formal analyser. This tool is known to analyse security
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protocols, security requirements and identify vulnerabilities formally. Scyther is based on the
protocol semantics model for the Dolev-Yao intruder model [353], which assumes that an adver-
sary has complete control over the communication channel, but cannot subvert cryptographic
techniques. We configured Scyther to check the secrecy of the private session keys, the shared
secret and the secret blob. Besides, we verified these claims of authentication: aliveness, weak
agreement, non-injective agreement, non-injective synchronisation and reachability (i.e., the pro-
tocol ended on both parties). While these terms are omitted for conciseness [354, 355], they
represent essential characteristics of a security protocol. Scyther revealed no attack or flaw in
our proposal. The verification script is available in the repository of WATZ [17].

7.8 Synthesis and next steps

WATZ is the first Wasm runtime executing entirely inside Arm TrustZone with full support for
remote attestation, optimised explicitly for Wasm to establish trust on hosted applications. In
many ways, WATZ offers a model similar to Intel SGX while overcoming the limitations of Arm
TrustZone, extending the paradigm of a single trusted world into fully isolated and mutually
distrusting trusted applications. It comprises a trusted environment for running unmodified
Wasm applications that cannot be tampered with. It relies on a hardware root of trust and
a secure boot, shielded by Arm TrustZone. Our WASI extensions for remote attestation and
the attestation protocol establish trust on remotely executed Wasm applications inside WATZ
and securely provision confidential data, such as shared keys to join a channel or decrypt a
configuration file. Our extensive experimental evaluation assesses the costs of the WATZ mech-
anisms with typical tasks IoT devices carry out. As a result, our implementation is lightweight,
achieving results on par with Wasm running in the normal world.

We have a strong commitment to open-source and reproducibility: some of our improvements
are already pushed to the open software projects we depend on, and we intend to keep doing
so. The code of WATZ and the experiments presented in this paper are available on GitHub [17].

Building upon the proposed attestation protocol, WATZ can be further enhanced by implement-
ing the missing GlobalPlatform API to establish TLS communication channels with other devices.
This extension would enable WATZ to integrate with existing standardised communication sys-
tems and security protocols. In the forthcoming part of this manuscript, we aim to bridge the
gap between our trusted and attestable Wasm runtimes executing in TEEs and widely-adopted
communication frameworks, such as the MQTT message queuing service in conjunction with
the TLS protocol. To achieve this objective, the next chapter explores the security requirements
and properties necessary for tightly coupling attestation and security protocols to convey trust
through these existing protocols and providing a comprehensive implementation for TWINE.
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Trustworthy distributed systems with
WebAssembly and TEEs

The previous part explored the design and implementation of trusted runtimes executing ap-
plications compiled into WebAssembly (Wasm) for isolating and securing computations in two
well-established trusted execution environments (TEEs). Although these trusted environments
introduced attestation primitives, conveying trust evidence to third-party devices and services
remains a challenging task when integrating into traditional software stacks. Building upon
these trusted runtimes, this chapter demonstrates a practical application of TEE, where a stan-
dard communication service (Moquitto, an MQTT broker) and a security protocol (TLS) are
adapted for trustworthy communication among many distributed and mutually distrusted nodes.
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8.1 Introduction

Publish/subscribe (pub/sub) systems [356] have become foundational for seamless intercom-
munication of a wide range of devices, from IoT ecosystems to large-scale cloud-based services,
i.e., the cloud-edge continuum [357]. These systems enable efficient and scalable data distribu-
tion among distributed entities by decoupling data producers from data consumers. Given their
widespread adoption, notably in cloud computing [358-360], several pub/sub systems have
been proposed with the clear goal of providing additional privacy guarantees [361]. However,
the nodes participating in these systems are implicitly trusted, relegating security concerns pri-
marily to the protection of communication channels or leveraging heavyweight cryptographic
primitives [362]. This limited security approach leaves data on the processing components
vulnerable to potential threats, especially in decentralised and heterogeneous environments.
Notably, high-privileged actors within the pub/sub nodes, i.e., operating system or hypervisor,
may compromise the confidentiality and integrity of data. Similarly, they could leak critical
cryptographic material, e.g., private keys of certificates. Leaking certificate keys is especially
concerning as these keys serve as the foundation for the authentication process among pub/sub
participants, thereby putting user privacy and data integrity at stake.

In both the consumer market and cloud providers, trusted execution environment (TEE) present
a solution to strengthen the integrity and confidentiality of data in use, especially on nodes that
may not be inherently trustworthy. TEEs provide enclaves, e.g., hardware-protected memory re-
gions, where sensitive computations are completely isolated from other software executed on
the same platform. Such secure enclaves significantly elevate the security posture of systems
like pub/sub, safeguarding not just the communication but also the processing and data on such
nodes from malicious actors. As a keystone feature of TEEs, attestation enables a remote entity
to verify the authenticity, configuration, and state of a trusted environment using cryptographic
proofs, ensuring the enclave runs the intended software without being tampered with or com-
promised. In pub/sub systems deployed over untrusted infrastructures, attestation ensures data
and its processing within the TEE enclave are kept confidential and untampered.

Nonetheless, developing trusted applications (TAs) for TEEs is challenging due to their specific
programming paradigms and SDKs, requiring massive efforts when writing or porting existing
software [363]. In addition, while many pub/sub systems exploit TEEs to protect data in use
(covered in Section 8.2.1), they often tie closely to specific TEE architectures, limiting their
applicability in heterogeneous environments (e.g., different CPU architectures) considered in
this thesis. Beyond this limitation, current communication protocols fail to transport attestation
proofs, do not maintain full privacy of attestation, or cannot expose X.509 certificates issued by
global authorities (discussed in Section 8.3.1). This leads to the use of ad-hoc implementations
that fall short in offering a consistent solution across the cloud-edge continuum.

This chapter addresses the challenges associated to writing secure and portable pub/sub systems
using Wasm, a portable compilation target and binary instruction format. Wasm’s hardware-
agnostic design abstracts the complexity of heterogeneous TEE environments, making it an
particularly suitable compilation target for pub/sub systems across the cloud-edge continuum.
We further protect the communication channels by extending the industry standard TLS proto-
col for embedding attestation evidence in the TLS handshake while maintaining compatibility
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with the original specifications. This ensures the authenticity of the executing code of parties
within the pub/sub system, mitigating the risk of malicious entities impersonating or modifying
these components. Additionally, certificate keys are safeguarded within the TEEs, preventing
potential leaks. We developed a proof-of-concept that encapsulates the implementation of a
standard pub/sub broker and a TLS library, enabling the termination of TLS channels directly
in the TEE, which has been proven complex in prior work [364]. We achieve this by using
Wasm as a compilation target for both software, limiting the number of code changes required
to make them compile and run within TEEs. While our prototype is focused on cloud environ-
ments by leveraging Intel SGX, we outline the trusted primitives required for our proposal to be
compatible with other platforms, including edge and IoT devices.

We summarise our contributions as follows: (i) a unified strategy that secures a standard pub/-
sub system using TEEs with attestation for security, and compiled in Wasm for seamless cloud-
edge communication while minimising code changes, (ii) an extension to the TLS communica-
tion protocol, facilitating the confidential exchange of attestation evidence, thereby affirming
the authenticity of actors within the pub/sub system and (iii) an open-source implementation
of a pub/sub broker using Intel SGX for cloud environments, with a suite of benchmarks aimed
at evaluating the impacts of Wasm, the TEE and attestation, in comparison with state-of-the-art
work. Our evaluation reveals that our system delivers messages at 1.55 X slower than baseline
throughput, yet provides portability and the robust security guarantees of TEEs.

8.2 Publish/subscribe systems

A publish/subscribe system (often called pub/sub) is an asynchronous architecture for message
passing that connects two different types of entities: publishers and subscribers. Publishers
send messages (or events), being unaware of who is interested in receiving such messages.
Messages sent are usually marked with an arbitrary type or a category. Subscribers express
their interest in specific types of messages and receive them when they are published. Pub/sub
is commonly used in event-driven distributed systems such as the Internet of things (IoT), since
they simplify the communication between different entities.

Pub/sub messages are usually passed from publishers to subscribers using an intermediary bro-
ker. Brokers receive messages from publishers and forward them to subscribers who have
expressed interest in the corresponding topics. Message brokers are responsible for routing
and delivering messages to the appropriate subscribers. Examples of message brokers include
Apache Kafka [365], RabbitMQ [366], Eclipse Mosquitto [367], and cloud-based pub/sub ser-
vices like Amazon Simple Notification Service (SNS) [368] or Google Cloud Pub/Sub [359].

One of the key advantages of pub/sub is decoupling since publishers and subscribers do not
need to know each other. Pub/sub systems can also be designed to be highly scalable and fault-
tolerant by using replicated, interconnected brokers. This flexible architecture allows compo-
nents to be added or removed without affecting the system.

Security in pub/sub systems is dealt with when publishers and subscribers connect to their bro-
kers. Brokers then usually implement authentication and access control before publishing or
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subscribing to messages. They can also establish encrypted connections (e.g., TLS) to imple-
ment message privacy. By implementing attestation, we offer a stronger guarantee for all the
components. Publishers, subscribers, and brokers are guaranteed to be who they say they are,
and all can ensure that their counterparts execute appropriate (correct) software.

8.2.1 Publish/subscribe with TEEs

In distributed systems, pub/sub mechanisms have consistently gained traction, supporting a
variety of applications and architectures. Many approaches have been conducted in research to
bring dependability and safety regarding pub/sub systems, and in many directions [369]. An
explored aspect is encryption schemes of data transferred through the brokers, preserving the
privacy of the communicated information [370-376]. Cryptographic-based privacy protection
schemes focus on encrypting events and subscriptions, and then performing ciphertext matching
between them. However, they often suffer from scalability issues as matching time complexity
grows with the number of subscriptions, leading to diminishing performance.

Recent research has explored Intel SGX’s potential for confidential data processing. SCBR [377]
showed that TEEs can offer superior performance compared to cryptographic variants through
a custom content-based routing engine within an SGX enclave. PubSub-SGX [378] introduced a
scalable approach using a load balancer that manages multiple matchers, each operating within
individual enclaves. MagikCube [379] added an authentication service to the pub/sub system,
enhancing broker trust among publishers and subscribers using SGX. Finally, Pei et al. [380] fur-
ther refined this paradigm by optimising subscription matching times using cryptographic meth-
ods, with SGX facilitating comparison tasks but does not disclose how secrets are exchanged.
In contrast with prior work, our proposal prioritises establishing an initial trust across pub/sub
participants by mutual attestation. We do it by encapsulating conventional pub/sub systems
within TEEs, ensuring genuine execution environments and trustworthy implementations.

Other prior studies have chosen a different strategy using Arm TrustZone. In this setup, the
device is divided into the normal world (the standard OS) and the trusted world (the TEE).
MQT-TZ [381] moved the broker’s data management within this trusted world. Publishers and
subscribers negotiate symmetric keys with the broker, which are generated inside the TEE. This
approach ensures that data is encrypted during transmission. Conversely, our proposal enhances
the threat model of MQT-TZ by relying on attestation of the pub/sub system and hosting the TLS
endpoint within the TEE, avoiding handling cryptographic materials outside the TLS protocol.

Comparison Table 8.1 offers a comprehensive summary of state-of-the-art proposals for se-
curing pub/sub systems with TEEs, focusing on features relevant to our study. Each feature can
either be not disclosed (@), missing (O), partially ((7), or fully (@) available. The definitions
of the features are given as follows: (i) Communication protocol: protocol used by peers to
interact with the broker, (ii) Fully enclaved broker: broker operates within the TEE instead
of only securing specific components within the secure environment, (iii) Peer authentication:
broker authenticates the peers while establishing communication, (iv) Peer attestation: broker
attests the peers while establishing communication, (v) Broker authentication: peers authen-
ticate the broker while establishing communication, (vi) Broker attestation: peers attest the
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Features SCBR PubSub-SGX  MagikCube MQT-TZ Pei et al. This work

Communication protocol TLS TLS TLS TLS TLS
Fully enclaved broker
Peer authentication
Peer attestation
Broker authentication
Broker attestation

Persistence of messages

Idiomatic pub/sub architecture

ONONON=N NONON /
oX X X N NOoN N /
ceceecoee
00000000
OX NOX-N-N-N-NOX
00000000

Open source
TEE technology SGX GX SGX TrustZone SGX Agnostic
Table 8.1: The comparison of the state-of-the-art pub/sub systems shielded by TEEs.

0

broker while establishing communication; () means that only publishers are attested, (vii) Per-
sistence of messages: system’s feature to store messages for future delivery (e.g., when sub-
scribers might be temporarily offline), (viii) Idiomatic pub/sub architecture: system adheres
to the principles of the pub/sub paradigm, (ix) Open source: implemented solution is freely
available to the public via an open-source repository, and (x) TEE technology: denotes the TEE
used by the proposed system, or its capacity to operate agnostically across various TEEs.

8.3 Communication channel and attestation binding

Over the past decades, several standards have emerged to establish trustworthy communication
between two parties. Among them, the protocol Transport Layer Security (TLS) stands out as
the most prominent protocol for such tasks. This cryptographic protocol ensures confidential-
ity, integrity, and authentication for secure communication. A typical TLS session begins with
a phase known as the handshake. The handshake acts as a negotiation process, where the two
parties decide on encryption settings and authenticate one another before exchanging secure
data. More precisely, the latest version of the handshake (TLS 1.3 at the time of this writing)
is composed of (i) the ClientHello sent by the client, notably containing the supporting cipher
suites, key agreement and anti-replay mechanisms, (ii) the ServerHello replied by the server,
detailing analogous parameters, and indicating the handshake’s end, and finally (iii) the hand-
shake wraps up as the client reciprocates with a similar acknowledgement, accompanied by
data from a higher-level protocol, that is wrapped within TLS, e.g., HTTPS. Additionally, dur-
ing steps 2 and 3, both entities can opt to present an X.509 certificate. These serve as identity
validators, embedding trust through a chain of digital signatures rooted in trusted certificate
authorities (CAs). Building on this, many existing attestation protocols that bind with TLS
typically augment the handshake, the certificate, or a combination of the two, facilitating the
negotiation of security parameters and the exchange of attestation evidence.

Channel binding [382] ensures that an entity participating in a secure communication, typi-
cally via protocols such as TLS, is indeed the entity that has undergone attestation. It establishes
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that the communications are with the attested environment, preventing possible relay attacks
where a malicious party might relay attestation challenges to a genuine system and then claim
the legitimate evidence as their own. To secure trusted communication, attestation evidence
is typically integrated into the early phases of the communication protocol. However, com-
bining attestation with these protocols introduces challenges, including increased latency and
additional trade-offs like binding the system to a particular TEE technology.

We propose a refined handshake with minimal enhancements to address the limitations of prior
approaches. Instead of embedding attestation in custom X.509 certificate fields, we leverage
the encrypted extension of the handshake. This approach prevents additional roundtrips with
brokers using certificates issued by recognised CAs, an aspect overlooked in previous research.

8.3.1 Binding communication protocols and attestation using TEEs

Research has extensively explored the integration of secure communication protocols with at-
testation. While our focus primarily lies on solutions leveraging TEEs, we also recognise the
significant contributions from prior work that leveraged Trusted Platform Modules (TPMs) as
trust anchors [140-142, 383-389]. Readers can refer to [131, 132] for a comprehensive review
of these works. Our analysis omits explicitly works that discuss attestation through TEEs but
do not bind attestation evidence to a communication channel [103, 196, 390, 391].

Intel proposed a remote attestation protocol for key exchange based on SIGMA [149, 333],
binding SGX enclaves with communication channels. Subsequent solutions aimed to establish
trusted communication channels with enclaves using custom message exchanges [105, 127],
including WATZ (in Chapter 7). While these initial efforts in remote attestation provided valu-
able insights, their ad-hoc nature makes them challenging to integrate into existing software. In
contrast, our approach harnesses TLS, the leading industry standard for secure communication.

Recent research [121, 131, 132, 212, 392] proposed using TLS for communication and modify-
ing the X.509 certificates to include attestation-related fields. Although this approach leverages
the protocol’s standardisation to address the earlier concern, it ties the attestation mechanism
directly to the certificates exposed by the endpoints. This direct connection implies that certifi-
cates must be dynamically generated, which restricts them from being signed by global CAs like
Let’s Encrypt, commonly used for domain certificates. Opting for a different route, we used the
encrypted extensions of the TLS handshake for carrying evidence of the server. Consequently,
our approach is compatible with certificates endorsed by global CAs. This is particularly bene-
ficial if the endpoint owns a separate network-level identity, like a domain name.

Comparison Table 8.2 offers a comprehensive summary of cutting-edge research dedicated
to binding communication channels with attestation, focusing on features relevant to our study.
Each feature can either be not applicable (—), not disclosed (®), missing (O), partially ((9),
or fully (@) available. The definitions of the features are given as follows: (i) Baseline proto-
col: protocol upon which the proposal is built, (ii) No change in TLS specification: proposal
respects the TLS specifications, ensuring compatibility with pre-existing TLS implementations,
(iii) Attestation privacy: protocol maintains confidentiality of attestation evidence, (iv) Mu-
tual attestation: communicating entities engage in a mutual attestation process, (v) Evidence
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Features SGX EPID Sheetpc}llfrd WATZ RATLS  PALEMON TSL This work
Baseline protocol Custom Custom Custom TLS TLS TLS TLS
No change in TLS specification — — — . . . .
Attestation privacy O . O O . . .
Mutual attestation O o @) [ ] @) o ®
Evidence per session . . . O O . .
Endpoint in enclave o o [ o o O o
Attestation privacy O O (2] .
TEE-agnostic O O O .
Support global CAs — = = @) @) @) ®
Open-source . O . . O O .
TEE technology SGX TrustZone  TrustZone SGX SGX Agnostic Agnostic

Table 8.2: The comparison of the state-of-the-art channel binding solutions.

per session: each communication session is uniquely associated with specific attestation evi-
dence, (vi) Attestation Privacy: all attestation-related messages are encrypted; ((I') means that
only a portion of the messages remains confidential, (vii) TEE-agnostic: not bound to specific
programming language or TEE-specific SDK; ((F) means theoretical approach proposed, but no
agnostic implementation, (viii) Endpoint in enclave: endpoint application fully resides in the
TEE, (ix) Support global CAs: broker-displayed certificates can be vouched for by globally CAs,
(x) Open source: implementation is available to the public via an open-source repository, and
(xi) TEE technology: denotes the TEE that the attestation API currently supports.

8.4 Design considerations

We explain the threat model of our design, highlight its security requirements and cover the
trusted primitives that must be available on a system to support the proposal of this chapter.

8.41 Threat model

Our proposal leverages the protection offered by TEEs for securing the execution of applications
and enforcing strong isolation against powerful attackers, such as the OS or the hypervisor.
Given that our proposal is TEE-agnostic, we highlight the minimal requirements to uphold trust
in the pub/sub system and attestation mechanism. We assume the application code can be
inspected but cannot be subverted. Data in use remains confidential and cannot be read unless
granted by the TEE. The hardware and software strictly required to run a TEE instance are
considered trusted. Furthermore, the TEE offers remote attestation to verify the trustworthiness
of the device and its software. Although we do not address side-channel or denial-of-service
attacks [393-395], there exist measures for these in various TEE designs [396].

The OS follows an honest-but-curious threat model, posing no threat to the trusted environment
but seeking to collect sensitive data. Consequently, it can monitor all encrypted communica-

143



Chapter 8 Trustworthy distributed systems with WebAssembly and TEEs

tion with the pub/sub system. If the OS acts maliciously, the trusted computing base (TCB)
remains confidential and doesn’t malfunction, although it may become unresponsive. The TAs
are designed to disregard abnormal responses and halt execution in such cases.

We presume that the Wasm runtime is implemented correctly and does not contain vulnerabili-
ties. The Wasm runtime acts as a shim library by encapsulating Wasm applications and uses the
trusted API from the TEE SDK for system interactions or sanitises the interaction with the un-
trusted OS when no secure option is available. While side-channel attacks might target Wasm
and TEEs [292], they fall beyond the scope of this study.

As we embed a TLS library and enhance it to integrate attestation, we suppose the correct im-
plementation of the cryptographic primitives. Besides, we presume that standard cryptographic
techniques cannot be subverted and are hardened against side-channel attacks.

8.4.2 Security requirements

We propose a series of security requirements for establishing trusted communication channels
between the actors of pub/sub systems.

R,. Support global CAs certificates: brokers shall support exposing certificates issued by
globally recognised CAs.

R,. Trust assurance: pub/sub actors shall attest the TCB of the participant they connect with
and must be similarly verified in return.

R;. Channel and attestation bindings: communication channels must be linked to newly
created attestation evidence, preventing replay or collusion attacks [131].

R,. Pub/sub privacy: all the data bound to the pub/sub system shall be inaccessible to out-
side actors, including the OS, kernel and hypervisor of the broker and peers.

R;. Pub/sub narrow scope: the peers shall only publish or subscribe to the topics as required
for their needs.

8.4.3 Trusted primitives

We identified a set of trusted primitives that any system must support to host our proposal
securely. These primitives, enumerated below, are provided by the Wasm runtime or the TEE.
Platform-independent concerns, including encryption and pub/sub protocol logic, are addressed
using dedicated software compiled into Wasm and self-contained within the proposed approach.

* Isolated execution context: this ensures the runtime remains secure and unaffected by
any other applications running concurrently on the system. All major TEE manufacturers
support at least one Wasm runtime, though the isolation paradigm and threat model vary.
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* Attestation mechanism: the TEE must expose two primitives to the Wasm runtimes: gen-
erate and verify. The former primitive generates evidence for proving the trustworthiness
of the secure environment with additional data attached, such as a nonce and a public
key, while the latter confirms the validity of this proof.

* Network communication: the Wasm runtimes require access to a network API that han-
dles socket operations and the transfer of data.

* File system access: if the pub/sub broker needs to store publications for future delivery,
the system should offer secure ways to save and access these files.

8.5 Architecture

We designed our proposal as a versatile system capable of running on numerous processor ar-
chitectures. The system isolates security-sensitive pub/sub operations of peers and brokers,
ensuring the authenticity of connecting machines using TEEs and mutual attestation. A key
aspect of our design is the adoption of Wasm, facilitating cross-platform support across various
TEE architectures. More specifically, we rely on trusted Wasm runtimes, such as TWINE and
WATZ, to host a secure pub/sub system with its associated dependencies such as TLS libraries,
thus covering the large spectrum of the cloud-edge continuum.

Figure 8.1 illustrates the key components and entities within our pub/sub solution. Serving as
the central hub, the broker first acquires a certificate from a global CA for its TLS endpoint (D).
Peers then initiate secure communication with the broker via our enhanced TLS handshake,
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Figure 8.1: The architecture of the proposal. The X.509 certificates (¢ )) and evidence () are represented with
colours corresponding to the owning actor. The green boxes () are trusted entities, the red box (O) is untrusted,
the blue boxes () are software components and the brown boxes () are associated data.
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Figure 8.2: The enhanced TLS 1.3 handshake with attestation. New elements are in bold.

performing mutual remote attestation by exchanging their certificate for authentication and
attestation evidence (detailed in the next section). This ensures that the broker and peers are
trustworthy (®@). The publisher generates and transfers data to the broker’s TEE (®). The
broker, in turn, relays the data to the subscriber’s TEE (@). Publishers and subscribers use the
same TEE technology stack in their respective TEEs, although omitted in the figure for clarity.

8.5.1 Attesting communication channels

We enhanced the TLS protocol to integrate the exchange of attestation evidence when a peer
is communicating with the broker. This exchange of information occurs in the TLS handshake,
as depicted in Figure 8.2. Our enhancements are highlighted in bold. The first message of the
handshake (@) is sent by the peer, which comprises an encrypted attestation request (AttReq),
indicating that the peer is establishing a TLS channel requiring attestation. Unlike prior work,
our protocol does not specify TEE architectures in this message, as our solution supports the
verification of all the types of TEEs that can be used in the broker. Similarly, our protocol is the
only proposal that studies the encryption of the attestation request, as further explicated below.

Upon receiving message (D), the broker answers with a message (@) composed of its evidence
(AttServer), freshly generated and bound to the TLS session. It is worth noting that we delib-
erately have chosen not to embed attestation data within the broker’s X.509 certificate so the
endpoint can use certificates endorsed by globally recognised CAs, satisfying R, .

Subsequently, the peer verifies whether the evidence of the broker is genuine and checks if the
evidence is bound to the current TLS session (to counter reuse attacks). Moreover, it compares
the code measurement of the broker to a known reference value, indicating that the code of
the broker is trusted. Since a global CA issues the broker’s X.509 certificate, the peer verifies
that the domain name of the broker matches the identifier exposed in the certificate [397]. If
these conditions are fulfilled, the peer issues its evidence (AttClient) and sends it to the broker
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(®), also bound to the TLS session and embedded within the peer’s X.509 certificate using an
ad-hoc field, as the TLS handshake lacks an extension point for last message.

Lastly, the broker verifies whether the evidence of the peer is genuine, and checks if the evidence
is bound to the TLS session. Similarly, the broker ensures that the code measurement of the peer
matches a known reference value, indicating that the code of the peer is trusted. Upon successful
mutual attestation, confirming the trustworthiness of both TEE instances and fulfilling R,, the
TLS handshake concludes, and the applications may start pub/sub communication.

Integrating the attestation mechanism in the TLS handshake has many benefits: the execution
time is optimised since no additional round-trips are necessary, and the implementation re-
spects the TLS 1.3 standard by using extension points as designed by the protocol. Besides, we
strongly bind freshly generated evidence to individual TLS sessions, using unique TLS keying
materials computable by both ends of the communication channel (RFC 5705) [398], satisfying
R,. This strong binding prevents replay and collusion attacks, which would affect published past
evidence otherwise. Since our pub/sub system and TLS library are compiled in Wasm, evidence
binding within TLS handshakes is portable across different TEE architectures.

We use three distinct encryption mechanisms to ensure the confidentiality of the attestation
information, to comply with R,. First, we opted to use the recently-introduced encrypted client
hello (ECH) for TLS [399], which is currently an IETF draft to communicate early information
while preserving its privacy in the ClientHello message. To the best of our knowledge, we are
the first to leverage this draft to protect the attestation request (AttReq) in the TLS handshake.
In a nutshell, the ClientHello message is split into two parts: the outer message, which is in plain
text, and the inner message, which is encrypted using a public key, typically distributed using
the DNS infrastructure. Second, we rely on the TLS 1.3 encrypted extension in the broker reply
(i.e., the ServerHello message), so the broker’s evidence remains confidential. This has been
made possible because the two ends of the communication channel can derive a shared secret
for encryption up to this point. Finally, the peer’s certificate, containing the peer’s evidence, is
also protected, as the entire third handshake message is encrypted by design.

8.5.2 Securing publish/subscribe systems

We leverage TEEs and trusted Wasm runtimes for implementing our pub/sub design, ensuring
strong hardware isolation of both code and data. This design remains versatile, working with
various TEE architectures as long as they offer the trusted primitives for the Wasm runtimes
(as detailed in Section 8.4.3). When paired with the mutually attested TLS protocol, we shield
data in use and in transit, satisfying Rc. As a pub/sub software, we selected Mosquitto [367],
a well-known and open-source message broker that implements the latest version of the MQTT
protocol. We have chosen Mosquitto because it is lightweight and suitable for use on all devices,
from low-power IoT devices to cloud servers. Besides, we used WolfSSL, an embeddable crypto-
graphic library, enabling the host of the TLS termination directly in the TEE, so external systems
cannot eavesdrop on the communication, nor alter the code that maintains the endpoint. Minor
modifications were made to the Mosquitto source code to compile it in Wasm, while the WolfSSL
library was reused from TwiNE in Chapter 6, which had already been compiled in Wasm.
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Mosquitto performs system calls for interactions with the outside world, such as using socket
API for exposing TLS endpoints. For such usages, we rely on WebAssembly System Interface
(WASI), which translates the system calls to the underlying OS transparently. As the private
and session keys of TLS are located within the TEE, the communication remains confidential
against eavesdropping attempts, even when system calls are monitored. Besides, Mosquitto can
persist undelivered messages in a database for later transmission to offline subscribers. WASI
includes a file system API for data storage, while TEEs typically provide means to save files via
a trusted API securely. As such, we rely on the Intel Protected File System (IPFS) integrated
with TwiNE in Chapter 6 to encrypt files, ensuring the confidentiality of the stored messages.

Our proposal ensures broker and peer trustworthiness through mutual attestation, inherently
restricting adversaries from propagating and observing messages in the pub/sub system. To
further reduce peer scope, we propose using access control lists (ACLs), which is a built-in
functionality of Mosquitto. When paired with the X.509 certificates presented in the TLS hand-
shake, this feature can authenticate peers without requiring additional usernames or passwords,
as this is typically the case using Mosquitto. This narrowed publication and subscription scope
satisfies R,. Future work may further adapt the ACLs to be bound to evidence, provided that
code measurements differ from each actor.

Our approach applies to various distributed pub/sub systems, enabling scalable communication
through publisher-subscriber decoupling and secure messaging via mutual attestation. This
was demonstrated in our European-funded project with Siemens for secure edge nodes data
processing and capturing results on an MQTT messaging bus, and with the Byzantine fault-
tolerant (BFT) system of the University of Lisbon for maintaining trust in the attestation refer-
ence values [400]. To balance the need for compactness with computational performance, we
used Intel NUCs as edge nodes, which are small, efficient PCs equipped with processors that
support Intel SGX. This allows the publisher on the edge nodes to verify whether the broker
is genuine based on evidence and the code hash contained in that payload. This code hash is
then compared to the trusted reference values stored in the BFT-resilient system. The evalua-
tion (in Section 8.6) details how the broker performs when handling heavy loads from multiple
publishers and subscribers, as encountered in these distributed environments.

8.5.3 Implementation

We developed a prototype of a trusted pub/sub broker using Intel SGX to better understand the
practical impacts and performance overhead associated with our proposal. As such, we used
TwiNE (detailed in Chapter 6), a trusted Wasm runtime designed to secure applications on Intel
SGX. We target the latest Intel SGX implementation (Intel Scalable) for creating enclaves with
an Enclave Page Cache (EPC) up to 512 GiB, whereas prior work was limited to 128 MiB, which
was a performance bottleneck when reaching that threshold.

Generating attestation evidence We provided the two attestation primitives, i.e., generate
and verify (defined in Section 8.4.3), which use the Intel SGX attestation feature. The former
primitive calls the underlying TEE API to create a payload in the JSON format, which is later
communicated in the TLS handshake. That payload notably contains the type of TEE and the
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evidence itself. The latter primitive receives a JSON and indicates whether the remote system
is genuine. The runtime abstracts these primitives using librats [137], a library capable of gen-
erating and verifying attestation of many TEE implementations. For each TEE implementation,
librats includes a corresponding verifier for appraising evidence, decoupling the TEE architec-
tures concerns from the Wasm applications. Evidence issued from TwiNE includes assertions
to ensure the TCB is up-to-date, and code measurements of the runtime and the hosted Wasm
application, along with the keying materials of the current TLS session. Evidence allows the
other actor (i.e., the publisher, subscriber or broker) to attest the enclave. As a remote at-
testation mechanism, we use the Intel Data Center Attestation Primitives (DCAP) (covered in
Section 3.4.3), which avoids involving Intel during the verification of evidence, speeding up the
process and allows our pub/sub system to operate without an Internet connection.

Compilinginto Wasm We compiled Mosquitto using Clang with WASI-SDK [340], a toolchain
that compiles C/C+ + source code into Wasm for non-web environments. Mosquitto lacks sup-
port for a portable and Wasm-enabled TLS library. Therefore, we modified Mosquitto to use
WOolfSSL as a drop-in cryptographic library replacement. We leverage the compatibility layer
of WolfSSL with OpenSSL, minimising henceforth the required code changes. Further, we dis-
abled some of Mosquitto’s system interaction layers (e.g., signals, dynamic library loading) as
not supported by WASI. Turning off these features allowed a smooth embedding of Mosquitto
for Wasm into the SGX enclave. The adaptation of Mosquitto required changes to 610 SLOC (in
C source/header files), which accounts for 1.2 % of the total codebase.

Securing the file system Our proposal relies on the trusted file system of TwINE, which is
backed by the Intel Protected File System (IPFS). IPFS uses AES-GCM for encryption, taking
advantage of hardware acceleration from the CPU. Files are encrypted into a Merkle tree struc-
ture of 4 KiB nodes and stored on the untrusted file system, with each node securing its children
through encryption keys and tags. When the enclave requests data, IPFS decrypts tree nodes
within the shielded memory of the TEE, ensuring the information stored on the untrusted file
system remains confidential and unaltered. In our proof of concept, IPFS automatically gener-
ates the keys based on enclave signatures and processor-specific keys. For more sophisticated
use cases, such as fault tolerance, Wasm programs can provide their encryption keys, which can
be obtained from an external source like a key management system (KMS).

Supporting the cloud-edge continuum We opted for Intel SGX for hosting our proof of con-
cept because TWINE supports all the trusted primitives outlined in Section Section 8.4.3, which
are necessary for running our proposal. While alternative implementations are possible on other
TEE architectures like Intel TDX and AMD SEV-SNP using the runtime WAMR [117], or Arm
TrustZone using WATZ (detailed in Chapter 7), these options would require additional effort
because they currently support only some of the trusted primitives our proposal relies on. For
example, WATZ enhances Arm TrustZone with attestation functionalities but does not offer file
persistence or a complete socket API. In the case of WAMR, its mechanisms for attestation have
yet to be tested on AMD platforms. Nonetheless, we are confident that with some extensions
to these runtimes, our prototype can be adapted to work with a variety of TEE architectures,
enabling an agnostic approach for trustworthy execution of pub/sub systems.
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8.6 Evaluation

Our evaluations assess several aspects of our proof of concept. We intend to answer the following
questions: (i) What performance costs are associated with the use of Wasm, SGX, and the
creation of attestation evidence on the broker during the connection process? (ii) How does
our solution scale when increasing message throughput? (iii) How does our solution scale with
a growing number of publishers? To answer these questions, we measure the connection times
with different peers (§8.6.1), stress the broker with a high volume of messages (§8.6.2), and
grow the number of publishers while observing the resulting latency (§8.6.3).

Our evaluation is deliberately centred on the broker, which is the core and critical part of dis-
tributed pub/sub architectures. As the broker orchestrates the message flow among publishers
and subscribers, it largely influences the scalability of the system. We examine the broker in
three variants: native execution without SGX (baseline), Wasm outside SGX, and Wasm-SGX
running within SGX. To ensure a consistent comparison, publishers and subscribers are executed
in their native environment without SGX. While our focus remains on the broker to evaluate
performance benchmarks, a fully secure system requires that all entities operate within TEEs
to protect the confidentiality of data, including publishers and subscribers.

The broker runs on a 16-core Intel Xeon Gold 6326 (2.9 GHz), running Ubuntu 20.04, SGX
Scalable (EPC of 64 GiB) with SGX driver v1.41 (DCAP) and SDK v2.20. The publishers and
subscribers are executed on an 8-core Intel Xeon E3-1270 v6 (3.8 GHz), running Ubuntu 20.04.
These two machines are connected through a 1 Gbit/s switch. We modified Mosquitto v2.0.15
and WolfSSL v5.5.3, and compiled them using Clang v10 at maximum optimisation. For Wasm
benchmarks, we compiled the application into Wasm bytecode with Clang, and used ahead-of-
time (AOT) compilation into assembly code using WAMR’s compiler at level size 1, as required
for SGX. Time is measured using Linux’s monotonic clock, including enclave exit and re-entry
times (22 ps). The MQTT broker is configured to match the minimum quality of service (QoS)
offered, i.e., fire-and-forget mode.! Our implementation is open-source, and instructions to
reproduce our experiments are available on a GitHub repository [16].

8.6.1 Establishing new connections

Our initial evaluation measures the average latency incurred when a varying number of peers
attempt to establish new connections with a broker. In this setup, we instruct a certain number
of peers (depicted on the x-axis) to start a new connection every second. The y-axis displays the
resulting latency. Figure 8.3a depicts the latency for connections made using TLS handshakes
with elliptic curve Diffie-Hellman (ECDH) as a key agreement protocol. Figure 8.3b shows
the latency when using a pre-shared key (PSK), which avoids using asymmetric cryptography.
The latter approach is applicable when a peer has previously established a connection with the
broker and already has a mutually agreed-upon secret key.

IMQTT supports two additional QoS levels: at least once with confirmation required and delivering it exactly once.
Our protocol avoids the overheads of a four-step handshake while ensuring peer integrity and authenticity.
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Figure 8.3: The latency for each new connection at varying connections per second.

Across both (ECDH and PSK) scenarios, latency scales linearly for every variant as the number
of peers connecting per second increases from 5 to 40. We observe higher latencies with Wasm
(using ECDH) over native execution with an overhead of 2.57x, due to Wasm’s performance
constraints relative to native execution [116]. Additionally, Wasm-SGX (using ECDH) exhibits
further overhead (4.72x) compared to native because of the enclave, which is expected given
the added security benefits. A contributing source of this overhead is the frequent switching be-
tween the enclave’s secure and standard execution modes (OCALLs). This is particularly evident
during operations that initialise sockets and manage peer communication in the TLS handshake.
For instance, using a non-blocking socket API requires constant polling when awaiting client
responses. Although such overhead is also present without SGX, it is accentuated due to the
enclave transitions. We point out that the data remains confidential upon leaving the enclave,
as the TLS protocol operates within a secure environment. More generally, SGX also performs
slower than standard execution due to security mechanisms introduced in the microcode [401].

Figure 8.3c explores the impact of integrating broker attestation evidence in the TLS handshake.
Wasm-SGX (using ECDH) with attestation incurs a 1.87x overhead, while Wasm-SGX (using
PSK) exhibits a 4.33x overhead compared to their non-attested counterparts. Notably, the
system saturates when exceeding 15 new ECDH connections per second, whereas PSK perfor-
mance remains stable. The additional latency is primarily caused by the asymmetric operations
involved in evidence generation and signing. Mosquitto’s broker bridge feature can distribute
the workload across multiple brokers to improve scalability and manage this overhead over a
larger peer set, although an in-depth analysis is left for future research.

8.6.2 Messages throughput

Figure 8.4a evaluates the system’s throughput by measuring the average latency of delivering
a set number of messages per second (x-axis) with a single publisher and subscriber through
a specific broker. The resulting latencies are reported on the y-axis. Each test case spans 60
seconds and includes a 16 KiB payload of random data.

Latency for the native variant slightly increases at 50 messages per second, followed by a minor
decline at 200 messages per second. In contrast, we note a more pronounced decrease in latency
for the Wasm and Wasm-SGX variants as the rate of publications increases. To understand this
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Figure 8.4: (a) shows latency with varying messages per second, (b) and (c) depict latency as publisher count grows.

behaviour, we instrumented the Wasm runtime to monitor the enclave’s outgoing calls (OCALLSs)
and analysed the invoked POSIX functions. Enclave transitions typically incur performance
costs, such as the intrinsic SGX transition and the copy of message buffers into secure memory.
We discovered that POSIX functions related to network message transactions (i.e., recvfrom
and send) were called less frequently as the messages-per-second rate increased. For instance,
at a rate of 10 messages per second, the frequencies of recvfrom and send are 2601 and 1411,
respectively, amounting to an average of 260 and 141 per individual message. Conversely,
at a higher rate of 200 messages per second, these frequencies adjust to 49 156 and 23 498,
respectively, meaning a smaller average of 246 and 117 per message. These observations likely
originate from Mosquitto’s broker behaviour and were not investigated further.

Overall, the Wasm and Wasm-SGX variants show performance slowdown factors of 1.30x and
1.55 X%, respectively, compared to native execution. However, the system exhibits strong scala-
bility and offers enhanced security and portability benefits, offsetting the performance impact.

8.6.3 Scaling the publishers

As our final experiment, we assess system scalability by increasing the number of publishers
plotted on the x-axis, to observe the impact on message delivery latency, shown on the y-axis.
The number of subscribers is held constant at 25, with each publisher sending 5 messages per
second. Each test case lasts 60 seconds and uses a payload of 16 KiB of random data.

Figure 8.4b reveals that all the variants follow a similar trend. Latency generally remains stable
but decreases slightly as the number of publishers increases. The slowdown of Wasm compared
to native execution is 1.31 X, while for Wasm-SGX against native variant is 1.56 .

Our analysis further investigates the point at which the system begins to saturate, thereby af-
fecting its responsiveness. Figure 8.4c highlights this limit for each variant, indicating system
saturation when exceeding 25 publishers for Wasm-SGX, followed by Wasm at 30 publishers.
The native variant only reaches its limit beyond 55 publishers. Similarly to the first experiment,
we could use Mosquitto’s broker bridge feature to handle more publishers. This would increase
the overall capacity and reduce the load of individual brokers.
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8.7 Synthesis

Recent evolution in TEEs by leading CPU manufacturers highlights the growing trend in ex-
ecuting software within untrusted environments while processing increasingly sensitive data.
The pub/sub model stands out as an effective mechanism to scale and distribute computations
across varied architectures, and Wasm emerges as a suitable common environment for such
tasks. However, a gap remains in establishing standardised protocols and tools that leverage
the rapid research breakthroughs in trusted execution within the cloud-edge continuum.

To address this gap, the trusted Wasm runtimes presented in Chapters 6 and 7 can be used to
span the cloud-edge continuum and provide a common communication layer that ensures the
trustworthiness of distributed peers. This secure communication is achieved by extending the
well-established TLS protocol to include mutual attestation and embed evidence through TLS
handshake extension points, while maintaining compatibility with the original standard.

The evaluation results suggest that the security and portability enhancements of this approach
effectively balance the additional overheads, which are primarily associated with the TEEs. Fur-
thermore, leveraging Mosquitto’s functionalities to distribute brokers among peers can further
optimise the system, leading to a scalable and secure architecture suitable for large-scale and
real-world applications. The implementation is openly available as an open-source project [16].

This chapter is the final building block of this thesis and leverages TwINE and WATZ in hetero-
geneous environments, using Intel SGX and Arm TrustZone, respectively. Recent technological
releases from CPU manufacturers have shown a trend towards aligning with the coarse-grained
trust boundary of VM-based TEEs, as demonstrated by Intel TDX [107] and Arm CCA [108,
153]. Wasm is also well-suited for execution within this trust boundary, as the runtime is a
regular process with access to attestation functionalities. Consequently, the proposal presented
in this chapter can be reused as-is, thanks to the abstraction that Wasm offers.

The following and final chapter concludes this dissertation. In particular, it reviews on the
contributions of this thesis and identifies additional research topics and challenges for enhancing
the adoption of Wasm for standalone execution within trusted execution environments.
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Chapter 9
Conclusion

This chapter summarises the contributions and takeaways presented in this dissertation, dis-
cussing promising open research perspectives along with possible future directions at the inter-
section of WebAssembly (Wasm), trusted execution environments (TEEs) and attestation.
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Chapter 9 Conclusion

Confidential computing has emerged as an increasingly important trend for IoT, edge and cloud
environments, materialised through the adoption of trusted execution environments (TEEs).
While academia has extensively researched TEEs for over two decades, the industry has only
recently started adopting them for cloud settings, commonly referred to as cloud confidential
computing. Despite this recent focus, developing trusted applications (TAs) remains a challeng-
ing task, both conceptually and technologically. Furthermore, the paradigm introduced with
cloud confidential computing is incompatible with the existing TEEs for IoT and edge devices,
creating a fracture that prevents the implementation of a seamless cloud-edge continuum. This
dissertation provides solutions that address the complexity of programming, deploying, and
establishing trust in these complex trusted environments by leveraging WebAssembly (Wasm),
a portable compilation target and binary instruction format. Wasm is designed to enable se-
cure, efficient, and interoperable execution across various platforms, making it an ideal candi-
date for bridging the gap between cloud and edge and IoT confidential computing paradigms.

In the remainder of this dissertation, I outline the main takeaways, findings, and contributions
of my work in Section 9.1. Afterwards, in Section 9.2, I explore research perspectives and
potential future directions. Finally, I conclude with some final remarks in Section 9.3.

9.1 Thesis summary and takeaways

This dissertation started contextualising the research landscape about trusted execution and
its many technologies, considering the various environment types, among IoT, edge and cloud
settings, leading to the concrete solution of TEEs. Portable compilation targets were also in-
troduced alongside Wasm, highlighting the benefits of this novel software abstraction standard
and why it is well-suited for running within TEEs. These topics were covered in detail in Chap-
ter 1, setting the foundation for the rest of the dissertation. Besides, research challenges were
elaborated and summarised as two main pillars: (i) the abstraction of the complexity for pro-
gramming TAs for TEEs, and (ii) how such an abstraction can be leveraged to infer trust into
distrusted parties. Such pillars were further studied in the corresponding manuscript parts.

Part I: Background

Part I laid the groundwork for the three essential components used in this research: trusted
execution environments (TEEs), attestation, and WebAssembly (Wasm). This part strove to
provide readers with a comprehensive understanding of the core concepts and offered a broad
view of the current research fields, serving as the foundation for the following parts of the thesis.

Chapter 2 reviewed modern TEEs, abstracting the different trust boundaries used by the existing
solutions and presenting state-of-the-art implementations along with an in-depth comparison
of their security variations and limitations. This thesis addressed some of these shortcomings
by leveraging Wasm, such as the restricted number of programming languages supported by the
official SDKs. Besides, Chapter 3 explored how attestation ensures the genuineness of trusted
environments, explaining attestation agnostic concepts and surveying how Intel and AMD TEE
implementations guarantee trustworthy code execution. This chapter was instrumental in de-
signing an attestation protocol in Chapter 7, which is a missing feature for Arm TrustZone. The
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combination of these two chapters led to a workshop paper presented at SysTEX’22 [7], which
was further expanded into a conference paper published in DAIS’22 [6].

Chapter 4 examined the fundamentals of Wasm and its potential as an interoperable solution
across the cloud-edge continuum. It also highlighted the key benefits of Wasm, resulting from
its abstraction of the programming languages, the system environment, the execution modes,
and the operating system services. These abstractions enabled Wasm to offer a more flexible,
efficient, and secure runtime environment. The chapter then explored how these advantages
manifest when integrating Wasm within TEEs. It concluded with a survey of Wasm runtimes,
which guided the selection of the most suitable runtime for the implementation of TwINE and
WATZ in Chapters 6 and 7, respectively,. WAMR emerged as the optimal choice, offering a
balance of flexibility and performance that aligns with the requirements of the TEE implemen-
tations targeted by this dissertation. Parts of this chapter were published as a workshop paper
at FRAME’22 [5], promoting the benefits of Wasm and TEEs for the cloud-edge continuum.

Part ll: WebAssembly as an efficient and attestable abstraction

Part II leveraged Wasm for developing portable applications, with a dual focus on enhancing web
performance and securing trusted applications across various TEE implementations. The re-
search presented in this part demonstrated that Wasm is well-suited for a variety of constrained
environments as a platform-agnostic solution with its memory-safe sandboxed execution envi-
ronment and compact binary format while achieving near-native performance.

Chapter 5 dived into web development techniques that offload cryptographic operations to the
client-side browser, reducing the computational burden on server resources. Rather than de-
pending on JavaScript implementations or restricted browser capabilities, this chapter demon-
strated the compilation of the WolfSSL library using Wasm as a portable compilation target.
This approach supported a wide range of cryptographic primitives and exhibited significant per-
formance improvements compared to JavaScript-based cryptographic libraries. The research,
conducted in collaboration with Swiss Post, aimed to enhance their secure email service, Inca-
Mail. The findings from this chapter were presented at the DEBS’22 conference [3].

Chapter 6 presented TWINE, a trusted runtime for Intel SGX that hosts entire applications within
the enclave, diverging from the traditional approach of splitting software into untrusted and
trusted parts. TWINE uses WebAssembly System Interface (WASI) as a system interface, map-
ping POSIX-like system calls to trusted SGX primitives or securely relying on the untrusted OS
while preventing the leakage of confidential information. Notably, TWINE protects file system
interactions using Intel Protected File System (IPFS), which transparently encrypts files from
the perspective of the hosted application. Furthermore, TWINE integrates Intel SGX’s attestation
service, enabling Wasm-compiled applications to establish secure and attestable communication
channels with remote endpoints. The fintech company Credora Inc. successfully adopted TWINE
in its production infrastructure to protect critical assets. The research presented in this chapter
was published as a conference paper at ICDE’21 [8] and extended as a journal article in the
IEEE Transactions on Dependable and Secure Computing [1].

Chapter 7 introduced WATZ, a trusted runtime for Arm TrustZone that leverages OP-TEE as an
open-source trusted OS. The Wasm-compiled applications are hosted within a user space TA and
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executed in the secure world. Akin to TWINE, WATZ uses WASI to abstract the implementation
details of the system interface exposed by the GlobalPlatform (GP) API. To address the absence
of built-in attestation primitives in this TEE implementation, WATZ includes a remote attestation
mechanism. This is achieved through a dedicated kernel module for OP-TEE, designed to issue
evidence based on a root of trust that is exclusively accessible from the kernel space of the secure
world. The research on WATZ was published as a conference paper at ICDCS’22 [4].

The common execution of Wasm applications across these disparate TEE paradigms shows the
feasibility of establishing a common ground for software execution despite significant differ-
ences in their implementations. TwiINE and WATZ demonstrate the ability to run legacy pro-
grams compiled into Wasm with minimal performance overheads while simultaneously provid-
ing trust primitives and assurance through the use of trusted API and attestation mechanisms.

Part lll: Establishing trust using WebAssembly for network communication

Part III built upon the trusted Wasm runtimes and their attestation primitives to establish secure
communication channels between mutually distrusted remote parties.

Chapter 8 leveraged the MQTT messaging protocol and the TLS security protocol to carry at-
testation evidence and facilitate mutual attestation of remote peers running in different TEE
implementations. This additional abstraction layer compiled using Wasm and built on top of
these communication standards provides a portable attestation mechanism that addresses the
lack of standardisation in transporting attestation data. As a result, applications running within
these trusted runtimes can transparently attest to one another before initiating communication,
as they are not tied to a specific TEE implementation, programming language, or operating sys-
tem. This work was accepted for publication as a conference paper at OPODIS’23 [2].

Lastly, the research presented in this thesis yielded several software artefacts (listed in Sec-
tion 1.8). Some of these artefacts were merged back into their original repositories to promote
reproducibility and encourage broader industry adoption. For instance, most of the TWINE
functionalities were merged into the official GitHub repository of WAMR.

9.2 Research perspectives and future directions

The results of this thesis motivate new research directions for TEEs, Wasm, and attestation. The
following sections outline potential future work building on the contributions of this work.

9.2.1 Better WebAssembly compatibility with legacy applications

The introduction of WASI 0.1 marked a major step forward in supporting the compilation of
legacy applications to Wasm. This system service interface allowed for the compilation of com-
plex software, such as SQLite, to run within TEEs with minimal modifications. However, de-
spite this progress, WASI 0.1 still lacks support for certain system services that are surprisingly
prevalent among server applications. For instance, Wasm-compiled applications with WASI ca-
pabilities are limited to operating on pre-opened sockets. To address these missing capabilities,
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several Wasm runtimes, including WAMR, Wasmer, and WasmEdge, have proposed ad-hoc ex-
tensions to expose these system services to Wasm programs.

The industry partially addressed the missing features in Wasm by releasing WASI 0.2, a re-
designed specification adopting a component model that facilitates extensibility for new re-
quirements. However, all the interfaces of WASI 0.2 are currently in the implementation phase
(phase 3) at the time of writing, indicating that these features are not yet fully standardised
(phase 5), potentially introducing breaking changes in the future.

Wasm runtimes like Wasmer also proposed standards such as WASIX [402], which extends WASI
0.1 to deliver core functionalities for running real-world Wasm applications by better aligning
with POSIX standards. WASIX includes features like efficient multithreading, sockets, current
directory support, subprocess spawning, and console support. Nevertheless, the extensive API
support required by WASIX can hinder its adoption in constrained environments like TEEs due to
the significant upfront effort needed to support all features, which may not be readily available.

Academia has also contributed to addressing these limitations through proposals like WALI [403],
a thin layer over Linux’s userspace system calls that enables Wasm to interact with native pro-
cesses and the underlying OS. However, this approach creates friction as it compromises two
fundamental principles of Wasm: the OS-neutral approach, as it relies on Linux’s system calls,
and the capability-based security model, which is crucial for enforcing resource sandboxing.

Designing a pragmatic yet production-ready solution for supporting legacy software system de-
pendencies is a challenging task. As prior work has shown, this requires striking a balance
between lightweight standards and full-featured specifications, with the risk of introducing yet
another competing standard that could fragment the ecosystem [404]. The modular approach
introduced in WASI 0.2 addresses this challenge by enabling the composition of dependen-
cies. This design breaks down potentially large future API standards into compact, manageable
chunks that can be partially supported in constrained environments. While this represents a
significant step forward, further work remains to be done to improve these specifications. One
area for future research is the official proposal of a WASI standard for attestation, which would
enhance the security and trustworthiness of WASI-based systems deployed in TEEs.

9.2.2 Attestable and offloadable computations

This dissertation focused on CPU-bound TEEs, which are trusted environments instantiated by
an extension of the CPU’s instruction set architecture (ISA). As a result, computations within
these environments are limited to the processor’s functionalities. However, many operations in
cloud or on-premises require other device types, such as FPGAs and GPUs, for tasks like machine
learning. These accelerators are typically considered outside the trusted computing base (TCB)
of CPU-bound TEEs, limiting their use because confidential data, such as machine learning
models, cannot be securely transferred to these devices with equivalent security guarantees.

Researchers have explored various solutions for ensuring data confidentiality when using ac-
celerators (e.g., GPUs, FPGAs) in conjunction with TEEs. These approaches include: (i) shield-
ing device access using an exclusive path using TEE primitives, hardware primitives, or priv-
ileged software execution [405-407], (ii) partitioning techniques that split data and offload
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non-sensitive parts to the accelerator, such as partitioning deep neural network (DNN) mod-
els [408-410], and (iii) obfuscating or encrypting confidential data in TEEs before delivering it
to accelerators [411-413]. Nonetheless, these solutions often rely on ad-hoc implementations
or face important drawbacks, such as a weaker threat model that does not exclude the hyper-
visor, or lack runtime integrity, require dedicated hardware, or incur performance overheads.

More recently, manufacturers have implemented TEEs in GPUs, such as NVIDIA Hopper archi-
tecture [414, 415], addressing the growing demand for confidential computing on accelera-
tors. These TEEs shield user data from hardware and software attacks while better isolating
and protecting virtual machines (VMs) assets from each other in virtualised environments. This
isolation is achieved using multi-instance GPU (MIG), which partitions the GPU into smaller,
isolated TEE instances with dedicated resources, supporting multi-tenant cloud configurations.
Designed to integrate with Intel TDX and AMD SEV, these two VM-based TEEs establish en-
crypted communication channels and attest genuine hardware and firmware before operation.

Wasm, as a virtual ISA, lacks direct hardware interaction, preventing the use of hardware ac-
celerations like cryptographic operations, which are implemented as dedicated assembly in-
structions in most CPUs. To address this issue, recent initiatives such as wasi-crypto [270] and
wasi-nn [253] extend WASI 0.2 by integrating modules for cryptography and machine learn-
ing, respectively, moving such capabilities to the runtime. By doing so, the runtime can then
significantly improve Wasm application performance by offloading computations to hardware
accelerators. These extensions create an indirection layer between the Wasm application and
optimised software or hardware, abstracting the implementation based on the runtime’s execu-
tion environment. Looking ahead, a promising direction for future research is the exploration
of transparent offloadable computations to third-party TEEs, shifting the complexity of estab-
lishing trustworthy channels into the runtime and simplifying Wasm application development.

9.2.3 Widening support for emerging trusted execution environments

The swift evolution of confidential computing led to new TEE implementations, such as Intel
TDX [107] and Arm CCA [108]. These approaches align with the existing TEE implementation
AMD SEV [106], which emphasises the VM-based paradigm. While these technologies present
a larger attack surface due to their increased TCB size, they represent the future of cloud con-
fidential computing, as Intel, AMD, and Arm are the leading CPU vendors. Supporting these
TEEs will pave the way for a better cloud-edge continuum, extending current TEE solutions.

RISC-V, an open standard and royalty-free ISA, has also designed extensions to support TEEs.
The Physical Memory Protection (PMP) instructions [195] were the first step, enabling software
to configure the memory protection unit to shield memory based on privilege levels (i.e., rings).
While some TEE implementations listed in Section 2.2.4 use PMP instructions for enforcing iso-
lation, these low-level primitives require accessing higher privilege levels for effective isolation,
preventing the kernel and hypervisor from tampering with the protection. To offer a better
abstraction, a more advanced VM-based TEE implementation named Confidential VM Exten-
sion (CoVE) [197, 198] was designed for RISC-V. CoVE adopts an approach similar to AMD
SEV, Intel TDX, and Arm CCA, providing a higher abstraction over the PMP instructions. Al-
though CoVE is still in the process of being ratified, securing the execution of Wasm applications
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in such environments would offer valuable experience and insights, representing a significant
step forward in confidential computing for the RISC-V architecture.

9.2.4 Standardisation of attestation primitives and protocols

TEE implementations use ad-hoc attestation mechanisms to trust TCB instances, hindering the
adoption of a common approach for issuing and verifying attestation evidence. TwINE and
WATZ partially addressed this strong coupling by offering TEE-neutral attestation primitives,
which is simplified with Wasm due to its cross-platform binary compatibility. However, the
standardisation of such attestation primitives remains absent. WATZ drafted WASI-RA as a can-
didate for a loosely coupled abstraction between Wasm applications and TEE implementations,
with the runtime mediating and offering reusable data structures and API across platforms.
Further efforts are required to establish a standard for this abstraction, and the new component
model introduced by WASI 0.2 presents an opportunity for extending the specifications.

Attestation protocols define how attestation evidence is conveyed between parties and are typ-
ically coupled with transport protocols like TLS to authenticate peers during communication
based on both evidence and certificates. Chapter 8 proposed carrying evidence through TLS
1.3 by leveraging its new encryption extensions while preserving certificates signed by global
certificate authorities (CAs). Although this design offers several advantages, it represents an-
other fixed design point in a solution for composing attestation and transport protocols. Efforts
must be directed towards the standardisation of such protocols to facilitate the implementation
of frameworks and tools targeting the cloud-edge continuum [138]. Current initiatives, such
as an IETF Internet-Draft [144], are underway to propose standardised extensions for binding
of the TLS authentication key to a remote attestation session. Participation in the design or
implementation of these standardisation efforts would contribute to their broader adoption.

9.2.5 Live migration of WebAssembly applications

Live migration involves transferring a running program instance from one machine to another,
akin to how hypervisors move executing VMs between servers using technologies like VMware
vMotion [416]. Extensive research has been conducted on live VM migration for cloud and edge
computing [417-419]. Besides, live migration of TEEs requires additional considerations and
has been explored in several academic studies [420-424].

Applying live migration to Wasm applications can be motivated by various factors, such as
(i) meeting strict latency constraints by migrating closer to mobile users, (ii) temporarily re-
quiring high processing power and migrating to powerful cloud processors, (iii) balancing com-
putational load across multiple devices, or (iv) moving closer to data collection points due to
legal regulations or the need to process private data locally. However, the heterogeneous nature
of the cloud-edge continuum poses significant challenges for live migration. Despite these chal-
lenges, the aforementioned use cases highlight the strengths of the continuum, which serves as
a unified layer for software execution regardless of the type and location of devices.
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Prior work studied the live migration of Wasm applications loaded in browsers by replicating
the linear memory [425]. More recently, Nomad [426] and Fujii et al. [427] focused on migrat-
ing Wasm applications running in standalone runtimes. The former work lays the foundation
of Wasm migrations, while the latter drafted a solution to migrate Wasm applications across
different runtimes. When featuring TEEs, Edgedancer [428] studied the security implications
and performance of live migration and of Wasm applications within Intel SGX enclaves. Pop et
al. [429] further complements trusted live migration by detailing the security protocol for the
migration process across different TEE implementations (Intel-based and Arm-based).

Despite the active research on live migration of Wasm applications shielded by TEEs, these
solutions have yet to address the migration of resources bound to WASI. Real-world applications
rely on system calls to operate, such as the file system for database engines and sockets for web
servers. WASI functions can be categorised into two types: (i) stateless functions, which are self-
contained and do not require any follow-up to operate or tear down, and (ii) stateful functions,
which often require setting up a resource (like a file descriptor) and performing operations that
change a state (the file cursor) maintained by the Wasm runtime. Stateful operations pose the
primary challenges when migrating running applications, as serialising such resources is not
trivial and is usually bound to a particular runtime or operating system. Migration of running
processes is orthogonal to Wasm and has its own research techniques featuring checkpoint-
restart techniques [430-432]. WASI can facilitate the implementation of such solutions by
serving as a hooking mechanism for low-level OS API between the Wasm applications and the
OS, potentially enabling OS-neutral capabilities. Implementing checkpoint-restart mechanisms
directly in the WASI implementation, rather than hooking the user-space process or working as
a kernel module, can provide a more efficient and portable solution.

9.3 Concluding remarks

In this dissertation, I have extensively studied trusted execution environments, attestation,
and how WebAssembly can leverage these security principles to harden trusted applications
while easing the development process and portability across many CPU manufacturers. The
widespread adoption of many TEE implementations by leading CPU vendors demonstrates that
confidential computing is set to become a long-lasting technology rather than a temporary se-
curity trend. Despite challenges such as side-channel attacks and the current lack of stan-
dardisation, academia and industry are converging on common practices, facilitating broader
adoption of these technologies, including more seamless interoperability for the cloud-edge
continuum. A prime example of this convergence is the widespread adoption of the VM-based
TEE paradigm, such as Intel TDX, AMD SEV, Arm CCA, and RISC-V CoVE for cloud confidential
computing. Moreover, recent research has revealed that existing VM-based TEE implementa-
tions exhibit superior performance for I/0O and memory-intensive workloads compared to Intel
SGX, a process-based TEE implementation [65]. However, it is important to note that process-
based TEEs provide a stricter threat model, reducing the TCB size and, consequently, the attack
surface, which maintains their viability as a compelling approach.
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WebAssembly has proven to be an efficient and versatile open standard for standalone exe-
cution, including when hosted in TEEs. The widespread adoption of Wasm is exemplified by
Docker, the leading platform for containerised applications, which recognises Wasm as a pivotal
technology and now supports the execution of Wasm workloads. When Wasm applications are
executed in Intel SGX and Arm TrustZone, as demonstrated by TwINE and WATZ, respectively,
the incurred overheads are minimal and are outweighed by the benefits of ease of programming,
deployment and enhanced software portability. The numerous open-source runtimes for stan-
dalone Wasm execution, which have been continuously maintained for several years, illustrate
the strong commitment to supporting this technology and the inherent competitiveness of these
alternatives drives the development of new features. Besides, WASI is the cornerstone standard
for standalone execution, serving as a bridge between Wasm applications and operating sys-
tems. By focusing on a modular component model, the Wasm community can incrementally
enhance the standard, avoiding the pitfalls of bloated execution environments.

As an engineer and aspiring researcher, I am excited to see how hardware manufacturers will
enhance confidential computing standards with better cohesive interactions across implemen-
tations, and whether a more integrated cloud-edge continuum emerges with Wasm. The future

holds many possibilities, and I look forward to being part of this computing journey.
U
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