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SECURITY applications are a point where machine learning
and game theory naturally meet. This is true especially
in contexts where some learning from data occurs, whose
source may be adversarial, or where decision making
involves interactions between multiple agents.

Part of this special issue deals with principled approaches
to security problems, which employ learning or game
theory. This involves problems in adversarial learning,
learning in distributed settings, privacy issues of learning, or
games with partial information. This issue is quite timely,
for three reasons. Firstly, there has been a significant amount
of recent work on learning approaches for game-theory. At
the same time, game theory has been employed in a number
of learning contexts, especially in adversarial learning and
multiagent reinforcement learning. Finally, privacy issues
related to data mining are also of high importance, due to
the collection of data by numerous organisations. The strong
interconnections between machine learning, cryptography
and game theory, become apparent in the papers contained
in this issue.

Half of the papers in this special issue deal with privacy
preservation. The first paper, “Incentive Compatible Priv-
acy-Preserving Distributed Classification,” by Robert Nix
and Murat Kantarcioglu, focuses on the problem of
distributed data mining, where agents are required to be
truthful, but where verification would violate privacy. In
order to tackle this problem they employ game theoretic
mechanism design to encourage agents to be truthful. The
second paper, “Large Margin Gaussian Mixture Models
with Differential Privacy,” by Manas A. Pathak and Bhiksha
Raj, deals with the problem of privacy-preserving classifica-
tion, using a Gaussian mixture model. They show, both
experimentally and theoretically, that their solution leads to
good privacy guarantees with a very small performance loss
relative to a classifier that has does not preserve privacy.
Finally, “On Privacy of Encrypted Speech Communica-
tions,” by Ye Zhu, Yuanchao Lu, and Anil Vikram, shows
that a seemingly innocuous feature of Internet speech
communication, silence suppression, can lead to privacy
leakage through the revelation of speech patterns.
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The remaining papers deal with security issues, and in
particular with detection and responses to intrusion. The
paper by Adam Barth, Benjamin I.P. Rubinstein, Mukund
Sundararajan, John C. Mitchell, Dawn Song, and Peter L.
Bartlett, “A Learning-Based Approach to Reactive Security,”
presents a generalised model of a security system which
learns from experience to optimally allocate resources for
counteracting future attacks. Assuming that the attacker’s
payoffs are unknown, but previous attacks are revealed,
they prove that their algorithm performs nearly as well as
the best fixed proactive strategy. The paper by Jun-Won Ho,
Matthew Wright, and Sajal K. Das, “ZoneTrust: Fast Zone-
Based Node Compromise Detection and Revocation in
Wireless Sensor Networks Using Sequential Hypothesis
Testing,” deals with the problem of detecting compromised
nodes in wireless sensor networks. Using the classic
technique of sequential hypothesis testing, they are able to
efficiently identify and remove suspect nodes in an online
setting. Theoretically, they show that their strategy effec-
tively bounds the attacker’s gain in their setting. Finally,
“DoubleGuard: Detecting Intrusions in Multitier Web
Applications,” by Meixing Le, Angelos Stavrou, and Brent
ByungHoon Kang, describes an intrusion detection system
in a web application. They experimentally show that, with a
small performance overhead, they are able to very effec-
tively detect intrusions, while achieving very small false
positive rates.

Overall, we believe that this issue has achieved its primary
purpose of collecting state-of-the-art research at the inter-
section of learning, games and security. The papers con-
tained in this issue not only represent important theoretical
advances, which offer opportunities for further research, but
also describe interesting and effective applications in real
domains.
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