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Abstract

Keywords: Software Transactional Memory, Design Patterns, Event Stream Process-

ing, Parallel Processing, Distributed Systems

With the availability of end-user multi-core systems, new concurrency control systems
have been developed. One of them, software transactional memory (STM) uses optimistic
execution of code within transactions. In this thesis, we propose the application of the
STM technology with event stream processing (ESP). In ESP applications, events flow
through a network of components that perform various types of operations, e.g., filtering,

aggregation, transformation.

Our approach, simplifies the parallelization of stateful components by reducing the com-
plex and error-prone parallel programing to a minimum. Additionally, we present a
directed distributed STM, which can extend the transactions from one component to the
attached downstream components. To underline the advantages of our approaches and

developments, we depict several use cases as well as a basic guideline for them.

Furthermore, we present our work in building a lightweight STM support for the unman-
aged programming language C based on LLVM. The resulting framework can produce
highly efficient STM-based applications without letting the programmer deal with too
much parallelization aspects. The system is very flexible and can be used with a large
group of C-based STMs.

In the third aspect of this thesis we analyze the STM approach for solving concurrency
problems and propose a “ITransactional Object” design pattern. With this proposal we
want to support application designers and STM programmers with a blueprint to simplify

their work.
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Résumé

Mots-Clés: Software Transactional Memory, Design Patterns, Event Stream Process-

ing, Parallel Processing, Distributed Systems

Avec la disponibilité de systémes multi-coeur, de nouveaux mécanismes de controle
de concurrence ont été développés. Un de ces mécanismes, la mémoire transactionnelle
logicielle (STM), utilise une approche optimise pour I'exécution du fragment de code a
I’'intérieur d’une transaction. Dans cette thése, nous proposons I'application de la tech-
nologie STM conjointement avec les traitements de flux d’événements (ESP). Dans des
applications ESP, les événements fluent & travers un réseau de composantes qui exécu-
tent différents types d’opérations sur les transactions, comme par exemple du filtrage,

de 'agrégation ou des transformations.

Notre approche simplifie la parallélisation des composantes avec état, en réduisant la
complexité ainsi que la sensibilité aux erreurs de la programmation paralléle. En plus,
nous proposons une STM distribuée directionnelle qui permet de passer des transactions
d’une composante aux composantes en aval attachées. Pour souligner les avantages de
nos approches et développements, nous présentons plusieurs scénarios d’utilisation. En
outre, nous présentons notre travail de recherche, visant a construire un support STM peu
pesant pour le langage de programmation C en utilisant LLVM. Le framework finalement
obtenu permet de produire des applications extrémement efficientes basées sur des STM,
sans que le développeur doive s’occuper trop des aspects de la programmation paralléle.
Le systéme est trés flexible et peut étre appliqué & un grand nombre d’STMs basées sur

C.

Finalement, dans le troisiéme aspect de cette thése, nous analysons I’approche des STMs
pour résoudre des problémes de concurrence et nous proposons le motif de conception
« Transactional Object». Le but de cette proposition est de présenter aux designers
d’applications ainsi qu’aux programmeurs un plan détaillé pour développer et travailler
avec des STMs.
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Kurzfassung

Schliisselworter: Software Transactional Memory, Design Patterns, Event Stream

Processing, Parallel Processing, Distributed Systems

Die breite Verfiigbarkeit von Mehrkernprozessoren fiihrte zur Entwicklung neuer Neben-
laufigkeitskontrollen. FEine dieser neuen Techniken ist Software Transactional Mem-
ory (STM). Diese erlaubt es Programmteile in atomarer Form auszufithren. In dieser
Arbeit, schlagen wir vor diese Technologie im Event-Stream-Processing (ESP) einzuset-
zen. ESP-Anwendungen werden benutzt um auf Ereignisstromen verschiedene Opera-
tionen auszufiihren, z.B. sortieren, zusammenfassen oder verdndern. Die Verarbeitung

kann dabei in einem Netzwerk von Komponenten durchgefiihrt werden.

Unser Ansatz vereinfacht die Parallelisierung von zustandsbehafteten Komponenten durch
die Reduzierung der Komplexitat und die Vereinfachung der parallelen Programmierung.
Auflerdem présentieren wir einen verteilten STM-Ansatz, bei dem die Giltigkeit einer
Transaktion von einer Verarbeitungskomponente auf die Folgenden ausgedehnt werden
kann. Um die Vorteile unserer Ansétze zu unterstreichen, zeigen wir weiterhin mogliche

Anwendungsfélle und einen Leitfaden zur Benutzung.

In dieser Arbeit stellen wir zudem ein System zur vereinfachten Benutzung von STM in
der Programmiersprache C vor. Es ermoglicht eine einfache und effiziente Nutzung von
STMs ohne das der Programmierer zu viel Arbeit in die Parallelisierung seiner Anwen-
dung stecken muss. Dadurch dass unser System modular aufgebaut ist, kann es durch

eine Vielzahl von unterschiedlichen C-basierten STMs genutzt werden.

Im dritten Aspekt dieser Arbeit vergleichen wir unterschiedliche STM-Umsetzungen, aus
denen wir das Entwurfsmuster “Transactional Object” abgeleitet haben. Dieser Vorschlag
soll sowohl die Erstellung von weiteren STMs durch eine Blaupause vereinfachen als auch

das Verstéandnis der Nutzer fiir diese Technologie verbessern.
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Chapter 1

Introduction

In 1965 Gordon E. Moore [Mo0o65] observed the trend that every two years the number of
transistors (and with them their processing power) doubles. Nowadays, his observation is
famous under the name “Moore’s Law” (Fig. 1.1). In the first decade after his prediction,
it was very easy to realize this forecast, since the used integrated circuits were quite large

(around 10 pum).

In the last decade however, the size of the integrated circuits (IC) reached a size (around
40 nm) where they could not become much smaller, due to photolithography. This is a
procedure used to print the design of an integrated circuit on a silicon wafer. It works
similar to a photo camera. The minimal size of a structure to be printed is defined by
the wavelength of the used radiation. This limit was lately reached with the deployment
of x-rays for the printing process. With the downsizing of the ICs it was also possible
to increase the clock frequency of the ICs. However, since a few years this frequency is
not raising anymore due to thermal issues. The ICs in a processor produce to much heat
when running at maximal clock frequency, resulting in irreparable damage. In order to
keep the processor power increasing at the forecasted level, the industry (e. g., Intel or

AMD) started to parallelize their processors.

Since the first release of processors with the x86 architecture (Intel 8086), their layout
stayed basically the same. With the introduction of 80386 design the basic concept was
extended with caches. This is a fast addressable memory located in the chip. Later on
each processor had several caches and one core, as shown in Figure 1.2(a). The core is
the part of the processor where the actual processing happens. With the introduction
of the first multi-core processors this internal layout changed. As the name implies each
processor contains now several cores, which can process data independently from each

other. Furthermore, each core has its own L1 cache which is only accessed by itself.
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FIGURE 1.1: Moore’s Law (This picture is distributed under the creative commons
license and is available at http://en.wikipedia.org/wiki/Moore’,27s_law)

Normally the L2 cache is shared by all cores on this die. Figure 1.2(b) shows such a

layout for a dual-core processor.

Additionally to the development of multiple cores per processor, nowadays most cores
can execute at least two hardware threads in parallel. This feature is called hardware
multi-threading, and not to be mistaken for multi-threading of software. Furthermore,
Intel introduced in 2002 its first hyper-threading processor. The main feature of this
technology is the duplication of sections which store architectural states of hardware
threads in the processor. This approach reduces the maintenance cycles to save and

restore thread-local registers during the change between different threads.

These new technologies, helped to be still able to fulfill Moore’s Law, at least regard-
ing the processing power of end-user computers. Before the introduction of multi-core
systems, all threads shared small time slices on the core, to create a quasi-parallelism,
also known as multitasking. Unfortunately, due to the introduction of thread-level par-
allelism to end-user computers problems arose. Some of them were already known from
large parallel computers, e. g., the Cray supercomputers [CRA]. (i) Single-threaded pro-

grams won’t speed-up, since they are not parallel and the processor frequency stays
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(a) Single-Core Processor. (b) Dual-Core Processor.

FIGURE 1.2: Development of Intel-compatible processor design.

stable. (ii) Multi-threaded programs will slow down, due to interaction with each other,

e. g., conflicts when accessing the same shared data.

One way of solving this challenge is the application of transactional memory (TM). This
is an optimistic approach based on the seminal work of Knight [Kni86| and Herlihy
et al. [HM93|. The idea behind a TM is to speculatively execute parts of code (trans-
actions), that must execute atomically and in isolation without worrying about how
synchronization is implemented. The transaction can either be ended successfully or be
aborted. No intermediate states will be visible to other threads. It also assures that all
operations are handled in an atomic way, consistent and isolated. In contradiction to

database transactions the durability has not to be guaranteed.

Depending on the implementation, TM can be classified into software transactional mem-
ory (STM) and hardware transactional memory (HTM). STMs are software libraries
which are easy to develop and use, firstly proposed by Shavit et al. [ST95]. Its disad-
vantage is the software overhead. On the other hand HTMs are still not commercially
available due to the great efforts to implement it in hardware. Nonetheless, it has been in-
vestigated by several research groups [AAK™05, HWC™04, HM93, MBM ™06, MHWO05].
When HTM will be available it is an accepted opinion that it will outrun STM, since
hardware solutions are normally faster. Additionally to this two major types, a mixture
of both approaches, the so-called hybrid TM |[DFLT06a, MTCT07], was examined as
well. In this thesis we will focus on software schemes. For a broader discussions of TM
we suggest Larus et al. [LRO6] and the “Transactional Memory Online” web page [Tral.
A more detailed view on the STM functioning can be found in the rest of this section

and in Chapter 3.
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Another field of interest is the event-driven architecture. It is dealing with the creation,
modification, and reaction to events. It can be used for the data processing of large sensor
networks so-called wireless sensor network (WSN). Typical applications for WSN is the
environmental monitoring [HMOG6|, e. g., monitoring of trees, volcanoes, and glaciers.
Each sensor in a WSN produces data, referred to as events, which have to be processed.
Events produced by the sensors are streamed through different components, e. g., filter or
summing unit, and are finally collected in a data store. This type of applications is called
event stream processing (ESP). It includes event visualization, event databases, event-

driven middleware, event processing languages, and complex event processing (CEP).

However, the event stream processing is not limited to the processing of WSN events,
but it can also be applied to any other event-driven information system. Usually these
systems consist of event sources, processing components, and event sinks. All parts of
such a system are connected with directed streams. Sources for events are as already
mentioned any kind of sensors or event sinks of other processing systems. Each processing
component can be either stateless or stateful. The processing on a stateless component
depends only on the actual state of the processed event, e. g., deleting events if their value
is below a certain limit. In contrast to this, the stateful processing is based additionally
to the event state on the internal state of the component. During the processing it is
possible that both states are changed, e. g., computing the average of the last ten events.
The sink of an event-driven information system can be a data storage, visualization or

other processing systems.

In this thesis we will consider both evolutions and eventually try to apply our research

to both domains.

1.1 Motivation and Objectives

In 2006, it was estimated that the multi-core design would also be applied to small,
energy-constrained devices, e.g., cell phones, PDA’s or wireless sensors. Under this
assumption, we participated in the “Mobile Information & Communication Systems”
project (MICS) [MIC] promoted by the National Center of Competence in Research [NCC].
The agenda of the MICS is wide-ranging from the study of fundamental principles to the

development of platforms, and their deployment in applications.

The goal of our research was to develop an STM for sensor networks and/or energy-
constrained devices with multi-core architecture. Additionally, we had the plan to extend
this STM to a distributed one, . e., one STM runs on several devices, which share the

processing of data and/or the data itself between each other. As a result the event
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stream processing (ESP) can be done directly on the constrained devices without further
backend processing. One challenge in ESP is the parallelization of stateful components,
since the result of the processing is based on the state of the event as well on the internal
state of the component. The concurrent access to this state is a non-trivial problem
if one wants to use several parallel threads for the processing. Especially pessimistic
concurrency approaches are either slowing the processing down to sequential processing

or demanding high programming skills.

Nowadays, the software transactional memory (STM) community agreed more or less on a
minimal API for STM libraries. However, until 2006, only proprietary compiler solutions
existed. They had the disadvantage that each STM-enabled compiler supported only a
few STMs at best. Thus, none of them was introduced into the development branch
of standard compilers, e. g., GNU Compiler Collection (gcc). Since most of the smaller
devices and low level applications are programmed in C, one of our objectives was the
development of a support for this unmanaged programming language, which can be
easily used by application developers without specific STM knowledge. Additionally, we
wanted to create a universal interface for STMs to improve their application without the

special compilers for them.

1.2 Approaches

For the anatomy of the STM we need to compare different STMs. Therefore, we re-
engineered several existing implementations. In our work, we concentrate on STMs
written in object oriented programming languages, e. g., Java, C++ and C#, since we can
easily obtain a visualization of the code in UML. For this task we use Bouml, a freely
available software. This tool is also used for the creation of the UML diagrams in the

design pattern.

The contributions presented in Chapter 4 uses the LLVM framework. We implemented
a pass for the LLVM to transactify C-code. The pass itself is written in C++ and has to
detect and modify marked areas in the code which should be transformed. To be able to
analyze our work we use TINYSTM as backend STM and one of the micro benchmarks

included in the TINYSTM package.

For the STM-enabled ESP components we developed our own event streaming chain in
C and in Java which we use for the evaluation of the approaches presented in Chapter 5
and 6. As STM support we have chosen for the C implementation again the TINYSTM
framework, since we were already familiar with it. For the version written in Java we

use an STM called DSTM2. For our evaluation we assume mainly a mixed order of the
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incoming events. Therefore, we used one of the components in the streaming chain to
delay each event for a random amount of time, which can occur during the travel of the

event in a network.

1.3 Contributions

This thesis has several foci of contribution. Nonetheless, they have all in common their
connection to STM. One part of our work (Chapters 3 and 4) deals with improvement of
the development and application of STMs in a general way. The second part (Chapters 5

to 7) is about the application of the STMs to event stream processing.

1.3.1 Improvement of the Development and Application of STMs

One contribution of this thesis is the concurrent design pattern called “Transactional
Object”. The design pattern allows programmers an easier application and integration of
STMs to their software solutions, since the pattern summarizes its characteristic prop-

erties.

With the development of the TANGER framework we enable a compiler independent
possibility to transactify C source code in a semi-automatic way. Our approach is based on
the LLVM compiler framework and the first universal STM interface for the programming

language C.

1.3.2 Application of the STMs to Event Stream Processing

In ESP it is a challenge to parallelize stateful components, due to the concurrent access
to shared internal states. Therefore we applied the STM technology to event stream
processing. Our two implementations, for C and Java, showed a good scalability of the
stateful components in our experiments. Furthermore, we reduced the complexity of
parallel programming nearly to the one of sequential programming, by hiding the paral-
lelism to the user. The issue of event ordering is automatically solved by the underlying

STM. However, it is limited to unique and discrete timestamps.

Additionally, we are contributing the feature of distributed speculations, by allowing
events of not yet committed transactions to be processed speculatively by the following
components. Our evaluation of this components shows that with this improvement we

can reduce the idle times of the system with only a minimal overhead. Furthermore,
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we could prove that for certain input orders, our system is able to outperform even the

sequential processing when using just a single processing thread.

The last contribution of this thesis is the development of different use cases which could
be improved with the application of our ESP approaches. We present exemplarily four
use cases which are using WSN to create event streams which have to be analyzed to

control the system.

1.4 Organization of this Thesis

The remainder of this thesis is organized as follows. First of all we will present the work
from other researchers related to ours in the following chapter. In Chapter 3 we will
pinpoint the anatomy of a software transactional memory. The objective is to provide
a good foundation for the reading of this thesis. The following chapter introduces an
approach for STM compiler support for the programming language C, which is able to
transactify code semi-transparently. Furthermore, our system can be easily adapted to
support other C-based STMs. In Chapter 5 we show the application of STM to event-
based systems. The presented streaming engines for C and Java illustrate the strength of
transactional memory in the area of stateful event processing. Furthermore, we introduce
a distributed speculative approach for these systems in Chapter 6. Based on Chapters 5
and 6 we present in Chapter 7 several use cases for our STM enhanced event-based
system. And finally Chapter 8 concludes this thesis by summarizing our work and giving

an outlook on possible future work.






Chapter 2

Background and State of the Art

In this chapter we will present work which is related to our research outlined in this
thesis. Furthermore, basic definitions and explanations are given, which are needed for

a better understanding of the following chapters.

2.1 Experimental Methodology

To be able to compare the theoretical improvement of parallelization with the practical
one, we have to measure the speed-up (S). Therefore, the processing speed of a single
threaded version (T}) is compared with the one of a parallel version (7'(p)) under the same
conditions and thus just depending on the amount of used processors (p). The processing
speed can be quantified in two ways, either by counting the operations executed during

a certain time period or by measuring the time for a certain amount of operations.

Speed-up: S(p) = (2.1)

T(p)

Furthermore it is possible to compute the efficiency (E) by relating the speed-up (S(p))

with the amount of used processors (p)

Efficiency: E(p) = Tip) (2.2)

p
In 1967 Gene Amdahl formulated his theory (Eq.: 2.3) on parallel computer performance,
nowadays known as “Amdahl’s Law”. It specifies the maximum theoretical parallel speed-

up (Sp) of a program. To calculate the speed-up of parallel programs, the percentage of
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sequential (77) and parallel (7},) code, as well the number of used processors (p) are set

in relation to each other. The sum of 77 and T}, must be 100%.

1

Amdahl’s Law: S(p) = ——-
T+

(2.3)

The original “Amdahl’s Law” is representing the theoretical maximal speed-up. Taking
also account of the overhead (H(p)) of the parallelization results in Equation 2.4. On
a good parallel machine, the overhead is not necessarily linear or static, since it covers

conflict detection and solution as well as thread scheduling.

1
Tp
Tl—l—?—i-H(p)

Extended Amdahl’s Law: S(p) = (2.4)

Amdahl’s Law is leading to an interesting question. “Why are we still using sequential
programs?” First of all, before the introduction of thread-level parallelism, it was most
of the time not necessary to develop parallel programs. Nonetheless some applications
already had to, e. g., most applications with an user interface where one thread controlled
the user interface and another one was responsible for the computation. Secondly, not
everything can be parallelized, e.g., access to the same location on hard disk or in
memory. And last but not least, parallel programming is has a higher complexity than
sequential programming, since one has to figure out all possible conflicts between the
different parallel threads. Thus several concurrency control strategies were developed
over the last decades. Some of them are presented in the following chapter, for instance
software transactional memory (STM). This is a optimistic concurrency control approach
analogous to database transactions, which executes a region of code in an atomic way

and solves occurring memory access conflicts.

2.2 Concurrency Control

When two or more threads are working in parallel on the same set of data, it can happen
that some of them are accessing the same data simultaneously. There are two types of
accesses (read and write). Let’s consider two threads working in parallel without any

concurrency control and thus we have to face 3 concurrency cases.

(i) READ-READ. When both threads are reading the same value, no conflict will
occur, since the data is not altered. When this case appears in an application, no
concurrency control is needed. An Example could be a constant which always has

the same value.
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(il) READ-WRITE. In this case one thread reads and the other writes at the same
time. It can then happen that the reading thread is receiving an inconsistent
value. This especially happens when both threads are accessing the several address
locations in different order. In the end the reading thread loaded some old and some

new values, instead of a complete new or old set.

(iii) WRITE-WRITE. In the last case both threads are writing at the same time to
the same address. This can lead to a lost write, 7. e., the write of one thread will

never become visible and thus can lead to inconsistency.

2.2.1 Basic Atomic Operations

One easy way to solve concurrency at hardware level would be the atomic memory
access. Atomic means that the operation is not interruptible. Nowadays most pro-
cessors guarantee the atomic execution of single read and write accesses. Lately more
advanced operations are also supported by the major manufacturers, such as Compare-
and-swap (CAS) or Load-Link/Store-Conditional (LL/SC). These operations modify the
content of an address only if the expected value is still there. This functionality can

avoid write-write conflicts since it checks the consistency of the old value.

Unfortunately, it can happen that more than one operation should be executed atomi-
cally. In this case a whole section of code has to be executed atomically, called critical
section. For instance, during a bank transaction money is moved from one account to
another. Normally one would expect that this is one operation, but it is not. In a first
step money is withdrawn from one account and in the second step the withdrawn amount
has to be deposited on the other account. These two accesses are independently executed
and by now no commercial solution is available supporting such independent operations
in an atomic way on hardware level. Nonetheless, this problem can be solved on software

level with pessimistic or optimistic approaches.

2.2.2 Pessimistic Approach

Concurrency control algorithms which are prohibiting any parallel access to the same data
even if they are not conflicting are called pessimistic. Its solution is to sequentialize the
accesses. This approach is also known as mutual exclusion (MUTEX) [SGG09, Tan09,
Dij65]. Nowadays, all major programming languages are support different models of
this approach, e. g., in Java the synchronized block or the classes ReentrantLock and

Semaphore.
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One solution using this approach is using locks. Algorithm 1 shows a simple example
of locks implemented in Java. When a thread is calling method m(), a lock is ac-
quired (line 6) to protect the method body (line 8). Until this is successful the thread
is blocking. After the lock has been obtained, the function does something under the
protection of the lock and finally the lock is released (line 10). A more sophisticated
version would be a read-write lock. This lock will not forbid the access until a thread
wants to gain write access. At that point any possible conflict with reading threads has

to be solved, e. g., letting the writing thread wait until all current read locks are released.

Algorithm 1 Class using ReentrantLock in Java

1 class X {

2 private final ReentrantLock lock = new ReentrantLock();
4

5 public void m() {

6 lock.lock (); // block wuntil condition holds
7 try {

8 // ... method body

9 } finally {

10 lock . unlock()

11 }

12}

13 }

Another well known concept is the semaphore, introduced by Dijkstra [Dij65] in 1965. In
contrast to the lock, in a semaphore one can set the numbers of threads working parallel
on one resource. An example implemented in Java can be found in Algorithm 2. Line 2
is defining the maximum number of threads allowed in parallel. The rest of the code

follows the same scheme as the lock in Algorithm 1.

Algorithm 2 Class using Semaphore in Java

class X {
private static final int MAX AVAILABLE = 100;
private final Semaphore semaphore = new Semaphore(MAX AVAILABLE, true);

s

public void m() {
semaphore.acquire(); // block until condition holds
try {
// ... method body
10 } finally {
11 semaphore.release()
12 }
13}
14}

1
2
3
4
5
6
7
8
9
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With the two examples of pessimistic concurrency control, one can easily see the mu-
tuality. First the unique access is gained and then the processing is done. In fact for
single-core systems, this approach is efficient since anyway only one thread can execute
at a time. Unfortunately for multi-cores this approach can slow down the system. It will
force parts of the code to be processed sequentially and thus limit the speed-up as we
can easily realize from Amdahl’s Law (Eq.: 2.3). Another problem that can occur is that
one thread successfully acquires all needed locks but than has to release them without
any modification, because of an exception or an unfulfilled condition. Until the release
of the locks all other threads, which want to access some of the data protected by these

locks, have to wait idle and loose time.

2.2.3 Optimistic Approach

The idea of optimistically executing tasks that may have undetected dependencies has
been around for a long time. Steffan and Mowry proposed Thread Level Data Speculation
(TLDS) [SM98] as a way to benefit from multiprocessor computers when the programs are
not designed for explicit parallelism. They suggested that compiler support could enable
activities in a sequential program to be executed simultaneously and then committed
from the less speculative activity to the most speculative one. If some dependencies are

detected the speculative activity is terminated and restarted.

Another approach is the transactional memory (TM), firstly introduced by Knight [Kni86|
and later popularized by Herlihy et al. [HM93]. It uses mechanisms analog to the well
known database transactions to solve conflicts. On the one hand, TLDS creates par-
allel tasks from sequential code, and on the other hand, TMs are mainly used to help

synchronizing already parallel code.

2.3 Properties of STM

Over the last years, many different STMs have been released, with different approaches
to improve the efficiency. Nonetheless we can determine several properties to classify the
STMs. This list of properties does not attempt to be complete, especially, since it is still

under research.

The first one is the access granularity of the shared data. Two different approaches are
known. One is called word-based access |[DSS06, FFR08, DGK09|, where the granularity
of the conflict detection is the memory location. This design is a good for operating

systems, low-level languages, and compiler integration, but it can also be used to build
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object-based STMs. The other one is called object-based access [HLM06, MSH™'06,
RFF06a| and it is able to detect conflicts on object granularity. Therefore, additional
meta-data is stored in the shared object or a proxy. This design needs language support

and is mainly used in object-oriented programming languages.

The next property defines the modification of shared data. On the one hand, the write-
back approach [MBM 106, FFRO8| creates a thread-local copy of the accessed data. This
copy can be modified during the transaction and the new value is copied back to the
original location upon commit. This design is also known as redo-log and supports a
fast abort of the transaction, since the original data was not altered. On the other hand
the write-through design [FFRO8| is known. In this approach the original value of the
shared data is stored in a thread-local undo log and all modifications of the transactional
code are directly done on the shared data location. In case of an abort the old values are

copied back. This design enables a faster commit and enables compiler optimizations.

How the STM handles the read operation is part of the third property. Either the STM
uses visible reads, i. e., all read accesses to shared data are collected, which can be used to
detect read/write conflicts [SMSS06, IR08|. Or, all reads are invisible to other threads
and thus the consistency of the shared data has to be validated on commit [FFROS,
SMSS06].

The fourth property describes how the parallel access to shared values is organized. The
lock-free approach [Fra03, ST95] is using compare-and-swap or similar operations to avoid
using locks. Therefore, it needs more complex algorithms to solve conflicts. Normally
they are based on threads which help each other to commit and thus some thread always
progresses. An opposite approach is the lock-based design [Enn06, DSS06, DGK09]. It
is simple and efficient, but it does not guarantee any progress. The third alternative
is called obstruction-free [HLMS03, HF03]. It is an approach, where the contention
manager guarantees the progress of threads. Therefore, it is necessary that transactions

can be committed and aborted in a atomic way.

The last listed property, deals with the different spots where an access to shared data can
become visible to other threads. Either it happens when the data is accessed the first time
(encounter-time locking [FFR08, SATH" 06|, which can help to detect conflicts early),
or the acquisition becomes visible during the commit (commit-time locking [DSS06]),
which may reduce in some cases unnecessary aborts. It is as well possible to apply both

techniques in the same STM to detect different kinds of conflicts [DGKO09].
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2.4 Programming Support for Concurrency Control

In this section, we will outline the different programming support approaches for pro-
gramming languages. We describe the possibilities for unmanaged languages, e. g., C or

C++ and for modern managed languages such as Java or C#.

Compiler support for STMs was not a new relevation, by the time we started to work
on TANGER, our transactional C compiler, but it was only known for programming lan-
guages with managed environments such as Java or C#. For instance Harris et al. [HF03]
developed the support for atomic blocks in Java. They used an STM implemented in C
and merged it with a Java Virtual Machine (JVM).

Another approach for a compiler support for transactions was presented by Adl-Tabatabai
et al. [ATLM™06]. In their work they combined a just-in-time dynamic compiler for
Java and C#, a virtual machine and an STM, called multi-core runtime STM [SATH" 06|
(McRT-STM). Again this approach was done for a managed environment.

Harris et al. [HPSTO6] presented a solution to decrease runtime overheads by optimizing
for fast transaction support. They used a compiler for Common Intermediate Language
programs. Other approaches are using Java byte code modifications, as presented by
Herlihy et al. [HLMOG6] or Riegel et al. [RFFO06D).

Wang et al. [WCWT07] presented transaction support for unmanaged environments.
They proposed several optimizations for a C compiler, e. g., moving transactional loads
out of loops. An altered C compiler for transactional support was presented by Damron

et al. [IDFLT06b].

Parallel to our development of TANGER, TARIFA [FFM™07] was developed. Sometimes
transactifying the source code is not enough, especially when library functions are called
from within atomic blocks. The problem is that not all libraries are available as source
code, and even if they are available, it is often not known how they were initially con-
figured and compiled. In their approach the binaries are disassembled into x86 assembly
code and then all their memory accesses are transformed into calls to the underlying
STM.

Shortly after we presented TANGER [FFMT07] at the TRANSACT workshop in 2007,
Intel released their first C++ STM compiler. Until now (March 2010) this prototype
advanced to its 3rd major release. Furthermore the GCC community is finally developing
an STM support for GCC. Unfortunately both compiler based implementations are still
under development and until they are available in a stable version the TANGER framework

will help to simplify the application of STMs.
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Creating parallel code is sometimes harder than just programming an application with
one thread. The main reason for this is the possible interaction between the threads
especially by means of memory accesses. Modern high-level programming languages
support normally simple mutual exclusion constructs with specialized keywords like
synchronized (Alg. 3) or lock (Alg. 4). Those keywords can form blocks of code which
are then protected from parallel accesses. Unfortunately the unmanaged low-level lan-
guage C does not support these constructs automatically, but it is still widely used because

of its resource saving properties. For instance the kernel of Linux is programmed in C.

Algorithm 3 Synchronize block in Java

1 class Sync {

2 public void do(object state) {
3 synchronize (this) {

4 ... //Do something
5 }
6

7

8

9

}

public synchronized void do() {
... //Do something

0}

11 }

Algorithm 4 Lock block in C#.

1 class Sync {

2 public void do(object state) {
3 lock (this) {

4 . //Do something

5 }

6}

7

8 [MethodImpl(MethodImplOptions.Synchronized)]
9 public void do(object state) {
10 ... //Do something

11

12 }

2.5 Low Level Virtual Machine

The “Low Level Virtual Machine” (LLVM) [LA04] is a compiler infrastructure providing
language and target independent components, which is an essential part of our TANGER
framework. Lately it became quite popular even beyond academia, e. g., Apple, Adobe
or NVIDIA are using it'. LLVM provides the user with its own intermediate representa-

tion (IR). It is a low-level representation, but with high-level type information. It merges

'A complete list of LLVM Users can be found at: http://1lvm.org/Users.html, 5-Aug-2009
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the best of both worlds. On the one hand we have the compact representation and wide
variety of available transformations, and on the other hand all the information needed

for an aggressive inter-procedural optimization to minimize the resulting binary.

The LLVM IR is based on a load/store architecture, i. e., the operations to read or write
a variable are represented explicitly with either a load or a store operation. Also the local
variables are not held, as for instance in C, in a stack, but they are stored in registers
which are accessed directly, without using the load or the store command. The result of
this division is a clear determination between local variables and global ones which are
potentially shared between the threads. This feature of the LLVM enables us to minimize

false protection of non-shared variables and hence decrease the runtime overhead.

If the transaction covers the whole body of a function (. e., transactions have function
granularity) no further additional glue code is needed. Otherwise our instrumentation
needs to be careful with the rollback of local variables before retrying or aborting. The
LLVM enables programmers to apply so-called “passes” on the IR, which have to be
written in C++. These passes can alter the IR, by iterating with different granularity over

it.

Another feature of the LLVM is the possibility to transfer the IR back to source code
like C++. On the first look this ability doesn’t sound so important, but the resulting code
is altered and describes the way how the IR code would be created. Thus one can add
something in the IR by hand and gain from the related source code the operations which
have to be done by the pass to create these insertions. In fact this feature was a great

help to develop TANGER.

For the first prototype of TANGER we used the LLVM release 1.9 which was available
from November 2006. Since then all aspects of the LLVM have been improved resulting

in a incompatibility between the release series 1.x and 2.x.

2.6 Design Patterns

Design patterns became an interesting research topic thanks to the seminal work of
Gamma et al. [GHJV95] in 1995. They developed the first design patterns and encour-

aged others to do the same.

Some concurrency related work on patterns has already been published in books on
“Pattern-Oriented Software Architecture” (POSA) [SSRB00, KJ04, BHS07], e. g., mon-
itor object or double-checked locking. Da Silva [dS99| also proposed several concurrent

patterns in his Ph.D. thesis.
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In the area of databases the work of Fowler [Fow02] needs to be mentioned. He introduced
optimistic and pessimistic locks for databases, but unfortunately his work is very much
bound to databases. Another interesting work in the area of databases by Grand |Gra99]

presented several transaction patterns.

None of them, however, proposed an optimistic concurrency control pattern for transac-

tional memory access as presented in Chapter 3.

2.7 Event Stream Processing

In recent years, several works have addressed the scalability of event stream processing,
but all of them take an approach different from ours. For example, Koparanova and
Risch [KR04| have developed GSDM (GRID Stream Data Manager) to handle processing
of data produced in real time by a large amounts of sensors that receive signals from
space. Their approach is to use data partitioning to split the events between several
replicated components and then merge the results. This approach is, however, applicable
only for computations in which the processing can be split into several units that do not
require any synchronization (e. g., in their case, Fast Fourier-Transforms). In addition,
it needs components to split and merge the data and these components need to consider
the semantics of the computation. Other works, like Borealis [AAB™ 05| or more recently
StreamFlex [SPGV07|, use the assumption that components are normally stateless and

scalability can then be easily achieved through simple replication.

Another research direction focuses on the problem of efficient correlation of events. Corre-
lation is strongly dependent on state and therefore difficult to parallelize. SASE [WDRO6]
is an example of an event stream processing system that focuses on matching event pat-

terns efficiently.

With respect to out-of-order processing of events, one classical approach is to buffer
an event until it is known that no prior events may arrive. CEDR (Complex Event
Detection and Response) [BGAHO7| tries to balance insensitivity to event arrival and
system performance. It uses a temporal model that deals with out-of-order events by
allowing results to be output and later be retracted and revised in case a relevant event
arrives. The main motivation is that in some contexts an early, but conceivably wrong,
result is more valuable than having buffers and delays to cope with late events. Similarly,
Li et al. [LLD'07] propose an extension for SASE that allows a pattern to be tardily

matched when some late event arrives.
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Romer et al. [RM04] discussed the application of event-based systems for detecting event
patterns. In their work they point out that automatic detection of them, so-called

composite events, are less suited for real-world states produced by sensor networks.

2.8 Summary

In this chapter, we presented research and knowledge, which is the basis for our work,
presented in this thesis. We introduced some formulas needed for the evaluation of our
experiments. Then we shortly summarized concurrency control systems and had a closer
look on STMs. Furthermore, we presented known programming language support for
concurrent processing. In the following section, we introduced the LLVM framework
which we are using for TANGER as described in Chapter 4. In Section 2.6, we shortly
summarized the basics of design patterns, which are a good foundation for Chapter 3.
And last but no least, we presented related work in the area of event stream processing,

which is linked to our research presented in the Chapters 5 — 7.






Chapter 3

Anatomy of a Software

Transactional Memory

In the area of software engineering, design patterns are abstract solutions to recurrent
software problems. They are describing the problem and show how it could be solved
in a general way, e. g., an iterator which allows a sequential access to a set of objects.
These blueprints are not a finished design and thus cannot be translated directly into

source code.

Design patterns are describing only one specific problem and are belonging to the group
of software patterns. At a higher level there are architectural patterns which are usually
describing entire systems, e.g., peer-to-peer or service oriented architectures. Other
software patterns are algorithms. In contradiction to design patterns, algorithms are

solutions to computational problems.

Since design patterns are just a formal description, they can be applied to all program-
ming languages. Parallel to the design patterns the unified modeling language (UML)
was developed. It is a descriptive language including graphical notations which can create
an abstract model of software-intensive systems. Furthermore it is possible to translate
UML diagrams into source code fragments and vica versa. These code fragments are de-
scribing the structure of the solution, but not the behavior. The UML design is closely
related to object oriented programming, because it naturally supports the object oriented

constructs, like classes and interfaces.

The work presented in this chapter was partly presented at the First International Con-
ferences on Pervasive Patterns and Applications in 2009. Section 3.1 describes how we
developed the STM design pattern, while in Section 3.2 our resulting pattern is presented.

Section 3.3 summarizes our work.

21
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3.1 Developing an STM design pattern

Creating a design pattern out of several implementations solving the same problem needs

a good understanding of both topics, STMs and design patterns.

The well developed design pattern can be best described with a quote from Antoine de

Saint- Exupéry:

Perfection is achieved,
not when there is nothing more to add,

but when there is nothing left to take away.

When starting to develop an STM design pattern, we first looked at other patterns to
learn more about the used structure. Finally we decided to use the template proposed
in [GHJV95]. Compared to other templates, e. g., Fowler et al. [Fow02] or Grand [Gra99],

it was more comprehensive and thus better suited for our initial work.

In a second step we collected several well known STM implementations whose source
code was freely available. We had chosen implementations from several object ori-
ented programming languages, e.g., Java, C++ and C#, to extend our analysis to a
wider variety. For our comparison we analyzed the source code of the following STMs:
DEUCE |[KSF09, DEU], DSTM2 [HLMO06, Her|, JSTM |[Noe08, JST], RSTM [MSH*06,
RST| and SXM [Her05, Her].

For the comparison we used a freely available software called Bouml [Bou|. This program
provides the possibility to translate source code into UML code for several languages,
namely C++, Java and PHP. Another feature of this tool is the UML class diagram gener-
ator. It can dynamically create a diagram containing the classes and their relationships,

which was a great help for analysing the design of the STMs.

When analysing the class diagrams, we realized that the classes can be partitioned into
three handler groups as shown in Figure 3.1. The Transaction Handler (TH) group
is respomnsible for all transaction related classes, e. g., the transaction or its states. In
the Conflict Handler (CH) group all classes dealing with there solution of conflicts are
included. And finally the Shared Object Handler (SOH) group consists of the classes
covering the creation and manipulation of the shared objects. Additionally to the three
handler groups, Figure 3.1 shows the relation to the threads. Depending on the STMs,
some are using extended thread classes while others just use the standard implementa-
tion, thus we decided to add them to this diagram, but more in the means of the access

or usage of the STM.
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Shared Object Handler

=9 Transaction Handler

Conflict Handler

FicUre 3.1: Rough structure of an STM

Of course this structure would be too simple for a design pattern, since one could not
gather enough information about the dependencies within the groups. Nonetheless it

supported us with a good foundation for separating the classes and their relationships.

After partitioning the STM structure as described above we defined the properties of
each group and tried to find already existing design patterns which could be reused. For
instance in the CH group it was obvious to reuse the strategy pattern, since usually an
STM is using a contention manager to solve problems. By now several different strategies
are available, but only one can be used during runtime. Another example for recycling
other design patterns is the internal state of the transaction. The state can take several

values and thus behaves like an enumeration pattern.

In the next step we merged the three parts together and added their relationships. After
our first proposal we evolved the whole structure in many discussions within our depart-
ment and with other researchers in this domain. Finally, we framed our work into the

design pattern template as it is presented in the following section.

3.2 Transactional Object

In this section we present our developed STM design pattern. It is a first approach for
an optimistic concurrency solution. The structure mainly follows the template used by
Gamma et al. [GHJV95].
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3.2.1 Pattern Name and Classification

As name for this design pattern we simply propose “Transactional Object” (TO). It
indicates intuitively that the object is accessed via a transaction. Since it is dealing with

concurrent access it should be, of course, classified as a concurrent pattern.

3.2.2 Intent

The goal of the Transactional Object is to provide a speculative concurrent access.
Threads can modify the same shared object independently, protected by a transaction.
Only when the transaction commits these changes become visible. In case of conflicts

one of the concurrent transactions has to roll back and retry its processing.

3.2.3 Also Known As

The Transactional Object is known as (Software) Transactional Memory, which is the
commonly used name for this technology. It can be defined as speculative or optimistic

concurrency algorithm.

3.2.4 Motivation (Forces)

A well known problem in concurrent systems is the dining philosophers problem. In short,
five philosophers are sitting at a table and are either thinking or eating. Unfortunately
the forks are placed between them and each of them needs the left and the right fork
to eat. Using a pessimistic approach (e. g., mutual exclusion), all of them would acquire
first the right fork and then the left one, or vice versa. This can lead to a deadlock as

one can easily imagine and thus none of them will ever start eating.

When using an optimistic approach, the forks would be atomic objects, i.e., when a
philosopher eats he would use local copies of the forks which are protected by a transac-
tion. When he finishes eating, the transaction would check, if the used forks were also
used by someone else. If so, all conflicting philosopher’s except from those ones which

can work in parallel without conflicts are forced to rollback and re-start eating.

With an STM, one can consequently prevent deadlocks and process everything in a
speculative way. Especially when it could happen that an exception occurs, e.g., one
philosopher gets sick while eating and he would have to re-start. In this case, the other
philosophers wouldn’t have to wait like in a lock-based approach and this possible conflict

would be solved without intervention.
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3.2.5 Applicability

The TO design pattern should be used to solve concurrent access problems. Its strength
shows up when only little contention will occur. For example using a linked list where
several threads are adding and removing elements in parallel. When using the well known
mutual exclusion, one could use it as coarse grained lock, i. e., only one thread at a time

can access the whole list. Of course it would slow down the access dramatically.

Another option would be a fine grained lock where each thread is locking two successive
elements (the actual one and its predecessor). This is needed to guarantee correctness;
otherwise the actual element could be removed by another thread. In a scenario with
approximately 50 elements and 5 parallel threads, fine grained locking would be quite
costly since the probability of conflicts is quite low, nonetheless it is needed. When on
the same problem an optimistic approach is applied, all threads could achieve a better

performance.

This gain is the result of reacting only in case of a conflict. Of course it has to be assured
that the TO keeps track of all modifications, which will cause some administration over-
head. When a thread wants to commit a transaction, the TO has to check its internal
read/write list for conflicts. If a conflict occurred, the TO has to contact the contention
manager, which solves the conflict by aborting one of the conflicting threads. In our
example with the linked list this conflicting case should be very unlikely and the TO will
easily outperform the pessimistic approach. Of course the rate of conflicts has certain

dependencies, e. g., update rate or distribution of the modified values in the list.

When working with STMs we developed the decision tree shown in Figure 3.2. The
purpose of this diagram is the support of developers to decide whether their application

needs an STM or not in a simple way.

3.2.6 Structure
The general structure for the TO is shown in Figure 3.3. As one can see the center of

our proposal is the Transaction class. All other classes are linked to it, either directly

or indirectly.

3.2.7 Participants

In this subsection all classes used in the pattern are presented and their role in the design

pattern is explained.
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FI1GURE 3.2: Decision tree for the application of an STM
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FiGUre 3.3: UML class diagram of the Transactional Object
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e AtomicObject — is an object that stores the shared data. It may be cloned by
the AtomicWrapper to obtain speculative versions which can be modified within

Transactions.

e AtomicWrapper — protects the shared data against any direct access. It has the
responsibility to make only successfully committed versions of an AtomicObject
visible to the system. Furthermore it has to manage the transaction-local versions

of an AtomicObject.

e ContentionManager — solves conflicts when two Transactions access the same
AtomicObject. It has to decide which of them has to abort and which can pro-

ceeded.

e Mode — contains the different access modes in which a Transaction can access an

AtomicObject.
e Status — represents the different states a Transaction can have.
e TMFactory — creates new AtomicWrappers, which will protect an AtomicObject.

e TMThread — abstraction of a thread. Itsinstances can protect access to AtomicObject

with transactions.

e Transaction — defines with its methods the bounds of the transactional protec-

tion.

3.2.8 Collaboration

The structure of the TO design pattern was shown in the class diagram (Fig. 3.3).
In this section the interaction of those classes is described. To do this, we structured
the interaction into five parts, representing the major activities. First the way how

transactions are handled is shown, followed by the handling of objects.

Begin of a Transaction. When some code should be protected with a transaction
in TMThread, first a new instance of Transaction has to be created via the standard
constructor. In the second step the transaction has to be notified that the following
code has to be protected. This is done by the begin() message, as shown in Figure 3.4.
Among other STM algorithm specific operations, the Status will be changed from INIT
to ACTIVE. A transaction in the ACTIVE state can be aborted at any time, for instance

by the contention manager to solve a conflict.
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FIGURE 3.4: UML sequential diagram for beginning of a Transaction

Commit of a Transaction. When committing a transaction the changes done in the
transactional protected area shall become visible to the system. Normally there are
two possibilities, either the transaction can successfully commit (Fig. 3.5), because no
contention occurred or because the contention manager solved the conflict and aborted
the competitors. Then the Status of the transaction will be atomically altered from
ACTIVE to COMMITTED. Otherwise the transaction will be aborted (Fig. 3.6) and rolls

back to its initial state. Until the transaction is restarted, it will remain ABORTED.

Creation of an AtomicObject. The task of the TO pattern is to protect an object
from being accessed concurrently from outside a transaction. Nonetheless it needs to be
created outside a transaction. To enable this the factory class TMFactory has to be used.
As shown in Figure 3.7 it will return an AtomicWrapper to protect the AtomicObject.
This AtomicWrapper can be shared between the threads. However the implementation

of the AtomicWrapper strongly depends on the used STM algorithm.

Access of an AtomicObject. The access (Fig. 3.8) to the AtomicObject will only be
granted by the responsible AtomicWrapper from within a Transaction. The accessing
transaction has to be in the Status ACTIVE. Then depending on the STM algorithm,
usually a clone of the last committed version of the AtomicObject will be created and

returned.

3.2.9 Consequences

When using the TO pattern the following side effects can occur: (i) The transaction
encapsulates all changes done within its responsible area of code. It will also prohibit
unknown states, lost updates or corrupted data. (ii) No deadlocks or livelocks will
occur since the STM ensures progress for the transactional area. (iii) There are hidden

costs, for the collision detection. Each time a transaction commits it has to check all
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F1GURE 3.8: UML sequential diagram for accessing an AtomicObject

other transactions accessing the same shared object. Too much contention between the
transactions can lead to an increase of the STM overhead. In this case a pessimistic
mutual exclusion could be a better solution. (iv) All actions done within a transaction
need the ability to roll back, 4. e., the original state must be restored. This can become
impossible when a library function is called or an irrevocable command is executed, e. g.,

launching a rocket.

3.2.10 Implementation

Currently many different STM algorithms are available. When implementing one of those
or developing a new STM, one has to think first about the major issues presented in this

section.

One issue deals with the contention manager. Scherer III et al. [SS04, SS05a| firstly
proposed them to deal with conflict between transactions. Since then different con-
tention managers were developed with different properties, e. g., back-off, greedy, karma
or kindergarten. While some of them are working with the presented interface, others
need more information about the transactions to decide which one has to abort. So it
might be useful to add additional methods to the contention manager or to store this

information in the transaction, where it can be accessed from the manager.

For designing an STM one also needs to know how critical operations within the STM
will be handled, either using a lock-based or a lock-free approach. The lock-free version
can be realized with basic atomic operations, e. g., compare-and-swap or load-link/store-

conditional.

Last but not least one has to decide what would be the best language support. (i) The
user has to do all calls explicitly as shown in the code fragment (Alg. 5). The try-catch-

block is needed to avoid jumps outside the atomic area, due to an exception. (ii) With the
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help of a language pre-processor or aspect oriented programming (AOP) the functions
could be protected with a transaction, based on annotations (Alg. 6) or blocks (Alg. 7)
added by the programmer. (iii) Another option is byte code modification. In this case
the user would also mark a function with annotations (Alg. 6) and the code will be

transactified during the compilation process.

Algorithm 5 Explicit implementation

1 ...

2 public void do() {

3 Transaction tx = new Transaction();

4 do{

5 tx.begin ();

6 try{

7 ... //Do something transactional
8 } catch(Exception e){

9 tx.abort ();

10 ... //Further exception handling
11

12 }while(!tx.commit())

o
w
'

—
S

Algorithm 6 Annotation-based implementation

1

2 @atomic

3 public void do() {

4 ... //Do something transactional
5}

6 ...

Algorithm 7 Block-based implementation

1 ...

2 public void do() {

3 atomic{

4 ... //Do something transactional
5 }

6

7

3.2.11 Sample Code

In the code fragment (Alg. 8) the major functions of the class Transaction are presented.
The begin() function (Line 2) is needed to alter the state of the transaction to ACTIVE as
one can see no CAS operation is needed at this point since there is no one else accessing

this property in parallel.
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When the code protected by the transaction was executed the commit () function (Line 8)
is called. Before committing it has to check for conflicts with other transactions. If none

occurred, the Status will be atomically changed from ACTIVE to COMMITTED.

The 3rd function shown is the abort () function (Line 20), which can be called from the

contention manager (Alg. 9) to solve a conflict by aborting a transaction.

For the interested reader we would suggest to have a further look at DSTM [HLMSO03]
and DSTM2 [HLMO06, HKO08].

Algorithm 8 Fragment from a Transaction class

1 ...
2 public boolean begin() {
3 status = Status. ACTIVE; // switch to active
4 startTime = System.current TimeMillis();
5 return true;
6}
7
s public boolean commit() {
9 validate (); //checks all accessed objects and solves conflicts
10 while (status == Status.ACTIVE) {
11 if (statusUpdater.compareAndSet(this,
12 Status. ACTIVE,
13 Status. COMMITTED)) {
14 return true;
15 }
16 }
17 return false;
18}
19
20 public boolean abort() {
21 while (status == Status.ACTIVE) {
22 if (statusUpdater.compareAndSet(this,
23 Status.ACTIVE,
24 Status. ABORTED)) {
25 return true;
26 }
27 }
28 return status == Status. ABORTED;
29
}

30 ...

3.2.12 Known Uses

The first implementation of a software transactional memory was published by Shavit
et al. [ST95]. Since then many different STMs have been developed, such as Deuce [DEU],
LSA|LSA|, RSTM [RST| and SXM [Her].
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Algorithm 9 Fragment from a Contention Manager class

1 ...

2 public boolean resolveConflict(Transaction me, Transaction other) {

3 if (me.equals(other)) {

4 return true; // same transaction

5

6 if (me.startTime < other.startTime) {

7 return other.abort(); // me started earlier, other is aborted
8 }

9 return me.abort(); // give the priority to other

=
(=}
R

Jun
=

The main problem for TO were the missing use cases. In the early days, the benchmarks
were limited to simple applications, e.g., linked list or bank accounts. Lately more
and more “real” applications are available. One of them is “Atomic Quake” [ZGUT09],
which is a modified version of the game “Quake”. The game consists of a client and
a server. Both parts were successfully altered to have an increased performance on
multi/core systems. Another field of application is event stream processing [BFSF08,
SFF09|, which is presented in Chapter 5 and 6. Other fields of application are shown
in the latest STAMP benchmark [CMCKOO08, STA|, e.g., gene sequencing, network

intrusion detection or client/server travel reservation system.

3.2.13 Related Patterns

In the TO design pattern we are using other well known design patterns [GHJV95, Gra99|
as one can see in Figure 3.3 and 3.9, e. g., the factory pattern (TMFactory class), the
singleton pattern (TMFactory class), the memento pattern (AtomicWrapper class), the
strategy pattern (ContentionManager class), the enumeration pattern (Status and Mode

classes) and the transaction pattern (Transaction class).

There are several design patterns dealing as well with concurrent access, e. g., lock, mu-
tual exclusion, monitor object, double checked locking or read write lock. The difference
to the TO is the pessimistic approach they are using. They are first allocating the

resource instead of dealing with problems when they are occurring.

Furthermore the pessimistic concurrency control systems have normally poorer scalability
compared to the STM. Scaling will become a major issue in the near future, since more

and more threads can work in parallel on modern multi-core processors.

The transaction pattern is known to the community, but unlike to the use in this pattern,

it is meant for access to databases and thus has other constraints.
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FIGURE 3.9: Relationship diagram of the Transactional Object

3.3 Summary

In this chapter we presented a proposal for a concurrent design pattern called “Transac-

tional Object”.

The used transactional memory is based on the concept of optimistic concurrency control.
Due to its good scalability on multi-core systems, it has become an important research

topic. Many implementations are already available and share the same basic design.

Design patterns can help to understand and solve problems. We contributed a new design
pattern for concurrent access to shared objects using software transactional memory.
With the help of class and sequential diagrams, we showed the basic functionality of an

STM.



Chapter 4

Lightweight STM Support for an

Unmanaged Language

It is normally quite complex to write parallel applications since we are used to think in
a sequential way. When developing software using multiple threads one has to imagine
all the problems which can occur through parallelism. Especially when the threads are
accessing the same shared data. In this case the programmer has to protect this data
from concurrent accesses. The development of transactional memory can reduce this
burden. Unfortunately STMs are just one piece of the puzzle since the STM has to
be merged with the concurrent program. Of course you can implement explicit calls to
the transactional memory, but this exposes the software developer to the use of trans-
actions and having their own pitfalls. A better solution is a semi-transparent support,
i. e., letting the system “transactify” the application. Then the programmer has to use
dedicated language constructs [HF03| or declarative mechanisms and aspect oriented

programming [RFF06b.

Both solutions have advantages, but also disadvantages. For instance programs with
explicit calls can be faster since an advanced coder knows which variables need to be
protected. However one has to be very rigorous, otherwise the application will cause
problems when accessing unprotected shared data. The semi-transparent solution han-
dles all variables within a transaction as if they need to be protected and thus is a little

bit slower than the explicit one. The advantage is that it is less error prone.

Another solution would be a compiler and runtime support for transactional memory,
i. e., the programmer just highlights areas of code which have to be protected and the
compiler takes care of it. This approach ensures the simplicity of the user interface and

reduces the possibility of programming errors. Furthermore the compiler is identifying

35
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the shared variables on their own and thus can optimize the code in a transaction as

good or even better as if explicit calls would be used.

Unfortunately the development of such a compiler support just for research is quite ex-
pensive. When we started our work in this area at the end of 2006, only a few proprietary
compilers were available. Those compilers were not compatible with other STM imple-
mentations and thus comparable performance results or representative workloads were
not available. Another problem was that the modification of an existing compiler like
the GNU Compiler Collection [GCC| (gcc) is quite complex, technically and politically.

Especially if the modifications shall be integrated in the release of the main branch.

However without an easy application of transactional memory the development is slowed
down. Therefore, our goal was to find a workaround for a fast STM support. We con-
centrated our investigation not on the modification of existing monolithic compilers, but
instead we tried to reuse components of an existing compiler framework (which provides
parts such as front-ends, back-ends for different platforms, or link time optimizers). One
advantage was the machine-independent intermediate representation, which is generated
automatically and can be easily altered. Another one was the support for front-ends of
several programming languages. Our approach was aiming at a support for unmanaged

programming languages such as C or C++.

Our solution to this problem is the TANGER framework, which was firstly presented in
2007 at the Second ACM SIGPLAN Workshop on Languages, Compilers, and Hardware
Support for Transactional Computing in the paper “Transactifying Applications using an
Open Compiler Framework”. This publication consisted of two tools, namely the TARIFA
and the TANGER. TARIFA |[TAR] can instrument existing libraries that export functions
called from within atomic blocks. It was developed at the TU Dresden [TUD] and is not
a contribution of this thesis. The ongoing development of TANGER after this publication
was accomplished by our colleagues at the TU Dresden |[TAN, Sys|, led by Torvald Riegel.
In this chapter we will describe therefore only the development of TANGER as presented

in the given paper.

The following sections of this chapter are structured as follows. First, we will introduce
the TANGER framework and evaluate its performance in the following Section 4.2. Finally,

Section 4.3 concludes this chapter.

4.1 Tanger

Our TANGER framework is able to compile and transactify the source code of parallel

C-applications. It can be used to create STM using applications or libraries as shown
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FIGURE 4.1: Architecture of TANGER to instruments machine-independent LLVM
code.

in Figure 4.1. As one can see the normal STM free source code is compiled into the
LLVM IR and the normal general-purpose optimization is done. Then the TANGER pass
is applied to the IR and finally the LLVM back-ends produce native binary code or other

supported source code.

TANGER consists, besides a LLVM pass, of an external header file providing marker
functions to the programmers and an internal header file declaring the STM calls. In
the rest of this section we are (i) introducing the marker functions, (ii) highlighting
challenges with function calls, (iii) presenting our handling of nested transactions, and

(iv) explaining our transformation approach.

4.1.1 Marker Functions

Since we wanted to create a possibility for transactifying C code without introducing new
keywords, due to the complexity of altering the compiler, we had to find other solutions

to highlight the parts of the source code which have to be handled within a transaction.
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The first option was a do/while-loop as shown in Algorithm 10. However, this would be
again explicit programming, since the programmer has to know technical details of the
STM he wants to use. Furthermore if the programmer has only minimum knowledge on
STM, he could miss-interpret the loop. The second option, which we use in fact, was to
insert method calls like startTANGER() (Alg. 11 line 3) and endTANGER() (Alg. 11 line 6
and 10). Any code that has to be processed within a transaction has to be between
those two calls. The methods are defined in a header file but are not implemented.
Within the transformation process of the LLVM framework both calls are handled as
calls to external libraries and though they are still visible in the IR as shown in the
transformation section below. Additionally to this function calls a preprocessor command
was introduced (Alg. 12 line 2). On the first look it seemed to work correctly, but later on
problems occurred with branches leaving the atomic area earlier as shown in Algorithm 12
which should be equal to the code presented in Alg. 11. So this command was removed

in later versions.

Additionally to the marker of the atomic block, functions for initializing (initTANGER())
and finalizing (shutdownTANGER()) the STM are needed. The initialization has to be
done before the first use of the STM and the finalization of course after the last use or

before terminating the application. Last but not least we added two marker functions for

Algorithm 10 Transaction in C manually instrumented.

int do() {
do {
transaction start();
... //Do something transactional
}while(!transaction commit())

© 0 N9 O o s W N

Algorithm 11 Transaction in C with TANGER keywords.

int do() {
start TANGER();
... //Do something transactional
if (...) { //branch within the transaction
endTANGER();
return ...;
}
endTANGER();

return ..;

}

© 0 N9 O o s W N

e
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Algorithm 12 Transaction in C with ATOMIC() preprocessor keyword.

#define ATOMIC(x) start TANGER(); x; endTANGER();

int do() {
ATOMIC(
... //Do something transactional

);

© 0 N9 O g s W N
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thread use. These two functions (initThreadTANGER and shutdownThreadTANGER) can

be used in the same way as the standard initializer and shutdown but on thread level.

4.1.2 Function Calls

Function calls need special handling. Some of them are calling functions in external
libraries. For those we can not guarantee their support for STMs. One way to enable
this is to compile and transactify the library with TANGER. In case the source code
of the library is not available, one could use the TARIFA framework (see [FEMT07]).
Unfortunately we cannot provide an automatic check if the needed libraries are STM
enabled, since they are already binaries and will be linked to the application during its

compile process. Normally this is done after the TANGER pass has been applied.

For internal functions, our approach is to create a “transactional clone” of the func-
tion. Algorithm 13 shows the two functions do_atomic() and do() which are calling
the same function do_too(), once from within a transaction and once without a trans-
action. The TANGER pass will create first a clone of the function do_too() then called
do_too_TANGER() and then replaces the calls from within a transaction to this “trans-
actional clone”, whereas the transaction-free function will still call the original function.
For the “transactional clone” the address of the transaction has to be added as param-
eter. The programming language C supports unfortunately functions with an open end
parameter list, 7. e., the function void foo(int arr [static 10]) has to be called with
“at least” ten integers. The array arr is pointing to the first integer and the other ones
can be accessed subsequently. If we would add our transaction parameter at the end,
the compiler would have problems to determine where the array stops and where the
transaction starts, thus we introduce the reference to the transaction at the beginning

of the parameter list.
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Algorithm 13 Function calls from within a Transaction.

void do_atomic() {
ATOMIC(
... //Do something transactional
do_too();

);
}

void do() {

© 00 N9 O s W N =

=
= o

ci;)'_too();
void do_too() {

}

e e e e e
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4.1.3 Nested Transactions

While executing parallel code, it may occur that another transaction will start while one
is already running. This phenomena is called a nested transaction. In Algorithm 14
the atomic block in function do_nesting() is a nested transaction, if it is called by
the function do_atomic(). The detection of a nested transaction in the control flow
is well known and easy to implement. Normally a counter is incremented whenever a
transaction starts and decremented when it commits or aborts without a retry. The
so-called nesting level is then indicated by the counter. If the counter value is larger
than two, this transaction is surrounded by at least one other transaction and therefore

is nested. However, the value of the counter depends on the control flow.

Algorithm 14 Nesting of a Transaction.

1

2 int do_atomic() {

3 ATOMIC(

4 ... //Do something transactional
5 result = do_nesting();

6 );

7 }

8

9 int do_nesting() {

10 ATOMIC( //a nested transaction
11

12 );

13}

14
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An easy solution to this problem would be to stop the transformation so the user has to
deal with it, but since TANGER shall help the programmer to transactify his code; this
was not an option for us. We therefore decided for the presented prototype that it is
suitable to remove the inner transaction and leave only the outermost initial transaction
in the code. We flattened the transactions by deleting all nested transactions. With the
value of the counter it is easy to determine the bounds of the initial transaction. As a
result all function calls to stm_start and stm_commit will be deleted if the value of the

counter is higher than 1.

4.1.4 Rollback of Transactions

Another important issue which had to be solved was the introduction of a rollback
facility. Therefor we use the paired functions setjmp and longjmp. They are defined
in the C standard library and enable programmers to use “non-local jumps”. In the first
step the setjmp function is called to save the actual environment and then the longjmp
function can be used to go back to this point. Normally this mechanism is used for
exception handling, because the control flow can jump out of many levels of nested
function calls without dealing with their flags variables. Indeed our application is quite
similar to exceptions since the setjmp is called at the beginning of a transaction and the
corresponding longjmp call is used when an abort of a transaction is needed. Another
option would have been to check during the whole transaction if it aborted or not. This

approach would result in a more complex and also slower code.

4.1.5 Pass chain

The transformation process, i. e., applying the TANGER pass to the code, is done after the
translation of the source code to the IR and after the initial optimization. In fact these
two steps are processed together by calling the 11vm-gcc compiler with the parameters

-emit-11lvm to create the IR and -03 for enabling the optimization.

This optimization is needed to reduce the number of loads and stores. The thread local
loads and stores are reduced to virtual register accesses, thus leaving only shared variables
as “‘normal” loads and stores. The result of this reduction is that only the shared memory
accesses are still handled as loads and stores. In the IR of a source code all function
calls, and thus also the marker calls, are still in the same order as before as one can see

in Algorithm 15 and 16.
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Algorithm 15 Original C code with atomic block for testing containment in an integer
set.

1
2
3
4
5
6
7
8
9

10
11
12
13
14
15
16
17
18
19
20

int set contains(intset t *set, int val)
{

int result;

node t *prev, knext;

start TANGER();
prev = set—>head;
next — prev—>next;
while (1) {

v = next—>val;

if (v >= val)

break;

prev = next;

next = prev—>next;
}
result = (v == val);
endTANGER();

return result;

}

Algorithm 16 LLVM bytecode generated from Algorithm 15.

1
2
3
4
5
6
7
8
9

10
11
12
13
14
15
16
17
18

int %set_contains(%struct.intset _t* %set, int %val) {
entry:

tail call void %start TANGER( )

%tmp22 = getelementptr %struct.intset t* %set, int 0, uint 0
%tmp23 = load %struct.node t+* %tmp22

%tmp25 = getelementptr %struct.node t* %tmp23, int 0, uint 1
%mext.2 = load %struct.node _ts*x %tmp25

%otmp29 = getelementptr %struct.node t+ %next.2, int 0, uint 0
%tmp30 = load intx %tmp29

%tmp33 = setlt int %tmp30, %val

br bool %tmp33, label %cond next, label %bb39

tail call void %endTANGER( )
Y%oresult.0.in = seteq int %tmp30.1, %val
Y%result.0 = cast bool %result.0.in to int
ret int %result.0
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Normally most STMs have several functions which have to be called to use them, e. g.,
to initialize and dismiss the STM, to handle the transactions or to load and store vari-
ables within a transaction. The TANGER framework supports, as already mentioned, an
internal header file. This file is the connector between TANGER and the used STM. For
our prototype we were using an STM called TINYSTM [FFRO8|, but other STMs can

be used as well by implementing the following functions:

e int stm_load(stm_tx_t* tx, int *addr) - loads something from an address

e void stm_store(stm_tx_t* tx, int *addr, int value) - stores something to

an address
e void stm_begin(stm_tx_t* tx) - called at the begin of a transaction
e void stm_abort(stm_tx_t* tx) - called when a transaction is aborted
e uint stm_commit(stm_tx_t* tx) - called when a transaction committed
e stm_tx_t* stm_get_tx() - used to obtain the actual transaction of this thread
e void stm_init() - called to initialize the STM at system start
e void stm_shutdown() - called before the system shutdown

e void stm_thread_init() - called to initialize the STM after system start on

thread level

e void stm_thread_shutdown() - called before the system shutdown on thread level

4.1.6 Transformation

The TANGER pass is altering the IR in several steps to create a transactified version.
(i) As already described in Section 4.1.2, all functions are cloned resulting in a normal
version and one that can be called from within a transaction. (ii) All transactional clones
of functions will be transactified, 4. e., removing the marker functions and modifying
loads, stores and calls. (iii) TANGER is searching for the marker function (see Sec. 4.1.1)
by iterating over all original functions, which are highlighting the bounds of transactions.
When the pass finds the start marker, it will alter the code until it finds the stop markers

at the end of each control flow.

In the leftover part of this Section we will describe the replacement process in detail.
First the exchange of the two marker functions is explained followed by the modifications

of the loads and stores and concluding with the altering of function calls.
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The marker startTANGER() has to be replaced by the pass with other code. First a
reference to a new transaction is gained (Alg. 17, line 3). Then a new label is inserted as
jump point if a transaction needs to retry (Alg. 17, line 4-6). The next line is preparing
the rollback of the transaction (see Section 4.1.4) by getting a pointer to it. In line 8 we

are inserting the setjmp call with the actual transaction as parameter.

Each startTANGER() marker can have several endTANGER() markers as already men-
tioned in section 4.1.1. Also one has to check if there are nested transaction and in
our case delete both marker functions of them (see Section 4.1.3). The end marker is
replaced by a stm_co