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Clever talk alarmed her, and withered her delicate imaginings;
it was the social counterpart of a motor-car, all jerks,
and she was a wisp of hay, a flower.

E. M. Forster, Howards End

C’era una volta una ragazzina che, quando doveva risolvere un problema,
diventava ansiosa, e allora chiedeva aiuto alla “ Regina degli animali 7.

Al suo richiamo lupi e balene accorrevano con il loro flusso magico.

Ma non era necessario il loro intervento perché la ragazzina era molto brava.

La ragazzina adesso € una giovane donna.

Un ultimo esame da superare per terminare il suo brillante dottorato.

“ Regina degli animali, mi serve aiuto da lupi e balene ”

Seduta sugli scogli la Regina lancia il suo richiamo:

“ Balene, la mia principessa ha bisogno di voi ! ”

Poi chiama il suo amico Eolo e si fa trasportare nella foresta,

lanciando il suo richiamo ai lupi.

Tutti rispondono alla sua richiesta di aiuto.

“ Ma in tutti questi anni il nostro flusso magnetico non é servito a niente”
( dice il vecchio lupo e la balena acconsente )

“ La principessa é bravissima. Questa é l'ultima volta che veniamo da lei!!”
Non possiamo perdere tempo con ci chiama solo perché é in ansia .

Addio principessa, puoi benissimo affrontare da sola la tua vita!.

Nonna Adriana






Summary

In 1999, Frey first suggested trace-zero subgroups of elliptic curves for applications to cryp-
tography, as a valid alternative to the use of classical groups of points of elliptic curves
in this sector. Take an elliptic curve ' defined over a finite field I, with the standard
addition between points. Given a field extension F, C Fyn» of odd prime degree n, the
trace-zero subgroup of the elliptic curve E of degree n is a subgroup of the group of points
of F with coordinates in Fyn.

In 2007, Edwards curves were introduced by Edwards, and proposed for cryptographic
applications by Bernstein and Lange. Right afterwards, they were generalized to twisted
Edwards curves. Twisted Edwards curves can be seen as special elliptic curves, written
in a new form. They have some cryptographic advantages over elliptic curves in the usual
Weierstrass form. Trace-zero subgroups of twisted Edwards curves are defined in the same
way as trace-zero subgroups of elliptic curves.

In this thesis, we study trace-zero subgroups of elliptic and twisted Edwards curves,
from the point of view of their potential application to cryptography. In particular, we
focus on three distinct aspects for trace-zero subgroups: the use of optimal representations
for group elements, the construction of fast algorithms for scalar multiplication, and the
study of possible cryptographic attacks based on the discrete logarithm problem. All these
aspects are of great relevance for the efficiency and the security of a cryptosystem built
on the given group.

Concerning optimal representations for group elements, we propose two optimal repre-
sentations for trace-zero subgroups of twisted Edwards curves. We give efficient algorithms
to deal with them, and we make comparisons with analogous representations for trace-zero
subgroups of elliptic curves.

Concerning efficient arithmetic in trace-zero subgroups, our contribution consists of an
algorithm to perform scalar multiplication in the trace-zero subgroup of degree three. This
algorithm follows an original approach and makes use of optimal coordinates to represent
the elements of the group.

Finally, we focus on the study of security of trace-zero subgroups against cryptographic
attacks. We propose a new variant of the index calculus algorithm for the discrete loga-
rithm problem in these subgroups. We compare the complexity of solving the polynomial
systems obtained with our method with that of solving the systems computed with the
only other specialization of the index calculus to trace-zero subgroups. We show that our
systems are easier to solve in the case of trace-zero subgroups of small degree, that is the
important case for cryptographic applications.
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In both the algorithm for scalar multiplication in trace-zero subgroups of degree three,
and in our new index calculus method for trace-zero subgroups, we make use of generalized
summation polynomials of elliptic curves. Such polynomials are introduced in this thesis
for the first time, and they can be seen as an original generalization of Semaev’s summation
polynomials of elliptic curves. Generalized summation polynomials allow to find relations
between points on the elliptic curve. Thanks to their geometric property, they can have
relevant applications to cryptography.

Keywords. Cryptography, elliptic curves, twisted Edwards curves, optimal represen-
tations for group elements, compression and decompression, Semaev’s summation poly-
nomials, generalized summation polynomials, efficient scalar product, discrete logarithm
problem, index calculus.



Resumé

En 1999, Frey a proposé, pour la premiere fois, les sous-groupes de trace nulle des courbes
elliptiques pour les applications a la cryptographie: il les a désignés comme une alternative
valide, dans ce secteur, aux groupes classiques des points des courbes elliptiques. Con-
sidérons une courbe elliptique £ définie sur un corps fini F,, avec I’addition standard entre
ses points. Etant donnée une extension de corps F; C Fy» de degré n premier et impair,
le sous groupe de trace nulle de la courbe elliptique E, de degré n, est un sous-groupe du
groupe des points de F avec coordonnées dans Fyn.

En 2007, les courbes d’Edwards ont été introduites par Edwards, et elles ont été pro-
posées pour les applications cryptographiques par Bernstein et Lange. Aprés, elles ont été
généralisées aux courbes d’Edwards tordues. Les courbes d’Edwards tordues peuvent étre
considérées comme des courbes elliptiques speciales, éctrites sous une nouvelle forme. Elles
ont des advantages cryptographiques sur les courbes elliptiques dans la forme usuelle de
Weierstrass. Les sous-groupes de trace nulle des courbes d’Edwards tordues sont definies
de la méme maniere que les sous-groupes de trace nulle des courbes elliptiques.

Dans cette these, nous étudions les sous-groupes de trace nulle des courbes elliptiques
et des courbes d’Edwards tordues, du point de vue de leur application potentielle a la
cryptographie. En particulier, nous nous concentrons sur trois aspects distincts pour les
sous-groupes de trace nulle: 'utilisation de représentations optimales des éléments du
groupe, la construction d’algorithmes pour le produit scalaire, et I’étude de possibles at-
taques cryptographiques basés sur le probleme du logarithme discret. Tous ces aspects
sont tres importants pour lefficacité et la sécurité d’'un cryptosystéme construit sur le
groupe considéré.

A propos de représentations optimales de groupes, nous proposons deux représentations
optimales pour les sous-groupes de trace nulle des courbes d’Edwards tordues. Nous don-
nons des algorithmes efficaces pour 1'utilisasion de nos représentations, et nous faisons des
comparaisons avec les représentations analogues pour les sous-groupes de trace nulle des
curbes elliptiques.

En ce qui concerne l'arithmétique efficace dans les sous-groupes de trace nulle, notre
contribution consiste en un algorithme pour effectuer le produit scalaire dans les sous-
groupes de trace nulle de degré trois. Cet algorithme suit une approche originale et il
utilise des coordonnées optimales pour représenter les éléments du groupe.

Enfin, nous nous concentrons sur la sécurité des sous-groupes de trace nulle contre les
attaques cryptographiques. Nous présentons une nouvelle variante de I'algorithme d’index
calculus pour le probleme du logarithme discret dans ces sous-groupes. Nous comparons
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la complexité de la résolution des systemes polynomiaux obtenus avec notre méthode a
celle de la résolution des systemes construits avec I'unique autre spécialisation d’index cal-
culus aux sous-groupes de trace nulle. Nous montrons que nos systemes sont plus faciles
a résoudre, dans les cas de sous-groupes de trace nulle de degré petit, qui sont les cas
importantes pour les applications cryptographiques.

Dans I’algorithme pour le produit scalaire dans les sous-groupes de trace nulle de degré
trois, et dans notre nouvelle méthode d’index calculus, nous utilisons les polynémes de
sommation généralisés de courbes elliptiques. Ces polyndémes sont présentés dans cette
these pour la premiere fois, et ils peuvent étre vus comme une généralisation originale des
polynémes de sommation de courbes elliptiques de Semaev. Les polynémes de sommation
généralisés permettent de trouver des relations entre points sur la courbe elliptique. Grace
a leur propriété géométrique, ils peuvent avoir des applications pertinentes en cryptogra-
phie.

Mots clés. Cryptographie, courbes elliptiques, courbes d’Edwards tordues, représentations
optimales de groupes, compression et décompression, polynémes de sommation de Semaev,
polynomes de sommation généralisés, produit scalaire efficace, probleme du logarithme
discret, index calculus.
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Introduction

In this thesis we study trace-zero subgroups of elliptic and twisted Edwards curves, from
the point of view of their potential application to cryptography. In fact, such groups can
be a valid alternative to the standard use of elliptic curves in this area.

Cryptography is the study of techniques that guarantee secret communication between

parties. Nowadays, it is of crucial importance for all computer security, from safe elec-
tronic commerce to trusted web authentication via a password.
In the basic cryptographic scenario, two people need to communicate, without being un-
derstood by malicious third parties. Hence, they encrypt and decrypt their messages with
the use of secret keys. Messages and keys are, in important real cryptosystems, elements
of a cyclic group G of prime order. This group has to ensure efficient and safe communi-
cation at the same time. From the point of view of efficiency, it is necessary to know fast
algorithms to perform the arithmetic in G. Moreover, we need to represent group elements
with the least possible number of bits, in order to save storage space. From the point of
view of security, we need that the Discrete Logarithm Problem (DLP) in the group G is
difficult to solve.

Among the groups that satisfy the efficiency and security conditions mentioned above,
the groups of points of elliptic curves play an important role. Such groups are nowadays
widely used in cryptographic applications. They are the first example of how algebraic
geometry can be applied to cryptography.

Nevertheless, it is possible to go beyond this first example, as Frey suggested in [43].
In his paper, Frey proposed to get a deeper insight in the geometric world, in order to
find valid alternatives to standard elliptic groups for the cryptographic setting. This was
the first time that trace-zero subgroups of elliptic curves were proposed for applications
to cryptography.

Let E be an elliptic curve defined over a prime field F,, the so-called base field of E.
We denote by @ the standard point addition on E, whose neutral element O is the point at
infinity of the curve. For each field extension F, C L, we denote by (E(L), ®) the abelian
group of L-rational points of E, which consists of all affine points of F with coordinates
in L and the point at infinity. Moreover, we denote by ¢ the Frobenius endomorphism of
the curve F, that raises each coordinate of a point of E to the ¢g-th power.

For n an odd prime and the degree n field extension F, C Fyn, we define the trace-zero
subgroup T,, C E(Fgn) as the group of points P € E(Fn) such that the sum of the n
Frobenius conjugates of P is zero:

T, ={P€EFu): POp(P)®---® " }(P)=0]}.

It turns out that trace-zero subgroups satisfy the security and efficiency conditions
to set up a safe cryptosystem. Regarding security, it can be shown that the security of
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degree three trace-zero subgroups against DLP attacks is comparable to the security of
groups of base field-rational points of elliptic curves, of the same size. These latter groups
achieve the optimal security against such kind of attacks. This means that the best known
algorithm to solve the DLP in them is the Pollard’s rho method, which works in any group
independently of its specific structure. On the other hand, in trace-zero subgroups 7,, one
can apply the index calculus algorithm for abelian varieties proposed by Gaudry in [46].
The complexity of this algorithm is the same as Pollard’s rho complexity for n = 3.
Therefore, the degree 3 trace-zero subgroup achieves the optimal security against DLP
attacks. For n > 5, Gaudry’s strategy lowers in theory the complexity of solving the DLP.
However, the method requires solving huge polynomial systems, and this task is often
infeasible in practice, even for small n.

Again from the point of view of security, it can be shown that solving a DLP in E(Fg»)
is the same as solving a DLP in E(F,) and a DLP in 7;,. Hence, the increase in the security
level from the group E(F,) to the group E(Fg») is the same as the increase from E(F,)
to the subgroup 7;,. This means that, instead of working in the whole group E(Fgn), we
can restrict ourselves to the subgroup 7,,, without loosing security. This is an advantage
if we use an optimal representation for trace-zero elements.

In this case, to use an optimal representation for group elements means to associate to
each element of the group the shortest possible tuple of coordinates of IF,. Each coordinate
of F; can be easily translated in a bit-string via its binary representation. Therefore, points
of the group will be treated in a computer as bit-strings of the shortest possible length.
As a consequence, they will be stored in the minimal space. It can be shown that the
cardinality of E(Fgn) is about ¢", while the cardinality of T, is about ¢"~!. Therefore,
elements of the whole group E(F,») are optimally represented via n coordinates of IF,. On
the other hand, only n—1 coordinates of I, are required to optimally represent elements of
the trace-zero subgroup. Hence, using an optimal representation for trace-zero elements,
one can enjoy the benefit of optimal data storage for the level of security. In fact, various
optimal representations are known for trace-zero subgroups of elliptic curves: see for
example [62] for n = 3, [75] for n = 5, [27] and [69] for n = 3,5, [47],[49].

Optimal representations for trace-zero elements can only be a practical advantage in
the cryptographic setting if they are integrated with efficient algorithms to perform the
arithmetic of the group. In this way, the benefit of saving storage space goes together with
the efficiency of the computation in the group. One possible approach to this issue is to
recover trace-zero elements from their optimal representations, then perform the efficient
standard arithmetic in E(F,») and, in the end, compute the optimal representation of the
result. This method requires fast algorithms for compression and decompression: com-
pression is the process of computing the optimal representation of a point, decompression
is the inverse procedure. In fact, all previously cited works about optimal representations
of trace-zero elements give efficient compression and decompression algorithms. It follows
that the combination of optimal data storage for security level and efficient arithmetic
is made effective in the cryptographic scenario. Moreover, in the trace-zero subgroup,
we can exploit the properties of the Frobenius endomorphism of the elliptic curve in this
subgroup, in order to speed up the computation of the standard scalar multiplication of
points: see [6, Section 15.3], [4], [55], [62], [75]. We remark that, for important cryp-
tographic applications like the Diffie-Hellman key exchange, scalar multiplication is the
primary operation to be taken into account. Using the mentioned technique based on the
Frobenius endomorphism, one has that scalar multiplication in 7T,, is faster than in the
whole group E(Fgn). Furthermore, it has been empirically verified that, thanks to the
Frobenius strategy, scalar multiplication in T3 and T3 is faster than the same operation
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in classical groups of base field-rational points of elliptic curves, of the same size (see [5]).
We conclude that trace-zero subgroups provide a suitable combination of all security and
efficiency aspects that are required for cryptographic applications, and that they can be
a real, valid alternative to the standard use of elliptic curves.

Twisted Edwards curves are a quite recent development in cryptography. Edwards
curves were first introduced by Edwards in 2007 ([34]). Right afterwards, they were
proposed for cryptographic applications by Bernstein and Lange ([13]). They were then
generalized to twisted Edwards curves ([12]). It can be shown that each twisted Edwards
curve can be turned into an elliptic curve, by performing a rational change of variables.
Therefore, we can see twisted Edwards curves as special elliptic curves, written in a new
form. It follows that one can define addition of points of a twisted Edwards curve. More-
over, groups of points of twisted Edwards curves can be used in cryptography in the same
way as groups of points of elliptic curves. Furthermore, groups of points of twisted Ed-
wards curves have some security and efficiency advantages over the standard groups of
points of elliptic curves. In fact, it can be shown that their arithmetic is faster (see [13],
[14], [II][12], [19]), and that they are safer against certain types of cryptographic attacks
(see [13], [12]).

Trace-zero subgroups of twisted Edwards curves are defined in the same way as trace-
zero subgroups of elliptic curves. They have all the good cryptographic properties of
trace-zero subgroups of elliptic curves mentioned before.

The thesis is organized as follows. Chapter 1 contains preliminary definitions and
results, that are useful to understand the further work. In Chapter 2, we propose two
optimal representations for trace-zero subgroups of twisted Edwards curves, with efficient
compression and decompression algorithms. In Chapter 3, we introduce generalized sum-
mation polynomials, which will be used in the subsequent chapters. In Chapter 4, we give
a new algorithm to perform scalar multiplication in the degree three trace-zero subgroup.
Finally, Chapter 5 deals with a specialization of the index calculus algorithm proposed by
Gaudry in [46] to trace-zero subgroups.

Chapter 1 is divided into five sections. Section 1.1 is a brief introduction to cryptog-
raphy. It allows to understand how the work presented in the thesis can be of practical
interest in this sector. In Section 1.2, we give basic notions about affine and projective
curves. This notions will be used throughout the thesis to deal with the objects that we
study, and to prove our results. In Section 1.3, we introduce elliptic curves and twisted
Edwards curves, underlying their role in cryptography. Section 1.4 contains a detailed
presentation of the main objects of the thesis, that are trace-zero subgroups of elliptic and
twisted Edwards curves. In this survey, we point out and explain the main aspects that
make trace-zero subgroups remarkable from the cryptographic point of view. In Section
1.5, we speak about the discrete logarithm problem in groups, whose hardness is funda-
mental for the security of cryptosystems. We focus on the strategy of index calculus for
the solution of the DLP, and on the version of this algorithm proposed by Gaudry in [46],
which can be applied to trace-zero subgroups.

In Chapter 2, we propose two optimal representations for trace-zero subgroups of
twisted Edwards curves, giving efficient compression and decompression algorithms for
both of them. The motivation of this study is the importance to combine the benefit of
optimal data storage with an efficient performance of the arithmetic of the group. More-
over, as we pointed out before, twisted Edwards curves have been recently introduced in



xxii

cryptography, and they have some advantages over standard elliptic curves. Furthermore,
all the previously cited works, about optimal representations for trace-zero subgroups, take
trace-zero subgroups of elliptic curves. Therefore, to the extent of our knowledge, these
are the first optimal representations to be proposed for trace-zero subgroups of twisted
Edwards curves. Our representations, with annexed algorithms, are non-straightforward
adaptations of the representations proposed in [47] and [49] for trace-zero subgroups of
elliptic curves.

In Chapter 3, we introduce generalized summation polynomials of elliptic curves, and
give a recursive algorithm to construct them. These polynomials allow to find relations be-
tween points of the curve. They can be seen as a generalization of summation polynomials
of elliptic curves, introduced by Semaev in [67]. Thanks to their geometric property, gen-
eralized summation polynomials can have relevant applications to cryptography. In fact,
we use them in both Chapter 4 and Chapter 5. Chapter 4 contains a constructive crypto-
graphic application of generalized summation polynomials to cryptography, that provides
an efficient algorithm to perform scalar multiplication in the degree three trace-zero sub-
group. On the other hand, Chapter 5 describes a destructive cryptographic application
of these polynomials, to the study of a new index calculus strategy for DLP attacks in
trace-zero subgroups.

In Chapter 4, we give an algorithm to perform scalar multiplication in the degree three

trace-zero subgroup of an elliptic curve, using the optimal coordinates proposed in [49]
to represent the elements of the group. The motivation of this work is again to integrate
the use of an optimal representation for trace-zero elements with efficient performances of
the arithmetic in the group. We pointed out that a possible approach to this task is to
decompress the trace-zero point that we want to multiply, to perform the standard scalar
multiplication of points on elliptic curves, and then to compress the obtained result. On
the other hand, the algorithm that we propose in this chapter follows the alternative ap-
proach. Namely, it performs scalar multiplication in the degree three trace-zero subgroup,
using directly the optimal coordinates of the given representation, without decompression
and compression of points. To the extent of our knowledge, it is the first algorithm that
performs the scalar product in the trace-zero subgroup with the direct approach in optimal
coordinates.
Furthermore, our algorithm adapts the technique that makes use of the Frobenius endo-
morphism of the elliptic curve, to speed up the standard scalar multiplication of points
of the trace-zero subgroup. Therefore, we maintain the advantages of this strategy, even
performing the operation directly in the optimal coordinates.

In Chapter 5, we propose a new variant of index calculus for trace-zero subgroups of
elliptic curves. Our algorithm is a specialization, to trace-zero subgroups, of the index
calculus algorithm proposed by Gaudry in [46]. To the extent of our knowledge, the
only other specialization of this algorithm to trace-zero subgroups is given in [48]. As
we mentioned before, the bottleneck of Gaudry’s strategy is that one has to deal with
huge polynomial systems, and the computation of their solutions is often not feasible in
practice. Therefore, the goal of our work was to construct new polynomial systems, in
alternative to those proposed in [48], that are easier to solve in the case of small n, that
is the important case for cryptographic applications. We succeed in our aim, and prove
that the complexity of solving our polynomial systems is in most cases lower than the
complexity of solving the systems of [48], in the cryptographic relevant cases of n = 3,5, 7.
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In the Appendix, we list the explicit formulas and equations that we found, using
some of the procedures and algorithms given in the thesis. We used these formulas and
equations to make computations, examples and practical experiments.

We performed explicit computations and implemented algorithms with Magma ([22],
[23]), version V2.22-1 of the software, running on a single 3 GHz core.

Articles

The new results in this thesis are contained in the following articles.

1. G. Bianco, E. Gorla, Compression for trace zero points on twisted Edwards curves,
Journal of Mathematical Cryptology 10, no. 1 (2016), 15-34.

2. G. Bianco, E. Gorla, Scalar multiplication in compressed coordinates in the trace-zero
subgroup, submitted (2017), available at https://arxiv.org/abs/1709.04178.

3. G. Bianco, E. Gorla, Index calculus in trace-zero subgroups and generalized summa-
tion polynomials, preprint (2017).

The results of Chapter 2 are contained in[I} The results of Chapter 3 and 5 are contained
in |3} The results of Chapter 4 are contained in
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Chapter 1

Preliminaries

1.1 Introduction to cryptography

WhatsApp Messenger is one of the most popular smartphone application for text messages
and phone calls. It enables the client to use his phone number as well as the internet to send
text messages and make voice and video calls for free. It was created in 2009 by J. Koum.
Since February 2016, it has more than one billion users. In 2012, the WhatsApp company
started introducing encryption in its systems, to ensure secure communication between
the users. The encryption process of all WhatsApp structures was officially completed in
April 2016.

WhatsApp is a bright example of the massive presence of cryptography in our everyday
life. This is the reason why we choose it to start our little excursus on this topic. We now
give a general idea of how WhatsApp encryption works. We exploit such a real scenario
to collect and recall fundamental definitions, problems and tools of modern cryptography.
These notions establish the basis and the motivations of the thesis.

General informations about WhatsApp can be found at https://www.whatsapp.com
and https://en.wikipedia.org/wiki/WhatsApp. As regards the technical aspects of What-
sApp encryption, we refer to [74], [57], [58], [2I]. Moreover, the interested reader can
consult [72] for a basic, ample overview of modern cryptography.

Suppose that the WhatsApp users Alice and Bob want to send messages to each other
via WhatsApp. In order to do this, they have to start an encrypted messaging session.
During the session, they have a common secret key to encrypt and decrypt their texts, so
that a third malicious party cannot have informations about their private conversation.
This is an example of symmetric encryption. In fact, Alice and Bob share the same key
both to encrypt and decrypt their messages, and nobody but them knows their common
secret key. The symmetric encryption protocol used by WhatsApp is AES-256 (see [72],
Chapter 3.6]). Symmetric encryption raises the issue of exchanging the secret key among
the two parties that want to communicate to each other. To exchange the common secret
key at the beginning of the session, Alice and Bob use a key agreement protocol called
Extended Triple Diffie-Hellman, or X3DH (see [57]). The protocol is based on the Diffie-
Hellman key exchange. Diffie-Hellman key exchange was proposed by Diffie and Hellman
in 1976 (see [32]). It is one of the most important tool of public-key (or asymmetric)
cryptography. In contrast with the symmetric setting, public-key cryptography does not
require the use of common secret keys. We explain below how Diffie-Hellman key exchange
works, after giving some useful notation.

Notation 1. Let N € Z-g. Let (G,+) be a cyclic group of order N and let P be a
generator of G. We write G = (P). For each integer k£ and Q € G, we write kQ =

1
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Q+Q+ - +Q

k times

Definition 2. [Diffie-Hellman key exchange|] Let N € Z~q, and let (G,+) = (P) be a
cyclic group of order N. Suppose that the generator P is a public information. Moreover,
suppose that Alice has a secret key 1 < a < N — 1, and that Bob has a secret key
1 <b < N —1. Notice that Alice does not know b and Bob does not know a. To share the
same secret key K € GG, Alice and Bob perform Diffie-Hellman key exchange, that consists
of the following steps :

1. Alice computes P4 = aP and sends it to Bob.
2. Bob computes Pp = bP and sends it to Alice.
3. Alice computes K = (ab)P = aPp.

4. Bob computes K = (ab)P = bPj4.

Once performed the X3DH version of Diffie-Hellman key exchange, Alice and Bob can
start their WhatsApp messaging session. They use the computed common key for encryp-
tion and decryption. The cryptosystem adopted by WhatsApp is a hybrid cryptosystem.
It combines the public-key powerful strategy of the Diffie-Hellman key exchange with the
efficiency of symmetric encryption. An alternative to this strategy is to perform public-key
encryption. In this latter case, both Alice and Bob have a pair of keys, as in the Diffie-
Hellman key exchange: a private key (only the owner knows it) and a public key. Alice
uses Bob’s public key to encrypt her messages for Bob, Bob uses his private key to decrypt
them, and vice versa. Examples of public-key cryptosystems that are used nowadays are
the RSA cryptosystem and the ElGamal cryptosystem. The scheme below sums up the
different settings of cryptography we deal with.

Scheme 1.

Cryptography. Ensures secure communication between parties.

e Symmetric setting. The parties need a common secret key.

— Symmetric encryption. Alice and Bob use a common secret key both to encrypt and decrypt
messages.

e Public-key or asymmetric setting. The parties do not need a common secret key.

— Public key (or asymmetric) encryption. Alice uses Bob’s public key to encrypt messages, Bob
uses his private key to decrypt them, and vice versa.

— Diffie-Hellman key exchange.

e Hybrid setting. Combines symmetric and public-key tools.

1.1.1 Security and efficiency issues to set up a good cryptosystem

In the setting of a cryptosystem, two fundamental issues have to be taken into account:
the security and the efficiency of all procedures. As we saw in Definition [2| the Diffie-
Hellman key exchange performs operations in a cyclic group G. Hence, this group has to
be chosen in such a way to satisfy both the security and the efficiency conditions.

To analyze these two aspects, we will deal with the complexity of algorithms in the
group G. The complexity of an algorithm in the group G is the number of operations in G
that the algorithm has to perform in order to return the output, in terms of the bit-length
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of the input. We follow the definitions and notations of [6] Section 1.2], to speak about
complexity. We use the big-O notation and the small-o notation of [6, Definition 1.4], as
well as the big-2 notation of [50), Section 2.21]. Moreover, we write

Ly(a,c) = exp ((c+ o(1))(log N)*(loglog N)1 =), (1.1)

with 0 < a < 1and ¢ > 0, as in [0, Definition 1.7]. From , we say that an algorithm in
G has polynomial (resp. exponential, resp. subexponential) complexity if it has complexity
Ly(a,c) with « =0 (resp. a =1, resp. a < 1). Notice that, according to this definition,
an algorithm has polynomial (resp. exponential) complexity if it has logarithmic (resp.
polynomial) complexity in the group order N. This is equivalent to saying that the
algorithm has polynomial (resp. exponential) complexity in the bit-length logy(N) of the
group elements in input.

Security of a cryptosystem

Let us first focus on the aspect of security. We take as example the hybrid cryptosystem
of WhatsApp. Obviously, the secrecy of communication is violated if a third party can
somehow recover the key K. Since the communication channel during Diffie-Hellman key
exchange is not supposed to be secure, an opposer (say Eve) can access the informations
P4 and Pg, as well as the public information P. Hence, if Eve is able to compute K given
P, P4 and Pg, the cryptosystem is broken. The problem of computing K given P, Py
and Pp is the so-called Computational Diffie-Hellman problem.

Definition 3 (Computational Diffie-Hellman problem). Let N € Z+, (G,+) = (P) a
cyclic group of order N, P4, Pp € (P) such that P4 = aP, Pg = bP, with0 < a,b < N—1.
Solving the Computational Diffie-Hellman problem with respect to P, P4 and Pp means
finding the element K = (ab)P, given P, P4 and Pg.

Notice that, if Eve is able to compute a from P4 and b from Ppg, then she is able to
solve the Computational Diffie-Hellman problem with respect to P, P4 and Pg.

Definition 4 (Discrete Logarithm problem). Let N € Z~o, (G,+) = (P) a cyclic group
of order N, @ € G. Solving the Discrete Logarithm Problem (DLP) with respect to P
and () means finding the unique 0 < ¢ < N — 1 such that @@ = ¢P. The integer /¢ is called
the discrete logarithm of @ with respect to the base P, and it is denoted by ¢ = logp (Q).

The solution of the Discrete Logarithm problem with respect to P and P4, and with
respect to P and Pp, implies the solution of the Computational Diffie-Hellman problem
with respect to P, P4 and Ppg.

The hardness of the Discrete Logarithm problem in a group G is of crucial importance
for the security of a cryptosystem based on G. Namely, if the DLP in G is computationally
difficult to solve, then G could be a good candidate to set a secure cryptosystem. Notice
that this condition is necessary for security, but not sufficient. The computational difficulty
of a problem corresponds to the estimated time to solve the problem, with the most efficient
known algorithms and the most powerful available computers. We give an overview on
the techniques for solving the DLP in Section 1.5. In the mentioned section, we deal with
the complexity of such techniques in the different groups that are used in cryptography.
We will especially focus on the strategy of index calculus.

Example 5. In the cyclic group (Zy,+), one can easily solve the Discrete Logarithm
problem with the extended euclidean algorithm. Hence, such group is not suitable for
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secure encryption. For example, take Z1g = (7), and 4 € Zjp. One has that ged(10,7) = 1.
With the extended euclidean algorithm, we compute 1 = (—2)-10+3-7, from which 7-3 =1
mod 10. Then we compute ¢ = log; (4) = 2, multiplying by 3 the relation /-7 = 4 mod 10.

Remark 6. Each cyclic group G = (P) of order N is isomorphic to Zy, via the isomor-
phism ® : G — Zy, P — 1. So, for Q = {P € G, we can solve the DLP with respect
to P and @ if and only if one we can compute ®(Q) = ¢. Therefore, we know that the
isomorphism @ exists, but the explicit computation of it is in general a difficult task.

Efficiency of a cryptosystem

The issue of efficiency for the group G consists of three main aspects. First, we need a
fast way to compute the order N of the group. Moreover, high performance algorithms
for the arithmetic calculation in the group are required. Finally, it is of great importance
to use an optimal, manageable representation for the group elements.

Fast algorithms for the order of the group. One has to know the order N of G
for the security of the cryptosystem. In fact, security depends on the size of N as well as
on its prime decomposition. If N is too small, it is easy to solve the DLP for @) = ¢P in
G, by simply trying all integers 0 < k£ < N — 1 till we find the correct one. This kind of
attack is called brute-force attack. Hence, if N is not big enough, the group G is not a safe
group for cryptography. Moreover, one can apply the so-called Pohlig-Hellman method,
and reduce the computation of a DLP in G to the computations of DLP’s in the subgroups
of G of prime order. Therefore, if N is the product of small primes, G cannot be used to
set a secure cryptosystem. Thanks to the same method, one can always take cyclic groups
of prime order for cryptographic applications. So it is necessary to know if IV is prime, or
if there is a large prime p that divides N. In this latter case, we restrict to the subgroup
of G of order p to build the cryptosystem.

Fast arithmetic in the group. We will see in the sequel how to perform efficient
arithmetic in some groups that are used in cryptography. More precisely, we will speak
about efficient arithmetic in groups of points of elliptic and twisted Edwards curves, and
trace-zero subgroups of elliptic and twisted Edwards curves. For practical applications as
the Diffie-Hellman key exchange, one is especially interested in fast performance of scalar
multiplication. Hence, in the following, we will mainly focus on this operation.

Optimal representations for group elements. The elements of a group G are repre-
sented in a computer as tuples of bits. In order to optimize the space storage, these tuples
need to be as short as possible. Moreover, one needs efficient and fast compression and
decompression algorithms for the group elements. The process of compression allows to
pass from a group element to the corresponding bit-string. Decompression is the inverse
procedure. From this intuitive explanation, it follows that an optimal representation for
the group G can be given via an injective map R : G — Fg. The group G and Fg has
to be about of the same size, that is, ¢ is about log, |G|. Moreover, images R(g) and
preimages R~ (z) (for g € G, x € F%) should be easy to compute. Indeed, for practical
applications, the injectivity condition can be relaxed. Namely, we allow the identification
of a small amount of elements of G. This means that the number of elements that one can
identify is negligible compared to the size of the group. We allow also some exceptions,
that is, a small number of bit-strings for which the preimage under R could be larger.
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We give below the rigorous definition of optimal representation that we follow in the se-
quel, together with some remarks and examples. We refer basically to [49, Definition 2.6,
Definition 2.7].

Definition 7 (Optimal representation for a family of groups). Let G be a finite group
and ¢ € Z~o. A representation of GG of size £ is a map

R:G — 5.

Let G be a family of finite groups. An optimal representation for the family G is a family
R = (R¢)geg of representations

Ra: G — 7 x 7k

with the following properties. We have that g = [log, |G]|] for all G € G. Moreover,
there exist constants c,d,e € Z>q for which the following facts hold. For all G € G, we
have that kg < e. Furthermore, there exists a set Sg C ZgG X ZSG with |Sg| < ¢ and
IR (x)| < d for all z € (Z¢ x Z59) \ Sq.

For each G € G, we say that R is an optimal representation for Gz, or for the elements
of G. In addition, for all G € G, g € G and = € Im(Rg), we call compression and
decompression the process of computing R¢(g) and Ral (x) respectively.

We point out that the previous definition does not require the group structure on G.
One can define in the same way representations for sets and optimal representations for
families of sets. We restricted the definition to groups since groups are the objects we work
with. Moreover, notice that if G = {G}, an optimal representation for G is given by each
representation of G of size {¢ + k, with k € Z>o. Hence, the previous definition makes
sense if we take families of groups, for which the order grows if we increase some specific
parameters. In this case, the constants ¢, d, e will be independent of these parameters. So
we can fix the parameters in such a way that the constants are negligible compared to the
size of the chosen group. Finally, observe that, given an optimal representation R for G,
one identifies, up to few exceptions, at most d elements of G, for each G € G. Hence, it is
enough to add [log, d] bits to each representation map, in order to recover injectivity and
represent the group elements without any ambiguity. The number of bits that we add is
negligible compared to the size of the representation.

Example 8. We take the family of groups (Z,)n>2. We take its family of representations
R = (Rp)n>2, defined as follows. For each n > 2, and for each class T € Z,, R,(T) €

Zgogz "l is the binary representation of x. For example, for n = 8, we have

Rg : Zg —>Z§,

with Rg(0) = (0,0,0), RS(l)iz (0,0,1), R (2) ( ,1,0), R (3) = (0,1,1), Rs(4) =
(1,0,0), Rg(5) = (1,0,1), Rg(6) = (1,1,0), Rs(7) = (1,1,1). Then R is an optimal repre-
sentation for the family (Z,),>2, with ¢ = e = 0 and d = 1. Notice that all representations
of the family are injective.

Example 9. Take the family of finite fields (F,) g=p™, P prime, mezs;- For this family,

we can take the following optimal representation R = (Ry)q=pm. If ¢ = p is a prime,
we take the representation R, as in Example If ¢ = p™,m € Z~1, we choose a basis
{a1,--- ,am} of Fy over F),. So we can write each « € F, as @ = z1a1 + -+ - + pay, for
some x; € Zy. We take the representation R, such that R,(z) = (Rp(z1),- -, Rp(@m)).
Then R is an optimal representation for the family (IFq)q—pm.
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Take G a family of groups with |G| € O(¢™) for G € G. It follows from the previous
example that an optimal representation for the family G can be given via a family of maps
of the form

Re: G — F" x 759, (1.2)
such that there exist constants c,d, e as in Definition [7] In fact, let R, be as in Example
and let idZ;;G be the identity map of ZSG. Hence, the family ((Rf* x idZ;;G) o Ra)aeg

is an optimal representation for G as in Definition [7l In the sequel of the thesis, we give
optimal representations in the form (|1.2)).

Remark 10. It is common in cryptographic applications to use optimal representations
that are not defined in the neutral element of the group (see [49, Remark 2.8]). We
introduce some of them in the sequel. In fact, the neutral element of G is a special
element, that in practice is never used as a cryptographic key. Hence one can disregard it
in the representation of the elements of the group.

Suitable groups for cryptography

Among the groups that satisfy the necessary conditions for secure and efficient encryption,
we record the following families:

e The cyclic multiplicative groups Zj, \ {0}, where p is a prime number.

e The cyclic multiplicative groups F, \ {0}, where ¢ is a prime power and F, is the
finite field with ¢ elements.

e The groups of points of elliptic curves, or of twisted Edwards curves.

e The trace-zero subgroups of elliptic curves, or of twisted Edwards curves.

WhatsApp uses the group of base field-rational points of the elliptic curve Curve25519 in
its X3DH key exchange protocol. Such curve has been proposed for Diffie-Hellman key
exchange schemes in 2005, by D. Bernstein (see [10]). It is considered to be a safe curve,
in which point addition and scalar multiplication are particularly fast. We give a survey
on elliptic curves and twisted Edwards curves in Section 1.3. We recall the basic notions
about affine and projective curves in Section 1.2. Trace-zero subgroups of elliptic and
twisted Edwards curves are the main object of this thesis. We introduce them in Section
1.4.

The scheme below sums up the necessary requirements to set up a good cryptosystem,
that we discussed during this subsection.

Scheme 2.

Necessary requirements for groups in cryptography.

Security.
e DLP (Section 1.5). The DLP in the group has to be hard to solve.

Efficiency.
e Fast algorithms to compute the order of the group.
e Efficient and fast addition and scalar multiplication.

e Optimal representations for group elements, with fast compression and decompression algorithms.

Examples of suitable groups.
e Groups of points of elliptic and of twisted Edwards curves (Section 1.3).

e Trace-zero subgroups of elliptic and twisted Edwards curves (Section 1.4).
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1.2 Affine and projective curves

In this section, we review basic notions of algebraic geometry, about affine and projective
curves. These concepts will be used throughout the thesis, as we deal with elliptic curves
and twisted Edwards curves. We integrate the theoretic results with examples that use
such curves. The exposition refers mostly to [6, Chapter 4] , [44], [73] and [7].

Curves in the affine plane. Let K be a field, and denote with K its algebraic closure.

The affine plane over K is

A2(K) =K.

We write A? for A%(K) if there is no ambiguity about the field.
An affine plane curve defined over K is a subset

Co ={(z,y) € A? : f(z,y) =0} C A%,

where f(z,y) is a polynomial of K[z, y]. Throughout our work, we always deal with affine
curves that are plane. Hence, we will write affine curve instead of affine plane curve. If the
degree of f is deg(f) = 1, then the affine curve is called affine line. We use the notation

Co: f(z,y) =0

to denote the affine curve associated to the polynomial f (z,y). Moreover, for any field
extension K C L C K, we define the set of LL-rational points of the curve C, as follows:

Ca(L) = {(z,y) € L? : f(z,y) = 0}.
Hence Cy (L) is the set of all points of C, with coordinates in L.

Example 11. Let K be a field of characteristic different from 2. We take Fd the affine
curve defined over K by the polynomial —1 + 322 + y? — 2%y? € K[z, y], and we write

Ed: -1+ 322 +y? —2%y® = 0.
Curves in the projective plane. Let ~ be the equivalence relation over i \{(0,0,0)}
defined as follows:
x ~ y iff there exists A € K\ {0} such that y = A\z.
The projective plane over K is the quotient
P*(K) = K\ {(0,0,0)}/ ~.

We write P? for P2(K), when there is no ambiguity about the field. We denote an element
of P? with [z,y, 2] € P2. The points [z,y,0] € P? are called points at infinity.
A projective plane curve defined over K is a subset

C ={[zx,y,2] € P*: F(z,y,2) = 0} C P?

where F'(x,y, z) is a homogeneous polynomial of K|z, y, z]. Notice that C' is well- defined
since F' is homogeneous. In the sequel, we will always deal with projective curves that
are plane. Hence, we will write projective curve, instead of projective plane curve. If the
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degree of F' is deg(F) = 1, then the projective curve is called projective line. As in the
affine case, we use the notation

C:F(x,y,z)=0.

The points at infinity [z,y,0] € C are called points at infinity of C. Moreover, for any
field extension K C . C K, the set

CL) ={[z,y,2) € C: 3t €{x,y,z} such that t # 0 and z/t,y/t,z/t € L}

is the set of L-rational points of C.

Relation between the affine and the projective case. The affine and the projective
plane over K are strictly related. In fact, P? can be seen as A? together with the projective
line z = 0 of points at infinity. More precisely, there is a natural one-to-one correspondence:

O, :U, ={[z,y,2] € P?: 2 +# 0} — A2, [z,y,2] = (z/z,y/2).

The inverse of @, is defined by ®.'(x,y) = [z, y, 1] for each (x,y) € A% Similarly, we
define U,, U, and the corresponding maps ®;, ®,,.

Using the bijection ®,, we relate affine and projective curves. We call the projective
closure of C,, and denote it with C,, the projective curve

Ca=071(Ca) U{lz,y,0] € P* ¢ f*(x,y,2) = 0} = {[z,y,2] € P* : f*(z,y,2) =0},

where f"(z,v,2) is the homogenization of f(z,) with respect to the last variable z.
Vice versa, we associate to the projective curve C' its affine dehomogenization with
respect to the variable z:

Cr =3, (C\{[z,y,2] €C: 2=0}) = {(z,y) € A® : F(z,y,1) = 0}.

Similarly, we define the affine dehomogenization of C with respect to the variable x or
with respect to the variable y. We denote them with C7 and Cy respectively. Notice that

(Co): = O, and (C%) = C. Moreover, for any field extension K C L C KK, we have that

cw= |J etcrwy.

te{z,y,2}

This means that the set of L-rational points of C' can be identified with the union of the
sets of L-rational points of its affine dehomogenizations.

Example 12. Let Ed be the affine curve of Example The projective closure of Ed is
Ed: f'(z,y,2) = —2* + 32222 +y?2%2 — 2%y%. The points at infinity of Ed are Q; = [1,0,0]
and Qg = [0,1,0]. In general, a projective curve of the form ax?z? + y?2? = 24 + da?y?,
with a,d € K\ {0} and a # d, is called twisted Edwards curve. Hence Ed is a twisted
Edwards curve with parameters a = 3, d = 1. We will speak about twisted Edwards
curves in the next section.

Absolutely irreducible curves. An affine curve Cg : f(z,y) = 0 is said to be ab-
solutely irreducible if f(z,y) is irreducible over K[z,y]. Similarly, a projective curve
C : F(x,y,z) = 0 is said to be absolutely irreducible if F'(z,y,z) is irreducible over
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K[x,y, z]. Notice that the affine curve C, is absolutely irreducible if and only if its pro-
jective closure C, is absolutely irreducible. Similarly, the projective curve C' is absolutely
irreducible if and only if its affine dehomogenization C7 is absolutely irreducible.

Any affine curve C, : f(x,y) = 0 defined over K is the union of absolutely irreducible
affine curves defined over K. More precisely, let f =[], fi be the factorization of f(z,y)
into irreducible factors of K[z,y]. Then C, = U; Cai, where Cqo; @ fi(x,y) = 0 is the
absolutely irreducible curve associated to the polynomial f; € K[z,y|, for all i. Notice
that, in general, C,; is not defined over K. The analogous result holds for projective
curves.

Absolutely irreducible curves whose defining polynomial is of degree 2 (resp. of degree
3, 4) are called conics (resp. cubics, quartics).

Example 13. Each affine or projective line defined over K is absolutely irreducible.

The affine curve xy = 0 defined over K is the union of the two affine lines z = 0 and
y = 0. Notice that these two lines are still defined over K.

Let K = R. The projective curve z? + 22 = 0 is not absolutely irreducible, since its
defining polynomial 2 4 22 splits into the two irreducible factors z +iz, x —iz € C[z, y, z].
Hence, the curve 22+ 22 = 0 is the union of the two lines  +iz = 0 and  — iz = 0. These
lines are not defined over R, but they are defined over C.

One can show that the affine curve Ed of Example as well as its projective closure
Ed of Example are absolutely irreducible. In general, any twisted Edwards curve, as
defined in Example is absolutely irreducible.

1.2.1 Rational functions and rational maps

From now on, we take absolutely irreducible affine and projective curves. We recall the no-
tions of rational functions and rational maps of affine and projective absolutely irreducible
curves. We explain the connection between the affine objects and the corresponding no-
tions in the projective plane.

Regular and rational functions of an absolutely irreducible affine curve. Take
an absolutely irreducible affine curve Cy, : f(z,y) = 0 defined over K, and a field extension
K C L C K. The quotient ring

L[Ca] = Lz, y]/(f)

is called the L-coordinate ring of Cy. An element h(z,y) € L[C,] is called L-regular
function of the curve C, and it can be identified with its evaluation function on points of
Cy:

h:Cy — K, P+ h(P).

For h € L[C,], we denote Uy, = {P € C, : h(P) # 0}. Since f is absolutely irreducible,
the ring L[C,] is a domain. So one can take the field of fractions of L[C}], that is denoted
by L(Cy). The elements of L(C,) are called L-rational functions of C,. We can identify
rational functions with equivalence classes of evaluation functions of the form

¢ :Up— K, P (g/h)(P),

where g, h € L[C,], h # 0 in L[C,], and 1 = g1/h1, p2 = g2/ho are equivalent if and only
if o1 = @2 on Uy, N Up,. We define the domain of r € L(C,) as

Dom(r) = {P € C, : there exists Uy, > P, p; € r}.
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For each P € Dom(r), one can take the evaluation of r at P, namely r(P) = ¢;(P) =
(g9i/hi)(P). So we can identify each rational function r with its evaluation map:

r: Dom(r) — K, P+ r(P).

Given ¢ = g/h a representative of the rational function r, we will write r = g/h € L(C,).
When we use this notation, we keep in mind that g/h is only one representative of r.
Hence Uy, can be smaller than Dom(r).

Example 14. Let Ed be the affine curve of Example Let r = g1/h1 = 2%/(1 — %) €
K(Ed), with Uy, = Ed \ {(0,£1)}. We have that r = 22/(1 — y?) = g2/ha = 1/(3 — 9?),
and Up, = Ed. Hence Dom(r) = Ed.

Rational functions of an absolutely irreducible projective curve. Let C be an
absolutely irreducible projective curve C' : F(z,y, z) = 0 defined over K. As for the affine
case, one can take the quotient L[z, y, z]/(F) and its field of fractions Q. Nevertheless,
in the projective case, we restrict our attention to a proper subfield of (J;, . Namely, we
define the field of L-rational functions of C' as

L(C)={r=F/Ge QL : F,G € L|z,y, z] homogeneous of the same degree }.

Notice that we write r = F/G € QL to say that F//G is a representative of r, as in the
affine case. We have that L(C) is isomorphic to the field of affine L-rational functions
L(C%), via the map L(C) > r(x,y, z) — r(z,y,1) € L(C?).

Example 15. Let Ed be the affine curve of Example The affine K-rational function
2?/(1 —y*) = 1/(3 — y*) € K(Ed) corresponds to the projective K-rational function
22 /(2% — y?) = 2%/(322 — y?) € K(Ed), via the isomorphism mentioned above.

We obtain similar isomorphisms if we take the dehomogenization of C' with respect to
x and with respect to y.

Rational maps. Let C; and C5 be two affine absolutely irreducible curves defined over
K. We define an affine L-rational map r from C; to C5, and we denote it by

T Cl -=> 02,

a pair of L-rational functions of C1, r1,72 € L(C1), such that, for P € Dom(r1) NDom(r2),
one has that (r1(P),r2(P)) € Cz. The domain of the rational map r is Dom(r) =
Dom(r;) N Dom(rg), and r is identified with its evaluation function

r: Dom(r) — Cy, P+ (r1(P),r2(P)).

A L-rational map is called L-regular if the two defining L-rational functions are L-regular
functions.

Example 16. Let K be a field of characteristic different from 2,3. Take the following
absolutely irreducible affine curves defined over K: Ed : —1 + 322 + y? — 22y?> = 0,
Em:2y? — 23 — 42 —2 =0, Bw:y?> — 2% + (13/12)x — (23/54) = 0. The map

r1: Em --» Ed,

ri(z,y) = (x/y, (2—1)/(z+1)) = ((2y(z+1)/(2y*+2*+da+1), (2y°—2* —dx—1) /(2y*+2* +4a+1)),
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is a K-rational map from Em to Fd. It can be shown that its domain is
Dom(ry) = Em \ {(—1,£1), (x,0) € Em with = # 0}.

The map A
rz: Em — Bw, ray(2,y) = (1/2)(= + 5), (1/2)y)

is a K-regular map from Em to Fw.

A projective L-rational map r : C; --+» Cy between two absolutely irreducible projec-
tive curves C7 and C is an equivalence class of maps of the form

T2 UL,D > [xaya Z] = [Fl(xayvz)aFQ(xaya z),Fg(a:,y,z)] € CQ?

where U, C C1, C1 \ U, consists of a finite number of points, Fi, Fy, F3 € L{z,y, 2| are
homogeneous of the same degree, and ¢ = [F1, Fy, F3], ¢ = [G1, G2, G3] are equivalent if
F;G; = F;G; modulo the equation of the curve Cy, for all 7,5 € {1,2,3}. The domain of r
is the union of all U,. If the domain is the whole curve C1, then r is called L-regular map.
As we did with rational functions, one can establish a correspondence between affine and
projective rational maps, via (de)homogenization of the involved polynomials.

Example 17. Let Ed, Em, Fw be the projective closures of the affine curves of Exam-

ple The map -
71 : Em --» Ed,

r(2,y 2] = [a(a+2), yla—2), y(e+2)] = 2y(a+2), 2% —2” —daz— 2, 2 +2° 4 dwz 427,

is the projective K-rational map from Em to Ed which corresponds to the affine K-
rational map r1. Notice that 71([-1, —1,1]) = 71([-1,1,1]) = [0, 1, 0] = Q. Moreover, for
[2,0,1] € Em, with = # 0, we have 71([z,0,1]) = [1,0,0] = Q;. Hence Dom(r7) = Em
and the map 77 is K-regular. The map

ﬁ/:m——+ W,

1 ([2,y, 2] = [2(z +y), 2(2 + ), 2(2 = )] = [2(2 + y)(z = ), 2(32° = ), 2(2 — y)?]

is a projective K-rational map from Ed to Em. The domain of 77’ is Dom(77’) = Ed \
{1, Q2}. Notice that the maps 71 and 77’ are inverse to each other. Finally, take the map

72 : Em — Bw, 73([z,y,2]) = [3z + 4z, 3y, 62].
This map is the projective K-regular map which corresponds to 5.

Projective rational functions and maps are defined in such a way to correspond to
the affine concepts on dehomogenizations of the given projective curve. In fact, rational
functions and maps are used to study the local behavior of a curve. Given a point P of
a projective curve C, this point belongs to C' N U, for some t € {x,y,z}. Hence one can
restrict to the affine dehomogenization C} to study the local behavior of the curve at the
point P.

An affine (resp. projective) L-rational map r : C; --» Cy is called L-birational if there
is an affine (resp. projective) L-rational map ' : Cy --+ Cy such that r o7’/ = id¢, and
" or =idg,. If both maps r and ' are L-regular, r is said to be an isomorphism over
L. Two affine (resp. projective) curves defined over K are called birationally equivalent
(resp. isomorphic) over L if there is an affine (resp. projective) L-birational map (resp.
an isomorphism over L) between them.
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Example 18. The two curves Em and Ed of Example 17| are birationally equivalent over
K, via the K-birational map 77. The birational inverse of 77 is 77’.

The two curves Em, Ew of Example [L7] are isomorphic over K, via the isomorphism
75. The inverse of 73 is given by 75 1([z,y, 2]) = [6x — 4z, 6y, 32], for each [z,vy,2] € Fy.

Notice that an affine or projective L-rational map r : Cy --+» Cy defines the field
homomorphism

r*:L(Cy) — L(C1), a = aor.

One can show ([44, Proposition 12, Chapter 6]) that C; and Cy are birationally equivalent
over L if and only if the homomorphism r* is a field isomorphism.

1.2.2 Local rings and singular points

We focus on local properties of a curve. These properties are related to single points of the
curve. For a given point of a projective curve, one can restrict to the dehomogenization
of the curve that contains the point. Hence, we now take an absolutely irreducible affine
curve C': f(x,y) = 0 defined over K. Let P be a point of C. The local ring

Op(C) ={r e K(C) : P € Dom(r)}

is called the local ring of C' at P. We denote by Mp(C) the maximal ideal of Op(C).
One has that

Mp(C) = {r € Op(C) : +(P) = 0}.

Let 7 € K(C), P € C. We say that r has a pole in P if r ¢ Op(C). This is equivalent to
saying that P ¢ Dom(r). We say that r has a zero in P if r € Mp(C). This is equivalent
to saying that P € Dom(r) and r(P) = 0.

Example 19. Let Ed be the affine curve of Example [11] The rational function r(z,y) =
(1 —vy)/(1+y) has a zero in (0,1) and a pole in (0, —1).

Example 20. Let C : f(z,y) = 0 be an absolutely irreducible affine curve defined over
K. Let C1 : fi(z,y) = 0 be an affine curve defined over K (Cj is not necessarily absolutely
irreducible). We can view the polynomial f; associated to C; as a K-rational function
of C: fi(z,y) € K(C). Then f; € K(C) has no poles, while its zeroes are the points of
intersection between C' and Cj.

Singular and nonsingular points. We say that the point P € C is a nonsingular
point of C if Op(C) is a discrete valuation ring. The ring Op(C) is a discrete valuation
ring if and only if its maximal ideal Mp(C) is a principal ideal. If this is the case, we
have the order function

ordp : K(C) — Z U {oo}

of the discrete valuation ring Op(C). The order function ordp is defined as follows. Let ¢
be a generator of the principal ideal Mp(C), and r € K(C). If r = 0, then ordp(r) = co.
If r € Op(C), then ordp(r) = m is such that r = t"u for some u € Op(C) \ Mp(C). If
r & Op(C), then ordp(r) = —ordp(1/7).

If Op(C) is not a discrete valuation ring, P is called a singular point of C'. If all points
of C are nonsingular, then C' is called a nonsingular curve.
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Let us analyze the case in which P = (0,0). One always reduces to this case by
performing a linear change of coordinates. For P = (0,0), we have that Mp(C) = (z,y).
Moreover, the polynomial f(x,y) is of the form

f(mvy) - fl(xvy) + fi+1($7y) + - 'fd<$7y)7

where f; is a homogeneous polynomial of degree j for 0 < i < j < d, f; # 0 and d is the
degree of f. We say that P is a point of multiplicity 3.

We have that P is nonsingular, that is Mp(C) is a discrete valuation ring, if and only if
P has multiplicity ¢ = 1. Let us prove that, if i = 1, then Mp(C) is a discrete valuation
ring. If ¢ = 1, then fi(x,y) = az + by, with a # 0 or b # 0. Suppose a # 0 (the
case b # 0 is analogous). We can write f(z,y) = z(a + §(z,y)) + y(b + h(y)) for some
g, h € Klz,y]. Let H(y) = b+ h(y), G(z,y) = a + §(x,y). Since a # 0, we have that
G(P) # 0 and the rational function H(y)/G(x,y) belongs to Op(C). Then we obtain
the equality x = —y(H(y)/G(z,y)) in Op(C), which implies Mp(C) = (y). So Op(C) is
a discrete valuation ring. Moreover, we have that all linear polynomials in K[z,y] (that
is, all polynomials that defines lines over K), except the polynomials defining the line
fi(z,y) = 0, are generators for Mp(C). The line fi(x,y) = 0 is called the tangent line to
C at the point P.

When P is singular, its multiplicity is ¢ > 1. Then a singular point can be seen as a point
in which the tangent to the curve is not uniquely determined. In fact, all lines defined by
the linear polynomials of the factorization of f; in K[z,y| are tangents to C at this point.

Example 21. Let Ed be the affine curve of Example Take P = (0,1) € Ed. We
perform the linear change of coordinates that maps the point P to the origin, namely
L(z,y) = (X,Y) = (z,y — 1). We obtain the curve f1(X,Y) + .-+ f4(X,Y) = =2Y +
(2X2%2 +Y?) +2X2Y — X2Y? = 0. Then the multiplicity of P is 1 and P is a nonsingular
point of C.

Moreover, the tangent to Ed at P is Y = 0, that is ¢t : y — 1 = 0 in the original system
of coordinates. In the same way, we conclude that the point (0,—1) € Ed is nonsingular,
and that the tangent to Ed at (0,—1) isy+ 1 =0.

Since both (0,1) and (0, —1) are nonsingular, the two order functions ord(g ;) and ord _;
are defined. Take r(z,y) = (1 —y)/(1 +y) € K(Ed) the rational function of Example
We have that ord(g 1y(r) = 2 and ord _1)(r) = —2.

Let us now study Ed at the point €1 = [1,0,0] € U,. In order to do this, we study
the singularity of the point (0,0) in the dehomogenization (Ed)% : F(1,y,2) = (32% —
y?) +y?2% — 24 = 0. We have that € is a singular point of Ed of multiplicity 2, and
the two tangents to Ed at Q; are 3z —y = 0, V32 4+ y = 0 (with v/3 € K). With the
same procedure we obtain that € is a singular point of multiplicity 2 of Ed, and the two
tangents to Ed at Qp are x — 2 =0 and = + z = 0.

Example 22 (Intersection multiplicity). Let P be a nonsingular point of C. Hence the
order function ordp : K(C) — ZU{oo} is defined. Let Cy : fi(x,y) = 0 be an affine curve
defined over K (C} is not necessarily absolutely irreducible). We have seen in Example
that the K-rational function f; € K(C) has no poles. So ordp(f;) > 0. Moreover, we
saw in the mentioned example that the zeroes of f; € K(C) are the points of intersection
between C' and Cy. Then P € C' Ny if and only if ordp(f;) > 0, and ordp(f1) can be
seen as the number of times C' and C) intersect at the point P. In fact, ordp(fi) is called
the intersection multiplicity of C' and C7 at the point P.

Example 23. Let Ed be the affine curve of Example We saw in Example [21] that
P = (0,1) is a nonsingular point of Ed. Take the affine curve Cy : fi(z,y) =1 —y+2? =
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0. Then the intersection multiplicity of C' and C7 at P, as defined on Example is
ordp(f1) = 4. In fact, if we translate P into the orlgm O = (0,0), we obtain the curves
C: —2y+2x +y2 4222y —22y? = 0and C, : fi = y—x? = 0. We have that Mo (C) = (z)
and f; = z*u, with u invertible element of Op(C). Hence ordp(f1) = ordp(f1) = 4.

1.2.3 Divisors and genus

We deal with divisors of an absolutely irreducible, nonsingular projective curve X defined
over a field K. For an absolutely irreducible projective curve C defined over K, which has
some singular points, we take divisors on a nonsingular model X of C. A nonsingular
model X of C' is a nonsingular projective curve defined over K, birationally equivalent to
C over K. One can show ([44, Theorem 3, Chapter 7]) that this model always exists, and
it is unique up to isomorphism. Such model is not always plane. Nevertheless, it is plane
for twisted Edwards curves, that is the case of interest for this thesis.

Example 24. Let Ed be the twisted Edwards curve of Example We saw in Example
that the two points at infinity €; and € are singular points of Ed. Moreover, we saw
in Example [18| that the curve Em is birationally equivalent to Ed over K. Hence Em is
the nonsingular model of Ed. So, divisors on Ed are, by definition, divisors on Em.

Divisors of a nonsingular projective curve. Let X be an absolutely irreducible,
nonsingular projective curve defined over K. A divisor on X is a formal sum

D=> npP,

where np # 0 only for a finite number of points of X. The degree of D is deg (D) =
Y pex np- The set of divisors Div(X) is an abelian group with the formal sum. The
subset of divisors of degree zero, denoted by Div’(X), is a subgroup of Div(X). For a
rational function r € K(X), we define the divisor of r as

div(r Z ordp(r
PeX

One can show that div(r) € Div®(X), that is, r has only a finite number of zeroes that is
equal to its number of poles ([44, Problem 4.17 and Proposition 1, Chapter 8]). A divisor
D € Div?(X) is called a principal divisor if there exists r € K(X) such that D = div(r).
The subset of principal divisors, denoted by Princ(X), is a subgroup of Div'(X). We
define the degree zero Picard group of the curve X as the quotient group

Pic’(X) = Div’(X)/Princ(X).

Notice that, for each field isomorphism ¢ : K — K such that ok = idg, and each divisor
D =3 pcxnpP € Div(X), there is a natural way to apply o to D. Namely, one defines

= Z npo(P) € Div(X),

where o(P) = O'([:Ep,yp,ZpD = [ (xp),o(yp),o(zp)] for all P € X. This definition
projects on the quotient Pic®(X). Hence, for [D] € Pic’(X), we define o([D]) = [J(D)].
Then, for each field extension K C L. C K, we define the following subgroup of Pic’(X):

Pic’(X)(L) = {[D] € Pic’(X) : o([D]) = [D] for all o such that o = idp}. (1.3)
We call Pic?(X)(IL) C Pic’(X) the group of L-rational divisor classes of X.
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Example 25. Let Em be the nonsingular projective curve of Example We have that
Dy = [~1,-1,1]+[~1,1,1]-2[0,0,1], Dy = [~1,—1,1]+[~1,1,1] —2[0, 1,0] € Div'(Em).
Moreover, div(z/z) = 2[0,1,0] — 2[0,0, 1]. Hence [D;] = [D3] € Pic’(Em). We have also
that div((z + 2)/2) = [-1,-1,1] + [-1,1,1] — 2[0,1,0] = D3. Then [D;] = [D2] = 0 in
Pic®(Em).

Example 26 (Divisors of a singular projective curve). We clarify the concept of divisors
of a singular projective curve. We take the curve Ed of Example By definition and by
Example 24 we have that

Div(Ed) = Div(Em).

Let ® = 7 : Em — Ed be the birational map as in Example To each divisor
D = Y pcgmnpP, one can associate the formal sum ®(D) of points of Ed, namely
®(D) =Y pegm np®(P). Notice that ® is not injective, more precisely [®~1(P)| =1 for
all P € Ed\ {Q1,92}, and [®71(Q)|=|®!(Q2)| = 2. Hence there are different divisors
that have the same image under ®. Take now r € K(Ed): we define

div(r) = div(r o @).

As we did before, we can take the image ®(div(r)) of div(r), to obtain a formal sum of
points on the singular curve Ed.

For example, let r = (y — 2)/(y + 2) € K(Ed). We have that div(r) = div(r o ®
div(z/z) = 2[0,1,0] — 2[0,0,1]. Moreover, we have ®(div(r)) = ®(2[0,1,0] — 2[0,0,1]) =
2[0,1,1] — 2[0, —1, 1.

Genus of a projective curve. From the concept of divisors, one defines an important
birational invariant for absolutely irreducible projective curves, namely the genus of the
curve. We define the genus of an absolutely irreducible, nonsingular projective curve X
defined over K, as well as of an absolutely irreducible projective curve C defined over
K, whose birational model is X. For a divisor D = ) p .y npP € Div(X), we take the
K-vector space

L(D)={r e K(X) : ordp(r) > —np}.

We denote by ¢(D) the dimension of £(D). One can show that ¢(D) is finite ([44, Propo-
sition 3, Chapter 8]). In addition, this dimension is related with the degree of the divisor.
More precisely, Riemann’s theorem (44, Section 8.3]) states that there exists a natural
number g such that, for all D € Div(X), one has that

/(D) >deg(D)+1—g. (1.4)
We define the genus of X to be the minimum among these naturals.
Example 27 (Elliptic curves). Take a projective curve of the form
E:y*z = F(x,2), (1.5)

such that F'(x,1) € Kz| has degree 3 and no multiple roots. One can prove that this
curve is absolutely irreducible and nonsingular. Moreover, it has only one point at infinity,
namely the K-rational point P, = [0, 1,0].

We compute the genus g of E. It follows from Riemann’s theorem ([44, Corollary 3,
Section 8.3]), that

(D) =deg (D) + 1 — g, if the degree of D is sufficiently large. (1.6)
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This means that the inequality of Riemann’s theorem becomes an equality for divisors
of large degree. Hence, to compute the genus of E, we search for a divisor of large degree,
for which we are able to compute the dimension of its L-space. We take the divisor
E,, = 3mPy for m € Z-q, of degree deg (E,,) = 3m. One can show that r € L(E,,) if
and only if it is of the form r = G /2™, where G € K[x,y, 2] is a homogeneous polynomial
of degree m. Denote V;, (resp. V;,_3) the K-vector space of the homogeneous polynomials
of K[z, y, 2] of degree m (resp. m — 3). For m large enough, we can define the short exact
sequence

0—Vin—s 5 Vip 2 L(Ey) — 0, p1(H) = HF, p9(G) = G/2™.
From this exact sequence, we compute

UEp) = dimgVy — dimgVin—3 = (m + 1)(m +2)/2 — (m — 1)(m — 2)/2 = 3m =
deg (Ep,) +1— 1.

So, by and the previous equality, we have that the genus of F is 1.

If we take an absolutely irreducible, nonsingular projective curve defined over K, with
at least one K-rational point, one can show that also the vice versa holds true. More
precisely, an absolutely irreducible, nonsingular projective curve of genus 1 defined over
K, with at least one K-rational point, is isomorphic to a cubic plane curve defined over K
([6, Section 4.4.2.a]). Furthermore, if the characteristic of K is different from 2, then the
curve has the form (L.5), up to isomorphism (6, Section 4.4.2.a]). Absolutely irreducible,
nonsingular projective curves of genus 1 defined over K, with at least one K-rational point,
are called elliptic curves defined over K. They are one of the main objects of this thesis.
We speak in detail about them in the next section.

The genus of X allows to define a normal form for the elements of the Picard group
Pic’(X). This form is of particular interest for genus g = 1, that is, in the case of elliptic
curves (see the previous example). In fact, in this case, such normal form establishes a
natural one-to-one correspondence between divisor classes and points of the curve. Ex-
ploiting this bijection, an addition law between points can be derived. We conclude this
section by describing the mentioned one-to-one correspondence.

Take E an absolutely irreducible, nonsingular projective curve of genus g = 1 defined
over K, with at least one K-rational point. By definition, E is an elliptic curve defined
over K. We have the following result (|73, Theorem 11.2]).

Theorem 28. Each divisor class [D] € Pic®(E) has a representative of the form [D] =
[P — Py), for some P € E.

We show such result for the case in which the characteristic of K is different from 2, and
for [D] = [P, — P, with Py, P, # Ps. In Example[27, we recall that, if char(K) # 2, then
E is a cubic of the form . To prove the thesis for [D] = [P} — P»], with Py, Py # Py, we
have to prove that there exists P3 € F such that [P, — P3] = [P3 — Pxo]. This is equivalent
to saying that there is a rational function r € K(E) such that div(r) = P + Ps, — P2 — Ps.
Write P, = [xl,yl,zl], Py = [{L‘Q,yg,Zg], with 21,29 # 0. Let pl = [xl,—yl,zl], pQ =
[x2, —y2,22] € E be the symmetric points of P; and P, respectively, with respect to the
z-axis. Let ¢ : £(x,y,z) = 0 be the line through P, and P;. Since F has the form
(1.5) (see Example , its defining polynomial has degree 3 and ¢ intersects F in a third
point, say P3 = [x3,y3, z3]. Let P3 = [x3,—ys3,23]. Let vy : va(x,2) = x — x22 = 0,
v3 : v3(x,2) = x — x3z = 0 be the vertical lines through P, and P;. We compute
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the divisors div({(z,y, z)/z) = P+ Py + P; — 3P, div(va(z,2)/2) = P2 + Py, — 2P,
div(vs(x, z)/z) = P3 + Py — 2P4,. Therefore, the rational function

r=((l(z,y,2)/2) - (2/v2(, 2)) - (2/v3(z,2)))
is such that
div(r) = (PL+ Py + Py —3Ps) — (Po+ Py — 2Ps) — (Ps + Py — 2Ps) = P+ Pog — Py — P,

as required. With analogous procedures one can show the thesis of Theorem in the
general case.
It follows from Theorem [28| that we can define the bijection

®: Pic(E) — E, [P — Px] — P, (1.7)

between divisor classes and points of the curve. As a consequence, the set of points of
F is endowed with the structure of an abelian group, with the addition law derived from
Pic’(E):

PL®Py=®@ Y(P)+d Y(P)), for P,P; € E.

Moreover, notice that, for each field extension K C L C K, we have
Pic’(E)(L) = {[D] = [P — Px] € Pic’(E) : o(P) = P for all o such that oy, = id} =
= {[D] = [P — Px] € Pic°(E) : P € E(L)},

by Definition and Theorem It follows that the map ® establishes a one-to-
one correspondence between Pic’(E)(LL) and E(L). Therefore, the set E(LL) of L-rational
points of E is an abelian group endowed with the addition law derived from Pic®(E)(L)
via the map ®. Moreover, for each double field extension K C L; C Ly C K, we have
that E(L;) is a subgroup of E(Ly). Such point addition turns out to be very efficient to
compute. This is one of the aspects that make elliptic curves interesting for applications
in cryptography. We recall this addition law, together with its geometric construction, in
the next section.

1.3 Elliptic and twisted Edwards curves in cryptography

Among the groups that are suitable for cryptographic applications, the groups of points
of elliptic curves and twisted Edwards curves play an important role. Elliptic curves were
first proposed for cryptographic applications in 1985 (see [59]). Nowadays, they are used in
numerous real cryptosystems. We introduce them in Subsection 1.3.1. Twisted Edwards
curves have been proposed for cryptography in 2007. We speak about them in Subsection
1.3.2. In this subsection, we point out the security and efficiency advantages of twisted
Edwards curves over the classical elliptic curves. Semaev’s summation polynomials are
a special family of polynomials associated to an elliptic curve or to a twisted Edwards
curve. They allow to find relations between points on the given curve. Therefore, they
have a big potential in cryptographic applications, both from the constructive point of view
(efficiency improvements) and from the destructive one (DLP attacks). We introduce such
polynomials in Subsection 1.3.3.
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1.3.1 Elliptic curves

Elliptic curves in short Weierstrass form were first proposed for the construction of DLP-
based cryptosystems by Miller in 1985 (see [59]), and independently by Koblitz in 1987
(see [52]). Until then, the groups that were mainly used in DLP cryptography were the
multiplicative cyclic groups Z, \ {0}, where p is a prime number. The advantage of elliptic
curve cryptography over this setting is that keys of shorter bit-length are required, in order
to reach the same level of security.

Definition 29 (Elliptic curve). Let K be a field. An elliptic curve defined over K is
an absolutely irreducible, nonsingular projective curve of genus g = 1, with at least one
K-rational point.

By Theorem the map of Section 2 gives a one-to-one correspondence between
the divisor classes of the Picard group of an elliptic curve and the points of the curve.
Therefore, a group law on the points of the curve is defined from the group law on the
Picard group of the curve, via the just mentioned one-to-one correspondence. In Example
we recall that elliptic curves are cubic curves. More precisely, each elliptic curve defined
over K is isomorphic to a cubic plane curve defined over K. The defining cubic polynomial
of the elliptic curve can have a special form, such as the short Weierstrass form or the
Montgomery form. Such special forms make the group operation between the points of
the curve particularly easy. It turns out that efficient and fast formulas can be used to
compute addition between points of elliptic curves. Moreover, this group operation has a
simple geometric interpretation. Namely, addition between two points of the elliptic curve
is defined by the intersection between the curve and a specific line.

Definition 30 (Elliptic curve in short Weierstrass form and in Montgomery form). An
elliptic curve defined over the field K is in short Weierstrass form if it is of the form :

Ew :y?z = 2® + Azz? + B23, with A, B € K such that 443 + 27B% #£ 0.
An elliptic curve defined over K is in Montgomery form if it is of the form :
Ey : By?z = 2% + Ax?z + 2%, with A € K\ {£2}, B K\ {0}.

We have seen in Example that, if the characteristic of K is different from 2, then
an elliptic curve defined over K has the form , up to isomorphism. Moreover, if the
characteristic of K is not 2,3, then each elliptic curve is isomorphic over K to an elliptic
curve in short Weierstrass form (see [6l Section 4.4.2.a]). On the other hand, not every
elliptic curve is isomorphic, over K, to an elliptic curve in Montgomery form. Anyway,
such isomorphism always exists over the algebraic closure K of the field of definition K.
Notice that we saw a special case of the following proposition in Example [16|and Example
of Section 1.2.

Proposition 31. (63 Proposition 1]) Let K be a field of characteristic different from 2, 3.

o Let Eyy: By?z = 2% + Ax?z + 222 be an elliptic curve in Montgomery form defined
over K. Then Ejy; is isomorphic over K to the elliptic curve in short Weierstrass

e 2, — 23 2 3 _ 3-A% ; _ 2A3-9A . ; ;
form Eyw :y“z = x° +axz®+bz°, where a = 555, b = =5=55=, via the isomorphism

¢: Ey — Ew, [2,y,2] = [v + (A/3)z,y, Bz].
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o Let By : y?> = a® 4+ ax + b be an elliptic curve in short Weierstrass form defined
over K. Suppose that the polynomial x>+ ax +b has a root o € K, and suppose that
(302 + a) is a quadratic residue in K. Let s € K be a square root of (3% + a)~*.
Then Ew is isomorphic over K to the elliptic curve in Montgomery form Eu; :
By? = 23 + Ax® + x, where A = 3as, B = s, via the isomorphism

¢ : EW — EM; [:1773/72] s [8(‘7: - OéZ),Sy,Z].

Elliptic curves in Montgomery form were introduced by Montgomery in 1987, in [61].
Elliptic curves of this form provide very efficient scalar multiplication (see [61]).

Point addition on elliptic curves. From now on, we take a field K of characteristic
different from 2, 3. Let E be an elliptic curve defined over K, written in short Weierstrass
form or in Montgomery form. We denote the point at infinity of E by Ps = [0,1,0]. For
each field extension K C L C K, let E(IL) be the set of L-rational points of E. We have
that this set is an abelian group, endowed with the addition between points which derives
from the operation law on the Picard group of the curve. We denote such operation of
point addition by @. Moreover, we denote the corresponding group structure on E(L)
with (E(L), ®). We recall the geometric interpretation of the addition between two points
P and Q € E(L). Take the line through P and Q. Notice that, if P = @, the line is the
tangent to the elliptic curve at the point P. Such line intersects the elliptic curve in a
third point. The symmetric of this point with respect to the z-axis is the addition point
P @ Q. The neutral element of point addition is the point at infinity P.. For each point
P, the additive inverse —P of P is the symmetric of P with respect to the z-axis.

Ps
P
%
P © P

Figure 1. Geometric construction for addition between two points of an elliptic curve.

Elliptic curves for cryptography

We analyze elliptic curves from the cryptographic point of view. For groups of points of
elliptic curves, we focus on the security and efficiency aspects introduced in Section 1.1.
This discussion points out the crucial importance of these groups in cryptography.

For cryptographic applications, we take elliptic curves F defined over finite fields F,.
Throughout our work, we make the assumption that the characteristic of F, is different
from 2, 3. We make this choice for ease of exposition and computation. Anyway, most
of the given results can be applied, with some modification, also to the case in which
char(F,) = 2,3. Given the elliptic curve E defined over F,, we take the group E(F,) of
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base field-rational points of E. We will see in Section 1.5 that, if ¢ is a prime number,
the group E(IF;) provides the optimal security level against DLP attacks. This means
that, when q is a prime, the best known DLP attack in E(F,) is the generic Pollard’s rho
method: we refer to Section 1.5.1 for more details on the concept of optimal DLP security.
Moreover, we choose groups E(F,) such that they are cyclic of prime order, or such that
there is a large prime that divides the order of the group. The reason why we take cyclic
subgroups of large prime order is that, as we mentioned in Section 1.1, we can always
reduce a DLP in a cyclic group G to DLP’s in the subgroups of G of prime order, thanks
to the Pohlig-Hellman strategy.

Let us sum up the setting. For cryptographic applications, we take groups E(F,), where
q is a prime number. Moreover, we choose E(F,) such that it is cyclic of prime order. An
alternative is to choose a subgroup of E(F,) of large prime order p. When we say that p
is a large prime, we mean that p € O(|E(F,)|). By the Hasse-Weil theorem ([73, Theorem
4.10]), one has that |E(F,)| € O(q). Hence our groups have order O(g). In such groups,
the best known DLP attack is the Pollard’s rho method. The complexity of the method
is O(q%) (the square root of the order of the group).

Security of elliptic curve cryptography. We mentioned before that the advantage of
using elliptic curves in DLP cryptography, rather than cyclic groups of the type Z, \ {0},
is that keys of shorter bit-length are needed to obtain the same level of security. In the
document [9], the National Institute of Technology (NIST, USA) recommends parameters
for Z, \ {0} and E(F,), in order to perform secure Diffie-Hellman key exchange. The
prescribed bit-length for p is 2048, while the recommended bit-length for ¢ is only 224. In
November 1997, the cryptography agency Certicom published a list of challenges to solve
DLP’s on given elliptic curves defined over prime fields F, (the Certicom ECC Challenge,
see [26]). The prime q is of bit-length 109, 131, 163, 191, 239, 259. The challenge for bit-
length 109 has been solved in 7 years. The one for bit-length 131 has not been solved yet,
but it is supposed to be feasible. The challenges for the other bit-lengths are supposed
to be infeasible. The estimated time to solve them is 2.3 - 10, 4.8 - 10'°, 1.4 - 10?7,
3.7 - 10% machine days for bit-length 163, 191, 239, 259 respectively. We refer to the
website https://safecurves.cr.yp.to/, developed by D. Bernstein and T. Lange, for a list
of elliptic curves that are considered safe for cryptographic applications. Notice that the
security of such curves does not only regards the hardness of solving the DLP. We refer to
the introduction of the website https://safecurves.cr.yp.to/ for a discussion on the topic.

Efficiency of elliptic curve cryptography. We point out that there are fast algo-
rithms to compute the order of E(F,). By the Hasse-Weil theorem (|73, Theorem 4.10]),
such computation reduces to the computation of the characteristic polynomial of the
Frobenius endomorphism of E. We recall that the Frobenius endomorphism ¢ of E is
the endomorphism

2 E— E7 [xaya Z] = [xq7yq7zq]' (18)

The characteristic polynomial of ¢ is the polynomial

Xo(7) = 2% — ax + q € Z[7], (1.9)

where @ is the unique integer k such that ¢? — k¢ 4+ ¢ = 0. The Hasse-Weil theorem states
that

|[E(Fy)|=¢+1—a.
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Hence, computing the order of E(F,) reduces to computing the coefficient a of x,. This
coefficient can be efficiently computed, with the so-called Schoof’s algorithm (|73, Section
4.5)).

Concerning the performance of group operations in E(F,), we already mentioned that
efficient and fast formulas are known. We refer to [6 Chapter 13] for a detailed and
complete survey on efficient arithmetic over elliptic curves. We refer also to the ex-
plicit formulas database for elliptic curves developed by D. Bernstein and T. Lange, at
http://hyperelliptic.org/EFD.

We now focus on the aspect of optimal representations for elements of E(F;). We
refer to Definition [7] of Section 1.1 and to the subsequent notations and observations. The
family of groups we are interested in is G; = (E(Fy))q e. By the Hasse-Weil theorem, we
have |E(F,)| € O(q). A well known optimal representation for G is R1 = (Ri,q,E)q,E>
with

Rige: EFy) \{Px} — Fy, [2,y,1] — . (1.10)

For Ry, we have ¢ = e = 0 and ]Rl_éE(xﬂ < 2 =d, for all x € F; and for each group
E(F,). Notice that R is not defined in the neutral element of the group, as we alerted
in Remark This representation is defined over the affine points of E(F,). Namely, one
represents an affine Fy-rational point P = [z, yo, 1] of E via its z-coordinate zp. Then,
one uses the short Weierstrass affine equation of E, that is y? = 1‘8 + Axy + B, to recover
the y-coordinate of P up to sign. Hence, as we pointed out in Section 1.1, it is enough
to add one extra bit to the representation in order to recover the point P without any
ambiguity. More precisely, we establish a convention to distinguish a priori between the
two square roots v/t and —v/t of a quadratic residue t € F,. Then, we take the injective
maps:

: — 2
R g E(Fg) \ {Po} — Fy x Fa, [0, 90, 1] > { Eig(l); gﬂy}grmf

We point out that, for the optimal representation Rq, compression and decompression of
group elements are efficient in practice. The process of compression Ry 4 g([z,y,1]) = =
is costless. The process of decompression requires the computation of a square root in F,.
Thanks to the fast compression and decompression algorithms, such optimal representation
is widely used in cryptographic applications.

The use of the optimal representation R raises the issue of its efficient integration with
the fast arithmetic of the group. We widely treat this aspect in Section 1.4, for the case
of trace-zero subgroups. Notice that the operation of addition between P and @ € E(F,)
is not defined if we use the optimal coordinates of Ri. Denote by xp the z-coordinate
of a point P € E(F,). Given zp and zq, it is not possible to compute Ry 4 (P ® Q) =
rpepq- In fact, we cannot distinguish between zpgqg and zpg_q). Nevertheless, scalar
multiplication is still defined in the optimal coordinates of Rq. Given k € Z and zp,
one can compute Ry 4 p(kP) = zpp. In order to do it, one can decompress Ry 4 g (P)
to recover P up to sign, then perform scalar multiplication kP (or k(—P)) in E(F,),
finally perform compression R1 4 g(kP) = Ri,4,r(k(—P)) = zxp. An alternative approach
is computing scalar multiplication directly in the optimal coordinates of Ri. In such a
way, decompression and compression of points are not required. This is the approach
of the so-called Montgomery’s ladder algorithm for z-only scalar multiplication (see [6,
Section 13.2.3.d]). The method turns out to be the best strategy to perform z-only scalar
multiplication in E(FF,;) (see [64]). We draw inspiration from this technique to construct
our scalar multiplication algorithm for trace-zero elements, that we explain in Chapter 4.
We now briefly describe a basic version of Montgomery’s ladder algorithm for xz-only scalar
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multiplication. In the sequel, we will be able to get the interesting analogies between this
method and our original technique.

Montgomery’s ladder algorithm for z-only scalar multiplication is based on efficient for-
mulas to compute zpgq given xp, rg and zpg_g). These formulas were first proposed by
Montgomery in [61] for elliptic curves in Montgomery form. The algorithm uses a doubling
formula D(zp) to compute zop given zp, and an addition formula A(zp,zq, fEP@(_Q)) to
compute zpgq given xp,rqg and Tpg—_q). It performs as follows.

Algorithm 1 (Montgomery’s ladder algorithm for z-only scalar multiplication).

Input : zp, for P € E(F,), and k € Z
Output: xip

1: k<« Zf;(l) k;2" the binary representation of k, where £ = [log, k] and ky_; = 1
2: 14 Tp, T2 < D(xp)

3:fort=¢—-2,--- ,0do

4 if k; =0 then

5: x9 < A(x1,x2,2p), x1 < D(71)

6 else

7 x1 < A(x1,29,2p), T2  D(x2)

8 end if

9: end for

10 : return x;

Fori=/¢—1,---,0,let H; = 25;} kaj*i. Notice that, at step ¢, the algorithm computes
r1 = x(p,)p and x3 = x(g,41)p. Hence, it correctly outputs x (g, p = zxp. Moreover, at
step i —1 (for s = £ —1,---,1), the algorithm can compute z;7 or xo with the addition
formula A. In fact, we have the information 25 = z(y,)p, Ty = T(H,+1)P; that are r1 and
To at the previous step . Furthermore, we have the extra information Tpg(—g) = TP So,
at step ¢ — 1, it is possible to compute 25,5 = A(zp, Tg; xﬁ®(7é)) € {x1,z2}.

The following scheme summarize the important features of elliptic curve cryptography.

Scheme 3.

Elliptic curves in cryptography.
Elliptic groups for cryptosystems: cyclic subgroups of E(FF,) of large prime order, ¢ prime number.

Security.
e Optimal DLP security: only Pollard’s rho attack, of complexity O(q%).

e Shorter keys with respect to groups Z, \ {0}, to reach the same security level.

Efficiency.
e Fast algorithm to compute the group order: Schoof’s algorithm.
e Efficient formulas for point addition : http://hyperelliptic.org/EFD
e Optimal representation R for group elements (see )7 with fast compression/decompression.

1.3.2 Twisted Edwards curves

Twisted Edwards curves have been introduced quite recently in cryptography. Edwards
curves (a special case of twisted Edwards curves) were first defined by Edwards in 2007 (see
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[34]). In the same year, they were proposed for cryptographic applications by Bernstein
and Lange (see [13]). They were generalized to twisted Edwards curves by Bernstein et al.
in 2008 (see [12]). The use of twisted Edwards curves in cryptography is an alternative to
the standard use of elliptic curves. Twisted Edwards curves provide some cryptographic
advantages over elliptic curves, both from the point of view of efficient arithmetic and of
security.

Definition 32 (Twisted Edwards curve). Let K be a field of characteristic different from
2,3. A twisted Edwards curve defined over K is an absolutely irreducible projective curve
of the form

Eug:ar®2? +y* = 2* + da’y?, with a,d € K\ {0} and a # d.
An Edwards curve is a twisted Edwards curve with a = 1.

A twisted Edwards curve has two points at infinity, namely ©; = [1,0,0] and Q9 =
[0,1,0]. It is nonsingular in the affine plane. On the other hand, both points at infinity are
singular and they have multiplicity 2 (see Example . The following theorem states that
each twisted Edwards curve defined over K is birationally equivalent over K to an elliptic
curve. More precisely, a twisted Edwards curve defined over K is birationally equivalent
over K to an elliptic curve in Montgomery form. Furthermore, also the vice versa holds
true. An elliptic curve in Montgomery form defined over K is birationally equivalent over
K to a twisted Edwards curve.

Theorem 33. (12, Theorem 3.2]) Let K be a field of characteristic different from 2,3.
Let a,d € K\ {0}, with a # d. Let A=2% ¢ K\ {£2}, B= -4 € K\ {0}. Then the
twisted Edwards curve E, g : ax’®2? + 222 = 24 + da®y? is birationally equivalent over K
to the elliptic curve in Montgomery form Eyr : By?z = 22 + Ax?2 4 222, via the birational
map

D : Ey — Ea,d

[z,y,2] = [2(z 4 2),y(x — 2),y(z + 2)], if [z,y,2] € Ex \ {[0,0,1],[0,1,0]},
[z,y, 2] = [By(x + 2), By? — (2? + Azz + 2%), By? + (2% + Axz + 2?)],
if [2,y,2] € Eyr \ {[2,0,1] € Eys : 2 # 0}.
The birational inverse of ® is
O B\ {, %} — Eu,
[z,y,2] = [2(z +y),2(z + ), 2(z —y)] if [z,y,2] # [0, -1, 1],

[z,y,2] = [2(z + ) (z — ), x(az® — dy?), 2(z — y)?] if [x,y, 2] # [0,1,1].

It follows from the previous theorem that the nonsingular model of a twisted Edwards
curve is an elliptic curve in Montgomery form. Hence, the genus of a twisted Edwards
curve is g = 1 (see Section 1.2).

Point addition on twisted Edwards curves. We can define an operation of addition
between two affine points of the twisted Edwards curve F, 4. In order to do this, we use
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the group law on the elliptic curve in Montgomery form Fj;, and the birational map ® of
Theorem We denote such operation by @. For Py, P, € Eqa\ {1,Q2}, we define

PiOP, = (P @ o ().

Notice that such operation is not defined for the points at infinity 2 and Qs € E, 4.
In fact, Dom(®~ 1) = E, 4\ {Q1,Q}. Moreover, it can be shown that, for Py, P, €
E,a\{,Q2}, we have Pi& P, € E, 4\{Q1,Q2}. Denote by E the affine dehomogenization
of E,q with respect to the variable z. By Theorem the definition of point addition
on elliptic curves and the previous discussion, one has that, for each field extension K C
L C K, (E(L),®) is an abelian group. The neutral element is the point O = (0,1). The
additive inverse of P = (z,y) € E(L) is —P = (—=,y), the symmetric of P with respect to
the y-axis. We recall below the addition formulas for point addition on a twisted Edwards
curve.

Proposition 34. (Twisted Edwards addition law, [I3, Section 3|, [12, Section 6]) The
sum of two points Py = (x1,y1) and Py = (x2,y2) of E(L) is defined as

N T +x — arix
PiOPy = (z1,y1) + (22,92) = < 1o T TV e — ) :

1+ dzizoyiye’ 1 — dxizayiys

The geometric construction for point addition on the Montgomery curve Ej; can be
mapped to the birationally equivalent twisted Edwards curve E, 4, via the birational map
®. It follows that the twisted Edwards addition law has a simple geometric interpretation.

Proposition 35. (2, Section 4]) Let Pi, P> be two affine points of E,q. Let C be the
projective conic which intersects Eq q in the points P1, Py, O = [0, —1,1] with multiplicity
1, and in the points Qq, Qo with multiplicity 2. Then the point Pi& Py is the symmetric
with respect to the y-axis of the eighth point of intersection between E, 4 and C.

@

P OP;

Py
O/

Figure 2. Geometric construction for addition between two affine points of a twisted Edwards curve.

Comparison between elliptic curves and twisted Edwards curves in cryptogra-
phy

Cryptography on twisted Edwards curves is analogous to elliptic curve cryptography.
Namely, we take groups of base field-rational affine points E(F,), where ¢ is a prime
number. We take E(F;) such that it is cyclic of prime order. Alternatively, we take a
subgroup of E(F,) of large prime order. The use of twisted Edwards curves in cryptogra-
phy has some advantages over the traditional use of elliptic curves. The main advantage
is that the arithmetic on twisted Edwards curves is faster. In fact, one can exploit the
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double symmetry of the curve to speed up the computation. Notice that elliptic curves
in short Weierstrass form and in Montgomery form are symmetric with respect to the
z-axis only, while twisted Edwards curves are symmetric with respect both to the z-axis
and the y-axis. Fast formulas for computation on Edwards curves and twisted Edwards
curves are studied and given, for example, in [13], [14], [T1][12], [19]. For point counting on
twisted Edwards curves, we can apply the same fast algorithms that we know for elliptic
curves, thanks to the birational map between F, 4 and E);. In addition, we have an anal-
ogous optimal representation for base field-rational points, with efficient compression and
decompression algorithms. Namely, an optimal representation for the family of twisted
Edwards groups G} = (E(F,))q.5, , s R] = ( ll,q,Ea,d)q,Emd’ with

Rll,q,Ea,d tE(Fy) — Fy, (z,y) = v. (1.11)
Also in this case, we have e = ¢ = 0 and d = 2. Compression and decompression algorithms
are analogous to those of Ry for the elliptic curve setting.

Concerning security, one has that the DLP on a twisted Edwards curve is as difficult as
the corresponding DLP on the birationally equivalent elliptic curve in Montgomery form.
This is a straightforward consequence of the presence of the birational map between the
two curves. On the other hand, not all elliptic curves are isomorphic, over the field of
definition, to elliptic curves in Montgomery form (see Proposition . Hence, one can
conclude that the DLP on twisted Edwards curves is at most as difficult as the DLP
on elliptic curves. However, it is not known if the two problems are equivalent. Any-
way, there are elliptic curves in Montgomery form, with the corresponding birationally
equivalent twisted Edwards form, that nowadays are considered secure for cryptography.
An example is the curve Curve25519 used by WhatsApp encryption. We refer to [10]
for a detailed analysis of the security of this curve. A security aspect in which twisted
Edwards curves are better than elliptic curves is resistance against side-channel attacks
(see [0, Chapter 28, 29]). Such type of cryptographic attacks consists of analyzing the
physical behavior of the chip that performs the operations, in order to draw information
about the exchanged data. The analysis can regard the timing of the computation pro-
cess, the measure of power consumption, or the measure of the emitted electromagnetic
radiation. As an example, we take a standard double-and-add algorithm to perform the
scalar multiplication kP = 7P. The chip proceeds step by step, computing 2P (doubling),
2P + P = 3P (addition), 2(3P) = 6P (doubling), 6P + P = 7P (addition). Suppose that
different formulas are used for doubling and addition: this is the case of elliptic curves
in short Weierstrass form. In this case, a side channel attack lets the opposer distinguish
between the two operations performed by the processor. Hence, the opposer can recover
information about the scalar k. Twisted Edwards curves avoid this kind of attack. In fact,
their addition formulas are strongly unified. This means that the same formula holds for
both addition and doubling (see for example [13], [12]).

We sum up in the scheme below the most important aspects of twisted Edwards curve
cryptography, as well as the main advantages of these curves over the standard elliptic
curves.

Scheme 4.

Twisted Edwards curves VS elliptic curve cryptography.
Twisted Edwards groups for cryptosystems: cyclic subgroups E(Fq) of large prime order, ¢ prime number.

Security.

e DLP as hard as in the birationally equivalent elliptic curve in Montgomery form.
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e More security against side-channel attacks, thanks to the strongly unified formulas.

Efficiency.

e Fast algorithms to compute the group order as in the elliptic curve case, and analogous optimal
representation R} (see (1.11))).

e Faster formulas for point addition, thanks to the double symmetry of the curve.

1.3.3 Summation polynomials of elliptic and twisted Edwards curves

Let K be a field of characteristic different from 2, 3. Let E be an elliptic curve defined over
K. Let E, 4 be a twisted Edwards curve defined over K. We unify the notations of point
addition on elliptic and twisted Edwards curves, of the previous subsections. We denote
by @ the point addition on £ or on E, 4. Moreover, we denote by O the neutral element of
the operation. The summation polynomials of the elliptic curve, or of the twisted Edwards
curve, are a family of polynomials that allow to study the geometry of the curve itself.
They were introduced by Semaev in [67] for the case of elliptic curves. We give below
the definition from the original paper ([67, Section 2]), together with its straightforward
adaptation to the case of twisted Edwards curves ([40]).

Definition 36 (Summation polynomials of elliptic and twisted Edwards curves). Let
t > 2. A polynomial fi(x1, -+ ,x¢) € K[x1,--- ,x4] is called t-summation polynomial of
the elliptic curve E if it satisfies the following property. For each (77, - ,7;) € K’ one
has that fi(z1, -+ ,77) = 0 if and only if there exist P, = [z;,y;,1] € E for each i, such
that P& ---® P, = O.

A polynomial fi(y1,---,y) € Klyi, -,y is called t-summation polynomial of the
twisted Edwards curve E, 4 if it satisfies the following property. For each (g1, -, %) € K
one has that f;(y1,--- ,7;) = 0 if and only if there exist P; = [x;,7;,1] € Eq 4 for each i,
such that P, @ --- @ P, = O.

In [67, Theorem 1], Semaev takes an elliptic curve E in short Weierstrass form. He
gives a definition for fy and f3, as well as a recursive construction for f; when ¢ > 4. The
recursive construction is based on the Sylvester resultant between two polynomials. The
definitions can be easily adapted to the case of twisted Edwards curves, as the authors did
in [40]. In the following theorem, we give these constructions both for elliptic and twisted
Edwards curves, as well as the basic properties of summation polynomials.

Theorem 37 (Recursive construction and properties of summation polynomials). Let
E:y?z = 2% + Axz? + B23 be an elliptic curve in short Weierstrass form defined over K.
The t-th summation polynomial fi of the elliptic curve E can be defined by

fo(x1, 22) = 21 — w2,
fg(:l?l, 1:2,1‘3) = (:L'l — ZL‘2)2{L‘§ — 2((1‘1 + 1‘2)(1'11‘2 + A) + 2B){L‘3 + ((1'133‘2 — A)2 — 4B($1 =+ 132)) ,

ft(xla T ,l’t) = resx(ft_k(l'l, T a:Et—k—l?x)?fk‘-i-Q(:Et—k‘» T 7'1"1‘/7:1")) fO'I"t >4 and 1 < k <t-3

where resy(fi, fj) denotes the resultant of the polynomials f; and f; with respect to the
variable x.

Let Eq q : ax?2? + Y222 = 2* + dz®y? be o twisted Edwards curve defined over K. The
t-th summation polynomial f; of the twisted Edwards curve E,q can be defined by
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fo(y1,92) = y1 — y2
fa(y1,y2,y3) = (U3y3 — yi — v3 +ad V)y3 + 2(d — a)d ryryoys + adH(yf + 3 — 1) — yiy3

ft(yh e '7yt) = I'eSy(ft,k(yl, s 7yt*k717y)7fk+2(yt*k7 v 7yt7y)) fOT‘t Z 4 and 1 S k S t—3

The t-th summation polynomial fy (of an elliptic curve E or of a twisted Edwards
curve) is absolutely irreducible and it has degree 2=2 in each variable. Fort > 2, the t-th
summation polynomial is symmetric.

Example 38. Let Ed : 32222 +9%2% = 2* 4+ 22y be the twisted Edwards curve of Example
defined over the field F13. The 3-rd summation polynomial of Ed is f3(y1,y2,y3) =
(4793 — yi — ¥ +3)y3 + 9yiyays + 3(y7 + 45 — 1) — yiys. We have that f3(0,0,-1) =0
and P, = P, =[3,0,1], P = [0,—1,1] € Ed are such that P, ® P, ® Py = O.

Constructive and destructive applications of summation polynomials

By definition, finding a zero of the ¢-th summation polynomial of an elliptic or twisted Ed-
wards curve is equivalent to finding a vanishing relation P, &---® P, = O between t points

Py, -, P, on the curve. Each point P; is determined up to sign. Notice that, using coordi-
nates (1, , ¢, Y1, -, y) and the definition of point addition of the curve E, one can de-
fine a polynomial Fy(z1, - ,z¢,y1, - ,y) € K[z, -+, 24,41, -+, y¢] such that the follow-

ing property holds. We have that Fy(Z1,- -+ ,Tt, Y1, -+ , ;) = 0for (T1, - , T, Yy, - ,Ty) €
K if and only if P, = [%;,9;,1] € E for all i and Py @ --- @& P, = O. In this case, the
points P; are uniquely determined. However, F; has twice the variables of f;. The poly-
nomial F}; will be much more difficult to compute and to manage. If we use f; to find
relations between points, we cannot distinguish any more between a point and its inverse.
Nevertheless, in practice, this little ambiguity makes the difference between manageable
and practically unmanageable polynomials, at least for little n. Actually, we point out
that also f; becomes huge even for little n. The complexity of computing the ¢-th Semaev
polynomial is O(et”) ([30, Proposition 2.3]), and the computation becomes practically un-
manageable for ¢ > 6. In fact, the largest summation polynomial ever computed is the
6-th summation polynomial (see [41]).

From the discussion above, it follows that, for little ¢, summation polynomials are
interesting cryptographic tools. They can play an important role in constructive aspects
regarding the efficiency of cryptosystems, as well as in destructive aspects, regarding the
study of DLP attacks. Concerning the first aspect, summation polynomials are used in [47]
to give an optimal and efficient representation for trace-zero subgroups of elliptic curves.
Moreover, we use summation polynomial in Chapter 2 for the same purpose, in the case
of twisted Edwards curves. As regard the second aspect, in Section 1.5 we explain how
summation polynomials are applied to Gaudry’s index calculus method for DLP attacks,
on elliptic groups E(Fg») and trace-zero subgroups of elliptic curves (see [46],[30],[31],[48]).

Summation polynomials have been of fundamental importance throughout our work.
In fact, we draw inspiration from them to define and compute generalized summation
polynomials. We introduce these polynomials in Chapter 3. We use generalized summa-
tion polynomials to develop a scalar multiplication algorithm for trace-zero elements (see
Chapter 4), as well as to build an index calculus variant for trace-zero subgroups (see
Chapter 5).
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The scheme below sums up the relevant features of summation polynomials we dealt
with in this subsection.

Scheme 5.

Summation polynomials of elliptic and twisted Edwards curves.

Aim.

e Find vanishing relations P; @ --- P, = O on the curve (up to sign).

Constructive cryptographic applications.

e Optimal representation for trace-zero elements ([47] and Chapter 2).

Destructive cryptographic applications.

e Index calculus for DLP attacks on E(F4») and on trace-zero subgroups (Section 1.5).

Generalization.

e Generalized summation polynomials (Chapter 3) and their applications (Chapter 4 and 5).

1.4 Trace-zero subgroups

Elliptic and twisted Edwards curves are the primary and most common application of
algebraic geometry to cryptography. Nevertheless, a deeper insight in this world allows to
find new and suitable alternatives to construct DLP cryptosystems. This was the aim of
Frey in his paper “Applications of arithmetical geometry to cryptographic constructions
7 ( [43], 1999). In the mentioned work, the author introduces some classes of admissi-
ble abelian varieties. Admissible abelian varieties are abelian varieties that satisfy some
necessary conditions for a safe and efficient cryptographic setting. Among them, trace-
zero subgroups of elliptic curves were first proposed for applications to cryptography. In
Subsection 1.4.1, we briefly recall the basic notions about abelian varieties. We introduce
trace-zero subgroups in Subsection 1.4.2.

1.4.1 Beyond elliptic curve cryptography: admissible abelian varieties

We shortly introduce abelian varieties starting from the notions of Section 1.2. Let K be
field. For n € Zs, the affine space of dimension n over K, denoted by A"(K), is the
natural generalization of A2 from 2 to n. Similarly, the projective space of dimension n
over K, denoted by P*(K), is the natural generalization of P? from 2 to n. We write A"
and P for A"(K) and P"(K) respectively, when there is no ambiguity about the field of
definition. We have that A" and P" are related via the map ®,,,,,, which is the analogous
of ®, in the case n = 2.

One defines affine/projective algebraic sets, and affine/projective varieties, as generaliza-
tions of affine/projective curves, and affine/projective absolutely irreducible curves re-
spectively. More precisely, an affine algebraic set V, C A™ defined over K is a subset of
form:

Vo={PeA": fi(P)=0,---, fi(P) =0},

where fi(x1, - ,2zp) € Klzy, - ,2p] for i € {1,--- ,t}. Moreover, for each field extension
K C L C K, the set of L-rational points of V, is

Vo) ={(x1, - ,axn) €Vy: ;€L forie{l,--- ,n}}.

When the affine algebraic set V, defined over K is such that the corresponding ideal
(fi, -, fr) €Kz, -,z is a prime ideal, then V is called affine variety defined over
K.
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A projective algebraic set V,, C P" defined over K is a subset of form:
V}?:{PGPH : fl(P) 207 aft(P):O}’

where fi(x1, -+ ,2xny1) € K[z, -+, 2p41] are homogeneous polynomials. For each field
extension K C I C K, the set of L-rational points of V, is

Vp(L) ={lz1--- ,zpg1) € Vp: Ji€{1,--- ,n+1} such that z/x; € L for all k € {1,--- ,n+1}}.

The projective algebraic set V), defined over K is called projective variety defined over K
if the corresponding ideal (fi,--- , fi) C K[z, -+ ,ops1] is a prime ideal.

Hence affine/projective curves defined over K are affine/projective algebraic sets de-
fined over K, for n = 2 and t = 1. Moreover, affine/projective absolutely irreducible curves
defined over K are affine/projective varieties defined over K, for n =2 and t = 1. As we
did in the special case n = 2, t = 1, we define the projective closure V, of V. Moreover,
we define the dehomogenization (V)3 ., of V, with respect to the last variable. Let V,
be an affine variety defined over K. Let V,, be a projective variety defined over K. Take a
field extension K C . C K. Again generalizing from the case n = 2, t = 1, we define the
field of L-rational functions K(V,) of V, and K(V;,) =2 K((V,)3, ) of Vp. In the same way,

we define rational maps between affine or projective varieties.

Remark 39. Algebraic sets of A" (resp. P™) are the closed sets of a topology on A™ (resp.
P™), called the Zarisky topology. Sometimes, one is interested in geometric properties that
hold true in a nonempty Zarisky open set of A™ or P". Notice that a nonempty Zarisky
open set of A" (resp. P") is dense in A" (resp. P™). This means that its closure is the
whole space A" (resp. P™). Intuitively, if a property holds in a nonempty Zarisky open set,
then the property is verified almost always. The given nonempty open set is the general
case. The complement set is the set of exceptional cases.

The dimension of a projective variety V' defined over K is denoted by dim(V'). It is
the minimal d such that K(V) is algebraic over K(z1,--- ,xq).

Example 40. The dimension of an absolutely irreducible projective curve C' : F(z,y,z) =
0 defined over K is dim(C) = 1. In fact, K(C) = K(C%) = K(Z,y), where T,7 are x,y
mod (f(z,y) = F(z,y,1)). We have that K(z,y) = K(z)[y]/(f(z,y)). Therefore, K(C) is
algebraic over K(z), and the dimension of C' is dim(C) = 1.

An abelian variety defined over K is a variety V defined over K, endowed with a
commutative group operation
+:VxV—YV,

that is a rational map between the varieties V' x V and V. Let V be an abelian variety
defined over K. Take a field extension K C L C K. It follows from the definition of abelian
variety that (V(IL),+) is an abelian group.

Example 41 (Some abelian varieties). An elliptic curve defined over K is a projective
abelian variety of dimension 1 defined over K, with the point addition law & given in
Section 1.3.1.

Let E,4 be a twisted Edwards curve defined over K. Its affine dehomogenization
(Eq.q)% is an affine abelian variety of dimension 1 defined over K, with the point addition

law & given in Section 1.3.2.
Take an absolutely irreducible projective curve of the form

Cr P27 = [(a,2),
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where g € Z>1, f € K]z, 2] is a homogeneous polynomial of degree 29+ 1, such that f(z, 1)
has no multiple roots. One has that the genus of the curve C'is g. A curve of this form is
called hyperelliptic curve of genus g defined over K. Notice that a hyperelliptic curve of
genus 1 is an elliptic curve. One can show that the degree zero Picard group PicO(C) of
the curve C has a structure of an abelian variety of dimension g defined over K. Moreover,
for the field extension K C L. C K, the group Pic?(C)(L) of L-rational divisor classes that
we defined in corresponds to the group of L-rational points of the variety Pic®(C).

In the following example, we give a procedure to construct an abelian variety of di-
mension n € Zq defined over a finite field Iy, starting from an elliptic curve E defined
over [F, and the group E(Fy») of Fyn-rational points of E. Such method is called Weil
restriction of scalars. We refer to [6l Chapter 7] and to [43 Section 3.2].

Example 42 (Weil restriction of scalars). Let E : F(z,y,z) = 0 be an elliptic curve de-
fined over a finite field IF,. For n € Z-q, take the field extension F, C F». Choose a basis
{on, - ,an} of Fyn over Fy. For Z,7 € Fyn, one can write T = Zyaq+- - -+Tpop, § = Yo+
-+ Ypan, for some Ty, ,Tp, Yy, , Y, € Fy. So we have that an affine point [z,7, 1]
belongs to E(Fgn) if and only if 0 = F(z,7,1) = f(Z,79) = f(Tia1 + - -+ + Tpop, Y01 +
cee 4 ynan) = f1(§17 e T, Y ,@n)al + -4 fn(jh N A TR ’gn)am for some

fi,-o- fn€Fglz1,- ,xn,y1,- -+, yn]. Thisisequivalent to saying fi(ZT1, - ,@Tn, Y1, ,Yn) =

0 for i € {1,--- ,n}. We take the following projective algebraic set defined over F:
Wg={PeP?™: fi(P)=0foric {1, ---,n}}.

One can show that Wg is a n-dimensional abelian variety defined over F,. Moreover, we
have that the group E(F4n) of Fyn-rational points of E' can be identified with the group
Wg(F,) of Fy-rational points of Wg. We say that the n-dimensional abelian variety Wg is
obtained from F via Weil restriction of scalars. Similarly, given a twisted Edwards curve
Eq q defined over Fy, we construct the n-dimensional affine abelian variety W Eaa)? defined
over [F,.

For cryptographic applications, one can take abelian varieties V defined over finite
fields F, and the groups V(F,) of F,-rational points of V. An abelian variety V is called
admissible abelian variety (see [43]), if it could be a good candidate to set a cryptosystem.
This means that V (F,) satisfies the conditions of security and efficiency that we recall in
Section 1.1.

Elliptic and twisted Edwards curves are abelian varieties of dimension 1. If one takes
abelian varieties of higher dimension, the formulas for the group law could be too compli-
cated to be managed efficiently in a cryptosystem. In such situation, the abelian variety
is called unmanageable. It is a non-admissible abelian variety. This is the case of the
Picard group of hyperelliptic curves of high genus. On the other hand, a growth in the
dimension and the more complex structure of the group under consideration could allow
the use of new geometric tools, that one does not have in dimension 1. Such tools could
have a positive effect from the point of view of efficiency. In fact, they could be used to
speed up the computation algorithms. This is the case of groups E(Fgn) of Fyn-rational
points of elliptic curves E defined over F, (see Example . We will see in the sequel that,
in such groups, one can use the Frobenius endomorphism of the curve to speed up the
computation. Nevertheless, the additional structure on the variety could also represent a
threat for the security of the cryptosystem. It might be exploited to perform specific DLP
attacks, such as the index calculus attack that we describe in Section 1.5.

Among the families of admissible abelian varieties, Frey suggests, in [43], the use
of Picard groups of hyperelliptic curves of small genus, as well as the use of trace-zero
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subgroups of elliptic and hyperelliptic curves. The first kind of abelian varieties had been
already proposed by Koblitz in [53]. On the other hand, Frey started the study of trace-
zero subgroups in cryptography. Trace-zero subgroups of elliptic and twisted Edwards
curves are the main objects of this thesis. We introduce them in the next subsection.

1.4.2 Trace-zero subgroups for cryptography

Let F, be a finite field of characteristic different from 2, 3. Denote by F, the algebraic
closure of F,. Let E : f(z,y,z) = 0 be an elliptic curve defined over F,. Let E, 4 :
f(z,y,2) = 0 be a twisted Edwards curve defined over F,. We denote again by E the
affine dehomogenization of F, ;4 with respect to the variable z. Denote by @ the operation
of point addition on E. Denote by O the neutral element of the operation. Let P be a
point of E. Denote by —P the inverse of P with respect to &. Take a field extension
F, CL CF,. We recall from Section 1.3 that (E(LL), ®) is an abelian group. Let ¢ be the
Frobenius endomorphism of the elliptic curve E:

2K E— Ev [$,y,2] = [xq’yqazq]‘

We denote again by ¢ the Frobenius endomorphism of the twisted Edwards curve E, 4:

v E(Fy) — E(Fy), (z,y) = (2%, 47).

Notice that, in the case of twisted Edwards curves, the Frobenius endomorphism can be
naturally extended to a map

¢ : Ea,d — Ea,dv [JUaZ/,Z] — [xq7yquq]'

Nevertheless, since F, 4 is not a group, we restrict to the group E(Fq) of Fq—rational affine
points of E, 4, to define the group endomorphism ¢.

Let F, C Fyn be a field extension of odd prime degree n. We take the trace endomor-
phism of E(Fgn):

Tr: E(Fp) — EF,), P> Poo(P)&-- @ ¢" 1(P).

Notice that, for each P € E(Fyn), one has that o(Tr(P)) = ¢(P)®- @™ H(P)de™(P) =
P& - ®p(P)---®¢" }(P) = Tr(P). This means that Tr(P) € E(F,) for all P € E(Fn).
Hence, the map Tr is well defined.

Definition 43 (Trace-zero subgroups of elliptic/twisted Edwards curves). The trace-zero
subgroup T}, of E(Fy») is the kernel of Tr, that is:

T, ={P€EFu): POpP)®- - ®¢p" 1(P)=0]}.

In Example (42 we saw that we can identify E(Fgn) with the group of F,-rational points
of the n-dimensional abelian variety W, via the process of Weil restriction of scalars. We
have that T;, can be identified with the group of Fy-rational points of a (n—1)-dimensional
subvariety of Wg (see [0, Section 7.4.2] and [43] Section 3.2]). This subvariety is called
trace-zero variety. We denote it by 7,.

Remark 44. Trace-zero subgroups can be defined, in a more general setting, for the
Picard group of hyperelliptic curves of genus g. For example, for genus g = 2, they have
been studied by T. Lange in [55]. In this thesis, we only deal with trace-zero subgroups
of elliptic and twisted Edwards curves. Therefore, we decided to give the definition of
trace-zero subgroups in this specific case.
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Trace-zero subgroups have been first proposed for cryptographic applications by Frey in
[43]. They turn out to be interesting in this context, as they provide a suitable combination
of good security, optimal data storage and efficient arithmetic. We now analyze these
aspects for T,, C E(Fgn). We make comparisons with the groups of base field-rational
points of elliptic curves and twisted Edwards curves. From such analysis, it follows that
the use of trace-zero subgroups in cryptography can be a valid alternative to the standard
use of elliptic curves.

Security and optimal data storage in trace-zero subgroups

Suppose that we have a DLP cryptosystem on E(FF,;), where ¢ is a prime number and E(F,)
is cyclic of prime order. We recall from Section 1.3 that, in such groups, the best algorithm
to solve the DLP is the Pollard’s rho algorithm. Its complexity is O(q%). Suppose that
we want to switch to a more secure cryptosystem. In order to do this, one can simply
take E'(F,), for some elliptic curve E’ defined over a finite field Fy, where ¢ is a prime
number and ¢’ > ¢. As before, we choose E'(Fy) cyclic of prime order. Alternatively, we
can take the group E(F4n) of Fyn-rational points of E, where n > 1. Suppose that n is
an odd prime. The following result shows that it is not necessary to take the whole group
E(Fgn). As a matter of fact, we obtain the same increase in the level of security if we
restrict to the subgroup T), C E(Fgn).

Proposition 45. We have the exact sequence:

0 — T, —E([F) 1, E(F,) — 0.

Proof. We prove the result for the case in which E(F,) is cyclic of prime order p, with
p much larger than n. Notice that this is the case in cryptographic applications. In this
case, one can take n~! the inverse of n modulo p. Hence, for Q € E(F,), one obtains
Tr(n~'Q) = Q. This implies the surjectivity of Tr and the exactness of the sequence. [

As a consequence of the previous proposition, one has that solving a DLP in E(Fgn)
reduces to solving a DLP in T}, and a DLP in E(F,). Therefore, we can take the smaller
group T, € E(F4n), rather than the whole E(Fg»), without losing security. This advantage
of the trace-zero subgroup is also captured by the security parameter for pairing based
cryptography. In fact, in [65] and [66], it is proved that such parameter in T, is higher
than that of E(F,») by a factor n/(n — 1), when E is a supersingular elliptic curve.

Optimal representations for trace-zero elements. An advantage of working in 7T,
rather than in the entire group F(Fy») is that we can represent trace-zero elements with
shorter bit-strings. In this way, we obtain optimal data storage for the same level of se-
curity, as a consequence of Proposition and the subsequent discussion. Hence, it is
of great importance to know and use an optimal representation for trace-zero elements.
We refer to Definition [7] of optimal representation. By the Hasse-Weil theorem, one has
that |E(Fg)| € O(¢"™). Moreover, by Proposition we have |T,,| = |E(Fgqn)|/|E(Fy)].
This implies that |T,,| € O(¢"~1). Therefore, we need n coordinates of F, for an optimal
representation of elements of E(Fy»). On the other hand, we need only n — 1 coordinates
of F, for an optimal representation of elements of 7;,. In , we give the optimal rep-
resentation R; for the family of groups on elliptic curves G; = (E(Fy))q,r. Furthermore,
in , we give the analogous optimal representation R} for the family of groups on
twisted Edwards curves G; = (E(FFy))q,, .- If we combine the representation Rq with the
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process of Weil restriction of scalars (see Example , we obtain the optimal representa-
tion Ry, = (Rp,q,E)q,E for the family of groups on elliptic curves G, = (E(Fy4n))q,z. This
optimal representation is given by the maps

Rugp : EFp) \ {0}y — Fy, [2,y,1] = (@1, , zp). (1.12)

We refer to Example for notation. Similarly, from R, and using Weil restriction of

scalars, we have the optimal representation R;, = (R;, and)q, E,q for the family of groups

on twisted Edwards curves G), = (E(Fgn)),, E,q The optimal representation is given by

the maps
/

n,q,Eq.d : E(Fqn) — ]ng (x,y) = (yla T 7yn)~ (113)

/
nquEa,d7

in the case of twisted Edwards curves) to the subgroup 7,,. In such a way, we obtain
a family of representations for the family of groups (T, C E(Fgn)),r. Nevertheless,
this induced family of representations is not an optimal representation for the family of
trace-zero subgroups. In fact, |T,,| € O(¢g"!). Hence, an optimal representation for the
trace-zero family is given by maps of the type

Notice that, for each T;, C E(Fgn), one can restrict the map R, 4 g (or the map R.

R:T, — FI X Fy™,

with the properties of Definition [7] Moreover, efficient compression and decompression
algorithms for R are needed. If we can efficiently perform compression and decompression,
then the given representation is actually relevant for cryptographic applications. Optimal
representations for trace-zero subgroups of elliptic curves in short Weierstrass form have
been proposed by Naumann in [62] for n = 3, Weimerskirch in [75] for n = 5, Silverberg in
[69] and Cesena in [27] for n = 3,5, Gorla-Massierer in [47] and in [49] for any odd prime n.
In all the mentioned works, efficient compression and decompression algorithms are given.
In Chapter 2 of this thesis, we give two optimal representations for trace-zero subgroups of
twisted-Edwards curves. We follow and adapt ideas from [47] and [49] for elliptic curves in
short Weierstrass form. We refer to the mentioned chapter for the description and analysis
of our work on the subject.

Optimal representations and efficient arithmetic

The use of an optimal representation for trace-zero elements has to be integrated with effi-
cient performances of the arithmetic in 7;,. For practical applications as the Diffie-Hellman
key exchange, one is especially interested in fast performance of scalar multiplication.
Therefore, the aim is combining fast performance of scalar multiplication in 7T;, with the
use of an optimal representation for trace-zero points. There are two possible ways to
achieve this goal. The first way is to perform the operation in the whole group E(Fg»)
and to use compression/decompression algorithms to pass from the usual coordinates of
E(Fg4n) to the optimal coordinates of the trace-zero subgroup, and vice versa respectively.
We call this approach non-compressed scalar multiplication. The second way is to perform
the operation directly in the optimal compressed coordinates of the trace-zero subgroup.
In Chapter 4 of this thesis, we give an algorithm that accomplishes this task for n = 3.
The algorithm uses the compressed coordinates of the optimal representation proposed
in [49]. Such algorithm is the first one to carry out scalar multiplication in trace-zero
subgroups, performing the computation directly in optimal coordinates.

We now briefly describe the first approach to scalar multiplication in 7;,, that is non-
compressed scalar multiplication. We refer to Chapter 4 for the description and analysis
of our original algorithm.
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Non-compressed scalar multiplication in 7;,, and Frobenius reduction. Non-
com-

pressed scalar multiplication in T, is an efficient procedure. As a matter of fact, in all
works dealing with optimal representations for 7T,, ([62], [75], [69], [27], [47], [49]), efficient
compression/decompression algorithms are given. Moreover, fast algorithms to perform
operations in E(Fgn) are well known. Furthermore, when we work in E(Fg4n), we can
exploit the Frobenius endomorphism ¢ of the curve to speed up scalar multiplication, as
explained in [6, Section 15.1 and Section 15.2]. We call such strategy Frobenius reduction.
Frobenius reduction can be applied, in general, to the group PicO(C’)(qu) of Fr-rational
divisor classes of a hyperelliptic curve C' defined over F;, whenever r > 1 (see[6l, Section
15.1]). It was first proposed by Koblitz in [54] for special elliptic curves. The idea is to
take the characteristic polynomial x,, of the Frobenius endomorphism ¢ of E, as defined
in . Notice that this definition is analogous in the case of twisted Edwards curves.
For a root 7 of x,, one has that ¢(P) = 7P for all P € E. Suppose that we want to
compute the scalar product mP of P. One can write the scalar m as

m = Zmﬂi, (1.14)

in such a way that the m;’s are small compared to m. The sum is called T-expansion
of m. Then, one can compute mP = Y m;p'(P). Namely, we split the computation of
the scalar product by m in the computations of scalar products of smaller size, and some
few additions. The computations of the small scalar products can be done in parallel.
Moreover, one can implement the arithmetic in the finite field extensions F, C Fyn, in
such a way that applying the Frobenius endomorphism to a point is costless. In order
to do this, we can for example take a normal basis of Fy» over FF,. Therefore, the result
of Frobenius reduction is a speeding up of the whole multiplication process. For non-
compressed scalar multiplication in trace-zero subgroups, the strategy enjoys the benefit
of the extra property of the Frobenius endomorphism restricted to the trace-zero subgroup.
The property is

L+p+-p"t=0. (1.15)

Using this property, the operation of scalar multiplication can be further sped up. Hence,
computation in T;, is faster than in the whole group E(Fgn): see [6], Section 15.3], [4], [62],
[75].

We now give more details on Frobenius reduction in T;,. We refer to [6, Section 15.3].
Suppose that T, is cyclic of prime order p, that is the case for cryptographic applications.
One has that there is an element s € Z, such that ¢(P) = sP for all P € T,,. If we take
the Frobenius endomorphism restricted to the trace-zero subgroup, we have that both
equations and hold true. Therefore, one can easily compute s from the derived
equalities s> —as+q =0 mod pand 1+s+---5""1 =0 mod p. Now we write the scalar
masm = Z?:_OQ m;s®, where the m;’s are in the order of s. Then, for P € T},, we compute
the scalar product mP = 3" m;¢'(P). The authors of [5] did some practical experiments
for n = 3,5. They took trace-zero subgroups T3 and T3 of elliptic curves defined over prime
fields of odd characteristic, of cryptographic size 2190, 2192 and 22%6. They performed scalar
multiplication in such subgroups, using Frobenius reduction. Then, they performed the
same operation in groups of base field-rational points of elliptic curves, of the same size.
It turned out that scalar multiplication in the trace-zero subgroups was up to 30% faster
than the same operation in the standard elliptic groups. In pairing-based cryptography,
one can use analogous strategies involving the Frobenius endomorphism, to speed up the
computation of the Miller function for the Tate pairing with trace-zero subgroups (see
[27]). Moreover, Frobenius reduction can be adapted and applied to optimize our scalar
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multiplication algorithm in compressed trace-zero coordinates, as we will see in Chapter
4.

Conclusion and comparison with standard elliptic groups

In the previous paragraphs, we described security and efficiency aspects for trace-zero
subgroups T, C E(F4n). From the above discussion, it follows that such subgroups could
be a valid alternative, for cryptographic applications, to classical elliptic groups of the
type E'(Fy ), where ¢’ is a prime number. Nevertheless, we remark that, in 7},, one can
apply other DLP attacks than the generic Pollard’s rho. This is in contrast with the
case of elliptic groups E'(Fy ), where the best DLP attack is the generic Pollard’s rho, of

complexity O((¢’ )%) In fact, trace-zero subgroups 7}, over [F, can be seen as groups of
[F,-rational points of abelian varieties of dimension n—1, via the process of Weil restriction
of scalars. We have already mentioned that, when the dimension of the abelian variety is
greater than one, we have more geometric structure on the groups under consideration.
This could be an advantage for efficient arithmetic: a bright example is the application of
Frobenius reduction to 7;,. On the other hand, the additional geometric structure can be
a threat for security. In fact, it can be exploited to perform DLP attacks. Indeed, we will
see in the next section that the best DLP attack in trace-zero subgroups T}, is Gaudry’s

index calculus attack. The complexity of the attack is O(qz%). This complexity is lower
than Pollard’s rho complexity for n > 3. Hence, to have cryptosystems with the same
level of security, we have to compare T, C E(Fqn) with E'(F,), where ¢’ € O(qq%%).
For n = 3, the groups T3 and E'(F,) are of the same cardinality O(¢?). However, for
n > 3, we need to take larger trace-zero subgroups to have the same level of security
of elliptic groups E'(Fy). As a consequence, when n is large, trace-zero subgroups are
in theory not convenient to build cryptosystems. On the other hand, we point out that
Gaudry’s strategy requires to solve huge polynomial systems. Up to now, this task is not
feasible in practice. Even if, up to now, Gaudry’s index calculus attack is not effective, it
could be a potential threat for DLP security in trace-zero subgroups T},, with n large. So,
for cryptographic applications, one takes trace-zero subgroups of small degree n: namely
n =3,5,7. We remark that the degree 3 trace-zero subgroups 73 guarantee optimal DLP
security and the best arithmetic performances. When we say that 73 has optimal DLP
security, we mean that, in T3, the complexity of Gaudry’s index calculus algorithm is
the same as the complexity of the generic Pollard’s rho attack: we refer to Section 1.5.1
for more details on the concept of optimal DLP security. Hence, degree three trace-zero
subgroups can be compared with standard elliptic groups of the same size, that is, with
E'(Fy), where ¢ is a prime and ¢’ € O(|T3]) = O(¢?). Moreover, if we apply Frobenius
reduction in T3, we increase the efficiency of the scalar product algorithms. In this way,
the computation is faster than in elliptic groups E'(Fy) of the same size. Furthermore,
computing the cardinality of T3 is more efficient than computing the cardinality of E'(IF,).
The reason is that, by the Hasse-Weil theorem and by Proposition we need to compute
the characteristic polynomial of the Frobenius endomorphism of E and of E’, in order to
get the cardinality of T3 and E'(IF,/) respectively ([73, Theorem 4.10 and Theorem 4.12],
[6, Section 15.3.1]). We have that E is defined over Fy, while E’ is defined over F, with
¢ € O(¢?). Then the characteristic polynomial of the Frobenius endomorphism of the first
elliptic curve is easier to compute. To conclude, trace-zero subgroups of small degree, and
especially the degree 3 trace-zero subgroups, are a valid, concrete alternative to standard
elliptic cryptosystem. Their relevance for applications in cryptography is one of the main
motivations that lead us to the work of this thesis.
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The following scheme collects the important cryptographic aspects of trace-zero sub-
groups, that we discussed in this section.

Scheme 6.

Trace-zero subgroups for cryptography.

Security.
e We can restrict from E(F4n) to T; without losing security.

e T3 has optimal DLP security (the complexity of DLP attacks is the Pollard’s rho complexity).

Efficiency.
e Fast algorithms to compute the group order, since |T,| = |E(Fqn)|/|E(Fq)|-
e Scalar multiplication sped up by Frobenius reduction.
e Optimal efficient representations are known ([62], [75], [69], [27], [47], [49], Chapter 2).

1.5 Index calculus for the discrete logarithm problem

In Section 1, we gave the definition of Discrete Logarithm Problem in cyclic groups (Defi-
nition . We pointed out that the security of important cryptosystems is nowadays based
on the assumption that this problem on certain groups is hard to solve. Therefore, the
study of strategies for solving the DLP is a fundamental issue in cryptography. In the
following, we give a brief survey of the current techniques in this field. We deal with
the complexity of these techniques in the different groups that are used in cryptographic
applications. We refer to [0, Chapters 19, 20, 21, 22] and [70]. In Subsection 1.5.3 we
focus on the so-called index calculus method for DLP attacks. In Chapter 5, we propose
an original variant of index calculus for trace-zero subgroups.

1.5.1 Generic algorithms for the DLP

We start our survey with the most famous generic algorithms for solving the DLP in
a cyclic group G of order N. Generic algorithms are, by definition, algorithms that
can be applied to any group. These methods do not take into account the additional
properties of the given group. Therefore, generic algorithms are supposed to carry out a
limited number of tasks. Namely, they can only perform the group operation, compute
inverses, and recognize if two group elements are the same. Generic algorithms for the DLP
include the Pohlig-Hellman method, the baby-step giant-step method, and the Pollard’s
rho method with its variants (the Pollard’s kangaroo method and the lambda method).
Pohlig-Hellman method reduces the computation of the DLP in G to the computation of
DLP’s in the cyclic subgroups of G of prime order. Thanks to this strategy, one can always
take cyclic groups G of prime order, for cryptographic applications. Hence, from now on,
we suppose that N is a prime number. Due to a result of Shoup ([68]), a generic algorithm
for the DLP in G must perform Q(\/N ) group operations. Nowadays, the best generic
algorithm to solve the DLP is the Pollard’s rho method, which has complexity O(v/N):
such complexity achieves the order of magnitude of Shoup’s lower bound. Therefore, we
say that a group G has optimal DLP security if the complexity of solving the DLP in G
is the same as the complexity of the Pollard’s rho method in the group. Pollard’s rho is
based on the well known probabilistic result called birthday paradox. According to this
result, the expected number of draws of random elements of G before finding a collision
is O(v/N). The complexity of Pollard’s rho method follows from this result.
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1.5.2 Better than generic: exploit the structure to attack the cryptosys-
tem

Non-generic algorithms for solving the DLP follow two main directions: the transfer of
the DLP and the index calculus method. The transfer of the DLP consists of reducing the
DLP in the given group to a DLP in another group, in which it is easier to solve. This can
be done via pairings, as well as via Weil restriction of scalars. Pairings are non-degenerate
bilinear maps e : G x G — H, where G is the group in which one has to solve the DLP,
and H is another group . If e is efficiently computable, one can take the injective group
homomorphism ep: : G — H, such that ep/(Q) = e(Q, P’), for some fixed P’ € G. In
such a way, one reduces the computation of the discrete logarithm for ) = £P in G to the
computation of the discrete logarithm for ep/(Q) = flep/(P) in H. This means that the
complexity of the DLP in G is at most the complexity of the DLP in H. Hence, the DLP
attack is successful if the DLP in H is easy to solve.

Example 46. Take a group G = E(IF;), of prime order N. One can exploit the so-called
Tate pairing or the Weil pairing to transfer the DLP to the group H = uy = {x €
Fq sV = 1} C Fqk for some k > 1. Hence the attack is successful if k is a small integer.
We remark that this is the case only for special elliptic curves (namely, the supersingular
elliptic curves). These curves have to be discarded to avoid such kind of attack. On
the other hand, we point out that the existence of an efficient bilinear structure between
groups gives also good advantages for computation performances. For example, the use of
pairings allows to speed up the computation of secret keys that have to be shared by three
(or more) parties, in tripartite key exchange protocols (see [6, Section 1.6.4]). Therefore,
pairings are widely studied and they find their application in some cryptographic settings.
This is another example in which some algebraic/geometric features of the given group
determine fallings in security and benefits in arithmetic at the same time.

Concerning Weil restriction of scalars, we refer to Example In this example, we
explained the procedure for elliptic groups E(F,»). The strategy can be applied to groups
of points of generic abelian varieties. The idea is to transfer the DLP to a group of points
of a variety of higher dimension, in which the DLP could be easier to solve. As a matter
of fact, we mentioned in the previous section that higher dimensions can determine a
reduction in the level of security. Among the attacks that one can apply to the group of
[F,-rational points of an abelian variety V' defined over F,, of dimension d > 1, we recall
the cover attacks and Gaudry’s index calculus strategy. The main difference between the
two attacks is that the first one applies only to special varieties, while the second strategy
works with any d-dimensional variety. The latter method combines Weil restriction of
scalars with the index calculus method. We describe the index calculus method in the

following subsection.
We give in the scheme below the list of the DLP algorithms that we have just men-
tioned.

Scheme 7.

Algorithms for the DLP.

Generic algorithms.
Algorithms that work in any group.

e Pohlig-Hellman: we can always take G of prime order.

e Baby-step, giant-step and Pollard’s rho: optimal complexity O(+/|G|) (Shoup).
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Non generic algorithms.
Algorithms that exploit the algebraic/geometric structure of the given group.

e DLP transfer: pairings and Weil restriction of scalars.

e Index calculus.

1.5.3 Index calculus

Index calculus is a general strategy for DLP attacks. It is based on the possibility of
decomposing the elements of the group into sums of group elements that belong to a cho-
sen subset of the group, called the factor base. We give below the general outline of the
algorithm. This is divided into four main step: (1) choice of the factor base, (2) search
for relations, (3) linear algebra, (4) computation of the individual logarithm.

Algorithm 2 (Index calculus).

Input : P and @
Output: ¢ = logp(Q)

Step 1: Choice of the factor base

Choose F ={Py,--- , Py} CG
Step 2: Search for relations

Find k > h relations of the form:

h
a;P+BiQ =Y myiP;, (1.16)
j=1
where «;, f; are randomly chosen elements of Zy for all ¢ € {1,--- , k},

and m;; € Zy for j € {1,--- ,h}, i e {1,--- |k}
Step 3: Linear algebra
Find a nonzero vector (v1,- -+ ,7x) € Z%; in the right kernel of M = (m;;)

Step 4: Individual logarithm
if Ele Bi7vi is invertible modulo N then

return £ = —(3/L; @) (0L, Bv) ! mod N
else come back to Step 2

end if

Proposition 47. Algorithm 2 is correct.

Proof. Notice that, since k > h, there exists a nonzero vector in the right kernel of M.
This means that there exists (y1,--- ,7) € Z% \ {(0,---,0)}, such that S-F_ m; v =0
for all j. Hence, to prove the correctness of the algorithm, multiply relation by v
and then sum over 3. O

Remark 48. Notice that, if one enlarge the factor base, the second step of index calculus
becomes easier. In fact, the probability of finding a relation increases. On the other side,
however, one has to solve a larger linear system. Hence, the third step becomes more
difficult. Vice versa, if one takes a smaller factor base, the linear algebra step is easier.
In fact, we deal with a matrix of smaller dimension. However, finding relations is more
difficult. Hence, for a suitable choice of the factor base, one has to take into account an
optimal balance between the complexities of step 2 and step 3 of Algorithm 2.
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The index calculus strategy has been specialized to the different families of groups
that are suitable for cryptographic applications. Among such groups, we recall the multi-
plicative cyclic groups Zj, \ {0} of prime fields Z,,, multiplicative cyclic groups F, \ {0} of
extension fields Iy, Picard groups of elliptic and hyperelliptic curves. Such specialized in-
dex calculus algorithms often achieve better complexity than the Pollard’s rho complexity.
In some cases, their complexity is subexponential. Among these techniques, we recall the
quadratic sieve and the number field sieve for the group Z, \ {0}. They have subexponen-
tial complexity L(a, c), with a = % and a = % respectively. In F,\ {0}, where ¢ is a prime
power, one has the function field sieve, which has again subexponential complexity with
a= % For the group Pic’(C)(F,) of F,-rational divisor classes of a hyperelliptic curve C
of genus g defined over F,, both Adlemann, de Marrais, Huang ([1]), and Enge, Gaudry
([36], [37]) wrote algorithms that achieve subexponential complexity with v = 3, when g
is much larger than ¢q. Moreover, for the same family of groups, Gaudry gave an algorithm
which has complexity O(q?) when g > g! (see [45]). One has that |Pic®(C)(F,)| € O(¢):
this is a generalization of the Hasse-Weil theorem for elliptic curves, see [(1, Theorem
V.2.3]. Hence, Gaudry’s method performs better than the Pollard’s rho method for g > 4.

Gaudry’s index calculus for abelian varieties

In [46], Gaudry proposed an index calculus strategy for groups V(F,), where V is a
general abelian variety of dimension d > 1 defined over F,. In his technique, the factor
base consists of the [F-rational points of an absolutely irreducible curve contained in the
variety itself. Moreover, for step 2 of Algorithm 2 (the relation search step), Gaudry uses
the addition law on the variety: in this way, the problem of finding relations is reduced to
the problem of solving polynomial systems of equations over F,. The complexity of this

method is O(q27%) asymptotically in ¢, where d is regarded as a constant. Notice that
Gaudry’s strategy applies to any abelian variety of dimension d > 1 defined over F,. Let
C be a hyperelliptic curve of genus g defined over F,. We recall from Section 4.1 that
the Picard group Pic’(C') can be given a structure of an abelian variety of dimension g
defined over F,. Hence, if g > 2, Gaudry’s strategy applies to the group Pic’(C)(F,).
Moreover, the complexity of this method for Pic’(C)(FF,) turns out to be lower than the
Pollard’s rho complexity whenever g > 2. Furthermore, we have seen in Example 42| that
the group of Fyn-rational points of an elliptic curve E defined over [, can be identified
with the group Wg(F,) of F,-rational points of the n-dimensional variety W, defined over
[F, via the process of Weil restriction of scalars. Then, Gaudry’s algorithms applies also
to groups E(Fgn), when n > 1. The complexity of the algorithm in these groups is lower
than Pollard’s rho complexity whenever n > 2. Finally, we pointed out in the previous
section that, given n an odd prime number, the trace-zero subgroup 7, C E(F,n) can
be identified, via the process of Weil restriction of scalars, with the group of F,-rational
points of the trace-zero variety 7,. The trace-zero variety 7T, is an abelian variety of
dimension n — 1 defined over F,. Therefore, one can apply Gaudry’s algorithm to 7,.
Gaudry’s index calculus algorithm in 7, has lower complexity than the generic Pollard’s
rho method whenever n > 5. On the other hand, however, the heuristic complexity of
this algorithm, analyzed in [46], hides a constant which depends on the dimension d of
the variety. The complexity could grow very fast in d, so that in practice the computation
required by the algorithm could not be manageable, except for small dimensions.

The general strategy of Gaudry has been applied to the group E(F4n), with n > 1,
by Gaudry himself ([46]), Diem ([30], [31]), and Joux, Vitse ([51]). Moreover, it has been
applied to the trace-zero subgroup T, C E(F4n), with n odd prime, by Gorla-Massierer
([48]). In all these works, Semaev’ summation polynomials (see Section 1.3.3) are used
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for the relation search step. In the next paragraph we give more details about the index
calculus variant proposed in [4§], for index calculus in trace-zero subgroups. In Chapter
5 we compare this method with our variant of index calculus in 7T5,.

A variant of Gaudry’s index calculus for trace-zero subgroups. In [48], the
authors identify 7,, with the group of F,-rational points of the trace-zero variety 7, via
the process of Weil restriction of scalars. For the first step of the index calculus algorithm,
they choose the factor base

F= {P = (xPayP) = ((anv ,l’n_l,xn),yp) € Tn}

This is the set of Fy-rational points of a curve contained in 7;,. The authors make the
general assumption that such curve is absolutely irreducible, and that it is not contained
in any proper subvariety of 7,. For the second step of Algorithm 2, the authors look for
relations of the form

R=a;P+B8Q=P& - @ P, (1.17)

where R is a known trace-zero point, and Pj, -+, P,_1 € F are unknown. Since the
dimension of 7, is d = n — 1, then the probability of finding a relation of this type is
1/d! =1/(n —1)! (see [46, Section 2.5]). Using the summation polynomials of the elliptic
curve, each relation is translated into a polynomial system of equations. The system
consists of 2n — 1 polynomial equations and 2n — 2 unknowns. All equations of the system
have coefficients in F,. More precisely, the unknowns are x,_1;, %y, such that xp, =

(0,0, ,&p—1,i,%n;), for i € {1,--- ,n —1}. Let f, be the n-th summation polynomial
of the curve E. We have that P, € F if and only if P, ® ¢(P) @ --- @ " 1(P,) = O,
which implies fn(ibpi,l‘(p( P)st s Tgn—1( pz.)) = 0. Applying Weil restriction of scalars to

this equation, one obtains an equation of the form
Fi(n_1,7n;) =0,

where F; has coefficients in F, and degree at most (n — 1)2"~2. Moreover, the relation
(1.17) implies f,(xp,,---,zp,_,,xr) = 0. Applying Weil restriction of scalars to this
equation, one obtains n equations

Gj(xn_m, Tply e ,xn_17n_1,xn7n_1) =0 for ] S {1, s ,n}.

Each equation G; has coefficients in F, and degree at most (n — 1)2"2. Hence, for the
relation search step, one has to solve the polynomial system

{ F,-(wn_uxn,i) =0forie {1, cee = 1}

. 1.18
Gj(xnfl,lal‘n,la o, Tp—1n-1, -’En,nfl) = 0 for JE {1a t 7”} ( )

The system has 2n — 2 unknowns and 2n — 1 equations. Each equation has coefficients in
F, and degree at most (n — 1)2"~2.

We have seen that the complexity of Gaudry’s index calculus strategy in E(Fgn) is
lower than Pollard’s rho complexity whenever n > 2. Moreover, if n is an odd prime, the
complexity of this strategy in T, is lower than Pollard’s rho complexity whenever n > 5.
We recall that we are speaking about the complexity in ¢, while n is regarded as a constant.
On the other hand, all the mentioned index calculus variants for E(Fg) ([46], [30], [31],
[51]) and for T;, ([48]) have exponential complexity in n. This is due to the hardness of
solving the polynomial systems that come from the relation search step. It follows that,
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in order to make Gaudry’s index calculus algorithm effective, it is of great importance to
look for new techniques for the relation search step. The aim of such techniques would be
to compute new polynomial systems, for which finding solutions is easier. In Chapter 5
we focus on this aim for index calculus in trace-zero subgroups. We refer to this chapter
for the detailed presentation and analysis of our new variant of Gaudry’s algorithm for
trace-zero subgroups.
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Chapter 2

Optimal representations for
trace-zero subgroups of twisted
Edwards curves

In this chapter, we propose two optimal representations for the family of trace-zero sub-
groups of twisted Edwards curves. For both representations, we provide efficient compres-
sion and decompression algorithms. The efficiency of these algorithms is compared with
the efficiency of similar algorithms for elliptic curves in short Weierstrass form.

Our optimal representations for trace-zero subgroups of twisted Edwards curves draw
inspiration from analogous ideas about optimal representations for trace-zero subgroups
of elliptic curves in short Weierstrass form. More precisely, for the first representation, we
follow ideas from [47]. We use Weil restriction of scalars (see Example[d2]of Section 1.4) and
Semaev’s summation polynomials (see Subsection 1.3.3). For the second representation,
we follow ideas from [49]. We make use of rational functions of the curve.

We refer to Section 1.3 and Section 1.4 for basic notions about twisted Edwards curves
and trace-zero subgroups respectively. We use the notation of these sections. Let [, be a
finite field of characteristic different from 2,3. We take a twisted Edwards curve

E,q: ax?2? + 22 = 2t + da?y?

defined over F,. We denote by @ the operation of addition between the affine points of
E,q. We denote by O the neutral element of the operation. Moreover, for each affine
point P of the curve, we denote by —P its inverse with resspect to ®. Let E = (Eqq)%
be the affine dehomogenization of E, 4 with respect to the variable z. We recall that, for
each field extension F, C . C Fq, the set E(LL) of affine L-rational points of the curve
E, 4, is an abelian group with the operation @©. For a field extension of odd prime degree
F, C Fyn, we denote by T, C E(F4) the degree n trace-zero subgroup of the twisted
Edwards curve. We refer to Definition [7] (Section 1.1) of optimal representation for a
family of groups. Namely, the family of groups that we take into consideration in this
chapter is
Gn = (Tn C E(]Fq"))q,Ea,d'

The notation above means that, in the family G,,, the odd prime n is fixed, while ¢ and the
twisted Edwards curve F, 4 defined over F, vary. We recall that, for this family of groups,
we have |T,| € O(¢" 1) (see Section 1.4). Therefore, by Definition [7] and the subsequent
remarks, an optimal representation

Ry = (Rn,q,Ea,d)qua,d

43
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for the family G,, can be given via maps of the type
RuvguEug - Tn — FI7 x 2y (2.1)

These maps are such that there exist constants ¢, d, e € Z>¢, for which the following facts
hold. For all T}, € G, one has k1, < e. Moreover, there exists a subset S, C Fgfl X Z;T"
with [Sz,| < ¢ and [R;} , (2)] < d, for all z € (F'~) x Zy™)\ S, .

n,q,Eq

In the sequel, we give tgvo 6dptimal representations for the trace-zero family G, , with rep-
resentation maps of the form . For the first representation of the chapter, we identify,
in the general case, each trace-zero point P with its Frobenius conjugates (¢*(P) for i €
{0,---,n—1}) and the inverses of its Frobenius conjugates (—¢*(P) for i € {0,--- ,n—1}).
In rare occasions, we have some more ambiguity in the decompression. More precisely, we
will see that this first representation is an optimal representation for a family G/, C G,
which disregards some exceptional cases. For the second representation, we have d = n.
In fact, we identify each trace-zero point with its Frobenius conjugates.

We remark that an optimal representation for a family of groups is useful in cryptographic
applications only if fast and efficient compression and decompression algorithms for the
representation itself are given. In our setting, for each trace zero point P € T;, C E(Fyn),
one needs an efficient method to perform its compression, that is, to compute its represen-

tation Ry g5, ,(P). Furthermore, for each = € Im(Ry .5, ,) C (F7~! X Z’;T"), an efficient
-1

nquEa,d
that we propose in the chapter, we provide efficient algorithms for the compression and

the decompression process.

We recall that each twisted Edwards curve F, 4 defined over F, is birationally equiv-
alent over F, to an elliptic curve in Montgomery form E,;, via the birational map ® of
Theorem @ Moreover, the elliptic curve in Montgomery form E); is isomorphic over I,
to an elliptic curve Ey in short Weierstrass form, via the isomorphism ¢ of Proposition
As a consequence, to optimally represent trace-zero points of the twisted Edwards
curve E, 4, one can use an optimal representation R/, = (R% @ EW)% By, for trace-zero sub-
groups of elliptic curves in short Weierstrass form. For example, we can use the optimal
representation given in [47], or the one given in [49]. Such representations are given via
maps of the type

method to compute its decompression R (z) is required. For both representations

kg
R - Tn C Ew(Fgn) — Fo7t x Zy™.

n7q7

Hence, an optimal representation for G, is

kv
RigBag: In — Fg—l X Ly ", PR (¢(®H(P))).

n,q,Ew

Nevertheless, we expect that the direct construction of the optimal representation on the
twisted Edwards curve gives faster and more efficient compression and decompression
algorithms. Furthermore, we mentioned before that our optimal representations for trace-
zero subgroups of twisted Edwards curves adapt ideas from [47] and [49], about optimal
representations of trace-zero subgroups of elliptic curves in short Weierstrass form. Never-
theless, we point out that the adaptation is not straightforward, and that some obstacles
have to be overcome, especially for adapting the method from [49].

The chapter is organized as follows. In Section 2.1 we propose our first optimal rep-
resentation based on Weil restriction of scalars and summation polynomials, and we give
compression and decompression algorithms for it. We then make explicit computations for
the cases n = 3 and n = 5. We compare execution times of our Magma implementation
with those of the corresponding algorithms for elliptic curves in short Weierstrass form,
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proposed in [47]. In Section 2.2, we propose another representation based on rational func-
tions, with its compression and decompression algorithms. We then make computations
for n = 3,5. We make efficiency comparisons with the corresponding algorithms for ellip-
tic curves in short Weierstrass, given in [49]. When we count the number of operations
in our computations, we denote respectively by M, S, and I multiplications, squarings,
and inversions in the field. We do not take into account additions and multiplications by
constants. The times for the implementation of our algorithms in Magma refer to version
V2.22-1 of the software, running on a single 3 GHz core.

2.1 An optimal representation using summation polynomi-
als

In this section, following ideas from [47], we use Weil restriction of scalars and Semaev’s
summation polynomials to give an optimal representation for the family of trace-zero
subgroups

Gn = (Tn - E(]Fq"))q,Ea,d-

We recall from Section 1.4.2 that an optimal representation for the family of groups
(E(Fgn))q.B0q 18 Pn = (Png,Beu)q.Ba.g> With

Prg.Eeq s E(Fgn) — Ty, (2,9) = (Y1, Yn)-

The vector (y1,--- ,yn) € [y corresponds to y € Fgn under the isomorphism Fgn = Fg
induced by a chosen basis B of Fyn over ;. Namely, a Fyn-rational affine point P = (Z,7)
of E, 4 is represented via its y-coordinate . For the fixed basis B = {a1, -, a,}, one can
write uniquely ¥ = yaq+- - - +¥, o, for some yy, - -+, ¥, € Fy. So ¥ is uniquely determined
by the vector (¥, - ,7,) of its F,-coordinates. Hence, from the vector (gy,--- ,7,), one
can recover the y-coordinate i of P. Then, from 7, one computes the x-coordinate T of
P up to sign, using the equation of the curve. This means that we solve the equation
ax? 4+ 7% — 1 — dz?y? = 0 for the variable x. We recall that, for the optimal representation
Pn, we have c=e =0 and d = 2.

Let e; be the i-th elementary symmetric polynomial in n variables, for i € {1,--- ,n}.
Notice that, for y € Fn, we have e;(y, 74, - - - ,@qnfl) € F,foralli e {1,---,n}. Therefore,
another optimal representation for the family (E(Fyn))q x, 4 18 pn = (Pn.q,E,.4)q,Eq qr With

~ n—1 n—1
Pn.q,Eqq * E(Fq”) —>Fga (l’,y) = (el(y7yq7"' 7yq )a ’en(yquj,,_ 7yq ))

For the optimal representation p,, we have again ¢ = e = 0, while d = 2n. In fact, each
F n-rational affine point of the curve is identified with its Frobenius conjugates, and with
the inverses of its Frobenius conjugates. Namely, we have

ﬁan:Ea,d(P) = ﬁn,q,Ea,d(iSDi(P))

for all P € E(Fyn) and for all ¢ € {0,--- ,n —1}.

As we pointed out in Section 1.4, one can restrict each map py ¢ g, , (or p“n,an’d) from
E(Fgn) to the subgroup T),. In this way, we obtain two families of representations (pn )|z,
and (pn) 7, for the trace-zero family G,. Nevertheless, these two families are not optimal
representations for G,. Our idea to recover the optimality of the representations is to drop
one coordinate from each representation map. Namely, we can represent P = (Z,7y) € T,
via (§q,- - Up_1) € Fon-1, or via ()i = (i@ 7% 77 ))ie e Frt

1 yYn—1 g1 i)i=1,- ,n—1 i\Y, Y Y ))7,—1,-“,71—1 q
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Then, we can use an equation for the trace-zero subgroup T}, to compute the missing coor-
dinate (7,, or €,). We use Semaev’s summation polynomials to obtain such equation for 7,.

Let fn(y1, -+ ,yn) € Fgly1,-- -, yn] be the n-th summation polynomial of E, 4, as in
Theorem By Theorem [37], we have that f,, is symmetric in y, -+ ,yn. So one can write
fn(y1,- -+ ,yn) as a function of the elementary symmetric polynomials ey (y1,--+ ,yn), -+ ,
en(y1,- -+ ,yn). Namely, there is a unique polynomial g, (ei, - ,e,) € Fyleq, - -, e,] such
that

gn(el(yl, T 7y7l)7 T 7en(y17 T 7yn)> = fn<y17 T 7yn)
If P = (7,%) € Ty, one has that P©p(P)®---$¢" 1 (P) = O. By definition of summation
polynomial (Definition , this implies

_n—1

(a‘)' fn(?v yqv t 7yq ) =0, and (b) gn(el(g7 gqa T 7yqn71)i=1,-" ,n) =0. (22)

A partial converse and exceptions to the opposite implication are given in the next propo-
sition.

Proposition 49. {47, Lemma 1 and Proposition 4]) Let m € Z>2. Take a field extension
F, CL CF,. Denote by E(L)[m] the subgroup of the m-torsion points of the group E(L),
that is E(L)[m] = {P € E(L) : mP = O}. We have the following facts.

1. Ty = {(z,y) € E(F) : f3(y,y9,97") = 0},
2. Ts UEF,)[3] = {(z,y) € E(Fy) : f5(y,u%,...,y7") = 0},
8. T U2y E(Fg)ln — 2K € {(2,) € E(Fyn) « faly,y%....y" ) =0} forn>T.

Proof. The proof proceeds as in [47, Lemma 1 and Proposition 4], after observing that,

for any odd prime n, one has E(F,)[2]NT, = {O}. O

Remark 50. Our aim is to use a) or b) as an equation for T},. In fact, we saw
above that P = (Z,7) € T, implies both (2.2]a) and (2.2]b). Nevertheless, it follows from
the previous proposition that the vice versa is not always true, since there are some few
exceptions. Hence, Proposition [49| raises the question of efficiently deciding, for each root
y € Fyn of equations , whether the corresponding points (£xz,y) € E(F,) are elements
of T),. However, this issue is easily solved in the two cases of major interest n = 3 and
n = 5. In fact:

e By Proposition 49| (1), (+z,y) € T3 if and only if 2 € Fs.

e By Proposition 49| (2), (£z,y) € T if and only if » € F s and (£z,y) & E(F,)[3] \
{O}. By storing the list £ of the y-coordinates of the elements of E(F,)[3] \ {O},
one can easily decide whether a point of E(FF,s) of coordinates (x,y) belongs to T
by checking that y ¢ L. Notice that £ consists of at most 4 elements of F,.

Using the above considerations as a starting point, we can give an optimal representa-
tion for the trace-zero family G,, with efficient compression and decompression algorithms.

1. The representation. We mentioned before that our idea is to drop the coordi-
nate y, from the representation (py)r,, or the coordinate e, from the representation
(ﬁn)‘Tn, in order to obtain an optimal representation for G,. Then, we use the equation
a) or b) to recover the missing F,-coordinate, paying attention to the special
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cases of Proposition f9] We point out that the polynomial g,, is much more sparse than
the polynomial f,,. This implies that, in general, the equation derived from b) will
be easier to solve. Hence we choose to represent trace-zero points with the elementary
symmetric polynomials in the Frobenius powers of their y-coordinates. So we propose, for
the trace-zero family Gy, the family of representations Ry, = (R q,E, 4)q,E,..4> With

_ n—1
Rn,%Ea,d : Tn — ]FZ 17 (%y) = (ei(y7yq7 T 7yq ))i:]w“'vn_ll

We will see in the following that R, is an optimal representation for a family G/, C G,,.
We obtain G/, by removing from G,, some exceptional cases.

2. Fast compression. In order to efficiently compute e;(7, 7, - - ,gqn_l), given P =
(z,7) € T, we make use of Weil restriction of scalars (see Example . We choose a basis
B of Fgn over Fg, in such a way that the computation is particularly fast.

2.i. Choice of the basis. Since we have to compute Frobenius powers of elements
of Fyn, it is convenient to choose a normal basis of Fg» over [F,. This is a basis of the form

B = {Oé, aqv o ,aq"71}7

for some a € Fgn. One has that normal basis of Fy» over I, always exist, for each ¢ and
cach n ([56, Theorem 2.35]). Observe that, for 7 = 7,a 4+ gpa? + - - +7,ad" € Fgn, we
have

n—1

Y= Uyt il 4G, g0l

Therefore, if we choose a normal basis of Fy» over I, the rising of 7 to the Frobenius power
q is costless. In fact, the operation reduces to a shift of the [F-coefficients 7, -- ,7,, of 7.
Notice moreover that

=7, +7gyal + - +ynoﬂ"71 € Fy if and only if j; = g; for all 4,j € {1,--- ,n}. (2.3)

When n|(g — 1), an alternative to the choice of a normal basis is the choice of a Kummer
basis of Fgn over F,. Namely, if n|(q — 1), we can see Fyn as a Kummer extension of F,
that is

Fon = 1,[C]/(C" = 1),

with p € Fy and (" — p irreducible polynomial of Fy[¢] (see [3, Chapter 6, Section 7]). So
we can choose the Kummer basis

B={1,¢- -, "}

Observe that ¢4 = (171¢ = uq;nlg“, since n|(q — 1) and (" = u. Let h = q;—l. For
U= + Y+ + 7, ! € Fyn, we have that

71 =Ty + "¢ + -+ Gun DL

Hence, even with the choice of a Kummer basis, the computation of the Frobenius powers
in [Fyn is particularly easy. Notice moreover that

T=T1+Tol+ - +7," " €F, if and only if g; = 0 for all i € {2,--- ,n}. (2.4)

2.ii. Weil restriction of scalars. Let B = {aq,---,a,} be a normal basis of Fyn
over Fy, or a Kummer basis of Fy» over Fy, if n|(¢—1). We apply Weil restriction of scalars
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with respect to B, to each polynomial e;(y, y9, - - - ,yqnil), i€ {l,---,n}. Namely, in each
polynomial e;(y, y?, - - ,yqn_l), we replace y with yia1 + - - - + ynau,, where y1,- -+ ,y, are
new variables. Then we obtain

n
n—1 _
ei(yayqa"' ayq ) = E eh,i(yb"' 7yn)aha
h=1

where €p, (Y1, -+ ,Yn) € Fgly1,- -+ ,yn] for each h € {1,--- ,n},i e {1,--- ,n}.

For all § = g1 + -+ + Ppan € Fyn, we have that 5, € F, for all j € {1,---,n}.
Hence the equality @? = y; holds for all j. Therefore, we can reduce the polynomial
€ni € Fylyr, -+, yn) modulo y? —y;, for i, h,j € {1,--- ,n}.

IfB={ay, - ,a,} ={a,a,--- ,oﬂn_l} is a normal basis of Fy» over F,, we obtain

n

_ h—1 ~ n—1 .
D enilyn, oyt =y, ) (atat o a? ) mod (yf—yy), J € {1, 0},
h=1

for some €;(y1, -+ ,yn) € Fqly1, -+ ,yn), and foralli € {1,--- ,n}. Infact, e;(,y9,- - ,yqnfl) €
F, for j € Fyn. Hence the obtained equality is a consequence of [47, Proposition 3] and of

the observation (2.3)).

For the same reason, if B = {1,(, - ,¢" !} is a Kummer basis of Fn over F,, we obtain

n
Zéhﬂ'(ylf" 7yn)<h71 = éz(ylv 7y7l) mod (yjq _y])7 .7 € {17 ,TL},
h=1

for some €;(y1,- -+ ,yn) € Fqly1,- -+ ,yn), and for all ¢ € {1,--- ,n}. This is a consequence
of [47, Proposition 3] and of the observation (2.4]). In this way, we have computed n
polynomials

é’i(ylv to 7yn) € Fq[ylv to 7y7l}7 S {17 e 7n}' (25)
These polynomials are such that, for each (z,7) € T,, withy = y,01 + - - - + 7,,, we have

_n—1

ei(y7'”7yq ):)‘éi(gla"'7?n)f0ri€{17”'7n}7

where
A=(a+al+---+ ozqnil) eF, it B={a1, - ,an} ={a, 09, - ,ozqnil} normal basis,
(2.6)
and
A=1if B={ay, - ,a,} ={1,¢,---,¢"'} Kummer basis. (2.7)

Hence, to compress P = (Z,7) € T, we compute

Rn,q,and (P) = )‘(él(gb e 7gn))i=17‘“7n*1 € Fg_la

where A € F, is the constant or , according to the chosen basis B.

To sum up, using Weil restriction of scalars, we replace computation in Fy» with com-
putation in ;. Such computation is particularly efficient since we choose appropriate
basis B of Fy» over F,, namely normal basis or Kummer basis of Fy» over F,.

3. Fast decompression. For (€1, -+ ,€,-1) € Im(Ry £, ,), We first solve

gn(éla”' 7én—17t) =0 (28)
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for the variable ¢.

Now, for any solution e, € I, of , we have to find the corresponding ¥ € Fyn. In
order to do this, we can proceed in two ways. One method is to compute a Fyn-root of
the polynomial

n
Q) = _(-DEy" ™) +y™
i=1
This process requires a polynomial factorization in Fn, for a polynomial with coefficients
in IF, and of degree n. Alternatively, we can solve the system

éi = )\éz(yl) o e ,yn) fOI‘ 7/ S {]., o ,n}, (29)

where A € I, is the constant of or , according to the basis B that we chose
in the process of compression. We solve the system respect to the variables y1,-- -, yn,
to find (g, - ,y,) € (Fq)" corresponding to § € Fy». This latter strategy requires, in
general, the computation of a lexicographical Grébner basis in Fy[y1,-- -, ypn). In the next
subsection, we will see that, for n = 3 and choosing a Kummer basis of Fs over Fy, the
second method is more efficient than the first one. In fact, in this case, the system (2.9))
is particularly easy to solve and the computation of the Grébner basis is not required.
However, the computational experiments of [47] shows that, for n = 5, the polynomial
factorization is faster than the resolution of system via Grobner basis techniques.
So we expect that, for n > 5, the factorization method is more efficient than the Grébner
basis method.

Once we recover iy € Fyn, we can compute T € Fgn up to sign, using the equation of the
twisted Edwards curve.

4. Optimality of the representation. We show that R, is an optimal representa-
tion for G/, C G,,, where G/, is G,, without some exceptions. We refer to Definition [7| of
optimal representation for notation. Notice that, for R,, we can take e = 0. Now we
have to show that, for G), there exist constants ¢,d € Z>o such that, for all T,, € G/,
there exists a subset Sz, C Fg_l with |S7,| < ¢ and |R;,}1,Ea,d(€1"" J€n—1)| < d, for
all (€1, -+ ,€ép-1) € Fg_l \ Sr,,. For (€1, -+ ,ep—1) € Fg_l, we take the polynomial
9n(t) = gn(€1,- -+ ,€n_1,t) of equation (2.8).

Suppose first that g, (t) # 0. In this case, we have that deg (g, (t)) < 2"~2 by Theorem
So, by solving , we can find at most 2”2 values for &, € F,. Then, in the second step
of the decompression procedure, we recover y from ey, --- , €, up to Frobenius conjugates,
and in the last step we recover T from 7, up to sign. Hence, when g, (t) # 0, we have that
’RT_%}]:Ea,d(Eh coyenm1)| £(2772)2n = 2" In = d. We remark that, even if in theory we
can have up to 22 values for €,, it is a rare phenomenon in practice to obtain more than
one value. This means that, for a generic point P, the representation R, identifies only
£ P and their Frobenius conjugates. We come back to this discussion in Subsection [2.1.2
where we analyze the issue for n = 5.

Now suppose that, for (€1, - ,€,-1) € F’;_l, we have g, (t) = 0. This means that
gn(éla e 7én—17 €n) =0

for all e, € F,. In this case, our decompression algorithm is not efficient in practice. In
fact, ¢ is large in real applications, and one should apply the second and the third step
of decompression for each element €, € F,. Moreover, for such (e, -+ ,€,-1) € Fg_l, we

cannot prove any more that ]R;%J B, d(él, -++ ,€n—1)| is upper bounded by the constant d.
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Hence, for all T;,, we define the set of exceptional cases
St = {1, Tn1) €FG 12 gn(Er, oo B, t) = 0}

Take gu(e1, -+ en1,t) € Fyler, -+, en1][t]. Demote by Cj(er, -+ en 1) € Fler, -, en1]
the coefficients of g, with respect to the variable ¢, for j € {0,---,2""2}. By Theorem
we have that deg (C;) < (n —1)2""2 for all j € {0,---,2"2?}. Then we have

STn - {(élv T 7én—1) € Fg_l : Cj(éla e 7671—1) =0 for JE {07 T ’2n—2}}'
Hence the set St;, is the set of Fy-solutions of the system
Cj(e1, -+ ,en—1) =0 for j € {0,---,2" 2} (2.10)

This system has up to ms = 2”2 + 1 polynomial equations with coefficients in F, and
ns = n— 1 variables. Each equation is of degree ds < (n—1)2"2. Since ms > ns, we can
make the general assumption that the system is zero dimensional. This means that
the system has a finite number of solutions on the algebraic closure F,. In this case, by
Bezout’s theorem, one has that the number of solutions of the system over the algebraic
closure is bounded by (ds)™s. Hence we obtain

’ST ’ < (n o 1)(n—1)2(n—2)(n—1) =c,
for the trace-zero family
G, ={T,, C E(Fqn) : the system (2.10) is zero-dimensional } C G,,.

We now give the pseudocode of a compression and decompression algorithm for the ele-
ments of T,,. The correctness of Algorithm 3 and Algorithm 4 below is a straightforward
consequence of the previous discussion.

Algorithm 3 (Compression).

Input : P=(z,y) € T, C E(F¢n)
Output : Ry, 45, ,(P) € Fi!

B ={ai, - ,an} + chosen basis of Fgn over F; (normal basis or Kummer basis)
if B={a,a,--- ,oﬂnil} normal basis then
A (a+--+al")
else if B Kummer basis then
A1
end if
Write y =g,01 + ... +Y,,an
€Y1, yn) € Fylyr, -+, yn] < polynomials of fori=1,...,n—1
: Compute €; = \é;(yy,...,7,) fori=1,...,n—1
10: return (€1,...,€,-1)
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Algorithm 4 (Decompression).

Input : (€1,...,€,-1) € IE‘(’ZL’I

Output : R,—L’;Em(él, cyBn1) C T,

1: B, A « basis and constant of Algorithm 3

2: Solve gp(€1,...,€p-1,t) =0 for t in F,

3: T < list of solutions of g,(e1,...,en—1,t) =0in Fy
4: fore, e€T:

Method 1: & (y1,...,Un) € Fgly1, - ,yn] < polynomials of (2.5) for i =1,...,n

Find a solution (yy,--- ,7,) € Fy of the system
e = Aei(yo,---Yn—1)
ép = )\én(y()a s 7yn71)

if it exists, and compute ¥ = y1a1 + - - - + Y, € Fyn

Method 2: Compute y a Fyn-root of the polynomial

n

Qly) = (e ") +y"

=1

For any found 7, recover one of the corresponding T using the curve equation
end for

if (z,y) € T), then

Add P = (£Z,7) and all their Frobenius conjugates to the list L of output points
end if

10: return L

2.1.1 Explicit equations, complexity, and timings for n = 3

In this subsection we give explicit equations for trace-zero point compression and decom-
pression on twisted Edwards curves, for n = 3. We also estimate the number of operations
needed for the computations. Moreover, we give some simulation times obtained with
Magma, and compare with the results from [47] for elliptic curves in short Weierstrass
form.

If we write the third summation polynomial of E, 4 as a function of the elementary
symmetric polynomials e1, e, €3, we obtain the polynomial

g3(e1,ea,e3) = €2 — 14 (d/a)(e2 — e2) + (2d/a)eres — 25 + ((—2a + 2d) /a)es. (2.11)

Let E : y?z = 2% + Ax2? + B2z> be an elliptic curve in short Weierstrass form. We remark
that, if we write the third summation polynomial of F as a function of the elementary
symmetric polynomials, we obtain the polynomial

Gg(el, €9, 63) = 6% — 46163 — 4B€1 — 2A€2 + Az. (2.12)
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Notice that, while G5 is linear in e; and ej3, g3 is of degree 2 in each variable. Therefore,
none of e, es, e3 is determined uniquely by the other two, as is the case of elliptic curves
in Weierstrass form. However, applying the change of coordinates

hh = e
tg = e3+e2 (2.13)
t3 = €3 — €9
to g3, we obtain the polynomial
gg(tl, t2,t3) = t% + (d/a)(tgtg + tito + tltg) + ((d/a) — 2)t2 + dtg — 1. (214)

This polynomial is linear in both to and t3.

So, for n = 3, we take a variant of the optimal representation R, that we proposed for
the general case. Namely, we represent a trace-zero point P = (Z,y) € T3 via the two
[F4-coordinates

2 2

— — . . S . . _ 2 . .
(t1,t2) = (t1(m, 9%, 97 ), t2(, 99,97 )) = (e1(m, 7%, 9" ), (e2 + e3) (W, ¥*, ¥*

2
)-
This variant allows us to recover the dropped coordinate

2

)

— _ _ 2 . _
ts =13y, 9%, 9" ) = (es — e2) (W, Y%, 7
without any ambiguity, by solving the linear equation
gs(t1,t2,t) =0

for the variable ¢t. Hence we take the optimal representation R = (R} )a, B, 4> With

»qua,d

2
Riygr,q: T3 — Foy (2,y) = (ti(y, 47,97 ))i=12:

As in the general case, we choose a normal basis or a Kummer basis B = {ay, a2, ag} of
g3 over Fy. Then we apply Weil restriction of scalars and reduction modulo yg — v, for
Jj€{1,2,3}, to t;(y,y?,y?), for i € {1,2,3}. We obtain the polynomials

Ei(y17y27y3) € ]Fq[yluy27y3] fOI' 1€ {17273}

These polynomials are such that, for each P = (7,7) € T3, ¥ = a1 + Y2 + Y33, we
have
LT, 7 ") = M@, 2, B5) for i € {1,2,3},

where A = a + a4 + a4’ if we have chosen the normal basis B = {a, a4, oﬂ2}, while A =1
if the chosen basis B is a Kummer basis.

In the sequel of this subsection, we suppose that 3|(¢ — 1), and we regard Fj s =
Fg[¢]/(¢3 — p) as a Kummer extension of F,. We take the Kummer basis B = {1,¢, (?}.
In this way, we obtain

1
ta = ta(y1,y2,y3) = U3 — 3uy1yays + pys + p2ys + 3y? — 3uyays (2.15)
3

which express t1, 19, t3 as polynomials in y1, y2, y3.
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Point compression. For a point P = (Z,7) € T3 C E(F;), with § = 7, + 7,¢ + 73¢%,
we perform the compression

Ri 45,4 (P) = (01,12) = (391,77 — 3519205 + 195 + 11773 + 37 — 3p273)-

If we compute o as (y; + 1)(¥3 — 3uysys) + s + p*ys + 273, the cost of computing
R 45, ,(P) is 3S+4M in Fy. In the case of elliptic curves in short Weierstrass form, com-
puting the representation of a point is less expensive, as it takes 1S+1M in F, or 1M in
F, with the two methods of [47, Section 5].

Point decompression. We analyze the decompression algorithm for n = 3 and the
optimal representation Rj.

As in the general case, we disregard (t1,t2) € F2 such that gs(t) = gs(t1,t2,t) is the zero
polynomial. Therefore, we define

St, =
{(t1,t2) € F2 : Gs(t1,ta,t) = 0} = {(t1,—t1—a) € F; : (a—d)t7+(2a—da—d)t1+a(2a—d—1) = 0}.

Notice that, for each T3 C E(F ), we have |St;| < 2 = ¢, so Rj is an optimal representa-
tion for G3 (we have G5 = G3).
Now, in order to decompress (t1,%2) € Im(R3 , 5 ) \ Sy, We proceed as follows.

1. We solve g3(t1,t2,t) = 0 for the variable ¢, that is, we compute t3 as

7. (d/a) = 2)ts + (d/a)lrtz + (1 +1)(02 — 1)
3 (d/a)(t1 + T2+ a) '

Notice that, if (¢; + t2 + a) = 0, then gs(t1,%2,%3) # 0 for all ¢35 € F,. In fact, we
are supposing that (f1,t2) & S, that is, g3(t1,%2,t) # 0. On the other hand, the case
g3(t1,t2,t3) # 0 for all ¢3 € IF, is not possible for (t1,%2) € Im(ng%Euyd), by definition of
summation polynomials. So (f1 + f2 + a) # 0 for all (t1,¢2) € Im(Rj ) \ Sry. Hence
t3 can be computed with 3M+1I in [F,.

2. Given (t1,12,t3), we solve system with t; = ¢; for i € {1,2,3}, for the vari-
ables y1, yo, y3. Notice that, since the t;’s are obtained from the e;’s by a linear change
of coordinates, all considerations from [47] apply to our situation. It follows that one can
compute 7 from (t1,%2,%3) with at most 3S+3M+11, 1 square root and 2 cube roots in F,,.

To sum up, the complete decompression algorithm takes at most 3S+6M+21I, 1 square
root, and 2 cube roots in [F,. For elliptic curves in short Weierstrass form, decompression
takes at most 3S+5M+-2I, 1 square root, and 2 cube roots in IF, or 45+4M+-2I, 1 square
roots and 2 cube roots in Iy, depending on the method used. We refer the interested
reader to [47, Section 5|, for details on the complexity of the computation for curves in
short Weierstrass form.

Remark 51. Notice that one can also use (¢1,t3) as an optimal representation of (z,y) €
T3, and then solve g3 for to in order to recover y. This choice is analogous to the one
we have made, and the computational cost of compression and decompression does not
change.

Remark 52. The symmetry of twisted Edwards curves makes the computation of point
addition on these curves more efficient than on elliptic curves in short Weierstrass form, as
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we saw in Section 1.3.2. However, the same symmetry results in summation polynomials
of higher degree and with a denser support. This explains our empirical observation that
the summation polynomials in the elementary symmetric functions for elliptic curves in
short Weierstrass form are sparser than those for twisted Edwards curves for n = 3,5,
even though for both curves they have the same degree 2”2, For n = 3, this behavior is
apparent if one compares the polynomials and . Therefore, one should expect
that compression and decompression for a representation based on summation polynomials
for twisted Edwards curves are less efficient than for elliptic curves in short Weierstrass
form. This is confirmed by our findings.

The following examples and statistics have been implemented in Magma ([22],[23]),
version V2.22-1 of the software, running on a single 3 GHz core.

Example 53. Let ¢ = 27 — 67 and = 3. We choose randomly the twisted Edwards
curve

E,.q : 31468753957068040687814x%22 + 3222 = 2* 4 192697821276638966498997x2y?

defined over F, and birationally equivalent over I, to the elliptic curve in short Weierstrass
form

Ew : y?z = 2% + 292467848427659499478503x 2% + 361361026736404004345421 2.

We choose a random affine point of trace-zero P’ € Eyy (F ¢43), and let P be the correspond-
ing point on FE, 4. For brevity, here we only write the z-coordinates xps of points of Eyy
and the y-coordinates yp of points of E, 4:

zpr = 34656092814607695931475362+456826539628535981034212¢ +344167470403026652826672,

yp = 208520713897518236215966£2 + 451121944550219947368811&+
+68041089860429901306252.

We represent the points of E using the compression coordinates (t1,t2) from [47, Section
5]. We denote by R and R’ the representation maps on E, 4 and E, respectively. We
compute

R/ (P") = (344167470403026652826672, 334324534997495805088214),

R(P) = (204123269581289703918756, 98788782936076524413527).

We now apply the corresponding decompression algorithms to R/(P’) and R(P). We
obtain
R’ (344167470403026652826672, 334324534997495805088214) =

{346560928146076959314753¢2+456826539628535981034212¢ +344167470403026652826672,
164759498614507503187493£%4-361520690988197751534381£ +344167470403026652826672,
93142483046730124850775£%4-390578588997895442137449¢ +344167470403026652826672},

which are exactly the z-coordinate of P’ and its Frobenius conjugates. Similarly
R1(204123269581289703918756, 98788782936076524413527) =
{208520713897518236215966£2 +451121944550219947368811£+68041089860429901306252,
539321536961066855011167£2 4-237431391097642968386719¢ +68041089860429901306252,
461083568756044083478909¢2+520372483966766258950512£ +68041089860429901306252},

which are exactly the y-coordinate of P and its Frobenius conjugates.



2.1. AN OPTIMAL REPRESENTATION USING SUMMATION POLYNOMIALS 55

We now give an estimate of the average time of compression and decompression for
groups of different bit-size. We take primes qi, g2, and g3 such that 3|(¢; — 1) for all ¢,
of bit-length 96, 112, and 128, respectively. For each g;, we take five pairs of birationally
equivalent curves (E, E, 4) defined over Fy,, such that the order of T3 is prime of bit-length
respectively 192, 224 and 256. On each pair of curves, we randomly choose 20’000 pairs
of points (P’, P) of trace-zero, as in Example For each pair of points, we compute
R/(P"),R(P), R’ (R/(P')), R"1(R(P)). For each computation, we take the average time
in milliseconds for each curve, and then the averages over the five curves. The average
computation times are given in the table below.

Table 1. Average computation times in milliseconds, for point compression and decompression in 7%,

for elliptic curves in short Weierstrass form and for twisted Edwards curves.

Bit-length of |T3| 192 224 256
Compression on E 0.006 | 0.005 | 0.006
Compression on E, 4 0.016 | 0.017 | 0.015
Decompression on F 0.81 | 2.40 | 1.20
Decompression on E, 4 | 0.88 | 2.44 | 1.17

The following table contains the ratios between the average times for point compression
and decompression on elliptic curves in short Weierstrass form and twisted Edwards curves.

Table 2. Ratios between the average times for point compression and decompression on elliptic curves

in short Weierstrass form and on twisted Edwards curves.

Bit-length of | 7] 192 | 224 | 256
Comp on E / Comp on E, 4 | 0.375 | 0.294 | 0.400
Dec on E / Dec on Eg 4 0.920 | 0.984 | 1.026

2.1.2 Explicit equations, complexity, and timings for n =5

In this subsection, we treat in detail the case n = 5. We compute explicit equations for
compression and decompression, we give an estimate of the complexity of the computations
in terms of the number of operations, and give some timings computed in Magma. We
also compare with the results obtained in [47] for elliptic curves in short Weierstrass form.

The fifth Semaev polynomial f5 of a twisted Edwards curve has degree 40, while for
curves in short Weierstrass form it has degree 32. The first polynomial also contains
many more terms than the second. This agrees with what we observed in Remark [52] for
the case n = 3. The fifth summation polynomial gs(eq,--- ,e5) written as a function of
the elementary symmetric polynomials e, --- ,es has degree 8 for both Weierstrass and
twisted Edwards curves. However, for twisted Edwards curves, g5 has degree 8 in each
variable, while for elliptic curves in short Weierstrass form it has degree 6 in some of the
variables. Because of these reasons, we expect that compression and decompression for a
trace-zero subgroup coming from a twisted Edwards curve are less efficient than for one
coming from a curve in short Weierstrass form.

For fields such that 16|(¢ — 1), we perform a linear change of coordinates on the e;’s
in order to obtain a polynomial g5, of degree strictly less than 8 in some variable. The
polynomial g5 is too big to be printed here. However, denoting by (g5)s the part of gs
which is homogeneous of degree 8, we have:

(g5)s(e1, ... e5) =€} + (d/a)4(e§ + eg) + (d/a)®(e] + eg). (2.16)
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Let u; € F, be a primitive 16-th roots of unity. Then we can factor t® + s% over F, as
84 8% = (t — pys)(t + us)re(t, s).
Therefore, can be written in the form
(95)s = €1 + (d/a)"(e2 — pres)(e2 + pres)ps(ez, e3) + (d/a)* (e + €5).

Hence, after performing the change of coordinates

lg = ex—nes
t3 = ez + uies
ti = e fori=1,4,5
we obtain a polynomial g5(t1,...,t5) of degree 8 in t1,t4,t5, and degree 7 in ty,t3. Then,

in the case 16|(¢ — 1) we can take the optimal representation Rf = (Rg,q,Ea,d)16’|(q—1),Ea,d7
with
4

4 4 4
R:’:,q,Emd : 15 —>F27 (.%',y) = (tl(y7"' 7yq )7753(,%"' ’yq )7t4(ya"' 7yq )7t5(y7"' ’yq ))

In such a way, we lower the degree of the equation in the first step of the decompression
algorithm. In fact, gs(€1 - - - ,€4,t) has degree 8 in t, while g5(¢1,¢t,t3,t4,t5) has degree 7
in t.

Example 54. Let ¢ = 2'9—3, = 2. Let F,s be the Kummer extension F s = F, [€]/(¢5—
). Take the corresponding Kummer basis B = {1, ¢, (%} of Fys over IFg.
Let E1 486 be the Edwards curve of equation

E 486 : 2222+ y2z2 =4 6x2y2.
Let P € Ts be the point
P = (951&6% 4 33863 4 2462 4 934¢ + 133, 65061 4 9273 4 30162 4 171€ + 973).
We denote by R the representation map on T5. The compression of P is
R(P) = (e1,e2,€3,e4) = (686,289, 865,418).
In order to decompress, we solve
gs(e1, e, e3,e4,1) = g5(686, 289,865,418, t) =

718 + 705¢7 + 1007t% + 970t° 4 233t* + 1014¢3 + 356t% + 198t + 575 = 0,

which has a unique solution e5 = 790 € F,. In order to recover the value of the y-coordinate
of P up to Frobenius conjugates, we find a root y € Fys of

y5 — eyt eay® —esy? +eqy —es =90 + 335y4 =+ 289y3 + 15642 + 418y + 231.

Hence, we use method 2 in line 4 of the decompression Algorithm 4. Notice that the
five roots are Frobenius conjugates of each other. From 7 € F;s we can recompute the
x-coordinate up to sign, via the curve equation. So the decompression algorithm returns
RHR(P)) = {£P, £p(P), £p*(P), £¢°(P), £¢*(P)}.

We now give an example that has some indeterminacy in the decompression algorithm.
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Example 55. Let ¢ = 219 — 3, 1 = 2, Fps =2 Fy[C]/(( — p), and B = {1,¢,¢?} Kummer
basis of [ g5 Over F,. Take the twisted Edwards curve

E210.904 : 2102227 4 y?22 = ¢t + 9242%y?
and the point
P = (1020¢* + 713¢% 4 158¢2 + 745¢ + 515, 891¢* + 557¢ + 13562 + 976¢ + 62) € Ts.

As in the previous example, we denote by R the representation map on T5. The compressed
representation of P is

R(P) = (e1, e2,e3,e4) = (310,887,19,660).
The decompressing equation is
gs(e1, e, €3, eq,t) = 6265 + 502t7 4 38815 + 294t° + 2t + 466t° + 723t + 55t + 388 = 0,
which has solutions es = 428, e} = 835, ¢f = 550 € F,. By solving the equation
Yo — eryt + eay® — esy® + eqy — e5 = y° + 310y + 887y + 19y* + 660y + 593 = 0
we recover the y-coordinate of P and all its Frobenius conjugates. By solving the equation
y? — eyt + ea® — esy® +eay — e = y° + 310y + 887> + 19y + 660y + 186 = 0

we find roots in F s

45> which do not correspond to points of trace-zero. By solving the
equation

yP — eyt + ea® — esy? + eqy — el = o° + 310yt + 887y% + 1992 + 660y + 471 = 0
we find @ € Ts which is not a Frobenius conjugate of P. Hence in this case
RTUR(P)) = {£P...., £0(P), £Q. ..., £5(Q)}.

As we pointed out in the general case, we remark that there could be (€1, - ,€4) €
Im(R5,4.£, ) such that g5(t) = gs(€1,--- ,€4,t) is the zero polynomial. Moreover, when
g5(t) # 0, the equation g5(t) = gs(€1,--- ,€4,t) = 0 can have up to eight Fy-solutions. So
it can happen to identify more than the Frobenius conjugates of a trace-zero point and
their inverses. This is the case of Example Nevertheless, an heuristic argument shows
that a generic (€1,---,e1) € Im(Rs5 4k, ,) has exactly ten inverse images (the Frobenius
conjugates of the point and their inverses). In order to support the heuristics, we tested
15’000 random points in the trace-zero subgroup T3 of 15 twisted Edwards curves E, 4.
The groups had prime cardinality and bit-length 192,224, and 256. For any random point
P, we computed the cardinality of Rg; Fu (Rs,4,E,4(P)). We found that this cardinality
is 10 for about 91% of the points, 20 for about 8.5% of the points, and 30 for about
0.5% of the points. We also found a few points for which |R5:;,Eu,d(R5,q,Ea,d(P))| = 40,
but the percentage was less than 0.02%. Finally, we did not find any point for which
40 < ]R;;Ea,d(R&%Ea’d (P))| < 80, or for which g5(t) is the zero polynomial.

In order to test the efficiency of the compression and decompression algorithms for
n = 5, we have implemented them in Magma. We take primes q1, ¢2, and g3 of bit-
length 48, 56, and 64, respectively. We choose primes such that 5[(¢; — 1) for all i. For
each ¢; we take five pairs of birationally equivalent curves (E, E, 4) defined over F,,, such
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that the order of T3 is prime of bit-length 192, 224, and 256, respectively. The following
table contains the average times for compression and decompression in milliseconds. Each
average is computed on a set of 20’000 randomly chosen points on each of the five curves.

Table 3. Average computation times in milliseconds, for point compression and decompression in 75,

for elliptic curves in short Weierstrass form and for twisted Edwards curves.

Bit-length of |T5| 192 224 256

Compression on E 0.057 | 0.055 | 0.060
Compression on E, 4 0.049 | 0.058 | 0.053
Decompression on F 64.17 | 104.31 | 121.51
Decompression on E, 4 | 63.66 | 104.45 | 121.42

The following table contains the ratios between the average times for point compression
and decompression on elliptic curves in short Weierstrass form and twisted Edwards curves.

Table 4. Ratios between the average times for point compression and decompression on elliptic curves

in short Weierstrass form and on twisted Edwards curves.

Bit-length of |T5] 192 | 224 | 256
Comp on E / Comp on E, 4 | 1.163 | 0.948 | 1.132
Dec on E / Dec on Eg 4 1.008 | 0.999 | 1.001

2.2 An optimal representation using rational functions

Let E, 4 be a twisted Edwards curve defined over F,. In this section, we propose an-
other optimal representation for the trace-zero family G, = (T,, € E(Fyn))q.g, ,- This
representation makes use of rational functions of the curve. We refer to Section 1.2 for
basic notions about rational functions and divisors of a curve and the annexed notation.
In [49], the authors propose to represent trace-zero points P € T,, of an elliptic curve in
short Weierstrass form via the coefficients of the rational function which corresponds to
the principal divisor P + ¢(P) + ... + ¢" }(P) — nO on the curve. Optimality of the
representation depends on the fact that the rational function associated to this divisor
has a special form, and it can be given via n — 1 coefficients of F,. In order to adapt
this idea to the case of twisted Edwards curves, there are several questions that need to
be answered, and one has to overcome some difficulties in order to successfully carry out
the same strategy. For example, we saw in Section 1.3.2 that a twisted Edwards F, 4 has
two singular points, namely the two points at infinity ©; and Q. On the other hand,
an elliptic curve is a nonsingular projective curve. Since a twisted Edwards curve has
two singular points, we have to care about the definitions of divisor, principal divisor and
divisor of a rational function for the curve F, 4: we explained this issue in Example
We start with recalling some preliminaries and notations about rational functions and
divisors on a twisted Edwards curve.
For a field extension F, C L C Fy, let h = h(z,y, z) € L(E,4) be a L-rational function of
Eq 4. We have seen in Section 1.2.1 that the field L(E, ) is isomorphic to the field of affine
L-rational function L((E,4)%), via the isomorphism L(E,4) > h(z,y,z) — h(z,y,1) €
L((Eq,q)%). So here we will write the rational function h in the affine form h(z,y) =
h(z,y,1) =r(z,y)/s(x,y), following the notation of Section 1.2.1.
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By Theorem E, q is birationally equivalent over F, to an elliptic curve E)j; in
Montgomery form, via the birational map ® : Eyy — E,4. Notice that, for each P ¢
Eua\ {4, Q}, we have |@71(P)| = 1, while [®71(Q)]| = |271(Q2)| = 2. We denote

®([0,0,1]) =[0,-1,1] = O,

() = {[21,0,1], [a2,0,1] € Eps with a; # 0} = {Q1, Q2},

and

@_1((22) = {[_17 \/gv 1]’ [_1’ _\/ga 1} € EM} = {Q3a Q4}

We recall that, by definition, divisors on an absolutely irreducible projective curve are
divisors on its nonsingular model. Hence, in the case of E, 4, divisors on E, 4 are divisors
D= ZPEEM npP on Fj;. Given the divisor D, we can take its image with respect to @,
that is ®(D) = > pcp,, np®(P), to obtain a formal sum of points on the given curve E, 4

(see Example . Moreover, for h € Fy(E, q), its divisor divg, ,(h) is
divg, ,(h) = diveg, (ho ®).

As before, we can take the image ®(divg, ,(h)) to obtain a formal sum of points on F, 4.
As we have already mentioned, the authors of [49] take elliptic curves Ey in short
Weierstrass form defined over F,, and trace-zero points P € T;, C Eyw (F4n). For such
points, by definition of trace-zero, we have P @ ¢(P) @ --- ® ¢" }(P) = O. By Theorem
this equality is equivalent to saying that there is a rational function h € ﬁq(EW) such
that div(h) = P + @(P) + --- + ¢" 1(P) — nO. The authors of [49] observe that h is a
polynomial of a particular form, that can be given via n — 1 coefficients of F,. So they
optimally represent the trace-zero point P via these n — 1 coefficients.
Let now P € T, be a trace-zero point of our twisted Edwards curve E, 4. Let h € Fq(and)
such that ®(divg, ,(h)) = P+@(P)+---¢" 1 (P)—nO. One has that h is not a polynomial
any more. So the straightforward adaptation of the method in [49] cannot be applied. Our
idea is then to take another rational function associated to Tr(P), rather than the rational
function A. This rational function have the polynomial form that is required for the
optimal representation. We describe and construct such rational function in the following
theorem.

Theorem 56. Let E, 4 be a twisted Edwards curve defined over F,. Let P € T,, C E(Fyn).
Then there exists a polynomial qp(x,y) = q1(y) + zq2(y) € Fylz,y], with ¢1(y),q(y) €
Fqly], such that

1. (I)(diVEa,d<QP)) =P+ (p(P) + ...+ (pnil(P) + 0 - 20 — (n — 1)92

n—1

2. max{deg(q1),deg(q2)} = "5~
3. q1(y) = (L +y)di(y), where ¢i € Fyly] and deg(q1) < nT%

4. q2 is not the zero polynomial.

Proof. If P = O, we define gp = z(1 — y)%, for which points 1,2, 3,4 of the theorem are
easily verified.

Let now P = (,7) # O. For each 1 <i < n, let P, = ' "1(P). Foreach 1 <i <n—2,
let ¢;(z,y) = 0 be the conic passing through the points (P @ --- & P,y & P;), Piy1,
(—(Pr®--®P®Piy1)), O =10,-1,1], Q4 and Q. Notice that ¢; exists by [2, Theorem
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1 and Theorem 2|. Moreover, this conic is unique up to multiplication by a constant, and
it is of the form

¢i(z,y) = Bi(y)z + Ai(y),

where A;(y) and B;(y) are polynomials of F,[y], of degree at most one. Furthermore, for
¢i € Fy(Eq.q), we have that

divg, ,(¢;) = divg, (¢io®) =@ ' (P& + -+ P1 & P) + & ' (Ppa)+  (2.17)

+OH(—(PL@ - ® P @ Piy1)) +10,0,1] = Q1 — Q2 — Q3 — Qu.
For each 1 < i <n — 3, let h;(y) = 0 be the horizontal line through the point P; & --- @
Py € Ea,d- Then
divg, ,(hi) = divg, (hio®) =@~ (PL &+ ® P ® Pij1))+ (2.18)

+@ N (—(P @ ® P ®Py1)) — Q3 — Qu.

Moreover, we have that
n—3
= H h; € Fq(E d)
i=1

is a polynomial of degree n — 3. Notice that we have

divg, ,(a—dy?) = divg, ,((1—y*)/2?)o®) = divg,, (y*/z(z41)?) = 2Q1+2Q2—2Q3—2Qx,
(2.19)
and

diVEa,d(l + y) = diVEM((l - y2) © (I)) = diVEM (.1‘/(1' + 1)) = 2[07 07 1] - Q3 - Q4-

Let now define

n—

() — (a—dy T
qr(z,y) )ty }_[1¢ZEF (2.20)

By (2.17), (2.18]), and the previous observations, we have that

divg, ,(dp) = dive,, (gpo®) = ZCD +[0,0,1]— Ql—Qr(n;l)Qr(n;l)Qz;-

(2.21)

Now let (gp o ®)(z,y) = p1(z,y)/q1(z,y). Denote by py(z,y), ¢f(z,y) the polynomials
that we obtain from p; and ¢ respectively, by rising each coefficient to the ¢-th power.
We have that

dive,, (07/47) = w(dive, (p1/q1)) =
(X @7 H@(P))) + #([0,0,1]) — 0(Q1) — 9(Q2) — ("51)e(Q3) — (Z51)0(Q4) =
R, @7 H(P))+[0,0,1] - Q1 — Q2 — (251) Q3 — (“51)Q4 = divg,, (p1/q1) = divg,, (Gpo®).

Notice that Q1,Q2,Q3,Q4 € Ep(Fp2). Hence for Q1, Q2, we have that o(Q1) = Q1,

©(Q2) = Q2 if Q1,Q2 € Em(Fy), o(Q1) = Q2, ¢(Q2) = Q1 otherwise. We have the
analogous result for Q3, Q4. So we have obtained that divg,,(py/q}) = divg,, (p1/q1) =
divg,,(gp o ®). By [44, Proposition 2, Chapter 8|, this implies that py/q¢f = p1/q1 up to
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multiplication by a nonzero constant. Hence (up to multiplication by a nonzero constant)
we have that pi/q1 = gp o ® has coefficients in Fy, that is, §gp o ® € Fy(Ejs). Since @ is a
[F4-birational map, this implies that also gp € Fy(E, q).

Take now the product H?:_lz ¢; in the numerator of ¢p. This product has the form

H(J%— n—2(y)2" "%+ Hooa(y)2" > + ...+ Hi(y)x + Ho(y),

where each H;(y) is a polynomial in y of degree at most n — 2. Then, if we take the
equality 22 = (1 — 4?)/(a — dy?) in F, (Eq,4), we obtain the following equality of rational
functions:

(a —dy?) Ilmxy Ri(y) + xRa(y), (2.22)

where each R;(y) is a polynomial of degree
deg(R;) < max{deg(H,;)} +n —3 <2n —5. (2.23)

By definition of ¢; and h; for each 4,j, we have that, for each Q = (xo,y0) such that
h(yo) = 0, the following equalities hold:

R1(yo) + woR2(yo) = 0 and R1(yo) — xoR2(yo) = 0. (2.24)

Moreover, we claim that xg # 0. Let us prove the claim.

Proof of the claim. By definition of h(y), we have that Q = (zo,y0) = £(P @ - ® ¢!(P))

for some 0 <t < n —3. So zg = 0 is equivalent to saying that P @ --- ® ¢'(P) = O’ or

Po-- @' (P)=0 for some 0 <t <n-—3.

We have that "i_, ¢'(P) # O’ for all 0 < t < n — 3, since 0" = (0, —1) ¢ T.

Now we prove that we have also ZE:O O (P)#Oforall0<t<n-—3.

Suppose that it is not the case, that is, suppose that there exists 0 < ¢t < n — 3 such

that Zfzo ©'(P) = 0. If t = 0, then P = O. This is not possible since we are supposing

P #0.

Let now ¢ > 0. We want to prove that, in this case, there exists 0 < j < t such that
@' (P)=0. A

If t is odd, that is t =25+ 1 with 0 < j < ¢, we have that Q = P ® --- ® ¢/ (P) = O. In

fact, Zfzo ©'(P) = O implies Q = —'1(Q), with j +1 <n and Q € T, C E(F4n). The

equality Q = —/*1(Q) implies Q € E(Fa611)), hence Q € E(Fi11) N1 E(Fgn) = B(F,),

since n is an odd prime and j + 1 < n. Therefore, Q = —ngH(Q) = —(Q, that is 2Q = O.

On the other hand Q) € T}, with n odd prime, hence we have that @ = O.

Let now assume that t is an even positive number. We have that P € T,, together with

S0 #H(P) = O imply ! @ - @ " 1(P) = O. This implies E?:o ¢'(P) = O, where

h=n—t—2is odd since n is odd and ¢ even, and 0 < h < n — 3. Hence h = 25’ + 1 with

0<j <h,and ZZ _o¢"(P) = O from the previous argument.

Now, if j/ < t, we take j = j'. Otherwise, we have j/ > ¢, and we have the equality

J'+1=(t+ 1)k +r for some k € Z~o and some 0 < r < (t + 1).

Suppose r = 0. Thenn—t—2=h =2+ 1impliesn=(t+1)+ (' '+ 1)+ (' +1) =

(t +1)(1 4 2k), with ¢ > 0. This is not possible since n is prime.

Then, 0 < r < t+ 1, from which 0 < r — 1 < t. Moreover, combining the equalities

S0 @' (P) =0 and E?;O ©'(P) = O we have ZZ o ¢'(P) = O. Hence, if j' > t, we take

j=r—1
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In this way we have proved that, if £ > 0, then there exists 0 < j < t such that
o' (P) = 0.

By iterating the same argument, we obtain a strictly decreasing chain 0 < --- < jo < j; <t

such that 72, ¢'(P) = O for all j;. This implies that there exists some js, = 0. Then

P = O and we have finished the proof of the claim.

From the precedent claim and (2.24) we have

h(y)|Ri(y) and h(y)|Ra(y). (2.25)

Now, by definition of ¢;, we have that orde/(R; + xR2) = n — 2. This implies that

(1+9) "7 |Ri(y) and (1+9)"7 |[Ra(y), (2.26)

and

n—1

(1+y) = [Ra(y) (2.27)
From ([2.25)) and ([2.26)) we obtain that R;(y) + xR2(y) has the form

Ri(y) +Ra(y) = (1 +9)" 7 h(y) 1+ )@ (y) + (1 + )7 h(y)az(y),

where G1(y), q2(y) € Foly] and g2(—1) # 0. We denote qi(y) = (1 + y)Gi(y) and
gr(z,y) = qi(y) + xq2(y). Therefore, from the definition of gp and the equality
of rational functions , and simplifying the denominator, we obtain the equality of
rational functions

qp(z,y) = qp(z,y) € Fg(Eqa)-
The equality implies divg, ,(¢p) = divg, ,(¢p), and, by (2.21)),

q)(diVand(qP)) =P®- - gOn_lp +0 - 20 — (n — I)QQ

Hence we have proved that gp(z,y) = ¢1(y) +2¢2(y) € Fylx, y] satisfies points 1, 3, 4 of the
theorem. Notice that point 4 is a straightforward consequence of the fact that g2(—1) # 0
by (2.27).

Now we show point 2 to finish the proof. From the previous discussion and ([2.23)), we
have

n— -3 —1
deg(qi) = deg(Ry)—deg(1+y)"* —deg(h) < 2n—5—"—3) _(n_3) = "L or i e (1,2},
(2.28)
Observe that we have the following equality of rational functions of Fy(E, 4):
2 1-y* ,
qp(,y)ap(=2,y) = 6i(y) — — a7 % (y)- (2.29)

Moreover, we have that diVEa’d(qP(—.%, y)) = divg,, (gp(—z,y)o®) = divg,, (gpo®(z, —y)) =
—divg,, (qgp o ®) = —divg, ,(gp), from which

qu(xvy) = QP(_xvy)v (230)

up to multiplication by a nonzero constant.
We take the polynomial

Rp(y) = (a —dy*)gi(y) — (1 —y*)g3(y) € Fyly).
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By (219), (2:29) and (Z:30), we have that
®(divg, ,(Rp)) = (£P) + (£p(P)) + -+ (£p" 71 (P)) + 20" = 2(n + 1)Qa.
Hence (1+y) H?:_Ol (y —77)|Rp(y) (recall that 7 is the y-coordinate of P). Therefore, we

have
n+1<deg(Rp(y)) <2+ 2max{deg(q1),deg(q2)}. (2.31)

So part 2 follows directly from (2.28) and ([2.31).

Notice that we have also obtained that Rp is a polynomial of degree exactly n + 1
with coefficients in [F, and roots —1, 79, for 0 < i < n —1. We need this result for the
decompression algorithm: see Proposition ]

Computation of gp. In the proof of the previous theorem, we have seen that one
can compute the polynomial gp in the following way.

1. Compute the fraction ¢p as

where:
e Foreach 1 <i<mn, P, = ¢ 1(P).

e Foreach 1 <i<n-—2, ¢i(x,y) =0 is the conic through (P, ®...® Pi_1 ® P;), Pit1,
O', Q1 and Q.

e For each 1 <i <n—3, h;i(y) = 01is the horizontal line through Py ®---® P41 € E, 4.

Notice that we can easily calculate ¢; for each i, with the formulas given in |2 Theorem
1 and Theorem 2].

2. Reduce Gp modulo the curve equation 22 = (1 — dy?)/(a — dy?): replace each

2% with ((1 — y?)/(a — dy?))*, to obtain gp up to multiplication by a nonzero constant.

We now discuss how to use the polynomial gp to represent P via (n — 1) elements of
F, plus a bit. As a consequence of Theorem qp has the form
n—3

qr(z,y) = (1 +y) (aansyT +--- +a1y+ao) +x (bnT—lz/"%1 + by + bo) , (2.33)

where a;,b; € Fy for all 4, j, and ba_1 € {0,1}. We have therefore obtained an optimal
2

representation R, = (R, E,, ,) for the trace-zero family G,,, where
Rugpas: Tn — 71 x Fy, P s (ao, . ans,bo, ... ,bn;l) . (2.34)
’ 2 2

We now give the complete algorithm for point compression.
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Algorithm 5 (Compression).

Input : P €T, C E(Fy)
Output : qu’Ea,d(P) € Fgfl x Ty

1: Compute qp(z,y) = q1(y) + zq2(y):
Use (2.32)) and reduce modulo the curve equation, as explained above.

~ n-1
2. Compute Gi(y) = qi(y)/(1 +y) = ansy 2 +---+ary+ao
n—1
@(y) =buory T+ + by +bo
4 Rn7Q7Ead<P) <~ (0/0, e 7aL*:)’7b0a e 7bL*1)
’ 2 2
5 return R, 45, ,(P)

Theorem 57. Algorithm 5 is correct.
Proof. The thesis is a direct consequence of the previous results. O

Given a n-tuple (a1, ..., an_1,b) € Fgfl xFg such that (a1, ..., an-1,0) = R g5, ,(P)
for some P € T, we want to compute the decompression R;}I E, d(al, cooyap—1,b). We
start with some preliminary results. The next lemma guarantees that the x-coordinate of

P can be computed from its y-coordinate and the polynomial ¢p.

Lemma 58. Let P = (Z,y) € Tp,. Letqp(x,y) = q1(y)+zq2(y) € Fylz, y] be the polynomial
of Theorem with ®(divg, ,(qp)) = P+ @(P) + ...+ ¢" 1 (P) + O’ =201 — (n — 1)Qs.
Then g2(y) = 0 if and only if P = O.

Proof. If q2(y) = 0, then ¢1(y) = 0. Hence gp(—7Z,3) = 0. Since the affine points of the
curve on which gp vanishes are exactly O’ and ¢*(P) for 0 < i < n — 1 by Theorem
and O’ ¢ T,, then —P = ¢'(P) for some 4. If i = 0, we have —P = P, hence P = O. If
i # 0, then (—7,7) = (z¢,77) for some i € {1,...,n —1}. Then 7 € F i NFyn = Fy and
T =T € F 2 NFgn = F,. Hence P € E(F,) and —P = ¢'(P) = P, from which P = O.
Conversely, if P = O then gp(z,y) = z(1 — y)"%1 and g2(1) = 0. O

Given gp(x,y), we can compute a polynomial Q p(y) whose roots are exactly the Frobe-
nius conjugates of the y-coordinate of P. This polynomial is used in our decompression
algorithm.

Proposition 59. Let P = (7,y) € T,,. Let qp(z,y) = q1(y) + zq2(y) = (1 +y)q1(y) +
zq2(y) € Fylx, y] be the polynomial of Theorem with ®(divg, ,(¢p)) = P+¢(P)+...+
(pnil(P) + 0 - 20 — (n — 1)92
1. Let
Rp = (a—dy*)i(y) — (1 - y*)g3 (y)-

Then Rp € Fyly], deg (Rp) = n+ 1, and its roots are —1, 5,y9,...,7¢

n—1

2. Let
Qr(y) = (a—dy*)(L+y)G*(y) + (y — D5 (y).

Then Qp(y) € Fylyl, deg (Qp) = n, and its roots are y,y4,...,y?

n—1
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Proof. We have proved point 1 in the last part of the proof of Theorem We have that
Rp = (1+y)Qp. Then point 2 follows from point 1. O

We give below the decompression algorithm.

Algorithm 6 (Decompression).

Input : (aq,...,a,-1,b) € FZ’l x Ty
Output : P = (7,y) € T, with R(P) = (a1,...,0n-1,b)

1 6}1(y)<—oznT—1ynTB+~-+oz2y+oa1-

2: qg(y)eby%+an_1y%+‘--+a%wy+a%.

3 Qpr(y) < (a—dy?) - (1+y) -G (y) + (y—1) - a3 (y).

4: 7 < one root of Qp(y).

5. if y=1 then T+ 0 else Ee—%%ﬂ) end if
6: return (T,7).

Theorem 60. Algorithm 6 is correct.

Proof. Let P € T, be a point with R(P) = (a1,...,an—-1,b). By Theorem [56| the Frobe-
nius conjugates of P are the only other points of T,, with the same representation. Cor-
rectness of the first four lines of the algorithm follows from Proposition Correctness
of line 5 follows from Lemma Hence the given algorithm correctly recovers the point
P, up to Frobenius conjugates. O

2.2.1 Explicit equations, complexity, and timings for n = 3

In this subsection, we give explicit equations and perform some computations for n = 3.
We estimate the number of operations needed for compression and decompression. We
give some timings obtained with Magma. We also make comparisons with the analogous
compression and decompression algorithms for degree three trace-zero subgroups of elliptic
curves in short Weierstrass form, treated in [49)].

Point Compression. Let P = (7,7) € T3 C E(Fgs). For brevity, we denote the
representation map R34 g, , of T3 by R. By Theorem we may write

qp(v,y) = @ (y)(1 +y) + zq2(y) = ao(1 +y) + z(bry + bo),

where ag, by € Fy, by € {0,1}.
If P g EF,)),lett = y%“l Notice that T # 0, since = 0 implies P = O, hence
P e EF,).

1. If t9—t # 0, by [2, Theorem 1], we have

Y-y
ta—t’

R(P) = (ag, by, b1) = ( aot — 7, 1) .

Computing ¢ from 7 and g takes IM+11in F 3. Once we have ¢, the situation is analogous
to the case of elliptic curves in short Weierstrass form. Hence we refer to [49] Section
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5.1] for a detailed discussion of how to efficiently compute R(P). It is shown that one
can compute ag and by with 2S+6M +11I in F,. Summarizing, point compression in this
case takes IM+1I in Fgs and 254+6M +1I in F;. Due to the calculation of ¢, it is more
expensive than that for elliptic curves in short Weierstrass form.

2. If t9—+¢ = 0, then gp(x,y) = 0 is the line passing through P and O’ by [2, The-

orem 1]. Hence
R(P) = (-t"1,1,0). (2.35)

Since O" ¢ T3, then ¢ # 0. In this case, point compression requires only 1M + 1Iin Fgs.

If P € E(F,;), then the computation takes place in F, instead of F s. Hence we expect
the complexity to be lower. We carry on a precise operation count, as in the previous case.

3. If dz*y — 1 # 0, by [2, by Theorem 1], we have

Z(1—-7%) y—az?
P) = 1].
R(P) <da:2y—1’dm2y—1’

Therefore, point compression takes 1S4+4M+-11 in [Fy.

4. If dz?y — 1 = 0, then the situation is analogous to 2. and R(P) is given by (2.35).

Hence point compression requires 1M + 1I in IF,.

Since 1. is the generic case, the expected complexity of point compression is 1M+11
in Fys and 254+6M +11 in F,.

Point Decompression. Let (ap,a9,b) € Fg x Fo and P = (z,y) € T3 such that
R(P) = (a1, 2,b). In order to recover P from R(P), we want to find the roots of

Qp(y)=(b— da%)y?’ + (—da% 4+ 2009 — b)y2 + (aa% — 2ai0b + a%)y + (aa% — a2).

They are the solutions system

y+yl+ ng ] = c(da? — 2azb +b)
yq+1 +2yq +1 + yq L/ — c(aa% — 2a2b + Oé%) (236)
e ~ c(caad+ad

where ¢ = (b—da?)~!. Notice that (b—da?) # 0, since Q p has degree 3 by Proposition

Computing the constant terms of takes 254+3M+17 in F,. Computing a so-
lution of the system takes at most 3S4+3M+1I, one square root and two cube roots in
Fy, as shown in [49]. Finally, computing = from ¥ requires 2M+1I in F 3. Summarizing,
for n = 3 point decompression takes at most 2M+11 in Fgs and 5S+6M+2I, one square
root and two cube roots in IF,. It is more expensive than that for elliptic curves in short
Weierstrass form, which takes at most 1M in Fgs and 5S+4M+11, one square root and
two cube roots in F,.

We now give an example and some statistics implemented in Magma, version V2.22-1 of
the software, running on a single 3 GHz core. We follow the same setup as in Example
We compare with the method for elliptic curves in short Weierstrass form proposed in [49].



2.2. AN OPTIMAL REPRESENTATION USING RATIONAL FUNCTIONS 67

Example 61. Let ¢ = 29 — 67 and p = 3. We choose random, birationally equivalent
curves defined over [Fy:

E,q: 31468753957068040687814x> + y2 =1+ 192697821276638966498997932y2
and
Ey - y2 = 22 + 292467848427659499478503z + 361361026736404004345421.

We choose a random point P’ € Ey (Fgs) of trace-zero, and let P be the corresponding
point on FE, 4. For brevity, we only write the z-coordinates xp: of points of E and the
y-coordinates yp of points of E, 4:

xpr = 346560928146076959314753¢62+456826539628535981034212¢ +344167470403026652826672,

yp = 208520713897518236215966£2+451121944550219947368811£+68041089860429901306252.
We denote by R and R’ the representation maps on E, 4 and E, respectively. We compute:

R'(P') = (v0,71) = (48823870679406912678832, 283451751560764957720302),

R(P) = (a1,bg, b1) = (313084342552232820027816, 535814703179324297074161,1).
Applying the decompression algorithms to R’(P’) and R(P), we obtain

R! (48823870679406912678832, 283451751560764957720302) =

{346560928146076959314753¢2+456826539628535981034212€ +344167470403026652826672,
164759498614507503187493¢%4+3615206909881977515343816+344167470403026652826672,
93142483046730124850775£%4-390578588997895442137449¢ +344167470403026652826672},

which are the z-coordinates of P’ and its Frobenius conjugates. Similarly
R1(313084342552232820027816, 535814703179324297074161,1) =

{20852071 3897518236215966£%+451121944550219947368811£+68041089860429901306252,
539321536961066855011167£2 4-237431391097642968386719¢ +68041089860429901306252,
461083568756044083478909¢2+520372483966766258950512£ +68041089860429901306252},

which are the y-coordinates of P and its Frobenius conjugates.

We now give an estimate of the average time of compression and decompression for
groups of different bit-length. We take primes ¢1, g2, and g3 such that 3|(¢; — 1) for all 4,
of bit-length 96, 112, and 128, respectively. For each ¢;, we take five pairs of birationally
equivalent curves (E, E, 4) defined over Fy,, such that the order of T3 is prime of bit-length
respectively 192, 224 and 256. On each pair of curves we randomly choose 20’000 pairs of
points (P’, P) of trace-zero which correspond to each other via the birational map between
the curves. For each pair of points, we compute R/(P'), R(P), R’ (R'(P')), R"1(R(P)).
For each computation, we take the average time in milliseconds for each curve, and then the
averages over the five curves. The average computation times are given in the table below.

Table 5. Average computation times in milliseconds, for point compression and decompression in 7%,

for elliptic curves in short Weierstrass form and for twisted Edwards curves.



68 CHAPTER 2. OPTIMAL REPRESENTATIONS

Bit-length of |T3| 192 | 224 | 256
Compression on E 0.015 | 0.013 | 0.011
Compression on E, 4 0.034 | 0.037 | 0.035
Decompression on E 0.09 | 0.13 | 0.15
Decompression on E, 4 | 0.14 | 0.19 | 0.20

The next table contains the ratios of the average times for point compression and de-
compression on elliptic curves in short Weierstrass form and twisted Edwards curves.

Table 6. Ratios between the average times for point compression and decompression on elliptic curves

in short Weierstrass form and on twisted Edwards curves.

Bit-length of |T5] 192 | 224 | 256
Comp on E / Comp on E, 4 | 0.441 | 0.351 | 0.314
Dec on E / Dec on Eqq 0.643 | 0.684 | 0.750

2.2.2 Explicit equations, complexity, and timings for n =5

In this subsection we give explicit equations and perform computations for n = 5. We
estimate the number of operations needed for the computations and give some timings
obtained with Magma. We also make comparisons with the method proposed in [49] for
elliptic curves in short Weierstrass form.

Point Compression. Let P € T5 C E(F,s). For brevity, we denote the representation
map Rsq,5, , of T5 by R. By Theorem qp is of the form

qp(z,y) = (1 +y)q1(y) + zq2(y) = (1 +y)(ary + ao) + x(bay® + bry + bo),
where ag, a1, by, b1 € Fy, and by € Fa. By (2.32)), we have that
(14 y)hihagp = ¢102¢3(a — dy?)

modulo the equation of E, 4, and up to a nonzero constant factor. We focus on the generic
case, where by = 1 and ¢; is of the form

di(w,y) = pi(y + 1) + z(y + @)

with p;, ¢; € Fs, and i € {1,2,3}. Denote by k1 and kp the y-coordinates of Py & P and
P, & P, ® Ps, respectively. We have

R(P) = (a’07a17b07b17 1)7

where

ai = k- (d(pip2p3) + (p1 + p2 + p3)),

ap = k- (3d(pipeps) + (P12 + p1g3 + q1p2 + q1p3 + p2g3 + gop3) + (p1 + p2 + p3))+
ay - (k1 + ka — 2),

b1 = k- (d(pip2qs + p1p3q2 + pepsqr) + 2d(p1p2 + p1ps + pap3) + (q1 + g2 + q3))+
(k1 + ko — 1),

bo = k- (2d(p1p2g3 + p1p3q2 + pap3q1) + (d — a)(pip2 + p1p3 + p2p3)+
(@2 + @13 + q293)) — 1) + b1(k1 + k2 — 1) + (k1 + k2 — k1k2),

k= (d(pip2 +pips + paps) + 1)L
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Computing ¢1, ¢2, and ¢3 takes 25+34M+21 in F 5. Computing ay, ag, by, by with the
formulas above requires 45M+11 in Fs. So point compression for n = 5 takes a total of
25+79M+3I in F5. The method of [49] for elliptic curves in short Weierstrass form is
less expensive, as it takes 3S+18M+3l in Fs.

Point Decompression. Let (a1, a9, a3, aq,b) € ]Ffll x Fo and let P = (Z,7) € T5 such
that R(P) = (a1, a2, a3, a4,b). In order to decompress R(P), we look for the roots of

Qr(y) = Qsy° + Quy* + Qsy® + Qa2v” + Q1y + Qo,

where
Qo = aa% - ag,
Q1 = aa% + 2aa1 09 + a% — 230y,
Q2 = —da% + 2aq1 009 + aa% + 2azoy — 2ae3b — a?l,
Qs = —do? —2dajas + aad + 2a3b + o — 2a4b,
Q4 = —2da1a2 — da% + 2044[) — b,
Qs = —daz+b.
This amounts to solving the system
el(yqua”'qu4) = _QQIQ4
ey yt. ") = Q5'Qs
syl ") = —Q5'Q2
eyt y") = Q5'Qu
€5<y7yq7"'7yq4> _QETIQO
where e;(y, y?, . .. ,yq4) is the i-th elementary symmetric polynomial in y, y9, . .. ,yq4. Com-

puting the constants in the system takes 45S+7M+1I in F,, while solving the system re-
quires O(log, ¢) operations in [, following the approach from [49]. Finally, recovering
Z from y takes 1S+5M+11 in Fjs. The computational cost of point decompression is
comparable to that of the decompression algorithm from [49] for elliptic curves in short
Weierstrass form.

In order to estimate the average time of compression and decompression for groups of
different bit-length, we take primes qi, g2, and g3 such that 5|(g; — 1) for all 7, of bit-length
48, 56, and 64, respectively. For each ¢;, we take five pairs of birationally equivalent
curves (E, E, 4) defined over [, such that the order of T5 is prime of bit-length respec-
tively 192, 224 and 256. On each pair of curves we randomly choose 20’000 pairs of points
(P', P) of trace-zero which correspond to each other via the birational map between the
curves. For each pair of points, we compute R'(P'), R(P), R’ (R'(P")), R_1(R(P)). For
each computation, we take the average time in milliseconds for each curve, and then the
averages over the five curves. The average computation times are given in the table below.

Table 7. Average computation times in milliseconds, for point compression and decompression in 75,

for elliptic curves in short Weierstrass form and for twisted Edwards curves.

Bit-length of |T5| 192 | 224 | 256

Compression on E 1.566 | 1.725 | 1.894
Compression on E, 4 1.704 | 1.868 | 2.052
Decompression on E 6.10 | 31.69 | 36.99
Decompression on E, 4 | 6.15 | 31.37 | 36.59
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The next table contains the ratios of the average times for point compression and de-
compression on elliptic curves in short Weierstrass form and twisted Edwards curves.

Table 8. Ratios between the average times for point compression and decompression on elliptic curves

in short Weierstrass form and on twisted Edwards curves.

Bit-length of |T5|

192 224 256

Comp on E / Comp on E, 4 | 0.919 | 0.923 | 0.923

Dec on E / Dec on Eg 4 0.992 | 1.010 | 1.011

Finally, Table 9 summarizes the number of operations for point compression and de-
compression. We compare the operation count from this paper with the one for elliptic
curves in short Weierstrass form from [49].

Table 9. Number of operations for point compression and decompression.

Compression, n = 3, elliptic

2S+6M+11 in F,

Compression, n = 3, Edwards

IM+11I in Fqg and 254+6M+11 in IF,

Decompression, n = 3, elliptic

IM in Fg3, 5S+4M+11, 1 sq. root, 2 cube roots in [,

Decompression, n = 3, Edwards

2M + 1@ in F 3, 55+6M+2I, 1 sq. root, 2 cube roots in F,

Compression, n = 5, elliptic

3S+18M+3L in Fo

Compression, n = 5, Edwards

25+79M+3l in F s

Decompression, n = 5, elliptic

O(log, q) operations in Fy, 1S+3M+1I in F s

Decompression, n = 5, Edwards

O(log, q) operations in Fy, 1S+5M+11 in Fs




Chapter 3

Generalized summation
polynomials

In this chapter, we deal with generalized summation polynomials of elliptic curves. First,
we explain the idea on which generalized summation polynomials are based. Next, we give
the definition, and we show that such polynomials exist, by giving algorithms to construct
them for each choice of the parameters. We then provide a result on the degree of these
polynomials, that will be used in Chapter 5. Finally, we briefly deal with some applications
of generalized summation polynomials to cryptography. Such applications will be treated
in details in the subsequent chapters.

Throughout the chapter, we take a finite field K of characteristic different from 2, 3,
and we denote by K its algebraic closure. We take an elliptic curve E defined over K,
written in short Weierstrass form

E:y*z = f(x,2) = 2° + Axz® + B2

We denote by @ the operation of point addition on E. Moreover, we denote by O the
neutral element of the operation. In Section 1.3.3, we mention that we drew inspiration
from Semaev’s summation polynomials to define generalized summation polynomials. We
refer to this section for the definition of summation polynomials of elliptic curves, with an-
nexed constructions, basic properties and notations. Our definition and constructions can
be adapted to twisted Edwards curves, as in the case of classical summation polynomials.

3.1 A generalization of Semaev’s summation polynomials

Let fip1(z1, -z, 2e41) € Klz1, - -+, 24, 2441] be the (¢ + 1)-th summation polynomial of
E, as in Theorem For each (Z1, - ,T¢) EﬁKt, take fii1(Z1,--- , Ty, x) € K[z,y], and
the associated affine plane curve defined over K:

C: ft+1(§1,-" ,Et,x) =0.

The polynomial fiy1(x1,--- ,741) has degree 2t=1 in each variable by Theorem Then
the curve C is the union of at most 2/~! vertical lines defined over K. Moreover, by
definition of summation polynomials, we have that the affine points of intersection between
this curve and the elliptic curve E are exactly the affine addition points P, & --- & P, for
each P; = (T;,y;) € E on the vertical line

V_z;, 1 x — T; =0,

71
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for i € {1,---,t}. Our aim in defining generalized summation polynomials is to extend
this property from vertical lines v_z, to general affine zero-locus of the elliptic curve.

For n € Z>2, we will define a polynomial

h(ah t 7an*1)(x7y) € K[alv T 7an*1”$7y]a

of a special form. This polynomial has the following property. For each (@i, - ,ap—1) €
Knil, we take the curve defined over K:

Cay, gy - (@1, ,aGp—1)(z,y) = 0. (3.1)
Then this curve has exactly n affine points of intersection Pi,--- , P, with E.
Notice that P, --- , P, are not necessarily all distinct. This means that the intersection

points are counted with multiplicity, according to the definition of intersection multiplicity

that we give in Example
For example, for n = 2, we define

h(a1)(z,y) = = + a1 € Kla1][z, y].
Then, for each a; € K, we have that

Cg =vg :x+a; =0

is the vertical line through the two affine points of E whose z-coordinate is —aj.

In the next subsection, we see how to define h(ai, - ,an—1)(x,y) € Kla1, -, an—1][z, ]
for each n € Z>s.
Now we fix parameters t,n1,--- ,n; € Z>2. We want to define a polynomial
S = St,nl,--- STt (aLla A1 A1, 7at,nt*1)(x7 y) €
K[al,la oy Qlng—1, 0t 5 Gty 7at,nt*1”$7y]7

that satisfies the following property. We fix parameters

= = - — *Z’Ll(m—l)
(al,la o, Alng -1y A1, 7at,nt—1) e K= .

We take the curve defined over K:

St,nl,n- Nt (61,17 o 761,711—17 o 7at,17 Tt ,atmt_l)(lﬁ, y) =0.

We have that, generically, the affine points of intersection between this curve and the

elliptic curve E are exactly the affine addition points
P ® --@F,
for each P; affine point of intersection between E and the affine curve

Cai,lz'”:ai,nifl : h(ai,la e ,ai,ni,l)(x,y) =0 as in (3.1).

When we say that the mentioned property holds generically, we mean that it holds in a

nonempty Zarisky open set
5t
U C KZi:l(nl 1)‘
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So the property is verified for all (@1, , @1 pj—1,°** ,Gt1,° Atne—1) € U. We refer to
Remark [39] for the definition of Zarisky topology.

For example, let n;, = 2 for each i = {1,---,t}. We have defined h(a;1)(z,y) =
z+ a;1 € Kla;1][z,y]. Then, for all i € {1,--- ,t}, @;1 € K, we have the vertical line

Capy = Va,, t T+ a1 =0.

Now we take fii1(z1, -+, x¢41) the (¢ + 1)-th Semaev’s summation polynomial of E. We
denote a;; = —x; for i € {1,--- ,t}, and & = x;41. Hence, by the previous discussion, we
have that the polynomial

St 2(ai1, - a0)(x,y) = frpr(—ar1, -, —a1)(x) € Klara, - a1](z,y)

satisfies the required property in U = K.

From this point of view, the polynomials S described above can be seen as a gener-
alization of Semaev’s summation polynomials. This is the reason why we will call such
polynomials generalized summation polynomials.

3.2 Definition of generalized summation polynomials

In the following, we use the definition of divisor of a rational function of a projective curve,
that we give in Section 1.2. We follow the notation of this section. More precisely, we
identify the field K(E) of K-rational functions of E with the field K(E?) of K-rational
functions of the affine dehomogenization E} of E, with respect to the variable z. In
fact, we saw in Section 1.2.1 that this fields are isomorphic, via the isomorphism K(E) >
h(z,y, z) — h(z,y,1) € K(E}). Hence, we will write a K-rational function h(z,y, z) of E
in the affine form h(z,y, 1), as we already did in Section 2 of Chapter 2.

We start with a proposition on zero-locus of the elliptic curve E. The proposition
states that each curve which intersects the elliptic curve F in exactly n affine points can
be given via n — 1 coefficients of K. Vice versa, n — 1 coefficients of K define a curve that
intersects F in exactly n affine points. This result tells us the form of the polynomial
h(a,--- ,an—1)(z,y) € Klaq, - -, an—1][x, y] of the previous subsection, for each n € Zx>,.
Notice that we use a special case of the proposition below in Section 2 of Chapter 2, in
order to represent a trace-zero point P € T,, C E(Fn) via n — 1 coordinates of F,,.

Proposition 62. Let n € Z>o, di = |5, do = L"T_?’j Let a = (a1, ,an—1) be a vector
of parameters. If n = 2k, let

hi(a)(x) = a1 + agz + - - - + apz* 1 + 2F € K[a][2],
ho(a)(z) = apy1 + apgor + - + an_12%72 € Kla][z].
Ifn=2k+1, let

hi(a)(x) = a1 + agz + - - + ap12* € Kla][z],
ho(a)(z) = apyo + -+ ap_127 2 + 21 € Kla][z].

Let
h(a)(x,y) = h1 + yhe € K[a][z, y]. (3.2)
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Let P; = (x;,y;) € E fori e {l,--- ,n}, such that P, & --- @ P, = O. Then there exists a
unique @ € K such that

1. div(h(a)(z,y)) = > oiy Pi — nO.
Moreover, we have that
2 (@) (@)? — f(z, Dha(@)(@)? = [Ty (x — 1) up to sign.

Vice versa, for any a € Kn_l, there exist P; = (x;,y;) € E such that 1. and 2. are verified.
Moreover, the P;’s are unique up to permutation of the indices.

Proof. The result is a straightforward generalization of [49, Corollary 4.2]. O

Notice that, by Theorem [28 if 1. of Proposition [62] is verified, then Py ®--- & P, = O.
The previous proposition tells us that the polynomial

h(a)(z,y) € Kla][z,y]
of the form 1) is such that, for any choice of @ € Kn_l, the curve

Cz: h(a)(z,y) =0

intersects F in exactly n affine points Py, - - - , P,,, as we required in the previous subsection.
Furthermore, Proposition [62] states that for each n affine points P, - - , P, on E that sum

to O, there exists a unique @ € K" such that Cz and E intersect exactly in the affine
points P, --- , P,. Hence, for n € Z>9, there is a one-to-one correspondence between R
and multisets of n affine points of F that sum to O.

Notation 63. Let n € Z>o. Let
h(a)(z,y) € Kla][z, y]

as in 1’ For any @ € Kn_l, denote by Pi(a),- -, P,(a) the n affine points of E such
that

div(h(a)(z,y)) = ) _ Pi(a) - nO.
=1

Let t,ny,--- ,ny € Z>o. Fori € {1,---,t}, let a; = (a1, -+ ,ain,—1) be a vector of
parameters. Let
St,nl,--- ne € K[ala T aat] [l‘, y]
such that: for a generic choice of parameters a; € (K)™ =1 ... @ € (K)™~!, the affine

points of intersection between the elliptic curve E and the curve of equation
Sty me (@, @) (z,y) =0
are exactly all the possible affine sums of ¢ points
Py (a1) © - -- @ Pj,(ar),

for j; € {1,---,n;} and @ € {1,---,t}. We will call such polynomial (t,nq,---,n¢)-
generalized summation polynomial of E.
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Definition 64 (Generalized summation polynomials of an elliptic curve). Let t,ny, - ,ny €
Z>5. We follow the notation above. A polynomial

St,nlf“ ne € K[alv T 7at] [IL’, y]
is called a (¢, n1, - - - , ny)-generalized summation polynomial of E if there exists a nonempty
Zarisky open set
.\t _
U g Kzi:1(”1 1)

such that, for each a; € Km*l, ie{l,---,t}, with (ag,--- ,a;) € U, we have the equality

t

div (St,nl,---,nt(al,"‘ 761‘/)(:1:’3/)) = Z (PJ (61)@”'@Pjt(at)) —HTLZO
Ji=1,my,0 ge =1, g =1

(3.3)

Remark 65. A (t,nq,---,ny)-generalized summation polynomial is a polynomial modulo

the equation of the curve E. Moreover, for a; € Kni_l, i€ {1,---,t}, there are at most

[1;_, n; affine points among the addition points Pj, (@) @ --- @ Pj,(@;). Therefore, by
Proposition a (t,ny,---,n¢)-generalized summation polynomial can be given in the
form

S = 51(x) + ySa(x), (3.4)
with S1, So € Klay, - -+, ar][z], of degree deg(S1(z)) = L@J , deg(Sa(z)) = L(Hiﬂfn’)*w :

We recall from the previous subsection that one can interpret Semaev’s summation
polynomials as generalized summation polynomials for special parameters, in the following
way.

Remark 66. Let t > 2, ny = -~ =ny = 2, fip1(x1, - 2, x041) € K[zq, - - 2441] the
(t+1)-th summation polynomial of E. Fori € {1,--- ,t}, let a; = —x; be parameters, and
let 2411 = x be a variable. Then the polynomial S(a1, - a;)(x,y) = fiyi1(—a1, -, —as, x)
is a (t,ny,- - ,ny)-generalized summation polynomial of E.

3.3 Computation of generalized summation polynomials

We give here a recursive procedure to compute generalized summation polynomials of the
elliptic curve E. First, we give an algorithm to compute a (2, n1, n2)-generalized summa-
tion polynomial, for any nj,n2 € Z>2. Then we use this algorithm to compute recursively
(t,n1,- -+ ,n¢)-generalized summation polynomials, for ¢ > 2. The correctness of our algo-
rithms implies the existence of (¢,n1, - ,n;)-generalized summation polynomials of F for
any choice of parameters t,nq, - ,n; € Z>.

We start with giving some notations and preliminary results.

Notation 67. Let niy,ng € ZZQ. Let al = (alyl, ce 7a1,n171) and as = (agyl, s ,a27n2,1)
be two vectors of parameters. Let

hi = hi1+yhi2 = h(a1)(z,y) € Kla1])[z,y] and he = ha1+yha 2 = h(a2)(z,y) € Klag][z, y]
as in (3.2). Moreover, let

Hi(a1)(x) = hya(ar)(x)? = fz,1)hia(a)(x)? € Kai][z]
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and
Hy(a2)(x) = hoj(a2)(x)? — f(z,1)haa(az)(z)? € Klag][z].

Forie {1,---,m}, je{l, - na}, let

Pi = Pi(a1) = (xp,(a1),yp,(a:)) and Q; = Qj(az) = (zq,(az2), yg,(a2)),
such that, for each a; € Km*l, ay € K2t
Pi(@) and Q;(az) as in Notation
Fori € {1,---,m}, let e;(zp, - ,xp,, ) be the i-th elementary symmetric polynomial in
the variables xp,, -+ ,zp, . Point 2. of Proposition implies that one can express the
elementary symmetric polynomials e;(zp,, - - - ,I’Pnl) in terms of a1 = (a11--+,a1,n-1)
More precisely, they will be quadratic polynomials in aq1---,a1n,—1. Therefore, for
1e{1,---,n1} let Ei(a1) € K[ai] be the quadratic polynomial such that

yie€{l,---,n}, j € {l,--- ,na}, we have

ei(xpla e 7xPn1) - Ei(al)-
Similarly, for j € {1,--,na}, let sj(zq,, -+ ,2q,,) be the j-th elementary symmetric
polynomial in the variables zq,, -+ ,zq,, and S;j(az2) € K[az] be the quadratic polynomial

such that
$j(TQys 1 2Q,,) = Sjlaz).

Lemma 68. We refer to Notation @ Leta, € Km*l, as € K™™', We have the following
facts.

1. If ny > 2, then hi2(a1)(zp,(a1)) =0 for somei € {1,--- ,n1} if and only if

ged(ha,i(ar)(z), hz(ar)(z)) # 1.

Moreover, if ny > 2, then hy 2(a1)(xp,(@1)) = 0 implies that there exist j € {1,--- ,n1}
such that P;(a1) = —Pj(a1).

2. Pi(a1) = Qj(az) for somei e {1,--- ,ni}, j€{1,--- ,na} if and only if
ged(Hy (@) (), Ha(@2) (), (h1,1(@1)h2,2(@2) — hi2(@1)he1(az))(z)) # 1. (3.5)
3. Pi(a1) = —Qj(az) for some i€ {1,--- ,ni}, j€{l,--- ,na} if and only if
ged(Hi(a1)(z), Ha(@2) (), (h1,1(@1)h2,2(@2) + h12(a1)he1(a2))(2)) # 1.

Proof. 1. We have that hj(a;)(P;(a1)) = 0 by definition of h;. Then hy2(a1)(xzp,(a1)) =0
implies hy1(a1)(zp,(a1)) = 0, from which ged(hy 1(a1)(x), h12(a1)(x)) # 1, since the two
polynomials share the common root zp,(a1). Vice versa, if ged(hi,1(a1)(x), b1 2(a1)(x)) #

1, then there exists x¢ € K such that hy1(a1)(xo) = h12(a@1)(xe) = 0. By definition of h;
there exists i € {1,--- ,n1} such that g = xp,(a1), from which hy 2(@1)(zp,(@1)) = 0.
Moreover, since hy 2(a1)(zp,(@1)) = 0 implies hy 1(a1)(zp,(@1)) = 0, we have hy(ar)(£Pi(a1)) =
0. Hence, there exists j € {1,---,n1} such that P;j(a1) = —Pj(a1).

2. If Pi(a1) = Q;(a2) = (w0, yo) for some i € {1,--- ,ni}, j € {1,--- ,na}, then, by Propo-
SitiOIl we have H; (61)(x0) = HQ(EQ)(:E()) = (h171(El)hgg(ag)—h172(61)h271(62))(x0) =0.
Then the three polynomials of share the common root xg, and their greatest common
divisor is not 1. Vice versa, suppose that holds true. Then there exists zo € K such
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that Hl(al)(l'o) = HQ(EQ)(JJ()) = (hl,l(al)hgjg(az) — hljg(al)hg’l(ag))(l‘o) = 0. The equal-
ity Hy(a1)(xo) = Ha(az2)(xo) = 0 implies that there exist ¢ € {1,--- ;n1}, j € {1,--- ,na},
such that

Pi(@1) = (z0,y0) = £Q;(a2). (3.6)
If h172(61)($0) 75 0, then the equality (h171(61)h2,2(62) — hl’g(al)hgyl(ag))(ﬂjo) =0 implies
ha(@2)(zo,yo) = 0, dividing by hj2(a1)(zo) and replacing (—hy1(a1)/hi2(@1))(zo) with
yo. Hence, in this case, Pi(a1) = Qj(az) for some j € {1,--- ,na}. If hya(@1)(zo) = 0,
then there exists i’ € {1,--- ,nq1} such that Py(a1) = —Pi(a1). Since we have (3.6), the
thesis follows again.

3. The proof of point 3 is analogous to that of point 2. O
Remark 69. Let s(z),t(z) € K[z]. We recall that ged(s,t) = 1 if and only if
resz(s,t) =0, (3.7)

where res,(s,t) is the Sylvester resultant of the polynomials s and ¢ with respect to x.
Moreover, the resultant is a polynomial in the coefficients of s and ¢.

The following result allows us to define the nonempty Zarisky open set in which the
(2,n1,n2)-generalized summation polynomial that we compute in Algorithm 7 satisfies the

property (3.3)).

Lemma 70. We refer to Notation @ Let n1,ng € Z>3. We define the following sets Uy,
Ua, U3, Uy.

¢ resg(he1(@)(2), ho(@)(z) #0 if ny > 2} CK™

: resy(ho (2)(2), hoo(@)(x)) £ 0 ifny > 2} TR

ﬂll_l ﬂQ-l .

3. UgZ{(El,EQ)EK x K

res; (ged(Hi (@1)(z), Ha(a2)(w)), (hi,1(@1)he,2(@2)—h 2(a@1)he,1(@2))(z)) # 0} C KUtme?

4. Uy = {(61,62) € Knl_l X Kn2_1 :

resy (ged (Hy (@) (2), Ha(@2)(2)), (b1 (@1)ho,a(a@2)+hi (@) ha (@) (x)) # 0} C K™ 7%

Then we have the following facts.

1. The set Uy is a nonempty Zarisky open set of R Moreover, for each @y € U,
one has h12(a1)(zp,(@1)) #0 for alli e {1,--- ,ny}.

2. The set Us is a nonempty Zarisky open set of R Moreover, for each Gy € Uo,
one has hy2(az)(zg,(a1)) #0 for alli e {1,--- ,na}.

T>n1t+n2—2

3. The set Uz is a nonempty Zarisky open set of K . Moreover, for each a; €
=ni—1

K , ag € an_l, with (@1,a2) € Us, one has Pi(a1) # Qj(az) for each i €
{17 7n1} and] S {17 7n2}'

T>nit+n2—2

4. The set Uy is a nonempty Zarisky open set of K . Moreover, for each @, €
=ni—1

K , Gy € Knrl, with (a1,a2) € Uy, one has Pi(a1) # —Qj;(az) for each i €
{17 7n1} and] € {17 7n2}'
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5. For each aj € Knrl, there exists Ga € Ua, such that (ay,az) € Us NUjy.

Proof. The sets Uy, Ua, Us, Uy are Zarisky open sets by Remark Moreover, they satisfy
the required properties by Lemma [68 and Remark[69] We now prove that the defined open
sets are nonempty.

We show that U; is nonempty. With the same arguments, one shows that Us is nonempty.
Take Py,---,P, € E\ {O}, such that P, @ --- ® P,, = O and P; # —P; for all
i,7 € {1,--- ,n1}. Notice that we can always take Pj,--- , P,, which satisfy the required
condition, since K is an infinite field (because it is algebraically closed). Take the tuple
a; € K™ associated to Py,---, P, , as in Proposition Then, by point 1 of Lemma
we have that a; € U;.

We now prove point 5 of the lemma, which implies that both U3 and Uy are nonempty,
since Us is nonempty. Let a; € K™™' Take Q1, -+ ,Qn, € E\ {O} such that :
QL @® - DQu, = 0, Qi # —Q; for all 1,5 € {1,---,n2}, Qi # £Pj(@) for each
i€ {1l,---,n2}, j € {1,---,n1}. Notice that we can always take Q1,---,Qn, which
satisfy the required conditions, since K is infinite. Take the tuple @y € K™ associated
to Q1,---,Qn,, as in Proposition Hence ay € Us, and (ay,az) € Us NUy by Lemma
6] ]

Algorithm 7 (Computation of a (2,n1, n2)-generalized summation polynomial).

Input : ni,no € Z>s.
Output: S = 5] +y52 a (2,n1, n2)-generalized summation polynomial, in the form ([3.4)

1: for i € {1,"' ,nl}

2:  Compute E; < Ej(ai,1,- -+ ,a1,n,—1) using the equality of point 2 of Proposition
3: end for

4: for i € {1,--- ,na}

5. Compute S; < Si(ag,1, -+ ,a2n,—1) using the equality of point 2 of Proposition

6: end for

7: fori € {1 s ,nl} > 7,1 line through P; and @1 as a polynomial in the variables zp,, yp,, €@, ¥Q:, T,y
8: Ti,l(xpwauwalevxa y) < (yQ1 —yp )z + (TP, — le)y + ((xQ1 —zp)yp, + (yp, —
le)xPi)

9: end for

10: K(zp,--- y TPy s YPrs ™ 7yPn17$Q17yQ17337y) — H:L:ll i1

11: if n; = 2 then

12:  Replace xp, and zp, by —a11 in K

13:  Replace yp, by —yp, iIn K > K(a11,2q:,90:,2,9)(yr) = (KT — K3yp,)
14:  Replace (yp,)? by f(a11,1) in K

15: else

16: forie{l,--- ,ni}

17: Replace yp, by —hi1,1(zp,)/h12(xp,) in K

18: end for

19:  Write K(zp,, -+ ,zp, ) as a function of e1, - , en,
20: forie{l,---,m}

21: Replace e; by E; in K

22: end for

23: end if > Now K = K(a1)(20,,¥Q,,%,Y)

24: for i € {1,"' ,TLQ}

25:  K; < K(a1,2q,,YQ,, %, V)



3.3. COMPUTATION OF GENERALIZED SUMMATION POLYNOMIALS 79

26: end for

27 K(a1,2Q,, 1 LQnyr YQ1y """ ;anan;y) — H?:Q1 K;
28: if no = 2 then

29: Replace zg, and zg, by —as; in K

30:  Replace yg, by —yg, in K

31:  Replace (yg, )% by f(az1,1)* in K for all k.

32: else

33: forie {l,--- ,na}

34: Replace YQ, by —h271(in)/h272(l‘Qi) in K

35: end for

36:  Write K(2q,, - ,2q,,) as a function of s1,--- , sy,
37 forie{l,--- ,na}

38: Replace s; by S; in K

39: end for

40: end if > Now K = K(a1,a2)(z,y)

41: Use equality Si(z) — ySa(x) = K(z,y)/(h{?h3') mod y? — f(x,1), removing denomi-
nators
42: return S

Theorem 71. Algorithm 7 is correct.

Proof. We first prove that Algorithm 7 outputs a polynomial

S(ay,a2)(x,y) € Klay, as][z, y].

For i € {1,--- ,n;1}, we take the polynomial

Ti,l(xpi yYP;» TQ15YQ1) T, y) € K[Z’Pi, YP;h TQ1,YQ1, T, y]

computed in line 8. Moreover, we take the polynomial

K(~TP17"' Yy LP,sYPyy >yPn7xQ17yQ17$7y) GK[.Z'Pl,"‘ Yy LP,sYPyy 7yPn7xQ17yQ17x7y}

computed in line 10. The polynomial K is the product of all the r; 1’s.

Suppose first that ny = 2, as in lines 12 — 14 of the algorithm. Observe that r;; is
linear as polynomial in yp,. Hence, after line 13, we have that K is a polynomial of the
form K(ai1,70,,Y0,,%,Y)(yp,) = (K1 + Koyp, ) (K1 — Koyp,) = K7 — K%y%l, for some
K1, K> € Kla1,1,29,,9Q,, %, y]. Then, after line 14, we have K = K(a1,1,29,,YQ,,%,Y) €

K[CLLl, TQ1,YQ15 T, y]
Now suppose n1 > 2 as in lines 15 — 23. After lines 16 — 18, we have

K = K((ll,l’Pl,"' 7$Pn733QlayQ1,337y) € K[lealevxay](al)(IPU"' ,ﬂfpn).

Moreover, from line 10, both the numerator and the denominator of K are symmetric
as polynomials in the variables zp,,--- ,xp,. Then we can write them as a function of
the elementary symmetric polynomials e;(xp,, -+ ,xp,), for i € {1,--- n1}, as in line
19. Then, in lines 20 — 22, we replace all e;(xp,, - ,zp, ) with the polynomials E;(a1)
computed in lines 1 — 3. In this way, after line 23, we obtain K = K(a, TQ1»>YQ15 Ty y) €
K(al) [xQ1 »YQ1y X5 y]
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With the same arguments, one shows that, after line 40, we have K € K(ay,a2)[z,y].
Hence, after performing line 41, we obtain

S(ay,a2)(x,y) € Klay, az](z,y).

We now define a nonempty Zarisky open set Ug C K" and we show that, for each
a; € Knl_l, @y € K" with (@1,a2) € Us, we have that the polynomial S(ay,az)(z,y)
satisfies the property .

We define Ug in the following way.

Us = (U x K= Hn (K" xth) Nts, (3.8)
where U1, U, Us are the nonempty Zarisky open sets defined in Lemma We have

that Ug is a nonempty Zarisky open set of g
nonempty Zarisky open sets, by Lemma
Now we prove that, for each a; € Knlil, ay € K™ with (@1,a2) € Ug, the polynomial

S(ay,asz)(x,y) satisfies the property (3.3). This means that we have

, since it is the intersection of three

div (S(ay, az)(z,y)) = > (P(@1) @ Q;(a@2)) — nina0©.

i=1,n1 =1,

Take (@1,a2) € Us, and let r; j(zp,, 2q,, yp;; YQ,, T, y) be the polynomial of line 8, where 1
is replaced with j, for j € {1,--- ,na}. Since (a1,a2) € Ug, we have that P;(a1) # Q;(a2)
foralli € {1,--- ,n1}, 7€ {1,--- ,na}, by point 3 of Lemma Then

rij(ar, az)(w,y) = rij(vp,(a1), rq,; (@), yp,(a1), yg,(az), z,y) =0

is the equation of the line through P;(@;) and Q;(a@2), and we have
div(ri (@, @) (z,y)) = Fi(a) + Q;(a2) + (=(Fi(@) ® @Q;(az)) - 30.

So the polynomial K(xp,,  ,Zp, ,YpPi, " ,YP,, »TQ1s Y1, T,y) computed in line 10 is
such that

K(xpl(al), TPy, (61)73/1:’1(61)7 U YPy, (61)7le(EQ)ale(EQ))(xvy) =0

is the union of the n; lines 7;1(@1,a2)(x,y) = 0 through P;(a;) and Qi(az), for i €
{1, ,m}.
Suppose first that n; = 2, as in lines 11 — 14 of the algorithm. Then h; has the form
hi=a11+x, and

hl(al)(l‘,y) =ai1+x= 0

defines the vertical line through Pi(ai1) = (—ai,1,yp (a1)) and P(a1) = —Pi(a1) =

(—a11,—yp (G1)). Hence zp (@1) = zp,(@1) = —a1,1 and yp,(a1) = —yp, (a1), moreover
Pi(a1) € E. So, after line 14 of the algorithm,

K(a1,2q, (a2), Y@, (@2))(z, y) = 0

is still the union of the two lines 71 1(@1,a2)(z,y) = 0 and ro 1(ar,a2)(x,y) = 0.

Now suppose that n; > 2 as in lines 15 — 23 of the algorithm. Hence, for each ¢ €
{1,--+,n1}, we have that hjo(a1)(xp,(a1)) # 0 by point 1 of Lemma [68] since (a1,a2) €

Us. Furthermore, by definition of k1, we have that yp, (a1) = —h1 1(a1)(zp,(@1))/h12(@1)(zp,(a1)).
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Moreover, by point 2 of Proposition we have that e;(xp, (a1),--- ,zp, (@1)) = Ei(a1)
for each i € {1, -+ ,n1}. Hence, after line 23,

K(ah TQ1 (62)7 You (62»('%'7 y) =0

is still the union of the n; lines r; (a1, az2)(z,y) =0, for i € {1,--- ,n1}. With the same
arguments we show that, after line 40, we have that

K(ay,az)(z,y) =0

is the union of the ning lines r; (a1, az)(x,y) =0, for i € {1,--- ,n1}, j € {1,--- ,na2}.
Therefore, we have

div(K (a1, @) (z,y))) = n2 »_ Pi(@)+m Y Q;(@2)+ > (—(Pi(a1)@Q;(a@2)))—3n1120.
i=1 j=1

1=1,,n1,5=1, ,n2

Moreover, we have

diV(hl (51)n2h2(52)n1 (1‘, y)) = N9 Zl Pi(al) —+ 11 22 Qi(EQ) — 27117120.

=1 i=1

Hence, the polynomial S(ai,as)(z,y) € Kla1, az][x,y] computed in line 41 is such that

div(S (a1, as)(z,y)) = Z (Pi(a1) ® Qj(az)) — n1n20,

i=1, ny,j=1,na

as required. Then Algorithm 7 correctly computes and outputs a (2, n1,ng)-generalized
summation polynomial, for ny,ny € Zx>s. ]

Remark 72. We have showed that Algorithm 7 outputs a (2, n;, n2)-generalized summa-
tion polynomial that verifies property in the nonempty Zarisky open set Ug defined
in .

Now we want to take nonempty Zarisky open subsets of Ug, where the affine points of
intersection between S(a,a2)(z,y) = 0 and E have additional properties.

1. Take the nonempty Zarisky open set Uy defined in point 4 of Lemma Let Ug be
the Zarisky open set
Ué =Us NUy. (39)

We have that Ug is nonempty since Us and Uy are nonempty by Lemma . Moreover,
for all (a1, a2) € Ug, we have that S(ai,az)(x,y) satisfies property , and P;(a;)®
Qj(@) # Oforallie {1,--- ,n1}, j € {1,--- ,na}, by point 4 of Lemma [70] In this
case, we have that S(@;,a2)(z,y) = 0 has the maximal number n;ns of affine points
of intersection with the elliptic curve E. Then, if (a1,a2) € Ug, by Proposition
we have deg (S1(ar,az)(z)) = *52 if ning is even, and deg (S2(a1, az2)(z)) = "5
if ningy is odd.

2. Let Ug be the set
Us = {(@,a) € Us : res,(S1(ar, @) (x), Sa(@r, a2)(x)) # 0}. (3.10)
This is a Zarisky open subset of Ug. Moreover, and for all (a1, a2) € Ug, we have

S2(@1,a2) (% p,(a)@Q; (@) # 0
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forallie {1,--- ,n1}, 5 € {l,--- ,na}, by point 1 of Lemma In addition, U{ is
nonempty. More precisely, we have that for all a; € U, there exists as € Us such
that (ai,@2) € Ug. This can be shown with the same arguments used in the proof
of point 5 of Lemma

Example 73 (Computation of a (2,3, 3)-generalized summation polynomial). We com-
puted a (2,3, 3)-generalized summation polynomial following Algorithm 7. For t = 2,
ny =ng =3, we let ap = (—Oé(), —041>, ag = (—ﬁo, —ﬁl), hl(al)(:r,y) = (—Oé(] — 0611') +ye
Klowo, n](z, ), haaz)(z,y) = (=Po — fr1z) +y € K[bo, B1](z,y). By Remark |65, we
have that the (2, 3, 3)-generalized summation polynomial computed with Algorithm 7 is a
polynomial

S(ag, o, Bo, B1)(,y) € Klaw, a1, Bo, Bi][z, Y]

of the form
S1(z) 4+ yS2(z) = (agz* + azz® + agz? + arz + ag) + y(bsz® + boz® + by + by),

where a;,b; € Klag, o, Bo, £1] for each ¢ € {0,---,4}, j € {0,---,3}. The formulas for
the coefficients aq, - - - , a4, by, - - - , b3 that we have computed can be found in Section 1 of
the appendix.

Now we give a recursive procedure which uses Algorithm 7 to compute (¢,n1,--- ,n¢)-
generalized summation polynomials for all ¢,ny,--- ,n; € Z>o.
Notation 74. For t,ny, - ,n¢ € Z>2, we denote by aq, - -- , a; the ¢t vectors of parameters
a; = (aj1, - ,@in;—1), for each i € {1,--- ,t}.
Algorithm 8 (Computation of a (¢,n1,- - ,n)-generalized summation polynomial).
Input : t,nq,--- ,n € Z>o.
Output: S = 51 +yS2 a (t,n1,- - ,ng)-generalized summation polynomial, of the form
B4
1: if t = 2 then
2: S < Algorithmy,(n, n2)
3: else
4: T <« Algorithmg(t — 1,nq,- -+ ,m4—1)
5. N Hf;% n;
6: if NN is even then >dq -, an,d€Kar, -, ai—1]

N—-2 N N—
7 T:Tl(x)+yT2(az):(&1+d2x+‘--+&%x 2 +d$7)+y(&T+2+ +an_1x" 2z )
8: else
N-1 _5

9: T =Ti(x)+yTe(x) = (a1 + dox + - - - +@%x7) +y(é¢T+3 +---+ay_1x 2 +
dxy)
10: end if
11: S « Algorithmy (N, n¢)
12: S = SA(OQ, Tty N1, at)(a:,y)
13: S« S((éq/d)(al, s ,at_l), cee (&N_l/d)(al, s, ,at_l), at)(x,y)
14: Remove denominators from S
15: end if
16: return S
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Theorem 75. Given the input parameterst,ni,--- ,n; € Z>2, we have that the polynomial
S computed in Algorithm 8 is a (t,ny,--- ,n;)-generalized summation polynomial, which
verifies property in a nonempty Zarisky open set Ug.

)_

.
Moreover, there exists a nonempty Zarisky open set Ug C Us C K(Zizlnl " such that, for

alla; e K", with i € {1,--- ,t}, and (ay,--- ,a¢) € Ug, the curve

S(ala et 7at)($ay) =0
has exactly Hﬁzl n; affine points of intersection with E. This means that we have
‘Pil(al) S D Pit(at) 7& O

for eachij € {1,--- ,n;}, g€ {1, - ,t}.
Finally, there is a nonempty Zarisky open set Us C Ug such that, for all @; € Kni_l, with
ie{l,---,t}, and (@1, - ,ar) € U"g, we have

52(61, e 7at)(mpi1 (61)@~~-@Pit(at)) ;é 0
for each iy € {1,--- ,n;}, g€ {1,--- ,t}.

Proof. We prove the theorem by induction on t. For t = 2, the thesis follows from Theo-
rem [71] and Remark [72

Let now t > 2. By the induction step, the polynomial 7' computed in line 4 is a
(t—1,n1,- -+ ,n4—1)-generalized summation polynomial, which verifies property ina
nonempty Zarisky open set Upr C K( = m)_t—H.

Moreover, there exists a nonempty Zarisky open set U C Uy such that

Py(@)®- P,  (a-1) # 0O

for each (ai,--- ,@—1) €Uy, ij € {1,--- ,n;},je{1,--- ,t—1}
Finally, there is a nonempty Zarisky open set U}, C U} such that, for all (ai,--- ,a@—1) €
Uy, we have

Ty(ar, - @-1)(p, @)o-oP, (@) #0

for each i; € {1,--- ,n;}, je{l,---,t -1}

Take N = Hf;} n; as in line 5 of the algorithm. Then, by Proposition 62| and Remark
T is a polynomial of the form of line 7, if IV is even, and of the form of line 9 if NV is odd,
where dy,- -+ ,&n_1,d are polynomials of K[ay, -+ ,a;_1].

Now take S as in line 11. It is a (2, N, n;)-generalized summation polynomial

S e Klag, -+, an—1,a)(x,y),

that verifies property (3.3) in Ug, where

—ng—1 N-1

UA:(Ulng )Q(K Xuzg)ﬁugg
is defined as in 1) More precisely, U, ¢, U, ¢ and U, & are the Zarisky open sets Uy, Us
and Us defined m Lemma [70] where n; is replaced by N and ng is replaced by n;. We

define the set Ug as follows.

—nt—1

Us = {(ar,--- ,a-1,a) € UpxK s ((Ga/d) (@, @), s (Gy_1/d) (@1, G-1),Gr) € Ug}
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Notice that, for each (@, - -+ ,@—1) € U, we have that d(ay, - - - ,a—1) # 0, by Proposition
and by definition of U}. Then, removing denominators, the set Usg is defined by the

(5t -
non-vanishing of polynomial equations. Therefore, Ug is a Zarisky open set of K= )

Moreover, for each (ai,--- ,a;—1) € U}, we have that
((a/d) @, a-1), -+, (Gy-1/d)(@r, - ,a-1)) €U, g,

by definition of U} and point 1 of Lemma
In addition, for each (ai,---,a;—1) € UY., there exists a; € U, & such that

((&l/d)(alv"' 7at—1)a"' >(dN—1/d)(al>"' 7at—1)7at) €u3,§7

by point 5 of Lemma Hence, since U} is nonempty, also Us is nonempty.

Now take L{é and L{g as in 1) and 1) respectively. Let

Ué* - {(617 7at—176t) EUS : ((dl/d)(ala 7at—1)7"' 7(&N—1/d)(617'” 7at—1)7at> Eu‘/év}v

Us ={(@, - ,ar-1,a) € Us : ((Ga/d)(ar, - ap-1), -, (Gy-1/d) (@1, G-1), @) € Ug}.

With the same arguments that we used to prove that Us is a nonempty Zarisky open set,
we can prove that both Ug and Ug are nonempty Zarisky open sets. It is now straight-
forward to verify, by induction on t, that the polynomial computed in Algorithm 8 is a
(t,n1,--- ,n¢)-generalized summation polynomial, which verifies property in Ug, and
that Ug, UG are the nonempty Zarisky open subsets of Ug required by the theorem. O

With Algorithm 7 and Algorithm 8, we give a procedure to compute (t,m1,-- ,n¢)-
generalized summation polynomials for any choice of parameters ¢t,ny,--- ,n; € Z>2. So
the following corollary is a straightforward consequence of Theorem [71] and Theorem

Corollary 76. For any t,ni,--- ,ns € Z>a, there exist (t,n1,--- ,n¢)-generalized summa-
tion polynomials.

3.4 Degree of generalized summation polynomials in the pa-
rameters

We give now a result on the degree of generalized summation polynomials in each param-
eter. We will use this result in Chapter 5.

Theorem 77. Let t,ny,--- ,ny € Z>. Let S € Klay, -+ ,ai[z,y] be a (t,n1, -+ ,ng)-
generalized summation polynomial as in Definition . Then, for each i € {1,--- ,t} and
for each j € {1,--- ,n; — 1}, one has that the degree of S in the parameter a;; is

deg,,, S = H np.
he{l,-t}\{i}

Proof. We prove first that deg,, S = HZ:Q ny. We follow Notation [63| and Notation
Let Us be the nonempty Zarisky open set in which S verifies the property (3.3]). Write
hi € Kla1][z, y] in the form

hi=a11+ (hig—ai1+yhi2) =ai1 +k(are, - a1n,-1)(2,Y),
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for some k € Kla1 2, ,a1.n,-1)(%,y). Then, if we fix parameters @y 2, -+ ,d1n,-1 € K,
and a zero T' = (z7,yr) on hy, we have that a; ; is uniquely determined as

a1, = —k(@i2, -, @1,0,—1) (@7, YT).

1—2

For (@2, ,@1n,-1) € K" ", a € K" fori e {2,---,t}, and R = (zR,yRr) € F, we

follow the notation below.

o Let S11=S5(@1,2, - ,A1,n—1,082, - , a1, TR, Yr)(a1,1) € Klai1].
e Forij € {1,---n;},je{2,---,t}, let

Ty iy = R— (P (@2) © - - - © Py (ay)).

—=n1—2

We choose now (@12, ,a1n,-1) € K , a; € K" for i € {2,---,t}, and R =
(xRr,yr) € F such that the following conditions are verified.

1. deg,, , S = deg(S1,1) (that is, remove the exceptional cases in which the second
degree is strictly smaller).

2. For all ig,--- 4, with i; € {1,--- ,n;}, j € {2,---,t}, we have that Tj, .. ;, # O,
that is, R # P;,(a2) ® - -- & P, (ay).

3. For all (ig,--- i) # (i2,--- 1), with ij,ij e {1,---,nj}, j € {2,---,t}, one has

that a111,  ,, # anT

4. For all &1’1 € K such that 5171(61,1,1) = 0, we have (&1’1,61,2, cer L, Alpg—1,02, 0 ,at) S
Us.
. _ _ -2 _ i—1 .
Notice that we can always choose (@12, - ,@1n,—1) € K" “ aeK" forie {2,---,t},

and R = (zg,yr) € E such that the conditions 1, 2, 3 and 4 written above are verified,
since K is infinite, as it is algebraically closed.
We have that a;; € K is a root of S11, that is S1,1(a1,1) = 0, if and only if R is a zero of

S(a,a1,2,- ,G1ny—1,02, -+ ,at)(x,y). By definition of (t,n,- - ,n:)-generalized sum-
mation polynomial, since condition 4 holds true, this is equivalent to say that Tj, .. ;
is a zero of hi(ai1,a12, - ,a1n,—1)(x,y) for some ig,--- 4 with i; € {1,--- ,n;}, j €

{2,---,t}. Hence

&171 cA= {al,LTiQ,m,it : ij S {1, s ,n]’},j S {2, s ,t}}.

By condition 2 and condition 3, the cardinality of A is equal to HZ:Q ny,.

So deg(S1.1(a1.1)) = [1},—o 7n, and by condition 1 alsoidegam S =[I}—ynn-

For all other parameter-variables, choose each @; ; € K and the point R such that all the
xT, yr are not zero. For the rest, the proof is analogous. ]

Example 78. By Remark the (t41)-th Semaev’s summation polynomial fi+1(a1,--- ,a, )
is a (t,m1,---,ng)-generalized summation polynomial with n; = 2 for all ¢ € {1,--- ,¢}.
One has that f;y1 has degree 2(t+1)=2 — 9t=1 ip) each parameter a; (see Theorem .

The (2,3, 3)-generalized summation polynomial that we have computed in Example
following Algorithm 7 has degree 3 in each parameter.
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3.5 Generalized summation polynomials for cryptography

We saw in the precedent chapters that Semaev’s summation polynomials have interesting
applications to cryptography. More precisely, in Section 1 of Chapter 2, we use these
polynomials to give an optimal representation for trace-zero subgroups of twisted Edwards
curves. A similar strategy is applied in [47] in the case of elliptic curves in short Weierstrass
form. Furthermore, in Section 5 of Chapter 1, we explain how summation polynomials
can be used to perform an index calculus attack, on elliptic groups E(F,n) as well as
on trace-zero subgroups 7T, according to [46], [30], [31], [49]. The first example is an
example of constructive application of summation polynomials to cryptography, that is,
an application that could improve the efficiency of the given cryptosystem. The second
example is a destructive cryptographic application, since it gives a strategy to attack the
DLP, on which is based the security of the cryptosystem itself.

As in the case of classical summation polynomials, we will see in the next two chapters
that generalized summation polynomials can be interesting cryptographic tools both from
the constructive and the destructive point of view. More precisely, in Chapter 4, we use the
(2, 3, 3)-generalized summation polynomial that we computed in Example [73[to perform an
original scalar multiplication algorithm in the trace-zero subgroup 73. This is an example
of constructive cryptographic application of generalized summation polynomials. On the
other hand, in Chapter 5, we give a destructive application of generalized summation
polynomials to cryptosystems. In fact, we use such polynomials in the relation search step
of a new variant of index calculus, to attack the DLP in trace-zero subgroups of elliptic
curves.

The scheme below summarizes the basic ideas and the cryptographic applications of
generalized summation polynomials. It is analogous to Scheme [5| dealing with Semaev’s
summation polynomials.

Scheme 8.

Generalized summation polynomials of elliptic curves.

Idea.

e Generalize summation polynomials from vertical lines to generic zero-locus of elliptic curves.

Constructive cryptographic applications.

e Scalar multiplication in T3 with optimal coordinates (Chapter 4).

Destructive cryptographic applications.

e Index calculus in T, (Chapter 5).




Chapter 4

Scalar product in the degree 3
trace-zero subgroup

In this chapter, we give an algorithm to perform scalar multiplication in the degree three
trace-zero subgroup of an elliptic curve, using optimal coordinates to represent the ele-
ments of the subgroup. We make use of the coordinates of the optimal representation for
trace-zero subgroups proposed in [49]. Let T3 be the degree three trace-zero subgroup of
an elliptic curve E defined over a finite field FF,. We represent each point of this subgroup
via the two coefficients, in [F, of the equation of the line that passes through the point and
its Frobenius conjugates. Our algorithm computes scalar multiplication in T3 using these
coordinates. It takes as input an integer m and the line through P € T3 and its Frobe-
nius conjugates. It returns as output the line through the point mP and its Frobenius
conjugates.

We saw in Section 1.4.2 that, if we want to increase the security of a cryptosystem on
the group E(F,) of Fy-rational points of E, we can enlarge the group under consideration
by taking the group E(Fgn) of Fyn-rational points of E, with n > 1. However, if n is an
odd prime, we obtain the same increase in the level of security if we take the trace-zero
subgroup T, C E(F4») (see Proposition . This means that we can work in the smaller
group T}, rather than in E(IF,» ), without losing security. Moreover, we saw in Section 1.4.2
that one needs n coordinates of I, to optimally represent a F,n-rational point of £. On
the other hand, only n—1 coordinates of IF, are required to give an optimal representation
of trace-zero elements of T},. Therefore, the advantage of working in 7}, rather than in the
whole group E(F,») is that, if we use an optimal representation for trace-zero elements, we
obtain optimal data storage for level of security. Nevertheless, we pointed out that the use
of an optimal representation for trace-zero elements is a real advantage in cryptographic
applications only if it is integrated with an efficient performance of the arithmetic in the
group. For practical cryptographic applications, such as the Diffie-Hellman key exchange,
one is especially interested in the operation of scalar multiplication. Therefore, the aim
is to combine the use of an optimal representation for trace-zero elements with efficient
algorithms for scalar multiplication in the group.

We recall that there are two ways to approach this task. One can compute scalar mul-
tiplication in E(IFg») and use compression and decompression algorithms to go back and
forth between the usual coordinates in E(Fyn) and the compressed coordinates in T;,. The
alternative is to compute scalar multiplication directly in compressed coordinates in 7,,.
In Section 1.4.2, we refer to the first approach as non-compressed scalar multiplication
in T),. In the mentioned section, we explain how the Frobenius endomorphism of the el-
liptic curve is used to speed up non-compressed scalar multiplication, via the strategy of

87
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Frobenius reduction. On the other hand, the algorithm that we propose in this chapter
computes scalar multiplication in T3 following the second approach. This means that it
makes direct use of optimal coordinates in the trace-zero, without performing compression
and decompression of points. To the extent of our knowledge, it is the first algorithm to
compute scalar multiplication in T3 with this direct approach in optimal coordinates.

Such approach for scalar multiplication is used by the Montgomery’s ladder algorithm
for z-only scalar multiplication in E(F4»), that we recall in Section 1.4.2 (Algorithm 1).
This method uses the optimal representation for Fyn-rational points of E. Each
point is given via its x-coordinate. The x-coordinate is in turn represented via a n-tuple
of coefficients of I, after choosing a base of Fy» over [F,. Given the optimal representation
xp of an element P = (xp,yp) € E(Fy), and an integer m, the algorithm computes the
optimal representation x,,p of the scalar product mP = (z;,p,Yymp). The computation
does not require compression and decompression of the involved points. In other words,
this algorithm takes as input the vertical line x = xp through P, and an integer m, and
it gives as output the vertical line x = z,,p through mP. Notice the analogy with the
algorithm that we give here, which works with (non vertical) lines through the Frobenius
conjugates of points of T3.

To perform the computation, our method makes use of the (2, 3, 3)-generalized summa-
tion polynomial that we computed in Example [73| of Chapter 3. So it is the first example
of cryptographic application of generalized summation polynomials. Moreover, the algo-
rithm adapts the strategy of Frobenius reduction that speeds up non-compressed scalar
multiplication in trace-zero subgroups. Hence, we can maintain the advantages of such a
strategy, even performing the operation directly in compressed coordinates.

The chapter is organized as follows. In Section [4.1| we establish the notation, and give
some preliminaries on the degree three trace-zero subgroup of an elliptic curve. We also
present some procedures for computation, that will be used in the subsequent algorithms.
In Section we give our algorithm for scalar multiplication. Subsection contains
a subalgorithm that will be called in the main algorithms, and a lemma which allows
us to deal with special cases. In Subsection [£.2.2] we propose a Montgomery-ladder-style
algorithm which computes scalar multiplication in T3. The algorithm makes use of the
subalgorithm of Subsection [£.2.I] Subsection [£.2.3] contains the algorithm that computes
scalar multiplication in 73. The algorithm exploits the properties of the Frobenius endo-
morphism to optimize the Montgomery-ladder-style algorithm of Subsection 4.2.2

4.1 Preliminaries, notations and formulas

Let IF, be a finite field of characteristic different from 2 and 3. Let E be an elliptic curve
defined over F,, written in short Weierstrass form

E:y?z = f(x,2) = 2° + Azz® + B>

We refer to Section 1.3 and Section 1.4 for basic notions about elliptic curves and trace-
zero subgroups. We use the notation of these sections. We denote by @ the operation
of addition between points of E. We denote by O = [0, 1,0] the neutral element of the
operation. Moreover, for each point P € E, we denote by — P the inverse of P with respect
to @. Let E(FF,3) be the group of Fs-rational points of E. Let T3 C E([F,3) be the degree
three trace-zero subgroup of . We denote by ¢ the Frobenius endomorphism of the curve
E.

Let h be the polynomial

h = h(ao, a1)(z,y) =y — (a0 + a1z) € Fglaw, an][z, y].
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By Proposition and [49, Corollary 4.2], for each P = (zp,yp) € T3, there exists a
unique (@, a1) € Iﬁ‘g such that
hp(z,y) = h(@o, a1)(z,y) =y — (@ + @1z) =0
is the line through P, o(P), ¢*(P). This is equivalent to saying that
div(hp(z,y)) = P+ ¢(P) + ¢*(P) — 30.
Moreover, notice that
h_p = —hp(z,—y) = h(—ap, —a1) =y + (@ + @12).

Following [49], we take the optimal representation R3 = (Rg3,4,E)qr for the family of
degree three trace-zero subgroups Gz = (T3 C E(Fys))q g, with

R3qp: T3\ {0} — Fp2, P — (—ap, —ay).

This means that we represent an element P € T3\ {O} via the coefficients (—a, —@1) of
hp.

Notice that the representation Rg3 identifies each point with its Frobenius conjugates.
As a consequence, addition in compressed coordinates is not well-defined. The polyno-
mials hp and hg do not determine hpgq. However, scalar multiplication is well-defined.
Namely, given the line hp = 0 and an integer m, the line h,,p = 0 through mP and its
Frobenius conjugates is uniquely determined. Observe the analogy with the representa-
tion of points of F via their z-coordinates. The integer m and the z-coordinate of a point
P € E determine the z-coordinate of mP. However, the z-coordinates of P and ) do not
determine the xz-coordinate of the point P & Q.

We give some procedures for computation in the optimal coordinates of 73 mentioned
just above, that we use in the subsequent algorithms. We use the notation below.

Notation 79. Let g, a1 be two parameters. For i € {1,2, 3}, let
P; = Pi(ag, 1) = (zp, (a0, a1), yp, (a0, 1))
such that the following fact holds. For each P = (xp,yp) € T3, with
hp(z,y) = h(a, o1)(z,y) =y — (Go + @1x), ap, a1 € Fy,

we have
Py(@, o) = ¢ H(P).
Notice that the pair (ag, @) € Fg depends on trace-zero point P that we take. We write

(@, @) instead of ((ap)p, (a1)p) for ease of notation.

Doubling and tripling formulas in 75. Doubling. Following Procedure 1, we were
able to write explicit formulas for the coefficients of hop in terms of the coefficients of hp.
More precisely, we performed Procedure 1 to compute a polynomial

ha(ao, a1)(z,y) = c(ag, a1)y — (uo(ao, 1) + u1(ao, a1)r) € Fylao, a1]z, y], (4.1)

where ¢(ag, a1), ug(ag, a1), ui(ag, a1) € Fglag, a]. This polynomial is such that, for each
P e T3\ {O}, with hp(z,y) = h(ap,a1)(z,y) =y — (@ + a1z), ap, @ € Fy, we have

div(ha (@, @1)(x,y)) = 2P + ¢(2P) + ¢*(2P) — 30. (4.2)
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This is equivalent to saying that ha (@, oq)( ,y) = hop up to multiplication by a nonzero
constant, if 2P # O, and hy(ap, @1)(z,y) € Fq\ {0} otherwise. Notice that 2P = O if and
only if hp = y.

The computed coefficients c(av, 1), uo(v, 1), w1 (o, 1) € Fglag, a1] can be found in
Section 2.1 of the appendix.

Procedure 1. Procedure to compute the polynomial ho(ag, a1)(z,y).

: for i € {1,2,3} > t; = 0 tangent to £ in P;, ¢; polynomial in the variables zp,,yp,, T,y
: end for

T(zp,zpy, TP YpPis Ypos Yps, T, y) < H?:l ti

: for i € {1,2,3}

Replace yp, by (anzp, +ap) in T

: end for

: Write T'(xp,, zp,, xp,) as a function of the elementary symmetric polynomials e, e2, e3
E1<—oz1,E2<—A—20zooz1,E3<—a0 B

10: for i € {1,2,3}

11: Replace e¢; by E; in T

12: end for > Now T' = T(aw, a1)(z,y) € Fqlao, ai1][z, Y]

13: Use equality he(z,y) = T'(x, —y)/((—h(x,—y))?) mod y? — f(x, 1), removing denomi-
nators

14: return hy

Theorem 80. Procedure 1 is correct.

Proof. We follow the same arguments as in the proof of Theorem [71]
It is easy to verify that Procedure 1 outputs a polynomial ho(ag, a1)(x,y) € Fyloo, o1][z, y]

of the form (4.1J).
Now we prove that, for each P € T35\ {O}, with hp(x,y) = h(ap,a1)(z,y), we have that

ho(ap, @) (x,y) satisfies (4.2)).
Suppose first that 2P # O, that is hp # y and (ap, a1) # (0,0). Let t;(xp,,yp,, z,y) be
the polynomial computed in line 2. Since 2P # O, we have that

ti(@o, o) (z,y) = ti(zp, (qo, @1), yp, (0, 1), 7,y) =0
is the tangent to E at Pj(ap, a1) = ¢'~*(P). Therefore, we have
div(t; (@0, a1)(x,y)) = @' (P) + ¢ H(P) + (=(2¢"1(P)) - 30.
So the polynomial T computed in line 4 is such that
T (ag, 1) = T(zp, (G, a1), xp, (a0, @1), xp, (@0, 1), yp, (@0, 1), yp, (C0, 1), ypy (Q0, 1), 2, y) = 0

is the union of the three tangents to E at o'~ 1(P), for i € {1,2,3}.
Furthermore, each P;(@,@;) is on the line hp = 0. Hence, we have the equality

yp; (@, 1) = ap + Q1T p; (qo, @1),

for i € {1,2,3}. For i € {1,2,3}, let E;(ap,a1) € Fy[ap, a1] be the polynomial defined in
line 9. By point 2 of Proposition [62] we have that

ei(xp, (o, ), xp, (qp, @1), zp, (0, @1)) = Ei(w, o).
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So, after line 12, the polynomial T' = T'(ag,1)(z,y) € Fylawo, aa]z,y] is such that
T (@, @1)(x,y) = 0 is still the union of the three tangents to E at the points ¢'~!(P), for
i € {1,2,3}. Therefore, we have

3 3 3
div(T (@0, @) (z,9)) = 3 _ ¢ HP)+ > ¢ (P)+ > (-2 1(P)) - 9Po.
i=1 i=1 i=1
‘We have also that ; 5
div(hp) = > ¢ Z —60.
i=1

Hence, we obtain that the polynomial ha(ao, al)( y) computed in line 13 is such that
div(h (@0, @) (z,9)) = 2P + $(2P) + $*(2P) — 30.

We have then proved that ha(ag, a1)(z,y) satisfies property (4.2), when (e, 1) # (0,0).
Suppose now that (@, a;) = (0,0). This is equivalent to saying that 2P = O. One can
directly check that ho(0,0)(z,y) € Fy \ {0}. Hence

div(h2(0,0)(z,4) =0 =0 + O + O — 30 = 2P + p(2P) + ©*(2P) — 30.
This conclude the proof of the theorem. O

Tripling. Following Procedure 3 below, we wrote explicit formulas for the coefficients
of hgp in terms of the coefficients of hp. More precisely, we performed Procedure 2 to
compute a polynomial

hs(o, o) (x,y) = d(ag, a1)y — (vo(aw, 1) + vi(ag, ar)x) € Fylag, ai][z, y], (4.3)

where d(ag, a1),v0(, a1),v1(, a1) € Fglag, a1]. This polynomial is such that, for each
P e T3\ {0}, with hp(z,y) = h(@p,a1)(z,y) =y — (ag + aq1z), ap, a1 € Fy, we have

div(hz(@o, @1)(z,y)) = 3P + p(3P) + ©*(3P) — 30.

This is equivalent to saying that hs(@, a1)(z,y) = hgp up to multiplication by a nonzero
constant, if 3P # O, and hs(a, a1)(z,y) € Fy \ {0} otherwise.

The computed coefficients d(ag, o), vo(ao, 1), vi(ag, 1) € Fylap, 1] can be found in
Section 2.2 of the appendix.

Procedure 2. Procedure to compute the polynomial hs(ag, a1)(z,y)

1: for i € {1,2,3} > doubling formulas for P; and ¢; = 0 line through P;, 2P;

> x2p, Written as a rational function in the variables xp,,yp,
2t Tap (wa yPi) A ((33’%32 + A)/2yP¢)2 —2zp,

> y2p, written as a rational function in the variables xp;, yp,
3 Yap (':UPNyPi) — ((31’% + A)/Qypi)(xpi - xQPi) —Yp,

> ¢; written as a rational function in the variables xp,, yp,, z,y
gi(xPN yp,, T, y) — (yQPi - ypi)x + (xPi - ZCQPi)y + ((xQPi - xpi)ypi + (ypi - yQPi)xPi)
end for
3

L(.’Epl s TPy, TP, YP > YPyy YPs5 Ty y) < Hi:l Ez
for i € {1,2,3}
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8:  Replace yp, by (a1zp, + ) in L
9: end for
10: Write L(zp,, xp,, Tp,) as a function of the elementary symmetric polynomials e, e, €3
11: Fq Oz%, FEy A— 20406%1, E3 — Oé(% — B
12: for i € {1,2,3}
13: Replace e; by E; in L
14: end for
15: Use ha(ap, a1)(x,y) found with Procedure 1, and equality
ha(z,y) = L(z, —y)/h(z, —y)ha(z, —y)) mod y*> — f(z,1), removing denominators
16: return hs

Theorem 81. Procedure 2 is correct.

We omit the proof of Theorem [BI} since it is analogous to those of Theorem [80] and of
Theorem [711

The (2,3, 3)-generalized summation polynomial for 75. As we mentioned before,
one cannot compute the polynomial hpgg from the polynomials hp and hg. Nevertheless,
given hp and hg, one can compute a polynomial Spg(x,y) € Fylz, y], such that

div(Spo(z,y) = Y (¥'(P) 8¢ (Q)) —90. (4.4)

0<i,j<2

By Proposition and [49, Corollary 4.2], the polynomial Spq is unique modulo the
equation of the elliptic curve, and up to multiplication by a nonzero constant. Hence, we
take the unique Spg(z,y) of the form

SP7Q = (SP7Q)1+y(Sp7Q)2 = (a4x4+a3x3+a2x2+a1x+ao)+y(63x3+b2x2+b1x+bo), (4.5)

where ag, -+ ,a4,bp, - ,bs € Fy, and such that Spg(x,y) verifies property (4.4)).

One can compute Spg from hp and hg, using the (2,3, 3)-generalized summation poly-
nomial that we computed in Example of Chapter 3. In fact, we have the following
result.

Proposition 82. Let S(ag, au, Bo, 51)(x,y) € Fylawn, a1, Bo, B1][x, y] be the (2,3, 3)-generalized
summation polynomial that we computed in Example of Chapter 3, using Algorithm 7.
Let P, Q € T3\ {O}, with hp =y — (q + @12) and hg =y — (By + B1x). Then we have

Spo(z,y) = S(ao, a1, By, 1) (2, y).

Proof. By construction, the polynomial S (@, a1, By, 81)(x, %) is of the form (4.5)). More-
over, since S(ao, a1, Bo, B1)(z,y) has coefficients in Fy and @p, @1, 8y, 81 € Fy, we have

that S(ao, a1, By, 61)(z,y) € Fylz, y).
By definition of generalized summation polynomial and Theorem [71] of Chapter 3, we have
that

div(S(ao, @1, Bo, B1)(z:9)) = Y (¢'(P)@¢’(Q)) - 90,

0<i,j<2

if (ap,an, By, B31) € Us C ﬁ, where Us = (U X Fz) N (EQI X Uz) N U5 is the nonempty
Zarisky open set defined in (3.8)), for K = F, and n; = ny = 3.

We claim that (ag,an, By, 3,) € Us if and only if (ag,a1) # (By,B,)- In fact, for
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n1 = ng = 3, we have that U; = Uy = Fz, by point 1 and point 2 of Lemma More-
over, by point 3 of Lemma (ao,an, By, B1) € Us if and only if P = ¢*(Q) for some
i € {0,1,2}. This is equivalent to saying hp = hq, or (ap,a1) = (By, 31). Hence we have
proved the claim.

The claim and the discussion above imply the thesis of the theorem for (a, @) # (Bg, B1)-
We now prove the thesis in the case (@, @) = (By,31). In this case, by Theorem (80, we
have that

SP,Q(I',y) = h(—ao, _al)($v y)th(ao,al)(a:,y) mod y2 - f(xa 1)7 (46)

where hg(ap, a1)(z,y) € Fqlag, aq]lx,y] is the polynomial computed with Procedure 1.
Moreover, one can directly check that

S(ag, ar, o, o1)(z,y) = h(—ag, —a1)(z,y)ha(ag, 1) (z,y) mod y? — f(z,1).  (4.7)

Hence, for (ag, @) = (By, ), we obtain the thesis of the theorem from equalities (4.6)
and (4.7)). O

We recall that, in Chapter 3, we computed the (2,3, 3)-generalized summation poly-
nomial S(a, a1, Bo, B1)(z,y) of Example [73| using Algorithm 7 with input n; = ny = 3.
The coefficients of S, namely a;(o, a1, Bo, £1), bj(ao, o1, Bo, 1) € Klao, a1, Bo, B1], for
i €{0,---,4}, j € {0,---,3}, can be found in Section 1 of the appendix. In order to
be self-contained inside the chapter, we give below the procedure that we followed to
compute the a;(a, o1, Bo, B1), bj(ao, a1, Bo, B1). The procedure performs the steps of Al-
gorithm 7 for input n; = ny = 3, parameters a; = (—ag, —a1), az = (—Po, —p1), and
hi = h(ao, 1)(@,y) =y — (0 + 1), ha = h(Bo, B1)(x,y) =y — (Bo + f12).

Procedure 3. Procedure to compute the (2,3, 3)-generalized summation polynomial S
of Example

1: for i € {1,2,3}
2. for j € {1,2,3}
3: Tij(xpi’wawaij?I’y) A (ij - yPi)x + (xPi - ij)y + ((ij - ‘rPi)yPi + (yPi -

ij)xPi)

4: end for

5: end for

6: K (TP, TPy, TPy, YPy > YPss YPs TQ15 TQ2 TQ30 YQ1 > YQas YQs: T Y) <= [i<i jes Tig
7. for i € {1,2,3}

8: Replace yp, by (v1zp, + ap) in K

9:  Replace yg, by (Bizg, + o) in K

10: end for

11: Write K (zp,,xp,,p,) as a function of the elementary symmetric polynomials e, e, e3
12: Write K(zq,,2qQ,,2q,) as a function of the elementary symmetric polynomials in
51, 82, S3

13: B + Oé%, Ey+— A— 2001, By Oé(% — B

14: S (—/B%, So — A —25p51, S3 %,6(2) —B

15: for i € {1,2,3}

16: Replace ¢; by E; in R
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17:  Replace s; by S; in R

18: end for

19: Use equality Si(z) — ySa(z) = K(z,y)/(h(ao, a1)(z,y)*h(Bo, 61)(z,y)?) mod y* —
f(@,1)

20: Remove denominators from S

21: return S

Notice that, if P® Q,P @ p(Q), P @ ¢*(Q) # O, then

Spo = hP@QhP@QO(Q)hP@QD2(Q) mod y2 — f(z,1). (4.8)

Moreover, from hp and Spg, one can compute the polynomials
Hp = f(z,1) — (@z +@0)* Bpq = f(2,1)(Spq)3 — (Spe)i € Fyla].

In the next lemma we collect a few facts on the polynomial Sp g, that will be useful in
the sequel.

Lemma 83. Let P,Q € T3\ {O}. Let hp, Hp, Spg and ¥pg be the polynomials as
above. The following equalities hold, up to a monzero constant:
1. Hp = hph_p mod y* — f(z,1),

Hp = (z —ap)(z — ob)(x — a%),

2.
3. S*PﬁQ(‘%y) = SP,Q(:E? -y),

4. ZP7Q = SP,QSfP,fQ mod y2 — f(x, 1),
5.

XpQ = Hog,jﬂ(gﬁ — Tyi(P)api (@)

Moreover, the following are equivalent:
6. (Spg)2 =0,
7. b3 =0,
8. ¢'(P)®@(Q) = O for some i, j,

9. div(Spq) = (P& (—¢(P))) + (¢(P)® (—P)) + (P& (—¢*(P))) + (¢*(P) & (—P)) +
((P) & (—¢*(P))) + (¥*(P) & (—¢(P))) — 60.

Proof. 1. and 2. follow from point 2 of Proposition
3. Observe that div(S_p_q) = ZOSWSQ(—@"(P) @ (—¢/(Q))) — 90, hence

S_p-q(z,y) = (Sp)i(x) —y(Spq)2(z) = Spq(z, —y)

up to a nonzero constant.

4. and 4. follow from point 3 of this lemma, and point 2 of Proposition

7. = 8. If b3 = 0, then deg(Xpg) < 8, hence one of the sums ¢*(P) & ¢’/ (Q) must be O.
8. = 9. If p'(P) @ (Q) = O for some i and j, then Sp,g = S,i(p)pi(Q) = Spi(P)—pi(P) =
Sp—p. Hence, by definition of Sp g, we have that div(Spg) = (P & (—¢(P))) + (¢(P) &
(—P)) + (P& (—¢*(P))) + (¢*(P) & (=P)) + (p(P) & (=p*(P))) + (p*(P) @ (—p(P))) +
30 — 90, from which point 9. follows.

9. = 6. Since div(Sp) = (P& (—p(P))) + (¢(P) & (~P)) + (P& (~¢3(P))) + (¢%(P) &
(—P)) + (p(P) @ (=¢*(P))) + (¢*(P) ® (—=p(P))) — 60, then Spq = (¥ — 2 pag(—p(p))) (€ —
'IP@(—LPQ(P)))(x — x@(p)@(_wz(p))) S Fq[l‘] Hence (SRQ)Q = 0. O
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How to recover hpgg from Hpgg and Spg. Let P,Q € T3\ {O}, such that P& Q #
O. We give a procedure to compute the coefficients of hpgg(x,y) = y — (v + 712) in
terms of the coefficients of Hpgg(x) = 22 + woz?® + wiz + wo and the coefficients of Spo-
A straightforward way to do this is computing the coefficients of hpgg from those of
Hpgg up to sign, via the relations we = 3wy = A — 2y71, wo = B — fyg. One
can then distinguish hpgg = y — (0 + 112) and h_pg—g) = y + (y0 + 7z), since
Hpgg | (Spg)1+ (0 +712)(Sp,g)2. This however requires extracting a square root. The
next proposition allows us to compute hpgg from Hpggp and Spg more efficiently, by
solving a simple linear system. We assume that (Spg)2 # 0, Hpgg and that Hpgg is
irreducible over Fy[x]. Notice that Hpgg is irreducible over Fy[z] if and only if P & Q
does not belong to the group

E(F,)[3] = {P € E(F,) : 3P = O}.

Proposition 84. Let P, QQ € T3\ {O}. Suppose that P & Q ¢ E(F,)[3], that Q is not a
Frobenius conjugate of —P or —2P, and that P is not a Frobenius conjugate of —2@Q). Let
Hpgq = 3 + wor? + wix + wo and hreg =y — (M + v0) with y1,70, w2, w1, wo € Fy.
Then (y1,70) is the unique solution of the linear system whose augmented matrix is

wg(wg — b2) (bo — w()) wopas — a4Wwa2wo — ag
L(Hpgg, Spq) = | wo(wy —b1) (bowa — wob2) woaz — aswiwy — apgws
wo(wo — by)  (bow1 — bwg)  woar — aswd — agwr

Proof. Using the fact that Hpgg|(Spg)1 + (M2 +7)(Sp,g)2, a simple calculation shows
that (y1,70) is a solution of the linear system with augmented matrix L(Hpgq, Sp,g). Let
us prove that the solution is unique. Let (¢1,%9) be a solution of the linear system with
augmented matrix L(Hpgg, Sp,g). Let (zo,yo) € T3 be one of the Frobenius conjugates of
P & Q. Notice that, since P ® Q ¢ E(F,)[3], the three Frobenius conjugates are distinct.
By construction, (Spg)1(zo) + (tizo + to)(Sp,Q)2(x0) = 0.

We claim that (Spg)2(zo) # 0. In fact, if (Spg)2(zo) = 0, then (Spg)2 = Hpgo
and Hpgq | (Spg)1. So Spg is of the form Spg(z,y) = Hpgg(x)(y + do + dix), with
do,d1 € Fy. Hence, all the zeroes of Hpgg(x,y) = Hpag(z) on E are also zeroes of
Spo(x,y) on E. This implies that —P & (—Q) = ¢*(P) @ ¢/ (Q) for some 4, j distinct. If
i,j # 0, then —pF(P) = P® ¢'(P) = —Q & (—¢7(Q)) = ¢"(Q) for some h, k. Hence P
and —(@) are Frobenius conjugates. Similarly, @ and —2P are Frobenius conjugates if i = 0
and j # 0, and P and —2(Q) are Frobenius conjugates if ¢ = 0 and j # 0. This concludes

the proof of the claim.

Since (Sp,g)2(xo) # 0 by the claim above, then yg = t1z9 + to. Hence the line of equation
y— (tiz+1p) has three points in common with the line of equation hpgg = 0. This implies
that t; = 1 and tg = . O

Example 85. Let ¢ = 1021 and F s = Fy[¢]/(¢* —5). Let E be the elliptic curve over F,
of equation 3?2z = 23 + 230222 + 19123, Let P = (782¢2% + 802¢ + 45,979¢? + 299¢ + 133),
Q = (466¢% + 528C + 514, 742¢2 + 1016¢ + 704) € Ty, with hp = y — (987z + 642),
hg =y — (7292 + 705). Using the formulas in the appendix, we can compute:

haop =y — (1000 + 280), hsp =y — (646z + 693)

Spo = (8231 + 94823 4 70922 + 5302 + 741) + y(x> 4 78222 + 6362 + 100).
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The matrix from Proposition [84] is:

809 123 843
L(Hpaq, Spq) = | 568 823 755
787 382 388

Before we compute L, we compute Hpgg = 23 4 88022 + 123z + 998. In the next section
we discuss how to compute Hpgg. Solving the system associated to L we find hpgg =
y — (652 + 260).

4.2 Scalar multiplication in 73 using compressed coordinates

Throughout this section, we assume that 73 = (P) is cyclic of order p, where p is a
prime of cryptographic size. This is the setting of real cryptographic applications. Hence
o(P)=sP, with s =(¢—1)/(24 ¢ — |E(F,)|) mod p (see [6, Section 15.3.1]).

Let m be an integer modulo p. In this section, we develop an efficient algorithm to compute
hmp given m and hp. In order to do this, in Subsection we give a subalgorithm
that we use within the main algorithm, as well as a lemma which helps us deal with
special cases. In Subsection we give a Montgomery-ladder-style algorithm that
computes h,,p from m and hp. Finally, in Subsection [4.2.3] we apply the usual Frobenius
endomorphism strategy to speed up our algorithm from Section This gives our main
algorithm to compute scalar multiplication in 75 using compressed coordinates.

4.2.1 Subalgorithm and special cases

Throughout this subsection, m is an integer such that 0 < m < p. Because of the doubling
formulas in the appendix, we may assume that m is odd.

Notation 86. Let mi,mo,ni,no be integers such that mi; + mo = ny + no = m. For
1 € {0,1,2}, let h; = hm1P®¢i(m2P)7 H;, = Hm1P®¢i(m2P)7 k; = hn1P€B<pi(’l7,2P)7 K, =
KanEBSDZ(TLQP)'

Let mq,ma,n1,no be positive integers such that m; + mo = ny + ne = m. Suppose
that we are given Ay, p, hmypP, hny Py An,p. The subalgorithm computes hy,,p by applying
the following strategy. By Proposition one can use the (2,3, 3)-generalized summation
polynomial computed with Procedure 3, to compute

S1 = SmiPmap = 51,1 + 4512

from hy,, p, hm,p, and
S92 = SniPnop = 52,1 + Y522

from hy,, p, hp,p. Up to multiplying by a nonzero constant, S1 = H?:o h; mod y?— f(z,1)
and Sy = H?:o ki mod y? — f(x,1). Hence S7, S5 share the factor hg = ko = hpp. By
Lemma one has that

HmP|G7 where G = ng (f(l’, 1)5'%,2 - Silv f(ﬂ?, 1)822,2 - S%,Q)'

Moreover, if my P®¢(maP) and m1 P @ p?(msoP) are not Frobenius conjugates of 4-(n1 P®
C)O(TL?P)) or i(nlp@wz(nQP))a that isif h1, h & {kl (:Ua y)v kQ(xa y)? 7]{;1("% *y)> 71{2(:5’ *y)}’
then G = H,,p. In this case, one can compute h,,p from G and S; (or from G and Ss) by
solving the linear system of Proposition [84] provided that the assumptions of the propo-
sition are satisfied.

We now give the subalgorithm and we prove its correctness.
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Subalgorithm 1.

Input: The polynomials hAp, p, R, Py ny Py Bng Py such that hy, ho & {k1, ka}
Output : hpp =y — (112 + )

30:
31:

: if hp p = him,p then return h_,, p endif
. if hy,p = hp,p then return h_, p endif
: Compute S7 = Sm1p7m2p from hmlp, hmzp > formulas in Section 1 of the appendix

Compute S2 = Sy, pn,p from hy, p, hp,p

if hp(2,y) = —hm,p(z, —y) then

W <= monic(S1)

L+ L(W,S) > see Proposition [84]

Compute h =y — (712 + ) by solving the linear system associated to L
return h

: end if
2 if hy,p(z,y) = —hp,p(z, —y) then

W < monic(S2)

L+ L(VV, Sl) > see Proposition

Compute h = y — (71 + 70) by solving the linear system associated to L
return h

: end if

1 G ng(fSiQ - S%,lv fS§,2 - S%,l)

: Decompose G in irreducible factors in Fy[x]

: Wy, -+ Wy < monic distinct irreducible factors of G of degree 3
:for je{l,---s} do

W + Wj
if W 75 5172 then
L+ L(W, Sl) > see Proposition

Compute h = y — (712 + 7o) by solving the linear system associated to L
if Wl(mz + 70)S2,2 + S2,1 then return h end if

else >W =S,
L+ L(W, 52) > see Proposition
Compute h = y — (712 + Y0) by solving the linear system associated to L
return h
end if
end for

Theorem 87. Subalgorithm 1 is correct.

To prove the theorem we use the following.

Remark 88. Since T3 has prime order p > 3, then T3 N E(F,)[3] = {O}. Hence Hg is

irreducible over F, for every Q € T3\ {O}. So H,,p is irreducible over F4[z] for every

0 < m < p. Moreover, hy,p # h_p,p, since, if this were the case, then mP & gpi(mP) = Q0.

Proof of Theorem |87 If hp,p =

hm,p as in line 1 of the subalgorithm, then myP =
¢'(m1 P) for some i € {0,1,2}. Since we assume that m is odd, then m; # ms and
mj +mg = m < p, hence i # 0. Therefore mP = (my + mg)P = mq(P @ ¢'(P))

—m1p? (P) where {i,7} = {1,2}, and i # j. It follows that h,,p = h_p,, p and line 1 is
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correct. The same argument shows that, if h,, p = hp,p as in line 2 of the subalgorithm,
then hy,,p = h_y,, p, and line 2 is correct. Correctness of lines 3, 4 follows from Proposition
Observe that, up to multiplication by a nonzero constant, S1 = hpphihs and Sy =
hmpkiks mod y? — f(z,1). Moreover, by Lemma f(z, 1)5%2 — Sil = HyH1Hy and
f(x,1)83 — 53, = HoK1 K3 up to multiplication by a nonzero constant.

Suppose first that hpy,p = h_m,p as in line 5. Then moP = —my¢'(P) for some i €
{0,1,2}. Since 0 < m < p, we have that ¢ # 0. Then moP = —mip(P) or moP =
—m1p?(P). The case moP = —my@(P) implies mP = (my + ma)P = my (P & (—p(P))),
m1P @ p(maP) = mi(P® (—¢*(P))) = —¢*(mP) and m P ® ¢*(maP) = O. From these
equalities, we have S = hoh1 = hpph_mp = Hyp mod 3% — f(x,1) (up to multiplication
by a nonzero constant). The case moP = —m1p?(P) implies mP = (my+mso)P = my (P
(—¢%(P))), m1P & p(maP) = O and m1 P ® ¢*(maP) = m1(P & (—¢(P))) = —p(mP).
From these equalities, we have S; = hohs = hmph_mp = Hpyp mod y? — f(x,1) (up
to multiplication by a nonzero constant). Moreover, if hy,,p = h_pm,p, we have that
hn,p # h_n,p. In fact, if h,,, p = —hy, p, using the same arguments as above, we have that
Sy = kok1 = hyph—mp = Hmp or So = koks = hyph_mp = Hpp mod y? — f(z,1) (up
to multiplication by a nonzero constant). So h_,,p € {k1,k2}. This is not possible since
h—mp € {h1,h2} from the previous discussion, and we are supposing hi,ha & {ki,ka}.
Hence we have that hy, p # h_y,p. The latter inequality implies Ss 2 # 0 by Lemma @
Moreover, by Remark H,,p is irreducible over F,[z]. So, in order to apply Proposition
with W = monic(S1) and Sa, it remains to prove that, if hy,, p = h_p, p, then Hy,p #
Sa,2. Suppose this is not the case. Let mP = (Z,7). We have that H,,p = S22 implies
So9(x?) = 0 for all j € {0,1,2}. Moreover, S2(7%,5%) = 0 for all j € {0,1,2}, by
construction of Sy. Hence, for j € {0,1,2}, we have So(—¢’(P)) = So(z?,—y?) =
5271(5(1]) — quSQQ(qu) = Sg,l(qu) = 5271(5(1]) +quSQ,2(qu) = SQ(E‘I],@‘?J) = 0. This
implies that k; = h_,,p for some i € {0,1,2}. Since hyp # h_mp by Remark @, we
have that 3 ¢ € {1,2} such that k; = h_,,p € {h1,h2}. This is not possible because
hi,ha & {ki,ka} by hypothesis. Hence all hypothesis of Proposition hold for W =
H,,p = monic(S1) and So, and correctness of lines 5 — 10 follows from the proposition.
The proof of correctness of lines 11 — 16 is analogous to that for lines 5 — 10.

From now on, we have hy,, p # h—_m,p and hy,, p # h_p,p, which imply S1 2,522 # 0 by
Lemma [R3]

Let 1 < s < 3. Let Wy,---, W be the monic distinct irreducible factors of degree 3 over
Fylz] of G = ged(fSTy — 71, /S35 — S31), as in lines 17, 18, 19 of the subalgorithm.
Hence Hy € {W7y,--- , Wy} by Remark Moreover, for W € {W7,---, W}, one has that
W = H; for some j € {0,1,2}. Then, if W # Sj 5, one recovers h = h; from W and S;
solving the linear system of Proposition |84] (lines 22-24 of the subalgorithm).

Now we focus on line 25. If h = hg = hy,p, one has that W|(y12+70)S2,2+52,1. Otherwise,
h # ks for all s € {0, 1,2}, as hy, hg & {k1, k2} by hypothesis. So W f(yix +70)S2,2 + S2.1
by Proposition and line 25 is correct.

Finally, suppose W = S;2 as in line 26. If W # Hj, one has that there exists r &
{1,2} such that h; = —(h,(z,—y)). Moreover, there exists s € {1,2} such that h; =
—(ks(z,—y)), since W|G and hi,hy & {ki,k2}. Then h, = ks with r, s € {1,2}. This
is not possible as hi,ha & {ki,k2}. Hence W = Hj and there exists r € {1,2} such
that hpp # hyp = h_p,p. This implies that ks # h_,,p for all s € {0,1,2}, since
hi,he & {ki,ka}. So W # Sa9, and one recovers h = hy,p from W and Sy solving the
linear system of Proposition [84] Hence, lines 26-30 are correct. 0



4.2. SCALAR MULTIPLICATION IN T3 IN COMPRESSED COORDINATES 99

We use the subalgorithm at each step of our Montgomery-ladder-style algorithm. We
have two different types of input lines. The first type is used in the general case, and the
second for exceptional cases.

(a) Input lines of type (a): The subalgorithm computes hy,p from hp, h(y_1)p, hm-1p
2
and hmi1 . The subalgorithm does not apply to a set M of exceptional values for
2

m.

(b) Input lines of type (b): Let R = {(—3,—7),(-3,5),(3,-5),(3,7)}, (r1,72) € R. The
subalgorithm computes hp,p from hy p, hy—r,)p for i € {1,2}. The subalgorithm
does not apply to a set M, ,,) of exceptional values for m.

In the next lemma we describe the sets M and M, ,,). Moreover, we show that M N
(U(m,m)e r M, 1)) = 0. Therefore, one can compute h,,p using the subalgorithm with
input of type (a) if m ¢ M and with input of type (b) if m € M.

Lemma 89. In the setting established above, one has the following:

1. hpgm-1)pi(P) = hmT—IPEBmT-Q—lSOj(P) for some i, j € {1,2} if and only if m € M, where

_{ 4+3 s—4 4s—1 s+5 4s+5

9y ) 9 9y d *
2511 3s '2s+1'3(s+1)25+1 ¢ p}

Hence Subalgorithm 1 correctly computes hyp from hp, hy_1)p, hm-1p and hmii p
2 2
ifmé¢& M.

2. Let R = {(=3,-7),(3,7),(=3,5),(3,=5)}, (r1,72) € R. Then h, pgym—r)pi(p) =
Py Pas(m—ro)pi () for some i, j € {1,2} if and only if m € M, ,,), where

(1744 —4s—17 10s+11 10s—1 4s—13 17s+13
® M7y =931 5T » 2541 > asti> -5 2s11 mod p},
[ ] M(_37_7) = {—m rnod p-.m & M(3,7)}7

_ [y 7s+8 —8s—7 2s+13 2s—11 &8s+1 7s—1
* M_35 = {25+1’ ST > DsTT0 25Tl —s—30 2e71 mod p},

® Mz _5={-m modp:me M_sz5}.
Fiz (r1,m2) € R. Subalgorithm 1 correctly computes hy,p from by p, hrypy him—r )Py Pm—ro) P
Zf m ¢ M(ﬁ,rz) .
3. One has that Mﬂ(U(rl,m)eR My, ry)) = 0. Hence, if Subalgorithm 1 cannot compute

hmp with input of type (a), it can compute it with input of type (b).
Proof. By Theorem and following Notation we have that Subalgorithm 1 correctly
computes h,,p from the input lines hy,p = hp, hmo,p = h(m,l)p, hpp = hm-1p and

2

hn2p = hmTHP if hl,hQ ¢ {kl,k‘g}, that iS, if hPEB(m—l)goi(P) 75 hmquéBmTﬂsoj(P) for all
i,j7 € {1,2}. We have that

hP@(m—l)goi(P) = hmTflP@mTHij(P) fOI’ some Z,j < {1,2}

if and only if

. m—1 m—+1
P®(m—1)¢"(P) = o"( s Po——¢

Since ¢(P) = sP and P is of period p, the latter equality is equivalent to saying

J(P)) for some i,j € {1,2},h € {0,1,2}.

. -1 1 .
1+(m—1)szzsh(m2 —I—m;_ s’)  mod p for some i, j € {1,2},h € {0,1,2}. (4.9)
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Moreover, P € T3, so P ® ¢(P) @ ¢*(P) = O. This implies the equality
1+s+s>=0 mod p, (4.10)

since p(P) = sP and P has period p. By applying the equality @ to the equality
for all i, € {1,2} and all h € {0, 1,2}, one directly computes that (4.9) is equivalent
to saying that m € M. Notice that all denominators in M are nonzero modulo p, since
equality holds and p # 2,3. We have then proved point 1 of the lemma.

The proof for part 2 is analogous to that of part 1.

We now prove part 3. Suppose that M N (U(m,?"z)eR M, ry)) # 0. One can check by
direct computation that this implies as = b mod p or as = —b mod p for some a and b
such that 0 < a,b < 60 and a # b. If as = b mod p, then from one obtains that
a’+ab+b> =0 mod p. This is not possible since 0 < a?+ab+b> < p. The case as = —b
mod p can be treated similarly. O

Remark 90. Lemma [89|is no longer true for small values of p. Consider e.g. the elliptic
curve y?z = 23 + 5122 + 423 over Fr, with p = 31 and s = 25. We have M N M 3 7=
{7,11,13} n {13,15} = {13} # 0.

Example 91. Let ¢ = 1021 and F;s = Fy[¢]/(¢} — 5). Let E and P as in Example
i.e., let E be the elliptic curve over I, of equation y?z = 2% + 230222 + 19123, and
let P = (782¢2% + 802¢ + 45,979¢? + 299¢ + 133). Then p = 1021381, s = 161217,
M = {161219, 322435, 322437, 465965 } .

We show how to compute hsp using Subalgorithm 1 with input of type (a). In Example
we computed hop and hgp. Using the formulas of Section 1 and Section 2 of the
appendix, we compute hyp =y — (698 + 155) from hop, S1 = (524x* + 13123 + 82622 +
631z + 160) + y(z® 4 24322 4 6512 + 776) from hp and hgp, So = (331x* + 65323 +
16922 + 259z + 536) + y(23 + 57022 + 680z + 578) from hop and hzp. Then we compute

= ged(fSTy — ST, fS59 — S51) = 2° + 4552° + 81z + 68. Hence G = Hsp, and
Hsp # Si2. So we obtain hsp = y — (7362 + 804) from G and S; as in line 24 of
Subalgorithm 1.

Similarly one can compute hyp =y — (112x 4 43) from hp, hep, hsp, hap.

The next two examples illustrate some special cases of Subalgorithm 1.

Example 92. Let E and P be as in the previous example and let m = 337887. One can
check that 1 1
m — m
P®(m—1)p*(P) = —TSDQ(P) ® (—TSO(P))~

If we try to compute h,,p using Subalgorithm 1 with input of type (a), we first compute
G = 20+ 7782° 48624 + 7782 +5992% 44942+ 658, which splits over [F, into two irreducible
factors of degree 3, namely Wy = 3+ 1122 + 8432 + 540 and Wy = 23 + 76722 + 10162 + 5.
From Wj we recover hy = y— (1662 +727) = 0 which is the line through P+ (m—1)@?(P).
From Wy we recover hy = y — (4232 4+ 57) = 0 which is the line through mP. By checking
the condition at line 25 of the subalgorithm, we are able to decide that h,,p = hs.

Example 93. Let ¢ = 1021 and F s = Fy[¢]/(¢* — 5). Let E be the elliptic curve
of equation y?z = 23 + Tlxz? + 5292 defined over F,. Then T3 is generated by P =
(853¢2 + 995¢ + 244, 178¢2 + 927¢ + 959), which has prime order p = 1009741. Moreover
s = 325960 and M3 _5) = {32671,391027}. Let m = 65339. One can check that

mP = —3P & (—(m — 3)¢*(P)).
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We compute h,,p using Subalgorithm 1 with input of type (b), with (r1,7r2) = (3, —5) and
obtain G = S; 2. Then we can compute hy,p =y — (566x + 37) from G and Ss.
4.2.2 A first algorithm for scalar multiplication

We give our Montgomery-ladder style algorithm for scalar multiplication in 73, in its basic
form.

Notation 94. Let m be an integer with 0 < m < p. Let m = Zf;é m;2° be the binary
representation of m, with m; € {0,1} for all ¢, £ = [logym| and my_; = 1. Let

/-1
ki = Z mj2j_i
Jj=t

for i € {0,---,¢ —1}. Notice that kg = m. Let

_{ 4+3 s—4 4s—1 s+5 4s+5

9y ? ) 9 d ?
2511 3s '2s+1'3(s+1)25+1 ¢ p}

and let M =M N (2Z +1).

General strategy of the algorithm. Our algorithm takes hp and m as input, and it
returns h,,p as output. It adopts the classical double-and-add strategy for scalar multi-
plication. For each step i, from i = ¢ — 1 down to ¢ = 0, it computes

U; = hkiP and v; = h(k’ri-l)P'

At the end of the cycle, it outputs ug = h,,p. In order to compute the polynomials u; and
v; of each step, the algorithm uses the doubling formulas of Section 2.1 of the appendix
and Subalgorithm 1 with input the polynomials that it has computed in the previous steps.

The proposition below gives recursive definitions for u; and v;. Our algorithm applies
this proposition to compute the polynomials u; and v; at each step 1.

Notation 95. Write Subalg(h, he, hs, hy), for the output of Subalgorithm 1 with input
hi,ho, h3, hy. For any h = hg with Q € T3, let D(h) = hag, where hyg is computed
from the coefficients of h by means of the doubling formulas of the appendix. Then
DF(h) = horg, where hgrg is computed from h via iterated application of the doubling
formulas of the appendix.

Proposition 96. For i from i = £ — 1 down to i = 0, recursively define u; and v; as
follows.

® uy 1 =hp, ve1 = hap.

® uy_9 = hap and vy_y = hzp if my_o =0,
ug—9 = hap and vy_o = hyp if my_o = 1.

o For0<i</{—3:

— (General case) if k; and k; +1 & M, let
u; = D(uj+1) and v; = Subalg(hp, D(wit1), wit1,vit1) if m; =0
u; = Subalg(hp, D(tit1), Wit1, Viy1) and v; = D(vip1) if my = 1.
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— (Special cases) if k; or ki +1 € M

* If my =0, let
Ui = (ul+1)7
Subalg(hsp, D*(uiy2), hrp, D (UH—S)) if Mg =mipo =1
o Subalg(hsp, Dg(ui+3) h_sp, D (Ul+3)) if mip1=1,mj2=0
' Subalg(h_3p, D*(viy3), hsp, D*(uiys))  if mip1 =0,mipo =1~
Subalg(h_3p, D*(viy2), h—7p, D*(viy3)) if mip1 =mip2 =0
* If m; =1, let
v; = D(vit1),
Subalg(hsp, D*(ui2), hep, D (Uz+3)) if miy1 =mipe =1

up= . .
’ Subalg(h—_sp, D*(vits), hsp, D3 (uitrs))  if miy1 =0,mipp =1

(
Subalg(h3p, (Uz+3) h_sp, D3(viy3))  if mip1 =1,mipa =0
(h )
Subalg(h_3p, D*(vit2), h—7p, D3(viy3)) if Miy1 = miyn =0

Then u; = hy,p and v; = hy,1yp, for alli € {0,--- £ —1}.

Proof. We proceed by induction on i. The thesis is easily verified for i = {—1 and ¢ = {—2.
Hence let 0 < i < ¢—3 and assume that the thesis holds for j € {i+1,---,¢—1}. Suppose
first that k;, k;+1 ¢ M and that m; = 0 (the proof for the case m; = 1 is analogous). Then
ki = 2(kiy1) and u; = D(uiy1) = hok, ., p = h,p by induction. Moreover, by induction we
get

SUbalg(hPa D(uiJrl)a Ui+1, UiJrl) = Subalg(hp, h’2k5i+1p7 hk?i+1P’ h‘(k‘i+1+1)P) =

Subalg <hP, hk P, hkzP’ h(kz_t'_l)P) :
2

Since k; + 1 ¢ M, Subalgorithm 1 with input of type (a) correctly outputs v; = h, 41)p-
Now suppose that k; or k; +1 € M and assume that m; = 0, m;+1 = m;y2 = 1 (the proof
for the other cases is analogous). If k; or k; +1 € M, then i < £ — 3, since 5,7 & M.
Hence we already have computed the polynomials of the three previous steps i + 1, ¢ + 2,
1+ 3. Since m; = 0, we prove the thesis for u; as in the general case. On the other hand,
ki +1 € M so we cannot define v; using Subalgorithm 1 with input of type (a), as we did
before. However k; + 1 = 3 + 4k;1o = 7 4 8k;43, so by induction we get

Subalg(hsp, D*(uiy2), hrp, D*(uit3)) = Subalg(hsp, hagk, )P h7p, bk, 5)P)-

Moreover, since k; + 1 € M, then k; + 1 ¢ M3 7 by Lemma hence Subalgorithm 1
with input of type (b) correctly outputs v; = hy,41)p- O

Remark 97. If k;, k; +1 € M, at step i one needs only the polynomials computed in the
previous step in order to compute the polynomials u;, v;. If k; or k; +1 € M one needs the
polynomials computed in the steps ¢ + 2 and ¢ + 3 in order to compute them. Therefore:

e In our algorithm, the last three pairs of polynomials that have been computed are
stored in a vector L, which is updated at each step of the cycle.

e The algorithm looks the i’s for which k; or k; +1 € M at the start. Namely, for
each i € {0, , ¢ — 2}, it computes k; and k; + 1, and it adds i to the list S if k; or
ki +1 € M. Hence, at each step i, we know whether we have to call Subalgorithm
1 with input of type (a) or of type (b), by simply checking if i € S.
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Algorithm 9 (Scalar multiplication in 73, basic form).

Input : hp, m an integer modulo p
Output : h,,p

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:

24:
25:
26:
27:
28:
29:
30:
31:
32:
33:
34:
35:
36:
37:

m < Zf;(l) m;2" binary expansion of m
> collection of the exceptional steps
S+ {ie{0,---,£—-2}: k%Z tm2 e Mork;+1¢e M}
>stepi=4¢—1
u < hp, v < haop, L < [(u,v)] > L={[(ue1,ve-1)]
if / —1 =0 then return u end if
>stepi=~—2
if my_o =0 then u < hop, v < h3p else u + hzp, v + hyp end if
Append (u,v) to L > L = [(ue—1,ve-1), (we—2,ve—2)]
if / —2 =0 then return u end if
> cycle for: steps fromi=/¢—3toi=0
for 7 from ¢ — 3 down to 0 do
> special cases
if i € S then
if mi4+1 = 1 then
if m;10 =1 then
hexc <~ SUbalg(hZSPu DQ( [2] [1])7 h?Pa (L[” [”))
2

else >mitr1 =1, miza =0
heacc <~ SUbalg(hZSPa Dg( [1] [1 )7 h- 5P7 (L[l] [2]))
end if
else >mig1 =0

if mi+o = 1 then
hewc < Subalg(h_gp, D3(L[1} [2}), h5p, D3 (L[l] [1]))

else > mit1 = O, miy2 = 0
hee < Subalg(h—_sp, D*(L[2][2]), h-7p, D*(L[1][2]))
end if
end if

if |L| = 3 then remove L[1] from L end if > L = [(uit2,vit2), (wit1,vi4+1)]
> computation of u, v at step %
if m; = 0 then
u— D(L[2[1])
if i € S then
v 4 hege
else
v < Subalg(hp, D(L2)[1]), L2][1], L[2)[2])
else >m; =1
if i€ S then
U 4 Nege
else
u <« Subalg(hp, D(L[2[1)), L[2][1], L[2)[2)
end if
v« D(L[2][2])
end if
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38: Append (U, ’U) to L > L= [(UH_Q, ’UH_Q), (U7,‘+1, ”Ui+1), (ui, 'Uz)]
39: end for
40: return L[3][1]

Theorem 98. Algorithm 9 is correct.

Proof. Correctness of lines 3—7 is easy to check. Notice that, at the beginning of the cycle
at line 8, the list L is L = [(ug—1,v¢—1), (ug—2,v¢—2)]. Moreover, one has that £ —3 ¢ S,
since 5,7 ¢ M. So we do not check whether / — 3 € §. Observe now that for each ¢ from
i = ¢ —3 down to ¢ = 0, the list L at line 23 is L = [(uit2, vi+2), (Uit+1,vit1)], while at
line 38 the list is L = [(uit2, vit2), (Uit+1,Vi+1), (45, v;)]. Hence correctness follows from
Proposition O

We now give an example of computation of a multiplication by m for which the algo-
rithm runs into the special cases.

Example 99. Let ¢ = 1021 and F s = Fy[¢]/(¢*—5). Let E and P be as in Exampleand
Example i.e., let E be the elliptic curve over F, of equation y?z = 23+ 230222 + 19123
and let P = (782¢% + 802¢ + 45,979¢? + 299¢ + 133). Let m = 644875, with binary
representation

For i from 19 to 0 the pairs (k;, k; + 1) are
(1,2), (2,3), (4,5), (9, 10), (19, 20), (39, 40), (78, 79), (157, 158), (314, 315), (629, 630),

(1259, 1260), (2519, 2520), (5038, 5039), (10076, 10077), (20152, 20153), (40304, 40305),
(80609, 80610), (161218,161219), (322437, 322438), (644875, 644876).

Hence the set of the special cases is S = {2,1} since ko + 1 = 161219, k; = 322437 € M.
We compute hy,p = y — (1052 4+ 587) using Algorithm 1. At step ¢ = 2 we compute
v = hege with mg = 1 and myg = 0 (line 14 of the algorithm). At step i = 1 we compute
U = hege with mg = 0 and m3 = 1 (line 18 of the algorithm).

4.2.3 The optimized algorithm for scalar multiplication

In this subsection, we optimize the Montgomery-ladder style algorithm given in the pre-
vious subsection and give the conclusive algorithm to perform scalar multiplication in T3
in optimal coordinates.

Remark 100. Let m be an integer modulo p. If m > %, one can reduce the computation
of multiplication by m to the computation of multiplication by m’ = —m mod p, with
m' < %. One does so by using the equality h_p(z,y) = —hp(z, —y).

Frobenius reduction. In Section 1.4.2, we explained how the Frobenius endomorphism
of the elliptic curve E can be used to speed up non-compressed scalar multiplication
in T,,. We called such strategy Frobenius reduction. We now adapt this method and
apply Frobenius reduction to our scalar multiplication algorithm, in order to increase the
efficiency of the computation process.

Let m be an integer modulo p. One can write m = mgy + smq, with mg,m; € O(q) =
O(\/p) (see [0 Section 15.3.2]). In order to compute hy,p given m and hp, we call Al-
gorithm 9 three times with input mg, m; and mg + m; respectively, instead of calling
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Algorithm 9 once with input m. Notice that mg, m1, mg +my € O(,/p), while m € O(p).
Hence one reduces the computation of the multiplication by m to the computation of
at most three multiplications by integers of smaller size. Similarly to what we did in
Algorithm 9, one needs to pay attention to the special cases where one cannot apply
Subalgorithm 1.

Lemma 101. Let m, mg, m1 be integers modulo p, with mg,m1 # 0. One has the
following facts.

1. Subalgorithm 1 with input hp, hmp, hmy1)p, hs—1)p correctly outputs hiy,yq)p if
m & Ay, where

-3(1+s) -3 s+2 -3
245 245 s—1"2s+1

Al = {—2,5, mod p} .

2. Subalgorithm 1 with input hynp, h—mp, Nmis)Ps N (m1)p correctly outputs hy,1—_sp
if m & As, where

s+2 2s+1 1—s
s—1" =3 7 3s

Ag = {1,5, mod p}.

3. Subalgorithm 1 with input hum,p, himy Py P(mgtmi)Ps Bmg(1—s)p correctly outputs g4 sm,)p

if 2mg +m1 # 0 mod p and s € By, where

+1 +1
B — { 3mo+my mi1—mgo mo+2m1 3mo+2my 2m1 mod
1 mi >\ 2mo+ma ? —(2mo+ma)’ —(3mo+ma)’ —(3mo+m1) s

with 3mg + m1,2mg + my,my — mg # 0 mod p}.

4. Subalgorithm 1 with input hyng Py iy Ps Bmg4mi)Ps Py (s—1)p correctly outputs b ysm:)p

if mop+2m1 #0 mod p and s &€ Ba, where

+1 +1
B, = { mo+3m1 mo—m1 2mo+3mi1 mo+3m1 mod
2 —(2mo+3m1) » \ mo+2my > —mgp 7 —2myo p,

with mgy + 3mq, 2mg + 3my, mo + 2mi,m; —mo # 0 mod p}.
5. We take the set
Poly = {t+1,t —1,t +2,t + 3,3t + 1,2 + 1,12+t + 1,4 + 4t + 2,262 + t + 1,
22—t — 1,20 + 4t + 1,2+ 4t + 1,62+ 26+ 2,62+ 3t + 1,12+t — 1,2t + 2t + 1,
243t + 1,82 — 2t — 1,42 42t — 1,262 + 3t — 1,2t + 3t + 1} C T, [t]
and the corresponding set of roots in I
R ={a€lF,| f(a) =0 for some f € Poly}.
Then s € By N By if and only if mg = amy for some o € R.

Proof. Recall that Subalgorithm 1 requires the condition hy, hy & {k1,ke} for the input
lines, where we follow Notation The lemma then follows from Theorem [87] by direct
computation. ]
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Precomputation. In order to apply Frobenius reduction to scalar multiplication, we
need to be able to deal with the exceptional cases of Lemma We chose to solve this
problem by using Algorithm 9 to precompute the polynomials of the set

L= {hm(l—s)P :m e A U.AQ} U {h(8+a)p S R} (4.11)

In order to compute the polynomials h,,1_s)p, we first compute h(,_1)p € L. Then, we
call Algorithm 9 with input h(;_g)p and m.

We are now ready to give our final algorithm for scalar multiplication in T3.

Notation 102. Recall that at the end of the cycle for in Algorithm 9, one has the pair
L[3] = (hmp, hims1yp). Write Alg(hp,m) for the pair (hmp, h(m1)p), computed with a
modified version of Algorithm 9 that outputs the whole pair L[3].

Algorithm 10 (Scalar multiplication in 73, optimized form).

Input : hp, m an integer modulo p
Output : h,,p

L <+ set (4.11]) of precomputed polynomials

if m > == then m < —m mod p else 7 < m end if
m < mg + smq
if mg =0 then h «+ Alg(hp,ml)[l]

1

2

3

4:

5: else if m; =0 then h « Alg(hp, mo)[1]
6

7

8

9

else > mo, m1 # 0
if s € By N By then >m = mi(s+ ) for some a € R
h Alg(h(s+a)p, mq)[1] > hsta)p € L
else >sdgBiNBs
10 : hmOP — Alg(hp,mo)[l]
11 : hm1P — Alg(hp,ml)[l]
12 h(m0+m1)p — Alg(hp, mo + ml)[l]
13 : if s € By and 2mg + m1 # 0 mod p then > Compute A(mgtsm,)p from
hm0P7 hm1Pa h('rrzo+m1)Pa h’mg(l—s)P
14 : if mo € A1 U As then
15 : h(m0+1)P «— Alg(hp, mg)[Q]
16 : h(mo-i-s)P A SUbalg(hPa hmoPa h(mo+1)Pa h(s—l)P)
17 Pmg(1—s)p < Subalg(hmgp, h—mo Py h—(mo+1)Ps Pmo+s)P)
18 : end if
19 : h SUbalgULmon hmlPa h(m0+m1)P> hmo(l—s)P)
20 : else >s & Bz and mo+2m1 # 0 mod p: Compute h(mgy+sm,)p from hmgp, by Py B(mg+m1) P Ami (s—1) P
21 : if m; € A1 U A then
22 : h(m1+1)P — Alg(hp, ml)[Q]
23 : h(m1+s)P «— Subalg(hp, hm1P7 h(mﬁ—l)Pa h(s—l)P)
24 hml(lfs)P A SUbalg(hmﬂ:’a hfm1P7 hf(m1+1)P7 h(m1+s)P)
25 : end if
26 : h SUbalg(hmoP7 hm1P7 h(m0+m1)P7 hml(sfl)P)
27 end if

28: if m> % then return —h(x, —y) else return h end if
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Theorem 103. Algorithm 10 is correct.

Proof. Let m as in line 3 of the algorithm.

If mg = 0 as in line 4, or m; = 0 as in line 5, then h = hyp by Theorem

Suppose now mg, my # 0, as in line 6.

If s € By N By as in line 7, then by Lemma 5, we have that m = mi(s + «) for some
a € R. Furthermore, h(,1q)p € £, where L is the set of precomputed polynomials of line
1, defined in . Hence, by Theorem one can compute h = hmp as in line 8 of the
algorithm.

Now suppose that s & B1 N Be, as in line 9 of the algorithm.

Correctness of lines 10, 11 and 12 follows from Theorem

Suppose that s € By and 2mg + my # 0 mod p, as in line 13 of the algorithm. Then,
by Lemma 3, one can compute hmp = h(mg4sm,)p using Subalgorithm 1 with input
lines himopy himy Py Ringtmy)p and Ny, 1—g)p. We have already computed hingp, him, p,
P (mg+my)p in lines 10 —12. Hence, we have now to compute h,,,,(1—s)p, in order to be able
to compute hmp with Subalgorithm 1, in the case of Lemma 3.

If mg ¢ A1 U Az as in line 14, then one correctly computes A, (1—s)p as in lines 15 — 17
of the Algorithm, by Theorem Theorem [98] and Lemma 1, 2.

If mg € A1 U Ag, then by Lemma we cannot compute the polynomial h,, 1_g)p as we
do in lines 15—17 of the algorithm. Nevertheless, in this case, h;,,(1—s)p belongs to the set
L of precomputed polynomials, by definition of £. Therefore, in both cases mg & Ay U A,
and mgy € A; U Ay, Subalgorithm 1 in line 19 correctly computes h = hmp, by Theorem
yih

Now focus on lines 20 — 26 of the algorithm. We are now in the case in which s € By
or 2mg +m1; = 0 mod p. Suppose first that s € By. Then s & By , since s & B N Bs
(line 9 of the algorithm). Moreover, if s € By, then mg + 2my # 0 mod p. In fact, one
can check by direct computation that s € By and mg + 2m; = 0 mod p implies s €
{0,-5%!, -3, ~1,-4/5,2/5 mod p}, since mg,m; # 0 mod p (line 6 of the algorithm).
This contradicts the equality s> + s+ 1 = 0 mod p. Now suppose that 2mg + m; = 0
mod p. Using the same arguments as above, one has that 2mg + m; = 0 mod p implies
s & Bo and mg+2m1 # 0 mod p. Hence, in both cases s € B1 or 2mg+m1 = 0 mod p, of
line 20, we have that s & By and mg +2m; # 0 mod p, and one can compute 14 sm,)p
as in line 26 by Lemma (101} 4.

With the same arguments as above, one shows that lines 21 — 25 of the algorithm are
correct, so Subalgorithm 1 at line 26 correctly computes h = hmp.

From line 2, we have that h = hmp = h_pp if m > %, and h = hmp = hy,p otherwise.
Hence, by Remark the algorithm correctly outputs h,,p in line 28. O

Remark 104. The aim of Algorithm 10 is to show how to apply Frobenius reduction in
order to speed up our scalar multiplication algorithm. Nevertheless, further optimizations
are possible. For example, one can introduce variations of Subalgorithm 1 in order to
reduce the number of precomputed lines.

In conclusion, we give an example of optimized computation obtained with Algorithm
10.

Example 105. Let ¢ = 1021 and Fs = F¢[¢]/(¢* — 5). Let E and P be as in Example
Example and Example i.e., let I be the elliptic curve over IF, of equation
v’z = o3 + 230222 + 19122 and let P = (782¢? + 802¢ + 45,979¢% 4 299¢ + 133). Let
m = 483925 = mgy 4+ smy, where mg = 274 and mq = 3.
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Algorithm 9 computes h,,p by calling Subalgorithm 1 17 times with input hy,, p, hm, P,
By Py hnyp, for the following values of (my, ma, ni,na):

(1,6,3,4),(1,14,7,8), (1,28,14,15), (1,58, 29, 30), (1, 118, 59, 60), (1,236, 118, 119),

(1,472,236, 237), (1,944, 472, 473), (1, 1890, 945, 946), (1, 3780, 1890, 1891),
(1,7560, 3780, 3781), (1, 15122, 7561, 7562), (1, 30244, 15122, 15123), (1, 60490, 30245, 30246),
(1,120980, 60490, 60491), (1, 241962, 120981, 120982), (1, 483924, 241962, 241963).

Performing the same computation with Algorithm 10, one has that
s & By = {275,757679, 717376, 508804, 304004, 263701, 527404}, 2mo +m; # 0 mod p
and
mo & A1 U Ay = {1021379, 860162, 161216, 860163, 322435,161217, 232982, 627181 }.

Hence, after computing hmop, A(mo+1)Ps Bmy Py B(mg+mi)ps Algorithm 10 calls Subalgo-
rithm 1 three times (in lines 16, 17 and 19) in order to compute A, p. To compute hp,p
and A, 41)p, Algorithm 9 calls Subalgorithm 1 with input A, p, iy Py By Py By p for the
following values of (m1,ma,n1,n9):

(1,4,2,3),(1,8,4,5),(1,16,8,9), (1,34,17,18), (1, 68, 34, 35), (1, 136, 68, 69), (1, 274, 137, 138).

To compute (4 m,)p, Algorithm 9 calls Subalgorithm 1 with input A, p, by, ny Py hiny P
for the following values of (my,ma, n1,n2):

(1,4,2,3),(1,8,4,5), (1,16,8,9), (1,34,17, 18), (1,68, 34, 35), (1, 138, 69, 70), (1, 276, 138, 139).

Hence in total, taking into account overlapping in the computation of hy,p and Ay 4m,) P
Algorithm 10 calls Subalgorithm 1 only 12 times.



Chapter 5

Index calculus 1n trace-zero
subgroups

In this chapter, we give an index calculus algorithm for the DLP in trace-zero subgroups
of elliptic curves. Our algorithm is a specialization, to trace-zero subgroups, of the index
calculus algorithm for general abelian varieties proposed by Gaudry in [46].
We refer to Section 1.4 for basic notions about trace-zero subgroups. Moreover, we refer
to Section 1.5 for basic notions about the index calculus algorithm for the DLP.

Gaudry’s index calculus algorithm, proposed in [46], is a variant of the index calculus
method (see Algorithm 2, Section 1.5.3), that can be applied to groups V(F,), of Fg4-
rational points of an abelian variety V of dimension d > 1, defined over a finite field
F,. We recall that such strategy has complexity O(qz_%), asymptotically in ¢, where d
is regarded as a constant. However, this complexity can grow very fast in the constant
d. As a result, the serious drawback of the method is that, in practice, the computation
required by the algorithm is not manageable, except for small dimensions.
We have seen in Section 1.4.2 that the trace-zero subgroup 7T, can be identified with the
group of F,-rational points of the trace-zero variety 7, via the process of Weil restriction
of scalars. The trace-zero variety 7, is an abelian variety of dimension n — 1, defined
over Fy. Hence, Gaudry’s index calculus algorithm of [46] can be applied to T},, and it
has complexity O(qQ%) asymptotically in ¢, regarding n as a constant. Since |T,| €
O(¢" ') by the Hasse-Weil Theorem and by Proposition one has that, in the trace-
zero subgroup, the complexity of Gaudry’s method is lower than the complexity of the
Pollard’s rho method for n > 5. As a consequence, the security against DLP attacks in T,
is comparable to that of classical groups of base field-rational points of elliptic curves, of
the same size, only for small values of n. In particular, we have that Gaudry’s algorithm in
T3 has the same complexity as Pollard’s tho. Hence, the degree three trace-zero subgroup
achieves the optimal security against DLP attacks.

Gaudry’s method has been previously applied to trace-zero subgroups by Gorla, Massierer
n [48]. We describe their variant in Section 1.5.3. To the extent of our knowledge, it is
the only other specialization of the algorithm to trace-zero subgroups. Such specialization
of Gaudry’s algorithm has the drawback of the general method, that we mentioned just
above. In fact, it has exponential complexity in n, due to the hardness of solving the
polynomial systems that comes from the relation search step of the algorithm (step 2 of
Algorithm 2). So our aim in thinking about a new variant of index calculus in T}, was to
give systems of polynomial equations for the relation search step, which are easier to solve
than those proposed in [4§].
In [48], the authors represent each trace-zero point via its z-coordinate. Moreover, they

109
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use Semaev’s summation polynomials to get the polynomial systems for the relation search
step. On the other hand, we make use of the optimal representation for trace-zero elements
given in [49], in order to deal with the least possible number of variables. Moreover, we
use the generalized summation polynomials that we have defined in Chapter 3, to get the
polynomial systems for the relation search step. We show that our systems are easier to
solve than the systems obtained in [48], when n = 3,5,7. These are the important cases
for cryptographic applications.

The chapter is organized as follows. In Section 5.1 we describe the algorithm, and
compute explicit equations for n = 3. In Section 5.2 we focus on the hardness of solving
the polynomial systems that we obtain with our method. We make comparisons with the
polynomial systems obtained in [48], and we give some experimental results for n = 3.
Finally, in Section 5.3, we propose a hybrid variant of our algorithm for the case n = 5.
Such variant turns out to be faster than the corresponding hybrid version proposed in [48].

Throughout the chapter, we take a finite field I, of characteristic different from 2, 3.
Let E be an elliptic curve defined over F,, written in short Weierstrass form

E:y?*z =2 + Azz® + B25.

We denote by @ the operation of point addition on E. We denote by O the neutral
element of the operation. Moreover, for each point P € F, we denote by —P the inverse
of P with respect to @. Let ¢ the Frobenius endomorphism of E. Moreover, for n odd
prime, let T;, be the degree n trace-zero subgroup of E. We suppose that T;, is cyclic of
cryptographic prime order p, and that p is much bigger than n. This is the setting of
practical applications.

5.1 A new variant of index calculus for trace-zero subgroups

In this section, we describe our specialization of Gaudry’s index calculus algorithm to
the trace-zero subgroup T;,,. We use the coordinates of the optimal representation for
trace-zero elements given in [49], in order to deal with the minimal number of variables.
Moreover, we make use of the generalized summation polynomials that we have defined
in Chapter 3.

We start with recalling the representation for trace-zero elements proposed in [49], and
we give some notations to deal with it. For P € T, \ {O}, let hp(z,y) be the polynomial
as in Proposition such that

n—1

div(hp) = Y ¢'(P) = nO.
=0

The polynomial hp is of the form hp(z,y) = hpi(x) + yhpa(x) =

n—3

n—3
(a1 +agx+ -+ ana1x 2
2

n—1 n—>5 n—3
tanne 7 ) +y(ans +Fapar 2 +o7).

By [49, Corollary 4.2], the polynomial hp has coefficients in F,, that is a; € F, for all
ie{l,-,n—1}

Notation 106. Denote by R(P) = (a1, -+ ,an—1) € F~! the tuple of the coefficients of
hp, as in Proposition By [49, Corollary 4.3], R(P) is an optimal representation for
the trace-zero point P, according to Definition [7] of optimal representation.
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Recall that a general index calculus algorithm (Algorithm 2, Section 1.5.3) performs
four main steps: (1) choice of the factor base, (2) search for relations, (3) linear algebra, (4)
computation of the individual logarithm. In order to apply the index calculus procedure
of [46], we regard T, as the group of F,-rational points of the trace-zero variety 7,. The
factor base consists of the F,-rational points of a chosen irreducible curve contained in 7.
We look for relations of the form

R=P & - @ P,_1, (5.1)

where R = (xR, yg) is a known point of T},, and the P;’s are unknown points of the factor
base. After the collection of relations, one proceeds by performing steps (3) and (4) as in
Algorithm 2. We now focus on the first two steps.

(1) Choice of the factor base. We make use of the optimal coordinates for trace-zero
elements given in [49] and we follow Notation We choose the following factor base:

F={PeTl,: R(P)=(a, 0,---,0 )}
{ (P)=(a )}
n—2 times

n—3

This means that, for P € F, hp is of the form hp(x,y) = a+yxr 2 . We assume that the
curve associated to JF is absolutely irreducible, and not contained in any proper subvariety
of T,. Moreover, we assume that F has about ¢ points. All these assumption are true
up to a generic change of coordinates (see [46, Section 2.2]). For ¢ € {1,--- ,n — 1} and
P; unknown factor base point of relation , we denote by a; the unknown such that
R(PZ) = (aiv 0,--- aO)

Remark 107. For n > 3 and ¢ > 1, there is no P € T, \ {O} such that R(P) =
(a1, ,an—1) with a; = 0 for all j # 4. In fact, if this is the case, one has that hp is of

the form

n—3
2

hp(z,y) = aix’ +yz'z
with d, 253 > 0 (and so z|hp(z,y)), or

hp(z,y) = y(@"s + aa®),

with e > 0 (and so y|hp(x,y)). In both cases, T;, would contain F,-rational points of
order 2. This is not possible since n is odd.
On the other hand, for n = 3, we can choose either the factor base

JF1= {P €T3 : R(P) = (—a, 0)}7 (5'2)

or the factor base
Fo={PeT5: R(P)=(0,-b)}. (5.3)

The points of F; are the points P € T3 such that the line through P and its Frobenius
conjugates is horizontal (that is, the line is of the form y = a). The points of F, are the
points P € T3 such that the line through P and its Frobenius conjugates passes through
the origin (that is, the line is of the form y = bz). We use this notation later, when we
deal with the case n = 3.

(2) Search for relations. This step consists of three parts. We sum them up just below,
then we explain in more details the first and the second part.
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(a) Computation of the polynomial system. For a given trace-zero point R as in ,
we compute a polynomial system in which the unknowns are the optimal coordinates a; of
P;, for each 7. In order to do this, we use generalized summation polynomials, as well as
Weil restriction of scalars from Fy» to F,. We obtain a polynomial system with n equations
with coefficients in F,, and n — 1 unknowns a1, --- ,a,—1. Moreover, each equation of the
system is of total degree at most (n — 1)n"~2.

(b) Computation of the polynomial system: symmetrization. We apply a symmetrization
process to reduce the total degree of the previous system of a factor n. We obtain a poly-
nomial system with n equations with coefficients in IF;, and n — 1 unknowns sy, -+, s,_1.
Moreover, each equation of the system is of total degree at most n™ 2.

(¢) Decompression of the solutions and final search. For each system of point (b), we
search solutions in F,. For each (51, -+ ,5,-1) € Fg_l, [F,-solution of the system (b),
we recover a Fg-solution (a@i,---,an—1) € ngl of the system (a), via a process of de-
symmetrization. Notice that the optimal representation R, as in Notation identifies
each trace-zero point with its Frobenius conjugates. This means that R~} (R(P)) =
{P,p(P),---, 0" Y(P)} for each P € T,. Hence, in order to recover the unknown fac-
tor base points of relation (if they exist), we search for P; € R~ (a;,0,---,0),
i€{l,---,n—1},such that R=P1® - O Pp_1.

In the next subsection, we focus on parts (a) and (b): the computation of the polyno-
mial system.

5.1.1 Computation of the polynomial system

(a) Computation of the system. Let

Se Fq[am, 5, A1ln—1," " ,n—1,1," " ,an—l,n—ﬂ[x,y]

—(n—1)2
bea (n—1,n,--- ,n)-generalized summation polynomial. Let U C F(n 2

Zarisky open set in which S satisfies property (3.3]), as in Definition
Let R = (zgr,yr) € T, Let ay,--- ,ap—1 € Fy such that

be the nonempty

(@1,0,---,0,a2,0,---,0,--+ ,Gp—1,0 --- ,0) €U. (5.4)
Suppose that there exist factor base points P1,--- , P,_1 € F that satisfy
R=P,®-- @ P,_1, with R(P;) = (@;,0,---,0) fori € {1,--- ,n}. (5.5)
Then, by definition of generalized summation polynomials, we have that
S(a,0,---,0,a2,0,---,0, - ,@p_1,0,---,0)(zRr,yr) = 0.
We take the polynomial
S(a1,0,---,0,a2,0,---,0, -+ ,ap-1,0,--- ,0)(zRr,yr) = S(zRr,yr)(a1, - ,an-1) € Fgnlar, -+ ,an—1].

This polynomial has coefficients in Fy», since R € T}, implies that zg,yr € Fy». Moreover,
it is of degree at most n"~2 in each variable a; by Theorem
Our strategy consists of searching F,-solutions (a1, -+ ,an—1) € ]Fg‘_1 of the equation

S(zr,yr)(ar, - ,an—1) =0, (5.6)
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in order to find relations of the type (5.5 for the relation search step of the index calcu-
lus algorithm. In fact, relation (5.1)) for the relation search step implies the polynomial
equation (5.6)), except for the special cases of the following remark.

Remark 108. We remark that each relation of the type determines a IF4-solution
(@1, ,an—1) of the equation only if condition holds true. Hence, there can
be a relation of type , such that (aj,---,a,—1) does not verify condition (5.4) and
(@1, ,ap—1) is not a solution of . In this case, the relation is not detected by
our strategy. Nevertheless, since U is a nonempty Zarisky open set, we expect our method
to detect most of relations , except for a few special cases.

We are interested in F,-solutions of equation . Hence, we apply Weil restriction
of scalars, from Fy» to Fy, to this equation. We refer to Example of Section 1.4.1, as
well as to Section 2.1, for details on the technique of Weil restriction of scalars. We obtain
a polynomial system of the form

Si(at, -+ ,an—1) =0

: (5.7)
Sn(a17 o 70/71—1) =0
Forie{l,---,n}, S; € Fyla1,- -+ ,an—1]. Moreover, the degree of S; in each variable is at
most n" 2. So the total degree of S; is at most (n — 1)n" 2.
(b) Symmetrization of the polynomial system . One has that
R=P,& - &Py
for some Pi,---, P, € F if and only if
R=P,1)® - ® P,y
for all o permutation of {1,---,n — 1}. So we can replace system (5.7) with a new
polynomial system of the form
Ey(s1,-++ ,80-1) =0
: (5.8)
En(317 T ,Sn_1> =0
Forje{l,--- ,n—1}, s; = sj(a1, - ,an—1) is the j-th elementary symmetric polynomial
in the variables aj, -+ ,a,—1. For each i € {1,--- ,n},
Ei(s1, -+ ,80) = Z Si(ag(1), s Ag(n-1))-
o permutation of {1,--,n—1}
Hence, for each i € {1,--- ,n}, E; € Fy[s1, - ,sp—1]. Moreover, the polynomial E; is of

total degree at most n" 2.

To sum up, following the described procedure, one obtains the polynomial system
for the relation search step of index calculus in 7. The system consists of n equations
with coefficients in F,;, and n — 1 unknowns s1,--- ,s,—1. Moreover, each equation of the
system is of total degree at most n" 2.
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5.1.2 Polynomial systems for n =3

In this subsection, we compute explicit equations and we make some examples of search
of relations for the index calculus algorithm, for the degree three trace-zero subgroup T5.
We follow the general strategy given above.

Notice that, for n = 3, relation is of the form

R=P &P, (5.9)

with R = (zg,yr) a known point of T3 and P;, P, unknown points of the factor base
F1, or unknown points of the factor base F5. The factor basis F; and F» are respectively
defined in and of Remark Let S € Fylao, a1, Bo, B1](z,y) be the (2,3, 3)-
generalized summation polynomial that we have computed in Example of Chapter 3.
We follow the procedure described in the previous subsection, to explicitly compute a
polynomial system of the form

El(ﬂa Au Bax07x17x27y07y17 yz)(sly 82)
EQ(M>A7 Ba$07$17$2>y07y17 y2)(81> 52)
Es(p, A, B, xo, 71, 2, Yo, Y1, y2) (51, 52)

(5.10)

Il
oo o

For each i € {1,2,3},
Ei(:uaAvavaxhx%yanlayZ)(‘Sl’SQ) € ]Fq[/JﬂAvBaanxlvx%yOay17y2][31782]'

This polynomial system has the following property. Take ¢ such that 3|(¢ — 1) and Fy
finite field of characteristic different from 2, 3. Let E be an elliptic curve defined over F,
written in short Weierstrass form

E :y?z = 23 + Az2? + B3,

Let Fs = F,[¢]/(¢> — ) be a Kummer extension of F, of degree three. Finally, let
R = (To + 71 + 720, Yo + U1¢ + Yo¢?) € T3. We have that the system , evaluated
in 11, A, B, To, %1, %2, Yy, U1, Y, is the system for the point R € T3 C E(F ) and the
factor base Fj.

Notice that, once we have the polynomial system of the form , the process of compu-
tation of the polynomial system for a point R € T5 is strongly sped up. In fact, one
does not have to compute the system for each R, following the procedure described
in the previous subsection. It is enough to evaluate the equations of in the given
point R, to obtain the required system .

We then compute the analogous polynomial system, of the form , for the factor base
Fo. The two polynomial systems that we have obtained are given in Section 3 of the
appendix, as polynomial system (PS1) and polynomial system (PS2) respectively.

Example 109. Let ¢ = 1021, F s = F,[¢]/(¢* — 5) and E : y?z = 2® + 978z2% + 40123,
The trace-zero subgroup 73 of £ (Fqs) is cyclic of prime order p = 1079509.

1. We perform the relation search step of the index calculus in T3 as described in this
section, for the point R = (354¢%+189¢ 4422, 750¢?+660( +584) and the factor base
Fi1. We evaluate the polynomial system (PS1) of the appendix in p = 5, 4 = 978,
B =401 and in the point R. We obtain the system

43953 + 3195259 + 22557 + 7315153 + 8885152 + 34551 + 102053 + 40053 + 79359+
+890 = 0

46253 + 9905259 + 42257 + 9595153 + 1185152 + 28551 + 80853 + 48259 + 368 = 0
36253 + 1345359 + 44187 + 208153 + 4205152 + 102087 + 74153 + 89s2 + 89 = 0
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Now we perform part (¢) of our procedure of relation search for the index calculus.
We have that the computed system has a unique Fy-solution (51,52) = (848,274).
From the relations a1 +a9 = §1 and ajas = S, we get a1 = 53 and as = 795. Finally,
we find P; = (300¢% + 140¢,53) € R™Y(—a1,0) and Py = (605¢* + 331(,795) €
R_l(—ag, O), such that R = Pl D ?2.

2. We now perform the relation search step for the point R = (261¢?+480¢+340, 402¢2+
176¢ 4 427), choosing the factor base F». From the polynomial system (PS2) of the
appendix, we obtain the system

(64953 + 2085755 + 79557 + 4245153 + 3725152 + 88251 + 96555 + 1653 + 29852+
+473 =0
8053 + 301875y + 21357 + 4685153 + 4415189 + 93551 + 27653 + 85453 + 138s2+
+688 =0
52557 + 10005752 + 75957 + 8395153 + 9515189 + 94151 + 61253 + 18253 + 15459+
+119=0

The system has again one Fy-solution (51,352) = (320, 364). Proceeding as before, we
get by = 392 and by = 949, and we find Py = (1011¢2 + 150¢ + 852, 164¢2 + 603¢ +
117) € R71(0,—b1), Py = (63¢2 + 393¢ + 707, 569¢2 + 292¢ + 146) € R1(0, —b2),
such that R = P & Ps.

3. The polynomial system for the factor base F; and the point R = (857¢? + 982¢ +
1004, 309¢% + 5¢ + 1003) has two F,-solutions, namely (31,52) = (25,316) and
(53,54) = (908,38). From these solutions, we get a; = 419, as = 627, ag =
359, @4 = 549. We find the points P; = (1011¢? + 905¢,419) € R~!(—a,0),
Py = (58¢% + 20¢,627) € R~ (—az,0), P3 = (299¢% + 960(, 359) € R~(—as,0),
Py = (736¢% + 390¢,549) € RY(—ay,0), such that R = P; @& Py, R = P3 @ Py.
Hence the point R give us two relations of type .

5.2 Complexity of the polynomial systems

In this section, we analyze the complexity of solving the polynomial systems of type of
Section 5.1.1. We make comparisons with the hardness of solving the polynomial systems
proposed in [48]. To the extent of our knowledge, the algorithm given in the latter paper
is the only other specialization of Gaudry’s strategy of [46] to trace-zero subgroups.

We recall that Gaudry’s index calculus algorithm in 7;, has complexity O(qQ%)
asymptotically in ¢, where n is regarded as a constant. Hence, from this perspective,
it lower the complexity of Pollard’s rho for n > 5. However, the method has exponential
complexity in n, due to the hardness of solving the polynomial systems that come from
the relation search step. The goal of our work was then to find an alternative to the
polynomial systems proposed in [48], for which finding solutions is easier, at least in the
cryptographic relevant cases in which n is small. In fact, we will show in the following that
our polynomial systems are in general easier to solve than the polynomial systems pro-
posed in [48], for n = 3,5, 7. These are the important cases for cryptographic applications.

We refer to [25] for some background and a survey on the techniques for solving poly-
nomial systems. The complexity of the procedure is in general dominated by the compu-
tation of a degree-reverse-lexicographic (DRL) Grébner basis of the ideal generated by the
polynomials that define the equations. Hence, we focus on the complexity of this step.
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Nowadays, the fastest known algorithms to compute DRL Grébner basis are Faugere’s
F, and F5 algorithm and their variants (see [38], [39], [33]). The matrix versions of these
algorithms (see [8], [33], [42]) perform at each step gaussian row-reduction of a particular
matrix of increasing size. We give a general idea of how such algorithms work.

We use a matrix version of Faugere’s Fy or Fy algorithm. The algorithm takes as in-
put polynomials fi,---, fs € K[z, -+, 2], where K is a field. It returns a DRL Grébner
basis of the ideal I = (f1,---, fs) generated by the input polynomials. Let d,,;, be the
minimum among the degrees of the input polynomials fi,--- , fs. Moreover, let D be the
solving degree of their defining ideal I = (f1,--- , fs), with respect to the DRL ordering, as
in Definition 3.1 of [25]. According to this definition, D is the maximal degree of the poly-
nomials involved in the computation of a DRL Grébner basis of I. For d,,;, < d < D, the
algorithm row-reduces a matrix that derives from the Macaulay matrix Mg of fi, -, fs,
after removing some eventual useless rows. The (inhomogeneous) Macaulay matrix My
of the polynomials fi,---, fs, with respect to the DRL ordering, is defined for exam-
ple in [25], [39] and [42]. The columns of this matrix are indexed by the monomials of
K[z1,- -+, 2] of degree less than or equal to d, sorted, from left to right, by decreasing
order DRL. Its rows are indexed by the polynomials mf;, for all j € {1,---,s} and for
all monomials m € K[z1,--- , 2] such that the degree of mf; is less than or equal to d.
The entry (i, 7) of the matrix My is the coefficient of the monomial corresponding to the
column j in the polynomial corresponding to the row :.

One has that the complexity of this algorithm is dominated by the gaussian row-reduction
of the computed Macaulay matrices.

Let S be the polynomial system associated to the polynomials fi,---, fs. It follows
from the previous discussion that the size of the Macaulay matrix M p of the polynomials
f1, -+, fs, with respect to the DRL ordering, gives a good estimate about the hardness of
solving the system. We call the Macaulay matrix M p the Macaulay matrix of the system
S. Therefore, we are interested in giving bounds for the size of the Macaulay matrix of the
polynomial systems of Section 5.1.1, as well as of the polynomial systems proposed
in [48].

In Section 1.5.3, we explain how the authors of [4§] compute their polynomial systems
for the relation search step of index calculus in T,,. We give the form of their systems in

(1.18). The system ([1.18) is analogous to [48] system (7)].

5.2.1 Solving degree and maximal Macaulay matrix for the system

Let S and Sy be the polynomial systems (/5.8)) of Section 5.1.1 and ([1.18)) of Section 1.5.3

respectively. We recall that S; consists of n equations of the form f;(z1,-- ,z,-1) =0,
where f; € Fylz1,--+ ,2n—1] is of degree at most n"2, for all i € {1,---,n}. On the
other hand, Sy consist of 2n — 1 equations of the form g;(x1,--- ,x2,-2) = 0, where
gi(w1, -+ ,x2n-2) € Fylw1, - ,@on_2] is of degree at most (n — 1)2"=2) for all i €
{1,---,2n—1}.

We follow the notation of [25]. Let Iy = (f1,---,fn) and Iy = (g1, - ,92n—1) be
the ideals corresponding to S; and S, respectively. Let I; = (ff - f1) and I, =
(g{‘, cee gé‘nfl) be the homogeneous ideals associated to I; and I respectively. For each
1, flh € Fylz1,-- -, zp] is the homogenization of f; with respect to the last variable. Simi-
larly, for each i, g € Fy[zy,- -+ ,T2,-1] is the homogenization of g; with respect to the last
variable. Let D; = solv.deg(I1) be the solving degree of Iy = (f1,--- , fn) with respect to
the DRL ordering. Let Dy = solv.deg(l2) be the solving degree of Io = (g1, ,g2n—1)
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with respect to the DRL ordering. Moreover, let M7 and Ms be the Macaulay matrices
of the systems &7 and Sy respectively. Denote by my X ny the size of the matrix M;.
Similarly, denote by mo X ng the size of the matrix Maj.

We make the following assumptions, which are true generically.

e Assumption 1. The ideals I} and I, are in generic coordinates (see [25, Definition
1.9]).
o Assumption 2. The projective algebraic sets
{PeP"'(F,): f}(P)=0,ie{l,--- ,n}}
and _
{PeP (W) : g(P)=0,ic{l,---,2n—1}}

are finite sets.

We have the following result.
Theorem 110. Suppose to be in the setting established above.
1. We have the following bound for the solving degree Dy of Iy:
Dy <n(n™ 2 —1)+1.

As regard the size m1 X ny of the Macaulay matriz My, one has that

(n(n1)> <n(nl)>
mi<n and ny < .
n—1 n—1

2. We have the following bound for the solving degree Do of Is:
Dy < (2n—1)((n—1)2""2 — 1) +1.

As regard the size ma X no of the Macaulay matrix Ms, one has that

s < (20— 1) ((Qn - 1)2(:_—21)2(71—2)) and my < ((Qn - 1)2(:_—21)2(71—2))

Proof. Since we are supposing that Assumption 1 and Assumption 2 hold true, we can
apply [25, Corollary 3.23] to obtain the required bound on Dj.

Now we focus on the size of M. By definition, the rows of M; are indexed by all mf;,
for : € {1,--- ,n} and m monomial in zy,---,x,_; of degree deg(m) < D; — deg(f:).
Moreover, the columns of Mj are indexed by the monomials in x1,---,x,—1 of degree
at most Dj. Recall that the number of monomials in m variables of degree at most d is
(dfnm). Hence, from the bound for D; , we obtain the desired bounds for m; and n;.
Proceeding in the same way, we obtain the bounds for Do, ms and no. O

One has that, for n € {3,5,7}:
(n—1) (2 _ 1)( _ 1)2(n—2) (n—1) (2 _ 1)( _ 1)2(n—2)
n n n n n n
2n—1 d .
"<n—1><(” )< o — 2 )an (n—1)<< oM — 2 )
Hence the following corollary is a straightforward consequence of Theorem (110
Corollary 111. One has that, for n € {3,5,7}, the size of the Macaulay matriz of the

polynomial system S1 is in general strictly smaller than the size of the Macaulay matriz
of the system So.

From Corollary and all previous observations, we conclude that, for the crypto-
graphic important cases of n = 3,5,7, the polynomial systems the we propose for the
relation search step in T, are in general easier to solve than the systems proposed in [48].
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5.2.2 Experiments and timings for n=3

We give some experimental results for the relation search step of the index calculus in T3.
We perform this step following both the method of Section 5.1 and the one of [48].

We take three primes ¢ of size 296, 2112 and 2!28 respectively, such that 3|(g — 1).
For each of these primes ¢, we take the finite field F,, the degree 3 Kummer extension
Fps = Fo[¢]/(¢* — p) with the minimal p, and five elliptic curves defined over F, and
written in short Weierstrass form, with T3 cyclic of prime order. So we have that T3 is
of cryptographic size ¢2, that is 2192, 2224 or 226, depending on the chosen ¢. For each
chosen elliptic curve, we take 10’000 random points R € T3\ {O}. We perform the relation
search step of index calculus for R, in the following ways.

e Method 1. We follow the method described in Section 5.1, and use the explicit
equations of the system (PS1) of the appendix, as we did in Example

e Method 2. We follow the method of [48] Section 5.1], and use the explicit equations
of [48, system (10)].

For both methods, we focus on three aspects: the number of relations that we get, the
form of the polynomial systems that we obtain and the timings of the procedure.

As regards the number of relations, for both methods we obtain on average 50% rela-
tions over the tested random points R. More precisely, about 40% of points gives at least
one relation, and 8% gives more than one relation: 6% gives two relations and 2% gives
three relations. None of the tested points gives more than three relations. We checked that
all multiple relations that we obtained were independent. In the heuristic, one expects
that one half of the tested points gives one relation (see [46, Section 2.5]). On the other
hand, our examples show that only 40% of points gives relations, but 8% of them gives
more than one relation. Therefore, in the end, one has anyway 50% relations over the
tested points.

Let now focus on the form of the obtained polynomial systems. Each polynomial
system that we compute with Method 1 consists of three equations in two indeterminates.
All equations are of degree 3. The solving degree of the systems is 5. The polynomial
systems computed with Method 2 consists of three equations in two indeterminates, of
degree 7, 8 and 7. The solving degree of the systems is 15. For all points we tested, we
did not obtain any exception to these values (nevertheless, for smaller ¢ - of size 219, 212
and 2' - we obtained some few exceptions: polynomial systems constructed with Method
1, in which one equation was of degree 3 and the other two of degree 2, and whose solving
degree was 4 instead of 5; polynomial systems obtained with Method 2, in which the
degree of the first or the third equation was 6 instead of 7, and/or the solving degree was
13 or 14 instead of 15). The smaller values of the degrees and of the solving degree tell
us that the polynomial systems we computed with our method are easier to solve than
the polynomial systems we computed with the method of [48]. This agrees with what we
stated in the previous subsection, as well as with the timings that we obtained for solving
the systems (see the table in the following).

We give below the timings of the performed procedures. For both methods, we take the
average time of the steps we perform. More precisely, for Method 1, we take the average
time of the following steps.

(a) Evaluate the system (PS1) of the appendix in the point R.

(b) Solve the obtained polynomial system.
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(c¢) Recover (ay,az) from a Fy-solution (51,52) of the system in step (b) (we call this
step de-symmetrization).

(d) Find P; € R™Y(—a1,0), P2 € R™(—as,0) such that R = Py @ P (we call this step
decompression).

For Method 2, we take the average time of the following steps.
(a) Evaluate [48], system (10)] in R.
(b) Solve the obtained polynomial system.
(¢) Recover the x-coordinates of Py and Ps.
(d) Find P; and Ps such that R = Py @ Ps.

We refer to Section 5.1 and to [48, Section 5.1] for more details on the general strategies.
We take the average time over the 10’000 random points on each curve, then we take the
average over the curves for each [F,. Our results are given in the table below.

Table 10. Timings in seconds of the various phases of the relation search step of index
calculus in T3, following our method (Method 1), and the method of [48] (Method 2).

Bit-length of |T5] 192 224 256
Method 1
(a) Evaluate equations | 4.5-107% | 4.7-107% | 4.4-10~*
(b) Solve poly system 76-107* | 81-107* | 85-107*
(c) De-symmetrization | 0.25-107% [ 0.28-10~* [ 0.27- 1074
(d) Decompression 0.77-107% [ 0.76-10~* | 0.7-107*
Method 2
(a) Evaluate equations | 6.9-10~% 7-1071 6.5-1071

(b) Solve poly system | 21.6-10~% | 22-10~% [ 23.2-1077*
(c) Recover x’s 0.13-107* [ 0.18-10~* | 0.15- 104
(d) Recover points 0.5-107% | 0.57-107* | 0.5-10~%

5.3 A hybrid approach for n =5

In Section 5.2.1, we saw that the polynomial systems , that we propose in Section 5.1
for the relation search step of index calculus in 7T;,, are in general easier to solve than those
proposed in [48], for n = 3,5, 7. Our theoretic statement is confirmed by the computational
experiments that we made for the degree three trace-zero subgroup 73, whose results are
given in Section 5.2.2. Nevertheless, already for n = 5, the equations for the system
are not manageable in practice. In this section, we focus on the degree five trace-zero
subgroup. We give a variant of the index calculus strategy proposed in Section 5.1, in
order to deal with easier polynomial systems. We follow the same approach as in [48]
Section 5.2].

1. We choose the factor base
F={PeT5: R(P)=(a,0,0,0)},

as in the general index calculus algorithm of Section 5.1. We look for relations of
the form

R=P P& Ps, (5.11)
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with R = (zg, yr) known point of T5, and the P;’s unknown points of F. In practice,
we drop one factor base point from relation . The device was first proposed by
Joux and Vitse in [5I]. It allows to compute systems of polynomial equations of
much lower degree and with less unknowns. The drawback is that the probability
of finding a relation is reduced by a factor ¢q. In fact, the probability of finding a
relation of type is % for n = 5, while the probability of finding a relation of type
is 6—1(1 (see [46] and [51]). On the other hand, this strategy can determine the
difference between getting polynomial systems that are computationally impossible
to solve, and getting polynomial systems that are solvable in practice.

2. Since equations for relation are still not manageable, we apply a hybrid method
as proposed in [I5] and [29] Section 7]. Such method combines exhaustive search
with solving polynomial systems with algebraic techniques. Namely, for all P3 € F,
with R(P3) = (as,0,0,0), as € F,, we search for relations of the form

(R (—P3)) @ (—P1) = P, (5.12)

with R = (R @ (—P3)) known point of T5 \ {O} and P, P, unknown points of
F, that is R(P1) = (a1,0,0,0), R(P2) = (a2,0,0,0), a; and ag unknowns. In this
way, one has to solve about ¢ small polynomial systems instead of a big one. As
for the idea of Joux and Vitse, this device can determine the difference between
obtaining computationally unsolvable systems or practically solvable systems. In
the next subsection, we explain in detail how to compute a polynomial system for a

relation of type (5.12)).

5.3.1 Construction of the polynomial system

We are interested in relations of type (5.12). Let R = R — Py = (&,9) € Ts, R(R) =
(G1,a2,a3,a4) € Fg, hé(x,y) = (a1 + oz + &3x2) +y(as4 + ). Let

S(ary, - ,a14,a271, - ,a24)(x,y) € Fylar,--- ,a14,a21, -, a24][x, ]

be a (2,5,5)-generalized summation polynomial. Let U C Fg be the Zarisky open set in
which S satisfies property (3.3)), as in Definition Take the polynomial

SR(CLl)(.’E7y) = S(dla d?v d37 d47 —ay, 07 07 0)(56’ y) € ]Fq[al][xay]' (513)

Notice that, by definition of generalized summation polynomial, for each P, € F such
that R(Pl) = (@1,0,0,0) and (&1, as, as, a4, —a1,0,0, 0) € U, we have that

div(Sp(@)(z.y) = > (¢'(R) ® ¢/ (~P1)) — 250.
0<i,j<4

In order to compute Sy, one can evaluate a (2,5, 5)-generalized summation polynomial S €
Folai1, - ,a14,a21, - ,a24][,ylin (@11, -+ ,a14,021, - ,a24) = (a1, a2, as, as, —a,0,0,0),
as in the definition . Nevertheless, since a (2,5, 5)-generalized summation polyno-
mial is not manageable in practice, we give below an algorithm to compute Sp(a1)(,y)
directly, for each given R. This algorithm is a specialization of Algorithm 7 of Chapter 3,
Section 3.3. Hence we omit the proof of its correctness, since it is analogous to the proof

of Theorem [71l

Notation 112. For i € {1,---,5}, let P, = Py( 1Land z; = xi(a1), such that, for each
P, € F, with R(Pl) = (61,0,0,0), we have QOZ_I(—Pl) = i(al) = (Ii(al), %).
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Algorithm 11 (Computation of Sp(a1)(x,y))-

Input : A point R € Ty \ {O}
Output: The polynomial Sp(a1)(z,y) = S1 + yS2 € Fylar][z, y]

. for 1 € {1 s, 5} > r; line through P; and R as a rational function in the variables Ti,Q1,%,Y
ri(@i,an,@,y) < (§— o+ (v — D)y + (@ — 23) 3+ (5 — §)ai) € (Fys(wi))[ar, z,y]
: end for
K(x1, -+ ,25,01,2,y) < H?:1 i
: Write K (x1, -+ ,x5) as a function of the elementary symmetric polynomials e, --- ,e5
E1 + 0, EQ%A, FEs +— —B, B4+ 0, E5%a%
:forie{l,---,5}
Replace e; by E; in K
: end for > Now K = K(a1)(z,y) € Fys(a1)[z, y]
Notation: K = K(a1)(z,y) = > o<y j<s cij(ar)z'y?, with ¢;j(a1) € Fys(ar) for all 4, j
10: for h € {1,---,4}
11: for0<i+j<5
12: ¢ jp(a1) < obtained from ¢;j(a1) € Fys(aq), raising all its coefficients to the ¢"
13: end for
15: end for
16: Ko+ K
17: for h € {1,--- ,4}
18 Kp 4= > o<iyj<s Cigh(a1)z'y’
19: end for > Ky (a1)(z,y) is the product of the five lines through " (R) and P;, for i € {1,---,5}
20: K (a1)(x,y) = [Thoo Kn
21: Use equality S1(z) —ySa(z) = K(z,y)/((hg)*(—a1+yz)®) mod y*— f(z,1), removing
denominators
22: return S

Once computed Spz(ar)(z,y) = Si(a1)(x) + ySa(a1)(x) € Folai][z,y], we make the fol-
lowing observation. For Py, Py € F with R(P1) = (@1,0,0,0), R(P2) = (a2,0,0,0), such
that (&1, as, as, aq4, —ai, 0,0, 0) €U and R (*Pl) = ?2, we have that

(2, 1) — @3) [y (@1)(x) — @S (@) (a). (5.14)

From the linear system associated to this divisibility condition, we derive a system of
five polynomial equations f;(a1,az2) = 0, with coefficients in F, and a;, az unknowns. In
general, we obtain that fi is of total degree 8, of degree 5 in a; and of degree 3 in a9, fo
and f3 are of total degree 9, of degree 5 in a; and of degree 4 in a9, f4 and f5 are of total
degree 10, of degree 5 in both a; and as.

Notice that we have R & (—P1) = P5 for some Py, Py € F if and only if Rea (—P3) = P1.
We can then apply a symmetrization process to the computed polynomial system in order
to reduce the total degree of the equations. This part is analogous to step (b) of the
algorithm of Section 5.1. After performing this step, we obtain a system of five polynomial
equations g;(s1, s2) = 0, with coefficients in F, and s1, s unknowns. In general, we have
that all g;’s are of degree 5, g1 is of degree 4 in both in s; and s2, g2 and g3 are of degree
5 in s; and of degree 4 in s, g4 and g5 have degree 5 in both s; and ss.

In such a way we compute the polynomial system for the relation search step, for the
random point R € T5 \ {O} and the point P3 € F, such that R = R — P3 € Ty \ {O}.
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As in the algorithm of Section 5.1, we now search for F,-solutions (51,32) of this
siystem. Then, we appr relations s1 = a1 + a2, 52 = ajas, El ordei to find (@i, az) and
P, e R‘l(al,0,0,0), Py € R‘l(EQ,O,O,O), such that R® (—P1) = Ps.

Example 113. Let ¢ = 31, Fs = Fy[¢]/(¢° — 2) and E : y?z = 23 + 1522% 4 202°. The
trace-zero subgroup T5 of E(FFs) is cyclic of prime order p = 1060051, and |F| = 40. We
perform the relation search step of the index calculus in 75 as described in this subsection,
for the point R = (22¢* + 24¢3 + 18¢2 + 25¢ + 23,6¢* + ¢ + 13¢2 +13¢ + 9) € Ts. For
all P3 € F, with R(P3) = (a3,0,0,0), a3 < 16, we do not find any relation of type
(5.11). Then we try Ps = (¢* + 5¢3 + 13¢% + 11¢,19¢* + 2¢3 + 22¢2 + 19¢) € F, with
R(Ps) = (16,0,0,0). Let R = R—P3 = (17¢4424¢3+2¢C2+13¢+26, 64 4-26¢3+18¢2+29().
We use Algorithm 11 to compute Sé(al)(aﬁ, y). Next, we use relation and apply the

symmetrization process to obtain the polynomial system:

( 24sisy + 18s7s3 + 263132 + 2231 + 223132 + 275753 + Ts?sy + 2957 + 295153 + 175153
+13s182 + 2351 + 1852 + 12.5:2 + 18.5:2 + 1652 +20=0
2s7 + 303132 + 431 + 65353 + Ts$sg + 24351)’ + 273132 + 53132 + 85759 + 2557 + 225155
+158182 + 45152 + 11s189 + 2751 + 1352 + 1152 + 2352 42959 +7=0
1757 + 73132 + 1551 + 245353 + 228350 + Ts3 + 223132 + 295753 + 295259 + 1657 + 295155
+278182 + 138182 + 11s1590 4+ 2951 + 1152 + 2582 + 452 +s90+30=0
9s9 + 228182 —+ 2181 + 158353 + 268182 + 1431 + 168182 + 193132 + 295359 + 57 + 1951 55
+303182 + 78182 + 7s182 + 1081 + 2952 + 982 + 232 +23s3 + 1852 +18 =0
1587 + 308182 + 781 + 115352 + 285359 + 253 + 123152 + 25152 + 175259 + 2952 + 185155
+143132 + 138182 + 65152 + 2951 + 1131 + 752 + 21s2 + 782 + 2052 =0

This system has one Fy-solution, namely (51,352) = (6,20). Hence (a1, a2) = (15 22), from
which we find P; = (44“4 +18¢3 +26¢% + 26, 17¢* + 3043 +18¢% +3¢) € R7'(15,0,0,0),

= (C* 4203 +4C2 46, 22¢ 41203 +12¢2+2¢) € R71(22,0,0,0), such that R (—P;) =
P2 This is equivalent to saying R = P; @ Py @ Ps.

5.3.2 Experiments, timings and comparisons

We compare the method proposed in this section with the analogous method given in [48]
Section 5.2]. We perform the relation search step for index calculus in 75 following the
hybrid procedure described above. We take the average time to compute and to solve
the involved polynomial systems. Moreover, we take the average of the number of points
R that we have to test, and of the number of polynomial systems that we have to solve,
before finding a relation. We compare our results with the analogous results of [48].

In [48], the authors also apply Joux and Vitse’s strategy together with a hybrid ap-
proach to treat the relation search step in 75. They use Semaev’s summation polynomials
rather than generalized summation polynomials to compute the systems, as in the general
case. The polynomial systems they obtain consist of 7 equations f;(z1, z2, x3,z4) with co-
efficients in F, and 4 unknowns. The first five equations have total degree 8, and degree 4
in each variable. The last two equations are of the form fg(z1,22) = 0 and f7(z3,24) = 0.
They have total degree 32, and degree 30 in both variables. Due to the lower number
of equations and unknowns and to the smaller degree, our polynomial systems will be in
general easier to solve.

We implemented our procedure for small g. Namely, for ¢ = 2° — 1, 26 — 23, 27 — 27,

—15, we take Fy, the degree 5 Kummer extension Fs = F[¢]/(¢® — 1) with the minimal
i, and one elliptic curve defined over [, written in short Weierstrass form, with 75 cyclic
of prime order, and |F| > ¢. For each curve we take random trace-zero points R and
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perform our procedure till we find a relation. For each R and for each P3 we tested, we
take the time to compute the polynomial system for relation , as well as the time to
solve it, then we make the average over all P3 and R. We obtain that, for all ¢, it takes
about 0.2 seconds to compute a system and 5-10~* seconds to solve it. We compare with
the results in [48, Table 2]. We observe that the whole procedure of computing and solving
our systems is much faster. In fact, solving the systems computed there requires about
1.3 seconds for the same values of ¢q. Indeed, the bottleneck of the strategy is not any
more the hardness of such polynomial systems, but the big amount of them, that one has
to solve before getting a relation: we expect that it is about 6¢2. For each ¢, we perform
our routine for 10 times (or 5 times in the case ¢ = 28 — 15). Then we take the average
of the number of points R that we have to test before finding a relation, as well as of the
number of systems that we have to solve for this. We give our results in the table below.
Notice that we are actually able to find relations for ¢ = 2% — 15, while the values given
in [48, Table 2] for the same ¢ are only theoretical estimates.

Table 11. Number of random points that we tested and number of system that we
solved before finding a relation of type (b.11]) (average over 10 trials for the first three g,
over 5 trials for the last g).

q 22 —1[26-23[27T—40]28—-15
Number of R tested 78 144 205 715
Number of systems solved | 2580 7003 26345 | 189000
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Conclusions

We studied trace-zero subgroups of elliptic curves and twisted Edwards curves from the
cryptographic point of view. We remark that, up to now, the theoretical research on
the topic is not supported by real applications. However, our analysis confirmed that
trace-zero subgroups are suitable for the construction of DLP-based cryptosystems. More
specifically, trace-zero subgroups of degree three have the same DLP security as groups of
prime field-rational points of elliptic curves of the same size. Furthermore, the computation
of scalar multiplication, as well as the computation of the cardinality of the group, is faster
in the first family of groups. As a consequence, DLP cryptosystems based on degree three
trace-zero subgroups will have the same security and better performance than those based
on standard groups of points of elliptic curves. Therefore, we strongly recommend the
implementation of such cryptosystems in cryptographic libraries.

We gave some new interesting results in trace-zero cryptography. First, we proposed
two optimal representations for trace-zero subgroups of twisted Edwards curves, with
efficient compression and decompression algorithms. It turned out that the correspondent
algorithms on elliptic curves in Weierstrass form are faster, due to the fact that the involved
formulas and equations are sparser and of smaller degree. Nevertheless, our representations
are useful in the case of direct use of twisted Edwards curves. In fact, they allow us
to perform computation directly on the given curve, without passing to the Weierstrass
form. The relevance of our results is strengthened by the cryptographic importance of
twisted Edwards curves, which are secure against side-channel attacks, in contrast to
elliptic curves in short Weierstrass form. Therefore, our compression and decompression
algorithms should be implemented in a possible future library for trace-zero cryptography,
together with the correspondent algorithms on elliptic curves in short Weierstass form.
We underline that the implementation we performed during our work was for example
purposes only, and that careful programming work is required in order to optimize the
algorithms for practical use.

We then proposed a new algorithm to perform scalar multiplication in the degree
three trace-zero subgroup, using optimal coordinates to represent the group elements.
The novelty of our algorithm consists of performing computation directly in the optimal
coordinates, without compression and decompression of points. This is the first algorithm
for scalar product in the trace-zero subgroups that follows such approach and in particular
it proves that computing in compressed coordinates is possible. Also in this case, our
implementation of the algorithm had only illustrative purposes, and some work has to be
done in order to optimize it. On the other hand, we point out that the standard non-
direct approach for scalar multiplication in the group is more efficient. This is due to the
extreme speed of the scalar product operation for elliptic curves, to the further speeding
up of the operation for trace zero points via the strategy of Frobenius reduction, and to
the efficiency of the compression and decompression algoritms. For all these reasons, we
intuitively expected that the non-direct approach to the operation was to prefer. Hence our
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result gives an effective confirmation to the heuristic expectations on the topic. Moreover,
our strategy has the intrinsic value to give a new perspective on the arithmetic in the
group, having interesting, non-trivial analogies with the Montgomery ladder algorithm for
x-only scalar multiplication for elliptic curves.

Finally, we gave a new variant of the index calculus algorithm for the DLP in trace-
zero subgroups of elliptic curves. Our variant is a specialization to trace-zero subgroups
of Gaudry’s index calculus algorithm for general abelian varieties. The aim was not to
improve the asymptotical complexity of Gaudry’s method, but to face its most serious
drawback: the effective unsolvability of the polynomial systems computed in the relation
search step. We made use of a non-trivial generalization of Semaev’s summation polyno-
mials, that is given in this thesis for the first time. Such tool allows to write polynomial
systems in the optimal number of variables. In this way, we could lower the complexity of
the polynomial systems in the relation search step of the algorithm, for extension degree
3, 5, 7, that are the most relevant cases in cryptographic applications.
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Appendix A

Explicit formulas

A.1 Computation of a (2,3, 3)-generalized summation poly-
nomial

Coefficients of the (2,3, 3)-generalized summation polynomial

S(O[O, aq, ﬂ()? 51)(%, y) S K[Oé(), aq, /807 ﬁl”xv y]

of the form
S1(z) + ySa(z) = (agz® + azz® + asz?® + ayz + ag) + y(bsz® 4 baz® 4+ byx + by),

computed with Algorithm 7 of Chapter 3.

ay = —a?ﬁlﬁg - SBa‘i’Bl + 2Aa§’ﬁ0 + 2@%@0B%ﬁ0 + Aa%agﬁl — GBa%B% + 3Aa%6150 +
A2a% - alagﬁf + 604104%50 + 3Aa1ao/3f + 30410405(2) + 9Bajag — 3Balﬁf‘ + Aalﬂfﬂo +
214201151 — 30£1ﬁ8 + 9BO&1B0 — 30&351 + 301(2)5150 — 31401(2) + 2140[0,8% + 60&051ﬁ8 + 9BO&0B1 —
6 Ao Sy + A2 + 9BB1 8o — BABS

ag = 4Ba3 B3 —2A03 B3 Bo+A%a3 B — i B3 +9Bad By —2Aa2 ap B3 —adap f1 B3 +3Badap 1 —
TAa?apfy+ A%a2 B2 —6Ba? 4180+ 3Aa%ﬁg +6ABa? — ozloz%ﬁ%ﬁo + Aala%ﬁl —6Baya? +
12Aa10051 80 —8A% g+ A% a1 B3 + 3B 7 Bo + A 183 — 6 ABa 1 +4 A% By — 57 —
304350 + 3Aa%ﬁ% + 21agﬂg — 183043 + 9Baoﬁ% — 7Aaoﬁfﬁg +4A%0061 — 304058 +18Bag By +
6ABB? — 8A%B1 8y — 18B2 + 4A3 + 27B?

ag = —A%03 63 —2Aa3 8182 —6ABa3 By + A2ad By — 2Aad 82 Bo + 5 A% ap 1 — 3adap B3 —
9BaZapfy+6ABa2 B +9Ba2 B2+ (2A3 +27B?)ad —2Ac 0383 —3a1ad 182 +9Baad B +
9Aa1a(2)ﬁ0+36B041040ﬁ150—12Aa1a0ﬁg—18ABO¢10¢0—6ABO&1B%+5A20415%B0+93a1515(2]+
(4A3 — 27B%) a1 By — 3Aa1 83 + 36 ABay By — 303 82 By — 3AadB1 + 9Ba2 B2 — 12Aad 8150 +
6A2a(2) + AQOéoﬁ% — 9Ba0ﬁ%ﬁo + 9Aaoﬁlﬁ§ + 36ABagyS, — 2414204050 + (2A3 + 2732)5% —
18ABp1 6o + 6 A5

ay = —A2a3 B3B8y — 4Ba3 183 + (A3 —12B%) a3 By + 8ABa3 By — A%adap 53 —4Batap B350 +
16ABa2agf — 3A%03apB + (—3A3 + 12B%)a?? — 24ABa3B1 o + 3A%2a3 82 — 2A%2Ba? —
4Ba1a(2)5f’—3A2a1a%ﬂ1—30(104(2)68—1—15B041a350—24ABO¢1040B%+12A2a1a06150—63a1a063—
18B%ajap + (A3 — 12B%)aq 8} + 16ABay 280 — 3A%a1 5183 + 14A%Bay 1 — 3B B3 +
63B%a180 — 3038182 — 3Badf — 3Aad By + 3A%alB? — 6BadB1Po + 94l + 6ABad +
8ABaB3 — 3A%00B3B + 15BapB1 3 + 63B%pB1 — 3AapBs — 42ABa By — 2A2BBE —
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18B2%B1 6y + 6ABS3 + 4A* + 2TAB?

ag = 2A2.B()éil)’ﬁ1 — A3Oéz{)50 — Aza%aoﬁ%ﬁo — 4BO&%O&0,81B8 + 123201%01051 — 4ABO(%O(0£0 —
5A2Bai B34 (A3—24B?) 03 81 By+6ABai i+ (A +6AB?)a —4Ba od 57 Bo+2 Ao o 1 B —
2ABa1agﬁl —A2Oéloé%,80+ (A3 —2432)a1a0ﬁ%+24ABa1a0,81ﬁ0 —3A205104068 +AQBoz1a0+
2A2BOJ15% =+ 12B20416%60 — QABOélﬁlﬁoz + (—2A4 — 6ABQ)04151 — 5A2B04150 — 04868 —
3Bad By + 6ABad B — 3A2a3B1 80 + 3Ba3 B3 + (A% + 9B?)ad — A3aB3 — 4ABap S8y —
A1 88 —5AZBag 1 — 3Bag s + (24% —9B%)a By + (A* + 6AB?) 8 + A2 BB1 Bo + (A3 +
9B2)32 +4A3B + 27B%

by = a3 B2 —Ba3 —202 a0 1 8o+ Actag+ai B 2 —3Bal B+ Aal Bo+a1ad 82 — 2010082 Bo+
2Aa100B81 —3Bay 2 +2Aa1 81 Bo + i +ad B3 + 303 Bo + Aao B2 + 3 32 — BB + AB? Bo+ B3

by = A% + 3a2apBE + 9Batag + 3420381 + 30283 + 9Ba3 By — 6a1adBifo — 3Aaral —
6@1&051,@3+18B0&10¢051 —614041040504-31420415%+1830¢15150 —3AO¢153+3C¥8,@%+3C¥%B%,@0 —
3AalB1 + 9BaoB? — 6AapBiBo + A2B3 +9BB2By — 3AB1 32

by = —A%036% — 240362 + 2ABa3 — 12BaZap? + 4AadapBifo — 3A%a3ap — A%a3 63 —
12Ba3B3B0 + 4Aa3B1B3 + A%aify + 4Aa1a3Bi — 3a1a3B8 — 9Bajad + 4Aarao B 80 +
24200051 + 6a1a0ﬂ8’ +18Baagfo+2A% 3180 + 930415(2) + (4A34+27B%)a; + 6048,8150 +
Aad —2Aa2 B3 — 3038182 +9Bad B —9AE B+ A% B2 + 18 Bapf1 o — 9Aan 82 +2ABS3 —
3A2B28) — 9B B3 + (4A3 + 27B%) B + ABS

bo = —2A%03 8180 — 8Bai 2 + (A% + 8B%)a3 + A%a2ap 87 — 8BatapBi By + 6Aadan 3 —
2ABa2ag+A202 52 Bo+4Bad B 2+ (— A3 —12B2)al B +4ABa fo+4Barad f2 4+ A2 o2 —
21420410405% —83@10&05%504—81430&10(051 —6142041(10504- (—A3 — 1232)a1ﬁ% +8ABO¢15150 —
3A%01 B2 430383+ Bad —8Ba 3 +6Aad 38y —3A%ad B + 30385 — 15Bak Bo+4ABag 57 —

642005180 — 15Bag B3 + (4A3 + 27B?)ag + (A3 + 8B?) 53 — 2ABB? By + A%B183 + BBE +
(4A3 + 27B?)By

A.2 Doubling and tripling formulas in T}

A.2.1 Doubling formulas

Coefficients of the doubling polynomial

ha(ao, a1)(z,y) € Fyglao, ai][z, y]

of the form

ha(ao, a1)(x,y) = c(ap, a1)y — (up(ao, a1) + ui(ag, 1)),

computed with Procedure 1 of Chapter 4.
¢ =8Ba3 — 8Aalagy — 8a
ug = —A%a} — 8Bajag + 24a2a3 + 6ABa} — 8A%a1ag — af — 18 Ba + 4A3 + 27B>

uy; = 4Baj — 4Aajag + 4A%aF — daqaf + 36 Bajag — 12Aa2
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A.2.2 Tripling formulas

Coefficients of the tripling polynomial

h3(a07 041)('%'73/) € Fq[a(]? Ckl”.ilf, y}

of the form
h3(ao, c1)(z,y) = d(ao, 1)y — (vo(a, 1) + v1(ao, 1)),

computed with Procedure 2 of Chapter 4.

d = A%af +24A2Balag + (—12A3 + 144B?)aSad + (—24A3B — 144B3)a8 — 144ABaj o +
(32A4+144AB2)a1a0+30A2a1a0+120A2Ba1a0 + (—8A° — 54A?B?)a} — T2Bajad +
720B%0303 + (—96 A% B — 648 B3)ajap + 36 Aalaf — 360ABa2ad + (48 A* + 324 AB?)alal +
96A%a1af + 9af + T2Baf + (24A3 + 162B%)aj — 16/3A5 — 7243 B% — 243B*

vg = (—=8/3A3B — 64/3B3%)af + (341 + 32AB?)afay — 16A2Bajad — 8A2B?a] + (1243 +
16B%)afa + (8A3B — 144B3)a8ap + 8ABaj ag+288AB2a1a0 (32A4B—|—216AB3)a1
10A%afad — 2004%Bajad + (—24A° — 16242 B?)ajag + 32Ba1a0 (64A3 + 72B%)ajaf +
(192A3B + 1296 B3)ajad + (96A3B2% + 648B*) a3 — 4Aa2af — T2ABa3a] + (—176A* —
1188A4B%)atad + (—192A1B — 1296 AB?)atag + 64A%a1af + (128 A5 + 864 A2 B?)ajad +
1/3af + 72Baf + (—120A43 — 810B?)af + (192A3B + 129633)a3 + (—16A4°% — 216A43B? —
729B%)

vy = 1/3A4%) + 8A2Bafag + (—4A3 + 48B?)alai + (16A3B + 144B3)a] — 48ABa1a0
(—16A4% — 240AB?)a8ag + 10420503 + 192A2Bafa + (84° + 54A%2B?)a] — 24Bataf +
(—112A3 + 144B%)afal + (96 A3B + 648B3)a1a0 + 124a3a§ — 240ABadag + (—48A% —
324AB2)a1a0 + (—=32A41B — 216 AB3) a3 — 48 A%a2af + (64A° 4 432A4%2B?) a2 ag + 3araf —
288Baiaf + (—24A43 — 162B?)ajaf + (288A3B + 1944B%)a10 + (—16A5 — 21643B% —
729B%)a; + 48 Aa + (—64A%1 — 432AB?%)a3

A.3 Polynomial systems for the relation search step of index
calculus in Tj;

(PS1). Polynomial system for the relation search step of index calculus in T3, for the
factor base F, of the form ([5.10]) of Section 5.1.3.

(Apzry2+Apxoy +Azoyo+Byo+3p* wordya+3p*at woye+3pc123y1+ 4 xgyo+3umox1y2+
Suadroys +3uzoriy +6M$09€13323/0+#$i{’y0+$8yo)81 +(=3Axo—3B— 3# z3—18uzoziTs —
3urs — 3x3)stsy + (A3 + 12A%uz 19 + 64222 —|— 6ABxg — 12Apz0r3 — 18 Apaix3 —
36A,u1:(2)m1x2 — 12A,u$0x§’ — 3Axé +9B2 — 1SB,u m2 108Buzorize — 183,ux1 — 183:60)51 +
3yos185 + (—12Auw1ye — 12Apxay; — 12Amoyo — 18 Byg)s182 + (4A43y + 27B%yg)s1 — 5 +
(15Ax0+93+27u2x§+162;w0x1:c2+27u:{:§’—|—27x%)s%+(—72A2M331:1:2—36A2x%—54ABx0—
27B? + 54Bu*x3 + 324Buworize + 54Bux; + 54Bxd)sy + 4Atxg + 4A3B + 4A3 %23 +
24A3,ux09311:2+4A3/w:f+4A3m8+27AB2x0+27B3+27BQu2x§’+16232,uscox1:z2+2732ux‘%+
27B%x3 =0

(Apzays+Azoyi+ Az1yo+ Byr +3p>w123y2 + 1 23y +3pagroys +3uzoriyo+ 6oz zay: +
Suzor3yo+paiyr +3priveyo+riy +3x31y0) 53+ (—3A1 —Quzori—paize—9ziz ) sso+



136 APPENDIX A. EXPLICIT FORMULAS

(6A2uz3+12A%2021 +6ABx1 —12A0% 01 03 — 18 Apad a3 — 36 Apwori vy — 3 Aprt —12Axdz, —
54Bpurors — 54Buxize — 54Bxdw1)s? + 3y1s153 + (—12Auways — 12Ax0y; — 1242190 —
18 By1)s152+ (443, —}—27321/1)51+(15A:L"1+81,ux0m%+81,ux%x2+81x3x1)s%+(—36A2uajg—
72A%x0x; — 54ABx; + IGQBM:UOQC% + 162Bum%x2 + 162Bx3:(:1)32 + 4A% + 12A3,ux0x% +
12A3,u:6%332 + 12A3x%x1 +27AB?z + 81Bg/mzox% + SIBQ,u:c%a:Q + 8132333951 =0

(Azoys + Az1y1 + Azayo + Bya + p?a3ys + 6pzomizoys + 3uzoziyr + padys + 3uxizoyr +
3ur1 23y +x3y2 +32311y1 + 303 22Y0 + 31023 Y0 ) 85+ (—3Awy — Yz 23 — 92k 10 — 93023 ) ST 80+
(12A%z979 + 6 A%22 + 6 ABxo — 3Ap225 — 36 Aumor1 23 — 12Apaize — 12Aa:8x2 — 18Ax(2)x% —
54B,u:v1:c%—54B:U(2):B2—54Bm0:c%)s%—l—?)ygsls%—l—(—lQAxoyg—12A:c1y1—12Ax2y0—183y2)5152—|—
(4A3y2 + 27B%ys)s1 + (15Amg + 81pzi 23 + 81w3ws + 81w0xt) 83 + (—T2A%7079 — 36 A%27 —
54ABxsy + 162B,u:£1:c% + 162B$%x2 + 162Bl‘01‘%)82 + 4A%y + 12A3,u$1:n% + 12A3z%m2 +
12432022 + 27TAB%x9 + 81 B?ux123 + 81 B%xkxy + 81B2%x023 = 0

(PS2). Polynomial system for the relation search step of index calculus in T3, for the
factor base Fa, of the form ([5.10) of Section 5.1.3.

(APyo + ApPasys + 2A%pxoxz1ys + 2A%pxozay + A*paiyr + 2A%px zoyo + A%agyo +
2ABpux1y2 + 2ABuzay: + 2ABxoyo + 8B2yo — 3Bulxoxdys — 3Butairoys — 3Bulriziy —
Bu%%yg — 3B,ux(%x1y2 - 3Bu:ﬂ%az2y1 - 3B,ux0$%y1 —6BuzroriToyy — Bu:z:i{’yo — Bx%yo)sif +
(A320+2A%B+ A? 1223 + 6 A? uwowy vo + A% pa’ + A%} — 12ABux zo — 6 ABxk — 12B%x¢ —
12Bp2xor3—18 Bu?x3z3—36 Burdrixa—12Buzori —3Brg)stsa+ (A +4A3 pryzo+2 A3 23—
2A2Bro+4A% 12 x0r3+6 A2 23ad +12A% pad vy o +4 A% pagr + A2x +6 AB2+-6 ABpas +
36 ABuror1z2 + 6 ABuT? + 6ABCL‘8 +54B?px a0 + 273233%)3% + (= A%pz1ys — A?pzoy; —
A%xoyo)s155+ (—4A%y0 — 6 ABpua1y2 — 6 ABpuaay) — 6 ABxoyo — 36 B2yo)s152+ (4A4° pyyo +
4A3 oy + 4A3x0y0 + 27B2pux1ye + 27B% pasyr + 27B%xoy0)s1 + (—2A4%uz 20 — AQI‘(Q) +
4Bu2xs + 24Buxor s + 4Bpat +4Bxd)ss + (—5A3x0 — 9A2B — A%ua3 — 6 A% pxgrimo —
A?pxd — A2$8 + 36ABurix2 + 18AB$% + 36B%x¢)s3 + (—4A* + 18A2Bxy — 18AB? —
18ABp2x3 — 108 ABuzozr122 — 18 ABpa? — 18 ABad — 162B? iz v — 81 B223) 50 + 4 A*wg +
4A3B + 4A312x3 + 2443 pworr g + 4A3pad + 4A323 + 2TAB%xg + 2783 + 27B%u’x3 +
162B? uzor172 + 27B%pad + 27B%3 = 0

(A3y1+2A% pwowoys+ A2 padya+2 A% pry woyr + A2 padyo+ A2 23y +2 A% 201 yo +2ABuzays+
2ABzoy1 + 2ABx1yo + 8B%y1 — 3Bulria3ys — Bpladyr — 3Buxdrays — 3Buzoriys —
6Buzor1zay1 — 3Buzoxiyo — Bualyr — 3Buzizeyo — Badyr — 3Bzdziyo)st + (A3z1 +
3A?uwor3+3A2 i wa+3A%x3x1 —6 ABuari—12ABxor, —12B%x1 —12Bp?r 23— 18 Buxi s —
36Buroriry — 3Bur — 12B$8$1)8%82 + (24323 + 4A320z1 — 2A%Bry + 4A%0% 023 +
642 pxded +12A% proxtae + A2uxt + 4A%x3 2z + 18ABuxors + 18ABus?zy + 18 ABxdx, +
0%2 1 1 0 2 1 0
27B? a3 + 54B%xow1) st + (— A% paoys — A2moyr — A%x1yo)s1s3 + (—4A3y — 6ABuzays —
6ABzoy; — 6ABz1yy — 36 B%y1)s152 + (4A3pxoys + 4A3z0y1 + 44311y + 27B? pasys +
27B2xoy1 +27B2%x1y0)s1 + (—A2uad — 2422071 + 12Buzozs + 12Bpaizs + 12Badx)ss +
—5A32, — 3A2,ux0m22 - 3A2u:n2332 — 3A%Zx22, + 18AB,u;U2 + 36ABzozr, + 36B%x;)s2 +
1 0 2 2

(1842 Bz — 54 ABpuxor3 — 54 ABuaize — 54ABadx) — 81 B ux3 — 162B2%x0x1 ) so + 4 A2, +
12A3pm0x%—|—12A3um%a}2—|—12A3x(2):n1+27ABQazl —|—8lBZuxo:B%+8lBQ,u:E%:E2—|—81B21:%:U1 =0

(A3y2 + 2A2,ux1x2y2 + Azux%yl + AQCL'(Q)yQ + 2A2x0x1y1 + 2A2x0x2y0 + Azx%yo +2ABxoys +
2ABz1y1+2ABxoyo+8B2ys— Butaiys—6 Buxori vaye —3Buzoriy — Buriys —3Buzizoy, —
BB,u:Ul:C%yO—Bxgyg—SB$%x1y1—SB:chgyo—BBazox%yo)s‘{f—k(A3x2+3A2ux1x%+3A2x%x2+
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31421'01'%—12AB:L’0$2—GABJ,‘%—12B21}2—3Bu2$%—363#l’01}1l’%—123/,633'131'2—1231331'2—
18Bzdx?)stsy + (4A3z0z9 + 24323 — 242 By + A%pPa) + 12A%pwory a3 + 4A%paizy +
4A2£L‘8392 + 6A2x(2)x% + 18AB,ux1:c% + 18AB$%$2 + 18ABx0x% + 54B%x0x9 + 2732x%)5% +
(—A%z0y2— A2m1y1— A%29y0) 5155+ (—4 A3y —6 ABroys —6 ABx1y1 —6 AB22yo—36 B%y2)s1 52+
(4A3z0ye + 4A321y1 + 4A330y0 + 27B%xoys + 27B%x1y1 + 27B%2030)s1 + (—2A%w020 —
A%22 +12Buz 23+ 12Badze + 12Brox?)ss + (—5A3w0 — 3A% pux 23 — 3420309 — 3A% 2027 +
36 ABxoxy + 18ABx?} + 36 B%12)s3 + (18 A2 Bxy — 54 ABuw 23 — 54ABadxs — 54 ABxox? —
162B% 20z — 813236%)32 + 4A%y + 12A3,ux13:% + 12A3x3x2 + 12A3x0x% + 27TAB%z9 +
81B%ux123 + 81B2x3xy + 81822922 = 0
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