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Clever talk alarmed her, and withered her delicate imaginings;
it was the social counterpart of a motor-car, all jerks,

and she was a wisp of hay, a flower.

E. M. Forster, Howards End

C’era una volta una ragazzina che, quando doveva risolvere un problema,
diventava ansiosa, e allora chiedeva aiuto alla “ Regina degli animali ”.

Al suo richiamo lupi e balene accorrevano con il loro flusso magico.
Ma non era necessario il loro intervento perché la ragazzina era molto brava.

La ragazzina adesso è una giovane donna.
Un ultimo esame da superare per terminare il suo brillante dottorato.

“ Regina degli animali, mi serve aiuto da lupi e balene ”
Seduta sugli scogli la Regina lancia il suo richiamo:

“ Balene, la mia principessa ha bisogno di voi ! ”
Poi chiama il suo amico Eolo e si fa trasportare nella foresta,

lanciando il suo richiamo ai lupi.
Tutti rispondono alla sua richiesta di aiuto.

“ Ma in tutti questi anni il nostro flusso magnetico non è servito a niente”
( dice il vecchio lupo e la balena acconsente )

“ La principessa è bravissima. Questa è l’ultima volta che veniamo da lei!!”
Non possiamo perdere tempo con ci chiama solo perché è in ansia .

Addio principessa, puoi benissimo affrontare da sola la tua vita!.

Nonna Adriana





Summary

In 1999, Frey first suggested trace-zero subgroups of elliptic curves for applications to cryp-
tography, as a valid alternative to the use of classical groups of points of elliptic curves
in this sector. Take an elliptic curve E defined over a finite field Fq, with the standard
addition between points. Given a field extension Fq ⊆ Fqn of odd prime degree n, the
trace-zero subgroup of the elliptic curve E of degree n is a subgroup of the group of points
of E with coordinates in Fqn .

In 2007, Edwards curves were introduced by Edwards, and proposed for cryptographic
applications by Bernstein and Lange. Right afterwards, they were generalized to twisted
Edwards curves. Twisted Edwards curves can be seen as special elliptic curves, written
in a new form. They have some cryptographic advantages over elliptic curves in the usual
Weierstrass form. Trace-zero subgroups of twisted Edwards curves are defined in the same
way as trace-zero subgroups of elliptic curves.

In this thesis, we study trace-zero subgroups of elliptic and twisted Edwards curves,
from the point of view of their potential application to cryptography. In particular, we
focus on three distinct aspects for trace-zero subgroups: the use of optimal representations
for group elements, the construction of fast algorithms for scalar multiplication, and the
study of possible cryptographic attacks based on the discrete logarithm problem. All these
aspects are of great relevance for the efficiency and the security of a cryptosystem built
on the given group.

Concerning optimal representations for group elements, we propose two optimal repre-
sentations for trace-zero subgroups of twisted Edwards curves. We give efficient algorithms
to deal with them, and we make comparisons with analogous representations for trace-zero
subgroups of elliptic curves.

Concerning efficient arithmetic in trace-zero subgroups, our contribution consists of an
algorithm to perform scalar multiplication in the trace-zero subgroup of degree three. This
algorithm follows an original approach and makes use of optimal coordinates to represent
the elements of the group.

Finally, we focus on the study of security of trace-zero subgroups against cryptographic
attacks. We propose a new variant of the index calculus algorithm for the discrete loga-
rithm problem in these subgroups. We compare the complexity of solving the polynomial
systems obtained with our method with that of solving the systems computed with the
only other specialization of the index calculus to trace-zero subgroups. We show that our
systems are easier to solve in the case of trace-zero subgroups of small degree, that is the
important case for cryptographic applications.
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In both the algorithm for scalar multiplication in trace-zero subgroups of degree three,
and in our new index calculus method for trace-zero subgroups, we make use of generalized
summation polynomials of elliptic curves. Such polynomials are introduced in this thesis
for the first time, and they can be seen as an original generalization of Semaev’s summation
polynomials of elliptic curves. Generalized summation polynomials allow to find relations
between points on the elliptic curve. Thanks to their geometric property, they can have
relevant applications to cryptography.

Keywords. Cryptography, elliptic curves, twisted Edwards curves, optimal represen-
tations for group elements, compression and decompression, Semaev’s summation poly-
nomials, generalized summation polynomials, efficient scalar product, discrete logarithm
problem, index calculus.



Resumé

En 1999, Frey a proposé, pour la première fois, les sous-groupes de trace nulle des courbes
elliptiques pour les applications à la cryptographie: il les a désignés comme une alternative
valide, dans ce secteur, aux groupes classiques des points des courbes elliptiques. Con-
sidérons une courbe elliptique E définie sur un corps fini Fq, avec l’addition standard entre
ses points. Etant donnée une extension de corps Fq ⊆ Fqn de degré n premier et impair,
le sous groupe de trace nulle de la courbe elliptique E, de degré n, est un sous-groupe du
groupe des points de E avec coordonnées dans Fqn .

En 2007, les courbes d’Edwards ont été introduites par Edwards, et elles ont été pro-
posées pour les applications cryptographiques par Bernstein et Lange. Après, elles ont été
généralisées aux courbes d’Edwards tordues. Les courbes d’Edwards tordues peuvent être
considérées comme des courbes elliptiques speciales, éctrites sous une nouvelle forme. Elles
ont des advantages cryptographiques sur les courbes elliptiques dans la forme usuelle de
Weierstrass. Les sous-groupes de trace nulle des courbes d’Edwards tordues sont definies
de la même manière que les sous-groupes de trace nulle des courbes elliptiques.

Dans cette thèse, nous étudions les sous-groupes de trace nulle des courbes elliptiques
et des courbes d’Edwards tordues, du point de vue de leur application potentielle à la
cryptographie. En particulier, nous nous concentrons sur trois aspects distincts pour les
sous-groupes de trace nulle: l’utilisation de représentations optimales des éléments du
groupe, la construction d’algorithmes pour le produit scalaire, et l’étude de possibles at-
taques cryptographiques basés sur le problème du logarithme discret. Tous ces aspects
sont tres importants pour l’efficacité et la sécurité d’un cryptosystème construit sur le
groupe considéré.

À propos de représentations optimales de groupes, nous proposons deux représentations
optimales pour les sous-groupes de trace nulle des courbes d’Edwards tordues. Nous don-
nons des algorithmes efficaces pour l’utilisasion de nos représentations, et nous faisons des
comparaisons avec les représentations analogues pour les sous-groupes de trace nulle des
curbes elliptiques.

En ce qui concerne l’arithmétique efficace dans les sous-groupes de trace nulle, notre
contribution consiste en un algorithme pour effectuer le produit scalaire dans les sous-
groupes de trace nulle de degré trois. Cet algorithme suit une approche originale et il
utilise des coordonnées optimales pour représenter les éléments du groupe.

Enfin, nous nous concentrons sur la sécurité des sous-groupes de trace nulle contre les
attaques cryptographiques. Nous présentons une nouvelle variante de l’algorithme d’index
calculus pour le problème du logarithme discret dans ces sous-groupes. Nous comparons
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la complexité de la résolution des systèmes polynômiaux obtenus avec notre méthode à
celle de la résolution des systèmes construits avec l’unique autre spécialisation d’index cal-
culus aux sous-groupes de trace nulle. Nous montrons que nos systèmes sont plus faciles
à résoudre, dans les cas de sous-groupes de trace nulle de degré petit, qui sont les cas
importantes pour les applications cryptographiques.

Dans l’algorithme pour le produit scalaire dans les sous-groupes de trace nulle de degré
trois, et dans notre nouvelle méthode d’index calculus, nous utilisons les polynômes de
sommation généralisés de courbes elliptiques. Ces polynômes sont présentés dans cette
thèse pour la première fois, et ils peuvent être vus comme une généralisation originale des
polynômes de sommation de courbes elliptiques de Semaev. Les polynômes de sommation
généralisés permettent de trouver des relations entre points sur la courbe elliptique. Grâce
à leur propriété géométrique, ils peuvent avoir des applications pertinentes en cryptogra-
phie.

Mots clés. Cryptographie, courbes elliptiques, courbes d’Edwards tordues, représentations
optimales de groupes, compression et décompression, polynômes de sommation de Semaev,
polynômes de sommation généralisés, produit scalaire efficace, problème du logarithme
discret, index calculus.
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Introduction

In this thesis we study trace-zero subgroups of elliptic and twisted Edwards curves, from
the point of view of their potential application to cryptography. In fact, such groups can
be a valid alternative to the standard use of elliptic curves in this area.

Cryptography is the study of techniques that guarantee secret communication between
parties. Nowadays, it is of crucial importance for all computer security, from safe elec-
tronic commerce to trusted web authentication via a password.
In the basic cryptographic scenario, two people need to communicate, without being un-
derstood by malicious third parties. Hence, they encrypt and decrypt their messages with
the use of secret keys. Messages and keys are, in important real cryptosystems, elements
of a cyclic group G of prime order. This group has to ensure efficient and safe communi-
cation at the same time. From the point of view of efficiency, it is necessary to know fast
algorithms to perform the arithmetic in G. Moreover, we need to represent group elements
with the least possible number of bits, in order to save storage space. From the point of
view of security, we need that the Discrete Logarithm Problem (DLP) in the group G is
difficult to solve.

Among the groups that satisfy the efficiency and security conditions mentioned above,
the groups of points of elliptic curves play an important role. Such groups are nowadays
widely used in cryptographic applications. They are the first example of how algebraic
geometry can be applied to cryptography.

Nevertheless, it is possible to go beyond this first example, as Frey suggested in [43].
In his paper, Frey proposed to get a deeper insight in the geometric world, in order to
find valid alternatives to standard elliptic groups for the cryptographic setting. This was
the first time that trace-zero subgroups of elliptic curves were proposed for applications
to cryptography.

Let E be an elliptic curve defined over a prime field Fq, the so-called base field of E.
We denote by ⊕ the standard point addition on E, whose neutral element O is the point at
infinity of the curve. For each field extension Fq ⊆ L, we denote by (E(L),⊕) the abelian
group of L-rational points of E, which consists of all affine points of E with coordinates
in L and the point at infinity. Moreover, we denote by ϕ the Frobenius endomorphism of
the curve E, that raises each coordinate of a point of E to the q-th power.
For n an odd prime and the degree n field extension Fq ⊆ Fqn , we define the trace-zero
subgroup Tn ⊆ E(Fqn) as the group of points P ∈ E(Fqn) such that the sum of the n
Frobenius conjugates of P is zero:

Tn = {P ∈ E(Fqn) : P ⊕ ϕ(P )⊕ · · · ⊕ ϕn−1(P ) = O}.

It turns out that trace-zero subgroups satisfy the security and efficiency conditions
to set up a safe cryptosystem. Regarding security, it can be shown that the security of
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degree three trace-zero subgroups against DLP attacks is comparable to the security of
groups of base field-rational points of elliptic curves, of the same size. These latter groups
achieve the optimal security against such kind of attacks. This means that the best known
algorithm to solve the DLP in them is the Pollard’s rho method, which works in any group
independently of its specific structure. On the other hand, in trace-zero subgroups Tn one
can apply the index calculus algorithm for abelian varieties proposed by Gaudry in [46].
The complexity of this algorithm is the same as Pollard’s rho complexity for n = 3.
Therefore, the degree 3 trace-zero subgroup achieves the optimal security against DLP
attacks. For n ≥ 5, Gaudry’s strategy lowers in theory the complexity of solving the DLP.
However, the method requires solving huge polynomial systems, and this task is often
infeasible in practice, even for small n.

Again from the point of view of security, it can be shown that solving a DLP in E(Fqn)
is the same as solving a DLP in E(Fq) and a DLP in Tn. Hence, the increase in the security
level from the group E(Fq) to the group E(Fqn) is the same as the increase from E(Fq)
to the subgroup Tn. This means that, instead of working in the whole group E(Fqn), we
can restrict ourselves to the subgroup Tn, without loosing security. This is an advantage
if we use an optimal representation for trace-zero elements.

In this case, to use an optimal representation for group elements means to associate to
each element of the group the shortest possible tuple of coordinates of Fq. Each coordinate
of Fq can be easily translated in a bit-string via its binary representation. Therefore, points
of the group will be treated in a computer as bit-strings of the shortest possible length.
As a consequence, they will be stored in the minimal space. It can be shown that the
cardinality of E(Fqn) is about qn, while the cardinality of Tn is about qn−1. Therefore,
elements of the whole group E(Fqn) are optimally represented via n coordinates of Fq. On
the other hand, only n−1 coordinates of Fq are required to optimally represent elements of
the trace-zero subgroup. Hence, using an optimal representation for trace-zero elements,
one can enjoy the benefit of optimal data storage for the level of security. In fact, various
optimal representations are known for trace-zero subgroups of elliptic curves: see for
example [62] for n = 3, [75] for n = 5, [27] and [69] for n = 3, 5, [47],[49].

Optimal representations for trace-zero elements can only be a practical advantage in
the cryptographic setting if they are integrated with efficient algorithms to perform the
arithmetic of the group. In this way, the benefit of saving storage space goes together with
the efficiency of the computation in the group. One possible approach to this issue is to
recover trace-zero elements from their optimal representations, then perform the efficient
standard arithmetic in E(Fqn) and, in the end, compute the optimal representation of the
result. This method requires fast algorithms for compression and decompression: com-
pression is the process of computing the optimal representation of a point, decompression
is the inverse procedure. In fact, all previously cited works about optimal representations
of trace-zero elements give efficient compression and decompression algorithms. It follows
that the combination of optimal data storage for security level and efficient arithmetic
is made effective in the cryptographic scenario. Moreover, in the trace-zero subgroup,
we can exploit the properties of the Frobenius endomorphism of the elliptic curve in this
subgroup, in order to speed up the computation of the standard scalar multiplication of
points: see [6, Section 15.3], [4], [55], [62], [75]. We remark that, for important cryp-
tographic applications like the Diffie-Hellman key exchange, scalar multiplication is the
primary operation to be taken into account. Using the mentioned technique based on the
Frobenius endomorphism, one has that scalar multiplication in Tn is faster than in the
whole group E(Fqn). Furthermore, it has been empirically verified that, thanks to the
Frobenius strategy, scalar multiplication in T3 and T5 is faster than the same operation
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in classical groups of base field-rational points of elliptic curves, of the same size (see [5]).
We conclude that trace-zero subgroups provide a suitable combination of all security and
efficiency aspects that are required for cryptographic applications, and that they can be
a real, valid alternative to the standard use of elliptic curves.

Twisted Edwards curves are a quite recent development in cryptography. Edwards
curves were first introduced by Edwards in 2007 ([34]). Right afterwards, they were
proposed for cryptographic applications by Bernstein and Lange ([13]). They were then
generalized to twisted Edwards curves ([12]). It can be shown that each twisted Edwards
curve can be turned into an elliptic curve, by performing a rational change of variables.
Therefore, we can see twisted Edwards curves as special elliptic curves, written in a new
form. It follows that one can define addition of points of a twisted Edwards curve. More-
over, groups of points of twisted Edwards curves can be used in cryptography in the same
way as groups of points of elliptic curves. Furthermore, groups of points of twisted Ed-
wards curves have some security and efficiency advantages over the standard groups of
points of elliptic curves. In fact, it can be shown that their arithmetic is faster (see [13],
[14], [11][12], [19]), and that they are safer against certain types of cryptographic attacks
(see [13], [12]).

Trace-zero subgroups of twisted Edwards curves are defined in the same way as trace-
zero subgroups of elliptic curves. They have all the good cryptographic properties of
trace-zero subgroups of elliptic curves mentioned before.

The thesis is organized as follows. Chapter 1 contains preliminary definitions and
results, that are useful to understand the further work. In Chapter 2, we propose two
optimal representations for trace-zero subgroups of twisted Edwards curves, with efficient
compression and decompression algorithms. In Chapter 3, we introduce generalized sum-
mation polynomials, which will be used in the subsequent chapters. In Chapter 4, we give
a new algorithm to perform scalar multiplication in the degree three trace-zero subgroup.
Finally, Chapter 5 deals with a specialization of the index calculus algorithm proposed by
Gaudry in [46] to trace-zero subgroups.

Chapter 1 is divided into five sections. Section 1.1 is a brief introduction to cryptog-
raphy. It allows to understand how the work presented in the thesis can be of practical
interest in this sector. In Section 1.2, we give basic notions about affine and projective
curves. This notions will be used throughout the thesis to deal with the objects that we
study, and to prove our results. In Section 1.3, we introduce elliptic curves and twisted
Edwards curves, underlying their role in cryptography. Section 1.4 contains a detailed
presentation of the main objects of the thesis, that are trace-zero subgroups of elliptic and
twisted Edwards curves. In this survey, we point out and explain the main aspects that
make trace-zero subgroups remarkable from the cryptographic point of view. In Section
1.5, we speak about the discrete logarithm problem in groups, whose hardness is funda-
mental for the security of cryptosystems. We focus on the strategy of index calculus for
the solution of the DLP, and on the version of this algorithm proposed by Gaudry in [46],
which can be applied to trace-zero subgroups.

In Chapter 2, we propose two optimal representations for trace-zero subgroups of
twisted Edwards curves, giving efficient compression and decompression algorithms for
both of them. The motivation of this study is the importance to combine the benefit of
optimal data storage with an efficient performance of the arithmetic of the group. More-
over, as we pointed out before, twisted Edwards curves have been recently introduced in
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cryptography, and they have some advantages over standard elliptic curves. Furthermore,
all the previously cited works, about optimal representations for trace-zero subgroups, take
trace-zero subgroups of elliptic curves. Therefore, to the extent of our knowledge, these
are the first optimal representations to be proposed for trace-zero subgroups of twisted
Edwards curves. Our representations, with annexed algorithms, are non-straightforward
adaptations of the representations proposed in [47] and [49] for trace-zero subgroups of
elliptic curves.

In Chapter 3, we introduce generalized summation polynomials of elliptic curves, and
give a recursive algorithm to construct them. These polynomials allow to find relations be-
tween points of the curve. They can be seen as a generalization of summation polynomials
of elliptic curves, introduced by Semaev in [67]. Thanks to their geometric property, gen-
eralized summation polynomials can have relevant applications to cryptography. In fact,
we use them in both Chapter 4 and Chapter 5. Chapter 4 contains a constructive crypto-
graphic application of generalized summation polynomials to cryptography, that provides
an efficient algorithm to perform scalar multiplication in the degree three trace-zero sub-
group. On the other hand, Chapter 5 describes a destructive cryptographic application
of these polynomials, to the study of a new index calculus strategy for DLP attacks in
trace-zero subgroups.

In Chapter 4, we give an algorithm to perform scalar multiplication in the degree three
trace-zero subgroup of an elliptic curve, using the optimal coordinates proposed in [49]
to represent the elements of the group. The motivation of this work is again to integrate
the use of an optimal representation for trace-zero elements with efficient performances of
the arithmetic in the group. We pointed out that a possible approach to this task is to
decompress the trace-zero point that we want to multiply, to perform the standard scalar
multiplication of points on elliptic curves, and then to compress the obtained result. On
the other hand, the algorithm that we propose in this chapter follows the alternative ap-
proach. Namely, it performs scalar multiplication in the degree three trace-zero subgroup,
using directly the optimal coordinates of the given representation, without decompression
and compression of points. To the extent of our knowledge, it is the first algorithm that
performs the scalar product in the trace-zero subgroup with the direct approach in optimal
coordinates.
Furthermore, our algorithm adapts the technique that makes use of the Frobenius endo-
morphism of the elliptic curve, to speed up the standard scalar multiplication of points
of the trace-zero subgroup. Therefore, we maintain the advantages of this strategy, even
performing the operation directly in the optimal coordinates.

In Chapter 5, we propose a new variant of index calculus for trace-zero subgroups of
elliptic curves. Our algorithm is a specialization, to trace-zero subgroups, of the index
calculus algorithm proposed by Gaudry in [46]. To the extent of our knowledge, the
only other specialization of this algorithm to trace-zero subgroups is given in [48]. As
we mentioned before, the bottleneck of Gaudry’s strategy is that one has to deal with
huge polynomial systems, and the computation of their solutions is often not feasible in
practice. Therefore, the goal of our work was to construct new polynomial systems, in
alternative to those proposed in [48], that are easier to solve in the case of small n, that
is the important case for cryptographic applications. We succeed in our aim, and prove
that the complexity of solving our polynomial systems is in most cases lower than the
complexity of solving the systems of [48], in the cryptographic relevant cases of n = 3, 5, 7.
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In the Appendix, we list the explicit formulas and equations that we found, using
some of the procedures and algorithms given in the thesis. We used these formulas and
equations to make computations, examples and practical experiments.

We performed explicit computations and implemented algorithms with Magma ([22],
[23]), version V2.22-1 of the software, running on a single 3 GHz core.

Articles

The new results in this thesis are contained in the following articles.

1. G. Bianco, E. Gorla, Compression for trace zero points on twisted Edwards curves,
Journal of Mathematical Cryptology 10, no. 1 (2016), 15-34.

2. G. Bianco, E. Gorla, Scalar multiplication in compressed coordinates in the trace-zero
subgroup, submitted (2017), available at https://arxiv.org/abs/1709.04178.

3. G. Bianco, E. Gorla, Index calculus in trace-zero subgroups and generalized summa-
tion polynomials, preprint (2017).

The results of Chapter 2 are contained in 1. The results of Chapter 3 and 5 are contained
in 3. The results of Chapter 4 are contained in 2.
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Chapter 1

Preliminaries

1.1 Introduction to cryptography

WhatsApp Messenger is one of the most popular smartphone application for text messages
and phone calls. It enables the client to use his phone number as well as the internet to send
text messages and make voice and video calls for free. It was created in 2009 by J. Koum.
Since February 2016, it has more than one billion users. In 2012, the WhatsApp company
started introducing encryption in its systems, to ensure secure communication between
the users. The encryption process of all WhatsApp structures was officially completed in
April 2016.

WhatsApp is a bright example of the massive presence of cryptography in our everyday
life. This is the reason why we choose it to start our little excursus on this topic. We now
give a general idea of how WhatsApp encryption works. We exploit such a real scenario
to collect and recall fundamental definitions, problems and tools of modern cryptography.
These notions establish the basis and the motivations of the thesis.

General informations about WhatsApp can be found at https://www.whatsapp.com
and https://en.wikipedia.org/wiki/WhatsApp. As regards the technical aspects of What-
sApp encryption, we refer to [74], [57], [58], [21]. Moreover, the interested reader can
consult [72] for a basic, ample overview of modern cryptography.

Suppose that the WhatsApp users Alice and Bob want to send messages to each other
via WhatsApp. In order to do this, they have to start an encrypted messaging session.
During the session, they have a common secret key to encrypt and decrypt their texts, so
that a third malicious party cannot have informations about their private conversation.
This is an example of symmetric encryption. In fact, Alice and Bob share the same key
both to encrypt and decrypt their messages, and nobody but them knows their common
secret key. The symmetric encryption protocol used by WhatsApp is AES-256 (see [72,
Chapter 3.6]). Symmetric encryption raises the issue of exchanging the secret key among
the two parties that want to communicate to each other. To exchange the common secret
key at the beginning of the session, Alice and Bob use a key agreement protocol called
Extended Triple Diffie-Hellman, or X3DH (see [57]). The protocol is based on the Diffie-
Hellman key exchange. Diffie-Hellman key exchange was proposed by Diffie and Hellman
in 1976 (see [32]). It is one of the most important tool of public-key (or asymmetric)
cryptography. In contrast with the symmetric setting, public-key cryptography does not
require the use of common secret keys. We explain below how Diffie-Hellman key exchange
works, after giving some useful notation.

Notation 1. Let N ∈ Z>0. Let (G,+) be a cyclic group of order N and let P be a
generator of G. We write G = 〈P 〉. For each integer k and Q ∈ G, we write kQ =

1
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Q+Q+ · · ·+Q︸ ︷︷ ︸
k times

.

Definition 2. [Diffie-Hellman key exchange] Let N ∈ Z>0, and let (G,+) = 〈P 〉 be a
cyclic group of order N . Suppose that the generator P is a public information. Moreover,
suppose that Alice has a secret key 1 ≤ a ≤ N − 1, and that Bob has a secret key
1 ≤ b ≤ N − 1. Notice that Alice does not know b and Bob does not know a. To share the
same secret key K ∈ G, Alice and Bob perform Diffie-Hellman key exchange, that consists
of the following steps :

1. Alice computes PA = aP and sends it to Bob.

2. Bob computes PB = bP and sends it to Alice.

3. Alice computes K = (ab)P = aPB.

4. Bob computes K = (ab)P = bPA.

Once performed the X3DH version of Diffie-Hellman key exchange, Alice and Bob can
start their WhatsApp messaging session. They use the computed common key for encryp-
tion and decryption. The cryptosystem adopted by WhatsApp is a hybrid cryptosystem.
It combines the public-key powerful strategy of the Diffie-Hellman key exchange with the
efficiency of symmetric encryption. An alternative to this strategy is to perform public-key
encryption. In this latter case, both Alice and Bob have a pair of keys, as in the Diffie-
Hellman key exchange: a private key (only the owner knows it) and a public key. Alice
uses Bob’s public key to encrypt her messages for Bob, Bob uses his private key to decrypt
them, and vice versa. Examples of public-key cryptosystems that are used nowadays are
the RSA cryptosystem and the ElGamal cryptosystem. The scheme below sums up the
different settings of cryptography we deal with.

Scheme 1.

Cryptography. Ensures secure communication between parties.

• Symmetric setting. The parties need a common secret key.

– Symmetric encryption. Alice and Bob use a common secret key both to encrypt and decrypt
messages.

• Public-key or asymmetric setting. The parties do not need a common secret key.

– Public key (or asymmetric) encryption. Alice uses Bob’s public key to encrypt messages, Bob
uses his private key to decrypt them, and vice versa.

– Diffie-Hellman key exchange.

• Hybrid setting. Combines symmetric and public-key tools.

1.1.1 Security and efficiency issues to set up a good cryptosystem

In the setting of a cryptosystem, two fundamental issues have to be taken into account:
the security and the efficiency of all procedures. As we saw in Definition 2, the Diffie-
Hellman key exchange performs operations in a cyclic group G. Hence, this group has to
be chosen in such a way to satisfy both the security and the efficiency conditions.

To analyze these two aspects, we will deal with the complexity of algorithms in the
group G. The complexity of an algorithm in the group G is the number of operations in G
that the algorithm has to perform in order to return the output, in terms of the bit-length
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of the input. We follow the definitions and notations of [6, Section 1.2], to speak about
complexity. We use the big-O notation and the small-o notation of [6, Definition 1.4], as
well as the big-Ω notation of [50, Section 2.21]. Moreover, we write

LN (α, c) = exp ((c+ o(1))(logN)α(log logN)1−α), (1.1)

with 0 ≤ α ≤ 1 and c > 0, as in [6, Definition 1.7]. From (1.1), we say that an algorithm in
G has polynomial (resp. exponential, resp. subexponential) complexity if it has complexity
LN (α, c) with α = 0 (resp. α = 1, resp. α < 1). Notice that, according to this definition,
an algorithm has polynomial (resp. exponential) complexity if it has logarithmic (resp.
polynomial) complexity in the group order N . This is equivalent to saying that the
algorithm has polynomial (resp. exponential) complexity in the bit-length log2(N) of the
group elements in input.

Security of a cryptosystem

Let us first focus on the aspect of security. We take as example the hybrid cryptosystem
of WhatsApp. Obviously, the secrecy of communication is violated if a third party can
somehow recover the key K. Since the communication channel during Diffie-Hellman key
exchange is not supposed to be secure, an opposer (say Eve) can access the informations
PA and PB, as well as the public information P . Hence, if Eve is able to compute K given
P , PA and PB, the cryptosystem is broken. The problem of computing K given P , PA
and PB is the so-called Computational Diffie-Hellman problem.

Definition 3 (Computational Diffie-Hellman problem). Let N ∈ Z>0, (G,+) = 〈P 〉 a
cyclic group of order N , PA, PB ∈ 〈P 〉 such that PA = aP , PB = bP , with 0 ≤ a, b ≤ N−1.
Solving the Computational Diffie-Hellman problem with respect to P , PA and PB means
finding the element K = (ab)P , given P , PA and PB.

Notice that, if Eve is able to compute a from PA and b from PB, then she is able to
solve the Computational Diffie-Hellman problem with respect to P , PA and PB.

Definition 4 (Discrete Logarithm problem). Let N ∈ Z>0, (G,+) = 〈P 〉 a cyclic group
of order N , Q ∈ G. Solving the Discrete Logarithm Problem (DLP) with respect to P
and Q means finding the unique 0 ≤ ` ≤ N − 1 such that Q = `P . The integer ` is called
the discrete logarithm of Q with respect to the base P , and it is denoted by ` = logP (Q).

The solution of the Discrete Logarithm problem with respect to P and PA, and with
respect to P and PB, implies the solution of the Computational Diffie-Hellman problem
with respect to P , PA and PB.

The hardness of the Discrete Logarithm problem in a group G is of crucial importance
for the security of a cryptosystem based on G. Namely, if the DLP in G is computationally
difficult to solve, then G could be a good candidate to set a secure cryptosystem. Notice
that this condition is necessary for security, but not sufficient. The computational difficulty
of a problem corresponds to the estimated time to solve the problem, with the most efficient
known algorithms and the most powerful available computers. We give an overview on
the techniques for solving the DLP in Section 1.5. In the mentioned section, we deal with
the complexity of such techniques in the different groups that are used in cryptography.
We will especially focus on the strategy of index calculus.

Example 5. In the cyclic group (ZN ,+), one can easily solve the Discrete Logarithm
problem with the extended euclidean algorithm. Hence, such group is not suitable for
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secure encryption. For example, take Z10 = 〈7〉, and 4 ∈ Z10. One has that gcd(10, 7) = 1.
With the extended euclidean algorithm, we compute 1 = (−2)·10+3·7, from which 7·3 = 1
mod 10. Then we compute ` = log7 (4) = 2, multiplying by 3 the relation `·7 = 4 mod 10.

Remark 6. Each cyclic group G = 〈P 〉 of order N is isomorphic to ZN , via the isomor-
phism Φ : G −→ ZN , P 7→ 1. So, for Q = `P ∈ G, we can solve the DLP with respect
to P and Q if and only if one we can compute Φ(Q) = `. Therefore, we know that the
isomorphism Φ exists, but the explicit computation of it is in general a difficult task.

Efficiency of a cryptosystem

The issue of efficiency for the group G consists of three main aspects. First, we need a
fast way to compute the order N of the group. Moreover, high performance algorithms
for the arithmetic calculation in the group are required. Finally, it is of great importance
to use an optimal, manageable representation for the group elements.

Fast algorithms for the order of the group. One has to know the order N of G
for the security of the cryptosystem. In fact, security depends on the size of N as well as
on its prime decomposition. If N is too small, it is easy to solve the DLP for Q = `P in
G, by simply trying all integers 0 ≤ k ≤ N − 1 till we find the correct one. This kind of
attack is called brute-force attack. Hence, if N is not big enough, the group G is not a safe
group for cryptography. Moreover, one can apply the so-called Pohlig-Hellman method,
and reduce the computation of a DLP in G to the computations of DLP’s in the subgroups
of G of prime order. Therefore, if N is the product of small primes, G cannot be used to
set a secure cryptosystem. Thanks to the same method, one can always take cyclic groups
of prime order for cryptographic applications. So it is necessary to know if N is prime, or
if there is a large prime p that divides N . In this latter case, we restrict to the subgroup
of G of order p to build the cryptosystem.

Fast arithmetic in the group. We will see in the sequel how to perform efficient
arithmetic in some groups that are used in cryptography. More precisely, we will speak
about efficient arithmetic in groups of points of elliptic and twisted Edwards curves, and
trace-zero subgroups of elliptic and twisted Edwards curves. For practical applications as
the Diffie-Hellman key exchange, one is especially interested in fast performance of scalar
multiplication. Hence, in the following, we will mainly focus on this operation.

Optimal representations for group elements. The elements of a group G are repre-
sented in a computer as tuples of bits. In order to optimize the space storage, these tuples
need to be as short as possible. Moreover, one needs efficient and fast compression and
decompression algorithms for the group elements. The process of compression allows to
pass from a group element to the corresponding bit-string. Decompression is the inverse
procedure. From this intuitive explanation, it follows that an optimal representation for
the group G can be given via an injective map R : G −→ F`2. The group G and F`2 has
to be about of the same size, that is, ` is about log2 |G|. Moreover, images R(g) and
preimages R−1(x) (for g ∈ G, x ∈ F`2) should be easy to compute. Indeed, for practical
applications, the injectivity condition can be relaxed. Namely, we allow the identification
of a small amount of elements of G. This means that the number of elements that one can
identify is negligible compared to the size of the group. We allow also some exceptions,
that is, a small number of bit-strings for which the preimage under R could be larger.
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We give below the rigorous definition of optimal representation that we follow in the se-
quel, together with some remarks and examples. We refer basically to [49, Definition 2.6,
Definition 2.7].

Definition 7 (Optimal representation for a family of groups). Let G be a finite group
and ` ∈ Z>0. A representation of G of size ` is a map

R : G −→ F`2.

Let G be a family of finite groups. An optimal representation for the family G is a family
R = (RG)G∈G of representations

RG : G −→ Z`G2 × ZkG2

with the following properties. We have that `G = dlog2 |G|e for all G ∈ G. Moreover,
there exist constants c, d, e ∈ Z≥0 for which the following facts hold. For all G ∈ G, we

have that kG ≤ e. Furthermore, there exists a set SG ⊆ Z`G2 × ZkG2 with |SG| ≤ c and

|R−1G (x)| ≤ d for all x ∈ (Z`G2 × ZkG2 ) \ SG.
For each G ∈ G, we say that RG is an optimal representation for G, or for the elements

of G. In addition, for all G ∈ G, g ∈ G and x ∈ Im(RG), we call compression and
decompression the process of computing RG(g) and R−1G (x) respectively.

We point out that the previous definition does not require the group structure on G.
One can define in the same way representations for sets and optimal representations for
families of sets. We restricted the definition to groups since groups are the objects we work
with. Moreover, notice that if G = {G}, an optimal representation for G is given by each
representation of G of size `G + k, with k ∈ Z≥0. Hence, the previous definition makes
sense if we take families of groups, for which the order grows if we increase some specific
parameters. In this case, the constants c, d, e will be independent of these parameters. So
we can fix the parameters in such a way that the constants are negligible compared to the
size of the chosen group. Finally, observe that, given an optimal representation R for G,
one identifies, up to few exceptions, at most d elements of G, for each G ∈ G. Hence, it is
enough to add dlog2 de bits to each representation map, in order to recover injectivity and
represent the group elements without any ambiguity. The number of bits that we add is
negligible compared to the size of the representation.

Example 8. We take the family of groups (Zn)n≥2. We take its family of representations
R = (Rn)n≥2, defined as follows. For each n ≥ 2, and for each class x ∈ Zn, Rn(x) ∈
Zdlog2 ne2 is the binary representation of x. For example, for n = 8, we have

R8 : Z8 −→ Z3
2,

with R8(0) = (0, 0, 0), R8(1) = (0, 0, 1), R8(2) = (0, 1, 0), R8(3) = (0, 1, 1), R8(4) =
(1, 0, 0), R8(5) = (1, 0, 1), R8(6) = (1, 1, 0), R8(7) = (1, 1, 1). Then R is an optimal repre-
sentation for the family (Zn)n≥2, with c = e = 0 and d = 1. Notice that all representations
of the family are injective.

Example 9. Take the family of finite fields (Fq)q=pm, p prime, m∈Z≥1
. For this family,

we can take the following optimal representation R = (Rq)q=pm . If q = p is a prime,
we take the representation Rp as in Example 8. If q = pm,m ∈ Z>1, we choose a basis
{α1, · · · , αm} of Fq over Fp. So we can write each x ∈ Fq as x = x1α1 + · · · + xmαm for
some xi ∈ Zp. We take the representation Rq such that Rq(x) = (Rp(x1), · · · ,Rp(xm)).
Then R is an optimal representation for the family (Fq)q=pm .



6 CHAPTER 1. PRELIMINARIES

Take G a family of groups with |G| ∈ O(qm) for G ∈ G. It follows from the previous
example that an optimal representation for the family G can be given via a family of maps
of the form

RG : G −→ Fmq × ZkG2 , (1.2)

such that there exist constants c, d, e as in Definition 7. In fact, let Rq be as in Example

9, and let idZkG2
be the identity map of ZkG2 . Hence, the family ((Rmq × idZkG2

) ◦ RG)G∈G
is an optimal representation for G as in Definition 7. In the sequel of the thesis, we give
optimal representations in the form (1.2).

Remark 10. It is common in cryptographic applications to use optimal representations
that are not defined in the neutral element of the group (see [49, Remark 2.8]). We
introduce some of them in the sequel. In fact, the neutral element of G is a special
element, that in practice is never used as a cryptographic key. Hence one can disregard it
in the representation of the elements of the group.

Suitable groups for cryptography

Among the groups that satisfy the necessary conditions for secure and efficient encryption,
we record the following families:

• The cyclic multiplicative groups Zp \ {0}, where p is a prime number.

• The cyclic multiplicative groups Fq \ {0}, where q is a prime power and Fq is the
finite field with q elements.

• The groups of points of elliptic curves, or of twisted Edwards curves.

• The trace-zero subgroups of elliptic curves, or of twisted Edwards curves.

WhatsApp uses the group of base field-rational points of the elliptic curve Curve25519 in
its X3DH key exchange protocol. Such curve has been proposed for Diffie-Hellman key
exchange schemes in 2005, by D. Bernstein (see [10]). It is considered to be a safe curve,
in which point addition and scalar multiplication are particularly fast. We give a survey
on elliptic curves and twisted Edwards curves in Section 1.3. We recall the basic notions
about affine and projective curves in Section 1.2. Trace-zero subgroups of elliptic and
twisted Edwards curves are the main object of this thesis. We introduce them in Section
1.4.

The scheme below sums up the necessary requirements to set up a good cryptosystem,
that we discussed during this subsection.

Scheme 2.

Necessary requirements for groups in cryptography.

Security.

• DLP (Section 1.5). The DLP in the group has to be hard to solve.

Efficiency.

• Fast algorithms to compute the order of the group.

• Efficient and fast addition and scalar multiplication.

• Optimal representations for group elements, with fast compression and decompression algorithms.

Examples of suitable groups.

• Groups of points of elliptic and of twisted Edwards curves (Section 1.3).

• Trace-zero subgroups of elliptic and twisted Edwards curves (Section 1.4).
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1.2 Affine and projective curves

In this section, we review basic notions of algebraic geometry, about affine and projective
curves. These concepts will be used throughout the thesis, as we deal with elliptic curves
and twisted Edwards curves. We integrate the theoretic results with examples that use
such curves. The exposition refers mostly to [6, Chapter 4] , [44], [73] and [7].

Curves in the affine plane. Let K be a field, and denote with K its algebraic closure.
The affine plane over K is

A2(K) = K2
.

We write A2 for A2(K) if there is no ambiguity about the field.

An affine plane curve defined over K is a subset

Ca = {(x, y) ∈ A2 : f(x, y) = 0} ⊆ A2,

where f(x, y) is a polynomial of K[x, y]. Throughout our work, we always deal with affine
curves that are plane. Hence, we will write affine curve instead of affine plane curve. If the
degree of f is deg(f) = 1, then the affine curve is called affine line. We use the notation

Ca : f(x, y) = 0

to denote the affine curve associated to the polynomial f(x, y). Moreover, for any field
extension K ⊆ L ⊆ K, we define the set of L-rational points of the curve Ca as follows:

Ca(L) = {(x, y) ∈ L2 : f(x, y) = 0}.

Hence Ca(L) is the set of all points of Ca with coordinates in L.

Example 11. Let K be a field of characteristic different from 2. We take Ed the affine
curve defined over K by the polynomial −1 + 3x2 + y2 − x2y2 ∈ K[x, y], and we write

Ed : −1 + 3x2 + y2 − x2y2 = 0.

Curves in the projective plane. Let ∼ be the equivalence relation over K3\{(0, 0, 0)}
defined as follows:

x ∼ y iff there exists λ ∈ K \ {0} such that y = λx.

The projective plane over K is the quotient

P2(K) = K3 \ {(0, 0, 0)}/ ∼ .

We write P2 for P2(K), when there is no ambiguity about the field. We denote an element
of P2 with [x, y, z] ∈ P2. The points [x, y, 0] ∈ P2 are called points at infinity.

A projective plane curve defined over K is a subset

C = {[x, y, z] ∈ P2 : F (x, y, z) = 0} ⊆ P2,

where F (x, y, z) is a homogeneous polynomial of K[x, y, z]. Notice that C is well- defined
since F is homogeneous. In the sequel, we will always deal with projective curves that
are plane. Hence, we will write projective curve, instead of projective plane curve. If the
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degree of F is deg(F ) = 1, then the projective curve is called projective line. As in the
affine case, we use the notation

C : F (x, y, z) = 0.

The points at infinity [x, y, 0] ∈ C are called points at infinity of C. Moreover, for any
field extension K ⊆ L ⊆ K, the set

C(L) = {[x, y, z] ∈ C : ∃ t ∈ {x, y, z} such that t 6= 0 and x/t, y/t, z/t ∈ L}

is the set of L-rational points of C.

Relation between the affine and the projective case. The affine and the projective
plane over K are strictly related. In fact, P2 can be seen as A2 together with the projective
line z = 0 of points at infinity. More precisely, there is a natural one-to-one correspondence:

Φz : Uz = {[x, y, z] ∈ P2 : z 6= 0} −→ A2, [x, y, z] 7→ (x/z, y/z).

The inverse of Φz is defined by Φ−1z (x, y) = [x, y, 1] for each (x, y) ∈ A2. Similarly, we
define Ux, Uy and the corresponding maps Φx, Φy.

Using the bijection Φz, we relate affine and projective curves. We call the projective
closure of Ca, and denote it with Ca, the projective curve

Ca = Φ−1z (Ca) ∪ {[x, y, 0] ∈ P2 : fh(x, y, z) = 0} = {[x, y, z] ∈ P2 : fh(x, y, z) = 0},

where fh(x, y, z) is the homogenization of f(x, y) with respect to the last variable z.

Vice versa, we associate to the projective curve C its affine dehomogenization with
respect to the variable z:

C∗z = Φz(C \ {[x, y, z] ∈ C : z = 0}) = {(x, y) ∈ A2 : F (x, y, 1) = 0}.

Similarly, we define the affine dehomogenization of C with respect to the variable x or
with respect to the variable y. We denote them with C∗x and C∗y respectively. Notice that

(Ca)
∗
z = Ca and (C∗z ) = C. Moreover, for any field extension K ⊆ L ⊆ K, we have that

C(L) =
⋃

t∈{x,y,z}
Φ−1t (C∗t (L)).

This means that the set of L-rational points of C can be identified with the union of the
sets of L-rational points of its affine dehomogenizations.

Example 12. Let Ed be the affine curve of Example 11. The projective closure of Ed is
Ed : fh(x, y, z) = −z4 +3x2z2 +y2z2−x2y2. The points at infinity of Ed are Ω1 = [1, 0, 0]
and Ω2 = [0, 1, 0]. In general, a projective curve of the form ax2z2 + y2z2 = z4 + dx2y2,
with a, d ∈ K \ {0} and a 6= d, is called twisted Edwards curve. Hence Ed is a twisted
Edwards curve with parameters a = 3, d = 1. We will speak about twisted Edwards
curves in the next section.

Absolutely irreducible curves. An affine curve Ca : f(x, y) = 0 is said to be ab-
solutely irreducible if f(x, y) is irreducible over K[x, y]. Similarly, a projective curve
C : F (x, y, z) = 0 is said to be absolutely irreducible if F (x, y, z) is irreducible over
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K[x, y, z]. Notice that the affine curve Ca is absolutely irreducible if and only if its pro-
jective closure Ca is absolutely irreducible. Similarly, the projective curve C is absolutely
irreducible if and only if its affine dehomogenization C∗z is absolutely irreducible.

Any affine curve Ca : f(x, y) = 0 defined over K is the union of absolutely irreducible
affine curves defined over K. More precisely, let f =

∏
i fi be the factorization of f(x, y)

into irreducible factors of K[x, y]. Then Ca =
⋃
iCa,i, where Ca,i : fi(x, y) = 0 is the

absolutely irreducible curve associated to the polynomial fi ∈ K[x, y], for all i. Notice
that, in general, Ca,i is not defined over K. The analogous result holds for projective
curves.

Absolutely irreducible curves whose defining polynomial is of degree 2 (resp. of degree
3, 4) are called conics (resp. cubics, quartics).

Example 13. Each affine or projective line defined over K is absolutely irreducible.
The affine curve xy = 0 defined over K is the union of the two affine lines x = 0 and

y = 0. Notice that these two lines are still defined over K.
Let K = R. The projective curve x2 + z2 = 0 is not absolutely irreducible, since its

defining polynomial x2 +z2 splits into the two irreducible factors x+ iz, x− iz ∈ C[x, y, z].
Hence, the curve x2 +z2 = 0 is the union of the two lines x+ iz = 0 and x− iz = 0. These
lines are not defined over R, but they are defined over C.

One can show that the affine curve Ed of Example 11, as well as its projective closure
Ed of Example 12, are absolutely irreducible. In general, any twisted Edwards curve, as
defined in Example 12, is absolutely irreducible.

1.2.1 Rational functions and rational maps

From now on, we take absolutely irreducible affine and projective curves. We recall the no-
tions of rational functions and rational maps of affine and projective absolutely irreducible
curves. We explain the connection between the affine objects and the corresponding no-
tions in the projective plane.

Regular and rational functions of an absolutely irreducible affine curve. Take
an absolutely irreducible affine curve Ca : f(x, y) = 0 defined over K, and a field extension
K ⊆ L ⊆ K. The quotient ring

L[Ca] = L[x, y]/(f)

is called the L-coordinate ring of Ca. An element h(x, y) ∈ L[Ca] is called L-regular
function of the curve Ca and it can be identified with its evaluation function on points of
Ca:

h : Ca −→ K, P 7→ h(P ).

For h ∈ L[Ca], we denote Uh = {P ∈ Ca : h(P ) 6= 0}. Since f is absolutely irreducible,
the ring L[Ca] is a domain. So one can take the field of fractions of L[Ca], that is denoted
by L(Ca). The elements of L(Ca) are called L-rational functions of Ca. We can identify
rational functions with equivalence classes of evaluation functions of the form

ϕ : Uh −→ K, P 7→ (g/h)(P ),

where g, h ∈ L[Ca], h 6= 0 in L[Ca], and ϕ1 = g1/h1, ϕ2 = g2/h2 are equivalent if and only
if ϕ1 = ϕ2 on Uh1 ∩ Uh2 . We define the domain of r ∈ L(Ca) as

Dom(r) = {P ∈ Ca : there exists Uhi 3 P,ϕi ∈ r}.
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For each P ∈ Dom(r), one can take the evaluation of r at P , namely r(P ) = ϕi(P ) =
(gi/hi)(P ). So we can identify each rational function r with its evaluation map:

r : Dom(r) −→ K, P 7→ r(P ).

Given ϕ = g/h a representative of the rational function r, we will write r = g/h ∈ L(Ca).
When we use this notation, we keep in mind that g/h is only one representative of r.
Hence Uh can be smaller than Dom(r).

Example 14. Let Ed be the affine curve of Example 11. Let r = g1/h1 = x2/(1− y2) ∈
K(Ed), with Uh1 = Ed \ {(0,±1)}. We have that r = x2/(1 − y2) = g2/h2 = 1/(3 − y2),
and Uh2 = Ed. Hence Dom(r) = Ed.

Rational functions of an absolutely irreducible projective curve. Let C be an
absolutely irreducible projective curve C : F (x, y, z) = 0 defined over K. As for the affine
case, one can take the quotient L[x, y, z]/(F ) and its field of fractions QL. Nevertheless,
in the projective case, we restrict our attention to a proper subfield of QL . Namely, we
define the field of L-rational functions of C as

L(C) = {r = F/G ∈ QL : F,G ∈ L[x, y, z] homogeneous of the same degree }.

Notice that we write r = F/G ∈ QL to say that F/G is a representative of r, as in the
affine case. We have that L(C) is isomorphic to the field of affine L-rational functions
L(C∗z ), via the map L(C) 3 r(x, y, z) 7→ r(x, y, 1) ∈ L(C∗z ).

Example 15. Let Ed be the affine curve of Example 11. The affine K-rational function
x2/(1 − y2) = 1/(3 − y2) ∈ K(Ed) corresponds to the projective K-rational function
x2/(z2 − y2) = z2/(3z2 − y2) ∈ K(Ed), via the isomorphism mentioned above.

We obtain similar isomorphisms if we take the dehomogenization of C with respect to
x and with respect to y.

Rational maps. Let C1 and C2 be two affine absolutely irreducible curves defined over
K. We define an affine L-rational map r from C1 to C2, and we denote it by

r : C1 99K C2,

a pair of L-rational functions of C1, r1, r2 ∈ L(C1), such that, for P ∈ Dom(r1)∩Dom(r2),
one has that (r1(P ), r2(P )) ∈ C2. The domain of the rational map r is Dom(r) =
Dom(r1) ∩Dom(r2), and r is identified with its evaluation function

r : Dom(r) −→ C2, P 7→ (r1(P ), r2(P )).

A L-rational map is called L-regular if the two defining L-rational functions are L-regular
functions.

Example 16. Let K be a field of characteristic different from 2, 3. Take the following
absolutely irreducible affine curves defined over K: Ed : −1 + 3x2 + y2 − x2y2 = 0,
Em : 2y2 − x3 − 4x2 − x = 0, Ew : y2 − x3 + (13/12)x− (23/54) = 0. The map

r1 : Em 99K Ed,

r1(x, y) = (x/y, (x−1)/(x+1)) = ((2y(x+1)/(2y2+x2+4x+1), (2y2−x2−4x−1)/(2y2+x2+4x+1)),
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is a K-rational map from Em to Ed. It can be shown that its domain is

Dom(r1) = Em \ {(−1,±1), (x, 0) ∈ Em with x 6= 0}.

The map

r2 : Em −→ Ew, r2(x, y) = ((1/2)(x+
4

3
), (1/2)y)

is a K-regular map from Em to Ew.

A projective L-rational map r : C1 99K C2 between two absolutely irreducible projec-
tive curves C1 and C2 is an equivalence class of maps of the form

ϕ : Uϕ 3 [x, y, z] 7→ [F1(x, y, z), F2(x, y, z), F3(x, y, z)] ∈ C2,

where Uϕ ⊆ C1, C1 \ Uϕ consists of a finite number of points, F1, F2, F3 ∈ L[x, y, z] are
homogeneous of the same degree, and ϕ = [F1, F2, F3], ϕ

′ = [G1, G2, G3] are equivalent if
FiGj = FjGi modulo the equation of the curve C2, for all i, j ∈ {1, 2, 3}. The domain of r
is the union of all Uϕ. If the domain is the whole curve C1, then r is called L-regular map.
As we did with rational functions, one can establish a correspondence between affine and
projective rational maps, via (de)homogenization of the involved polynomials.

Example 17. Let Ed, Em, Ew be the projective closures of the affine curves of Exam-
ple 16. The map

r1 : Em 99K Ed,

r([x, y, z] = [x(x+z), y(x−z), y(x+z)] = [2y(x+z), 2y2−x2−4xz−z2, 2y2+x2+4xz+z2],

is the projective K-rational map from Em to Ed which corresponds to the affine K-
rational map r1. Notice that r1([−1,−1, 1]) = r1([−1, 1, 1]) = [0, 1, 0] = Ω2. Moreover, for
[x, 0, 1] ∈ Em, with x 6= 0, we have r1([x, 0, 1]) = [1, 0, 0] = Ω1. Hence Dom(r1) = Em
and the map r1 is K-regular. The map

r1
′ : Ed 99K Em,

r1
′([x, y, z] = [x(z + y), z(z + y), x(z − y)] = [z(z + y)(z − y), x(3z2 − y2), z(z − y)2]

is a projective K-rational map from Ed to Em. The domain of r1
′ is Dom(r1

′) = Ed \
{Ω1,Ω2}. Notice that the maps r1 and r1

′ are inverse to each other. Finally, take the map

r2 : Em −→ Ew, r2([x, y, z]) = [3x+ 4z, 3y, 6z].

This map is the projective K-regular map which corresponds to r2.

Projective rational functions and maps are defined in such a way to correspond to
the affine concepts on dehomogenizations of the given projective curve. In fact, rational
functions and maps are used to study the local behavior of a curve. Given a point P of
a projective curve C, this point belongs to C ∩ Ut for some t ∈ {x, y, z}. Hence one can
restrict to the affine dehomogenization C∗t to study the local behavior of the curve at the
point P .

An affine (resp. projective) L-rational map r : C1 99K C2 is called L-birational if there
is an affine (resp. projective) L-rational map r′ : C2 99K C1 such that r ◦ r′ = idC2 and
r′ ◦ r = idC1 . If both maps r and r′ are L-regular, r is said to be an isomorphism over
L. Two affine (resp. projective) curves defined over K are called birationally equivalent
(resp. isomorphic) over L if there is an affine (resp. projective) L-birational map (resp.
an isomorphism over L) between them.
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Example 18. The two curves Em and Ed of Example 17 are birationally equivalent over
K, via the K-birational map r1. The birational inverse of r1 is r1

′.
The two curves Em, Ew of Example 17 are isomorphic over K, via the isomorphism

r2. The inverse of r2 is given by r2
−1([x, y, z]) = [6x− 4z, 6y, 3z], for each [x, y, z] ∈ Ew.

Notice that an affine or projective L-rational map r : C1 99K C2 defines the field
homomorphism

r∗ : L(C2) −→ L(C1), α 7→ α ◦ r.

One can show ([44, Proposition 12, Chapter 6]) that C1 and C2 are birationally equivalent
over L if and only if the homomorphism r∗ is a field isomorphism.

1.2.2 Local rings and singular points

We focus on local properties of a curve. These properties are related to single points of the
curve. For a given point of a projective curve, one can restrict to the dehomogenization
of the curve that contains the point. Hence, we now take an absolutely irreducible affine
curve C : f(x, y) = 0 defined over K. Let P be a point of C. The local ring

OP (C) = {r ∈ K(C) : P ∈ Dom(r)}

is called the local ring of C at P . We denote by MP (C) the maximal ideal of OP (C).
One has that

MP (C) = {r ∈ OP (C) : r(P ) = 0}.

Let r ∈ K(C), P ∈ C. We say that r has a pole in P if r 6∈ OP (C). This is equivalent to
saying that P 6∈ Dom(r). We say that r has a zero in P if r ∈MP (C). This is equivalent
to saying that P ∈ Dom(r) and r(P ) = 0.

Example 19. Let Ed be the affine curve of Example 11. The rational function r(x, y) =
(1− y)/(1 + y) has a zero in (0, 1) and a pole in (0,−1).

Example 20. Let C : f(x, y) = 0 be an absolutely irreducible affine curve defined over
K. Let C1 : f1(x, y) = 0 be an affine curve defined over K (C1 is not necessarily absolutely
irreducible). We can view the polynomial f1 associated to C1 as a K-rational function
of C: f1(x, y) ∈ K(C). Then f1 ∈ K(C) has no poles, while its zeroes are the points of
intersection between C and C1.

Singular and nonsingular points. We say that the point P ∈ C is a nonsingular
point of C if OP (C) is a discrete valuation ring. The ring OP (C) is a discrete valuation
ring if and only if its maximal ideal MP (C) is a principal ideal. If this is the case, we
have the order function

ordP : K(C) −→ Z ∪ {∞}

of the discrete valuation ring OP (C). The order function ordP is defined as follows. Let t
be a generator of the principal ideal MP (C), and r ∈ K(C). If r = 0, then ordP (r) =∞.
If r ∈ OP (C), then ordP (r) = m is such that r = tmu for some u ∈ OP (C) \MP (C). If
r 6∈ OP (C), then ordP (r) = −ordP (1/r).

If OP (C) is not a discrete valuation ring, P is called a singular point of C. If all points
of C are nonsingular, then C is called a nonsingular curve.
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Let us analyze the case in which P = (0, 0). One always reduces to this case by
performing a linear change of coordinates. For P = (0, 0), we have that MP (C) = (x, y).
Moreover, the polynomial f(x, y) is of the form

f(x, y) = fi(x, y) + fi+1(x, y) + · · · fd(x, y),

where fj is a homogeneous polynomial of degree j for 0 < i ≤ j ≤ d, fi 6= 0 and d is the
degree of f . We say that P is a point of multiplicity i.
We have that P is nonsingular, that is MP (C) is a discrete valuation ring, if and only if
P has multiplicity i = 1. Let us prove that, if i = 1, then MP (C) is a discrete valuation
ring. If i = 1, then f1(x, y) = ax + by, with a 6= 0 or b 6= 0. Suppose a 6= 0 (the
case b 6= 0 is analogous). We can write f(x, y) = x(a + ĝ(x, y)) + y(b + ĥ(y)) for some
ĝ, ĥ ∈ K[x, y]. Let H(y) = b + ĥ(y), G(x, y) = a + ĝ(x, y). Since a 6= 0, we have that
G(P ) 6= 0 and the rational function H(y)/G(x, y) belongs to OP (C). Then we obtain
the equality x = −y(H(y)/G(x, y)) in OP (C), which implies MP (C) = (y). So OP (C) is
a discrete valuation ring. Moreover, we have that all linear polynomials in K[x, y] (that
is, all polynomials that defines lines over K), except the polynomials defining the line
f1(x, y) = 0, are generators forMP (C). The line f1(x, y) = 0 is called the tangent line to
C at the point P .
When P is singular, its multiplicity is i > 1. Then a singular point can be seen as a point
in which the tangent to the curve is not uniquely determined. In fact, all lines defined by
the linear polynomials of the factorization of fi in K[x, y] are tangents to C at this point.

Example 21. Let Ed be the affine curve of Example 11. Take P = (0, 1) ∈ Ed. We
perform the linear change of coordinates that maps the point P to the origin, namely
L(x, y) = (X,Y ) = (x, y − 1). We obtain the curve f1(X,Y ) + · · · + f4(X,Y ) = −2Y +
(2X2 + Y 2) + 2X2Y −X2Y 2 = 0. Then the multiplicity of P is 1 and P is a nonsingular
point of C.
Moreover, the tangent to Ed at P is Y = 0, that is t : y − 1 = 0 in the original system
of coordinates. In the same way, we conclude that the point (0,−1) ∈ Ed is nonsingular,
and that the tangent to Ed at (0,−1) is y + 1 = 0.
Since both (0, 1) and (0,−1) are nonsingular, the two order functions ord(0,1) and ord(0,−1)
are defined. Take r(x, y) = (1− y)/(1 + y) ∈ K(Ed) the rational function of Example 19.
We have that ord(0,1)(r) = 2 and ord(0,−1)(r) = −2.

Let us now study Ed at the point Ω1 = [1, 0, 0] ∈ Ux. In order to do this, we study
the singularity of the point (0, 0) in the dehomogenization (Ed)∗x : F (1, y, z) = (3z2 −
y2) + y2z2 − z4 = 0. We have that Ω1 is a singular point of Ed of multiplicity 2, and
the two tangents to Ed at Ω1 are

√
3z − y = 0,

√
3z + y = 0 (with

√
3 ∈ K). With the

same procedure we obtain that Ω2 is a singular point of multiplicity 2 of Ed, and the two
tangents to Ed at Ω2 are x− z = 0 and x+ z = 0.

Example 22 (Intersection multiplicity). Let P be a nonsingular point of C. Hence the
order function ordP : K(C) −→ Z∪{∞} is defined. Let C1 : f1(x, y) = 0 be an affine curve
defined over K (C1 is not necessarily absolutely irreducible). We have seen in Example
20 that the K-rational function f1 ∈ K(C) has no poles. So ordP (f1) ≥ 0. Moreover, we
saw in the mentioned example that the zeroes of f1 ∈ K(C) are the points of intersection
between C and C1. Then P ∈ C ∩ C1 if and only if ordP (f1) > 0, and ordP (f1) can be
seen as the number of times C and C1 intersect at the point P . In fact, ordP (f1) is called
the intersection multiplicity of C and C1 at the point P .

Example 23. Let Ed be the affine curve of Example 11. We saw in Example 21 that
P = (0, 1) is a nonsingular point of Ed. Take the affine curve C1 : f1(x, y) = 1− y+ x2 =
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0. Then the intersection multiplicity of C and C1 at P , as defined on Example 22, is
ordP (f1) = 4. In fact, if we translate P into the origin O = (0, 0), we obtain the curves
C̃ : −2y+2x2+y2+2x2y−x2y2 = 0 and C̃1 : f̃1 = y−x2 = 0. We have thatMO(C̃) = (x)
and f̃1 = x4u, with u invertible element of OO(C̃). Hence ordO(f̃1) = ordP (f1) = 4.

1.2.3 Divisors and genus

We deal with divisors of an absolutely irreducible, nonsingular projective curve X defined
over a field K. For an absolutely irreducible projective curve C defined over K, which has
some singular points, we take divisors on a nonsingular model X of C. A nonsingular
model X of C is a nonsingular projective curve defined over K, birationally equivalent to
C over K. One can show ([44, Theorem 3, Chapter 7]) that this model always exists, and
it is unique up to isomorphism. Such model is not always plane. Nevertheless, it is plane
for twisted Edwards curves, that is the case of interest for this thesis.

Example 24. Let Ed be the twisted Edwards curve of Example 12. We saw in Example
21 that the two points at infinity Ω1 and Ω2 are singular points of Ed. Moreover, we saw
in Example 18 that the curve Em is birationally equivalent to Ed over K. Hence Em is
the nonsingular model of Ed. So, divisors on Ed are, by definition, divisors on Em.

Divisors of a nonsingular projective curve. Let X be an absolutely irreducible,
nonsingular projective curve defined over K. A divisor on X is a formal sum

D =
∑
P∈X

nPP,

where nP 6= 0 only for a finite number of points of X. The degree of D is deg (D) =∑
P∈X nP . The set of divisors Div(X) is an abelian group with the formal sum. The

subset of divisors of degree zero, denoted by Div0(X), is a subgroup of Div(X). For a
rational function r ∈ K(X), we define the divisor of r as

div(r) =
∑
P∈X

ordP (r)P.

One can show that div(r) ∈ Div0(X), that is, r has only a finite number of zeroes that is
equal to its number of poles ([44, Problem 4.17 and Proposition 1, Chapter 8]). A divisor
D ∈ Div0(X) is called a principal divisor if there exists r ∈ K(X) such that D = div(r).
The subset of principal divisors, denoted by Princ(X), is a subgroup of Div0(X). We
define the degree zero Picard group of the curve X as the quotient group

Pic0(X) = Div0(X)/Princ(X).

Notice that, for each field isomorphism σ : K −→ K such that σ|K = idK, and each divisor
D =

∑
P∈X nPP ∈ Div(X), there is a natural way to apply σ to D. Namely, one defines

σ(D) =
∑
P∈X

nPσ(P ) ∈ Div(X),

where σ(P ) = σ([xP , yP , zP ]) = [σ(xP ), σ(yP ), σ(zP )] for all P ∈ X. This definition
projects on the quotient Pic0(X). Hence, for [D] ∈ Pic0(X), we define σ([D]) = [σ(D)].
Then, for each field extension K ⊆ L ⊆ K, we define the following subgroup of Pic0(X):

Pic0(X)(L) = {[D] ∈ Pic0(X) : σ([D]) = [D] for all σ such that σ|L = idL}. (1.3)

We call Pic0(X)(L) ⊆ Pic0(X) the group of L-rational divisor classes of X.
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Example 25. Let Em be the nonsingular projective curve of Example 17. We have that
D1 = [−1,−1, 1]+[−1, 1, 1]−2[0, 0, 1], D2 = [−1,−1, 1]+[−1, 1, 1]−2[0, 1, 0] ∈ Div0(Em).
Moreover, div(z/x) = 2[0, 1, 0] − 2[0, 0, 1]. Hence [D1] = [D2] ∈ Pic0(Em). We have also
that div((x + z)/z) = [−1,−1, 1] + [−1, 1, 1] − 2[0, 1, 0] = D2. Then [D1] = [D2] = 0 in
Pic0(Em).

Example 26 (Divisors of a singular projective curve). We clarify the concept of divisors
of a singular projective curve. We take the curve Ed of Example 21. By definition and by
Example 24, we have that

Div(Ed) = Div(Em).

Let Φ = r1 : Em −→ Ed be the birational map as in Example 17. To each divisor
D =

∑
P∈Em nPP , one can associate the formal sum Φ(D) of points of Ed, namely

Φ(D) =
∑

P∈Em nPΦ(P ). Notice that Φ is not injective, more precisely |Φ−1(P )| = 1 for

all P ∈ Ed \ {Ω1,Ω2}, and |Φ−1(Ω1)|=|Φ−1(Ω2)| = 2. Hence there are different divisors
that have the same image under Φ. Take now r ∈ K(Ed): we define

div(r) = div(r ◦ Φ).

As we did before, we can take the image Φ(div(r)) of div(r), to obtain a formal sum of
points on the singular curve Ed.
For example, let r = (y − z)/(y + z) ∈ K(Ed). We have that div(r) = div(r ◦ Φ) =
div(z/x) = 2[0, 1, 0] − 2[0, 0, 1]. Moreover, we have Φ(div(r)) = Φ(2[0, 1, 0] − 2[0, 0, 1]) =
2[0, 1, 1]− 2[0,−1, 1].

Genus of a projective curve. From the concept of divisors, one defines an important
birational invariant for absolutely irreducible projective curves, namely the genus of the
curve. We define the genus of an absolutely irreducible, nonsingular projective curve X
defined over K, as well as of an absolutely irreducible projective curve C defined over
K, whose birational model is X. For a divisor D =

∑
P∈X nPP ∈ Div(X), we take the

K-vector space
L(D) = {r ∈ K(X) : ordP (r) ≥ −nP }.

We denote by `(D) the dimension of L(D). One can show that `(D) is finite ([44, Propo-
sition 3, Chapter 8]). In addition, this dimension is related with the degree of the divisor.
More precisely, Riemann’s theorem ([44, Section 8.3]) states that there exists a natural
number g such that, for all D ∈ Div(X), one has that

`(D) ≥ deg (D) + 1− g. (1.4)

We define the genus of X to be the minimum among these naturals.

Example 27 (Elliptic curves). Take a projective curve of the form

E : y2z = F (x, z), (1.5)

such that F (x, 1) ∈ K[x] has degree 3 and no multiple roots. One can prove that this
curve is absolutely irreducible and nonsingular. Moreover, it has only one point at infinity,
namely the K-rational point P∞ = [0, 1, 0].
We compute the genus g of E. It follows from Riemann’s theorem ([44, Corollary 3,
Section 8.3]), that

`(D) = deg (D) + 1− g, if the degree of D is sufficiently large. (1.6)
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This means that the inequality (1.4) of Riemann’s theorem becomes an equality for divisors
of large degree. Hence, to compute the genus of E, we search for a divisor of large degree,
for which we are able to compute the dimension of its L-space. We take the divisor
Em = 3mP∞ for m ∈ Z>0, of degree deg (Em) = 3m. One can show that r ∈ L(Em) if
and only if it is of the form r = G/zm, where G ∈ K[x, y, z] is a homogeneous polynomial
of degree m. Denote Vm (resp. Vm−3) the K-vector space of the homogeneous polynomials
of K[x, y, z] of degree m (resp. m− 3). For m large enough, we can define the short exact
sequence

0−→Vm−3
ϕ1−→ Vm

ϕ2−→ L(Em) −→ 0, ϕ1(H) = HF , ϕ2(G) = G/zm.

From this exact sequence, we compute

`(Em) = dimKVm − dimKVm−3 = (m + 1)(m + 2)/2 − (m − 1)(m − 2)/2 = 3m =
deg (Em) + 1− 1.

So, by (1.6) and the previous equality, we have that the genus of E is 1.

If we take an absolutely irreducible, nonsingular projective curve defined over K, with
at least one K-rational point, one can show that also the vice versa holds true. More
precisely, an absolutely irreducible, nonsingular projective curve of genus 1 defined over
K, with at least one K-rational point, is isomorphic to a cubic plane curve defined over K
([6, Section 4.4.2.a]). Furthermore, if the characteristic of K is different from 2, then the
curve has the form (1.5), up to isomorphism ([6, Section 4.4.2.a]). Absolutely irreducible,
nonsingular projective curves of genus 1 defined over K, with at least one K-rational point,
are called elliptic curves defined over K. They are one of the main objects of this thesis.
We speak in detail about them in the next section.

The genus of X allows to define a normal form for the elements of the Picard group
Pic0(X). This form is of particular interest for genus g = 1, that is, in the case of elliptic
curves (see the previous example). In fact, in this case, such normal form establishes a
natural one-to-one correspondence between divisor classes and points of the curve. Ex-
ploiting this bijection, an addition law between points can be derived. We conclude this
section by describing the mentioned one-to-one correspondence.

Take E an absolutely irreducible, nonsingular projective curve of genus g = 1 defined
over K, with at least one K-rational point. By definition, E is an elliptic curve defined
over K. We have the following result ([73, Theorem 11.2]).

Theorem 28. Each divisor class [D] ∈ Pic0(E) has a representative of the form [D] =
[P − P∞], for some P ∈ E.

We show such result for the case in which the characteristic of K is different from 2, and
for [D] = [P1−P2], with P1, P2 6= P∞. In Example 27, we recall that, if char(K) 6= 2, then
E is a cubic of the form (1.5). To prove the thesis for [D] = [P1−P2], with P1, P2 6= P∞, we
have to prove that there exists P3 ∈ E such that [P1−P2] = [P3−P∞]. This is equivalent
to saying that there is a rational function r ∈ K(E) such that div(r) = P1 +P∞−P2−P3.
Write P1 = [x1, y1, z1], P2 = [x2, y2, z2], with z1, z2 6= 0. Let P̂1 = [x1,−y1, z1], P̂2 =
[x2,−y2, z2] ∈ E be the symmetric points of P1 and P2 respectively, with respect to the
x-axis. Let ` : `(x, y, z) = 0 be the line through P1 and P̂2. Since E has the form
(1.5) (see Example 27), its defining polynomial has degree 3 and ` intersects E in a third
point, say P̂3 = [x3, y3, z3]. Let P3 = [x3,−y3, z3]. Let v2 : v2(x, z) = x − x2z = 0,
v3 : v3(x, z) = x − x3z = 0 be the vertical lines through P2 and P3. We compute
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the divisors div(`(x, y, z)/z) = P1 + P̂2 + P̂3 − 3P∞, div(v2(x, z)/z) = P2 + P̂2 − 2P∞,
div(v3(x, z)/z) = P3 + P̂3 − 2P∞. Therefore, the rational function

r = ((`(x, y, z)/z) · (z/v2(x, z)) · (z/v3(x, z)))

is such that

div(r) = (P1 + P̂2 + P̂3− 3P∞)− (P2 + P̂2− 2P∞)− (P3 + P̂3− 2P∞) = P1 +P∞−P2−P3,

as required. With analogous procedures one can show the thesis of Theorem 28 in the
general case.

It follows from Theorem 28 that we can define the bijection

Φ : Pic0(E) −→ E, [P − P∞] 7→ P, (1.7)

between divisor classes and points of the curve. As a consequence, the set of points of
E is endowed with the structure of an abelian group, with the addition law derived from
Pic0(E):

P1 ⊕ P2 = Φ(Φ−1(P1) + Φ−1(P2)), for P1, P2 ∈ E.

Moreover, notice that, for each field extension K ⊆ L ⊆ K, we have

Pic0(E)(L) = {[D] = [P − P∞] ∈ Pic0(E) : σ(P ) = P for all σ such that σ|L = idL} =

= {[D] = [P − P∞] ∈ Pic0(E) : P ∈ E(L)},

by Definition (1.3) and Theorem 28. It follows that the map Φ establishes a one-to-
one correspondence between Pic0(E)(L) and E(L). Therefore, the set E(L) of L-rational
points of E is an abelian group endowed with the addition law derived from Pic0(E)(L)
via the map Φ. Moreover, for each double field extension K ⊆ L1 ⊆ L2 ⊆ K, we have
that E(L1) is a subgroup of E(L2). Such point addition turns out to be very efficient to
compute. This is one of the aspects that make elliptic curves interesting for applications
in cryptography. We recall this addition law, together with its geometric construction, in
the next section.

1.3 Elliptic and twisted Edwards curves in cryptography

Among the groups that are suitable for cryptographic applications, the groups of points
of elliptic curves and twisted Edwards curves play an important role. Elliptic curves were
first proposed for cryptographic applications in 1985 (see [59]). Nowadays, they are used in
numerous real cryptosystems. We introduce them in Subsection 1.3.1. Twisted Edwards
curves have been proposed for cryptography in 2007. We speak about them in Subsection
1.3.2. In this subsection, we point out the security and efficiency advantages of twisted
Edwards curves over the classical elliptic curves. Semaev’s summation polynomials are
a special family of polynomials associated to an elliptic curve or to a twisted Edwards
curve. They allow to find relations between points on the given curve. Therefore, they
have a big potential in cryptographic applications, both from the constructive point of view
(efficiency improvements) and from the destructive one (DLP attacks). We introduce such
polynomials in Subsection 1.3.3.
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1.3.1 Elliptic curves

Elliptic curves in short Weierstrass form were first proposed for the construction of DLP-
based cryptosystems by Miller in 1985 (see [59]), and independently by Koblitz in 1987
(see [52]). Until then, the groups that were mainly used in DLP cryptography were the
multiplicative cyclic groups Zp \{0}, where p is a prime number. The advantage of elliptic
curve cryptography over this setting is that keys of shorter bit-length are required, in order
to reach the same level of security.

Definition 29 (Elliptic curve). Let K be a field. An elliptic curve defined over K is
an absolutely irreducible, nonsingular projective curve of genus g = 1, with at least one
K-rational point.

By Theorem 28, the map (1.7) of Section 2 gives a one-to-one correspondence between
the divisor classes of the Picard group of an elliptic curve and the points of the curve.
Therefore, a group law on the points of the curve is defined from the group law on the
Picard group of the curve, via the just mentioned one-to-one correspondence. In Example
27, we recall that elliptic curves are cubic curves. More precisely, each elliptic curve defined
over K is isomorphic to a cubic plane curve defined over K. The defining cubic polynomial
of the elliptic curve can have a special form, such as the short Weierstrass form or the
Montgomery form. Such special forms make the group operation between the points of
the curve particularly easy. It turns out that efficient and fast formulas can be used to
compute addition between points of elliptic curves. Moreover, this group operation has a
simple geometric interpretation. Namely, addition between two points of the elliptic curve
is defined by the intersection between the curve and a specific line.

Definition 30 (Elliptic curve in short Weierstrass form and in Montgomery form). An
elliptic curve defined over the field K is in short Weierstrass form if it is of the form :

EW : y2z = x3 +Axz2 +Bz3, with A,B ∈ K such that 4A3 + 27B2 6= 0.

An elliptic curve defined over K is in Montgomery form if it is of the form :

EM : By2z = x3 +Ax2z + xz2, with A ∈ K \ {±2}, B ∈ K \ {0}.

We have seen in Example 27 that, if the characteristic of K is different from 2, then
an elliptic curve defined over K has the form (1.5), up to isomorphism. Moreover, if the
characteristic of K is not 2, 3, then each elliptic curve is isomorphic over K to an elliptic
curve in short Weierstrass form (see [6, Section 4.4.2.a]). On the other hand, not every
elliptic curve is isomorphic, over K, to an elliptic curve in Montgomery form. Anyway,
such isomorphism always exists over the algebraic closure K of the field of definition K.
Notice that we saw a special case of the following proposition in Example 16 and Example
18 of Section 1.2.

Proposition 31. ([63, Proposition 1]) Let K be a field of characteristic different from 2, 3.

• Let EM : By2z = x3 +Ax2z + xz2 be an elliptic curve in Montgomery form defined
over K. Then EM is isomorphic over K to the elliptic curve in short Weierstrass
form EW : y2z = x3 +axz2 +bz3, where a = 3−A2

3B2 , b = 2A3−9A
27B3 , via the isomorphism

φ : EM −→ EW , [x, y, z] 7→ [x+ (A/3)z, y,Bz].
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• Let EW : y2 = x3 + ax + b be an elliptic curve in short Weierstrass form defined
over K. Suppose that the polynomial x3 + ax+ b has a root α ∈ K, and suppose that
(3α2 + a) is a quadratic residue in K. Let s ∈ K be a square root of (3α2 + a)−1.
Then EW is isomorphic over K to the elliptic curve in Montgomery form EM :
By2 = x3 +Ax2 + x, where A = 3αs, B = s, via the isomorphism

φ : EW −→ EM , [x, y, z] 7→ [s(x− αz), sy, z].

Elliptic curves in Montgomery form were introduced by Montgomery in 1987, in [61].
Elliptic curves of this form provide very efficient scalar multiplication (see [61]).

Point addition on elliptic curves. From now on, we take a field K of characteristic
different from 2, 3. Let E be an elliptic curve defined over K, written in short Weierstrass
form or in Montgomery form. We denote the point at infinity of E by P∞ = [0, 1, 0]. For
each field extension K ⊆ L ⊆ K, let E(L) be the set of L-rational points of E. We have
that this set is an abelian group, endowed with the addition between points which derives
from the operation law on the Picard group of the curve. We denote such operation of
point addition by ⊕. Moreover, we denote the corresponding group structure on E(L)
with (E(L),⊕). We recall the geometric interpretation of the addition between two points
P and Q ∈ E(L). Take the line through P and Q. Notice that, if P = Q, the line is the
tangent to the elliptic curve at the point P . Such line intersects the elliptic curve in a
third point. The symmetric of this point with respect to the x-axis is the addition point
P ⊕Q. The neutral element of point addition is the point at infinity P∞. For each point
P , the additive inverse −P of P is the symmetric of P with respect to the x-axis.

P2

P1

P3

P1 ⊕ P2

1

Figure 1. Geometric construction for addition between two points of an elliptic curve.

Elliptic curves for cryptography

We analyze elliptic curves from the cryptographic point of view. For groups of points of
elliptic curves, we focus on the security and efficiency aspects introduced in Section 1.1.
This discussion points out the crucial importance of these groups in cryptography.

For cryptographic applications, we take elliptic curves E defined over finite fields Fq.
Throughout our work, we make the assumption that the characteristic of Fq is different
from 2, 3. We make this choice for ease of exposition and computation. Anyway, most
of the given results can be applied, with some modification, also to the case in which
char(Fq) = 2, 3. Given the elliptic curve E defined over Fq, we take the group E(Fq) of
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base field-rational points of E. We will see in Section 1.5 that, if q is a prime number,
the group E(Fq) provides the optimal security level against DLP attacks. This means
that, when q is a prime, the best known DLP attack in E(Fq) is the generic Pollard’s rho
method: we refer to Section 1.5.1 for more details on the concept of optimal DLP security.
Moreover, we choose groups E(Fq) such that they are cyclic of prime order, or such that
there is a large prime that divides the order of the group. The reason why we take cyclic
subgroups of large prime order is that, as we mentioned in Section 1.1, we can always
reduce a DLP in a cyclic group G to DLP’s in the subgroups of G of prime order, thanks
to the Pohlig-Hellman strategy.
Let us sum up the setting. For cryptographic applications, we take groups E(Fq), where
q is a prime number. Moreover, we choose E(Fq) such that it is cyclic of prime order. An
alternative is to choose a subgroup of E(Fq) of large prime order p. When we say that p
is a large prime, we mean that p ∈ O(|E(Fq)|). By the Hasse-Weil theorem ([73, Theorem
4.10]), one has that |E(Fq)| ∈ O(q). Hence our groups have order O(q). In such groups,
the best known DLP attack is the Pollard’s rho method. The complexity of the method
is O(q

1
2 ) (the square root of the order of the group).

Security of elliptic curve cryptography. We mentioned before that the advantage of
using elliptic curves in DLP cryptography, rather than cyclic groups of the type Zp \ {0},
is that keys of shorter bit-length are needed to obtain the same level of security. In the
document [9], the National Institute of Technology (NIST, USA) recommends parameters
for Zp \ {0} and E(Fq), in order to perform secure Diffie-Hellman key exchange. The
prescribed bit-length for p is 2048, while the recommended bit-length for q is only 224. In
November 1997, the cryptography agency Certicom published a list of challenges to solve
DLP’s on given elliptic curves defined over prime fields Fq (the Certicom ECC Challenge,
see [26]). The prime q is of bit-length 109, 131, 163, 191, 239, 259. The challenge for bit-
length 109 has been solved in 7 years. The one for bit-length 131 has not been solved yet,
but it is supposed to be feasible. The challenges for the other bit-lengths are supposed
to be infeasible. The estimated time to solve them is 2.3 · 1015, 4.8 · 1019, 1.4 · 1027,
3.7 · 1045 machine days for bit-length 163, 191, 239, 259 respectively. We refer to the
website https://safecurves.cr.yp.to/, developed by D. Bernstein and T. Lange, for a list
of elliptic curves that are considered safe for cryptographic applications. Notice that the
security of such curves does not only regards the hardness of solving the DLP. We refer to
the introduction of the website https://safecurves.cr.yp.to/ for a discussion on the topic.

Efficiency of elliptic curve cryptography. We point out that there are fast algo-
rithms to compute the order of E(Fq). By the Hasse-Weil theorem ([73, Theorem 4.10]),
such computation reduces to the computation of the characteristic polynomial of the
Frobenius endomorphism of E. We recall that the Frobenius endomorphism ϕ of E is
the endomorphism

ϕ : E −→ E, [x, y, z] 7→ [xq, yq, zq]. (1.8)

The characteristic polynomial of ϕ is the polynomial

χϕ(x) = x2 − ax+ q ∈ Z[x], (1.9)

where a is the unique integer k such that ϕ2−kϕ+ q = 0. The Hasse-Weil theorem states
that

|E(Fq)| = q + 1− a.
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Hence, computing the order of E(Fq) reduces to computing the coefficient a of χϕ. This
coefficient can be efficiently computed, with the so-called Schoof’s algorithm ([73, Section
4.5]).

Concerning the performance of group operations in E(Fq), we already mentioned that
efficient and fast formulas are known. We refer to [6, Chapter 13] for a detailed and
complete survey on efficient arithmetic over elliptic curves. We refer also to the ex-
plicit formulas database for elliptic curves developed by D. Bernstein and T. Lange, at
http://hyperelliptic.org/EFD.

We now focus on the aspect of optimal representations for elements of E(Fq). We
refer to Definition 7 of Section 1.1 and to the subsequent notations and observations. The
family of groups we are interested in is G1 = (E(Fq))q,E . By the Hasse-Weil theorem, we
have |E(Fq)| ∈ O(q). A well known optimal representation for G1 is R1 = (R1,q,E)q,E ,
with

R1,q,E : E(Fq) \ {P∞} −→ Fq, [x, y, 1] 7→ x. (1.10)

For R1, we have c = e = 0 and |R−11,q,E(x)| ≤ 2 = d, for all x ∈ Fq and for each group
E(Fq). Notice that R1 is not defined in the neutral element of the group, as we alerted
in Remark 10. This representation is defined over the affine points of E(Fq). Namely, one
represents an affine Fq-rational point P = [x0, y0, 1] of E via its x-coordinate x0. Then,
one uses the short Weierstrass affine equation of E, that is y2 = x30 +Ax0 +B, to recover
the y-coordinate of P up to sign. Hence, as we pointed out in Section 1.1, it is enough
to add one extra bit to the representation in order to recover the point P without any
ambiguity. More precisely, we establish a convention to distinguish a priori between the
two square roots

√
t and −

√
t of a quadratic residue t ∈ Fq. Then, we take the injective

maps:

R′1,q,E : E(Fq) \ {P∞} −→ Fq × F2, [x0, y0, 1] 7→
{

(x0, 0) if y0 =
√
y2

(x0, 1) otherwise
.

We point out that, for the optimal representation R1, compression and decompression of
group elements are efficient in practice. The process of compression R1,q,E([x, y, 1]) = x
is costless. The process of decompression requires the computation of a square root in Fq.
Thanks to the fast compression and decompression algorithms, such optimal representation
is widely used in cryptographic applications.
The use of the optimal representation R1 raises the issue of its efficient integration with
the fast arithmetic of the group. We widely treat this aspect in Section 1.4, for the case
of trace-zero subgroups. Notice that the operation of addition between P and Q ∈ E(Fq)
is not defined if we use the optimal coordinates of R1. Denote by xP the x-coordinate
of a point P ∈ E(Fq). Given xP and xQ, it is not possible to compute R1,q,E(P ⊕ Q) =
xP⊕Q. In fact, we cannot distinguish between xP⊕Q and xP⊕(−Q). Nevertheless, scalar
multiplication is still defined in the optimal coordinates of R1. Given k ∈ Z and xP ,
one can compute R1,q,E(kP ) = xkP . In order to do it, one can decompress R1,q,E(P )
to recover P up to sign, then perform scalar multiplication kP (or k(−P )) in E(Fq),
finally perform compression R1,q,E(kP ) = R1,q,E(k(−P )) = xkP . An alternative approach
is computing scalar multiplication directly in the optimal coordinates of R1. In such a
way, decompression and compression of points are not required. This is the approach
of the so-called Montgomery’s ladder algorithm for x-only scalar multiplication (see [6,
Section 13.2.3.d]). The method turns out to be the best strategy to perform x-only scalar
multiplication in E(Fq) (see [64]). We draw inspiration from this technique to construct
our scalar multiplication algorithm for trace-zero elements, that we explain in Chapter 4.
We now briefly describe a basic version of Montgomery’s ladder algorithm for x-only scalar
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multiplication. In the sequel, we will be able to get the interesting analogies between this
method and our original technique.

Montgomery’s ladder algorithm for x-only scalar multiplication is based on efficient for-
mulas to compute xP⊕Q given xP , xQ and xP⊕(−Q). These formulas were first proposed by
Montgomery in [61] for elliptic curves in Montgomery form. The algorithm uses a doubling
formula D(xP ) to compute x2P given xP , and an addition formula A(xP , xQ, xP⊕(−Q)) to
compute xP⊕Q given xP , xQ and xP⊕(−Q). It performs as follows.

Algorithm 1 (Montgomery’s ladder algorithm for x-only scalar multiplication).

Input : xP , for P ∈ E(Fq), and k ∈ Z
Output: xkP

1 : k ←
∑`−1

i=0 ki2
i the binary representation of k, where ` = dlog2 ke and k`−1 = 1

2 : x1 ← xP , x2 ← D(xP )
3 : for i = `− 2, · · · , 0 do
4 : if ki = 0 then
5 : x2 ← A(x1, x2, xP ), x1 ← D(x1)
6 : else
7 : x1 ← A(x1, x2, xP ), x2 ← D(x2)
8 : end if
9 : end for
10 : return x1

For i = `− 1, · · · , 0, let Hi =
∑`−1

j=i kj2
j−i. Notice that, at step i, the algorithm computes

x1 = x(Hi)P and x2 = x(Hi+1)P . Hence, it correctly outputs x(H0)P = xkP . Moreover, at
step i − 1 (for i = ` − 1, · · · , 1), the algorithm can compute x1 or x2 with the addition
formula A. In fact, we have the information xP = x(Hi)P , xQ = x(Hi+1)P , that are x1 and
x2 at the previous step i. Furthermore, we have the extra information xP⊕(−Q) = xP . So,

at step i− 1, it is possible to compute xP⊕Q = A(xP , xQ, xP⊕(−Q)) ∈ {x1, x2}.

The following scheme summarize the important features of elliptic curve cryptography.

Scheme 3.

Elliptic curves in cryptography.
Elliptic groups for cryptosystems: cyclic subgroups of E(Fq) of large prime order, q prime number.

Security.

• Optimal DLP security: only Pollard’s rho attack, of complexity O(q
1
2 ).

• Shorter keys with respect to groups Zp \ {0}, to reach the same security level.

Efficiency.

• Fast algorithm to compute the group order: Schoof’s algorithm.

• Efficient formulas for point addition : http://hyperelliptic.org/EFD

• Optimal representation R1 for group elements (see (1.10)), with fast compression/decompression.

1.3.2 Twisted Edwards curves

Twisted Edwards curves have been introduced quite recently in cryptography. Edwards
curves (a special case of twisted Edwards curves) were first defined by Edwards in 2007 (see
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[34]). In the same year, they were proposed for cryptographic applications by Bernstein
and Lange (see [13]). They were generalized to twisted Edwards curves by Bernstein et al.
in 2008 (see [12]). The use of twisted Edwards curves in cryptography is an alternative to
the standard use of elliptic curves. Twisted Edwards curves provide some cryptographic
advantages over elliptic curves, both from the point of view of efficient arithmetic and of
security.

Definition 32 (Twisted Edwards curve). Let K be a field of characteristic different from
2, 3. A twisted Edwards curve defined over K is an absolutely irreducible projective curve
of the form

Ea,d : ax2z2 + y2 = z4 + dx2y2, with a, d ∈ K \ {0} and a 6= d.

An Edwards curve is a twisted Edwards curve with a = 1.

A twisted Edwards curve has two points at infinity, namely Ω1 = [1, 0, 0] and Ω2 =
[0, 1, 0]. It is nonsingular in the affine plane. On the other hand, both points at infinity are
singular and they have multiplicity 2 (see Example 21). The following theorem states that
each twisted Edwards curve defined over K is birationally equivalent over K to an elliptic
curve. More precisely, a twisted Edwards curve defined over K is birationally equivalent
over K to an elliptic curve in Montgomery form. Furthermore, also the vice versa holds
true. An elliptic curve in Montgomery form defined over K is birationally equivalent over
K to a twisted Edwards curve.

Theorem 33. ([12, Theorem 3.2]) Let K be a field of characteristic different from 2, 3.
Let a, d ∈ K \ {0}, with a 6= d. Let A = 2a+da−d ∈ K \ {±2}, B = 4

a−d ∈ K \ {0}. Then the

twisted Edwards curve Ea,d : ax2z2 + y2z2 = z4 + dx2y2 is birationally equivalent over K
to the elliptic curve in Montgomery form EM : By2z = x3 +Ax2z+xz2, via the birational
map

Φ : EM −→ Ea,d

[x, y, z] 7→ [x(x+ z), y(x− z), y(x+ z)], if [x, y, z] ∈ EM \ {[0, 0, 1], [0, 1, 0]},

[x, y, z] 7→ [By(x+ z), By2 − (x2 +Axz + z2), By2 + (x2 +Axz + z2)],

if [x, y, z] ∈ EM \ {[x, 0, 1] ∈ EM : x 6= 0}.

The birational inverse of Φ is

Φ−1 : Ea,d \ {Ω1,Ω2} −→ EM ,

[x, y, z] 7→ [x(z + y), z(z + y), x(z − y)] if [x, y, z] 6= [0,−1, 1],

[x, y, z] 7→ [z(z + y)(z − y), x(az2 − dy2), z(z − y)2] if [x, y, z] 6= [0, 1, 1].

It follows from the previous theorem that the nonsingular model of a twisted Edwards
curve is an elliptic curve in Montgomery form. Hence, the genus of a twisted Edwards
curve is g = 1 (see Section 1.2).

Point addition on twisted Edwards curves. We can define an operation of addition
between two affine points of the twisted Edwards curve Ea,d. In order to do this, we use
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the group law on the elliptic curve in Montgomery form EM , and the birational map Φ of
Theorem 33. We denote such operation by ⊕̂. For P1, P2 ∈ Ea,d \ {Ω1,Ω2}, we define

P1⊕̂P2 = Φ(Φ−1(P1)⊕ Φ−1(P2)).

Notice that such operation is not defined for the points at infinity Ω1 and Ω2 ∈ Ea,d.
In fact, Dom(Φ−1) = Ea,d \ {Ω1,Ω2}. Moreover, it can be shown that, for P1, P2 ∈
Ea,d\{Ω1,Ω2}, we have P1⊕̂P2 ∈ Ea,d\{Ω1,Ω2}. Denote by E the affine dehomogenization
of Ea,d with respect to the variable z. By Theorem 33, the definition of point addition
on elliptic curves and the previous discussion, one has that, for each field extension K ⊆
L ⊆ K, (E(L), ⊕̂) is an abelian group. The neutral element is the point O = (0, 1). The
additive inverse of P = (x, y) ∈ E(L) is −P = (−x, y), the symmetric of P with respect to
the y-axis. We recall below the addition formulas for point addition on a twisted Edwards
curve.

Proposition 34. (Twisted Edwards addition law, [13, Section 3], [12, Section 6]) The
sum of two points P1 = (x1, y1) and P2 = (x2, y2) of E(L) is defined as

P1⊕̂P2 = (x1, y1) + (x2, y2) =

(
x1y2 + x2y1

1 + dx1x2y1y2
,
y1y2 − ax1x2
1− dx1x2y1y2

)
.

The geometric construction for point addition on the Montgomery curve EM can be
mapped to the birationally equivalent twisted Edwards curve Ea,d, via the birational map
Φ. It follows that the twisted Edwards addition law has a simple geometric interpretation.

Proposition 35. ([2, Section 4]) Let P1, P2 be two affine points of Ea,d. Let C be the
projective conic which intersects Ea,d in the points P1, P2, O′ = [0,−1, 1] with multiplicity
1, and in the points Ω1, Ω2 with multiplicity 2. Then the point P1⊕̂P2 is the symmetric
with respect to the y-axis of the eighth point of intersection between Ea,d and C.

O

P1

P2

O′

P3

P1⊕̂P2

1

Figure 2. Geometric construction for addition between two affine points of a twisted Edwards curve.

Comparison between elliptic curves and twisted Edwards curves in cryptogra-
phy

Cryptography on twisted Edwards curves is analogous to elliptic curve cryptography.
Namely, we take groups of base field-rational affine points E(Fq), where q is a prime
number. We take E(Fq) such that it is cyclic of prime order. Alternatively, we take a
subgroup of E(Fq) of large prime order. The use of twisted Edwards curves in cryptogra-
phy has some advantages over the traditional use of elliptic curves. The main advantage
is that the arithmetic on twisted Edwards curves is faster. In fact, one can exploit the
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double symmetry of the curve to speed up the computation. Notice that elliptic curves
in short Weierstrass form and in Montgomery form are symmetric with respect to the
x-axis only, while twisted Edwards curves are symmetric with respect both to the x-axis
and the y-axis. Fast formulas for computation on Edwards curves and twisted Edwards
curves are studied and given, for example, in [13], [14], [11][12], [19]. For point counting on
twisted Edwards curves, we can apply the same fast algorithms that we know for elliptic
curves, thanks to the birational map between Ea,d and EM . In addition, we have an anal-
ogous optimal representation for base field-rational points, with efficient compression and
decompression algorithms. Namely, an optimal representation for the family of twisted
Edwards groups G′1 = (E(Fq))q,Ea,d is R′1 = (R′1,q,Ea,d)q,Ea,d, with

R′1,q,Ea,d : E(Fq) −→ Fq, (x, y) 7→ y. (1.11)

Also in this case, we have e = c = 0 and d = 2. Compression and decompression algorithms
are analogous to those of R1 for the elliptic curve setting.

Concerning security, one has that the DLP on a twisted Edwards curve is as difficult as
the corresponding DLP on the birationally equivalent elliptic curve in Montgomery form.
This is a straightforward consequence of the presence of the birational map between the
two curves. On the other hand, not all elliptic curves are isomorphic, over the field of
definition, to elliptic curves in Montgomery form (see Proposition 31). Hence, one can
conclude that the DLP on twisted Edwards curves is at most as difficult as the DLP
on elliptic curves. However, it is not known if the two problems are equivalent. Any-
way, there are elliptic curves in Montgomery form, with the corresponding birationally
equivalent twisted Edwards form, that nowadays are considered secure for cryptography.
An example is the curve Curve25519 used by WhatsApp encryption. We refer to [10]
for a detailed analysis of the security of this curve. A security aspect in which twisted
Edwards curves are better than elliptic curves is resistance against side-channel attacks
(see [6, Chapter 28, 29]). Such type of cryptographic attacks consists of analyzing the
physical behavior of the chip that performs the operations, in order to draw information
about the exchanged data. The analysis can regard the timing of the computation pro-
cess, the measure of power consumption, or the measure of the emitted electromagnetic
radiation. As an example, we take a standard double-and-add algorithm to perform the
scalar multiplication kP = 7P . The chip proceeds step by step, computing 2P (doubling),
2P + P = 3P (addition), 2(3P ) = 6P (doubling), 6P + P = 7P (addition). Suppose that
different formulas are used for doubling and addition: this is the case of elliptic curves
in short Weierstrass form. In this case, a side channel attack lets the opposer distinguish
between the two operations performed by the processor. Hence, the opposer can recover
information about the scalar k. Twisted Edwards curves avoid this kind of attack. In fact,
their addition formulas are strongly unified. This means that the same formula holds for
both addition and doubling (see for example [13], [12]).

We sum up in the scheme below the most important aspects of twisted Edwards curve
cryptography, as well as the main advantages of these curves over the standard elliptic
curves.

Scheme 4.

Twisted Edwards curves VS elliptic curve cryptography.
Twisted Edwards groups for cryptosystems: cyclic subgroups E(Fq) of large prime order, q prime number.

Security.

• DLP as hard as in the birationally equivalent elliptic curve in Montgomery form.
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• More security against side-channel attacks, thanks to the strongly unified formulas.

Efficiency.

• Fast algorithms to compute the group order as in the elliptic curve case, and analogous optimal
representation R′1 (see (1.11)).

• Faster formulas for point addition, thanks to the double symmetry of the curve.

1.3.3 Summation polynomials of elliptic and twisted Edwards curves

Let K be a field of characteristic different from 2, 3. Let E be an elliptic curve defined over
K. Let Ea,d be a twisted Edwards curve defined over K. We unify the notations of point
addition on elliptic and twisted Edwards curves, of the previous subsections. We denote
by ⊕ the point addition on E or on Ea,d. Moreover, we denote by O the neutral element of
the operation. The summation polynomials of the elliptic curve, or of the twisted Edwards
curve, are a family of polynomials that allow to study the geometry of the curve itself.
They were introduced by Semaev in [67] for the case of elliptic curves. We give below
the definition from the original paper ([67, Section 2]), together with its straightforward
adaptation to the case of twisted Edwards curves ([40]).

Definition 36 (Summation polynomials of elliptic and twisted Edwards curves). Let
t ≥ 2. A polynomial ft(x1, · · · , xt) ∈ K[x1, · · · , xt] is called t-summation polynomial of

the elliptic curve E if it satisfies the following property. For each (x1, · · · , xt) ∈ Kt
one

has that ft(x1, · · · , xt) = 0 if and only if there exist Pi = [xi, yi, 1] ∈ E for each i, such
that P1 ⊕ · · · ⊕ Pt = O.

A polynomial ft(y1, · · · , yt) ∈ K[y1, · · · , yt] is called t-summation polynomial of the

twisted Edwards curve Ea,d if it satisfies the following property. For each (y1, · · · , yt) ∈ Kt

one has that ft(y1, · · · , yt) = 0 if and only if there exist Pi = [xi, yi, 1] ∈ Ea,d for each i,
such that P1 ⊕ · · · ⊕ Pt = O.

In [67, Theorem 1], Semaev takes an elliptic curve E in short Weierstrass form. He
gives a definition for f2 and f3, as well as a recursive construction for ft when t ≥ 4. The
recursive construction is based on the Sylvester resultant between two polynomials. The
definitions can be easily adapted to the case of twisted Edwards curves, as the authors did
in [40]. In the following theorem, we give these constructions both for elliptic and twisted
Edwards curves, as well as the basic properties of summation polynomials.

Theorem 37 (Recursive construction and properties of summation polynomials). Let
E : y2z = x3 +Axz2 +Bz3 be an elliptic curve in short Weierstrass form defined over K.
The t-th summation polynomial ft of the elliptic curve E can be defined by

f2(x1, x2) = x1 − x2,

f3(x1, x2, x3) = (x1 − x2)2x23 − 2((x1 + x2)(x1x2 +A) + 2B)x3 + ((x1x2 −A)2 − 4B(x1 + x2))

ft(x1, · · · , xt) = resx(ft−k(x1, · · · , xt−k−1, x), fk+2(xt−k, · · · , xt, x)) for t ≥ 4 and 1 ≤ k ≤ t− 3

,

where resx(fi, fj) denotes the resultant of the polynomials fi and fj with respect to the
variable x.

Let Ea,d : ax2z2 + y2z2 = z4 + dx2y2 be a twisted Edwards curve defined over K. The
t-th summation polynomial ft of the twisted Edwards curve Ea,d can be defined by
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
f2(y1, y2) = y1 − y2

f3(y1, y2, y3) = (y21y
2
2 − y21 − y22 + ad−1)y23 + 2(d− a)d−1y1y2y3 + ad−1(y21 + y22 − 1)− y21y22

ft(y1, . . . , yt) = resy(ft−k(y1, . . . , yt−k−1, y), fk+2(yt−k, . . . , yt, y)) for t ≥ 4 and 1 ≤ k ≤ t− 3

,

The t-th summation polynomial ft (of an elliptic curve E or of a twisted Edwards
curve) is absolutely irreducible and it has degree 2t−2 in each variable. For t > 2, the t-th
summation polynomial is symmetric.

Example 38. Let Ed : 3x2z2+y2z2 = z4+x2y2 be the twisted Edwards curve of Example
12, defined over the field F13. The 3-rd summation polynomial of Ed is f3(y1, y2, y3) =
(y21y

2
2 − y21 − y22 + 3)y23 + 9y1y2y3 + 3(y21 + y22 − 1) − y21y22. We have that f3(0, 0,−1) = 0

and P1 = P2 = [3, 0, 1], P3 = [0,−1, 1] ∈ Ed are such that P1 ⊕ P2 ⊕ P3 = O.

Constructive and destructive applications of summation polynomials

By definition, finding a zero of the t-th summation polynomial of an elliptic or twisted Ed-
wards curve is equivalent to finding a vanishing relation P1⊕· · ·⊕Pt = O between t points
P1, · · · , Pt on the curve. Each point Pi is determined up to sign. Notice that, using coordi-
nates (x1, · · · , xt, y1, · · · , yt) and the definition of point addition of the curve E, one can de-
fine a polynomial Ft(x1, · · · , xt, y1, · · · , yt) ∈ K[x1, · · · , xt, y1, · · · , yt] such that the follow-
ing property holds. We have that Ft(x1, · · · , xt, y1, · · · , yt) = 0 for (x1, · · · , xt, y1, · · · , yt) ∈
K2t

if and only if Pi = [xi, yi, 1] ∈ E for all i and P1 ⊕ · · · ⊕ Pt = O. In this case, the
points Pi are uniquely determined. However, Ft has twice the variables of ft. The poly-
nomial Ft will be much more difficult to compute and to manage. If we use ft to find
relations between points, we cannot distinguish any more between a point and its inverse.
Nevertheless, in practice, this little ambiguity makes the difference between manageable
and practically unmanageable polynomials, at least for little n. Actually, we point out
that also ft becomes huge even for little n. The complexity of computing the t-th Semaev
polynomial is O(et

2
) ([30, Proposition 2.3]), and the computation becomes practically un-

manageable for t > 6. In fact, the largest summation polynomial ever computed is the
6-th summation polynomial (see [41]).

From the discussion above, it follows that, for little t, summation polynomials are
interesting cryptographic tools. They can play an important role in constructive aspects
regarding the efficiency of cryptosystems, as well as in destructive aspects, regarding the
study of DLP attacks. Concerning the first aspect, summation polynomials are used in [47]
to give an optimal and efficient representation for trace-zero subgroups of elliptic curves.
Moreover, we use summation polynomial in Chapter 2 for the same purpose, in the case
of twisted Edwards curves. As regard the second aspect, in Section 1.5 we explain how
summation polynomials are applied to Gaudry’s index calculus method for DLP attacks,
on elliptic groups E(Fqn) and trace-zero subgroups of elliptic curves (see [46],[30],[31],[48]).

Summation polynomials have been of fundamental importance throughout our work.
In fact, we draw inspiration from them to define and compute generalized summation
polynomials. We introduce these polynomials in Chapter 3. We use generalized summa-
tion polynomials to develop a scalar multiplication algorithm for trace-zero elements (see
Chapter 4), as well as to build an index calculus variant for trace-zero subgroups (see
Chapter 5).
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The scheme below sums up the relevant features of summation polynomials we dealt
with in this subsection.

Scheme 5.

Summation polynomials of elliptic and twisted Edwards curves.

Aim.

• Find vanishing relations P1 ⊕ · · ·Pt = O on the curve (up to sign).

Constructive cryptographic applications.

• Optimal representation for trace-zero elements ([47] and Chapter 2).

Destructive cryptographic applications.

• Index calculus for DLP attacks on E(Fqn) and on trace-zero subgroups (Section 1.5).

Generalization.

• Generalized summation polynomials (Chapter 3) and their applications (Chapter 4 and 5).

1.4 Trace-zero subgroups

Elliptic and twisted Edwards curves are the primary and most common application of
algebraic geometry to cryptography. Nevertheless, a deeper insight in this world allows to
find new and suitable alternatives to construct DLP cryptosystems. This was the aim of
Frey in his paper “Applications of arithmetical geometry to cryptographic constructions
” ( [43], 1999). In the mentioned work, the author introduces some classes of admissi-
ble abelian varieties. Admissible abelian varieties are abelian varieties that satisfy some
necessary conditions for a safe and efficient cryptographic setting. Among them, trace-
zero subgroups of elliptic curves were first proposed for applications to cryptography. In
Subsection 1.4.1, we briefly recall the basic notions about abelian varieties. We introduce
trace-zero subgroups in Subsection 1.4.2.

1.4.1 Beyond elliptic curve cryptography: admissible abelian varieties

We shortly introduce abelian varieties starting from the notions of Section 1.2. Let K be
field. For n ∈ Z≥2, the affine space of dimension n over K, denoted by An(K), is the
natural generalization of A2 from 2 to n. Similarly, the projective space of dimension n
over K, denoted by Pn(K), is the natural generalization of P2 from 2 to n. We write An
and Pn for An(K) and Pn(K) respectively, when there is no ambiguity about the field of
definition. We have that An and Pn are related via the map Φxn+1 , which is the analogous
of Φz in the case n = 2.
One defines affine/projective algebraic sets, and affine/projective varieties, as generaliza-
tions of affine/projective curves, and affine/projective absolutely irreducible curves re-
spectively. More precisely, an affine algebraic set Va ⊆ An defined over K is a subset of
form:

Va = {P ∈ An : f1(P ) = 0, · · · , ft(P ) = 0},

where fi(x1, · · · , xn) ∈ K[x1, · · · , xn] for i ∈ {1, · · · , t}. Moreover, for each field extension
K ⊆ L ⊆ K, the set of L-rational points of Va is

Va(L) = {(x1, · · · , xn) ∈ Va : xi ∈ L for i ∈ {1, · · · , n}}.

When the affine algebraic set Va defined over K is such that the corresponding ideal
(f1, · · · , ft) ⊆ K[x1, · · · , xn] is a prime ideal, then Va is called affine variety defined over
K.
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A projective algebraic set Vp ⊆ Pn defined over K is a subset of form:

Vp = {P ∈ Pn : f1(P ) = 0, · · · , ft(P ) = 0},

where fi(x1, · · · , xn+1) ∈ K[x1, · · · , xn+1] are homogeneous polynomials. For each field
extension K ⊆ L ⊆ K, the set of L-rational points of Vp is

Vp(L) = {[x1 · · · , xn+1] ∈ Vp : ∃ i ∈ {1, · · · , n+1} such that xk/xi ∈ L for all k ∈ {1, · · · , n+1}}.

The projective algebraic set Vp defined over K is called projective variety defined over K
if the corresponding ideal (f1, · · · , ft) ⊆ K[x1, · · · , xn+1] is a prime ideal.

Hence affine/projective curves defined over K are affine/projective algebraic sets de-
fined over K, for n = 2 and t = 1. Moreover, affine/projective absolutely irreducible curves
defined over K are affine/projective varieties defined over K, for n = 2 and t = 1. As we
did in the special case n = 2, t = 1, we define the projective closure Va of Va. Moreover,
we define the dehomogenization (Vp)

∗
xn+1

of Vp with respect to the last variable. Let Va
be an affine variety defined over K. Let Vp be a projective variety defined over K. Take a
field extension K ⊆ L ⊆ K. Again generalizing from the case n = 2, t = 1, we define the
field of L-rational functions K(Va) of Va and K(Vp) ∼= K((Vp)

∗
xn+1

) of Vp. In the same way,
we define rational maps between affine or projective varieties.

Remark 39. Algebraic sets of An (resp. Pn) are the closed sets of a topology on An (resp.
Pn), called the Zarisky topology. Sometimes, one is interested in geometric properties that
hold true in a nonempty Zarisky open set of An or Pn. Notice that a nonempty Zarisky
open set of An (resp. Pn) is dense in An (resp. Pn). This means that its closure is the
whole space An (resp. Pn). Intuitively, if a property holds in a nonempty Zarisky open set,
then the property is verified almost always. The given nonempty open set is the general
case. The complement set is the set of exceptional cases.

The dimension of a projective variety V defined over K is denoted by dim(V ). It is
the minimal d such that K(V ) is algebraic over K(x1, · · · , xd).

Example 40. The dimension of an absolutely irreducible projective curve C : F (x, y, z) =
0 defined over K is dim(C) = 1. In fact, K(C) ∼= K(C∗z ) = K(x, y), where x, y are x, y
mod (f(x, y) = F (x, y, 1)). We have that K(x, y) = K(x)[y]/(f(x, y)). Therefore, K(C) is
algebraic over K(x), and the dimension of C is dim(C) = 1.

An abelian variety defined over K is a variety V defined over K, endowed with a
commutative group operation

+ : V × V −→ V,

that is a rational map between the varieties V × V and V . Let V be an abelian variety
defined over K. Take a field extension K ⊆ L ⊆ K. It follows from the definition of abelian
variety that (V (L),+) is an abelian group.

Example 41 (Some abelian varieties). An elliptic curve defined over K is a projective
abelian variety of dimension 1 defined over K, with the point addition law ⊕ given in
Section 1.3.1.

Let Ea,d be a twisted Edwards curve defined over K. Its affine dehomogenization
(Ea,d)

∗
z is an affine abelian variety of dimension 1 defined over K, with the point addition

law ⊕̂ given in Section 1.3.2.
Take an absolutely irreducible projective curve of the form

C : y2z2g−1 = f(x, z),
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where g ∈ Z≥1, f ∈ K[x, z] is a homogeneous polynomial of degree 2g+1, such that f(x, 1)
has no multiple roots. One has that the genus of the curve C is g. A curve of this form is
called hyperelliptic curve of genus g defined over K. Notice that a hyperelliptic curve of
genus 1 is an elliptic curve. One can show that the degree zero Picard group Pic0(C) of
the curve C has a structure of an abelian variety of dimension g defined over K. Moreover,
for the field extension K ⊆ L ⊆ K, the group Pic0(C)(L) of L-rational divisor classes that
we defined in (1.3) corresponds to the group of L-rational points of the variety Pic0(C).

In the following example, we give a procedure to construct an abelian variety of di-
mension n ∈ Z>0 defined over a finite field Fq, starting from an elliptic curve E defined
over Fq and the group E(Fqn) of Fqn-rational points of E. Such method is called Weil
restriction of scalars. We refer to [6, Chapter 7] and to [43, Section 3.2].

Example 42 (Weil restriction of scalars). Let E : F (x, y, z) = 0 be an elliptic curve de-
fined over a finite field Fq. For n ∈ Z>0, take the field extension Fq ⊆ Fqn . Choose a basis
{α1, · · · , αn} of Fqn over Fq. For x, y ∈ Fqn , one can write x = x1α1+· · ·+xnαn, y = y1α1+
· · · + ynαn, for some x1, · · · , xn, y1, · · · , yn ∈ Fq. So we have that an affine point [x, y, 1]
belongs to E(Fqn) if and only if 0 = F (x, y, 1) = f(x, y) = f(x1α1 + · · · + xnαn, y1α1 +
· · · + ynαn) = f1(x1, · · · , xn, y1, · · · , yn)α1 + · · · + fn(x1, · · · , xn, y1, · · · , yn)αn, for some
f1, · · · , fn ∈ Fq[x1, · · · , xn, y1, · · · , yn]. This is equivalent to saying fi(x1, · · · , xn, y1, · · · , yn) =
0 for i ∈ {1, · · · , n}. We take the following projective algebraic set defined over Fq:

WE = {P ∈ P2n : fhi (P ) = 0 for i ∈ {1, · · · , n}}.

One can show that WE is a n-dimensional abelian variety defined over Fq. Moreover, we
have that the group E(Fqn) of Fqn-rational points of E can be identified with the group
WE(Fq) of Fq-rational points of WE . We say that the n-dimensional abelian variety WE is
obtained from E via Weil restriction of scalars. Similarly, given a twisted Edwards curve
Ea,d defined over Fq, we construct the n-dimensional affine abelian variety W(Ea,d)∗z defined
over Fq.

For cryptographic applications, one can take abelian varieties V defined over finite
fields Fq and the groups V (Fq) of Fq-rational points of V . An abelian variety V is called
admissible abelian variety (see [43]), if it could be a good candidate to set a cryptosystem.
This means that V (Fq) satisfies the conditions of security and efficiency that we recall in
Section 1.1.

Elliptic and twisted Edwards curves are abelian varieties of dimension 1. If one takes
abelian varieties of higher dimension, the formulas for the group law could be too compli-
cated to be managed efficiently in a cryptosystem. In such situation, the abelian variety
is called unmanageable. It is a non-admissible abelian variety. This is the case of the
Picard group of hyperelliptic curves of high genus. On the other hand, a growth in the
dimension and the more complex structure of the group under consideration could allow
the use of new geometric tools, that one does not have in dimension 1. Such tools could
have a positive effect from the point of view of efficiency. In fact, they could be used to
speed up the computation algorithms. This is the case of groups E(Fqn) of Fqn-rational
points of elliptic curves E defined over Fq (see Example 42). We will see in the sequel that,
in such groups, one can use the Frobenius endomorphism of the curve to speed up the
computation. Nevertheless, the additional structure on the variety could also represent a
threat for the security of the cryptosystem. It might be exploited to perform specific DLP
attacks, such as the index calculus attack that we describe in Section 1.5.

Among the families of admissible abelian varieties, Frey suggests, in [43], the use
of Picard groups of hyperelliptic curves of small genus, as well as the use of trace-zero
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subgroups of elliptic and hyperelliptic curves. The first kind of abelian varieties had been
already proposed by Koblitz in [53]. On the other hand, Frey started the study of trace-
zero subgroups in cryptography. Trace-zero subgroups of elliptic and twisted Edwards
curves are the main objects of this thesis. We introduce them in the next subsection.

1.4.2 Trace-zero subgroups for cryptography

Let Fq be a finite field of characteristic different from 2, 3. Denote by Fq the algebraic
closure of Fq. Let E : f(x, y, z) = 0 be an elliptic curve defined over Fq. Let Ea,d :
f(x, y, z) = 0 be a twisted Edwards curve defined over Fq. We denote again by E the
affine dehomogenization of Ea,d with respect to the variable z. Denote by ⊕ the operation
of point addition on E. Denote by O the neutral element of the operation. Let P be a
point of E. Denote by −P the inverse of P with respect to ⊕. Take a field extension
Fq ⊆ L ⊆ Fq. We recall from Section 1.3 that (E(L),⊕) is an abelian group. Let ϕ be the
Frobenius endomorphism of the elliptic curve E:

ϕ : E −→ E, [x, y, z] 7→ [xq, yq, zq].

We denote again by ϕ the Frobenius endomorphism of the twisted Edwards curve Ea,d:

ϕ : E(Fq) −→ E(Fq), (x, y) 7→ (xq, yq).

Notice that, in the case of twisted Edwards curves, the Frobenius endomorphism can be
naturally extended to a map

ϕ : Ea,d −→ Ea,d, [x, y, z] 7→ [xq, yq, zq].

Nevertheless, since Ea,d is not a group, we restrict to the group E(Fq) of Fq-rational affine
points of Ea,d, to define the group endomorphism ϕ.

Let Fq ⊆ Fqn be a field extension of odd prime degree n. We take the trace endomor-
phism of E(Fqn):

Tr : E(Fqn) −→ E(Fq), P 7→ P ⊕ ϕ(P )⊕ · · · ⊕ ϕn−1(P ).

Notice that, for each P ∈ E(Fqn), one has that ϕ(Tr(P )) = ϕ(P )⊕· · ·⊕ϕn−1(P )⊕ϕn(P ) =
P ⊕· · ·⊕ϕ(P ) · · ·⊕ϕn−1(P ) = Tr(P ). This means that Tr(P ) ∈ E(Fq) for all P ∈ E(Fqn).
Hence, the map Tr is well defined.

Definition 43 (Trace-zero subgroups of elliptic/twisted Edwards curves). The trace-zero
subgroup Tn of E(Fqn) is the kernel of Tr, that is:

Tn = {P ∈ E(Fqn) : P ⊕ ϕ(P )⊕ · · · ⊕ ϕn−1(P ) = O}.

In Example 42, we saw that we can identify E(Fqn) with the group of Fq-rational points
of the n-dimensional abelian variety WE , via the process of Weil restriction of scalars. We
have that Tn can be identified with the group of Fq-rational points of a (n−1)-dimensional
subvariety of WE (see [6, Section 7.4.2] and [43, Section 3.2]). This subvariety is called
trace-zero variety. We denote it by Tn.

Remark 44. Trace-zero subgroups can be defined, in a more general setting, for the
Picard group of hyperelliptic curves of genus g. For example, for genus g = 2, they have
been studied by T. Lange in [55]. In this thesis, we only deal with trace-zero subgroups
of elliptic and twisted Edwards curves. Therefore, we decided to give the definition of
trace-zero subgroups in this specific case.
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Trace-zero subgroups have been first proposed for cryptographic applications by Frey in
[43]. They turn out to be interesting in this context, as they provide a suitable combination
of good security, optimal data storage and efficient arithmetic. We now analyze these
aspects for Tn ⊆ E(Fqn). We make comparisons with the groups of base field-rational
points of elliptic curves and twisted Edwards curves. From such analysis, it follows that
the use of trace-zero subgroups in cryptography can be a valid alternative to the standard
use of elliptic curves.

Security and optimal data storage in trace-zero subgroups

Suppose that we have a DLP cryptosystem on E(Fq), where q is a prime number and E(Fq)
is cyclic of prime order. We recall from Section 1.3 that, in such groups, the best algorithm
to solve the DLP is the Pollard’s rho algorithm. Its complexity is O(q

1
2 ). Suppose that

we want to switch to a more secure cryptosystem. In order to do this, one can simply
take E′(Fq′), for some elliptic curve E′ defined over a finite field Fq′ , where q′ is a prime
number and q′ > q. As before, we choose E′(Fq′) cyclic of prime order. Alternatively, we
can take the group E(Fqn) of Fqn-rational points of E, where n > 1. Suppose that n is
an odd prime. The following result shows that it is not necessary to take the whole group
E(Fqn). As a matter of fact, we obtain the same increase in the level of security if we
restrict to the subgroup Tn ⊆ E(Fqn).

Proposition 45. We have the exact sequence:

0 −→ Tn↪→E(Fqn)
Tr−→ E(Fq) −→ 0.

Proof. We prove the result for the case in which E(Fq) is cyclic of prime order p, with
p much larger than n. Notice that this is the case in cryptographic applications. In this
case, one can take n−1 the inverse of n modulo p. Hence, for Q ∈ E(Fq), one obtains
Tr(n−1Q) = Q. This implies the surjectivity of Tr and the exactness of the sequence.

As a consequence of the previous proposition, one has that solving a DLP in E(Fqn)
reduces to solving a DLP in Tn and a DLP in E(Fq). Therefore, we can take the smaller
group Tn ⊆ E(Fqn), rather than the whole E(Fqn), without losing security. This advantage
of the trace-zero subgroup is also captured by the security parameter for pairing based
cryptography. In fact, in [65] and [66], it is proved that such parameter in Tn is higher
than that of E(Fqn) by a factor n/(n− 1), when E is a supersingular elliptic curve.

Optimal representations for trace-zero elements. An advantage of working in Tn
rather than in the entire group E(Fqn) is that we can represent trace-zero elements with
shorter bit-strings. In this way, we obtain optimal data storage for the same level of se-
curity, as a consequence of Proposition 45 and the subsequent discussion. Hence, it is
of great importance to know and use an optimal representation for trace-zero elements.
We refer to Definition 7 of optimal representation. By the Hasse-Weil theorem, one has
that |E(Fqn)| ∈ O(qn). Moreover, by Proposition 45, we have |Tn| = |E(Fqn)|/|E(Fq)|.
This implies that |Tn| ∈ O(qn−1). Therefore, we need n coordinates of Fq for an optimal
representation of elements of E(Fqn). On the other hand, we need only n− 1 coordinates
of Fq for an optimal representation of elements of Tn. In (1.10), we give the optimal rep-
resentation R1 for the family of groups on elliptic curves G1 = (E(Fq))q,E . Furthermore,
in (1.11), we give the analogous optimal representation R′1 for the family of groups on
twisted Edwards curves G′1 = (E(Fq))q,Ea,d . If we combine the representation R1 with the
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process of Weil restriction of scalars (see Example 42), we obtain the optimal representa-
tion Rn = (Rn,q,E)q,E for the family of groups on elliptic curves Gn = (E(Fqn))q,E . This
optimal representation is given by the maps

Rn,q,E : E(Fqn) \ {O} −→ Fnq , [x, y, 1] 7→ (x1, · · · , xn). (1.12)

We refer to Example 42 for notation. Similarly, from R′1, and using Weil restriction of
scalars, we have the optimal representation R′n = (R′n,q,Ea,d)q,Ea,d for the family of groups

on twisted Edwards curves G′n = (E(Fqn))q,Ea,d . The optimal representation is given by
the maps

R′n,q,Ea,d : E(Fqn) −→ Fnq , (x, y) 7→ (y1, · · · , yn). (1.13)

Notice that, for each Tn ⊆ E(Fqn), one can restrict the map Rn,q,E (or the map R′n,q,Ea,d ,
in the case of twisted Edwards curves) to the subgroup Tn. In such a way, we obtain
a family of representations for the family of groups (Tn ⊆ E(Fqn))q,E . Nevertheless,
this induced family of representations is not an optimal representation for the family of
trace-zero subgroups. In fact, |Tn| ∈ O(qn−1). Hence, an optimal representation for the
trace-zero family is given by maps of the type

R̂ : Tn −→ Fn−1q × FkTn2 ,

with the properties of Definition 7. Moreover, efficient compression and decompression
algorithms for R̂ are needed. If we can efficiently perform compression and decompression,
then the given representation is actually relevant for cryptographic applications. Optimal
representations for trace-zero subgroups of elliptic curves in short Weierstrass form have
been proposed by Naumann in [62] for n = 3, Weimerskirch in [75] for n = 5, Silverberg in
[69] and Cesena in [27] for n = 3, 5, Gorla-Massierer in [47] and in [49] for any odd prime n.
In all the mentioned works, efficient compression and decompression algorithms are given.
In Chapter 2 of this thesis, we give two optimal representations for trace-zero subgroups of
twisted-Edwards curves. We follow and adapt ideas from [47] and [49] for elliptic curves in
short Weierstrass form. We refer to the mentioned chapter for the description and analysis
of our work on the subject.

Optimal representations and efficient arithmetic

The use of an optimal representation for trace-zero elements has to be integrated with effi-
cient performances of the arithmetic in Tn. For practical applications as the Diffie-Hellman
key exchange, one is especially interested in fast performance of scalar multiplication.
Therefore, the aim is combining fast performance of scalar multiplication in Tn with the
use of an optimal representation for trace-zero points. There are two possible ways to
achieve this goal. The first way is to perform the operation in the whole group E(Fqn)
and to use compression/decompression algorithms to pass from the usual coordinates of
E(Fqn) to the optimal coordinates of the trace-zero subgroup, and vice versa respectively.
We call this approach non-compressed scalar multiplication. The second way is to perform
the operation directly in the optimal compressed coordinates of the trace-zero subgroup.
In Chapter 4 of this thesis, we give an algorithm that accomplishes this task for n = 3.
The algorithm uses the compressed coordinates of the optimal representation proposed
in [49]. Such algorithm is the first one to carry out scalar multiplication in trace-zero
subgroups, performing the computation directly in optimal coordinates.

We now briefly describe the first approach to scalar multiplication in Tn, that is non-
compressed scalar multiplication. We refer to Chapter 4 for the description and analysis
of our original algorithm.
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Non-compressed scalar multiplication in Tn and Frobenius reduction. Non-
com-
pressed scalar multiplication in Tn is an efficient procedure. As a matter of fact, in all
works dealing with optimal representations for Tn ([62], [75], [69], [27], [47], [49]), efficient
compression/decompression algorithms are given. Moreover, fast algorithms to perform
operations in E(Fqn) are well known. Furthermore, when we work in E(Fqn), we can
exploit the Frobenius endomorphism ϕ of the curve to speed up scalar multiplication, as
explained in [6, Section 15.1 and Section 15.2]. We call such strategy Frobenius reduction.
Frobenius reduction can be applied, in general, to the group Pic0(C)(Fqr) of Fqr -rational
divisor classes of a hyperelliptic curve C defined over Fq, whenever r > 1 (see[6, Section
15.1]). It was first proposed by Koblitz in [54] for special elliptic curves. The idea is to
take the characteristic polynomial χϕ of the Frobenius endomorphism ϕ of E, as defined
in (1.9). Notice that this definition is analogous in the case of twisted Edwards curves.
For a root τ of χϕ, one has that ϕ(P ) = τP for all P ∈ E. Suppose that we want to
compute the scalar product mP of P . One can write the scalar m as

m =
∑

miτ
i, (1.14)

in such a way that the mi’s are small compared to m. The sum (1.14) is called τ -expansion
of m. Then, one can compute mP =

∑
miϕ

i(P ). Namely, we split the computation of
the scalar product by m in the computations of scalar products of smaller size, and some
few additions. The computations of the small scalar products can be done in parallel.
Moreover, one can implement the arithmetic in the finite field extensions Fq ⊆ Fqn , in
such a way that applying the Frobenius endomorphism to a point is costless. In order
to do this, we can for example take a normal basis of Fqn over Fq. Therefore, the result
of Frobenius reduction is a speeding up of the whole multiplication process. For non-
compressed scalar multiplication in trace-zero subgroups, the strategy enjoys the benefit
of the extra property of the Frobenius endomorphism restricted to the trace-zero subgroup.
The property is

1 + ϕ+ · · ·ϕn−1 = 0. (1.15)

Using this property, the operation of scalar multiplication can be further sped up. Hence,
computation in Tn is faster than in the whole group E(Fqn): see [6, Section 15.3], [4], [62],
[75].

We now give more details on Frobenius reduction in Tn. We refer to [6, Section 15.3].
Suppose that Tn is cyclic of prime order p, that is the case for cryptographic applications.
One has that there is an element s ∈ Zp such that ϕ(P ) = sP for all P ∈ Tn. If we take
the Frobenius endomorphism restricted to the trace-zero subgroup, we have that both
equations (1.9) and (1.15) hold true. Therefore, one can easily compute s from the derived
equalities s2−as+q = 0 mod p and 1+s+ · · · sn−1 = 0 mod p. Now we write the scalar
m as m =

∑n−2
i=0 mis

i, where the mi’s are in the order of s. Then, for P ∈ Tn, we compute
the scalar product mP =

∑
miϕ

i(P ). The authors of [5] did some practical experiments
for n = 3, 5. They took trace-zero subgroups T3 and T5 of elliptic curves defined over prime
fields of odd characteristic, of cryptographic size 2160, 2192 and 2256. They performed scalar
multiplication in such subgroups, using Frobenius reduction. Then, they performed the
same operation in groups of base field-rational points of elliptic curves, of the same size.
It turned out that scalar multiplication in the trace-zero subgroups was up to 30% faster
than the same operation in the standard elliptic groups. In pairing-based cryptography,
one can use analogous strategies involving the Frobenius endomorphism, to speed up the
computation of the Miller function for the Tate pairing with trace-zero subgroups (see
[27]). Moreover, Frobenius reduction can be adapted and applied to optimize our scalar
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multiplication algorithm in compressed trace-zero coordinates, as we will see in Chapter
4.

Conclusion and comparison with standard elliptic groups

In the previous paragraphs, we described security and efficiency aspects for trace-zero
subgroups Tn ⊆ E(Fqn). From the above discussion, it follows that such subgroups could
be a valid alternative, for cryptographic applications, to classical elliptic groups of the
type E′(Fq′), where q′ is a prime number. Nevertheless, we remark that, in Tn, one can
apply other DLP attacks than the generic Pollard’s rho. This is in contrast with the
case of elliptic groups E′(Fq′), where the best DLP attack is the generic Pollard’s rho, of

complexity O((q′)
1
2 ). In fact, trace-zero subgroups Tn over Fq can be seen as groups of

Fq-rational points of abelian varieties of dimension n−1, via the process of Weil restriction
of scalars. We have already mentioned that, when the dimension of the abelian variety is
greater than one, we have more geometric structure on the groups under consideration.
This could be an advantage for efficient arithmetic: a bright example is the application of
Frobenius reduction to Tn. On the other hand, the additional geometric structure can be
a threat for security. In fact, it can be exploited to perform DLP attacks. Indeed, we will
see in the next section that the best DLP attack in trace-zero subgroups Tn is Gaudry’s

index calculus attack. The complexity of the attack is O(q2
n−2
n−1 ). This complexity is lower

than Pollard’s rho complexity for n > 3. Hence, to have cryptosystems with the same

level of security, we have to compare Tn ⊆ E(Fqn) with E′(Fq′), where q′ ∈ O(q4
n−2
n−1 ).

For n = 3, the groups T3 and E′(Fq′) are of the same cardinality O(q2). However, for
n > 3, we need to take larger trace-zero subgroups to have the same level of security
of elliptic groups E′(Fq′). As a consequence, when n is large, trace-zero subgroups are
in theory not convenient to build cryptosystems. On the other hand, we point out that
Gaudry’s strategy requires to solve huge polynomial systems. Up to now, this task is not
feasible in practice. Even if, up to now, Gaudry’s index calculus attack is not effective, it
could be a potential threat for DLP security in trace-zero subgroups Tn, with n large. So,
for cryptographic applications, one takes trace-zero subgroups of small degree n: namely
n = 3, 5, 7. We remark that the degree 3 trace-zero subgroups T3 guarantee optimal DLP
security and the best arithmetic performances. When we say that T3 has optimal DLP
security, we mean that, in T3, the complexity of Gaudry’s index calculus algorithm is
the same as the complexity of the generic Pollard’s rho attack: we refer to Section 1.5.1
for more details on the concept of optimal DLP security. Hence, degree three trace-zero
subgroups can be compared with standard elliptic groups of the same size, that is, with
E′(Fq′), where q′ is a prime and q′ ∈ O(|T3|) = O(q2). Moreover, if we apply Frobenius
reduction in T3, we increase the efficiency of the scalar product algorithms. In this way,
the computation is faster than in elliptic groups E′(Fq′) of the same size. Furthermore,
computing the cardinality of T3 is more efficient than computing the cardinality of E′(Fq′).
The reason is that, by the Hasse-Weil theorem and by Proposition 45, we need to compute
the characteristic polynomial of the Frobenius endomorphism of E and of E′, in order to
get the cardinality of T3 and E′(Fq′) respectively ([73, Theorem 4.10 and Theorem 4.12],
[6, Section 15.3.1]). We have that E is defined over Fq, while E′ is defined over Fq′ , with
q′ ∈ O(q2). Then the characteristic polynomial of the Frobenius endomorphism of the first
elliptic curve is easier to compute. To conclude, trace-zero subgroups of small degree, and
especially the degree 3 trace-zero subgroups, are a valid, concrete alternative to standard
elliptic cryptosystem. Their relevance for applications in cryptography is one of the main
motivations that lead us to the work of this thesis.
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The following scheme collects the important cryptographic aspects of trace-zero sub-
groups, that we discussed in this section.

Scheme 6.

Trace-zero subgroups for cryptography.

Security.

• We can restrict from E(Fqn) to Tn without losing security.

• T3 has optimal DLP security (the complexity of DLP attacks is the Pollard’s rho complexity).

Efficiency.

• Fast algorithms to compute the group order, since |Tn| = |E(Fqn)|/|E(Fq)|.
• Scalar multiplication sped up by Frobenius reduction.

• Optimal efficient representations are known ([62], [75], [69], [27], [47], [49], Chapter 2).

1.5 Index calculus for the discrete logarithm problem

In Section 1, we gave the definition of Discrete Logarithm Problem in cyclic groups (Defi-
nition 4). We pointed out that the security of important cryptosystems is nowadays based
on the assumption that this problem on certain groups is hard to solve. Therefore, the
study of strategies for solving the DLP is a fundamental issue in cryptography. In the
following, we give a brief survey of the current techniques in this field. We deal with
the complexity of these techniques in the different groups that are used in cryptographic
applications. We refer to [6, Chapters 19, 20, 21, 22] and [70]. In Subsection 1.5.3 we
focus on the so-called index calculus method for DLP attacks. In Chapter 5, we propose
an original variant of index calculus for trace-zero subgroups.

1.5.1 Generic algorithms for the DLP

We start our survey with the most famous generic algorithms for solving the DLP in
a cyclic group G of order N . Generic algorithms are, by definition, algorithms that
can be applied to any group. These methods do not take into account the additional
properties of the given group. Therefore, generic algorithms are supposed to carry out a
limited number of tasks. Namely, they can only perform the group operation, compute
inverses, and recognize if two group elements are the same. Generic algorithms for the DLP
include the Pohlig-Hellman method, the baby-step giant-step method, and the Pollard’s
rho method with its variants (the Pollard’s kangaroo method and the lambda method).
Pohlig-Hellman method reduces the computation of the DLP in G to the computation of
DLP’s in the cyclic subgroups of G of prime order. Thanks to this strategy, one can always
take cyclic groups G of prime order, for cryptographic applications. Hence, from now on,
we suppose that N is a prime number. Due to a result of Shoup ([68]), a generic algorithm
for the DLP in G must perform Ω(

√
N) group operations. Nowadays, the best generic

algorithm to solve the DLP is the Pollard’s rho method, which has complexity O(
√
N):

such complexity achieves the order of magnitude of Shoup’s lower bound. Therefore, we
say that a group G has optimal DLP security if the complexity of solving the DLP in G
is the same as the complexity of the Pollard’s rho method in the group. Pollard’s rho is
based on the well known probabilistic result called birthday paradox. According to this
result, the expected number of draws of random elements of G before finding a collision
is O(

√
N). The complexity of Pollard’s rho method follows from this result.
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1.5.2 Better than generic: exploit the structure to attack the cryptosys-
tem

Non-generic algorithms for solving the DLP follow two main directions: the transfer of
the DLP and the index calculus method. The transfer of the DLP consists of reducing the
DLP in the given group to a DLP in another group, in which it is easier to solve. This can
be done via pairings, as well as via Weil restriction of scalars. Pairings are non-degenerate
bilinear maps e : G×G −→ H, where G is the group in which one has to solve the DLP,
and H is another group . If e is efficiently computable, one can take the injective group
homomorphism eP ′ : G −→ H, such that eP ′(Q) = e(Q,P ′), for some fixed P ′ ∈ G. In
such a way, one reduces the computation of the discrete logarithm for Q = `P in G to the
computation of the discrete logarithm for eP ′(Q) = `eP ′(P ) in H. This means that the
complexity of the DLP in G is at most the complexity of the DLP in H. Hence, the DLP
attack is successful if the DLP in H is easy to solve.

Example 46. Take a group G = E(Fq), of prime order N . One can exploit the so-called
Tate pairing or the Weil pairing to transfer the DLP to the group H = µN = {x ∈
Fq : xN = 1} ⊆ Fqk for some k ≥ 1. Hence the attack is successful if k is a small integer.
We remark that this is the case only for special elliptic curves (namely, the supersingular
elliptic curves). These curves have to be discarded to avoid such kind of attack. On
the other hand, we point out that the existence of an efficient bilinear structure between
groups gives also good advantages for computation performances. For example, the use of
pairings allows to speed up the computation of secret keys that have to be shared by three
(or more) parties, in tripartite key exchange protocols (see [6, Section 1.6.4]). Therefore,
pairings are widely studied and they find their application in some cryptographic settings.
This is another example in which some algebraic/geometric features of the given group
determine fallings in security and benefits in arithmetic at the same time.

Concerning Weil restriction of scalars, we refer to Example 42. In this example, we
explained the procedure for elliptic groups E(Fqn). The strategy can be applied to groups
of points of generic abelian varieties. The idea is to transfer the DLP to a group of points
of a variety of higher dimension, in which the DLP could be easier to solve. As a matter
of fact, we mentioned in the previous section that higher dimensions can determine a
reduction in the level of security. Among the attacks that one can apply to the group of
Fq-rational points of an abelian variety V defined over Fq, of dimension d > 1, we recall
the cover attacks and Gaudry’s index calculus strategy. The main difference between the
two attacks is that the first one applies only to special varieties, while the second strategy
works with any d-dimensional variety. The latter method combines Weil restriction of
scalars with the index calculus method. We describe the index calculus method in the
following subsection.

We give in the scheme below the list of the DLP algorithms that we have just men-
tioned.

Scheme 7.

Algorithms for the DLP.

Generic algorithms.
Algorithms that work in any group.

• Pohlig-Hellman: we can always take G of prime order.

• Baby-step, giant-step and Pollard’s rho: optimal complexity O(
√
|G|) (Shoup).
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Non generic algorithms.
Algorithms that exploit the algebraic/geometric structure of the given group.

• DLP transfer: pairings and Weil restriction of scalars.

• Index calculus.

1.5.3 Index calculus

Index calculus is a general strategy for DLP attacks. It is based on the possibility of
decomposing the elements of the group into sums of group elements that belong to a cho-
sen subset of the group, called the factor base. We give below the general outline of the
algorithm. This is divided into four main step: (1) choice of the factor base, (2) search
for relations, (3) linear algebra, (4) computation of the individual logarithm.

Algorithm 2 (Index calculus).

Input : P and Q
Output: ` = logP (Q)

Step 1: Choice of the factor base

Choose F = {P1, · · · , Ph} ⊆ G
Step 2: Search for relations

Find k > h relations of the form:

αiP + βiQ =
h∑
j=1

mj,iPj , (1.16)

where αi, βi are randomly chosen elements of ZN for all i ∈ {1, · · · , k},
and mj,i ∈ ZN for j ∈ {1, · · · , h}, i ∈ {1, · · · , k}

Step 3: Linear algebra

Find a nonzero vector (γ1, · · · , γk) ∈ ZkN in the right kernel of M = (mj,i)
Step 4: Individual logarithm

if
∑k

i=1 βiγi is invertible modulo N then

return ` = −(
∑N

i=1 αiγi)(
∑N

i=1 βiγi)
−1 mod N

else come back to Step 2
end if

Proposition 47. Algorithm 2 is correct.

Proof. Notice that, since k > h, there exists a nonzero vector in the right kernel of M .
This means that there exists (γ1, · · · , γk) ∈ ZkN \ {(0, · · · , 0)}, such that

∑k
i=1mj,iγi = 0

for all j. Hence, to prove the correctness of the algorithm, multiply relation (1.16) by γi
and then sum over i.

Remark 48. Notice that, if one enlarge the factor base, the second step of index calculus
becomes easier. In fact, the probability of finding a relation increases. On the other side,
however, one has to solve a larger linear system. Hence, the third step becomes more
difficult. Vice versa, if one takes a smaller factor base, the linear algebra step is easier.
In fact, we deal with a matrix of smaller dimension. However, finding relations is more
difficult. Hence, for a suitable choice of the factor base, one has to take into account an
optimal balance between the complexities of step 2 and step 3 of Algorithm 2.
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The index calculus strategy has been specialized to the different families of groups
that are suitable for cryptographic applications. Among such groups, we recall the multi-
plicative cyclic groups Zp \ {0} of prime fields Zp, multiplicative cyclic groups Fq \ {0} of
extension fields Fq, Picard groups of elliptic and hyperelliptic curves. Such specialized in-
dex calculus algorithms often achieve better complexity than the Pollard’s rho complexity.
In some cases, their complexity is subexponential. Among these techniques, we recall the
quadratic sieve and the number field sieve for the group Zp \ {0}. They have subexponen-
tial complexity L(α, c), with α = 1

2 and α = 1
3 respectively. In Fq \{0}, where q is a prime

power, one has the function field sieve, which has again subexponential complexity with
α = 1

3 . For the group Pic0(C)(Fq) of Fq-rational divisor classes of a hyperelliptic curve C
of genus g defined over Fq, both Adlemann, de Marrais, Huang ([1]), and Enge, Gaudry
([36], [37]) wrote algorithms that achieve subexponential complexity with α = 1

2 , when g
is much larger than q. Moreover, for the same family of groups, Gaudry gave an algorithm
which has complexity O(q2) when q ≥ g! (see [45]). One has that |Pic0(C)(Fq)| ∈ O(qg):
this is a generalization of the Hasse-Weil theorem for elliptic curves, see [71, Theorem
V.2.3]. Hence, Gaudry’s method performs better than the Pollard’s rho method for g > 4.

Gaudry’s index calculus for abelian varieties

In [46], Gaudry proposed an index calculus strategy for groups V (Fq), where V is a
general abelian variety of dimension d > 1 defined over Fq. In his technique, the factor
base consists of the Fq-rational points of an absolutely irreducible curve contained in the
variety itself. Moreover, for step 2 of Algorithm 2 (the relation search step), Gaudry uses
the addition law on the variety: in this way, the problem of finding relations is reduced to
the problem of solving polynomial systems of equations over Fq. The complexity of this

method is O(q2−
2
d ) asymptotically in q, where d is regarded as a constant. Notice that

Gaudry’s strategy applies to any abelian variety of dimension d > 1 defined over Fq. Let
C be a hyperelliptic curve of genus g defined over Fq. We recall from Section 4.1 that
the Picard group Pic0(C) can be given a structure of an abelian variety of dimension g
defined over Fq. Hence, if g ≥ 2, Gaudry’s strategy applies to the group Pic0(C)(Fq).
Moreover, the complexity of this method for Pic0(C)(Fq) turns out to be lower than the
Pollard’s rho complexity whenever g > 2. Furthermore, we have seen in Example 42 that
the group of Fqn-rational points of an elliptic curve E defined over Fq can be identified
with the group WE(Fq) of Fq-rational points of the n-dimensional variety WE defined over
Fq, via the process of Weil restriction of scalars. Then, Gaudry’s algorithms applies also
to groups E(Fqn), when n > 1. The complexity of the algorithm in these groups is lower
than Pollard’s rho complexity whenever n > 2. Finally, we pointed out in the previous
section that, given n an odd prime number, the trace-zero subgroup Tn ⊆ E(Fqn) can
be identified, via the process of Weil restriction of scalars, with the group of Fq-rational
points of the trace-zero variety Tn. The trace-zero variety Tn is an abelian variety of
dimension n − 1 defined over Fq. Therefore, one can apply Gaudry’s algorithm to Tn.
Gaudry’s index calculus algorithm in Tn has lower complexity than the generic Pollard’s
rho method whenever n ≥ 5. On the other hand, however, the heuristic complexity of
this algorithm, analyzed in [46], hides a constant which depends on the dimension d of
the variety. The complexity could grow very fast in d, so that in practice the computation
required by the algorithm could not be manageable, except for small dimensions.

The general strategy of Gaudry has been applied to the group E(Fqn), with n > 1,
by Gaudry himself ([46]), Diem ([30], [31]), and Joux, Vitse ([51]). Moreover, it has been
applied to the trace-zero subgroup Tn ⊆ E(Fqn), with n odd prime, by Gorla-Massierer
([48]). In all these works, Semaev’ summation polynomials (see Section 1.3.3) are used
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for the relation search step. In the next paragraph we give more details about the index
calculus variant proposed in [48], for index calculus in trace-zero subgroups. In Chapter
5 we compare this method with our variant of index calculus in Tn.

A variant of Gaudry’s index calculus for trace-zero subgroups. In [48], the
authors identify Tn with the group of Fq-rational points of the trace-zero variety Tn, via
the process of Weil restriction of scalars. For the first step of the index calculus algorithm,
they choose the factor base

F = {P = (xP , yP ) = ((0, 0, · · · , xn−1, xn), yP ) ∈ Tn}.

This is the set of Fq-rational points of a curve contained in Tn. The authors make the
general assumption that such curve is absolutely irreducible, and that it is not contained
in any proper subvariety of Tn. For the second step of Algorithm 2, the authors look for
relations of the form

R = αiP + βiQ = P1 ⊕ · · · ⊕ Pn−1, (1.17)

where R is a known trace-zero point, and P1, · · · , Pn−1 ∈ F are unknown. Since the
dimension of Tn is d = n − 1, then the probability of finding a relation of this type is
1/d! = 1/(n− 1)! (see [46, Section 2.5]). Using the summation polynomials of the elliptic
curve, each relation (1.17) is translated into a polynomial system of equations. The system
consists of 2n−1 polynomial equations and 2n−2 unknowns. All equations of the system
have coefficients in Fq. More precisely, the unknowns are xn−1,i, xn,i, such that xPi =
(0, 0, · · · , xn−1,i, xn,i), for i ∈ {1, · · · , n − 1}. Let fn be the n-th summation polynomial
of the curve E. We have that Pi ∈ F if and only if Pi ⊕ ϕ(Pi) ⊕ · · · ⊕ ϕn−1(Pi) = O,
which implies fn(xPi , xϕ(Pi), · · · , xϕn−1(Pi)) = 0. Applying Weil restriction of scalars to
this equation, one obtains an equation of the form

Fi(xn−1,i, xn,i) = 0,

where Fi has coefficients in Fq and degree at most (n − 1)2n−2. Moreover, the relation
(1.17) implies fn(xP1 , · · · , xPn−1 , xR) = 0. Applying Weil restriction of scalars to this
equation, one obtains n equations

Gj(xn−1,1, xn,1, · · · , xn−1,n−1, xn,n−1) = 0 for j ∈ {1, · · · , n}.

Each equation Gj has coefficients in Fq and degree at most (n − 1)2n−2. Hence, for the
relation search step, one has to solve the polynomial system{

Fi(xn−1,ixn,i) = 0 for i ∈ {1, · · · , n− 1}
Gj(xn−1,1, xn,1, · · · , xn−1,n−1, xn,n−1) = 0 for j ∈ {1, · · · , n} . (1.18)

The system has 2n− 2 unknowns and 2n− 1 equations. Each equation has coefficients in
Fq and degree at most (n− 1)2n−2.

We have seen that the complexity of Gaudry’s index calculus strategy in E(Fqn) is
lower than Pollard’s rho complexity whenever n > 2. Moreover, if n is an odd prime, the
complexity of this strategy in Tn is lower than Pollard’s rho complexity whenever n ≥ 5.
We recall that we are speaking about the complexity in q, while n is regarded as a constant.
On the other hand, all the mentioned index calculus variants for E(Fqn) ([46], [30], [31],
[51]) and for Tn ([48]) have exponential complexity in n. This is due to the hardness of
solving the polynomial systems that come from the relation search step. It follows that,
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in order to make Gaudry’s index calculus algorithm effective, it is of great importance to
look for new techniques for the relation search step. The aim of such techniques would be
to compute new polynomial systems, for which finding solutions is easier. In Chapter 5
we focus on this aim for index calculus in trace-zero subgroups. We refer to this chapter
for the detailed presentation and analysis of our new variant of Gaudry’s algorithm for
trace-zero subgroups.
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Chapter 2

Optimal representations for
trace-zero subgroups of twisted
Edwards curves

In this chapter, we propose two optimal representations for the family of trace-zero sub-
groups of twisted Edwards curves. For both representations, we provide efficient compres-
sion and decompression algorithms. The efficiency of these algorithms is compared with
the efficiency of similar algorithms for elliptic curves in short Weierstrass form.

Our optimal representations for trace-zero subgroups of twisted Edwards curves draw
inspiration from analogous ideas about optimal representations for trace-zero subgroups
of elliptic curves in short Weierstrass form. More precisely, for the first representation, we
follow ideas from [47]. We use Weil restriction of scalars (see Example 42 of Section 1.4) and
Semaev’s summation polynomials (see Subsection 1.3.3). For the second representation,
we follow ideas from [49]. We make use of rational functions of the curve.

We refer to Section 1.3 and Section 1.4 for basic notions about twisted Edwards curves
and trace-zero subgroups respectively. We use the notation of these sections. Let Fq be a
finite field of characteristic different from 2, 3. We take a twisted Edwards curve

Ea,d : ax2z2 + y2z2 = z4 + dx2y2

defined over Fq. We denote by ⊕ the operation of addition between the affine points of
Ea,d. We denote by O the neutral element of the operation. Moreover, for each affine
point P of the curve, we denote by −P its inverse with resspect to ⊕. Let E = (Ea,d)

∗
z

be the affine dehomogenization of Ea,d with respect to the variable z. We recall that, for
each field extension Fq ⊆ L ⊆ Fq, the set E(L) of affine L-rational points of the curve
Ea,d, is an abelian group with the operation ⊕. For a field extension of odd prime degree
Fq ⊆ Fqn , we denote by Tn ⊆ E(Fqn) the degree n trace-zero subgroup of the twisted
Edwards curve. We refer to Definition 7 (Section 1.1) of optimal representation for a
family of groups. Namely, the family of groups that we take into consideration in this
chapter is

Gn = (Tn ⊆ E(Fqn))q,Ea,d .

The notation above means that, in the family Gn, the odd prime n is fixed, while q and the
twisted Edwards curve Ea,d defined over Fq vary. We recall that, for this family of groups,
we have |Tn| ∈ O(qn−1) (see Section 1.4). Therefore, by Definition 7 and the subsequent
remarks, an optimal representation

Rn = (Rn,q,Ea,d)q,Ea,d

43
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for the family Gn can be given via maps of the type

Rn,q,Ea,d : Tn −→ Fn−1q × ZkTn .2 (2.1)

These maps are such that there exist constants c, d, e ∈ Z≥0, for which the following facts

hold. For all Tn ∈ G, one has kTn ≤ e. Moreover, there exists a subset STn ⊆ Fn−1q ×ZkTn2

with |STn | ≤ c and |R−1n,q,Ea,d(x)| ≤ d, for all x ∈ (Fn−1q × ZkTn2 ) \ STn .

In the sequel, we give two optimal representations for the trace-zero family Gn, with rep-
resentation maps of the form (2.1). For the first representation of the chapter, we identify,
in the general case, each trace-zero point P with its Frobenius conjugates (ϕi(P ) for i ∈
{0, · · · , n−1}) and the inverses of its Frobenius conjugates (−ϕi(P ) for i ∈ {0, · · · , n−1}).
In rare occasions, we have some more ambiguity in the decompression. More precisely, we
will see that this first representation is an optimal representation for a family G′n ⊆ Gn,
which disregards some exceptional cases. For the second representation, we have d = n.
In fact, we identify each trace-zero point with its Frobenius conjugates.
We remark that an optimal representation for a family of groups is useful in cryptographic
applications only if fast and efficient compression and decompression algorithms for the
representation itself are given. In our setting, for each trace zero point P ∈ Tn ⊆ E(Fqn),
one needs an efficient method to perform its compression, that is, to compute its represen-

tation Rn,q,Ea,d(P ). Furthermore, for each x ∈ Im(Rn,q,Ea,d) ⊆ (Fn−1q ×ZkTn2 ), an efficient

method to compute its decompression R−1n,q,Ea,d(x) is required. For both representations

that we propose in the chapter, we provide efficient algorithms for the compression and
the decompression process.

We recall that each twisted Edwards curve Ea,d defined over Fq is birationally equiv-
alent over Fq to an elliptic curve in Montgomery form EM , via the birational map Φ of
Theorem 33. Moreover, the elliptic curve in Montgomery form EM is isomorphic over Fq
to an elliptic curve EW in short Weierstrass form, via the isomorphism φ of Proposition
31. As a consequence, to optimally represent trace-zero points of the twisted Edwards
curve Ea,d, one can use an optimal representation R′n = (R′n,q,EW )q,EW for trace-zero sub-
groups of elliptic curves in short Weierstrass form. For example, we can use the optimal
representation given in [47], or the one given in [49]. Such representations are given via
maps of the type

R′n,q,EW : T ′n ⊆ EW (Fqn) −→ Fn−1q × Z
kT ′n
2 .

Hence, an optimal representation for Gn is

Rn,q,Ea,d : Tn −→ Fn−1q × Z
kT ′n
2 , P 7→ R′n,q,EW (φ(Φ−1(P ))).

Nevertheless, we expect that the direct construction of the optimal representation on the
twisted Edwards curve gives faster and more efficient compression and decompression
algorithms. Furthermore, we mentioned before that our optimal representations for trace-
zero subgroups of twisted Edwards curves adapt ideas from [47] and [49], about optimal
representations of trace-zero subgroups of elliptic curves in short Weierstrass form. Never-
theless, we point out that the adaptation is not straightforward, and that some obstacles
have to be overcome, especially for adapting the method from [49].

The chapter is organized as follows. In Section 2.1 we propose our first optimal rep-
resentation based on Weil restriction of scalars and summation polynomials, and we give
compression and decompression algorithms for it. We then make explicit computations for
the cases n = 3 and n = 5. We compare execution times of our Magma implementation
with those of the corresponding algorithms for elliptic curves in short Weierstrass form,
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proposed in [47]. In Section 2.2, we propose another representation based on rational func-
tions, with its compression and decompression algorithms. We then make computations
for n = 3, 5. We make efficiency comparisons with the corresponding algorithms for ellip-
tic curves in short Weierstrass, given in [49]. When we count the number of operations
in our computations, we denote respectively by M, S, and I multiplications, squarings,
and inversions in the field. We do not take into account additions and multiplications by
constants. The times for the implementation of our algorithms in Magma refer to version
V2.22-1 of the software, running on a single 3 GHz core.

2.1 An optimal representation using summation polynomi-
als

In this section, following ideas from [47], we use Weil restriction of scalars and Semaev’s
summation polynomials to give an optimal representation for the family of trace-zero
subgroups

Gn = (Tn ⊆ E(Fqn))q,Ea,d .

We recall from Section 1.4.2 that an optimal representation for the family of groups
(E(Fqn))q,Ea,d is ρn = (ρn,q,Ea,d)q,Ea,d , with

ρn,q,Ea,d : E(Fqn) −→ Fnq , (x, y) 7→ (y1, · · · yn).

The vector (y1, · · · , yn) ∈ Fnq corresponds to y ∈ Fqn under the isomorphism Fqn ∼= Fnq
induced by a chosen basis B of Fqn over Fq. Namely, a Fqn-rational affine point P = (x, y)
of Ea,d is represented via its y-coordinate y. For the fixed basis B = {α1, · · · , αn}, one can
write uniquely y = y1α1+· · ·+ynαn for some y1, · · · , yn ∈ Fq. So y is uniquely determined
by the vector (y1, · · · , yn) of its Fq-coordinates. Hence, from the vector (y1, · · · , yn), one
can recover the y-coordinate y of P . Then, from y, one computes the x-coordinate x of
P up to sign, using the equation of the curve. This means that we solve the equation
ax2 + y2− 1− dx2y2 = 0 for the variable x. We recall that, for the optimal representation
ρn, we have c = e = 0 and d = 2.
Let ei be the i-th elementary symmetric polynomial in n variables, for i ∈ {1, · · · , n}.
Notice that, for y ∈ Fqn , we have ei(y, y

q, · · · , yqn−1
) ∈ Fq for all i ∈ {1, · · · , n}. Therefore,

another optimal representation for the family (E(Fqn))q,Ea,d is ρ̂n = (ρ̂n,q,Ea,d)q,Ea,d , with

ρ̂n,q,Ea,d : E(Fqn) −→ Fnq , (x, y) 7→ (e1(y, y
q, · · · , yqn−1

), · · · , en(y, yq, · · · , yqn−1
)).

For the optimal representation ρ̂n, we have again c = e = 0, while d = 2n. In fact, each
Fqn-rational affine point of the curve is identified with its Frobenius conjugates, and with
the inverses of its Frobenius conjugates. Namely, we have

ρ̂n,q,Ea,d(P ) = ρ̂n,q,Ea,d(±ϕ
i(P ))

for all P ∈ E(Fqn) and for all i ∈ {0, · · · , n− 1}.
As we pointed out in Section 1.4, one can restrict each map ρn,q,Ea,d (or ρ̂n,q,Ea,d) from

E(Fqn) to the subgroup Tn. In this way, we obtain two families of representations (ρn)|Tn
and (ρ̂n)|Tn for the trace-zero family Gn. Nevertheless, these two families are not optimal
representations for Gn. Our idea to recover the optimality of the representations is to drop
one coordinate from each representation map. Namely, we can represent P = (x, y) ∈ Tn
via (y1, · · · , yn−1) ∈ Fqn−1 , or via (ei)i=1,··· ,n−1 = (ei(y, y

q, · · · , yqn−1
))i=1,··· ,n−1 ∈ Fn−1q .
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Then, we can use an equation for the trace-zero subgroup Tn to compute the missing coor-
dinate (yn or en). We use Semaev’s summation polynomials to obtain such equation for Tn.

Let fn(y1, · · · , yn) ∈ Fq[y1, · · · , yn] be the n-th summation polynomial of Ea,d, as in
Theorem 37. By Theorem 37, we have that fn is symmetric in y1, · · · , yn. So one can write
fn(y1, · · · , yn) as a function of the elementary symmetric polynomials e1(y1, · · · , yn), · · · ,
en(y1, · · · , yn). Namely, there is a unique polynomial gn(e1, · · · , en) ∈ Fq[e1, · · · , en] such
that

gn(e1(y1, · · · , yn), · · · , en(y1, · · · , yn)) = fn(y1, · · · , yn).

If P = (x, y) ∈ Tn, one has that P⊕ϕ(P )⊕· · ·⊕ϕn−1(P ) = O. By definition of summation
polynomial (Definition 36), this implies

(a). fn(y, yq, · · · , yqn−1
) = 0, and (b). gn(ei(y, y

q, · · · , yqn−1
)i=1,··· ,n) = 0. (2.2)

A partial converse and exceptions to the opposite implication are given in the next propo-
sition.

Proposition 49. ([47, Lemma 1 and Proposition 4]) Let m ∈ Z≥2. Take a field extension
Fq ⊆ L ⊆ Fq. Denote by E(L)[m] the subgroup of the m-torsion points of the group E(L),
that is E(L)[m] = {P ∈ E(L) : mP = O}. We have the following facts.

1. T3 = {(x, y) ∈ E(Fq3) : f3(y, y
q, yq

2
) = 0},

2. T5 ∪ E(Fq)[3] = {(x, y) ∈ E(Fq5) : f5(y, y
q, . . . , yq

4
) = 0},

3. Tn ∪
⋃bn

2
c

k=0E(Fq)[n− 2k] ⊆ {(x, y) ∈ E(Fqn) : fn(y, yq, . . . , yq
n−1

) = 0} for n ≥ 7.

Proof. The proof proceeds as in [47, Lemma 1 and Proposition 4], after observing that,
for any odd prime n, one has E(Fq)[2] ∩ Tn = {O}.

Remark 50. Our aim is to use (2.2.a) or (2.2.b) as an equation for Tn. In fact, we saw
above that P = (x, y) ∈ Tn implies both (2.2.a) and (2.2.b). Nevertheless, it follows from
the previous proposition that the vice versa is not always true, since there are some few
exceptions. Hence, Proposition 49 raises the question of efficiently deciding, for each root
y ∈ Fqn of equations (2.2), whether the corresponding points (±x, y) ∈ E(Fq) are elements
of Tn. However, this issue is easily solved in the two cases of major interest n = 3 and
n = 5. In fact:

• By Proposition 49 (1), (±x, y) ∈ T3 if and only if x ∈ Fq3 .

• By Proposition 49 (2), (±x, y) ∈ T5 if and only if x ∈ Fq5 and (±x, y) 6∈ E(Fq)[3] \
{O}. By storing the list L of the y-coordinates of the elements of E(Fq)[3] \ {O},
one can easily decide whether a point of E(Fq5) of coordinates (x, y) belongs to T5
by checking that y 6∈ L. Notice that L consists of at most 4 elements of Fq.

Using the above considerations as a starting point, we can give an optimal representa-
tion for the trace-zero family Gn, with efficient compression and decompression algorithms.

1. The representation. We mentioned before that our idea is to drop the coordi-
nate yn from the representation (ρn)|Tn , or the coordinate en from the representation
(ρ̂n)|Tn , in order to obtain an optimal representation for Gn. Then, we use the equation
(2.2.a) or (2.2.b) to recover the missing Fq-coordinate, paying attention to the special
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cases of Proposition 49. We point out that the polynomial gn is much more sparse than
the polynomial fn. This implies that, in general, the equation derived from (2.2.b) will
be easier to solve. Hence we choose to represent trace-zero points with the elementary
symmetric polynomials in the Frobenius powers of their y-coordinates. So we propose, for
the trace-zero family Gn, the family of representations Rn = (Rn,q,Ea,d)q,Ea,d , with

Rn,q,Ea,d : Tn −→ Fn−1q , (x, y) 7→ (ei(y, y
q, · · · , yqn−1

))i=1,··· ,n−1.

We will see in the following that Rn is an optimal representation for a family G′n ⊆ Gn.
We obtain G′n by removing from Gn some exceptional cases.

2. Fast compression. In order to efficiently compute ei(y, y
q, · · · , yqn−1

), given P =
(x, y) ∈ Tn, we make use of Weil restriction of scalars (see Example 42). We choose a basis
B of Fqn over Fq, in such a way that the computation is particularly fast.

2.i. Choice of the basis. Since we have to compute Frobenius powers of elements
of Fqn , it is convenient to choose a normal basis of Fqn over Fq. This is a basis of the form

B = {α, αq, · · · , αqn−1},

for some α ∈ Fqn . One has that normal basis of Fqn over Fq always exist, for each q and

each n ([56, Theorem 2.35]). Observe that, for y = y1α+ y2α
q + · · ·+ ynα

qn−1 ∈ Fqn , we
have

yq = ynα+ y1α
q + · · ·+ yn−1α

qn−1
.

Therefore, if we choose a normal basis of Fqn over Fq, the rising of y to the Frobenius power
q is costless. In fact, the operation reduces to a shift of the Fq-coefficients y1, · · · , yn of y.
Notice moreover that

y = y1α+ y2α
q + · · ·+ ynα

qn−1 ∈ Fq if and only if yi = yj for all i, j ∈ {1, · · · , n}. (2.3)

When n|(q − 1), an alternative to the choice of a normal basis is the choice of a Kummer
basis of Fqn over Fq. Namely, if n|(q − 1), we can see Fqn as a Kummer extension of Fq,
that is

Fqn ∼= Fq[ζ]/(ζn − µ),

with µ ∈ Fq and ζn − µ irreducible polynomial of Fq[ζ] (see [3, Chapter 6, Section 7]). So
we can choose the Kummer basis

B = {1, ζ, · · · , ζn−1}.

Observe that ζq = ζq−1ζ = µ
q−1
n ζ, since n|(q − 1) and ζn = µ. Let h = q−1

n . For
y = y1 + y2ζ + · · ·+ ynζ

n−1 ∈ Fqn , we have that

yq = y1 + y2µ
hζ + · · ·+ ynµ

(n−1)hζn−1.

Hence, even with the choice of a Kummer basis, the computation of the Frobenius powers
in Fqn is particularly easy. Notice moreover that

y = y1 + y2ζ + · · ·+ ynζ
n−1 ∈ Fq if and only if yi = 0 for all i ∈ {2, · · · , n}. (2.4)

2.ii. Weil restriction of scalars. Let B = {α1, · · · , αn} be a normal basis of Fqn
over Fq, or a Kummer basis of Fqn over Fq, if n|(q−1). We apply Weil restriction of scalars
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with respect to B, to each polynomial ei(y, y
q, · · · , yqn−1

), i ∈ {1, · · · , n}. Namely, in each
polynomial ei(y, y

q, · · · , yqn−1
), we replace y with y1α1 + · · ·+ ynαn, where y1, · · · , yn are

new variables. Then we obtain

ei(y, y
q, · · · , yqn−1

) =
n∑
h=1

eh,i(y1, · · · , yn)αh,

where eh,i(y1, · · · , yn) ∈ Fq[y1, · · · , yn] for each h ∈ {1, · · · , n}, i ∈ {1, · · · , n}.
For all y = y1α1 + · · · + ynαn ∈ Fqn , we have that yj ∈ Fq for all j ∈ {1, · · · , n}.
Hence the equality yqj = yj holds for all j. Therefore, we can reduce the polynomial
eh,i ∈ Fq[y1, · · · , yn] modulo yqj − yj , for i, h, j ∈ {1, · · · , n}.
If B = {α1, · · · , αn} = {α, αq, · · · , αqn−1} is a normal basis of Fqn over Fq, we obtain

n∑
h=1

eh,i(y1, · · · , yn)αq
h−1

= ẽi(y1, · · · , yn)(α+αq+· · ·αqn−1
) mod (yqj−yj), j ∈ {1, · · · , n},

for some ẽi(y1, · · · , yn) ∈ Fq[y1, · · · , yn], and for all i ∈ {1, · · · , n}. In fact, ei(y, y
q, · · · , yqn−1

) ∈
Fq for y ∈ Fqn . Hence the obtained equality is a consequence of [47, Proposition 3] and of
the observation (2.3).
For the same reason, if B = {1, ζ, · · · , ζn−1} is a Kummer basis of Fqn over Fq, we obtain

n∑
h=1

eh,i(y1, · · · , yn)ζh−1 = ẽi(y1, · · · , yn) mod (yqj − yj), j ∈ {1, · · · , n},

for some ẽi(y1, · · · , yn) ∈ Fq[y1, · · · , yn], and for all i ∈ {1, · · · , n}. This is a consequence
of [47, Proposition 3] and of the observation (2.4). In this way, we have computed n
polynomials

ẽi(y1, · · · , yn) ∈ Fq[y1, · · · , yn], i ∈ {1, · · · , n}. (2.5)

These polynomials are such that, for each (x, y) ∈ Tn with y = y1α1 + · · ·+ ynαn, we have

ei(y, · · · , yq
n−1

) = λẽi(y1, · · · , yn) for i ∈ {1, · · · , n},

where

λ = (α+ αq + · · ·+ αq
n−1

) ∈ Fq if B = {α1, · · · , αn} = {α, αq, · · · , αqn−1} normal basis,
(2.6)

and
λ = 1 if B = {α1, · · · , αn} = {1, ζ, · · · , ζn−1} Kummer basis. (2.7)

Hence, to compress P = (x, y) ∈ Tn, we compute

Rn,q,Ea,d(P ) = λ(ẽi(y1, · · · , yn))i=1,··· ,n−1 ∈ Fn−1q ,

where λ ∈ Fq is the constant (2.6) or (2.7), according to the chosen basis B.
To sum up, using Weil restriction of scalars, we replace computation in Fqn with com-

putation in Fq. Such computation is particularly efficient since we choose appropriate
basis B of Fqn over Fq, namely normal basis or Kummer basis of Fqn over Fq.

3. Fast decompression. For (e1, · · · , en−1) ∈ Im(Rn,q,Ea,d), we first solve

gn(e1, · · · , en−1, t) = 0 (2.8)
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for the variable t.
Now, for any solution en ∈ Fq of (2.8), we have to find the corresponding y ∈ Fqn . In
order to do this, we can proceed in two ways. One method is to compute a Fqn-root of
the polynomial

Q(y) = (

n∑
i=1

(−1)ieiy
n−i) + yn.

This process requires a polynomial factorization in Fqn , for a polynomial with coefficients
in Fq and of degree n. Alternatively, we can solve the system

ei = λẽi(y1, · · · , yn) for i ∈ {1, · · · , n}, (2.9)

where λ ∈ Fq is the constant of (2.6) or (2.7), according to the basis B that we chose
in the process of compression. We solve the system respect to the variables y1, · · · , yn,
to find (y1, · · · , yn) ∈ (Fq)n corresponding to y ∈ Fqn . This latter strategy requires, in
general, the computation of a lexicographical Gröbner basis in Fq[y1, · · · , yn]. In the next
subsection, we will see that, for n = 3 and choosing a Kummer basis of Fq3 over Fq, the
second method is more efficient than the first one. In fact, in this case, the system (2.9)
is particularly easy to solve and the computation of the Gröbner basis is not required.
However, the computational experiments of [47] shows that, for n = 5, the polynomial
factorization is faster than the resolution of system (2.9) via Gröbner basis techniques.
So we expect that, for n ≥ 5, the factorization method is more efficient than the Gröbner
basis method.
Once we recover y ∈ Fqn , we can compute x ∈ Fqn up to sign, using the equation of the
twisted Edwards curve.

4. Optimality of the representation. We show that Rn is an optimal representa-
tion for G′n ⊆ Gn, where G′n is Gn without some exceptions. We refer to Definition 7 of
optimal representation for notation. Notice that, for Rn, we can take e = 0. Now we
have to show that, for G′n, there exist constants c, d ∈ Z≥0 such that, for all Tn ∈ G′n,
there exists a subset STn ⊆ Fn−1q with |STn | ≤ c and |R−1n,q,Ea,d(e1, · · · , en−1)| ≤ d, for

all (e1, · · · , en−1) ∈ Fn−1q \ STn . For (e1, · · · , en−1) ∈ Fn−1q , we take the polynomial
gn(t) = gn(e1, · · · , en−1, t) of equation (2.8).
Suppose first that gn(t) 6= 0. In this case, we have that deg (gn(t)) ≤ 2n−2 by Theorem 37.
So, by solving (2.8), we can find at most 2n−2 values for en ∈ Fq. Then, in the second step
of the decompression procedure, we recover y from e1, · · · , en up to Frobenius conjugates,
and in the last step we recover x from y, up to sign. Hence, when gn(t) 6= 0, we have that
|R−1n,q,Ea,d(e1, · · · , en−1)| ≤ (2n−2)2n = 2n−1n = d. We remark that, even if in theory we

can have up to 2n−2 values for en, it is a rare phenomenon in practice to obtain more than
one value. This means that, for a generic point P , the representation Rn identifies only
±P and their Frobenius conjugates. We come back to this discussion in Subsection 2.1.2,
where we analyze the issue for n = 5.
Now suppose that, for (e1, · · · , en−1) ∈ Fn−1q , we have gn(t) = 0. This means that

gn(e1, · · · , en−1, en) = 0

for all en ∈ Fq. In this case, our decompression algorithm is not efficient in practice. In
fact, q is large in real applications, and one should apply the second and the third step
of decompression for each element en ∈ Fq. Moreover, for such (e1, · · · , en−1) ∈ Fn−1q , we

cannot prove any more that |R−1n,q,Ea,d(e1, · · · , en−1)| is upper bounded by the constant d.
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Hence, for all Tn, we define the set of exceptional cases

STn = {(e1, · · · , en−1) ∈ Fn−1q : gn(e1, · · · , en−1, t) = 0}.

Take gn(e1, · · · , en−1, t) ∈ Fq[e1, · · · , en−1][t]. Denote by Cj(e1, · · · , en−1) ∈ Fq[e1, · · · , en−1]
the coefficients of gn with respect to the variable t, for j ∈ {0, · · · , 2n−2}. By Theorem
37, we have that deg (Cj) ≤ (n− 1)2n−2 for all j ∈ {0, · · · , 2n−2}. Then we have

STn = {(e1, · · · , en−1) ∈ Fn−1q : Cj(e1, · · · , en−1) = 0 for j ∈ {0, · · · , 2n−2}}.

Hence the set STn is the set of Fq-solutions of the system

Cj(e1, · · · , en−1) = 0 for j ∈ {0, · · · , 2n−2}. (2.10)

This system has up to mS = 2n−2 + 1 polynomial equations with coefficients in Fq and
nS = n−1 variables. Each equation is of degree dS ≤ (n−1)2n−2. Since mS > nS , we can
make the general assumption that the system (2.10) is zero dimensional. This means that
the system has a finite number of solutions on the algebraic closure Fq. In this case, by
Bezout’s theorem, one has that the number of solutions of the system over the algebraic
closure is bounded by (dS)nS . Hence we obtain

|STn | ≤ (n− 1)(n−1)2(n−2)(n−1) = c,

for the trace-zero family

G′n = {Tn ⊆ E(Fqn) : the system (2.10) is zero-dimensional } ⊆ Gn.

We now give the pseudocode of a compression and decompression algorithm for the ele-
ments of Tn. The correctness of Algorithm 3 and Algorithm 4 below is a straightforward
consequence of the previous discussion.

Algorithm 3 (Compression).

Input : P = (x, y) ∈ Tn ⊆ E(Fqn)
Output : Rn,q,Ea,d(P ) ∈ Fn−1q

1: B = {α1, · · · , αn} ← chosen basis of Fqn over Fq (normal basis or Kummer basis)

2: if B = {α, αq, · · · , αqn−1} normal basis then
3: λ← (α+ · · ·+ αq

n−1
)

4: else if B Kummer basis then
5: λ← 1
6: end if
7: Write y = y1α1 + . . .+ ynαn
8: ẽi(y1, . . . , yn) ∈ Fq[y1, · · · , yn]← polynomials of (2.5) for i = 1, . . . , n− 1
9: Compute ei = λẽi(y1, . . . , yn) for i = 1, . . . , n− 1
10: return (e1, . . . , en−1)
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Algorithm 4 (Decompression).

Input : (e1, . . . , en−1) ∈ Fn−1q

Output : R−1n,q,Ea,d(e1, . . . , en−1) ⊆ Tn

1: B, λ← basis and constant of Algorithm 3
2: Solve gn(e1, . . . , en−1, t) = 0 for t in Fq
3: T ← list of solutions of gn(e1, . . . , en−1, t) = 0 in Fq
4: for en ∈ T :

Method 1: ẽi(y1, . . . , yn) ∈ Fq[y1, · · · , yn]← polynomials of (2.5) for i = 1, . . . , n
Find a solution (y1, · · · , yn) ∈ Fnq of the system
e1 = λẽ1(y0, . . . , yn−1)

...
en = λẽn(y0, . . . , yn−1)
if it exists, and compute y = y1α1 + · · ·+ ynαn ∈ Fqn

Method 2: Compute y a Fqn-root of the polynomial

Q(y) = (

n∑
i=1

(−1)ieiy
i−1) + yn

5: For any found y, recover one of the corresponding x using the curve equation
6: end for
7: if (x, y) ∈ Tn then
8: Add P = (±x, y) and all their Frobenius conjugates to the list L of output points
9: end if
10: return L

2.1.1 Explicit equations, complexity, and timings for n = 3

In this subsection we give explicit equations for trace-zero point compression and decom-
pression on twisted Edwards curves, for n = 3. We also estimate the number of operations
needed for the computations. Moreover, we give some simulation times obtained with
Magma, and compare with the results from [47] for elliptic curves in short Weierstrass
form.

If we write the third summation polynomial of Ea,d as a function of the elementary
symmetric polynomials e1, e2, e3, we obtain the polynomial

g3(e1, e2, e3) = e21 − 1 + (d/a)(e23 − e22) + (2d/a)e1e3 − 2e2 + ((−2a+ 2d)/a)e3. (2.11)

Let E : y2z = x3 +Axz2 +Bz3 be an elliptic curve in short Weierstrass form. We remark
that, if we write the third summation polynomial of E as a function of the elementary
symmetric polynomials, we obtain the polynomial

G3(e1, e2, e3) = e22 − 4e1e3 − 4Be1 − 2Ae2 +A2. (2.12)
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Notice that, while G3 is linear in e1 and e3, g3 is of degree 2 in each variable. Therefore,
none of e1, e2, e3 is determined uniquely by the other two, as is the case of elliptic curves
in Weierstrass form. However, applying the change of coordinates

t1 = e1
t2 = e3 + e2
t3 = e3 − e2

(2.13)

to g3, we obtain the polynomial

g̃3(t1, t2, t3) = t21 + (d/a)(t2t3 + t1t2 + t1t3) + ((d/a)− 2)t2 + dt3 − 1. (2.14)

This polynomial is linear in both t2 and t3.
So, for n = 3, we take a variant of the optimal representation Rn that we proposed for
the general case. Namely, we represent a trace-zero point P = (x, y) ∈ T3 via the two
Fq-coordinates

(t1, t2) = (t1(y, y
q, yq

2
), t2(y, y

q, yq
2
)) = (e1(y, y

q, yq
2
), (e2 + e3)(y, y

q, yq
2
)).

This variant allows us to recover the dropped coordinate

t3 = t3(y, y
q, yq

2
) = (e3 − e2)(y, yq, yq

2
)

without any ambiguity, by solving the linear equation

g̃3(t1, t2, t) = 0

for the variable t. Hence we take the optimal representation R′3 = (R′3,q,Ea,d)q,Ea,d , with

R′3,q,Ea,d : T3 −→ F2
q , (x, y) 7→ (ti(y, y

q, yq
2
))i=1,2.

As in the general case, we choose a normal basis or a Kummer basis B = {α1, α2, α3} of
Fq3 over Fq. Then we apply Weil restriction of scalars and reduction modulo yqj − yj , for
j ∈ {1, 2, 3}, to ti(y, y

q, yq), for i ∈ {1, 2, 3}. We obtain the polynomials

t̃i(y1, y2, y3) ∈ Fq[y1, y2, y3] for i ∈ {1, 2, 3}.

These polynomials are such that, for each P = (x, y) ∈ T3, y = y1α1 + y2α2 + y3α3, we
have

ti(y, y
q, yq

2
) = λt̃i(y1, y2, y3) for i ∈ {1, 2, 3},

where λ = α+ αq + αq
2

if we have chosen the normal basis B = {α, αq, αq2}, while λ = 1
if the chosen basis B is a Kummer basis.

In the sequel of this subsection, we suppose that 3|(q − 1), and we regard Fq3 ∼=
Fq[ζ]/(ζ3 − µ) as a Kummer extension of Fq. We take the Kummer basis B = {1, ζ, ζ2}.
In this way, we obtain

t1 = t̃1(y1, y2, y3) = 3y1
t2 = t̃2(y1, y2, y3) = y31 − 3µy1y2y3 + µy32 + µ2y33 + 3y21 − 3µy2y3
t3 = t̃3(y1, y2, y3) = y31 − 3µy1y2y3 + µy32 + µ2y33 − 3y21 + 3µy2y3

(2.15)

which express t1, t2, t3 as polynomials in y1, y2, y3.
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Point compression. For a point P = (x, y) ∈ T3 ⊆ E(Fq3), with y = y1 + y2ζ + y3ζ
2,

we perform the compression

R′3,q,Ea,d(P ) = (t1, t2) = (3y1, y
3
1 − 3µy1y2y3 + µy32 + µ2y33 + 3y21 − 3µy2y3).

If we compute t2 as (y1 + 1)(y21 − 3µy2y3) + µy32 + µ2y33 + 2y21, the cost of computing
R′3,q,Ea,d(P ) is 3S+4M in Fq. In the case of elliptic curves in short Weierstrass form, com-
puting the representation of a point is less expensive, as it takes 1S+1M in Fq or 1M in
Fq with the two methods of [47, Section 5].

Point decompression. We analyze the decompression algorithm for n = 3 and the
optimal representation R′3.
As in the general case, we disregard (t1, t2) ∈ F2

q such that g̃3(t) = g̃3(t1, t2, t) is the zero
polynomial. Therefore, we define

ST3 =

{(t1, t2) ∈ F2
q : g̃3(t1, t2, t) = 0} = {(t1,−t1−a) ∈ F2

q : (a−d)t21+(2a−da−d)t1+a(2a−d−1) = 0}.

Notice that, for each T3 ⊆ E(Fq3), we have |ST3 | ≤ 2 = c, so R′3 is an optimal representa-
tion for G3 (we have G′3 = G3).

Now, in order to decompress (t1, t2) ∈ Im(R′3,q,Ea,d) \ ST3 , we proceed as follows.

1. We solve g̃3(t1, t2, t) = 0 for the variable t, that is, we compute t3 as

t3 = −((d/a)− 2)t2 + (d/a)t1t2 + (t1 + 1)(t1 − 1)

(d/a)(t1 + t2 + a)
.

Notice that, if (t1 + t2 + a) = 0, then g̃3(t1, t2, t3) 6= 0 for all t3 ∈ Fq. In fact, we
are supposing that (t1, t2) 6∈ ST3 , that is, g̃3(t1, t2, t) 6= 0. On the other hand, the case
g̃3(t1, t2, t3) 6= 0 for all t3 ∈ Fq is not possible for (t1, t2) ∈ Im(R′3,q,Ea,d), by definition of

summation polynomials. So (t1 + t2 + a) 6= 0 for all (t1, t2) ∈ Im(R′3,q,Ea,d) \ ST3 . Hence

t3 can be computed with 3M+1I in Fq.

2. Given (t1, t2, t3), we solve system (2.15) with ti = ti for i ∈ {1, 2, 3}, for the vari-
ables y1, y2, y3. Notice that, since the ti’s are obtained from the ei’s by a linear change
of coordinates, all considerations from [47] apply to our situation. It follows that one can
compute y from (t1, t2, t3) with at most 3S+3M+1I, 1 square root and 2 cube roots in Fq.

To sum up, the complete decompression algorithm takes at most 3S+6M+2I, 1 square
root, and 2 cube roots in Fq. For elliptic curves in short Weierstrass form, decompression
takes at most 3S+5M+2I, 1 square root, and 2 cube roots in Fq or 4S+4M+2I, 1 square
roots and 2 cube roots in Fq, depending on the method used. We refer the interested
reader to [47, Section 5], for details on the complexity of the computation for curves in
short Weierstrass form.

Remark 51. Notice that one can also use (t1, t3) as an optimal representation of (x, y) ∈
T3, and then solve g̃3 for t2 in order to recover y. This choice is analogous to the one
we have made, and the computational cost of compression and decompression does not
change.

Remark 52. The symmetry of twisted Edwards curves makes the computation of point
addition on these curves more efficient than on elliptic curves in short Weierstrass form, as
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we saw in Section 1.3.2. However, the same symmetry results in summation polynomials
of higher degree and with a denser support. This explains our empirical observation that
the summation polynomials in the elementary symmetric functions for elliptic curves in
short Weierstrass form are sparser than those for twisted Edwards curves for n = 3, 5,
even though for both curves they have the same degree 2n−2. For n = 3, this behavior is
apparent if one compares the polynomials (2.11) and (2.12). Therefore, one should expect
that compression and decompression for a representation based on summation polynomials
for twisted Edwards curves are less efficient than for elliptic curves in short Weierstrass
form. This is confirmed by our findings.

The following examples and statistics have been implemented in Magma ([22],[23]),
version V2.22-1 of the software, running on a single 3 GHz core.

Example 53. Let q = 279 − 67 and µ = 3. We choose randomly the twisted Edwards
curve

Ea,d : 31468753957068040687814x2z2 + y2z2 = z4 + 192697821276638966498997x2y2

defined over Fq and birationally equivalent over Fq to the elliptic curve in short Weierstrass
form

EW : y2z = x3 + 292467848427659499478503xz2 + 361361026736404004345421z3.

We choose a random affine point of trace-zero P ′ ∈ EW (Fq3), and let P be the correspond-
ing point on Ea,d. For brevity, here we only write the x -coordinates xP ′ of points of EW
and the y-coordinates yP of points of Ea,d:

xP ′ = 346560928146076959314753ξ2+456826539628535981034212ξ+344167470403026652826672,

yP = 208520713897518236215966ξ2 + 451121944550219947368811ξ+

+68041089860429901306252.

We represent the points of E using the compression coordinates (t1, t2) from [47, Section
5]. We denote by R and R′ the representation maps on Ea,d and E, respectively. We
compute

R′(P ′) = (344167470403026652826672, 334324534997495805088214),

R(P ) = (204123269581289703918756, 98788782936076524413527).

We now apply the corresponding decompression algorithms to R′(P ′) and R(P ). We
obtain

R′−1(344167470403026652826672, 334324534997495805088214) =

{346560928146076959314753ξ2+456826539628535981034212ξ+344167470403026652826672,

164759498614507503187493ξ2+361520690988197751534381ξ+344167470403026652826672,

93142483046730124850775ξ2+390578588997895442137449ξ+344167470403026652826672},
which are exactly the x -coordinate of P ′ and its Frobenius conjugates. Similarly

R−1(204123269581289703918756, 98788782936076524413527) =

{208520713897518236215966ξ2+451121944550219947368811ξ+68041089860429901306252,

539321536961066855011167ξ2+237431391097642968386719ξ+68041089860429901306252,

461083568756044083478909ξ2+520372483966766258950512ξ+68041089860429901306252},
which are exactly the y-coordinate of P and its Frobenius conjugates.
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We now give an estimate of the average time of compression and decompression for
groups of different bit-size. We take primes q1, q2, and q3 such that 3|(qi − 1) for all i,
of bit-length 96, 112, and 128, respectively. For each qi, we take five pairs of birationally
equivalent curves (E,Ea,d) defined over Fqi , such that the order of T3 is prime of bit-length
respectively 192, 224 and 256. On each pair of curves, we randomly choose 20′000 pairs
of points (P ′, P ) of trace-zero, as in Example 53. For each pair of points, we compute
R′(P ′),R(P ),R′−1(R′(P ′)),R−1(R(P )). For each computation, we take the average time
in milliseconds for each curve, and then the averages over the five curves. The average
computation times are given in the table below.

Table 1. Average computation times in milliseconds, for point compression and decompression in T3,

for elliptic curves in short Weierstrass form and for twisted Edwards curves.

Bit-length of |T3| 192 224 256

Compression on E 0.006 0.005 0.006

Compression on Ea,d 0.016 0.017 0.015

Decompression on E 0.81 2.40 1.20

Decompression on Ea,d 0.88 2.44 1.17

The following table contains the ratios between the average times for point compression
and decompression on elliptic curves in short Weierstrass form and twisted Edwards curves.

Table 2. Ratios between the average times for point compression and decompression on elliptic curves

in short Weierstrass form and on twisted Edwards curves.

Bit-length of |T3| 192 224 256

Comp on E / Comp on Ea,d 0.375 0.294 0.400

Dec on E / Dec on Ea,d 0.920 0.984 1.026

2.1.2 Explicit equations, complexity, and timings for n = 5

In this subsection, we treat in detail the case n = 5. We compute explicit equations for
compression and decompression, we give an estimate of the complexity of the computations
in terms of the number of operations, and give some timings computed in Magma. We
also compare with the results obtained in [47] for elliptic curves in short Weierstrass form.

The fifth Semaev polynomial f5 of a twisted Edwards curve has degree 40, while for
curves in short Weierstrass form it has degree 32. The first polynomial also contains
many more terms than the second. This agrees with what we observed in Remark 52 for
the case n = 3. The fifth summation polynomial g5(e1, · · · , e5) written as a function of
the elementary symmetric polynomials e1, · · · , e5 has degree 8 for both Weierstrass and
twisted Edwards curves. However, for twisted Edwards curves, g5 has degree 8 in each
variable, while for elliptic curves in short Weierstrass form it has degree 6 in some of the
variables. Because of these reasons, we expect that compression and decompression for a
trace-zero subgroup coming from a twisted Edwards curve are less efficient than for one
coming from a curve in short Weierstrass form.

For fields such that 16|(q − 1), we perform a linear change of coordinates on the ei’s
in order to obtain a polynomial g̃5, of degree strictly less than 8 in some variable. The
polynomial g5 is too big to be printed here. However, denoting by (g5)8 the part of g5
which is homogeneous of degree 8, we have:

(g5)8(e1, . . . , e5) = e81 + (d/a)4(e82 + e83) + (d/a)8(e84 + e85). (2.16)
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Let µ1 ∈ Fq be a primitive 16-th roots of unity. Then we can factor t8 + s8 over Fq as

t8 + s8 = (t− µ1s)(t+ µ1s)r6(t, s).

Therefore, (2.16) can be written in the form

(g5)8 = e81 + (d/a)4(e2 − µ1e3)(e2 + µ1e3)p6(e2, e3) + (d/a)8(e84 + e85).

Hence, after performing the change of coordinates
t2 = e2 − µ1e3
t3 = e2 + µ1e3
ti = ei for i = 1, 4, 5

we obtain a polynomial g̃5(t1, . . . , t5) of degree 8 in t1, t4, t5, and degree 7 in t2, t3. Then,
in the case 16|(q − 1) we can take the optimal representation R′5 = (R′5,q,Ea,d)16|(q−1),Ea,d ,
with

R′5,q,Ea,d : T5 −→ F4
q , (x, y) 7→ (t1(y, · · · , yq

4
), t3(y, · · · , yq

4
), t4(y, · · · , yq

4
), t5(y, · · · , yq

4
)).

In such a way, we lower the degree of the equation in the first step of the decompression
algorithm. In fact, g5(e1 · · · , e4, t) has degree 8 in t, while g̃5(t1, t, t3, t4, t5) has degree 7
in t.

Example 54. Let q = 210−3, µ = 2. Let Fq5 be the Kummer extension Fq5 ∼= Fq[ζ]/(ζ5−
µ). Take the corresponding Kummer basis B = {1, ζ, ζ2} of Fq5 over Fq.
Let E1,486 be the Edwards curve of equation

E1,486 : x2z2 + y2z2 = z4 + 6x2y2.

Let P ∈ T5 be the point

P = (951ξ4 + 338ξ3 + 246ξ2 + 934ξ + 133, 650ξ4 + 927ξ3 + 301ξ2 + 171ξ + 973).

We denote by R the representation map on T5. The compression of P is

R(P ) = (e1, e2, e3, e4) = (686, 289, 865, 418).

In order to decompress, we solve

g5(e1, e2, e3, e4, t) = g5(686, 289, 865, 418, t) =

71t8 + 705t7 + 1007t6 + 970t5 + 233t4 + 1014t3 + 356t2 + 198t+ 575 = 0,

which has a unique solution e5 = 790 ∈ Fq. In order to recover the value of the y-coordinate
of P up to Frobenius conjugates, we find a root y ∈ Fq5 of

y5 − e1y4 + e2y
3 − e3y2 + e4y − e5 = y5 + 335y4 + 289y3 + 156y2 + 418y + 231.

Hence, we use method 2 in line 4 of the decompression Algorithm 4. Notice that the
five roots are Frobenius conjugates of each other. From y ∈ Fq5 we can recompute the
x-coordinate up to sign, via the curve equation. So the decompression algorithm returns
R−1(R(P )) = {±P,±ϕ(P ),±ϕ2(P ),±ϕ3(P ),±ϕ4(P )}.

We now give an example that has some indeterminacy in the decompression algorithm.
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Example 55. Let q = 210 − 3, µ = 2, Fq5 ∼= Fq[ζ]/(ζ − µ), and B = {1, ζ, ζ2} Kummer
basis of Fq5 over Fq. Take the twisted Edwards curve

E210,924 : 210x2z2 + y2z2 = ζ4 + 924x2y2

and the point

P = (1020ξ4 + 713ξ3 + 158ξ2 + 745ξ + 515, 891ξ4 + 557ξ3 + 135ξ2 + 976ξ + 62) ∈ T5.

As in the previous example, we denote byR the representation map on T5. The compressed
representation of P is

R(P ) = (e1, e2, e3, e4) = (310, 887, 19, 660).

The decompressing equation is

g5(e1, e2, e3, e4, t) = 62t8 + 502t7 + 388t6 + 294t5 + 2t4 + 466t3 + 723t2 + 55t+ 388 = 0,

which has solutions e5 = 428, e′5 = 835, e′′5 = 550 ∈ Fq. By solving the equation

y5 − e1y4 + e2y
3 − e3y2 + e4y − e5 = y5 + 310y4 + 887y3 + 19y2 + 660y + 593 = 0

we recover the y-coordinate of P and all its Frobenius conjugates. By solving the equation

y5 − e1y4 + e2y
3 − e3y2 + e4y − e′5 = y5 + 310y4 + 887y3 + 19y2 + 660y + 186 = 0

we find roots in Fq5 , which do not correspond to points of trace-zero. By solving the
equation

y5 − e1y4 + e2y
3 − e3y2 + e4y − e′′5 = y5 + 310y4 + 887y3 + 19y2 + 660y + 471 = 0

we find Q ∈ T5 which is not a Frobenius conjugate of P . Hence in this case

R−1(R(P )) = {±P, . . . ,±ϕ4(P ),±Q, . . . ,±ϕ4(Q)}.

As we pointed out in the general case, we remark that there could be (e1, · · · , e4) ∈
Im(R5,q,Ea,d) such that g5(t) = g5(e1, · · · , e4, t) is the zero polynomial. Moreover, when
g5(t) 6= 0, the equation g5(t) = g5(e1, · · · , e4, t) = 0 can have up to eight Fq-solutions. So
it can happen to identify more than the Frobenius conjugates of a trace-zero point and
their inverses. This is the case of Example 55. Nevertheless, an heuristic argument shows
that a generic (e1, · · · , e4) ∈ Im(R5,q,Ea,d) has exactly ten inverse images (the Frobenius
conjugates of the point and their inverses). In order to support the heuristics, we tested
15′000 random points in the trace-zero subgroup T5 of 15 twisted Edwards curves Ea,d.
The groups had prime cardinality and bit-length 192, 224, and 256. For any random point
P , we computed the cardinality of R−15,q,Ea,d

(R5,q,Ea,d(P )). We found that this cardinality

is 10 for about 91% of the points, 20 for about 8.5% of the points, and 30 for about
0.5% of the points. We also found a few points for which |R−15,q,Ea,d

(R5,q,Ea,d(P ))| = 40,

but the percentage was less than 0.02%. Finally, we did not find any point for which
40 < |R−15,q,Ea,d

(R5,q,Ea,d(P ))| ≤ 80, or for which g5(t) is the zero polynomial.

In order to test the efficiency of the compression and decompression algorithms for
n = 5, we have implemented them in Magma. We take primes q1, q2, and q3 of bit-
length 48, 56, and 64, respectively. We choose primes such that 5|(qi − 1) for all i. For
each qi we take five pairs of birationally equivalent curves (E,Ea,d) defined over Fqi , such
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that the order of T5 is prime of bit-length 192, 224, and 256, respectively. The following
table contains the average times for compression and decompression in milliseconds. Each
average is computed on a set of 20’000 randomly chosen points on each of the five curves.

Table 3. Average computation times in milliseconds, for point compression and decompression in T5,

for elliptic curves in short Weierstrass form and for twisted Edwards curves.

Bit-length of |T5| 192 224 256

Compression on E 0.057 0.055 0.060

Compression on Ea,d 0.049 0.058 0.053

Decompression on E 64.17 104.31 121.51

Decompression on Ea,d 63.66 104.45 121.42

The following table contains the ratios between the average times for point compression
and decompression on elliptic curves in short Weierstrass form and twisted Edwards curves.

Table 4. Ratios between the average times for point compression and decompression on elliptic curves

in short Weierstrass form and on twisted Edwards curves.

Bit-length of |T5| 192 224 256

Comp on E / Comp on Ea,d 1.163 0.948 1.132

Dec on E / Dec on Ea,d 1.008 0.999 1.001

2.2 An optimal representation using rational functions

Let Ea,d be a twisted Edwards curve defined over Fq. In this section, we propose an-
other optimal representation for the trace-zero family Gn = (Tn ⊆ E(Fqn))q,Ea,d . This
representation makes use of rational functions of the curve. We refer to Section 1.2 for
basic notions about rational functions and divisors of a curve and the annexed notation.
In [49], the authors propose to represent trace-zero points P ∈ Tn of an elliptic curve in
short Weierstrass form via the coefficients of the rational function which corresponds to
the principal divisor P + ϕ(P ) + . . . + ϕn−1(P ) − nO on the curve. Optimality of the
representation depends on the fact that the rational function associated to this divisor
has a special form, and it can be given via n − 1 coefficients of Fq. In order to adapt
this idea to the case of twisted Edwards curves, there are several questions that need to
be answered, and one has to overcome some difficulties in order to successfully carry out
the same strategy. For example, we saw in Section 1.3.2 that a twisted Edwards Ea,d has
two singular points, namely the two points at infinity Ω1 and Ω2. On the other hand,
an elliptic curve is a nonsingular projective curve. Since a twisted Edwards curve has
two singular points, we have to care about the definitions of divisor, principal divisor and
divisor of a rational function for the curve Ea,d: we explained this issue in Example 26.

We start with recalling some preliminaries and notations about rational functions and
divisors on a twisted Edwards curve.
For a field extension Fq ⊆ L ⊆ Fq, let h = h(x, y, z) ∈ L(Ea,d) be a L-rational function of
Ea,d. We have seen in Section 1.2.1 that the field L(Ea,d) is isomorphic to the field of affine
L-rational function L((Ea,d)

∗
z), via the isomorphism L(Ea,d) 3 h(x, y, z) 7→ h(x, y, 1) ∈

L((Ea,d)
∗
z). So here we will write the rational function h in the affine form h(x, y) =

h(x, y, 1) = r(x, y)/s(x, y), following the notation of Section 1.2.1.
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By Theorem 33, Ea,d is birationally equivalent over Fq to an elliptic curve EM in
Montgomery form, via the birational map Φ : EM −→ Ea,d. Notice that, for each P ∈
Ea,d \ {Ω1,Ω2}, we have |Φ−1(P )| = 1, while |Φ−1(Ω1)| = |Φ−1(Ω2)| = 2. We denote

Φ([0, 0, 1]) = [0,−1, 1] = O′,

Φ−1(Ω1) = {[α1, 0, 1], [α2, 0, 1] ∈ EM with αi 6= 0} = {Q1, Q2},

and

Φ−1(Ω2) = {[−1,
√
d, 1], [−1,−

√
d, 1] ∈ EM} = {Q3, Q4}.

We recall that, by definition, divisors on an absolutely irreducible projective curve are
divisors on its nonsingular model. Hence, in the case of Ea,d, divisors on Ea,d are divisors
D =

∑
P∈EM nPP on EM . Given the divisor D, we can take its image with respect to Φ,

that is Φ(D) =
∑

P∈EM nPΦ(P ), to obtain a formal sum of points on the given curve Ea,d
(see Example 26). Moreover, for h ∈ Fq(Ea,d), its divisor divEa,d(h) is

divEa,d(h) = divEM (h ◦ Φ).

As before, we can take the image Φ(divEa,d(h)) to obtain a formal sum of points on Ea,d.

As we have already mentioned, the authors of [49] take elliptic curves EW in short
Weierstrass form defined over Fq, and trace-zero points P ∈ Tn ⊆ EW (Fqn). For such
points, by definition of trace-zero, we have P ⊕ ϕ(P )⊕ · · · ⊕ ϕn−1(P ) = O. By Theorem
28, this equality is equivalent to saying that there is a rational function h ∈ Fq(EW ) such
that div(h) = P + ϕ(P ) + · · · + ϕn−1(P ) − nO. The authors of [49] observe that h is a
polynomial of a particular form, that can be given via n − 1 coefficients of Fq. So they
optimally represent the trace-zero point P via these n− 1 coefficients.
Let now P ∈ Tn be a trace-zero point of our twisted Edwards curve Ea,d. Let h ∈ Fq(Ea,d)
such that Φ(divEa,d(h)) = P+ϕ(P )+· · ·ϕn−1(P )−nO. One has that h is not a polynomial
any more. So the straightforward adaptation of the method in [49] cannot be applied. Our
idea is then to take another rational function associated to Tr(P ), rather than the rational
function h. This rational function have the polynomial form that is required for the
optimal representation. We describe and construct such rational function in the following
theorem.

Theorem 56. Let Ea,d be a twisted Edwards curve defined over Fq. Let P ∈ Tn ⊆ E(Fqn).
Then there exists a polynomial qP (x, y) = q1(y) + xq2(y) ∈ Fq[x, y], with q1(y), q2(y) ∈
Fq[y], such that

1. Φ(divEa,d(qP )) = P + ϕ(P ) + . . .+ ϕn−1(P ) +O′ − 2Ω1 − (n− 1)Ω2.

2. max{deg(q1), deg(q2)} = n−1
2 .

3. q1(y) = (1 + y)q̂1(y), where q̂1 ∈ Fq[y] and deg(q̂1) ≤ n−3
2 .

4. q2 is not the zero polynomial.

Proof. If P = O, we define qP = x(1− y)
n−1
2 , for which points 1, 2, 3, 4 of the theorem are

easily verified.
Let now P = (x, y) 6= O. For each 1 ≤ i ≤ n, let Pi = ϕi−1(P ). For each 1 ≤ i ≤ n − 2,
let φi(x, y) = 0 be the conic passing through the points (P1 ⊕ · · · ⊕ Pi−1 ⊕ Pi), Pi+1,
(−(P1⊕· · ·⊕Pi⊕Pi+1)), O′ = [0,−1, 1], Ω1 and Ω2. Notice that φi exists by [2, Theorem
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1 and Theorem 2]. Moreover, this conic is unique up to multiplication by a constant, and
it is of the form

φi(x, y) = Bi(y)x+Ai(y),

where Ai(y) and Bi(y) are polynomials of Fq[y], of degree at most one. Furthermore, for
φi ∈ Fq(Ea,d), we have that

divEa,d(φi) = divEM (φi ◦ Φ) = Φ−1(P1 ⊕+ · · ·+ Pi−1 ⊕ Pi) + Φ−1(Pi+1)+ (2.17)

+Φ−1(−(P1 ⊕ · · · ⊕ Pi ⊕ Pi+1)) + [0, 0, 1]−Q1 −Q2 −Q3 −Q4.

For each 1 ≤ i ≤ n − 3, let hi(y) = 0 be the horizontal line through the point P1 ⊕ · · · ⊕
Pi+1 ∈ Ea,d. Then

divEa,d(hi) = divEM (hi ◦ Φ) = Φ−1((P1 ⊕ · · · ⊕ Pi ⊕ Pi+1))+ (2.18)

+Φ−1(−(P1 ⊕ · · · ⊕ Pi ⊕ Pi+1))−Q3 −Q4.

Moreover, we have that

h(y) =

n−3∏
i=1

hi ∈ Fq(Ea,d)

is a polynomial of degree n− 3. Notice that we have

divEa,d(a−dy
2) = divEa,d(((1−y

2)/x2)◦Φ) = divEM (y2/x(x+1)2) = 2Q1+2Q2−2Q3−2Q4,
(2.19)

and

divEa,d(1 + y) = divEM ((1− y2) ◦ Φ) = divEM (x/(x+ 1)) = 2[0, 0, 1]−Q3 −Q4.

Let now define

q̃P (x, y) =
(a− dy2)

n−3
2

h(y)(1 + y)
n−3
2

n−2∏
i=1

φi ∈ Fq(Ea,d). (2.20)

By (2.17), (2.18), and the previous observations, we have that

divEa,d(q̃P ) = divEM (qP ◦Φ) = (

n∑
i=1

Φ−1(Pi))+[0, 0, 1]−Q1−Q2−(
n− 1

2
)Q3−(

n− 1

2
)Q4.

(2.21)
Now let (q̃P ◦ Φ)(x, y) = p1(x, y)/q1(x, y). Denote by pϕ1 (x, y), qϕ1 (x, y) the polynomials
that we obtain from p1 and q1 respectively, by rising each coefficient to the q-th power.
We have that

divEM (pϕ1 /q
ϕ
1 ) = ϕ(divEM (p1/q1)) =

(
∑n

i=1 Φ−1(ϕ(Pi))) + ϕ([0, 0, 1])− ϕ(Q1)− ϕ(Q2)− (n−12 )ϕ(Q3)− (n−12 )ϕ(Q4) =

(
∑n

i=1 Φ−1(Pi))+[0, 0, 1]−Q1−Q2−(n−12 )Q3−(n−12 )Q4 = divEM (p1/q1) = divEM (q̃P ◦Φ).

Notice that Q1, Q2, Q3, Q4 ∈ EM (Fq2). Hence for Q1, Q2, we have that ϕ(Q1) = Q1,
ϕ(Q2) = Q2 if Q1, Q2 ∈ EM (Fq), ϕ(Q1) = Q2, ϕ(Q2) = Q1 otherwise. We have the
analogous result for Q3, Q4. So we have obtained that divEM (pϕ1 /q

ϕ
1 ) = divEM (p1/q1) =

divEM (q̃P ◦ Φ). By [44, Proposition 2, Chapter 8], this implies that pϕ1 /q
ϕ
1 = p1/q1 up to
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multiplication by a nonzero constant. Hence (up to multiplication by a nonzero constant)
we have that p1/q1 = q̃P ◦Φ has coefficients in Fq, that is, q̃P ◦Φ ∈ Fq(EM ). Since Φ is a
Fq-birational map, this implies that also q̃P ∈ Fq(Ea,d).

Take now the product
∏n−2
i=1 φi in the numerator of q̃P . This product has the form

n−2∏
i=1

φi = Hn−2(y)xn−2 +Hn−3(y)xn−3 + . . .+H1(y)x+H0(y),

where each Hi(y) is a polynomial in y of degree at most n − 2. Then, if we take the
equality x2 = (1 − y2)/(a− dy2) in Fq(Ea,d), we obtain the following equality of rational
functions:

(a− dy2)
n−3
2

n−2∏
i=1

φi(x, y) = R1(y) + xR2(y), (2.22)

where each Ri(y) is a polynomial of degree

deg(Ri) ≤ max{deg(Hj)}+ n− 3 ≤ 2n− 5. (2.23)

By definition of φi and hj for each i, j, we have that, for each Q = (x0, y0) such that
h(y0) = 0, the following equalities hold:

R1(y0) + x0R2(y0) = 0 and R1(y0)− x0R2(y0) = 0. (2.24)

Moreover, we claim that x0 6= 0. Let us prove the claim.

Proof of the claim. By definition of h(y), we have that Q = (x0, y0) = ±(P ⊕ · · · ⊕ϕt(P ))
for some 0 ≤ t ≤ n − 3. So x0 = 0 is equivalent to saying that P ⊕ · · · ⊕ ϕt(P ) = O′ or
P ⊕ · · · ⊕ ϕt(P ) = O for some 0 ≤ t ≤ n− 3.
We have that

∑t
i=0 ϕ

i(P ) 6= O′ for all 0 ≤ t ≤ n− 3, since O′ = (0,−1) 6∈ Tn.
Now we prove that we have also

∑t
i=0 ϕ

i(P ) 6= O for all 0 ≤ t ≤ n− 3.
Suppose that it is not the case, that is, suppose that there exists 0 ≤ t ≤ n − 3 such
that

∑t
i=0 ϕ

i(P ) = O. If t = 0, then P = O. This is not possible since we are supposing
P 6= O.
Let now t > 0. We want to prove that, in this case, there exists 0 ≤ j < t such that∑j

i=0 ϕ
i(P ) = O.

If t is odd, that is t = 2j + 1 with 0 ≤ j < t, we have that Q = P ⊕ · · · ⊕ ϕj(P ) = O. In
fact,

∑t
i=0 ϕ

i(P ) = O implies Q = −ϕj+1(Q), with j + 1 < n and Q ∈ Tn ⊆ E(Fqn). The
equality Q = −ϕj+1(Q) implies Q ∈ E(Fq2(j+1)), hence Q ∈ E(Fq2(j+1))∩E(Fqn) = E(Fq),
since n is an odd prime and j + 1 < n. Therefore, Q = −ϕj+1(Q) = −Q, that is 2Q = O.
On the other hand Q ∈ Tn with n odd prime, hence we have that Q = O.
Let now assume that t is an even positive number. We have that P ∈ Tn together with∑t

i=0 ϕ
i(P ) = O imply ϕt+1 ⊕ · · · ⊕ ϕn−1(P ) = O. This implies

∑h
i=0 ϕ

i(P ) = O, where
h = n− t− 2 is odd since n is odd and t even, and 0 < h ≤ n− 3. Hence h = 2j′+ 1 with

0 ≤ j′ < h, and
∑j′

i=0 ϕ
i(P ) = O from the previous argument.

Now, if j′ < t, we take j = j′. Otherwise, we have j′ ≥ t, and we have the equality
j′ + 1 = (t+ 1)k + r for some k ∈ Z>0 and some 0 ≤ r < (t+ 1).
Suppose r = 0. Then n − t − 2 = h = 2j′ + 1 implies n = (t + 1) + (j′ + 1) + (j′ + 1) =
(t+ 1)(1 + 2k), with t > 0. This is not possible since n is prime.
Then, 0 < r < t + 1, from which 0 ≤ r − 1 < t. Moreover, combining the equalities∑t

i=0 ϕ
i(P ) = O and

∑j′
i=0 ϕ

i(P ) = O we have
∑r−1

i=0 ϕ
i(P ) = O. Hence, if j′ ≥ t, we take

j = r − 1.
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In this way we have proved that, if t > 0, then there exists 0 ≤ j < t such that∑j
i=0 ϕ

i(P ) = O.
By iterating the same argument, we obtain a strictly decreasing chain 0 ≤ · · · < j2 < j1 < t
such that

∑js
i=0 ϕ

i(P ) = O for all js. This implies that there exists some js0 = 0. Then
P = O and we have finished the proof of the claim.

From the precedent claim and (2.24) we have

h(y)|R1(y) and h(y)|R2(y). (2.25)

Now, by definition of φi, we have that ordO′(R1 + xR2) = n− 2. This implies that

(1 + y)
n−1
2 |R1(y) and (1 + y)

n−3
2 |R2(y), (2.26)

and
(1 + y)

n−1
2 6 |R2(y) (2.27)

From (2.25) and (2.26) we obtain that R1(y) + xR2(y) has the form

R1(y) + xR2(y) = (1 + y)
n−3
2 h(y)(1 + y)q̂1(y) + (1 + y)

n−3
2 h(y)q2(y),

where q̂1(y), q2(y) ∈ Fq[y] and q2(−1) 6= 0. We denote q1(y) = (1 + y)q̂1(y) and
qP (x, y) = q1(y) + xq2(y). Therefore, from the definition (2.20) of q̃P and the equality
of rational functions (2.22), and simplifying the denominator, we obtain the equality of
rational functions

q̃P (x, y) = qP (x, y) ∈ Fq(Ea,d).

The equality implies divEa,d(qP ) = divEa,d(q̃P ), and, by (2.21),

Φ(divEa,d(qP )) = P ⊕ · · · ⊕ ϕn−1P +O′ − 2Ω1 − (n− 1)Ω2.

Hence we have proved that qP (x, y) = q1(y)+xq2(y) ∈ Fq[x, y] satisfies points 1, 3, 4 of the
theorem. Notice that point 4 is a straightforward consequence of the fact that q2(−1) 6= 0
by (2.27).

Now we show point 2 to finish the proof. From the previous discussion and (2.23), we
have

deg(qi) = deg(Ri)−deg(1+y)
n−3
2 −deg(h) ≤ 2n−5−(n− 3)

2
−(n−3) =

n− 1

2
for i ∈ {1, 2}.

(2.28)
Observe that we have the following equality of rational functions of Fq(Ea,d):

qP (x, y)qP (−x, y) = q21(y)− 1− y2

a− dy2
q22(y). (2.29)

Moreover, we have that divEa,d(qP (−x, y)) = divEM (qP (−x, y)◦Φ) = divEM (qP ◦Φ(x,−y)) =
−divEM (qP ◦ Φ) = −divEa,d(qP ), from which

q−P (x, y) = qP (−x, y), (2.30)

up to multiplication by a nonzero constant.
We take the polynomial

RP (y) = (a− dy2)q21(y)− (1− y2)q22(y) ∈ Fq[y].
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By (2.19), (2.29) and (2.30), we have that

Φ(divEa,d(RP )) = (±P ) + (±ϕ(P )) + · · ·+ (±ϕn−1(P )) + 2O′ − 2(n+ 1)Ω2.

Hence (1 + y)
∏n−1
i=0 (y− yqi)|RP (y) (recall that y is the y-coordinate of P ). Therefore, we

have
n+ 1 ≤ deg(RP (y)) ≤ 2 + 2 max{deg(q1), deg(q2)}. (2.31)

So part 2 follows directly from (2.28) and (2.31).
Notice that we have also obtained that RP is a polynomial of degree exactly n + 1

with coefficients in Fq and roots −1, yq
i
, for 0 ≤ i ≤ n − 1. We need this result for the

decompression algorithm: see Proposition 59.

Computation of qP . In the proof of the previous theorem, we have seen that one
can compute the polynomial qP in the following way.

1. Compute the fraction q̃P as

q̃P (x, y) =
(a− dy2)

n−3
2

h(y)(1 + y)
n−3
2

n−2∏
i=1

φi, (2.32)

where:

• For each 1 ≤ i ≤ n, Pi = ϕi−1(P ).

• For each 1 ≤ i ≤ n− 2, φi(x, y) = 0 is the conic through (P1⊕ . . .⊕Pi−1⊕Pi), Pi+1,
O′, Ω1 and Ω2.

• For each 1 ≤ i ≤ n−3, hi(y) = 0 is the horizontal line through P1⊕· · ·⊕Pi+1 ∈ Ea,d.

Notice that we can easily calculate φi for each i, with the formulas given in [2, Theorem
1 and Theorem 2].

2. Reduce q̃P modulo the curve equation x2 = (1 − dy2)/(a − dy2): replace each
x2k with ((1− y2)/(a− dy2))k, to obtain qP up to multiplication by a nonzero constant.

We now discuss how to use the polynomial qP to represent P via (n − 1) elements of
Fq plus a bit. As a consequence of Theorem 56, qP has the form

qP (x, y) = (1 + y)
(
an−3

2
y
n−3
2 + · · ·+ a1y + a0

)
+ x

(
bn−1

2
y
n−1
2 + · · ·+ b1y + b0

)
, (2.33)

where ai, bj ∈ Fq for all i, j, and bn−1
2
∈ {0, 1}. We have therefore obtained an optimal

representation Rn = (Rn,q,Ea,d) for the trace-zero family Gn, where

Rn,q,Ea,d : Tn −→ Fn−1q × F2, P 7→
(
a0, . . . , an−3

2
, b0, . . . , bn−1

2

)
. (2.34)

We now give the complete algorithm for point compression.
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Algorithm 5 (Compression).

Input : P ∈ Tn ⊆ E(Fqn)
Output : Rn,q,Ea,d(P ) ∈ Fn−1q × F2

1: Compute qP (x, y) = q1(y) + xq2(y):
Use (2.32) and reduce modulo the curve equation, as explained above.

2: Compute q̂1(y) = q1(y)/(1 + y) = an−3
2
y
n−1
2 + · · ·+ a1y + a0

3: q2(y) = bn−1
2
y
n−1
2 + · · ·+ b1y + b0

4: Rn,q,Ea,d(P )← (a0, . . . , an−3
2
, b0, . . . , bn−1

2
)

5: return Rn,q,Ea,d(P )

Theorem 57. Algorithm 5 is correct.

Proof. The thesis is a direct consequence of the previous results.

Given a n-tuple (α1, . . . , αn−1, b) ∈ Fn−1q ×F2 such that (α1, . . . , αn−1, b) = Rn,q,Ea,d(P )

for some P ∈ Tn, we want to compute the decompression R−1n,q,Ea,d(α1, . . . , αn−1, b). We

start with some preliminary results. The next lemma guarantees that the x-coordinate of
P can be computed from its y-coordinate and the polynomial qP .

Lemma 58. Let P = (x, y) ∈ Tn. Let qP (x, y) = q1(y)+xq2(y) ∈ Fq[x, y] be the polynomial
of Theorem 56, with Φ(divEa,d(qP )) = P + ϕ(P ) + . . .+ ϕn−1(P ) +O′ − 2Ω1 − (n− 1)Ω2.
Then q2(y) = 0 if and only if P = O.

Proof. If q2(y) = 0, then q1(y) = 0. Hence qP (−x, y) = 0. Since the affine points of the
curve on which qP vanishes are exactly O′ and ϕi(P ) for 0 ≤ i ≤ n − 1 by Theorem 56,
and O′ 6∈ Tn, then −P = ϕi(P ) for some i. If i = 0, we have −P = P , hence P = O. If
i 6= 0, then (−x, y) = (xq

i
, yq

i
) for some i ∈ {1, . . . , n− 1}. Then y ∈ Fqi ∩ Fqn = Fq and

xq
2i

= x ∈ Fq2i ∩ Fqn = Fq. Hence P ∈ E(Fq) and −P = ϕi(P ) = P , from which P = O.

Conversely, if P = O then qP (x, y) = x(1− y)
n−1
2 and q2(1) = 0.

Given qP (x, y), we can compute a polynomial QP (y) whose roots are exactly the Frobe-
nius conjugates of the y-coordinate of P . This polynomial is used in our decompression
algorithm.

Proposition 59. Let P = (x, y) ∈ Tn. Let qP (x, y) = q1(y) + xq2(y) = (1 + y)q̂1(y) +
xq2(y) ∈ Fq[x, y] be the polynomial of Theorem 56, with Φ(divEa,d(qP )) = P +ϕ(P )+ . . .+
ϕn−1(P ) +O′ − 2Ω1 − (n− 1)Ω2.

1. Let

RP = (a− dy2)q21(y)− (1− y2)q22(y).

Then RP ∈ Fq[y], deg (RP ) = n+ 1, and its roots are −1, y, yq, . . . , yq
n−1

.

2. Let

QP (y) = (a− dy2)(1 + y)q̂1
2(y) + (y − 1)q22(y).

Then QP (y) ∈ Fq[y], deg (QP ) = n, and its roots are y, yq, . . . , yq
n−1

.
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Proof. We have proved point 1 in the last part of the proof of Theorem 56. We have that
RP = (1 + y)QP . Then point 2 follows from point 1.

We give below the decompression algorithm.

Algorithm 6 (Decompression).

Input : (α1, . . . , αn−1, b) ∈ Fn−1q × F2

Output : P = (x, y) ∈ Tn with R(P ) = (α1, . . . , αn−1, b)

1: q̂1(y)← αn−1
2
y
n−3
2 + · · ·+ α2y + α1.

2: q2(y)← by
n−1
2 + αn−1y

n−3
2 + · · ·+ αn+3

2
y + αn+1

2
.

3: QP (y)← (a− dy2) · (1 + y) · q̂21(y) + (y − 1) · q22(y).
4: y ← one root of QP (y).

5: if y = 1 then x← 0 else x← − q̂1(y)(y+1)
q2(y)

end if

6: return (x, y).

Theorem 60. Algorithm 6 is correct.

Proof. Let P ∈ Tn be a point with R(P ) = (α1, . . . , αn−1, b). By Theorem 56, the Frobe-
nius conjugates of P are the only other points of Tn with the same representation. Cor-
rectness of the first four lines of the algorithm follows from Proposition 59. Correctness
of line 5 follows from Lemma 58. Hence the given algorithm correctly recovers the point
P , up to Frobenius conjugates.

2.2.1 Explicit equations, complexity, and timings for n = 3

In this subsection, we give explicit equations and perform some computations for n = 3.
We estimate the number of operations needed for compression and decompression. We
give some timings obtained with Magma. We also make comparisons with the analogous
compression and decompression algorithms for degree three trace-zero subgroups of elliptic
curves in short Weierstrass form, treated in [49].

Point Compression. Let P = (x, y) ∈ T3 ⊆ E(Fq3). For brevity, we denote the
representation map R3,q,Ea,d of T3 by R. By Theorem 56, we may write

qP (x, y) = q̂1(y)(1 + y) + xq2(y) = a0(1 + y) + x(b1y + b0),

where a0, b0 ∈ Fq, b1 ∈ {0, 1}.
If P 6∈ E(Fq), let t = y+1

x . Notice that x 6= 0, since x = 0 implies P = O, hence
P ∈ E(Fq).

1. If tq − t 6= 0, by [2, Theorem 1], we have

R(P ) = (a0, b0, b1) =

(
−y

q − y
tq − t

,−a0t− y, 1
)
.

Computing t from x and y takes 1M+1I in Fq3 . Once we have t, the situation is analogous
to the case of elliptic curves in short Weierstrass form. Hence we refer to [49, Section
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5.1] for a detailed discussion of how to efficiently compute R(P ). It is shown that one
can compute a0 and b0 with 2S+6M +1I in Fq. Summarizing, point compression in this
case takes 1M+1I in Fq3 and 2S+6M +1I in Fq. Due to the calculation of t, it is more
expensive than that for elliptic curves in short Weierstrass form.

2. If tq − t = 0, then qP (x, y) = 0 is the line passing through P and O′, by [2, The-

orem 1]. Hence
R(P ) =

(
−t−1, 1, 0

)
. (2.35)

Since O′ 6∈ T3, then t 6= 0. In this case, point compression requires only 1M + 1I in Fq3 .

If P ∈ E(Fq), then the computation takes place in Fq instead of Fq3 . Hence we expect
the complexity to be lower. We carry on a precise operation count, as in the previous case.

3. If dx2y − 1 6= 0, by [2, by Theorem 1], we have

R(P ) =

(
x(1− y)

dx2y − 1
,
y − ax2

dx2y − 1
, 1

)
.

Therefore, point compression takes 1S+4M+1I in Fq.

4. If dx2y − 1 = 0, then the situation is analogous to 2. and R(P ) is given by (2.35).

Hence point compression requires 1M + 1I in Fq.

Since 1. is the generic case, the expected complexity of point compression is 1M+1I
in Fq3 and 2S+6M +1I in Fq.

Point Decompression. Let (α1, α2, b) ∈ F2
q × F2 and P = (x, y) ∈ T3 such that

R(P ) = (α1, α2, b). In order to recover P from R(P ), we want to find the roots of

QP (y) = (b− dα2
1)y

3 + (−dα2
1 + 2α2b− b)y2 + (aα2

1 − 2α2b+ α2
2)y + (aα2

1 − α2
2).

They are the solutions system
y + yq + yq

2
= c(dα2

1 − 2α2b+ b)

yq+1 + yq
2+1 + yq

2+q = c(aα2
1 − 2α2b+ α2

2)

y1+q+q
2

= c(−aα2
1 + α2

2)

(2.36)

where c = (b−dα2
1)
−1. Notice that (b−dα2

1) 6= 0, since QP has degree 3 by Proposition 59.

Computing the constant terms of (2.36) takes 2S+3M+1I in Fq. Computing a so-
lution of the system takes at most 3S+3M+1I, one square root and two cube roots in
Fq, as shown in [49]. Finally, computing x from y requires 2M+1I in Fq3 . Summarizing,
for n = 3 point decompression takes at most 2M+1I in Fq3 and 5S+6M+2I, one square
root and two cube roots in Fq. It is more expensive than that for elliptic curves in short
Weierstrass form, which takes at most 1M in Fq3 and 5S+4M+1I, one square root and
two cube roots in Fq.

We now give an example and some statistics implemented in Magma, version V2.22-1 of
the software, running on a single 3 GHz core. We follow the same setup as in Example 53.
We compare with the method for elliptic curves in short Weierstrass form proposed in [49].
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Example 61. Let q = 279 − 67 and µ = 3. We choose random, birationally equivalent
curves defined over Fq:

Ea,d : 31468753957068040687814x2 + y2 = 1 + 192697821276638966498997x2y2

and

EW : y2 = x3 + 292467848427659499478503x+ 361361026736404004345421.

We choose a random point P ′ ∈ EW (Fq3) of trace-zero, and let P be the corresponding
point on Ea,d. For brevity, we only write the x -coordinates xP ′ of points of E and the
y-coordinates yP of points of Ea,d:

xP ′ = 346560928146076959314753ξ2+456826539628535981034212ξ+344167470403026652826672,

yP = 208520713897518236215966ξ2+451121944550219947368811ξ+68041089860429901306252.

We denote byR andR′ the representation maps on Ea,d and E, respectively. We compute:

R′(P ′) = (γ0, γ1) = (48823870679406912678832, 283451751560764957720302),

R(P ) = (a1, b0, b1) = (313084342552232820027816, 535814703179324297074161, 1).

Applying the decompression algorithms to R′(P ′) and R(P ), we obtain

R′−1(48823870679406912678832, 283451751560764957720302) =

{346560928146076959314753ξ2+456826539628535981034212ξ+344167470403026652826672,

164759498614507503187493ξ2+361520690988197751534381ξ+344167470403026652826672,

93142483046730124850775ξ2+390578588997895442137449ξ+344167470403026652826672},

which are the x -coordinates of P ′ and its Frobenius conjugates. Similarly

R−1(313084342552232820027816, 535814703179324297074161, 1) =

{208520713897518236215966ξ2+451121944550219947368811ξ+68041089860429901306252,

539321536961066855011167ξ2+237431391097642968386719ξ+68041089860429901306252,

461083568756044083478909ξ2+520372483966766258950512ξ+68041089860429901306252},

which are the y-coordinates of P and its Frobenius conjugates.

We now give an estimate of the average time of compression and decompression for
groups of different bit-length. We take primes q1, q2, and q3 such that 3|(qi − 1) for all i,
of bit-length 96, 112, and 128, respectively. For each qi, we take five pairs of birationally
equivalent curves (E,Ea,d) defined over Fqi , such that the order of T3 is prime of bit-length
respectively 192, 224 and 256. On each pair of curves we randomly choose 20′000 pairs of
points (P ′, P ) of trace-zero which correspond to each other via the birational map between
the curves. For each pair of points, we compute R′(P ′),R(P ),R′−1(R′(P ′)),R−1(R(P )).
For each computation, we take the average time in milliseconds for each curve, and then the
averages over the five curves. The average computation times are given in the table below.

Table 5. Average computation times in milliseconds, for point compression and decompression in T3,

for elliptic curves in short Weierstrass form and for twisted Edwards curves.
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Bit-length of |T3| 192 224 256

Compression on E 0.015 0.013 0.011

Compression on Ea,d 0.034 0.037 0.035

Decompression on E 0.09 0.13 0.15

Decompression on Ea,d 0.14 0.19 0.20

The next table contains the ratios of the average times for point compression and de-
compression on elliptic curves in short Weierstrass form and twisted Edwards curves.

Table 6. Ratios between the average times for point compression and decompression on elliptic curves

in short Weierstrass form and on twisted Edwards curves.

Bit-length of |T3| 192 224 256

Comp on E / Comp on Ea,d 0.441 0.351 0.314

Dec on E / Dec on Ea,d 0.643 0.684 0.750

2.2.2 Explicit equations, complexity, and timings for n = 5

In this subsection we give explicit equations and perform computations for n = 5. We
estimate the number of operations needed for the computations and give some timings
obtained with Magma. We also make comparisons with the method proposed in [49] for
elliptic curves in short Weierstrass form.

Point Compression. Let P ∈ T5 ⊆ E(Fq5). For brevity, we denote the representation
map R5,q,Ea,d of T5 by R. By Theorem 56, qP is of the form

qP (x, y) = (1 + y)q̂1(y) + xq2(y) = (1 + y)(a1y + a0) + x(b2y
2 + b1y + b0),

where a0, a1, b0, b1 ∈ Fq, and b2 ∈ F2. By (2.32), we have that

(1 + y)h1h2qP = φ1φ2φ3(a− dy2)

modulo the equation of Ea,d, and up to a nonzero constant factor. We focus on the generic
case, where b2 = 1 and φi is of the form

φi(x, y) = pi(y + 1) + x(y + qi)

with pi, qi ∈ Fq5 , and i ∈ {1, 2, 3}. Denote by k1 and k2 the y-coordinates of P1 ⊕ P2 and
P1 ⊕ P2 ⊕ P3, respectively. We have

R(P ) = (a0, a1, b0, b1, 1),

where

a1 = k · (d(p1p2p3) + (p1 + p2 + p3)),
a0 = k · (3d(p1p2p3) + (p1q2 + p1q3 + q1p2 + q1p3 + p2q3 + q2p3) + (p1 + p2 + p3))+

a1 · (k1 + k2 − 2),
b1 = k · (d(p1p2q3 + p1p3q2 + p2p3q1) + 2d(p1p2 + p1p3 + p2p3) + (q1 + q2 + q3))+

(k1 + k2 − 1),
b0 = k · (2d(p1p2q3 + p1p3q2 + p2p3q1) + (d− a)(p1p2 + p1p3 + p2p3)+

(q1q2 + q1q3 + q2q3))− 1) + b1(k1 + k2 − 1) + (k1 + k2 − k1k2),
k = (d(p1p2 + p1p3 + p2p3) + 1)−1.
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Computing φ1, φ2, and φ3 takes 2S+34M+2I in Fq5 . Computing a1, a2, b1, b0 with the
formulas above requires 45M+1I in Fq5 . So point compression for n = 5 takes a total of
2S+79M+3I in Fq5 . The method of [49] for elliptic curves in short Weierstrass form is
less expensive, as it takes 3S+18M+3I in Fq5 .

Point Decompression. Let (α1, α2, α3, α4, b) ∈ F4
q × F2 and let P = (x, y) ∈ T5 such

that R(P ) = (α1, α2, α3, α4, b). In order to decompress R(P ), we look for the roots of

QP (y) = Q5y
5 +Q4y

4 +Q3y
3 +Q2y

2 +Q1y +Q0,

where
Q0 = aα2

1 − α2
3,

Q1 = aα2
1 + 2aα1α2 + α2

3 − 2α3α4,
Q2 = −dα2

1 + 2aα1α2 + aα2
2 + 2α3α4 − 2α3b− α2

4,
Q3 = −dα2

1 − 2dα1α2 + aα2
2 + 2α3b+ α2

4 − 2α4b,
Q4 = −2dα1α2 − dα2

2 + 2α4b− b,
Q5 = −dα2

2 + b.

This amounts to solving the system

e1(y, y
q, . . . , yq

4
) = −Q−15 Q4

e2(y, y
q, . . . , yq

4
) = Q−15 Q3

e3(y, y
q, . . . , yq

4
) = −Q−15 Q2

e4(y, y
q, . . . , yq

4
) = Q−15 Q1

e5(y, y
q, . . . , yq

4
) = −Q−15 Q0

where ei(y, y
q, . . . , yq

4
) is the i-th elementary symmetric polynomial in y, yq, . . . , yq

4
. Com-

puting the constants in the system takes 4S+7M+1I in Fq, while solving the system re-
quires O(log2 q) operations in Fq following the approach from [49]. Finally, recovering
x from y takes 1S+5M+1I in Fq5 . The computational cost of point decompression is
comparable to that of the decompression algorithm from [49] for elliptic curves in short
Weierstrass form.

In order to estimate the average time of compression and decompression for groups of
different bit-length, we take primes q1, q2, and q3 such that 5|(qi−1) for all i, of bit-length
48, 56, and 64, respectively. For each qi, we take five pairs of birationally equivalent
curves (E,Ea,d) defined over Fqi , such that the order of T5 is prime of bit-length respec-
tively 192, 224 and 256. On each pair of curves we randomly choose 20′000 pairs of points
(P ′, P ) of trace-zero which correspond to each other via the birational map between the
curves. For each pair of points, we compute R′(P ′),R(P ),R′−1(R′(P ′)),R−1(R(P )). For
each computation, we take the average time in milliseconds for each curve, and then the
averages over the five curves. The average computation times are given in the table below.

Table 7. Average computation times in milliseconds, for point compression and decompression in T5,

for elliptic curves in short Weierstrass form and for twisted Edwards curves.

Bit-length of |T5| 192 224 256

Compression on E 1.566 1.725 1.894

Compression on Ea,d 1.704 1.868 2.052

Decompression on E 6.10 31.69 36.99

Decompression on Ea,d 6.15 31.37 36.59
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The next table contains the ratios of the average times for point compression and de-
compression on elliptic curves in short Weierstrass form and twisted Edwards curves.

Table 8. Ratios between the average times for point compression and decompression on elliptic curves

in short Weierstrass form and on twisted Edwards curves.

Bit-length of |T5| 192 224 256

Comp on E / Comp on Ea,d 0.919 0.923 0.923

Dec on E / Dec on Ea,d 0.992 1.010 1.011

Finally, Table 9 summarizes the number of operations for point compression and de-
compression. We compare the operation count from this paper with the one for elliptic
curves in short Weierstrass form from [49].

Table 9. Number of operations for point compression and decompression.

Compression, n = 3, elliptic 2S+6M+1I in Fq
Compression, n = 3, Edwards 1M+1I in Fq3 and 2S+6M+1I in Fq
Decompression, n = 3, elliptic 1M in Fq3 , 5S+4M+1I, 1 sq. root, 2 cube roots in Fq
Decompression, n = 3, Edwards 2M + 1I in Fq3 , 5S+6M+2I, 1 sq. root, 2 cube roots in Fq
Compression, n = 5, elliptic 3S+18M+3I in Fq5
Compression, n = 5, Edwards 2S+79M+3I in Fq5
Decompression, n = 5, elliptic O(log2 q) operations in Fq, 1S+3M+1I in Fq5
Decompression, n = 5, Edwards O(log2 q) operations in Fq, 1S+5M+1I in Fq5



Chapter 3

Generalized summation
polynomials

In this chapter, we deal with generalized summation polynomials of elliptic curves. First,
we explain the idea on which generalized summation polynomials are based. Next, we give
the definition, and we show that such polynomials exist, by giving algorithms to construct
them for each choice of the parameters. We then provide a result on the degree of these
polynomials, that will be used in Chapter 5. Finally, we briefly deal with some applications
of generalized summation polynomials to cryptography. Such applications will be treated
in details in the subsequent chapters.

Throughout the chapter, we take a finite field K of characteristic different from 2, 3,
and we denote by K its algebraic closure. We take an elliptic curve E defined over K,
written in short Weierstrass form

E : y2z = f(x, z) = x3 +Axz2 +Bz3.

We denote by ⊕ the operation of point addition on E. Moreover, we denote by O the
neutral element of the operation. In Section 1.3.3, we mention that we drew inspiration
from Semaev’s summation polynomials to define generalized summation polynomials. We
refer to this section for the definition of summation polynomials of elliptic curves, with an-
nexed constructions, basic properties and notations. Our definition and constructions can
be adapted to twisted Edwards curves, as in the case of classical summation polynomials.

3.1 A generalization of Semaev’s summation polynomials

Let ft+1(x1, · · · , xt, xt+1) ∈ K[x1, · · · , xt, xt+1] be the (t+ 1)-th summation polynomial of

E, as in Theorem 37. For each (x1, · · · , xt) ∈ Kt
, take ft+1(x1, · · · , xt, x) ∈ K[x, y], and

the associated affine plane curve defined over K:

C : ft+1(x1, · · · , xt, x) = 0.

The polynomial ft+1(x1, · · · , xt+1) has degree 2t−1 in each variable by Theorem 37. Then
the curve C is the union of at most 2t−1 vertical lines defined over K. Moreover, by
definition of summation polynomials, we have that the affine points of intersection between
this curve and the elliptic curve E are exactly the affine addition points P1 ⊕ · · · ⊕ Pt, for
each Pi = (xi, yi) ∈ E on the vertical line

v−xi : x− xi = 0,

71
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for i ∈ {1, · · · , t}. Our aim in defining generalized summation polynomials is to extend
this property from vertical lines v−xi to general affine zero-locus of the elliptic curve.

For n ∈ Z≥2, we will define a polynomial

h(a1, · · · , an−1)(x, y) ∈ K[a1, · · · , an−1][x, y],

of a special form. This polynomial has the following property. For each (a1, · · · , an−1) ∈
Kn−1

, we take the curve defined over K:

Ca1,··· ,an−1 : h(a1, · · · , an−1)(x, y) = 0. (3.1)

Then this curve has exactly n affine points of intersection P1, · · · , Pn with E.
Notice that P1, · · · , Pn are not necessarily all distinct. This means that the intersection
points are counted with multiplicity, according to the definition of intersection multiplicity
that we give in Example 22.
For example, for n = 2, we define

h(a1)(x, y) = x+ a1 ∈ K[a1][x, y].

Then, for each a1 ∈ K, we have that

Ca1 = va1 : x+ a1 = 0

is the vertical line through the two affine points of E whose x-coordinate is −a1.
In the next subsection, we see how to define h(a1, · · · , an−1)(x, y) ∈ K[a1, · · · , an−1][x, y]
for each n ∈ Z≥2.

Now we fix parameters t, n1, · · · , nt ∈ Z≥2. We want to define a polynomial

S = St,n1,··· ,nt(a1,1, · · · , a1,n1−1, · · · , at,1, · · · , at,nt−1)(x, y) ∈

K[a1,1, · · · , a1,n1−1, · · · , at,1, · · · , at,nt−1][x, y],

that satisfies the following property. We fix parameters

(a1,1, · · · , a1,n1−1, · · · , at,1, · · · , at,nt−1) ∈ K
∑t
i=1(ni−1).

We take the curve defined over K:

St,n1,··· ,nt(a1,1, · · · , a1,n1−1, · · · , at,1, · · · , at,nt−1)(x, y) = 0.

We have that, generically, the affine points of intersection between this curve and the
elliptic curve E are exactly the affine addition points

P1 ⊕ · · · ⊕ Pt,

for each Pi affine point of intersection between E and the affine curve

Cai,1,··· ,ai,ni−1 : h(ai,1, · · · , ai,ni−1)(x, y) = 0 as in (3.1).

When we say that the mentioned property holds generically, we mean that it holds in a
nonempty Zarisky open set

U ⊆ K
∑t
i=1(ni−1).
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So the property is verified for all (a1,1, · · · , a1,n1−1, · · · , at,1, · · · , at,nt−1) ∈ U . We refer to
Remark 39 for the definition of Zarisky topology.

For example, let ni = 2 for each i = {1, · · · , t}. We have defined h(ai,1)(x, y) =
x+ ai,1 ∈ K[ai,1][x, y]. Then, for all i ∈ {1, · · · , t}, ai,1 ∈ K, we have the vertical line

Cai,1 = vai,1 : x+ ai,1 = 0.

Now we take ft+1(x1, · · · , xt+1) the (t+ 1)-th Semaev’s summation polynomial of E. We
denote ai,1 = −xi for i ∈ {1, · · · , t}, and x = xt+1. Hence, by the previous discussion, we
have that the polynomial

St,2,··· ,2(a1,1, · · · , at,1)(x, y) = ft+1(−a1,1, · · · ,−at,1)(x) ∈ K[a1,1, · · · , at,1](x, y)

satisfies the required property in U = Kt
.

From this point of view, the polynomials S described above can be seen as a gener-
alization of Semaev’s summation polynomials. This is the reason why we will call such
polynomials generalized summation polynomials.

3.2 Definition of generalized summation polynomials

In the following, we use the definition of divisor of a rational function of a projective curve,
that we give in Section 1.2. We follow the notation of this section. More precisely, we
identify the field K(E) of K-rational functions of E with the field K(E∗z ) of K-rational
functions of the affine dehomogenization E∗z of E, with respect to the variable z. In
fact, we saw in Section 1.2.1 that this fields are isomorphic, via the isomorphism K(E) 3
h(x, y, z) 7→ h(x, y, 1) ∈ K(E∗z ). Hence, we will write a K-rational function h(x, y, z) of E
in the affine form h(x, y, 1), as we already did in Section 2 of Chapter 2.

We start with a proposition on zero-locus of the elliptic curve E. The proposition
states that each curve which intersects the elliptic curve E in exactly n affine points can
be given via n− 1 coefficients of K. Vice versa, n− 1 coefficients of K define a curve that
intersects E in exactly n affine points. This result tells us the form of the polynomial
h(a1, · · · , an−1)(x, y) ∈ K[a1, · · · , an−1][x, y] of the previous subsection, for each n ∈ Z≥2.
Notice that we use a special case of the proposition below in Section 2 of Chapter 2, in
order to represent a trace-zero point P ∈ Tn ⊆ E(Fqn) via n− 1 coordinates of Fq.

Proposition 62. Let n ∈ Z≥2, d1 = bn2 c, d2 = bn−32 c. Let a = (a1, · · · , an−1) be a vector
of parameters. If n = 2k, let

h1(a)(x) = a1 + a2x+ · · ·+ akx
k−1 + xk ∈ K[a][x],

h2(a)(x) = ak+1 + ak+2x+ · · ·+ an−1xk−2 ∈ K[a][x].

If n = 2k + 1, let

h1(a)(x) = a1 + a2x+ · · ·+ ak+1x
k ∈ K[a][x],

h2(a)(x) = ak+2 + · · ·+ an−1xk−2 + xk−1 ∈ K[a][x].

Let
h(a)(x, y) = h1 + yh2 ∈ K[a][x, y]. (3.2)
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Let Pi = (xi, yi) ∈ E for i ∈ {1, · · · , n}, such that P1 ⊕ · · · ⊕ Pn = O. Then there exists a

unique a ∈ Kn−1
such that

1. div(h(a)(x, y)) =
∑n

i=1 Pi − nO.

Moreover, we have that

2. h1(a)(x)2 − f(x, 1)h2(a)(x)2 =
∏n
i=1(x− xi) up to sign.

Vice versa, for any a ∈ Kn−1
, there exist Pi = (xi, yi) ∈ E such that 1. and 2. are verified.

Moreover, the Pi’s are unique up to permutation of the indices.

Proof. The result is a straightforward generalization of [49, Corollary 4.2].

Notice that, by Theorem 28, if 1. of Proposition 62 is verified, then P1⊕ · · ·⊕Pn = O.
The previous proposition tells us that the polynomial

h(a)(x, y) ∈ K[a][x, y]

of the form (3.2) is such that, for any choice of a ∈ Kn−1
, the curve

Ca : h(a)(x, y) = 0

intersects E in exactly n affine points P1, · · · , Pn, as we required in the previous subsection.
Furthermore, Proposition 62 states that for each n affine points P1, · · · , Pn on E that sum

to O, there exists a unique a ∈ Kn−1
such that Ca and E intersect exactly in the affine

points P1, · · · , Pn. Hence, for n ∈ Z≥2, there is a one-to-one correspondence between Kn−1

and multisets of n affine points of E that sum to O.

Notation 63. Let n ∈ Z≥2. Let

h(a)(x, y) ∈ K[a][x, y]

as in (3.2). For any a ∈ Kn−1
, denote by P1(a), · · · , Pn(a) the n affine points of E such

that

div(h(a)(x, y)) =
n∑
i=1

Pi(a)− nO.

Let t, n1, · · · , nt ∈ Z≥2. For i ∈ {1, · · · , t}, let ai = (ai,1, · · · , ai,ni−1) be a vector of
parameters. Let

St,n1,··· ,nt ∈ K[a1, · · · , at][x, y]

such that: for a generic choice of parameters a1 ∈ (K)n1−1, · · · , at ∈ (K)nt−1, the affine
points of intersection between the elliptic curve E and the curve of equation

St,n1,··· ,nt(a1 · · · , at)(x, y) = 0

are exactly all the possible affine sums of t points

Pj1(a1)⊕ · · · ⊕ Pjt(at),

for ji ∈ {1, · · · , ni} and i ∈ {1, · · · , t}. We will call such polynomial (t, n1, · · · , nt)-
generalized summation polynomial of E.
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Definition 64 (Generalized summation polynomials of an elliptic curve). Let t, n1, · · · , nt ∈
Z≥2. We follow the notation above. A polynomial

St,n1,··· ,nt ∈ K[a1, · · · , at][x, y]

is called a (t, n1, · · · , nt)-generalized summation polynomial of E if there exists a nonempty
Zarisky open set

U ⊆ K
∑t
i=1(ni−1)

such that, for each ai ∈ Kni−1, i ∈ {1, · · · , t}, with (a1, · · · , at) ∈ U , we have the equality

div (St,n1,··· ,nt(a1, · · · , at)(x, y)) =
∑

j1=1,···n1,··· ,jt=1,··· ,nt
(Pj1(a1)⊕ · · · ⊕ Pjt(at))−

t∏
i=1

niO.

(3.3)

Remark 65. A (t, n1, · · · , nt)-generalized summation polynomial is a polynomial modulo

the equation of the curve E. Moreover, for ai ∈ Kni−1, i ∈ {1, · · · , t}, there are at most∏t
i=1 ni affine points among the addition points Pj1(a1) ⊕ · · · ⊕ Pjt(at). Therefore, by

Proposition 62, a (t, n1, · · · , nt)-generalized summation polynomial can be given in the
form

S = S1(x) + yS2(x), (3.4)

with S1, S2 ∈ K[a1, · · · , at][x], of degree deg(S1(x)) =
⌊∏t

i=1 ni
2

⌋
, deg(S2(x)) =

⌊
(
∏t
i=1 ni)−3

2

⌋
.

We recall from the previous subsection that one can interpret Semaev’s summation
polynomials as generalized summation polynomials for special parameters, in the following
way.

Remark 66. Let t ≥ 2, n1 = · · · = nt = 2, ft+1(x1, · · · , xt, xt+1) ∈ K[x1, · · ·xt+1] the
(t+1)-th summation polynomial of E. For i ∈ {1, · · · , t}, let ai = −xi be parameters, and
let xt+1 = x be a variable. Then the polynomial S(a1, · · · at)(x, y) = ft+1(−a1, · · · ,−at, x)
is a (t, n1, · · · , nt)-generalized summation polynomial of E.

3.3 Computation of generalized summation polynomials

We give here a recursive procedure to compute generalized summation polynomials of the
elliptic curve E. First, we give an algorithm to compute a (2, n1, n2)-generalized summa-
tion polynomial, for any n1, n2 ∈ Z≥2. Then we use this algorithm to compute recursively
(t, n1, · · · , nt)-generalized summation polynomials, for t ≥ 2. The correctness of our algo-
rithms implies the existence of (t, n1, · · · , nt)-generalized summation polynomials of E for
any choice of parameters t, n1, · · · , nt ∈ Z≥2.

We start with giving some notations and preliminary results.

Notation 67. Let n1, n2 ∈ Z≥2. Let a1 = (a1,1, · · · , a1,n1−1) and a2 = (a2,1, · · · , a2,n2−1)
be two vectors of parameters. Let

h1 = h1,1+yh1,2 = h(a1)(x, y) ∈ K[a1])[x, y] and h2 = h2,1+yh2,2 = h(a2)(x, y) ∈ K[a2][x, y]

as in (3.2). Moreover, let

H1(a1)(x) = h1,1(a1)(x)2 − f(x, 1)h1,2(a2)(x)2 ∈ K[a1][x]
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and
H2(a2)(x) = h2,1(a2)(x)2 − f(x, 1)h2,2(a2)(x)2 ∈ K[a2][x].

For i ∈ {1, · · · , n1}, j ∈ {1, · · · , n2}, let

Pi = Pi(a1) = (xPi(a1), yPi(ai)) and Qj = Qj(a2) = (xQj (a2), yQj (a2)),

such that, for each a1 ∈ Kn1−1, a2 ∈ Kn2−1, i ∈ {1, · · · , n1}, j ∈ {1, · · · , n2}, we have
Pi(a1) and Qj(a2) as in Notation 63.
For i ∈ {1, · · · , n1}, let ei(xP1 , · · · , xPn1 ) be the i-th elementary symmetric polynomial in
the variables xP1 , · · · , xPn1 . Point 2. of Proposition 62 implies that one can express the
elementary symmetric polynomials ei(xP1 , · · · , xPn1 ) in terms of a1 = (a1,1 · · · , a1,n−1).
More precisely, they will be quadratic polynomials in a1,1 · · · , a1,n1−1. Therefore, for
1 ∈ {1, · · · , n1} let Ei(a1) ∈ K[a1] be the quadratic polynomial such that

ei(xP1 , · · · , xPn1 ) = Ei(a1).

Similarly, for j ∈ {1, · · · , n2}, let sj(xQ1 , · · · , xQn2 ) be the j-th elementary symmetric
polynomial in the variables xQ1 , · · · , xQn2 and Sj(a2) ∈ K[a2] be the quadratic polynomial
such that

sj(xQ1 , · · · , xQn2 ) = Sj(a2).

Lemma 68. We refer to Notation 67. Let a1 ∈ Kn1−1, a2 ∈ Kn2−1. We have the following
facts.

1. If n1 > 2, then h1,2(a1)(xPi(a1)) = 0 for some i ∈ {1, · · · , n1} if and only if

gcd(h1,1(a1)(x), h1,2(a1)(x)) 6= 1.

Moreover, if n1 > 2, then h1,2(a1)(xPi(a1)) = 0 implies that there exist j ∈ {1, · · · , n1}
such that Pi(a1) = −Pj(a1).

2. Pi(a1) = Qj(a2) for some i ∈ {1, · · · , n1}, j ∈ {1, · · · , n2} if and only if

gcd(H1(a1)(x), H2(a2)(x), (h1,1(a1)h2,2(a2)− h1,2(a1)h2,1(a2))(x)) 6= 1. (3.5)

3. Pi(a1) = −Qj(a2) for some i ∈ {1, · · · , n1}, j ∈ {1, · · · , n2} if and only if

gcd(H1(a1)(x), H2(a2)(x), (h1,1(a1)h2,2(a2) + h1,2(a1)h2,1(a2))(x)) 6= 1.

Proof. 1. We have that h1(a1)(Pi(a1)) = 0 by definition of h1. Then h1,2(a1)(xPi(a1)) = 0
implies h1,1(a1)(xPi(a1)) = 0, from which gcd(h1,1(a1)(x), h1,2(a1)(x)) 6= 1, since the two
polynomials share the common root xPi(a1). Vice versa, if gcd(h1,1(a1)(x), h1,2(a1)(x)) 6=
1, then there exists x0 ∈ K such that h1,1(a1)(x0) = h1,2(a1)(x0) = 0. By definition of h1
there exists i ∈ {1, · · · , n1} such that x0 = xPi(a1), from which h1,2(a1)(xPi(a1)) = 0.
Moreover, since h1,2(a1)(xPi(a1)) = 0 implies h1,1(a1)(xPi(a1)) = 0, we have h1(a1)(±Pi(a1)) =
0. Hence, there exists j ∈ {1, · · · , n1} such that Pi(a1) = −Pj(a1).

2. If Pi(a1) = Qj(a2) = (x0, y0) for some i ∈ {1, · · · , n1}, j ∈ {1, · · · , n2}, then, by Propo-
sition 62, we have H1(a1)(x0) = H2(a2)(x0) = (h1,1(a1)h2,2(a2)−h1,2(a1)h2,1(a2))(x0) = 0.
Then the three polynomials of (3.5) share the common root x0, and their greatest common
divisor is not 1. Vice versa, suppose that (3.5) holds true. Then there exists x0 ∈ K such
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that H1(a1)(x0) = H2(a2)(x0) = (h1,1(a1)h2,2(a2)− h1,2(a1)h2,1(a2))(x0) = 0. The equal-
ity H1(a1)(x0) = H2(a2)(x0) = 0 implies that there exist i ∈ {1, · · · , n1}, j ∈ {1, · · · , n2},
such that

Pi(a1) = (x0, y0) = ±Qj(a2). (3.6)

If h1,2(a1)(x0) 6= 0, then the equality (h1,1(a1)h2,2(a2)− h1,2(a1)h2,1(a2))(x0) = 0 implies
h2(a2)(x0, y0) = 0, dividing by h1,2(a1)(x0) and replacing (−h1,1(a1)/h1,2(a1))(x0) with
y0. Hence, in this case, Pi(a1) = Qj(a2) for some j ∈ {1, · · · , n2}. If h1,2(a1)(x0) = 0,
then there exists i′ ∈ {1, · · · , n1} such that Pi′(a1) = −Pi(a1). Since we have (3.6), the
thesis follows again.

3. The proof of point 3 is analogous to that of point 2.

Remark 69. Let s(x), t(x) ∈ K[x]. We recall that gcd(s, t) = 1 if and only if

resx(s, t) = 0, (3.7)

where resx(s, t) is the Sylvester resultant of the polynomials s and t with respect to x.
Moreover, the resultant is a polynomial in the coefficients of s and t.

The following result allows us to define the nonempty Zarisky open set in which the
(2, n1, n2)-generalized summation polynomial that we compute in Algorithm 7 satisfies the
property (3.3).

Lemma 70. We refer to Notation 67. Let n1, n2 ∈ Z≥2. We define the following sets U1,
U2, U3, U4.

1. U1 = {a1 ∈ Kn1−1 : resx(h1,1(a1)(x), h1,2(a1)(x)) 6= 0 if n1 > 2} ⊆ Kn1−1.

2. U2 = {a2 ∈ Kn2−1 : resx(h2,1(a2)(x), h2,2(a2)(x)) 6= 0 if n2 > 2} ⊆ Kn2−1.

3. U3 = {(a1, a2) ∈ Kn1−1 ×Kn2−1 :

resx(gcd(H1(a1)(x), H2(a2)(x)), (h1,1(a1)h2,2(a2)−h1,2(a1)h2,1(a2))(x)) 6= 0} ⊆ Kn1+n2−2.

4. U4 = {(a1, a2) ∈ Kn1−1 ×Kn2−1 :

resx(gcd(H1(a1)(x), H2(a2)(x)), (h1,1(a1)h2,2(a2)+h1,2(a1)h2,1(a2))(x)) 6= 0} ⊆ Kn1+n2−2.

Then we have the following facts.

1. The set U1 is a nonempty Zarisky open set of Kn1−1. Moreover, for each a1 ∈ U1,
one has h1,2(a1)(xPi(a1)) 6= 0 for all i ∈ {1, · · · , n1}.

2. The set U2 is a nonempty Zarisky open set of Kn2−1. Moreover, for each a2 ∈ U2,
one has h2,2(a2)(xQi(a1)) 6= 0 for all i ∈ {1, · · · , n2}.

3. The set U3 is a nonempty Zarisky open set of Kn1+n2−2. Moreover, for each a1 ∈
Kn1−1, a2 ∈ Kn2−1, with (a1, a2) ∈ U3, one has Pi(a1) 6= Qj(a2) for each i ∈
{1, · · · , n1} and j ∈ {1, · · · , n2}.

4. The set U4 is a nonempty Zarisky open set of Kn1+n2−2. Moreover, for each a1 ∈
Kn1−1, a2 ∈ Kn2−1, with (a1, a2) ∈ U4, one has Pi(a1) 6= −Qj(a2) for each i ∈
{1, · · · , n1} and j ∈ {1, · · · , n2}.
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5. For each a1 ∈ Kn1−1, there exists a2 ∈ U2, such that (a1, a2) ∈ U3 ∩ U4.

Proof. The sets U1, U2, U3, U4 are Zarisky open sets by Remark 69. Moreover, they satisfy
the required properties by Lemma 68 and Remark 69. We now prove that the defined open
sets are nonempty.
We show that U1 is nonempty. With the same arguments, one shows that U2 is nonempty.
Take P1, · · · , Pn1 ∈ E \ {O}, such that P1 ⊕ · · · ⊕ Pn1 = O and Pi 6= −Pj for all
i, j ∈ {1, · · · , n1}. Notice that we can always take P1, · · · , Pn1 which satisfy the required
condition, since K is an infinite field (because it is algebraically closed). Take the tuple

a1 ∈ Kn1−1 associated to P1, · · · , Pn1 , as in Proposition 62. Then, by point 1 of Lemma
68, we have that a1 ∈ U1.
We now prove point 5 of the lemma, which implies that both U3 and U4 are nonempty,

since U2 is nonempty. Let a1 ∈ Kn1−1. Take Q1, · · · , Qn2 ∈ E \ {O} such that :
Q1 ⊕ · · · ⊕ Qn2 = O, Qi 6= −Qj for all i, j ∈ {1, · · · , n2}, Qi 6= ±Pj(a1) for each
i ∈ {1, · · · , n2}, j ∈ {1, · · · , n1}. Notice that we can always take Q1, · · · , Qn2 which

satisfy the required conditions, since K is infinite. Take the tuple a2 ∈ Kn2−1 associated
to Q1, · · · , Qn2 , as in Proposition 62. Hence a2 ∈ U2, and (a1, a2) ∈ U3 ∩ U4 by Lemma
68.

Algorithm 7 (Computation of a (2, n1, n2)-generalized summation polynomial).

Input : n1, n2 ∈ Z≥2.
Output: S = S1 + yS2 a (2, n1, n2)-generalized summation polynomial, in the form (3.4)

1: for i ∈ {1, · · · , n1}
2: Compute Ei ← Ei(a1,1, · · · , a1,n1−1) using the equality of point 2 of Proposition 62
3: end for
4: for i ∈ {1, · · · , n2}
5: Compute Si ← Si(a2,1, · · · , a2,n2−1) using the equality of point 2 of Proposition 62
6: end for
7: for i ∈ {1 · · · , n1} . ri,1 line through Pi andQ1 as a polynomial in the variables xPi , yPi , xQ1 , yQ1 , x, y

8: ri,1(xPi , xQ1 , yPi , yQ1 , x, y) ← (yQ1 − yPi)x + (xPi − xQ1)y + ((xQ1 − xPi)yPi + (yPi −
yQ1)xPi)
9: end for
10: K(xP1 , · · · , xPn1 , yP1 , · · · , yPn1 , xQ1 , yQ1 , x, y)←

∏n1
i=1 ri,1

11: if n1 = 2 then
12: Replace xP1 and xP2 by −a1,1 in K
13: Replace yP2 by −yP1 in K . K(a1,1, xQ1 , yQ1 , x, y)(yP1) = (K2

1 −K2
2y

2
P1

)

14: Replace (yP1)2 by f(a1,1, 1) in K
15: else
16: for i ∈ {1, · · · , n1}
17: Replace yPi by −h1,1(xPi)/h1,2(xPi) in K
18: end for
19: Write K(xP1 , · · · , xPn1 ) as a function of e1, · · · , en1

20: for i ∈ {1, · · · , n1}
21: Replace ei by Ei in K
22: end for
23: end if . Now K = K(a1)(xQ1 , yQ1 , x, y)

24: for i ∈ {1, · · · , n2}
25: Ki ← K(a1, xQi , yQi , x, y)
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26: end for
27: K(a1, xQ1 , · · · , xQn2 , yQ1 , · · · , yQn2 , x, y)←

∏n2
i=1Ki

28: if n2 = 2 then
29: Replace xQ1 and xQ2 by −a2,1 in K
30: Replace yQ2 by −yQ1 in K
31: Replace (yQ1)2k by f(a2,1, 1)k in K for all k.
32: else
33: for i ∈ {1, · · · , n2}
34: Replace yQi by −h2,1(xQi)/h2,2(xQi) in K
35: end for
36: Write K(xQ1 , · · · , xQn2 ) as a function of s1, · · · , sn2

37: for i ∈ {1, · · · , n2}
38: Replace si by Si in K
39: end for
40: end if . Now K = K(a1, a2)(x, y)

41: Use equality S1(x)− yS2(x) = K(x, y)/(hn2
1 h

n1
2 ) mod y2 − f(x, 1), removing denomi-

nators
42: return S

Theorem 71. Algorithm 7 is correct.

Proof. We first prove that Algorithm 7 outputs a polynomial

S(a1, a2)(x, y) ∈ K[a1, a2][x, y].

For i ∈ {1, · · · , n1}, we take the polynomial

ri,1(xPi , yPi , xQ1 , yQ1 , x, y) ∈ K[xPi , yPi , xQ1 , yQ1 , x, y]

computed in line 8. Moreover, we take the polynomial

K(xP1 , · · · , xPn , yP1 , · · · , yPn , xQ1 , yQ1 , x, y) ∈ K[xP1 , · · · , xPn , yP1 , · · · , yPn , xQ1 , yQ1 , x, y]

computed in line 10. The polynomial K is the product of all the ri,1’s.
Suppose first that n1 = 2, as in lines 12 − 14 of the algorithm. Observe that ri,1 is
linear as polynomial in yPi . Hence, after line 13, we have that K is a polynomial of the
form K(a1,1, xQ1 , yQ1 , x, y)(yP1) = (K1 + K2yP1)(K1 − K2yP1) = K2

1 − K2
2y

2
P1

, for some
K1,K2 ∈ K[a1,1, xQ1 , yQ1 , x, y]. Then, after line 14, we have K = K(a1,1, xQ1 , yQ1 , x, y) ∈
K[a1,1, xQ1 , yQ1 , x, y].
Now suppose n1 > 2 as in lines 15− 23. After lines 16− 18, we have

K = K(a1, xP1 , · · · , xPn , xQ1 , yQ1 , x, y) ∈ K[xQ1 , yQ1 , x, y](a1)(xP1 , · · · , xPn).

Moreover, from line 10, both the numerator and the denominator of K are symmetric
as polynomials in the variables xP1 , · · · , xPn . Then we can write them as a function of
the elementary symmetric polynomials ei(xP1 , · · · , xPn), for i ∈ {1, · · · , n1}, as in line
19. Then, in lines 20 − 22, we replace all ei(xP1 , · · · , xPn1 ) with the polynomials Ei(a1)
computed in lines 1− 3. In this way, after line 23, we obtain K = K(a1, xQ1 , yQ1 , x, y) ∈
K(a1)[xQ1 , yQ1 , x, y].
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With the same arguments, one shows that, after line 40, we have K ∈ K(a1, a2)[x, y].
Hence, after performing line 41, we obtain

S(a1, a2)(x, y) ∈ K[a1, a2](x, y).

We now define a nonempty Zarisky open set US ⊆ Kn1+n2−2 and we show that, for each

a1 ∈ Kn1−1, a2 ∈ Kn2−1 with (a1, a2) ∈ US , we have that the polynomial S(a1, a2)(x, y)
satisfies the property (3.3).
We define US in the following way.

US = (U1 ×Kn2−1) ∩ (Kn1−1 × U2) ∩ U3, (3.8)

where U1, U2, U3 are the nonempty Zarisky open sets defined in Lemma 70. We have

that US is a nonempty Zarisky open set of Kn1+n2−2, since it is the intersection of three
nonempty Zarisky open sets, by Lemma 70.

Now we prove that, for each a1 ∈ Kn1−1, a2 ∈ Kn2−1 with (a1, a2) ∈ US , the polynomial
S(a1, a2)(x, y) satisfies the property (3.3). This means that we have

div (S(a1, a2)(x, y)) =
∑

i=1,···n1,j=1,··· ,n2

(Pi(a1)⊕Qj(a2))− n1n2O.

Take (a1, a2) ∈ US , and let ri,j(xPi , xQj , yPi , yQj , x, y) be the polynomial of line 8, where 1
is replaced with j, for j ∈ {1, · · · , n2}. Since (a1, a2) ∈ US , we have that Pi(a1) 6= Qj(a2)
for all i ∈ {1, · · · , n1}, j ∈ {1, · · · , n2}, by point 3 of Lemma 68. Then

ri,j(a1, a2)(x, y) = ri,j(xPi(a1), xQj (a2), yPi(a1), yQj (a2), x, y) = 0

is the equation of the line through Pi(a1) and Qj(a2), and we have

div(ri,j(a1, a1)(x, y)) = Pi(a1) +Qj(a2) + (−(Pi(a1)⊕Qj(a2))− 3O.

So the polynomial K(xP1 , · · · , xPn1 , yP1 , · · · , yPn1 , xQ1 , yQ1 , x, y) computed in line 10 is
such that

K(xP1(a1), · · · , xPn1 (a1), yP1(a1), · · · , yPn1 (a1), xQ1(a2), yQ1(a2))(x, y) = 0

is the union of the n1 lines ri,1(a1, a2)(x, y) = 0 through Pi(a1) and Q1(a2), for i ∈
{1, · · · , n1}.
Suppose first that n1 = 2, as in lines 11 − 14 of the algorithm. Then h1 has the form
h1 = a1,1 + x, and

h1(a1)(x, y) = a1,1 + x = 0

defines the vertical line through P1(a1) = (−a1,1, yP1(a1)) and P2(a1) = −P1(a1) =
(−a1,1,−yP1(a1)). Hence xP1(a1) = xP2(a1) = −a1,1 and yP2(a1) = −yP1(a1), moreover
P1(a1) ∈ E. So, after line 14 of the algorithm,

K(a1, xQ1(a2), yQ1(a2))(x, y) = 0

is still the union of the two lines r1,1(a1, a2)(x, y) = 0 and r2,1(a1, a2)(x, y) = 0.
Now suppose that n1 > 2 as in lines 15 − 23 of the algorithm. Hence, for each i ∈
{1, · · · , n1}, we have that h1,2(a1)(xPi(a1)) 6= 0 by point 1 of Lemma 68, since (a1, a2) ∈
US . Furthermore, by definition of h1, we have that yPi(a1) = −h1,1(a1)(xPi(a1))/h1,2(a1)(xPi(a1)).
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Moreover, by point 2 of Proposition 62, we have that ei(xP1(a1), · · · , xPn1 (a1)) = Ei(a1)
for each i ∈ {1, · · · , n1}. Hence, after line 23,

K(a1, xQ1(a2), yQ1(a2))(x, y) = 0

is still the union of the n1 lines ri,1(a1, a2)(x, y) = 0, for i ∈ {1, · · · , n1}. With the same
arguments we show that, after line 40, we have that

K(a1, a2)(x, y) = 0

is the union of the n1n2 lines ri,j(a1, a2)(x, y) = 0, for i ∈ {1, · · · , n1}, j ∈ {1, · · · , n2}.
Therefore, we have

div(K(a1, a2)(x, y))) = n2

n1∑
i=1

Pi(a1)+n1

n2∑
j=1

Qj(a2)+
∑

i=1,··· ,n1,j=1,··· ,n2

(−(Pi(a1)⊕Qj(a2)))−3n1n2O.

Moreover, we have

div(h1(a1)
n2h2(a2)

n1(x, y)) = n2

n1∑
i=1

Pi(a1) + n1

n2∑
i=1

Qi(a2)− 2n1n2O.

Hence, the polynomial S(a1, a2)(x, y) ∈ K[a1, a2][x, y] computed in line 41 is such that

div(S(a1, a2)(x, y)) =
∑

i=1,··· ,n1,j=1,··· ,n2

(Pi(a1)⊕Qj(a2))− n1n2O,

as required. Then Algorithm 7 correctly computes and outputs a (2, n1, n2)-generalized
summation polynomial, for n1, n2 ∈ Z≥2.

Remark 72. We have showed that Algorithm 7 outputs a (2, n1, n2)-generalized summa-
tion polynomial that verifies property (3.3) in the nonempty Zarisky open set US defined
in (3.8).
Now we want to take nonempty Zarisky open subsets of US , where the affine points of
intersection between S(a1, a2)(x, y) = 0 and E have additional properties.

1. Take the nonempty Zarisky open set U4 defined in point 4 of Lemma 70. Let U ′S be
the Zarisky open set

U ′S = US ∩ U4. (3.9)

We have that U ′S is nonempty since US and U4 are nonempty by Lemma 70. Moreover,
for all (a1, a2) ∈ U ′S , we have that S(a1, a2)(x, y) satisfies property (3.3), and Pi(a1)⊕
Qj(a2) 6= O for all i ∈ {1, · · · , n1}, j ∈ {1, · · · , n2}, by point 4 of Lemma 70. In this
case, we have that S(a1, a2)(x, y) = 0 has the maximal number n1n2 of affine points
of intersection with the elliptic curve E. Then, if (a1, a2) ∈ U ′S , by Proposition 62,
we have deg (S1(a1, a2)(x)) = n1n2

2 if n1n2 is even, and deg (S2(a1, a2)(x)) = n1n2−3
2

if n1n2 is odd.

2. Let U ′′S be the set

U ′′S = {(a1, a2) ∈ U ′S : resx(S1(a1, a2)(x), S2(a1, a2)(x)) 6= 0}. (3.10)

This is a Zarisky open subset of U ′S . Moreover, and for all (a1, a2) ∈ U ′′S , we have

S2(a1, a2)(xPi(a1)⊕Qj(a2)) 6= 0
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for all i ∈ {1, · · · , n1}, j ∈ {1, · · · , n2}, by point 1 of Lemma 68. In addition, U ′′S is
nonempty. More precisely, we have that for all a1 ∈ U1, there exists a2 ∈ U2 such
that (a1, a2) ∈ U ′′S . This can be shown with the same arguments used in the proof
of point 5 of Lemma 70.

Example 73 (Computation of a (2, 3, 3)-generalized summation polynomial). We com-
puted a (2, 3, 3)-generalized summation polynomial following Algorithm 7. For t = 2,
n1 = n2 = 3, we let a1 = (−α0,−α1), a2 = (−β0,−β1), h1(a1)(x, y) = (−α0 − α1x) + y ∈
K[α0, α1](x, y), h2(a2)(x, y) = (−β0 − β1x) + y ∈ K[β0, β1](x, y). By Remark 65, we
have that the (2, 3, 3)-generalized summation polynomial computed with Algorithm 7 is a
polynomial

S(α0, α1, β0, β1)(x, y) ∈ K[α0, α1, β0, β1][x, y]

of the form

S1(x) + yS2(x) = (a4x
4 + a3x

3 + a2x
2 + a1x+ a0) + y(b3x

3 + b2x
2 + b1x+ b0),

where ai, bj ∈ K[α0, α1, β0, β1] for each i ∈ {0, · · · , 4}, j ∈ {0, · · · , 3}. The formulas for
the coefficients a0, · · · , a4, b0, · · · , b3 that we have computed can be found in Section 1 of
the appendix.

Now we give a recursive procedure which uses Algorithm 7 to compute (t, n1, · · · , nt)-
generalized summation polynomials for all t, n1, · · · , nt ∈ Z≥2.

Notation 74. For t, n1, · · · , nt ∈ Z≥2, we denote by a1, · · · , at the t vectors of parameters
ai = (ai,1, · · · , ai,ni−1), for each i ∈ {1, · · · , t}.

Algorithm 8 (Computation of a (t, n1, · · · , nt)-generalized summation polynomial).

Input : t, n1, · · · , nt ∈ Z≥2.
Output: S = S1 + yS2 a (t, n1, · · · , nt)-generalized summation polynomial, of the form
(3.4)

1: if t = 2 then
2: S ← Algorithm7(n1, n2)
3: else
4: T ← Algorithm8(t− 1, n1, · · · , nt−1)
5: N ←

∏t−1
i=1 ni

6: if N is even then . α̂1 · · · , α̂N , d ∈ K[a1, · · · , at−1]

7: T = T1(x)+yT2(x) = (α̂1+ α̂2x+ · · ·+ α̂N
2
x
N−2

2 +dx
N
2 )+y(α̂N+2

2
+ · · ·+ α̂N−1x

N−4
2 )

8: else
9: T = T1(x) + yT2(x) = (α̂1 + α̂2x+ · · ·+ α̂N+1

2
x
N−1

2 ) + y(α̂N+3
2

+ · · ·+ α̂N−1x
N−5

2 +

dx
N−3

2 )
10: end if
11: Ŝ ← Algorithm7(N,nt)
12: Ŝ = Ŝ(α1, · · · , αN−1, at)(x, y)
13: S ← Ŝ((α̂1/d)(a1, · · · , at−1), · · · , (α̂N−1/d)(a1, · · · , , at−1), at)(x, y)
14: Remove denominators from S
15: end if
16: return S
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Theorem 75. Given the input parameters t, n1, · · · , nt ∈ Z≥2, we have that the polynomial
S computed in Algorithm 8 is a (t, n1, · · · , nt)-generalized summation polynomial, which
verifies property (3.3) in a nonempty Zarisky open set US.

Moreover, there exists a nonempty Zarisky open set U ′S ⊆ US ⊆ K(
∑t
i=1 ni)−t such that, for

all ai ∈ Kni−1, with i ∈ {1, · · · , t}, and (a1, · · · , at) ∈ U ′S, the curve

S(a1, · · · , at)(x, y) = 0

has exactly
∏t
i=1 ni affine points of intersection with E. This means that we have

Pi1(a1)⊕ · · · ⊕ Pit(at) 6= O

for each ij ∈ {1, · · · , nj}, j ∈ {1, · · · , t}.
Finally, there is a nonempty Zarisky open set U ′′S ⊆ U ′S such that, for all ai ∈ Kni−1, with
i ∈ {1, · · · , t}, and (a1, · · · , at) ∈ U ′′S, we have

S2(a1, · · · , at)(xPi1 (a1)⊕···⊕Pit (at)) 6= 0

for each ij ∈ {1, · · · , nj}, j ∈ {1, · · · , t}.

Proof. We prove the theorem by induction on t. For t = 2, the thesis follows from Theo-
rem 71 and Remark 72.
Let now t > 2. By the induction step, the polynomial T computed in line 4 is a
(t− 1, n1, · · · , nt−1)-generalized summation polynomial, which verifies property (3.3) in a

nonempty Zarisky open set UT ⊆ K(
∑t−1
i=1 ni)−t+1

.
Moreover, there exists a nonempty Zarisky open set U ′T ⊆ UT such that

Pi1(a1)⊕ · · · ⊕ Pit−1(at−1) 6= O

for each (a1, · · · , at−1) ∈ U ′T , ij ∈ {1, · · · , nj}, j ∈ {1, · · · , t− 1}.
Finally, there is a nonempty Zarisky open set U ′′T ⊆ U ′T such that, for all (a1, · · · , at−1) ∈
U ′′T , we have

T2(a1, · · · , at−1)(xPi1 (a1)⊕···⊕Pit−1
(at−1)) 6= 0

for each ij ∈ {1, · · · , nj}, j ∈ {1, · · · , t− 1}.
Take N =

∏t−1
i=1 ni as in line 5 of the algorithm. Then, by Proposition 62 and Remark 65,

T is a polynomial of the form of line 7, if N is even, and of the form of line 9 if N is odd,
where α̂1, · · · , α̂N−1, d are polynomials of K[a1, · · · , at−1].
Now take Ŝ as in line 11. It is a (2, N, nt)-generalized summation polynomial

Ŝ ∈ K[α1, · · · , αN−1, at](x, y),

that verifies property (3.3) in UŜ , where

UŜ = (U1,Ŝ ×Knt−1
) ∩ (KN−1 × U2,Ŝ) ∩ U3,Ŝ

is defined as in (3.8). More precisely, U1,Ŝ , U2,Ŝ and U3,Ŝ are the Zarisky open sets U1, U2
and U3 defined in Lemma 70, where n1 is replaced by N and n2 is replaced by nt. We
define the set US as follows.

US = {(a1, · · · , at−1, at) ∈ U ′′T×K
nt−1

: ((α̂1/d)(a1, · · · , at−1), · · · , (α̂N−1/d)(a1, · · · , at−1), at) ∈ UŜ}.
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Notice that, for each (a1, · · · , at−1) ∈ U ′′T , we have that d(a1, · · · , at−1) 6= 0, by Proposition
62 and by definition of U ′′T . Then, removing denominators, the set US is defined by the

non-vanishing of polynomial equations. Therefore, US is a Zarisky open set of K(
∑t
i=1 ni)−t.

Moreover, for each (a1, · · · , at−1) ∈ U ′′T , we have that

((α̂1/d)(a1, · · · , at−1), · · · , (α̂N−1/d)(a1, · · · , at−1)) ∈ U1,Ŝ ,

by definition of U ′′T and point 1 of Lemma 68.
In addition, for each (a1, · · · , at−1) ∈ U ′′T , there exists at ∈ U2,Ŝ such that

((α̂1/d)(a1, · · · , at−1), · · · , (α̂N−1/d)(a1, · · · , at−1), at) ∈ U3,Ŝ ,

by point 5 of Lemma 68. Hence, since U ′′T is nonempty, also US is nonempty.
Now take U ′

Ŝ
and U ′′

Ŝ
as in (3.9) and (3.10) respectively. Let

U ′S = {(a1, · · · , at−1, at) ∈ US : ((α̂1/d)(a1, · · · , at−1), · · · , (α̂N−1/d)(a1, · · · , at−1), at) ∈ U ′Ŝ},

U ′′S = {(a1, · · · , at−1, at) ∈ U ′S : ((α̂1/d)(a1, · · · , at−1), · · · , (α̂N−1/d)(a1, · · · , at−1), at) ∈ U ′′Ŝ}.

With the same arguments that we used to prove that US is a nonempty Zarisky open set,
we can prove that both U ′S and U ′′S are nonempty Zarisky open sets. It is now straight-
forward to verify, by induction on t, that the polynomial computed in Algorithm 8 is a
(t, n1, · · · , nt)-generalized summation polynomial, which verifies property (3.3) in US , and
that U ′S , U ′′S are the nonempty Zarisky open subsets of US required by the theorem.

With Algorithm 7 and Algorithm 8, we give a procedure to compute (t, n1, · · · , nt)-
generalized summation polynomials for any choice of parameters t, n1, · · · , nt ∈ Z≥2. So
the following corollary is a straightforward consequence of Theorem 71 and Theorem 75.

Corollary 76. For any t, n1, · · · , nt ∈ Z≥2, there exist (t, n1, · · · , nt)-generalized summa-
tion polynomials.

3.4 Degree of generalized summation polynomials in the pa-
rameters

We give now a result on the degree of generalized summation polynomials in each param-
eter. We will use this result in Chapter 5.

Theorem 77. Let t, n1, · · · , nt ∈ Z≥2. Let S ∈ K[a1, · · · , at][x, y] be a (t, n1, · · · , nt)-
generalized summation polynomial as in Definition 64. Then, for each i ∈ {1, · · · , t} and
for each j ∈ {1, · · · , ni − 1}, one has that the degree of S in the parameter ai,j is

degai,j S =
∏

h∈{1,···t}\{i}
nh.

Proof. We prove first that dega1,1 S =
∏t
h=2 nh. We follow Notation 63 and Notation 67.

Let US be the nonempty Zarisky open set in which S verifies the property (3.3). Write
h1 ∈ K[a1][x, y] in the form

h1 = a1,1 + (h1,1 − a1,1 + yh1,2) = a1,1 + k(a1,2, · · · , a1,n1−1)(x, y),
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for some k ∈ K[a1,2, · · · , a1,n1−1](x, y). Then, if we fix parameters a1,2, · · · , a1,n1−1 ∈ K,
and a zero T = (xT , yT ) on h1, we have that a1,1 is uniquely determined as

a1,1,T = −k(a1,2, · · · , a1,n1−1)(xT , yT ).

For (a1,2, · · · , a1,n1−1) ∈ Kn1−2, ai ∈ Kni−1 for i ∈ {2, · · · , t}, and R = (xR, yR) ∈ E, we
follow the notation below.

• Let S1,1 = S(a1,2, · · · , a1,n1−1, a2, · · · , at, xR, yR)(a1,1) ∈ K[a1,1].

• For ij ∈ {1, · · ·nj}, j ∈ {2, · · · , t}, let

Ti2,··· ,it = R− (Pi2(a2)⊕ · · · ⊕ Pit(at)).

We choose now (a1,2, · · · , a1,n1−1) ∈ Kn1−2, ai ∈ Kni−1 for i ∈ {2, · · · , t}, and R =
(xR, yR) ∈ E such that the following conditions are verified.

1. dega1,1 S = deg(S1,1) (that is, remove the exceptional cases in which the second
degree is strictly smaller).

2. For all i2, · · · , it, with ij ∈ {1, · · · , nj}, j ∈ {2, · · · , t}, we have that Ti2,··· ,it 6= O,
that is, R 6= Pi2(a2)⊕ · · · ⊕ Pit(at).

3. For all (i2, · · · , it) 6= (̂i2, · · · , ît), with ij , îj ∈ {1, · · · , nj}, j ∈ {2, · · · , t}, one has
that a1,1,Ti2,··· ,it 6= a1,1,Tî2,··· ,̂it

.

4. For all â1,1 ∈ K such that S1,1(â1,1) = 0, we have (â1,1, a1,2, · · · , a1,n1−1, a2, · · · , at) ∈
US .

Notice that we can always choose (a1,2, · · · , a1,n1−1) ∈ Kn1−2, ai ∈ Kni−1 for i ∈ {2, · · · , t},
and R = (xR, yR) ∈ E such that the conditions 1, 2, 3 and 4 written above are verified,
since K is infinite, as it is algebraically closed.
We have that â1,1 ∈ K is a root of S1,1, that is S1,1(â1,1) = 0, if and only if R is a zero of
S(â1,1, a1,2, · · · , a1,n1−1, a2, · · · , at)(x, y). By definition of (t, n1, · · · , nt)-generalized sum-
mation polynomial, since condition 4 holds true, this is equivalent to say that Ti2,··· ,it
is a zero of h1(â1,1, a1,2, · · · , a1,n1−1)(x, y) for some i2, · · · , it with ij ∈ {1, · · · , nj}, j ∈
{2, · · · , t}. Hence

â1,1 ∈ A = {a1,1,Ti2,··· ,it : ij ∈ {1, · · · , nj}, j ∈ {2, · · · , t}}.

By condition 2 and condition 3, the cardinality of A is equal to
∏t
h=2 nh.

So deg(S1,1(a1,1)) =
∏t
h=2 nh, and by condition 1 also dega1,1 S =

∏t
h=2 nh.

For all other parameter-variables, choose each ai,j ∈ K and the point R such that all the
xT , yT are not zero. For the rest, the proof is analogous.

Example 78. By Remark 66, the (t+1)-th Semaev’s summation polynomial ft+1(a1, · · · , at, x)
is a (t, n1, · · · , nt)-generalized summation polynomial with ni = 2 for all i ∈ {1, · · · , t}.
One has that ft+1 has degree 2(t+1)−2 = 2t−1 in each parameter ai (see Theorem 37).
The (2, 3, 3)-generalized summation polynomial that we have computed in Example 73
following Algorithm 7 has degree 3 in each parameter.
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3.5 Generalized summation polynomials for cryptography

We saw in the precedent chapters that Semaev’s summation polynomials have interesting
applications to cryptography. More precisely, in Section 1 of Chapter 2, we use these
polynomials to give an optimal representation for trace-zero subgroups of twisted Edwards
curves. A similar strategy is applied in [47] in the case of elliptic curves in short Weierstrass
form. Furthermore, in Section 5 of Chapter 1, we explain how summation polynomials
can be used to perform an index calculus attack, on elliptic groups E(Fqn) as well as
on trace-zero subgroups Tn, according to [46], [30], [31], [49]. The first example is an
example of constructive application of summation polynomials to cryptography, that is,
an application that could improve the efficiency of the given cryptosystem. The second
example is a destructive cryptographic application, since it gives a strategy to attack the
DLP, on which is based the security of the cryptosystem itself.

As in the case of classical summation polynomials, we will see in the next two chapters
that generalized summation polynomials can be interesting cryptographic tools both from
the constructive and the destructive point of view. More precisely, in Chapter 4, we use the
(2, 3, 3)-generalized summation polynomial that we computed in Example 73 to perform an
original scalar multiplication algorithm in the trace-zero subgroup T3. This is an example
of constructive cryptographic application of generalized summation polynomials. On the
other hand, in Chapter 5, we give a destructive application of generalized summation
polynomials to cryptosystems. In fact, we use such polynomials in the relation search step
of a new variant of index calculus, to attack the DLP in trace-zero subgroups of elliptic
curves.

The scheme below summarizes the basic ideas and the cryptographic applications of
generalized summation polynomials. It is analogous to Scheme 5 dealing with Semaev’s
summation polynomials.

Scheme 8.

Generalized summation polynomials of elliptic curves.

Idea.

• Generalize summation polynomials from vertical lines to generic zero-locus of elliptic curves.

Constructive cryptographic applications.

• Scalar multiplication in T3 with optimal coordinates (Chapter 4).

Destructive cryptographic applications.

• Index calculus in Tn (Chapter 5).



Chapter 4

Scalar product in the degree 3
trace-zero subgroup

In this chapter, we give an algorithm to perform scalar multiplication in the degree three
trace-zero subgroup of an elliptic curve, using optimal coordinates to represent the ele-
ments of the subgroup. We make use of the coordinates of the optimal representation for
trace-zero subgroups proposed in [49]. Let T3 be the degree three trace-zero subgroup of
an elliptic curve E defined over a finite field Fq. We represent each point of this subgroup
via the two coefficients, in Fq, of the equation of the line that passes through the point and
its Frobenius conjugates. Our algorithm computes scalar multiplication in T3 using these
coordinates. It takes as input an integer m and the line through P ∈ T3 and its Frobe-
nius conjugates. It returns as output the line through the point mP and its Frobenius
conjugates.

We saw in Section 1.4.2 that, if we want to increase the security of a cryptosystem on
the group E(Fq) of Fq-rational points of E, we can enlarge the group under consideration
by taking the group E(Fqn) of Fqn-rational points of E, with n > 1. However, if n is an
odd prime, we obtain the same increase in the level of security if we take the trace-zero
subgroup Tn ⊆ E(Fqn) (see Proposition 45). This means that we can work in the smaller
group Tn, rather than in E(Fqn), without losing security. Moreover, we saw in Section 1.4.2
that one needs n coordinates of Fq to optimally represent a Fqn-rational point of E. On
the other hand, only n−1 coordinates of Fq are required to give an optimal representation
of trace-zero elements of Tn. Therefore, the advantage of working in Tn rather than in the
whole group E(Fqn) is that, if we use an optimal representation for trace-zero elements, we
obtain optimal data storage for level of security. Nevertheless, we pointed out that the use
of an optimal representation for trace-zero elements is a real advantage in cryptographic
applications only if it is integrated with an efficient performance of the arithmetic in the
group. For practical cryptographic applications, such as the Diffie-Hellman key exchange,
one is especially interested in the operation of scalar multiplication. Therefore, the aim
is to combine the use of an optimal representation for trace-zero elements with efficient
algorithms for scalar multiplication in the group.
We recall that there are two ways to approach this task. One can compute scalar mul-
tiplication in E(Fqn) and use compression and decompression algorithms to go back and
forth between the usual coordinates in E(Fqn) and the compressed coordinates in Tn. The
alternative is to compute scalar multiplication directly in compressed coordinates in Tn.
In Section 1.4.2, we refer to the first approach as non-compressed scalar multiplication
in Tn. In the mentioned section, we explain how the Frobenius endomorphism of the el-
liptic curve is used to speed up non-compressed scalar multiplication, via the strategy of

87
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Frobenius reduction. On the other hand, the algorithm that we propose in this chapter
computes scalar multiplication in T3 following the second approach. This means that it
makes direct use of optimal coordinates in the trace-zero, without performing compression
and decompression of points. To the extent of our knowledge, it is the first algorithm to
compute scalar multiplication in T3 with this direct approach in optimal coordinates.

Such approach for scalar multiplication is used by the Montgomery’s ladder algorithm
for x-only scalar multiplication in E(Fqn), that we recall in Section 1.4.2 (Algorithm 1).
This method uses the optimal representation (1.12) for Fqn-rational points of E. Each
point is given via its x-coordinate. The x-coordinate is in turn represented via a n-tuple
of coefficients of Fq, after choosing a base of Fqn over Fq. Given the optimal representation
xP of an element P = (xP , yP ) ∈ E(Fqn), and an integer m, the algorithm computes the
optimal representation xmP of the scalar product mP = (xmP , ymP ). The computation
does not require compression and decompression of the involved points. In other words,
this algorithm takes as input the vertical line x = xP through P , and an integer m, and
it gives as output the vertical line x = xmP through mP . Notice the analogy with the
algorithm that we give here, which works with (non vertical) lines through the Frobenius
conjugates of points of T3.

To perform the computation, our method makes use of the (2, 3, 3)-generalized summa-
tion polynomial that we computed in Example 73 of Chapter 3. So it is the first example
of cryptographic application of generalized summation polynomials. Moreover, the algo-
rithm adapts the strategy of Frobenius reduction that speeds up non-compressed scalar
multiplication in trace-zero subgroups. Hence, we can maintain the advantages of such a
strategy, even performing the operation directly in compressed coordinates.

The chapter is organized as follows. In Section 4.1 we establish the notation, and give
some preliminaries on the degree three trace-zero subgroup of an elliptic curve. We also
present some procedures for computation, that will be used in the subsequent algorithms.
In Section 4.2 we give our algorithm for scalar multiplication. Subsection 4.2.1 contains
a subalgorithm that will be called in the main algorithms, and a lemma which allows
us to deal with special cases. In Subsection 4.2.2 we propose a Montgomery-ladder-style
algorithm which computes scalar multiplication in T3. The algorithm makes use of the
subalgorithm of Subsection 4.2.1. Subsection 4.2.3 contains the algorithm that computes
scalar multiplication in T3. The algorithm exploits the properties of the Frobenius endo-
morphism to optimize the Montgomery-ladder-style algorithm of Subsection 4.2.2.

4.1 Preliminaries, notations and formulas

Let Fq be a finite field of characteristic different from 2 and 3. Let E be an elliptic curve
defined over Fq, written in short Weierstrass form

E : y2z = f(x, z) = x3 +Axz2 +Bz3.

We refer to Section 1.3 and Section 1.4 for basic notions about elliptic curves and trace-
zero subgroups. We use the notation of these sections. We denote by ⊕ the operation
of addition between points of E. We denote by O = [0, 1, 0] the neutral element of the
operation. Moreover, for each point P ∈ E, we denote by −P the inverse of P with respect
to ⊕. Let E(Fq3) be the group of Fq3-rational points of E. Let T3 ⊆ E(Fq3) be the degree
three trace-zero subgroup of E. We denote by ϕ the Frobenius endomorphism of the curve
E.
Let h be the polynomial

h = h(α0, α1)(x, y) = y − (α0 + α1x) ∈ Fq[α0, α1][x, y].
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By Proposition 62 and [49, Corollary 4.2], for each P = (xP , yP ) ∈ T3, there exists a
unique (α0, α1) ∈ F2

q such that

hP (x, y) = h(α0, α1)(x, y) = y − (α0 + α1x) = 0

is the line through P , ϕ(P ), ϕ2(P ). This is equivalent to saying that

div(hP (x, y)) = P + ϕ(P ) + ϕ2(P )− 3O.

Moreover, notice that

h−P = −hP (x,−y) = h(−α0,−α1) = y + (α0 + α1x).

Following [49], we take the optimal representation R3 = (R3,q,E)q,E for the family of
degree three trace-zero subgroups G3 = (T3 ⊆ E(Fq3))q,E , with

R3,q,E : T3 \ {O} −→ Fq2 , P 7→ (−α0,−α1).

This means that we represent an element P ∈ T3 \ {O} via the coefficients (−α0,−α1) of
hP .

Notice that the representation R3 identifies each point with its Frobenius conjugates.
As a consequence, addition in compressed coordinates is not well-defined. The polyno-
mials hP and hQ do not determine hP⊕Q. However, scalar multiplication is well-defined.
Namely, given the line hP = 0 and an integer m, the line hmP = 0 through mP and its
Frobenius conjugates is uniquely determined. Observe the analogy with the representa-
tion of points of E via their x-coordinates. The integer m and the x-coordinate of a point
P ∈ E determine the x-coordinate of mP . However, the x-coordinates of P and Q do not
determine the x-coordinate of the point P ⊕Q.

We give some procedures for computation in the optimal coordinates of T3 mentioned
just above, that we use in the subsequent algorithms. We use the notation below.

Notation 79. Let α0, α1 be two parameters. For i ∈ {1, 2, 3}, let

Pi = Pi(α0, α1) = (xPi(α0, α1), yPi(α0, α1))

such that the following fact holds. For each P = (xP , yP ) ∈ T3, with

hP (x, y) = h(α0, α1)(x, y) = y − (α0 + α1x), α0, α1 ∈ Fq,

we have
Pi(α0, α1) = ϕi−1(P ).

Notice that the pair (α0, α1) ∈ F2
q depends on trace-zero point P that we take. We write

(α0, α1) instead of ((α0)P , (α1)P ) for ease of notation.

Doubling and tripling formulas in T3. Doubling. Following Procedure 1, we were
able to write explicit formulas for the coefficients of h2P in terms of the coefficients of hP .
More precisely, we performed Procedure 1 to compute a polynomial

h2(α0, α1)(x, y) = c(α0, α1)y − (u0(α0, α1) + u1(α0, α1)x) ∈ Fq[α0, α1][x, y], (4.1)

where c(α0, α1), u0(α0, α1), u1(α0, α1) ∈ Fq[α0, α1]. This polynomial is such that, for each
P ∈ T3 \ {O}, with hP (x, y) = h(α0, α1)(x, y) = y − (α0 + α1x), α0, α1 ∈ Fq, we have

div(h2(α0, α1)(x, y)) = 2P + ϕ(2P ) + ϕ2(2P )− 3O. (4.2)
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This is equivalent to saying that h2(α0, α1)(x, y) = h2P up to multiplication by a nonzero
constant, if 2P 6= O, and h2(α0, α1)(x, y) ∈ Fq \ {0} otherwise. Notice that 2P = O if and
only if hP = y.
The computed coefficients c(α0, α1), u0(α0, α1), u1(α0, α1) ∈ Fq[α0, α1] can be found in
Section 2.1 of the appendix.

Procedure 1. Procedure to compute the polynomial h2(α0, α1)(x, y).

1: for i ∈ {1, 2, 3} . ti = 0 tangent to E in Pi, ti polynomial in the variables xPi , yPi , x, y

2: ti(xPi , yPi , x, y)← (3x2Pi +A)x− 2yPiy + (2y2Pi − (3x2Pi +A)xPi)
3: end for
4: T (xP1 , xP2 , xP3 , yP1 , yP2 , yP3 , x, y)←

∏3
i=1 ti

5: for i ∈ {1, 2, 3}
6: Replace yPi by (α1xPi + α0) in T
7: end for
8: Write T (xP1 , xP2 , xP3) as a function of the elementary symmetric polynomials e1, e2, e3
9: E1 ← α2

1, E2 ← A− 2α0α1, E3 ← α2
0 −B

10: for i ∈ {1, 2, 3}
11: Replace ei by Ei in T
12: end for . Now T = T (α0, α1)(x, y) ∈ Fq[α0, α1][x, y]

13: Use equality h2(x, y) = T (x,−y)/((−h(x,−y))2) mod y2 − f(x, 1), removing denomi-
nators
14: return h2

Theorem 80. Procedure 1 is correct.

Proof. We follow the same arguments as in the proof of Theorem 71.
It is easy to verify that Procedure 1 outputs a polynomial h2(α0, α1)(x, y) ∈ Fq[α0, α1][x, y]
of the form (4.1).
Now we prove that, for each P ∈ T3 \ {O}, with hP (x, y) = h(α0, α1)(x, y), we have that
h2(α0, α1)(x, y) satisfies (4.2).
Suppose first that 2P 6= O, that is hP 6= y and (α0, α1) 6= (0, 0). Let ti(xPi , yPi , x, y) be
the polynomial computed in line 2. Since 2P 6= O, we have that

ti(α0, α1)(x, y) = ti(xPi(α0, α1), yPi(α0, α1), x, y) = 0

is the tangent to E at Pi(α0, α1) = ϕi−1(P ). Therefore, we have

div(ti(α0, α1)(x, y)) = ϕi−1(P ) + ϕi−1(P ) + (−(2ϕi−1(P ))− 3O.

So the polynomial T computed in line 4 is such that

T (α0, α1) = T (xP1(α0, α1), xP2(α0, α1), xP3(α0, α1), yP1(α0, α1), yP2(α0, α1), yP3(α0, α1), x, y) = 0

is the union of the three tangents to E at ϕi−1(P ), for i ∈ {1, 2, 3}.
Furthermore, each Pi(α0, α1) is on the line hP = 0. Hence, we have the equality

yPi(α0, α1) = α0 + α1xPi(α0, α1),

for i ∈ {1, 2, 3}. For i ∈ {1, 2, 3}, let Ei(α0, α1) ∈ Fq[α0, α1] be the polynomial defined in
line 9. By point 2 of Proposition 62, we have that

ei(xP1(α0, α1), xP2(α0, α1), xP3(α0, α1)) = Ei(α0, α1).
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So, after line 12, the polynomial T = T (α0, α1)(x, y) ∈ Fq[α0, α1][x, y] is such that
T (α0, α1)(x, y) = 0 is still the union of the three tangents to E at the points ϕi−1(P ), for
i ∈ {1, 2, 3}. Therefore, we have

div(T (α0, α1)(x, y)) =
3∑
i=1

ϕi−1(P ) +
3∑
i=1

ϕi−1(P ) +
3∑
i=1

(−2ϕi−1(P ))− 9PO.

We have also that

div(h2P ) =

3∑
i=1

ϕi−1(P ) +

3∑
i=1

ϕi−1(P )− 6O.

Hence, we obtain that the polynomial h2(α0, α1)(x, y) computed in line 13 is such that

div(h2(α0, α1)(x, y)) = 2P + ϕ(2P ) + ϕ2(2P )− 3O.

We have then proved that h2(α0, α1)(x, y) satisfies property (4.2), when (α0, α1) 6= (0, 0).
Suppose now that (α0, α1) = (0, 0). This is equivalent to saying that 2P = O. One can
directly check that h2(0, 0)(x, y) ∈ Fq \ {0}. Hence

div(h2(0, 0)(x, y) = 0 = O +O +O − 3O = 2P + ϕ(2P ) + ϕ2(2P )− 3O.

This conclude the proof of the theorem.

Tripling. Following Procedure 3 below, we wrote explicit formulas for the coefficients
of h3P in terms of the coefficients of hP . More precisely, we performed Procedure 2 to
compute a polynomial

h3(α0, α1)(x, y) = d(α0, α1)y − (v0(α0, α1) + v1(α0, α1)x) ∈ Fq[α0, α1][x, y], (4.3)

where d(α0, α1), v0(α0, α1), v1(α0, α1) ∈ Fq[α0, α1]. This polynomial is such that, for each
P ∈ T3 \ {O}, with hP (x, y) = h(α0, α1)(x, y) = y − (α0 + α1x), α0, α1 ∈ Fq, we have

div(h3(α0, α1)(x, y)) = 3P + ϕ(3P ) + ϕ2(3P )− 3O.

This is equivalent to saying that h3(α0, α1)(x, y) = h3P up to multiplication by a nonzero
constant, if 3P 6= O, and h3(α0, α1)(x, y) ∈ Fq \ {0} otherwise.
The computed coefficients d(α0, α1), v0(α0, α1), v1(α0, α1) ∈ Fq[α0, α1] can be found in
Section 2.2 of the appendix.

Procedure 2. Procedure to compute the polynomial h3(α0, α1)(x, y)

1: for i ∈ {1, 2, 3} . doubling formulas for Pi and `i = 0 line through Pi, 2Pi

. x2Pi written as a rational function in the variables xPi , yPi

2: x2Pi(xPi , yPi)← ((3x2Pi +A)/2yPi)
2 − 2xPi

. y2Pi written as a rational function in the variables xPi , yPi

3: y2Pi(xPi , yPi)← ((3x2Pi +A)/2yPi)(xPi − x2Pi)− yPi
. `i written as a rational function in the variables xPi , yPi , x, y

4: `i(xPi , yPi , x, y)← (y2Pi − yPi)x+ (xPi − x2Pi)y + ((x2Pi − xPi)yPi + (yPi − y2Pi)xPi)
5: end for
6: L(xP1 , xP2 , xP3 , yP1 , yP2 , yP3 , x, y)←

∏3
i=1 `i

7: for i ∈ {1, 2, 3}
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8: Replace yPi by (α1xPi + α0) in L
9: end for
10: Write L(xP1 , xP2 , xP3) as a function of the elementary symmetric polynomials e1, e2, e3
11: E1 ← α2

1, E2 ← A− 2α0α1, E3 ← α2
0 −B

12: for i ∈ {1, 2, 3}
13: Replace ei by Ei in L
14: end for
15: Use h2(α0, α1)(x, y) found with Procedure 1, and equality

h3(x, y) = L(x,−y)/h(x,−y)h2(x,−y)) mod y2 − f(x, 1), removing denominators
16: return h3

Theorem 81. Procedure 2 is correct.

We omit the proof of Theorem 81, since it is analogous to those of Theorem 80 and of
Theorem 71.

The (2, 3, 3)-generalized summation polynomial for T3. As we mentioned before,
one cannot compute the polynomial hP⊕Q from the polynomials hP and hQ. Nevertheless,
given hP and hq, one can compute a polynomial SP,Q(x, y) ∈ Fq[x, y], such that

div(SP,Q(x, y)) =
∑

0≤i,j≤2
(ϕi(P )⊕ ϕj(Q))− 9O. (4.4)

By Proposition 62 and [49, Corollary 4.2], the polynomial SP,Q is unique modulo the
equation of the elliptic curve, and up to multiplication by a nonzero constant. Hence, we
take the unique SP,Q(x, y) of the form

SP,Q = (SP,Q)1+y(SP,Q)2 = (a4x
4+a3x

3+a2x
2+a1x+a0)+y(b3x

3+b2x
2+b1x+b0), (4.5)

where a0, · · · , a4, b0, · · · , b3 ∈ Fq, and such that SP,Q(x, y) verifies property (4.4).
One can compute SP,Q from hP and hQ, using the (2, 3, 3)-generalized summation poly-
nomial that we computed in Example 73 of Chapter 3. In fact, we have the following
result.

Proposition 82. Let S(α0, α1, β0, β1)(x, y) ∈ Fq[α0, α1, β0, β1][x, y] be the (2, 3, 3)-generalized
summation polynomial that we computed in Example 73 of Chapter 3, using Algorithm 7.
Let P , Q ∈ T3 \ {O}, with hP = y − (α0 + α1x) and hQ = y − (β0 + β1x). Then we have

SP,Q(x, y) = S(α0, α1, β0, β1)(x, y).

Proof. By construction, the polynomial S(α0, α1, β0, β1)(x, y) is of the form (4.5). More-
over, since S(α0, α1, β0, β1)(x, y) has coefficients in Fq and α0, α1, β0, β1 ∈ Fq, we have
that S(α0, α1, β0, β1)(x, y) ∈ Fq[x, y].
By definition of generalized summation polynomial and Theorem 71 of Chapter 3, we have
that

div(S(α0, α1, β0, β1)(x, y)) =
∑

0≤i,j≤2
(ϕi(P )⊕ ϕj(Q))− 9O,

if (α0, α1, β0, β1) ∈ US ⊆ F4
q , where US = (U1 × F2

q) ∩ (F2
q × U2) ∩ U3 is the nonempty

Zarisky open set defined in (3.8), for K = Fq and n1 = n2 = 3.

We claim that (α0, α1, β0, β1) ∈ US if and only if (α0, α1) 6= (β0, β1). In fact, for
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n1 = n2 = 3, we have that U1 = U2 = F2
q , by point 1 and point 2 of Lemma 70. More-

over, by point 3 of Lemma 70, (α0, α1, β0, β1) ∈ U3 if and only if P = ϕi(Q) for some
i ∈ {0, 1, 2}. This is equivalent to saying hP = hQ, or (α0, α1) = (β0, β1). Hence we have
proved the claim.

The claim and the discussion above imply the thesis of the theorem for (α0, α1) 6= (β0, β1).
We now prove the thesis in the case (α0, α1) = (β0, β1). In this case, by Theorem 80, we
have that

SP,Q(x, y) = h(−α0,−α1)(x, y)2h2(α0, α1)(x, y) mod y2 − f(x, 1), (4.6)

where h2(α0, α1)(x, y) ∈ Fq[α0, α1][x, y] is the polynomial computed with Procedure 1.
Moreover, one can directly check that

S(α0, α1, α0, α1)(x, y) = h(−α0,−α1)(x, y)h2(α0, α1)(x, y) mod y2 − f(x, 1). (4.7)

Hence, for (α0, α1) = (β0, β1), we obtain the thesis of the theorem from equalities (4.6)
and (4.7).

We recall that, in Chapter 3, we computed the (2, 3, 3)-generalized summation poly-
nomial S(α0, α1, β0, β1)(x, y) of Example 73 using Algorithm 7 with input n1 = n2 = 3.
The coefficients of S, namely ai(α0, α1, β0, β1), bj(α0, α1, β0, β1) ∈ K[α0, α1, β0, β1], for
i ∈ {0, · · · , 4}, j ∈ {0, · · · , 3}, can be found in Section 1 of the appendix. In order to
be self-contained inside the chapter, we give below the procedure that we followed to
compute the ai(α0, α1, β0, β1), bj(α0, α1, β0, β1). The procedure performs the steps of Al-
gorithm 7 for input n1 = n2 = 3, parameters a1 = (−α0,−α1), a2 = (−β0,−β1), and
h1 = h(α0, α1)(x, y) = y − (α0 + α1x), h2 = h(β0, β1)(x, y) = y − (β0 + β1x).

Procedure 3. Procedure to compute the (2, 3, 3)-generalized summation polynomial S
of Example 73.

1: for i ∈ {1, 2, 3}
2: for j ∈ {1, 2, 3}
3: rij(xPi , xQj , yPi , yQj , x, y)← (yQj − yPi)x+ (xPi − xQj )y + ((xQj − xPi)yPi + (yPi −
yQj )xPi)
4: end for
5: end for
6: K(xP1 , xP2 , xP3 , yP1 , yP2 , yP3 , xQ1 , xQ2 , xQ3 , yQ1 , yQ2 , yQ3 , x, y)←

∏
1≤i,j≤3 ri,j

7: for i ∈ {1, 2, 3}
8: Replace yPi by (α1xPi + α0) in K
9: Replace yQi by (β1xQi + β0) in K
10: end for
11: Write K(xP1 , xP2 , xP3) as a function of the elementary symmetric polynomials e1, e2, e3
12: Write K(xQ1 , xQ2 , xQ3) as a function of the elementary symmetric polynomials in
s1, s2, s3
13: E1 ← α2

1, E2 ← A− 2α0α1, E3 ← α2
0 −B

14: S1 ← β21 , S2 ← A− 2β0β1, S3 ← β20 −B
15: for i ∈ {1, 2, 3}
16: Replace ei by Ei in R
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17: Replace si by Si in R
18: end for
19: Use equality S1(x) − yS2(x) = K(x, y)/(h(α0, α1)(x, y)3h(β0, β1)(x, y)3) mod y2 −
f(x, 1)
20: Remove denominators from S
21: return S

Notice that, if P ⊕Q,P ⊕ ϕ(Q), P ⊕ ϕ2(Q) 6= O, then

SP,Q = hP⊕QhP⊕ϕ(Q)hP⊕ϕ2(Q) mod y2 − f(x, 1). (4.8)

Moreover, from hP and SP,Q, one can compute the polynomials

HP = f(x, 1)− (α1x+ α0)
2, ΣP,Q = f(x, 1)(SP,Q)22 − (SP,Q)21 ∈ Fq[x].

In the next lemma we collect a few facts on the polynomial SP,Q, that will be useful in
the sequel.

Lemma 83. Let P,Q ∈ T3 \ {O}. Let hP , HP , SP,Q and ΣP,Q be the polynomials as
above. The following equalities hold, up to a nonzero constant:

1. HP = hPh−P mod y2 − f(x, 1),

2. HP = (x− xP )(x− xqP )(x− xq
2

P ),

3. S−P,−Q(x, y) = SP,Q(x,−y),

4. ΣP,Q = SP,QS−P,−Q mod y2 − f(x, 1),

5. ΣP,Q =
∏

0≤i,j≤2(x− xϕi(P )⊕ϕj(Q)).

Moreover, the following are equivalent:

6. (SP,Q)2 = 0,

7. b3 = 0,

8. ϕi(P )⊕ ϕj(Q) = O for some i, j,

9. div(SP,Q) = (P ⊕ (−ϕ(P ))) + (ϕ(P )⊕ (−P )) + (P ⊕ (−ϕ2(P ))) + (ϕ2(P )⊕ (−P )) +
(ϕ(P )⊕ (−ϕ2(P ))) + (ϕ2(P )⊕ (−ϕ(P )))− 6O.

Proof. 1. and 2. follow from point 2 of Proposition 62.
3. Observe that div(S−P,−Q) =

∑
0≤i,j≤2(−ϕi(P )⊕ (−ϕj(Q)))− 9O, hence

S−P,−Q(x, y) = (SP,Q)1(x)− y(SP,Q)2(x) = SP,Q(x,−y)

up to a nonzero constant.
4. and 5. follow from point 3 of this lemma, and point 2 of Proposition 62.
7. ⇒ 8. If b3 = 0, then deg(ΣP,Q) ≤ 8, hence one of the sums ϕi(P )⊕ ϕj(Q) must be O.
8. ⇒ 9. If ϕi(P )⊕ϕj(Q) = O for some i and j, then SP,Q = Sϕi(P ),ϕj(Q) = Sϕi(P ),−ϕi(P ) =
SP,−P . Hence, by definition of SP,Q, we have that div(SP,Q) = (P ⊕ (−ϕ(P ))) + (ϕ(P )⊕
(−P )) + (P ⊕ (−ϕ2(P ))) + (ϕ2(P )⊕ (−P )) + (ϕ(P )⊕ (−ϕ2(P ))) + (ϕ2(P )⊕ (−ϕ(P ))) +
3O − 9O, from which point 9. follows.
9. ⇒ 6. Since div(SP,Q) = (P ⊕ (−ϕ(P ))) + (ϕ(P )⊕ (−P )) + (P ⊕ (−ϕ2(P ))) + (ϕ2(P )⊕
(−P )) + (ϕ(P )⊕ (−ϕ2(P ))) + (ϕ2(P )⊕ (−ϕ(P )))−6O, then SP,Q = (x−xP⊕(−ϕ(P )))(x−
xP⊕(−ϕ2(P )))(x− xϕ(P )⊕(−ϕ2(P ))) ∈ Fq[x]. Hence (SP,Q)2 = 0.
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How to recover hP⊕Q from HP⊕Q and SP,Q. Let P,Q ∈ T3 \{O}, such that P ⊕Q 6=
O. We give a procedure to compute the coefficients of hP⊕Q(x, y) = y − (γ0 + γ1x) in
terms of the coefficients of HP⊕Q(x) = x3 +w2x

2 +w1x+w0 and the coefficients of SP,Q.
A straightforward way to do this is computing the coefficients of hP⊕Q from those of
HP⊕Q up to sign, via the relations w2 = −γ21 , w1 = A − 2γ0γ1, w0 = B − γ20 . One
can then distinguish hP⊕Q = y − (γ0 + γ1x) and h−P⊕(−Q) = y + (γ0 + γ1x), since
HP⊕Q | (SP,Q)1 + (γ0 + γ1x)(SP,Q)2. This however requires extracting a square root. The
next proposition allows us to compute hP⊕Q from HP⊕Q and SP,Q more efficiently, by
solving a simple linear system. We assume that (SP,Q)2 6= 0, HP⊕Q and that HP⊕Q is
irreducible over Fq[x]. Notice that HP⊕Q is irreducible over Fq[x] if and only if P ⊕ Q
does not belong to the group

E(Fq)[3] = {P ∈ E(Fq) : 3P = O}.

Proposition 84. Let P , Q ∈ T3 \ {O}. Suppose that P ⊕Q 6∈ E(Fq)[3], that Q is not a
Frobenius conjugate of −P or −2P , and that P is not a Frobenius conjugate of −2Q. Let
HP⊕Q = x3 + w2x

2 + w1x + w0 and hP⊕Q = y − (γ1x + γ0) with γ1, γ0, w2, w1, w0 ∈ Fq.
Then (γ1, γ0) is the unique solution of the linear system whose augmented matrix is

L(HP⊕Q, SP,Q) =

w0(w2 − b2) (b0 − w0) w0a3 − a4w2w0 − a0
w0(w1 − b1) (b0w2 − w0b2) w0a2 − a4w1w0 − a0w2

w0(w0 − b0) (b0w1 − b1w0) w0a1 − a4w2
0 − a0w1

 .

Proof. Using the fact that HP⊕Q|(SP,Q)1 + (γ1x+ γ0)(SP,Q)2, a simple calculation shows
that (γ1, γ0) is a solution of the linear system with augmented matrix L(HP⊕Q, SP,Q). Let
us prove that the solution is unique. Let (t1, t0) be a solution of the linear system with
augmented matrix L(HP⊕Q, SP,Q). Let (x0, y0) ∈ T3 be one of the Frobenius conjugates of
P ⊕Q. Notice that, since P ⊕Q 6∈ E(Fq)[3], the three Frobenius conjugates are distinct.
By construction, (SP,Q)1(x0) + (t1x0 + t0)(SP,Q)2(x0) = 0.

We claim that (SP,Q)2(x0) 6= 0. In fact, if (SP,Q)2(x0) = 0, then (SP,Q)2 = HP⊕Q
and HP⊕Q | (SP,Q)1. So SP,Q is of the form SP,Q(x, y) = HP⊕Q(x)(y + d0 + d1x), with
d0, d1 ∈ Fq. Hence, all the zeroes of HP⊕Q(x, y) = HP⊕Q(x) on E are also zeroes of
SP,Q(x, y) on E. This implies that −P ⊕ (−Q) = ϕi(P )⊕ ϕj(Q) for some i, j distinct. If
i, j 6= 0, then −ϕk(P ) = P ⊕ ϕi(P ) = −Q ⊕ (−ϕj(Q)) = ϕh(Q) for some h, k. Hence P
and −Q are Frobenius conjugates. Similarly, Q and −2P are Frobenius conjugates if i = 0
and j 6= 0, and P and −2Q are Frobenius conjugates if i = 0 and j 6= 0. This concludes
the proof of the claim.

Since (SP,Q)2(x0) 6= 0 by the claim above, then y0 = t1x0 + t0. Hence the line of equation
y−(t1x+t0) has three points in common with the line of equation hP⊕Q = 0. This implies
that t1 = γ1 and t0 = γ0.

Example 85. Let q = 1021 and Fq3 = Fq[ζ]/(ζ3 − 5). Let E be the elliptic curve over Fq
of equation y2z = x3 + 230xz2 + 191z3. Let P = (782ζ2 + 802ζ + 45, 979ζ2 + 299ζ + 133),
Q = (466ζ2 + 528ζ + 514, 742ζ2 + 1016ζ + 704) ∈ T3, with hP = y − (987x + 642),
hQ = y − (729x+ 705). Using the formulas in the appendix, we can compute:

h2P = y − (1000x+ 280), h3P = y − (646x+ 693)

SP,Q = (823x4 + 948x3 + 709x2 + 530x+ 741) + y(x3 + 782x2 + 636x+ 100).
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The matrix from Proposition 84 is:

L(HP⊕Q, SP,Q) =

809 123 843
568 823 755
787 382 388

 .

Before we compute L, we compute HP⊕Q = x3 + 880x2 + 123x+ 998. In the next section
we discuss how to compute HP⊕Q. Solving the system associated to L we find hP⊕Q =
y − (65x+ 260).

4.2 Scalar multiplication in T3 using compressed coordinates

Throughout this section, we assume that T3 = 〈P 〉 is cyclic of order p, where p is a
prime of cryptographic size. This is the setting of real cryptographic applications. Hence
ϕ(P ) = sP , with s = (q − 1)/(2 + q − |E(Fq)|) mod p (see [6, Section 15.3.1]).
Let m be an integer modulo p. In this section, we develop an efficient algorithm to compute
hmP given m and hP . In order to do this, in Subsection 4.2.1, we give a subalgorithm
that we use within the main algorithm, as well as a lemma which helps us deal with
special cases. In Subsection 4.2.2, we give a Montgomery-ladder-style algorithm that
computes hmP from m and hP . Finally, in Subsection 4.2.3, we apply the usual Frobenius
endomorphism strategy to speed up our algorithm from Section 4.2.2. This gives our main
algorithm to compute scalar multiplication in T3 using compressed coordinates.

4.2.1 Subalgorithm and special cases

Throughout this subsection, m is an integer such that 0 < m < p. Because of the doubling
formulas in the appendix, we may assume that m is odd.

Notation 86. Let m1,m2, n1, n2 be integers such that m1 + m2 = n1 + n2 = m. For
i ∈ {0, 1, 2}, let hi = hm1P⊕ϕi(m2P ), Hi = Hm1P⊕ϕi(m2P ), ki = hn1P⊕ϕi(n2P ), Ki =
Kn1P⊕ϕi(n2P ).

Let m1,m2, n1, n2 be positive integers such that m1 + m2 = n1 + n2 = m. Suppose
that we are given hm1P , hm2P , hn1P , hn2P . The subalgorithm computes hmP by applying
the following strategy. By Proposition 82, one can use the (2, 3, 3)-generalized summation
polynomial computed with Procedure 3, to compute

S1 = Sm1P,m2P = S1,1 + yS1,2

from hm1P , hm2P , and
S2 = Sn1P,n2P = S2,1 + yS2,2

from hn1P , hn2P . Up to multiplying by a nonzero constant, S1 =
∏2
i=0 hi mod y2−f(x, 1)

and S2 =
∏2
i=0 ki mod y2 − f(x, 1). Hence S1, S2 share the factor h0 = k0 = hmP . By

Lemma 83, one has that

HmP |G, where G = gcd (f(x, 1)S2
1,2 − S2

1,1, f(x, 1)S2
2,2 − S2

1,2).

Moreover, if m1P⊕ϕ(m2P ) and m1P⊕ϕ2(m2P ) are not Frobenius conjugates of ±(n1P⊕
ϕ(n2P )) or±(n1P⊕ϕ2(n2P )), that is if h1, h2 6∈ {k1(x, y), k2(x, y),−k1(x,−y),−k2(x,−y)},
then G = HmP . In this case, one can compute hmP from G and S1 (or from G and S2) by
solving the linear system of Proposition 84, provided that the assumptions of the propo-
sition are satisfied.

We now give the subalgorithm and we prove its correctness.
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Subalgorithm 1.

Input: The polynomials hm1P , hm2P , hn1P , hn2P , such that h1, h2 6∈ {k1, k2}
Output : hmP = y − (γ1x+ γ0)

1: if hm1P = hm2P then return h−m1P endif
2: if hn1P = hn2P then return h−n1P endif
3: Compute S1 = Sm1P,m2P from hm1P , hm2P . formulas in Section 1 of the appendix

4: Compute S2 = Sn1P,n2P from hn1P , hn2P

5: if hm1P (x, y) = −hm2P (x,−y) then
6: W ← monic(S1)
7: L← L(W,S2) . see Proposition 84

8: Compute h = y − (γ1x+ γ0) by solving the linear system associated to L
9: return h
10: end if
11: if hn1P (x, y) = −hn2P (x,−y) then
12: W ← monic(S2)
13: L← L(W,S1) . see Proposition 84

14: Compute h = y − (γ1x+ γ0) by solving the linear system associated to L
15: return h
16: end if
17: G← gcd(fS2

1,2 − S2
1,1, fS

2
2,2 − S2

2,1)
18: Decompose G in irreducible factors in Fq[x]
19: W1, · · ·Ws ← monic distinct irreducible factors of G of degree 3
20: for j ∈ {1, · · · s} do
21: W ←Wj

22: if W 6= S1,2 then
23: L← L(W,S1) . see Proposition 84

24: Compute h = y − (γ1x+ γ0) by solving the linear system associated to L
25: if W |(γ1x+ γ0)S2,2 + S2,1 then return h end if
26: else . W = S1,2

27: L← L(W,S2) . see Proposition 84

28: Compute h = y − (γ1x+ γ0) by solving the linear system associated to L
29: return h
30: end if
31: end for

Theorem 87. Subalgorithm 1 is correct.

To prove the theorem we use the following.

Remark 88. Since T3 has prime order p > 3, then T3 ∩ E(Fq)[3] = {O}. Hence HQ is
irreducible over Fq for every Q ∈ T3 \ {O}. So HmP is irreducible over Fq[x] for every
0 < m < p. Moreover, hmP 6= h−mP , since, if this were the case, then mP ⊕ϕi(mP ) = O.

Proof of Theorem 87. If hm1P = hm2P as in line 1 of the subalgorithm, then m2P =
ϕi(m1P ) for some i ∈ {0, 1, 2}. Since we assume that m is odd, then m1 6= m2 and
m1 + m2 = m < p, hence i 6= 0. Therefore mP = (m1 + m2)P = m1(P ⊕ ϕi(P )) =
−m1ϕ

j(P ) where {i, j} = {1, 2}, and i 6= j. It follows that hmP = h−m1P and line 1 is
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correct. The same argument shows that, if hn1P = hn2P as in line 2 of the subalgorithm,
then hmP = h−n1P , and line 2 is correct. Correctness of lines 3, 4 follows from Proposition
82.
Observe that, up to multiplication by a nonzero constant, S1 = hmPh1h2 and S2 =
hmPk1k2 mod y2 − f(x, 1). Moreover, by Lemma 83, f(x, 1)S2

1,2 − S2
1,1 = H0H1H2 and

f(x, 1)S2
2,2 − S2

2,1 = H0K1K2 up to multiplication by a nonzero constant.

Suppose first that hm1P = h−m2P as in line 5. Then m2P = −m1ϕ
i(P ) for some i ∈

{0, 1, 2}. Since 0 < m < p, we have that i 6= 0. Then m2P = −m1ϕ(P ) or m2P =
−m1ϕ

2(P ). The case m2P = −m1ϕ(P ) implies mP = (m1 +m2)P = m1(P ⊕ (−ϕ(P ))),
m1P ⊕ϕ(m2P ) = m1(P ⊕ (−ϕ2(P ))) = −ϕ2(mP ) and m1P ⊕ϕ2(m2P ) = O. From these
equalities, we have S1 = h0h1 = hmPh−mP = HmP mod y2−f(x, 1) (up to multiplication
by a nonzero constant). The case m2P = −m1ϕ

2(P ) implies mP = (m1+m2)P = m1(P⊕
(−ϕ2(P ))), m1P ⊕ ϕ(m2P ) = O and m1P ⊕ ϕ2(m2P ) = m1(P ⊕ (−ϕ(P ))) = −ϕ(mP ).
From these equalities, we have S1 = h0h2 = hmPh−mP = HmP mod y2 − f(x, 1) (up
to multiplication by a nonzero constant). Moreover, if hm1P = h−m2P , we have that
hn1P 6= h−n2P . In fact, if hn1P = −hn2P , using the same arguments as above, we have that
S2 = k0k1 = hmPh−mP = HmP or S2 = k0k2 = hmPh−mP = HmP mod y2 − f(x, 1) (up
to multiplication by a nonzero constant). So h−mP ∈ {k1, k2}. This is not possible since
h−mP ∈ {h1, h2} from the previous discussion, and we are supposing h1, h2 6∈ {k1, k2}.
Hence we have that hn1P 6= h−n2P . The latter inequality implies S2,2 6= 0 by Lemma 83.
Moreover, by Remark 88, HmP is irreducible over Fq[x]. So, in order to apply Proposition
84 with W = monic(S1) and S2, it remains to prove that, if hm1P = h−m2P , then HmP 6=
S2,2. Suppose this is not the case. Let mP = (x, y). We have that HmP = S2,2 implies

S2,2(x
qj ) = 0 for all j ∈ {0, 1, 2}. Moreover, S2(x

qj , yq
j
) = 0 for all j ∈ {0, 1, 2}, by

construction of S2. Hence, for j ∈ {0, 1, 2}, we have S2(−ϕj(P )) = S2(x
qj ,−yqj ) =

S2,1(x
qj ) − yqjS2,2(xq

j
) = S2,1(x

qj ) = S2,1(x
qj ) + yq

j
S2,2(x

qj ) = S2(x
qj , yq

j
) = 0. This

implies that ki = h−mP for some i ∈ {0, 1, 2}. Since hmP 6= h−mP by Remark 88, we
have that ∃ i ∈ {1, 2} such that ki = h−mP ∈ {h1, h2}. This is not possible because
h1, h2 6∈ {k1, k2} by hypothesis. Hence all hypothesis of Proposition 84 hold for W =
HmP = monic(S1) and S2, and correctness of lines 5− 10 follows from the proposition.
The proof of correctness of lines 11− 16 is analogous to that for lines 5− 10.
From now on, we have hm1P 6= h−m2P and hn1P 6= h−n2P , which imply S1,2, S2,2 6= 0 by
Lemma 83.
Let 1 ≤ s ≤ 3. Let W1, · · · ,Ws be the monic distinct irreducible factors of degree 3 over
Fq[x] of G = gcd(fS2

1,2 − S2
1,1, fS

2
2,2 − S2

2,1), as in lines 17, 18, 19 of the subalgorithm.
Hence H0 ∈ {W1, · · · ,Ws} by Remark 88. Moreover, for W ∈ {W1, · · · ,Ws}, one has that
W = Hj for some j ∈ {0, 1, 2}. Then, if W 6= S1,2, one recovers h = hj from W and S1
solving the linear system of Proposition 84 (lines 22-24 of the subalgorithm).
Now we focus on line 25. If h = h0 = hmP , one has that W |(γ1x+γ0)S2,2+S2,1. Otherwise,
h 6= ks for all s ∈ {0, 1, 2}, as h1, h2 6∈ {k1, k2} by hypothesis. So W 6 |(γ1x+ γ0)S2,2 +S2,1
by Proposition 84, and line 25 is correct.
Finally, suppose W = S1,2 as in line 26. If W 6= H0, one has that there exists r ∈
{1, 2} such that hj = −(hr(x,−y)). Moreover, there exists s ∈ {1, 2} such that hj =
−(ks(x,−y)), since W |G and h1, h2 6∈ {k1, k2}. Then hr = ks with r, s ∈ {1, 2}. This
is not possible as h1, h2 6∈ {k1, k2}. Hence W = H0 and there exists r ∈ {1, 2} such
that hmP 6= hrP = h−mP . This implies that ks 6= h−mP for all s ∈ {0, 1, 2}, since
h1, h2 6∈ {k1, k2}. So W 6= S2,2, and one recovers h = hmP from W and S2 solving the
linear system of Proposition 84. Hence, lines 26-30 are correct.
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We use the subalgorithm at each step of our Montgomery-ladder-style algorithm. We
have two different types of input lines. The first type is used in the general case, and the
second for exceptional cases.

(a) Input lines of type (a): The subalgorithm computes hmP from hP , h(m−1)P , hm−1
2
P

and hm+1
2
P . The subalgorithm does not apply to a set M of exceptional values for

m.

(b) Input lines of type (b): Let R = {(−3,−7), (−3, 5), (3,−5), (3, 7)}, (r1, r2) ∈ R. The
subalgorithm computes hmP from hriP , h(m−ri)P for i ∈ {1, 2}. The subalgorithm
does not apply to a set M(r1,r2) of exceptional values for m.

In the next lemma we describe the sets M and M(r1,r2). Moreover, we show that M ∩
(
⋃

(r1,r2)∈RM(r1,r2)) = ∅. Therefore, one can compute hmP using the subalgorithm with
input of type (a) if m 6∈M and with input of type (b) if m ∈M .

Lemma 89. In the setting established above, one has the following:

1. hP⊕(m−1)ϕi(P ) = hm−1
2
P⊕m+1

2
ϕj(P ) for some i, j ∈ {1, 2} if and only if m ∈M , where

M =

{
±3

2s+ 1
,
s− 4

3s
,
4s− 1

2s+ 1
,
s+ 5

3(s+ 1)
,
4s+ 5

2s+ 1
mod p

}
.

Hence Subalgorithm 1 correctly computes hmP from hP , h(m−1)P , hm−1
2
P and hm+1

2
P

if m 6∈M .

2. Let R = {(−3,−7), (3, 7), (−3, 5), (3,−5)}, (r1, r2) ∈ R. Then hr1P⊕(m−r1)ϕi(P ) =
hr2P⊕(m−r2)ϕj(P ) for some i, j ∈ {1, 2} if and only if m ∈M(r1,r2), where

• M(3,7) = {17s+4
2s+1 ,

−4s−17
s−1 , 10s+11

2s+1 ,
10s−1
2s+1 ,

4s−13
−s−2 ,

17s+13
2s+1 mod p},

• M(−3,−7) = {−m mod p : m ∈M(3,7)},
• M(−3,5) = {7s+8

2s+1 ,
−8s−7
s−1 , 2s+13

2s+1 ,
2s−11
2s+1 ,

8s+1
−s−2 ,

7s−1
2s+1 mod p},

• M(3,−5) = {−m mod p : m ∈M(−3,5)}.

Fix (r1, r2) ∈ R. Subalgorithm 1 correctly computes hmP from hr1P , hr2P , h(m−r1)P , h(m−r2)P
if m 6∈M(r1,r2).

3. One has that M ∩(
⋃

(r1,r2)∈RM(r1,r2)) = ∅. Hence, if Subalgorithm 1 cannot compute
hmP with input of type (a), it can compute it with input of type (b).

Proof. By Theorem 87, and following Notation 86, we have that Subalgorithm 1 correctly
computes hmP from the input lines hm1P = hP , hm2P = h(m−1)P , hn1P = hm−1

2
P and

hn2P = hm+1
2
P if h1, h2 6∈ {k1, k2}, that is, if hP⊕(m−1)ϕi(P ) 6= hm−1

2
P⊕m+1

2
ϕj(P ) for all

i, j ∈ {1, 2}. We have that

hP⊕(m−1)ϕi(P ) = hm−1
2
P⊕m+1

2
ϕj(P ) for some i, j ∈ {1, 2}

if and only if

P ⊕ (m− 1)ϕi(P ) = ϕh(
m− 1

2
P ⊕ m+ 1

2
ϕj(P )) for some i, j ∈ {1, 2}, h ∈ {0, 1, 2}.

Since ϕ(P ) = sP and P is of period p, the latter equality is equivalent to saying

1 + (m− 1)si = sh(
m− 1

2
+
m+ 1

2
sj) mod p for some i, j ∈ {1, 2}, h ∈ {0, 1, 2}. (4.9)
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Moreover, P ∈ T3, so P ⊕ ϕ(P )⊕ ϕ2(P ) = O. This implies the equality

1 + s+ s2 = 0 mod p, (4.10)

since ϕ(P ) = sP and P has period p. By applying the equality (4.10) to the equality
(4.9) for all i, j ∈ {1, 2} and all h ∈ {0, 1, 2}, one directly computes that (4.9) is equivalent
to saying that m ∈ M . Notice that all denominators in M are nonzero modulo p, since
equality (4.10) holds and p 6= 2, 3. We have then proved point 1 of the lemma.
The proof for part 2 is analogous to that of part 1.
We now prove part 3. Suppose that M ∩ (

⋃
(r1,r2)∈RM(r1,r2)) 6= ∅. One can check by

direct computation that this implies as = b mod p or as = −b mod p for some a and b
such that 0 < a, b ≤ 60 and a 6= b. If as = b mod p, then from (4.10) one obtains that
a2 +ab+ b2 = 0 mod p. This is not possible since 0 < a2 +ab+ b2 � p. The case as = −b
mod p can be treated similarly.

Remark 90. Lemma 89 is no longer true for small values of p. Consider e.g. the elliptic
curve y2z = x3 + 5xz2 + 4z3 over F7, with p = 31 and s = 25. We have M ∩M(−3,−7) =
{7, 11, 13} ∩ {13, 15} = {13} 6= ∅.

Example 91. Let q = 1021 and Fq3 = Fq[ζ]/(ζ3 − 5). Let E and P as in Example
85, i.e., let E be the elliptic curve over Fq of equation y2z = x3 + 230xz2 + 191z3, and
let P = (782ζ2 + 802ζ + 45, 979ζ2 + 299ζ + 133). Then p = 1021381, s = 161217,
M = {161219, 322435, 322437, 465965}.

We show how to compute h5P using Subalgorithm 1 with input of type (a). In Example
85 we computed h2P and h3P . Using the formulas of Section 1 and Section 2 of the
appendix, we compute h4P = y − (698x+ 155) from h2P , S1 = (524x4 + 131x3 + 826x2 +
631x + 160) + y(x3 + 243x2 + 651x + 776) from hP and h4P , S2 = (331x4 + 653x3 +
169x2 + 259x+ 536) + y(x3 + 570x2 + 680x+ 578) from h2P and h3P . Then we compute
G = gcd(fS2

1,2 − S2
1,1, fS

2
2,2 − S2

2,1) = x3 + 455x2 + 81x + 68. Hence G = H5P , and
H5P 6= S1,2. So we obtain h5P = y − (736x + 804) from G and S1 as in line 24 of
Subalgorithm 1.

Similarly one can compute h7P = y − (112x+ 43) from hP , h6P , h3P , h4P .

The next two examples illustrate some special cases of Subalgorithm 1.

Example 92. Let E and P be as in the previous example and let m = 337887. One can
check that

P ⊕ (m− 1)ϕ2(P ) = −m− 1

2
ϕ2(P )⊕ (−m+ 1

2
ϕ(P )).

If we try to compute hmP using Subalgorithm 1 with input of type (a), we first compute
G = x6+778x5+86x4+778x3+599x2+494x+658, which splits over Fq into two irreducible
factors of degree 3, namely W1 = x3 +11x2 +843x+540 and W2 = x3 +767x2 +1016x+5.
From W1 we recover h1 = y−(166x+727) = 0 which is the line through P +(m−1)ϕ2(P ).
From W2 we recover h2 = y− (423x+ 57) = 0 which is the line through mP . By checking
the condition at line 25 of the subalgorithm, we are able to decide that hmP = h2.

Example 93. Let q = 1021 and Fq3 = Fq[ζ]/(ζ3 − 5). Let E be the elliptic curve
of equation y2z = x3 + 71xz2 + 529z3 defined over Fq. Then T3 is generated by P =
(853ζ2 + 995ζ + 244, 178ζ2 + 927ζ + 959), which has prime order p = 1009741. Moreover
s = 325960 and M(3,−5) = {32671, 391027}. Let m = 65339. One can check that

mP = −3P ⊕ (−(m− 3)ϕ2(P )).
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We compute hmP using Subalgorithm 1 with input of type (b), with (r1, r2) = (3,−5) and
obtain G = S1,2. Then we can compute hmP = y − (566x+ 37) from G and S2.

4.2.2 A first algorithm for scalar multiplication

We give our Montgomery-ladder style algorithm for scalar multiplication in T3, in its basic
form.

Notation 94. Let m be an integer with 0 < m < p. Let m =
∑`−1

i=0 mi2
i be the binary

representation of m, with mi ∈ {0, 1} for all i, ` = dlog2me and m`−1 = 1. Let

ki =
`−1∑
j=i

mj2
j−i

for i ∈ {0, · · · , `− 1}. Notice that k0 = m. Let

M =

{
±3

2s+ 1
,
s− 4

3s
,
4s− 1

2s+ 1
,
s+ 5

3(s+ 1)
,
4s+ 5

2s+ 1
mod p

}
,

and let M = M ∩ (2Z + 1).

General strategy of the algorithm. Our algorithm takes hP and m as input, and it
returns hmP as output. It adopts the classical double-and-add strategy for scalar multi-
plication. For each step i, from i = `− 1 down to i = 0, it computes

ui = hkiP and vi = h(ki+1)P .

At the end of the cycle, it outputs u0 = hmP . In order to compute the polynomials ui and
vi of each step, the algorithm uses the doubling formulas of Section 2.1 of the appendix
and Subalgorithm 1 with input the polynomials that it has computed in the previous steps.

The proposition below gives recursive definitions for ui and vi. Our algorithm applies
this proposition to compute the polynomials ui and vi at each step i.

Notation 95. Write Subalg(h1, h2, h3, h4), for the output of Subalgorithm 1 with input
h1, h2, h3, h4. For any h = hQ with Q ∈ T3, let D(h) = h2Q, where h2Q is computed
from the coefficients of h by means of the doubling formulas of the appendix. Then
Dk(h) = h2kQ, where h2kQ is computed from h via iterated application of the doubling
formulas of the appendix.

Proposition 96. For i from i = ` − 1 down to i = 0, recursively define ui and vi as
follows.

• u`−1 = hP , v`−1 = h2P .

• u`−2 = h2P and v`−2 = h3P if m`−2 = 0,
u`−2 = h3P and v`−2 = h4P if m`−2 = 1.

• For 0 ≤ i ≤ `− 3:

– (General case) if ki and ki + 1 6∈ M, let
ui = D(ui+1) and vi = Subalg(hP , D(ui+1), ui+1, vi+1) if mi = 0
ui = Subalg(hP , D(ui+1), ui+1, vi+1) and vi = D(vi+1) if mi = 1.
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– (Special cases) if ki or ki + 1 ∈M

∗ If mi = 0, let

ui = D(ui+1),

vi=


Subalg(h3P , D

2(ui+2), h7P , D
3(ui+3)) if mi+1 = mi+2 = 1

Subalg(h3P , D
3(ui+3), h−5P , D3(vi+3)) if mi+1 = 1,mi+2 = 0

Subalg(h−3P , D3(vi+3), h5P , D
3(ui+3)) if mi+1 = 0,mi+2 = 1

Subalg(h−3P , D2(vi+2), h−7P , D3(vi+3)) if mi+1 = mi+2 = 0

.

∗ If mi = 1, let

vi = D(vi+1),

ui=


Subalg(h3P , D

2(ui+2), h7P , D
3(ui+3)) if mi+1 = mi+2 = 1

Subalg(h3P , D
3(ui+3), h−5P , D3(vi+3)) if mi+1 = 1,mi+2 = 0

Subalg(h−3P , D3(vi+3), h5P , D
3(ui+3)) if mi+1 = 0,mi+2 = 1

Subalg(h−3P , D2(vi+2), h−7P , D3(vi+3)) if mi+1 = mi+2 = 0

.

Then ui = hkiP and vi = h(ki+1)P , for all i ∈ {0, · · · , `− 1}.

Proof. We proceed by induction on i. The thesis is easily verified for i = `−1 and i = `−2.
Hence let 0 ≤ i ≤ `−3 and assume that the thesis holds for j ∈ {i+1, · · · , `−1}. Suppose
first that ki, ki+1 6∈ M and that mi = 0 (the proof for the case mi = 1 is analogous). Then
ki = 2(ki+1) and ui = D(ui+1) = h2ki+1P = hkiP by induction. Moreover, by induction we
get

Subalg(hP , D(ui+1), ui+1, vi+1) = Subalg(hP , h2ki+1P , hki+1P , h(ki+1+1)P ) =

Subalg

(
hP , hkiP , h ki

2
P
, h( ki

2
+1
)
P

)
.

Since ki + 1 6∈ M, Subalgorithm 1 with input of type (a) correctly outputs vi = h(ki+1)P .
Now suppose that ki or ki + 1 ∈M and assume that mi = 0, mi+1 = mi+2 = 1 (the proof
for the other cases is analogous). If ki or ki + 1 ∈ M, then i < ` − 3, since 5, 7 6∈ M.
Hence we already have computed the polynomials of the three previous steps i+ 1, i+ 2,
i+ 3. Since mi = 0, we prove the thesis for ui as in the general case. On the other hand,
ki + 1 ∈M so we cannot define vi using Subalgorithm 1 with input of type (a), as we did
before. However ki + 1 = 3 + 4ki+2 = 7 + 8ki+3, so by induction we get

Subalg(h3P , D
2(ui+2), h7P , D

3(ui+3)) = Subalg(h3P , h4(ki+2)P , h7P , h8(ki+3)P ).

Moreover, since ki + 1 ∈ M, then ki + 1 6∈ M(3,7) by Lemma 89, hence Subalgorithm 1
with input of type (b) correctly outputs vi = h(ki+1)P .

Remark 97. If ki, ki + 1 6∈ M, at step i one needs only the polynomials computed in the
previous step in order to compute the polynomials ui, vi. If ki or ki+1 ∈M one needs the
polynomials computed in the steps i+ 2 and i+ 3 in order to compute them. Therefore:

• In our algorithm, the last three pairs of polynomials that have been computed are
stored in a vector L, which is updated at each step of the cycle.

• The algorithm looks the i’s for which ki or ki + 1 ∈ M at the start. Namely, for
each i ∈ {0, · · · , `− 2}, it computes ki and ki + 1, and it adds i to the list S if ki or
ki + 1 ∈ M. Hence, at each step i, we know whether we have to call Subalgorithm
1 with input of type (a) or of type (b), by simply checking if i ∈ S.
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Algorithm 9 (Scalar multiplication in T3, basic form).

Input : hP , m an integer modulo p
Output : hmP

1 : m←
∑`−1

i=0 mi2
i binary expansion of m

. collection of the exceptional steps

2 : S ← {i ∈ {0, · · · , `− 2} : ki ←
∑`−1

j=i mj2
j−i ∈M or ki + 1 ∈M}

. step i = `− 1

3 : u← hP , v ← h2P , L← [(u, v)] . L = [(u`−1, v`−1)]

4 : if `− 1 = 0 then return u end if
. step i = `− 2

5 : if m`−2 = 0 then u← h2P , v ← h3P else u← h3P , v ← h4P end if
6 : Append (u, v) to L . L = [(u`−1, v`−1), (u`−2, v`−2)]

7 : if `− 2 = 0 then return u end if
. cycle for: steps from i = `− 3 to i = 0

8: for i from `− 3 down to 0 do
. special cases

9: if i ∈ S then
10: if mi+1 = 1 then
11: if mi+2 = 1 then
12: hexc ← Subalg(h3P , D

2(L[2][1]), h7P , D
3(L[1][1]))

13: else . mi+1 = 1, mi+2 = 0

14: hexc ← Subalg(h3P , D
3(L[1][1]), h−5P , D3(L[1][2]))

15: end if
16: else . mi+1 = 0

17: if mi+2 = 1 then
18: hexc ← Subalg(h−3P , D3(L[1][2]), h5P , D

3(L[1][1]))
19: else . mi+1 = 0, mi+2 = 0

20: hexc ← Subalg(h−3P , D2(L[2][2]), h−7P , D3(L[1][2]))
21: end if
22: end if
23: if |L| = 3 then remove L[1] from L end if . L = [(ui+2, vi+2), (ui+1, vi+1)]

. computation of u, v at step i

24: if mi = 0 then
25: u← D(L[2][1])
26: if i ∈ S then
27: v ← hexc
28: else
29: v ← Subalg(hP , D(L[2][1]), L[2][1], L[2][2])
30: else . mi = 1

31: if i ∈ S then
32: u← hexc
33: else
34: u← Subalg(hP , D(L[2][1]), L[2][1], L[2][2])
35: end if
36: v ← D(L[2][2])
37: end if
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38: Append (u, v) to L . L = [(ui+2, vi+2), (ui+1, vi+1), (ui, vi)]

39: end for
40: return L[3][1]

Theorem 98. Algorithm 9 is correct.

Proof. Correctness of lines 3−7 is easy to check. Notice that, at the beginning of the cycle
at line 8, the list L is L = [(u`−1, v`−1), (u`−2, v`−2)]. Moreover, one has that ` − 3 6∈ S,
since 5, 7 6∈ M. So we do not check whether `− 3 ∈ S. Observe now that for each i from
i = ` − 3 down to i = 0, the list L at line 23 is L = [(ui+2, vi+2), (ui+1, vi+1)], while at
line 38 the list is L = [(ui+2, vi+2), (ui+1, vi+1), (ui, vi)]. Hence correctness follows from
Proposition 96.

We now give an example of computation of a multiplication by m for which the algo-
rithm runs into the special cases.

Example 99. Let q = 1021 and Fq3 = Fq[ζ]/(ζ3−5). Let E and P be as in Example 85 and
Example 91, i.e., let E be the elliptic curve over Fq of equation y2z = x3 + 230xz2 + 191z3

and let P = (782ζ2 + 802ζ + 45, 979ζ2 + 299ζ + 133). Let m = 644875, with binary
representation

m = 219 + 216 + 215 + 214 + 212 + 210 + 29 + 28 + 23 + 2 + 1.

For i from 19 to 0 the pairs (ki, ki + 1) are

(1, 2), (2, 3), (4, 5), (9, 10), (19, 20), (39, 40), (78, 79), (157, 158), (314, 315), (629, 630),

(1259, 1260), (2519, 2520), (5038, 5039), (10076, 10077), (20152, 20153), (40304, 40305),

(80609, 80610), (161218, 161219), (322437, 322438), (644875, 644876).

Hence the set of the special cases is S = {2, 1} since k2 + 1 = 161219, k1 = 322437 ∈ M.
We compute hmP = y − (105x + 587) using Algorithm 1. At step i = 2 we compute
v = hexc with m3 = 1 and m4 = 0 (line 14 of the algorithm). At step i = 1 we compute
u = hexc with m2 = 0 and m3 = 1 (line 18 of the algorithm).

4.2.3 The optimized algorithm for scalar multiplication

In this subsection, we optimize the Montgomery-ladder style algorithm given in the pre-
vious subsection and give the conclusive algorithm to perform scalar multiplication in T3
in optimal coordinates.

Remark 100. Let m be an integer modulo p. If m > p−1
2 , one can reduce the computation

of multiplication by m to the computation of multiplication by m′ = −m mod p, with
m′ ≤ p−1

2 . One does so by using the equality h−P (x, y) = −hP (x,−y).

Frobenius reduction. In Section 1.4.2, we explained how the Frobenius endomorphism
of the elliptic curve E can be used to speed up non-compressed scalar multiplication
in Tn. We called such strategy Frobenius reduction. We now adapt this method and
apply Frobenius reduction to our scalar multiplication algorithm, in order to increase the
efficiency of the computation process.

Let m be an integer modulo p. One can write m = m0 + sm1, with m0,m1 ∈ O(q) =
O(
√
p) (see [6, Section 15.3.2]). In order to compute hmP given m and hP , we call Al-

gorithm 9 three times with input m0, m1 and m0 + m1 respectively, instead of calling
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Algorithm 9 once with input m. Notice that m0,m1,m0 +m1 ∈ O(
√
p), while m ∈ O(p).

Hence one reduces the computation of the multiplication by m to the computation of
at most three multiplications by integers of smaller size. Similarly to what we did in
Algorithm 9, one needs to pay attention to the special cases where one cannot apply
Subalgorithm 1.

Lemma 101. Let m, m0, m1 be integers modulo p, with m0,m1 6= 0. One has the
following facts.

1. Subalgorithm 1 with input hP , hmP , h(m+1)P , h(s−1)P correctly outputs h(m+s)P if
m 6∈ A1, where

A1 =

{
−2, s,

−3(1 + s)

2 + s
,
−3

2 + s
,
s+ 2

s− 1
,
−3

2s+ 1
mod p

}
.

2. Subalgorithm 1 with input hmP , h−mP , h(m+s)P , h−(m+1)P correctly outputs hm(1−s)P
if m 6∈ A2, where

A2 =

{
1, s,

s+ 2

s− 1
,
2s+ 1

−3
,
1− s

3s
mod p

}
.

3. Subalgorithm 1 with input hm0P , hm1P , h(m0+m1)P , hm0(1−s)P correctly outputs h(m0+sm1)P

if 2m0 +m1 6= 0 mod p and s 6∈ B1, where

B1 =
{(

3m0+m1
m1

)±1
,
(
m1−m0
2m0+m1

)±1
, m0+2m1
−(2m0+m1)

, 3m0+2m1
−(3m0+m1)

, 2m1
−(3m0+m1)

mod p,

with 3m0 +m1, 2m0 +m1,m1 −m0 6= 0 mod p
}
.

4. Subalgorithm 1 with input hm0P , hm1P , h(m0+m1)P , hm1(s−1)P correctly outputs h(m0+sm1)P

if m0 + 2m1 6= 0 mod p and s 6∈ B2, where

B2 =
{(

m0+3m1
−(2m0+3m1)

)±1
,
(
m0−m1
m0+2m1

)±1
, 2m0+3m1
−m0

, m0+3m1
−2m0

mod p,

with m0 + 3m1, 2m0 + 3m1,m0 + 2m1,m1 −m0 6= 0 mod p
}
.

5. We take the set

Poly = {t+ 1, t− 1, t+ 2, t+ 3, 3t+ 1, t2 + 1, t2 + t+ 1, t2 + 4t+ 2, 2t2 + t+ 1,

t2 − t− 1, 2t2 + 4t+ 1, t2 + 4t+ 1, t2 + 2t+ 2, t2 + 3t+ 1, t2 + t− 1, 2t2 + 2t+ 1,

t2 + 3t+ 1, t2 − 2t− 1, t2 + 2t− 1, 2t2 + 3t− 1, 2t2 + 3t+ 1} ⊆ Fp[t]

and the corresponding set of roots in Fp

R = {α ∈ Fp | f(α) = 0 for some f ∈ Poly}.

Then s ∈ B1 ∩ B2 if and only if m0 = αm1 for some α ∈ R.

Proof. Recall that Subalgorithm 1 requires the condition h1, h2 6∈ {k1, k2} for the input
lines, where we follow Notation 86. The lemma then follows from Theorem 87 by direct
computation.
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Precomputation. In order to apply Frobenius reduction to scalar multiplication, we
need to be able to deal with the exceptional cases of Lemma 101. We chose to solve this
problem by using Algorithm 9 to precompute the polynomials of the set

L = {hm(1−s)P : m ∈ A1 ∪ A2} ∪ {h(s+α)P : α ∈ R}. (4.11)

In order to compute the polynomials hm(1−s)P , we first compute h(s−1)P ∈ L. Then, we
call Algorithm 9 with input h(1−s)P and m.

We are now ready to give our final algorithm for scalar multiplication in T3.

Notation 102. Recall that at the end of the cycle for in Algorithm 9, one has the pair
L[3] = (hmP , h(m+1)P ). Write Al9(hP ,m) for the pair (hmP , h(m+1)P ), computed with a
modified version of Algorithm 9 that outputs the whole pair L[3].

Algorithm 10 (Scalar multiplication in T3, optimized form).

Input : hP , m an integer modulo p
Output : hmP

1 : L ← set (4.11) of precomputed polynomials
2 : if m > p−1

2 then m← −m mod p else m← m end if
3 : m← m0 + sm1

4 : if m0 = 0 then h← Al9(hP ,m1)[1]
5 : else if m1 = 0 then h← Al9(hP ,m0)[1]
6 : else . m0,m1 6= 0

7 : if s ∈ B1 ∩ B2 then . m = m1(s+ α) for some α ∈ R
8 : h← Al9(h(s+α)P ,m1)[1] . h(s+α)P ∈ L
9 : else . s 6∈ B1 ∩ B2

10 : hm0P ← Al9(hP ,m0)[1]
11 : hm1P ← Al9(hP ,m1)[1]
12 : h(m0+m1)P ← Al9(hP ,m0 +m1)[1]
13 : if s 6∈ B1 and 2m0 + m1 6= 0 mod p then . Compute h(m0+sm1)P from

hm0P , hm1P , h(m0+m1)P , hm0(1−s)P

14 : if m0 6∈ A1 ∪ A2 then
15 : h(m0+1)P ← Al9(hP ,m0)[2]
16 : h(m0+s)P ← Subalg(hP , hm0P , h(m0+1)P , h(s−1)P )
17 : hm0(1−s)P ← Subalg(hm0P , h−m0P , h−(m0+1)P , h(m0+s)P )
18 : end if
19 : h← Subalg(hm0P , hm1P , h(m0+m1)P , hm0(1−s)P )
20 : else . s 6∈ B2 andm0+2m1 6= 0 mod p: Compute h(m0+sm1)P from hm0P , hm1P , h(m0+m1)P , hm1(s−1)P

21 : if m1 6∈ A1 ∪ A2 then
22 : h(m1+1)P ← Al9(hP ,m1)[2]
23 : h(m1+s)P ← Subalg(hP , hm1P , h(m1+1)P , h(s−1)P )
24 : hm1(1−s)P ← Subalg(hm1P , h−m1P , h−(m1+1)P , h(m1+s)P )
25 : end if
26 : h← Subalg(hm0P , hm1P , h(m0+m1)P , hm1(s−1)P )
27 : end if
28 : if m > p−1

2 then return −h(x,−y) else return h end if
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Theorem 103. Algorithm 10 is correct.

Proof. Let m as in line 3 of the algorithm.
If m0 = 0 as in line 4, or m1 = 0 as in line 5, then h = hmP by Theorem 98.
Suppose now m0,m1 6= 0, as in line 6.
If s ∈ B1 ∩ B2 as in line 7, then by Lemma 101, 5, we have that m = m1(s+ α) for some
α ∈ R. Furthermore, h(s+α)P ∈ L, where L is the set of precomputed polynomials of line
1, defined in (4.11). Hence, by Theorem 98, one can compute h = hmP as in line 8 of the
algorithm.
Now suppose that s 6∈ B1 ∩ B2, as in line 9 of the algorithm.
Correctness of lines 10, 11 and 12 follows from Theorem 98.
Suppose that s 6∈ B1 and 2m0 + m1 6= 0 mod p, as in line 13 of the algorithm. Then,
by Lemma 101, 3, one can compute hmP = h(m0+sm1)P using Subalgorithm 1 with input
lines hm0P , hm1P , h(m0+m1)P and hm0(1−s)P . We have already computed hm0P , hm1P ,
h(m0+m1)P in lines 10−12. Hence, we have now to compute hm0(1−s)P , in order to be able
to compute hmP with Subalgorithm 1, in the case of Lemma 101, 3.
If m0 6∈ A1 ∪ A2 as in line 14, then one correctly computes hm0(1−s)P as in lines 15 − 17
of the Algorithm, by Theorem 87, Theorem 98 and Lemma 101, 1, 2.
If m0 ∈ A1 ∪A2, then by Lemma 101 we cannot compute the polynomial hm0(1−s)P as we
do in lines 15−17 of the algorithm. Nevertheless, in this case, hm0(1−s)P belongs to the set
L of precomputed polynomials, by definition of L. Therefore, in both cases m0 6∈ A1 ∪A2

and m0 ∈ A1 ∪ A2, Subalgorithm 1 in line 19 correctly computes h = hmP , by Theorem
87.
Now focus on lines 20 − 26 of the algorithm. We are now in the case in which s ∈ B1
or 2m0 + m1 = 0 mod p. Suppose first that s ∈ B1. Then s 6∈ B2 , since s 6∈ B1 ∩ B2
(line 9 of the algorithm). Moreover, if s ∈ B1, then m0 + 2m1 6= 0 mod p. In fact, one
can check by direct computation that s ∈ B1 and m0 + 2m1 = 0 mod p implies s ∈
{0,−5±1,−3,−1,−4/5, 2/5 mod p}, since m0,m1 6= 0 mod p (line 6 of the algorithm).
This contradicts the equality s2 + s + 1 = 0 mod p. Now suppose that 2m0 + m1 = 0
mod p. Using the same arguments as above, one has that 2m0 + m1 = 0 mod p implies
s 6∈ B2 and m0+2m1 6= 0 mod p. Hence, in both cases s ∈ B1 or 2m0+m1 = 0 mod p, of
line 20, we have that s 6∈ B2 and m0 + 2m1 6= 0 mod p, and one can compute h(m0+sm1)P

as in line 26 by Lemma 101, 4.
With the same arguments as above, one shows that lines 21 − 25 of the algorithm are
correct, so Subalgorithm 1 at line 26 correctly computes h = hmP .
From line 2, we have that h = hmP = h−mP if m > p−1

2 , and h = hmP = hmP otherwise.
Hence, by Remark 100, the algorithm correctly outputs hmP in line 28.

Remark 104. The aim of Algorithm 10 is to show how to apply Frobenius reduction in
order to speed up our scalar multiplication algorithm. Nevertheless, further optimizations
are possible. For example, one can introduce variations of Subalgorithm 1 in order to
reduce the number of precomputed lines.

In conclusion, we give an example of optimized computation obtained with Algorithm
10.

Example 105. Let q = 1021 and Fq3 = Fq[ζ]/(ζ3 − 5). Let E and P be as in Example
85, Example 91, and Example 99, i.e., let E be the elliptic curve over Fq of equation
y2z = x3 + 230xz2 + 191z3 and let P = (782ζ2 + 802ζ + 45, 979ζ2 + 299ζ + 133). Let
m = 483925 = m0 + sm1, where m0 = 274 and m1 = 3.
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Algorithm 9 computes hmP by calling Subalgorithm 1 17 times with input hm1P , hm2P ,
hn1P , hn2P , for the following values of (m1,m2, n1, n2):

(1, 6, 3, 4), (1, 14, 7, 8), (1, 28, 14, 15), (1, 58, 29, 30), (1, 118, 59, 60), (1, 236, 118, 119),

(1, 472, 236, 237), (1, 944, 472, 473), (1, 1890, 945, 946), (1, 3780, 1890, 1891),

(1, 7560, 3780, 3781), (1, 15122, 7561, 7562), (1, 30244, 15122, 15123), (1, 60490, 30245, 30246),

(1, 120980, 60490, 60491), (1, 241962, 120981, 120982), (1, 483924, 241962, 241963).

Performing the same computation with Algorithm 10, one has that

s 6∈ B1 = {275, 757679, 717376, 508804, 304004, 263701, 527404}, 2m0 +m1 6= 0 mod p

and

m0 6∈ A1 ∪ A2 = {1021379, 860162, 161216, 860163, 322435, 161217, 232982, 627181}.

Hence, after computing hm0P , h(m0+1)P , hm1P , h(m0+m1)P , Algorithm 10 calls Subalgo-
rithm 1 three times (in lines 16, 17 and 19) in order to compute hmP . To compute hm0P

and h(m0+1)P , Algorithm 9 calls Subalgorithm 1 with input hm1P , hm2P , hn1P , hn2P for the
following values of (m1,m2, n1, n2):

(1, 4, 2, 3), (1, 8, 4, 5), (1, 16, 8, 9), (1, 34, 17, 18), (1, 68, 34, 35), (1, 136, 68, 69), (1, 274, 137, 138).

To compute h(m0+m1)P , Algorithm 9 calls Subalgorithm 1 with input hm1P , hm2P , hn1P , hn2P

for the following values of (m1,m2, n1, n2):

(1, 4, 2, 3), (1, 8, 4, 5), (1, 16, 8, 9), (1, 34, 17, 18), (1, 68, 34, 35), (1, 138, 69, 70), (1, 276, 138, 139).

Hence in total, taking into account overlapping in the computation of hm0P and h(m0+m1)P ,
Algorithm 10 calls Subalgorithm 1 only 12 times.



Chapter 5

Index calculus in trace-zero
subgroups

In this chapter, we give an index calculus algorithm for the DLP in trace-zero subgroups
of elliptic curves. Our algorithm is a specialization, to trace-zero subgroups, of the index
calculus algorithm for general abelian varieties proposed by Gaudry in [46].
We refer to Section 1.4 for basic notions about trace-zero subgroups. Moreover, we refer
to Section 1.5 for basic notions about the index calculus algorithm for the DLP.

Gaudry’s index calculus algorithm, proposed in [46], is a variant of the index calculus
method (see Algorithm 2, Section 1.5.3), that can be applied to groups V (Fq), of Fq-
rational points of an abelian variety V of dimension d > 1, defined over a finite field
Fq. We recall that such strategy has complexity O(q2−

2
d ), asymptotically in q, where d

is regarded as a constant. However, this complexity can grow very fast in the constant
d. As a result, the serious drawback of the method is that, in practice, the computation
required by the algorithm is not manageable, except for small dimensions.
We have seen in Section 1.4.2 that the trace-zero subgroup Tn can be identified with the
group of Fq-rational points of the trace-zero variety Tn, via the process of Weil restriction
of scalars. The trace-zero variety Tn is an abelian variety of dimension n − 1, defined
over Fq. Hence, Gaudry’s index calculus algorithm of [46] can be applied to Tn, and it

has complexity O(q2
n−2
n−1 ) asymptotically in q, regarding n as a constant. Since |Tn| ∈

O(qn−1) by the Hasse-Weil Theorem and by Proposition 45, one has that, in the trace-
zero subgroup, the complexity of Gaudry’s method is lower than the complexity of the
Pollard’s rho method for n ≥ 5. As a consequence, the security against DLP attacks in Tn
is comparable to that of classical groups of base field-rational points of elliptic curves, of
the same size, only for small values of n. In particular, we have that Gaudry’s algorithm in
T3 has the same complexity as Pollard’s rho. Hence, the degree three trace-zero subgroup
achieves the optimal security against DLP attacks.

Gaudry’s method has been previously applied to trace-zero subgroups by Gorla, Massierer
in [48]. We describe their variant in Section 1.5.3. To the extent of our knowledge, it is
the only other specialization of the algorithm to trace-zero subgroups. Such specialization
of Gaudry’s algorithm has the drawback of the general method, that we mentioned just
above. In fact, it has exponential complexity in n, due to the hardness of solving the
polynomial systems that comes from the relation search step of the algorithm (step 2 of
Algorithm 2). So our aim in thinking about a new variant of index calculus in Tn was to
give systems of polynomial equations for the relation search step, which are easier to solve
than those proposed in [48].
In [48], the authors represent each trace-zero point via its x-coordinate. Moreover, they

109
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use Semaev’s summation polynomials to get the polynomial systems for the relation search
step. On the other hand, we make use of the optimal representation for trace-zero elements
given in [49], in order to deal with the least possible number of variables. Moreover, we
use the generalized summation polynomials that we have defined in Chapter 3, to get the
polynomial systems for the relation search step. We show that our systems are easier to
solve than the systems obtained in [48], when n = 3, 5, 7. These are the important cases
for cryptographic applications.

The chapter is organized as follows. In Section 5.1 we describe the algorithm, and
compute explicit equations for n = 3. In Section 5.2 we focus on the hardness of solving
the polynomial systems that we obtain with our method. We make comparisons with the
polynomial systems obtained in [48], and we give some experimental results for n = 3.
Finally, in Section 5.3, we propose a hybrid variant of our algorithm for the case n = 5.
Such variant turns out to be faster than the corresponding hybrid version proposed in [48].

Throughout the chapter, we take a finite field Fq of characteristic different from 2, 3.
Let E be an elliptic curve defined over Fq, written in short Weierstrass form

E : y2z = x3 +Axz2 +Bz3.

We denote by ⊕ the operation of point addition on E. We denote by O the neutral
element of the operation. Moreover, for each point P ∈ E, we denote by −P the inverse
of P with respect to ⊕. Let ϕ the Frobenius endomorphism of E. Moreover, for n odd
prime, let Tn be the degree n trace-zero subgroup of E. We suppose that Tn is cyclic of
cryptographic prime order p, and that p is much bigger than n. This is the setting of
practical applications.

5.1 A new variant of index calculus for trace-zero subgroups

In this section, we describe our specialization of Gaudry’s index calculus algorithm to
the trace-zero subgroup Tn. We use the coordinates of the optimal representation for
trace-zero elements given in [49], in order to deal with the minimal number of variables.
Moreover, we make use of the generalized summation polynomials that we have defined
in Chapter 3.

We start with recalling the representation for trace-zero elements proposed in [49], and
we give some notations to deal with it. For P ∈ Tn \ {O}, let hP (x, y) be the polynomial
as in Proposition 62, such that

div(hP ) =

n−1∑
i=0

ϕi(P )− nO.

The polynomial hP is of the form hP (x, y) = hP,1(x) + yhP,2(x) =

(a1 + a2x+ · · ·+ an−1
2
x
n−3
2 + an+1

2
x
n−1
2 ) + y(an+3

2
+ · · ·+ an−1x

n−5
2 + x

n−3
2 ).

By [49, Corollary 4.2], the polynomial hP has coefficients in Fq, that is ai ∈ Fq for all
i ∈ {1, · · · , n− 1}.

Notation 106. Denote by R(P ) = (a1, · · · , an−1) ∈ Fn−1q the tuple of the coefficients of
hP , as in Proposition 62. By [49, Corollary 4.3], R(P ) is an optimal representation for
the trace-zero point P , according to Definition 7 of optimal representation.
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Recall that a general index calculus algorithm (Algorithm 2, Section 1.5.3) performs
four main steps: (1) choice of the factor base, (2) search for relations, (3) linear algebra, (4)
computation of the individual logarithm. In order to apply the index calculus procedure
of [46], we regard Tn as the group of Fq-rational points of the trace-zero variety Tn. The
factor base consists of the Fq-rational points of a chosen irreducible curve contained in Tn.
We look for relations of the form

R = P1 ⊕ · · · ⊕ Pn−1, (5.1)

where R = (xR, yR) is a known point of Tn, and the Pi’s are unknown points of the factor
base. After the collection of relations, one proceeds by performing steps (3) and (4) as in
Algorithm 2. We now focus on the first two steps.
(1) Choice of the factor base. We make use of the optimal coordinates for trace-zero
elements given in [49] and we follow Notation 106. We choose the following factor base:

F = {P ∈ Tn : R(P ) = (a, 0, · · · , 0︸ ︷︷ ︸
n−2 times

)}.

This means that, for P ∈ F , hP is of the form hP (x, y) = a+ yx
n−3
2 . We assume that the

curve associated to F is absolutely irreducible, and not contained in any proper subvariety
of Tn. Moreover, we assume that F has about q points. All these assumption are true
up to a generic change of coordinates (see [46, Section 2.2]). For i ∈ {1, · · · , n − 1} and
Pi unknown factor base point of relation (5.1), we denote by ai the unknown such that
R(Pi) = (ai, 0, · · · , 0).

Remark 107. For n > 3 and i > 1, there is no P ∈ Tn \ {O} such that R(P ) =
(a1, · · · , an−1) with aj = 0 for all j 6= i. In fact, if this is the case, one has that hP is of
the form

hP (x, y) = aix
d + yx

n−3
2 ,

with d, n−32 > 0 (and so x|hP (x, y)), or

hP (x, y) = y(x
n−3
2 + aix

e),

with e ≥ 0 (and so y|hP (x, y)). In both cases, Tn would contain Fq-rational points of
order 2. This is not possible since n is odd.

On the other hand, for n = 3, we can choose either the factor base

F1 = {P ∈ T3 : R(P ) = (−a, 0)}, (5.2)

or the factor base
F2 = {P ∈ T3 : R(P ) = (0,−b)}. (5.3)

The points of F1 are the points P ∈ T3 such that the line through P and its Frobenius
conjugates is horizontal (that is, the line is of the form y = a). The points of F2 are the
points P ∈ T3 such that the line through P and its Frobenius conjugates passes through
the origin (that is, the line is of the form y = bx). We use this notation later, when we
deal with the case n = 3.

(2) Search for relations. This step consists of three parts. We sum them up just below,
then we explain in more details the first and the second part.
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(a) Computation of the polynomial system. For a given trace-zero point R as in (5.1),
we compute a polynomial system in which the unknowns are the optimal coordinates ai of
Pi, for each i. In order to do this, we use generalized summation polynomials, as well as
Weil restriction of scalars from Fqn to Fq. We obtain a polynomial system with n equations
with coefficients in Fq, and n− 1 unknowns a1, · · · , an−1. Moreover, each equation of the
system is of total degree at most (n− 1)nn−2.

(b) Computation of the polynomial system: symmetrization. We apply a symmetrization
process to reduce the total degree of the previous system of a factor n. We obtain a poly-
nomial system with n equations with coefficients in Fq, and n− 1 unknowns s1, · · · , sn−1.
Moreover, each equation of the system is of total degree at most nn−2.

(c) Decompression of the solutions and final search. For each system of point (b), we
search solutions in Fq. For each (s1, · · · , sn−1) ∈ Fn−1q , Fq-solution of the system (b),
we recover a Fq-solution (a1, · · · , an−1) ∈ Fn−1q of the system (a), via a process of de-
symmetrization. Notice that the optimal representation R, as in Notation 106, identifies
each trace-zero point with its Frobenius conjugates. This means that R−1(R(P )) =
{P,ϕ(P ), · · · , ϕn−1(P )} for each P ∈ Tn. Hence, in order to recover the unknown fac-
tor base points of relation (5.1) (if they exist), we search for P i ∈ R−1(ai, 0, · · · , 0),
i ∈ {1, · · · , n− 1}, such that R = P 1 ⊕ · · · ⊕ Pn−1.

In the next subsection, we focus on parts (a) and (b): the computation of the polyno-
mial system.

5.1.1 Computation of the polynomial system

(a) Computation of the system. Let

S ∈ Fq[a1,1, · · · , a1,n−1, · · · , an−1,1, · · · , an−1,n−1][x, y]

be a (n−1, n, · · · , n)-generalized summation polynomial. Let U ⊆ F(n−1)2
q be the nonempty

Zarisky open set in which S satisfies property (3.3), as in Definition 64.
Let R = (xR, yR) ∈ Tn. Let a1, · · · , an−1 ∈ Fq such that

(a1, 0, · · · , 0, a2, 0, · · · , 0, · · · , an−1, 0 · · · , 0) ∈ U . (5.4)

Suppose that there exist factor base points P 1, · · · , Pn−1 ∈ F that satisfy

R = P 1 ⊕ · · · ⊕ Pn−1, with R(P i) = (ai, 0, · · · , 0) for i ∈ {1, · · · , n}. (5.5)

Then, by definition of generalized summation polynomials, we have that

S(a1, 0, · · · , 0, a2, 0, · · · , 0, · · · , an−1, 0, · · · , 0)(xR, yR) = 0.

We take the polynomial

S(a1, 0, · · · , 0, a2, 0, · · · , 0, · · · , an−1, 0, · · · , 0)(xR, yR) = S(xR, yR)(a1, · · · , an−1) ∈ Fqn [a1, · · · , an−1].

This polynomial has coefficients in Fqn , since R ∈ Tn implies that xR, yR ∈ Fqn . Moreover,
it is of degree at most nn−2 in each variable ai by Theorem 77.
Our strategy consists of searching Fq-solutions (a1, · · · , an−1) ∈ Fn−1q of the equation

S(xR, yR)(a1, · · · , an−1) = 0, (5.6)
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in order to find relations of the type (5.5) for the relation search step of the index calcu-
lus algorithm. In fact, relation (5.1) for the relation search step implies the polynomial
equation (5.6), except for the special cases of the following remark.

Remark 108. We remark that each relation of the type (5.5) determines a Fq-solution
(a1, · · · , an−1) of the equation (5.6) only if condition (5.4) holds true. Hence, there can
be a relation of type (5.5), such that (a1, · · · , an−1) does not verify condition (5.4) and
(a1, · · · , an−1) is not a solution of (5.6). In this case, the relation (5.5) is not detected by
our strategy. Nevertheless, since U is a nonempty Zarisky open set, we expect our method
to detect most of relations (5.5), except for a few special cases.

We are interested in Fq-solutions of equation (5.6). Hence, we apply Weil restriction
of scalars, from Fqn to Fq, to this equation. We refer to Example 42 of Section 1.4.1, as
well as to Section 2.1, for details on the technique of Weil restriction of scalars. We obtain
a polynomial system of the form

S1(a1, · · · , an−1) = 0
...

Sn(a1, · · · , an−1) = 0

. (5.7)

For i ∈ {1, · · · , n}, Si ∈ Fq[a1, · · · , an−1]. Moreover, the degree of Si in each variable is at
most nn−2. So the total degree of Si is at most (n− 1)nn−2.

(b) Symmetrization of the polynomial system (5.7). One has that

R = P 1 ⊕ · · · ⊕ Pn−1

for some P 1, · · · , Pn ∈ F if and only if

R = P σ(1) ⊕ · · · ⊕ P σ(n−1)

for all σ permutation of {1, · · · , n − 1}. So we can replace system (5.7) with a new
polynomial system of the form 

E1(s1, · · · , sn−1) = 0
...

En(s1, · · · , sn−1) = 0

. (5.8)

For j ∈ {1, · · · , n−1}, sj = sj(a1, · · · , an−1) is the j-th elementary symmetric polynomial
in the variables a1, · · · , an−1. For each i ∈ {1, · · · , n},

Ei(s1, · · · , sn) =
∑

σ permutation of {1,··· ,n−1}
Si(aσ(1), · · · , aσ(n−1)).

Hence, for each i ∈ {1, · · · , n}, Ei ∈ Fq[s1, · · · , sn−1]. Moreover, the polynomial Ei is of
total degree at most nn−2.

To sum up, following the described procedure, one obtains the polynomial system (5.8)
for the relation search step of index calculus in Tn. The system consists of n equations
with coefficients in Fq, and n− 1 unknowns s1, · · · , sn−1. Moreover, each equation of the
system is of total degree at most nn−2.
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5.1.2 Polynomial systems for n = 3

In this subsection, we compute explicit equations and we make some examples of search
of relations for the index calculus algorithm, for the degree three trace-zero subgroup T3.
We follow the general strategy given above.
Notice that, for n = 3, relation (5.1) is of the form

R = P1 ⊕ P2, (5.9)

with R = (xR, yR) a known point of T3 and P1, P2 unknown points of the factor base
F1, or unknown points of the factor base F2. The factor basis F1 and F2 are respectively
defined in (5.2) and (5.3) of Remark 107. Let S ∈ Fq[α0, α1, β0, β1](x, y) be the (2, 3, 3)-
generalized summation polynomial that we have computed in Example 73 of Chapter 3.
We follow the procedure described in the previous subsection, to explicitly compute a
polynomial system of the form

E1(µ,A,B, x0, x1, x2, y0, y1, y2)(s1, s2) = 0
E2(µ,A,B, x0, x1, x2, y0, y1, y2)(s1, s2) = 0
E3(µ,A,B, x0, x1, x2, y0, y1, y2)(s1, s2) = 0

. (5.10)

For each i ∈ {1, 2, 3},

Ei(µ,A,B, x0, x1, x2, y0, y1, y2)(s1, s2) ∈ Fq[µ,A,B, x0, x1, x2, y0, y1, y2][s1, s2].

This polynomial system has the following property. Take q such that 3|(q − 1) and Fq
finite field of characteristic different from 2, 3. Let E be an elliptic curve defined over Fq,
written in short Weierstrass form

E : y2z = x3 +Axz2 +Bz3.

Let Fq3 ∼= Fq[ζ]/(ζ3 − µ) be a Kummer extension of Fq of degree three. Finally, let
R = (x0 + x1ζ + x2ζ

2, y0 + y1ζ + y2ζ
2) ∈ T3. We have that the system (5.10), evaluated

in µ,A,B, x0, x1, x2, y0, y1, y2, is the system (5.8) for the point R ∈ T3 ⊆ E(Fq3) and the
factor base F1.
Notice that, once we have the polynomial system of the form (5.10), the process of compu-
tation of the polynomial system (5.8) for a point R ∈ T3 is strongly sped up. In fact, one
does not have to compute the system (5.8) for each R, following the procedure described
in the previous subsection. It is enough to evaluate the equations of (5.10) in the given
point R, to obtain the required system (5.8).
We then compute the analogous polynomial system, of the form (5.10), for the factor base
F2. The two polynomial systems that we have obtained are given in Section 3 of the
appendix, as polynomial system (PS1) and polynomial system (PS2) respectively.

Example 109. Let q = 1021, Fq3 ∼= Fq[ζ]/(ζ3 − 5) and E : y2z = x3 + 978xz2 + 401z3.
The trace-zero subgroup T3 of E(Fq3) is cyclic of prime order p = 1079509.

1. We perform the relation search step of the index calculus in T3 as described in this
section, for the point R = (354ζ2+189ζ+422, 750ζ2+660ζ+584) and the factor base
F1. We evaluate the polynomial system (PS1) of the appendix in µ = 5, A = 978,
B = 401 and in the point R. We obtain the system

439s31 + 319s21s2 + 225s21 + 731s1s
2
2 + 888s1s2 + 345s1 + 1020s32 + 400s22 + 793s2+

+890 = 0
462s31 + 990s21s2 + 422s21 + 959s1s

2
2 + 118s1s2 + 285s1 + 808s22 + 482s2 + 368 = 0

362s31 + 134s21s2 + 441s21 + 208s1s
2
2 + 420s1s2 + 1020s1 + 741s22 + 89s2 + 89 = 0

.
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Now we perform part (c) of our procedure of relation search for the index calculus.
We have that the computed system has a unique Fq-solution (s1, s2) = (848, 274).
From the relations a1+a2 = s1 and a1a2 = s2, we get a1 = 53 and a2 = 795. Finally,
we find P 1 = (300ζ2 + 140ζ, 53) ∈ R−1(−a1, 0) and P 2 = (605ζ2 + 331ζ, 795) ∈
R−1(−a2, 0), such that R = P 1 ⊕ P 2.

2. We now perform the relation search step for the pointR = (261ζ2+480ζ+340, 402ζ2+
176ζ + 427), choosing the factor base F2. From the polynomial system (PS2) of the
appendix, we obtain the system

649s31 + 208s21s2 + 795s21 + 424s1s
2
2 + 372s1s2 + 882s1 + 965s32 + 16s22 + 298s2+

+473 = 0
80s31 + 301s21s2 + 213s21 + 468s1s

2
2 + 441s1s2 + 935s1 + 276s32 + 854s22 + 138s2+

+688 = 0
525s31 + 1000s21s2 + 759s21 + 839s1s

2
2 + 951s1s2 + 941s1 + 612s32 + 182s22 + 154s2+

+119 = 0

.

The system has again one Fq-solution (s1, s2) = (320, 364). Proceeding as before, we
get b1 = 392 and b2 = 949, and we find P 1 = (1011ζ2 + 150ζ + 852, 164ζ2 + 603ζ +
117) ∈ R−1(0,−b1), P 2 = (63ζ2 + 393ζ + 707, 569ζ2 + 292ζ + 146) ∈ R−1(0,−b2),
such that R = P 1 ⊕ P 2.

3. The polynomial system for the factor base F1 and the point R = (857ζ2 + 982ζ +
1004, 309ζ2 + 5ζ + 1003) has two Fq-solutions, namely (s1, s2) = (25, 316) and
(s3, s4) = (908, 38). From these solutions, we get a1 = 419, a2 = 627, a3 =
359, a4 = 549. We find the points P 1 = (1011ζ2 + 905ζ, 419) ∈ R−1(−a1, 0),
P 2 = (58ζ2 + 20ζ, 627) ∈ R−1(−a2, 0), P 3 = (299ζ2 + 960ζ, 359) ∈ R−1(−a3, 0),
P 4 = (736ζ2 + 390ζ, 549) ∈ R−1(−a4, 0), such that R = P 1 ⊕ P 2, R = P 3 ⊕ P 4.
Hence the point R give us two relations of type (5.9).

5.2 Complexity of the polynomial systems

In this section, we analyze the complexity of solving the polynomial systems of type (5.8) of
Section 5.1.1. We make comparisons with the hardness of solving the polynomial systems
proposed in [48]. To the extent of our knowledge, the algorithm given in the latter paper
is the only other specialization of Gaudry’s strategy of [46] to trace-zero subgroups.

We recall that Gaudry’s index calculus algorithm in Tn has complexity O(q2
n−2
n−1 )

asymptotically in q, where n is regarded as a constant. Hence, from this perspective,
it lower the complexity of Pollard’s rho for n ≥ 5. However, the method has exponential
complexity in n, due to the hardness of solving the polynomial systems that come from
the relation search step. The goal of our work was then to find an alternative to the
polynomial systems proposed in [48], for which finding solutions is easier, at least in the
cryptographic relevant cases in which n is small. In fact, we will show in the following that
our polynomial systems are in general easier to solve than the polynomial systems pro-
posed in [48], for n = 3, 5, 7. These are the important cases for cryptographic applications.

We refer to [25] for some background and a survey on the techniques for solving poly-
nomial systems. The complexity of the procedure is in general dominated by the compu-
tation of a degree-reverse-lexicographic (DRL) Gröbner basis of the ideal generated by the
polynomials that define the equations. Hence, we focus on the complexity of this step.
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Nowadays, the fastest known algorithms to compute DRL Gröbner basis are Faugère’s
F4 and F5 algorithm and their variants (see [38], [39], [33]). The matrix versions of these
algorithms (see [8], [33], [42]) perform at each step gaussian row-reduction of a particular
matrix of increasing size. We give a general idea of how such algorithms work.

We use a matrix version of Faugère’s F4 or F5 algorithm. The algorithm takes as in-
put polynomials f1, · · · , fs ∈ K[x1, · · · , xt], where K is a field. It returns a DRL Gröbner
basis of the ideal I = (f1, · · · , fs) generated by the input polynomials. Let dmin be the
minimum among the degrees of the input polynomials f1, · · · , fs. Moreover, let D be the
solving degree of their defining ideal I = (f1, · · · , fs), with respect to the DRL ordering, as
in Definition 3.1 of [25]. According to this definition, D is the maximal degree of the poly-
nomials involved in the computation of a DRL Gröbner basis of I. For dmin ≤ d ≤ D, the
algorithm row-reduces a matrix that derives from the Macaulay matrix Md of f1, · · · , fs,
after removing some eventual useless rows. The (inhomogeneous) Macaulay matrix Md

of the polynomials f1, · · · , fs, with respect to the DRL ordering, is defined for exam-
ple in [25], [39] and [42]. The columns of this matrix are indexed by the monomials of
K[x1, · · · , xt] of degree less than or equal to d, sorted, from left to right, by decreasing
order DRL. Its rows are indexed by the polynomials mfj , for all j ∈ {1, · · · , s} and for
all monomials m ∈ K[x1, · · · , xt] such that the degree of mfj is less than or equal to d.
The entry (i, j) of the matrix Md is the coefficient of the monomial corresponding to the
column j in the polynomial corresponding to the row i.
One has that the complexity of this algorithm is dominated by the gaussian row-reduction
of the computed Macaulay matrices.

Let S be the polynomial system associated to the polynomials f1, · · · , fs. It follows
from the previous discussion that the size of the Macaulay matrixMD of the polynomials
f1, · · · , fs, with respect to the DRL ordering, gives a good estimate about the hardness of
solving the system. We call the Macaulay matrixMD the Macaulay matrix of the system
S. Therefore, we are interested in giving bounds for the size of the Macaulay matrix of the
polynomial systems (5.8) of Section 5.1.1, as well as of the polynomial systems proposed
in [48].

In Section 1.5.3, we explain how the authors of [48] compute their polynomial systems
for the relation search step of index calculus in Tn. We give the form of their systems in
(1.18). The system (1.18) is analogous to [48, system (7)].

5.2.1 Solving degree and maximal Macaulay matrix for the system

Let S1 and S2 be the polynomial systems (5.8) of Section 5.1.1 and (1.18) of Section 1.5.3
respectively. We recall that S1 consists of n equations of the form fi(x1, · · · , xn−1) = 0,
where fi ∈ Fq[x1, · · · , xn−1] is of degree at most nn−2, for all i ∈ {1, · · · , n}. On the
other hand, S2 consist of 2n − 1 equations of the form gi(x1, · · · , x2n−2) = 0, where
gi(x1, · · · , x2n−2) ∈ Fq[x1, · · · , x2n−2] is of degree at most (n − 1)2(n−2), for all i ∈
{1, · · · , 2n− 1}.

We follow the notation of [25]. Let I1 = (f1, · · · , fn) and I2 = (g1, · · · , g2n−1) be
the ideals corresponding to S1 and S2 respectively. Let Ĩ1 = (fh1 , · · · , fhn ) and Ĩ2 =
(gh1 , · · · , gh2n−1) be the homogeneous ideals associated to I1 and I2 respectively. For each
i, fhi ∈ Fq[x1, · · · , xn] is the homogenization of fi with respect to the last variable. Simi-
larly, for each i, ghi ∈ Fq[x1, · · · , x2n−1] is the homogenization of gi with respect to the last
variable. Let D1 = solv.deg(I1) be the solving degree of I1 = (f1, · · · , fn) with respect to
the DRL ordering. Let D2 = solv.deg(I2) be the solving degree of I2 = (g1, · · · , g2n−1)
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with respect to the DRL ordering. Moreover, let M1 and M2 be the Macaulay matrices
of the systems S1 and S2 respectively. Denote by m1 × n1 the size of the matrix M1.
Similarly, denote by m2 × n2 the size of the matrix M2.
We make the following assumptions, which are true generically.

• Assumption 1. The ideals Ĩ1 and Ĩ2 are in generic coordinates (see [25, Definition
1.9]).
• Assumption 2. The projective algebraic sets

{P ∈ Pn−1(Fq) : fhi (P ) = 0, i ∈ {1, · · · , n}}
and

{P ∈ P2n−2(Fq) : ghi (P ) = 0, i ∈ {1, · · · , 2n− 1}}
are finite sets.

We have the following result.

Theorem 110. Suppose to be in the setting established above.

1. We have the following bound for the solving degree D1 of I1:

D1 ≤ n(n(n−2) − 1) + 1.

As regard the size m1 × n1 of the Macaulay matrix M1, one has that

m1 ≤ n
(
n(n−1)

n− 1

)
and n1 ≤

(
n(n−1)

n− 1

)
.

2. We have the following bound for the solving degree D2 of I2:

D2 ≤ (2n− 1)((n− 1)2(n−2) − 1) + 1.

As regard the size m2 × n2 of the Macaulay matrix M2, one has that

m2 ≤ (2n− 1)

(
(2n− 1)(n− 1)2(n−2)

2n− 2

)
and n2 ≤

(
(2n− 1)(n− 1)2(n−2)

2n− 2

)
.

Proof. Since we are supposing that Assumption 1 and Assumption 2 hold true, we can
apply [25, Corollary 3.23] to obtain the required bound on D1.
Now we focus on the size of M1. By definition, the rows of M1 are indexed by all mfi,
for i ∈ {1, · · · , n} and m monomial in x1, · · · , xn−1 of degree deg (m) ≤ D1 − deg (fi).
Moreover, the columns of M1 are indexed by the monomials in x1, · · · , xn−1 of degree
at most D1. Recall that the number of monomials in m variables of degree at most d is(
d+m
m

)
. Hence, from the bound for D1 , we obtain the desired bounds for m1 and n1.

Proceeding in the same way, we obtain the bounds for D2, m2 and n2.

One has that, for n ∈ {3, 5, 7}:

n

(
n(n−1)

n− 1

)
< (2n−1)

(
(2n− 1)(n− 1)2(n−2)

2n− 2

)
and

(
n(n−1)

n− 1

)
<

(
(2n− 1)(n− 1)2(n−2)

2n− 2

)
.

Hence the following corollary is a straightforward consequence of Theorem 110.

Corollary 111. One has that, for n ∈ {3, 5, 7}, the size of the Macaulay matrix of the
polynomial system S1 is in general strictly smaller than the size of the Macaulay matrix
of the system S2.

From Corollary 111 and all previous observations, we conclude that, for the crypto-
graphic important cases of n = 3, 5, 7, the polynomial systems the we propose for the
relation search step in Tn are in general easier to solve than the systems proposed in [48].
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5.2.2 Experiments and timings for n=3

We give some experimental results for the relation search step of the index calculus in T3.
We perform this step following both the method of Section 5.1 and the one of [48].

We take three primes q of size 296, 2112 and 2128 respectively, such that 3|(q − 1).
For each of these primes q, we take the finite field Fq, the degree 3 Kummer extension
Fq3 ∼= Fq[ζ]/(ζ3 − µ) with the minimal µ, and five elliptic curves defined over Fq and
written in short Weierstrass form, with T3 cyclic of prime order. So we have that T3 is
of cryptographic size q2, that is 2192, 2224 or 2256, depending on the chosen q. For each
chosen elliptic curve, we take 10′000 random points R ∈ T3\{O}. We perform the relation
search step of index calculus for R, in the following ways.

• Method 1. We follow the method described in Section 5.1, and use the explicit
equations of the system (PS1) of the appendix, as we did in Example 109.

• Method 2. We follow the method of [48, Section 5.1], and use the explicit equations
of [48, system (10)].

For both methods, we focus on three aspects: the number of relations that we get, the
form of the polynomial systems that we obtain and the timings of the procedure.

As regards the number of relations, for both methods we obtain on average 50% rela-
tions over the tested random points R. More precisely, about 40% of points gives at least
one relation, and 8% gives more than one relation: 6% gives two relations and 2% gives
three relations. None of the tested points gives more than three relations. We checked that
all multiple relations that we obtained were independent. In the heuristic, one expects
that one half of the tested points gives one relation (see [46, Section 2.5]). On the other
hand, our examples show that only 40% of points gives relations, but 8% of them gives
more than one relation. Therefore, in the end, one has anyway 50% relations over the
tested points.

Let now focus on the form of the obtained polynomial systems. Each polynomial
system that we compute with Method 1 consists of three equations in two indeterminates.
All equations are of degree 3. The solving degree of the systems is 5. The polynomial
systems computed with Method 2 consists of three equations in two indeterminates, of
degree 7, 8 and 7. The solving degree of the systems is 15. For all points we tested, we
did not obtain any exception to these values (nevertheless, for smaller q - of size 210, 212

and 214 - we obtained some few exceptions: polynomial systems constructed with Method
1, in which one equation was of degree 3 and the other two of degree 2, and whose solving
degree was 4 instead of 5; polynomial systems obtained with Method 2, in which the
degree of the first or the third equation was 6 instead of 7, and/or the solving degree was
13 or 14 instead of 15). The smaller values of the degrees and of the solving degree tell
us that the polynomial systems we computed with our method are easier to solve than
the polynomial systems we computed with the method of [48]. This agrees with what we
stated in the previous subsection, as well as with the timings that we obtained for solving
the systems (see the table in the following).

We give below the timings of the performed procedures. For both methods, we take the
average time of the steps we perform. More precisely, for Method 1, we take the average
time of the following steps.

(a) Evaluate the system (PS1) of the appendix in the point R.

(b) Solve the obtained polynomial system.
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(c) Recover (a1, a2) from a Fq-solution (s1, s2) of the system in step (b) (we call this
step de-symmetrization).

(d) Find P 1 ∈ R−1(−a1, 0), P 2 ∈ R−1(−a2, 0) such that R = P 1⊕P 2 (we call this step
decompression).

For Method 2, we take the average time of the following steps.

(a) Evaluate [48, system (10)] in R.

(b) Solve the obtained polynomial system.

(c) Recover the x-coordinates of P 1 and P 2.

(d) Find P 1 and P 2 such that R = P 1 ⊕ P 2.

We refer to Section 5.1 and to [48, Section 5.1] for more details on the general strategies.
We take the average time over the 10′000 random points on each curve, then we take the
average over the curves for each Fq. Our results are given in the table below.

Table 10. Timings in seconds of the various phases of the relation search step of index
calculus in T3, following our method (Method 1), and the method of [48] (Method 2).

Bit-length of |T3| 192 224 256

Method 1

(a) Evaluate equations 4.5 · 10−4 4.7 · 10−4 4.4 · 10−4

(b) Solve poly system 7.6 · 10−4 8.1 · 10−4 8.5 · 10−4

(c) De-symmetrization 0.25 · 10−4 0.28 · 10−4 0.27 · 10−4

(d) Decompression 0.77 · 10−4 0.76 · 10−4 0.7 · 10−4

Method 2

(a) Evaluate equations 6.9 · 10−4 7 · 10−4 6.5 · 10−4

(b) Solve poly system 21.6 · 10−4 22 · 10−4 23.2 · 10−4

(c) Recover x’s 0.13 · 10−4 0.18 · 10−4 0.15 · 10−4

(d) Recover points 0.5 · 10−4 0.57 · 10−4 0.5 · 10−4

5.3 A hybrid approach for n = 5

In Section 5.2.1, we saw that the polynomial systems (5.8), that we propose in Section 5.1
for the relation search step of index calculus in Tn, are in general easier to solve than those
proposed in [48], for n = 3, 5, 7. Our theoretic statement is confirmed by the computational
experiments that we made for the degree three trace-zero subgroup T3, whose results are
given in Section 5.2.2. Nevertheless, already for n = 5, the equations for the system (5.8)
are not manageable in practice. In this section, we focus on the degree five trace-zero
subgroup. We give a variant of the index calculus strategy proposed in Section 5.1, in
order to deal with easier polynomial systems. We follow the same approach as in [48,
Section 5.2].

1. We choose the factor base

F = {P ∈ T5 : R(P ) = (a, 0, 0, 0)},

as in the general index calculus algorithm of Section 5.1. We look for relations of
the form

R = P1 ⊕ P2 ⊕ P3, (5.11)
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with R = (xR, yR) known point of T5, and the Pi’s unknown points of F . In practice,
we drop one factor base point from relation (5.1). The device was first proposed by
Joux and Vitse in [51]. It allows to compute systems of polynomial equations of
much lower degree and with less unknowns. The drawback is that the probability
of finding a relation is reduced by a factor q. In fact, the probability of finding a
relation of type (5.1) is 1

4! for n = 5, while the probability of finding a relation of type
(5.11) is 1

6q (see [46] and [51]). On the other hand, this strategy can determine the
difference between getting polynomial systems that are computationally impossible
to solve, and getting polynomial systems that are solvable in practice.

2. Since equations for relation (5.11) are still not manageable, we apply a hybrid method
as proposed in [15] and [29, Section 7]. Such method combines exhaustive search
with solving polynomial systems with algebraic techniques. Namely, for all P 3 ∈ F ,
with R(P 3) = (a3, 0, 0, 0), a3 ∈ Fq, we search for relations of the form

(R⊕ (−P 3))⊕ (−P1) = P2, (5.12)

with R̂ = (R ⊕ (−P 3)) known point of T5 \ {O} and P1, P2 unknown points of
F , that is R(P1) = (a1, 0, 0, 0), R(P2) = (a2, 0, 0, 0), a1 and a2 unknowns. In this
way, one has to solve about q small polynomial systems instead of a big one. As
for the idea of Joux and Vitse, this device can determine the difference between
obtaining computationally unsolvable systems or practically solvable systems. In
the next subsection, we explain in detail how to compute a polynomial system for a
relation of type (5.12).

5.3.1 Construction of the polynomial system

We are interested in relations of type (5.12). Let R̂ = R − P 3 = (x̂, ŷ) ∈ T5, R(R̂) =
(â1, â2, â3, â4) ∈ F4

q , hR̂(x, y) = (â1 + â2x+ â3x
2) + y(â4 + x). Let

S(a1,1, · · · , a1,4, a2,1, · · · , a2,4)(x, y) ∈ Fq[a1,1, · · · , a1,4, a2,1, · · · , a2,4][x, y]

be a (2, 5, 5)-generalized summation polynomial. Let U ⊆ F8
q be the Zarisky open set in

which S satisfies property (3.3), as in Definition 64. Take the polynomial

SR̂(a1)(x, y) = S(â1, â2, â3, â4,−a1, 0, 0, 0)(x, y) ∈ Fq[a1][x, y]. (5.13)

Notice that, by definition of generalized summation polynomial, for each P 1 ∈ F such
that R(P 1) = (a1, 0, 0, 0) and (â1, â2, â3, â4,−a1, 0, 0, 0) ∈ U , we have that

div(SR̂(a1)(x, y)) =
∑

0≤i,j≤4
(ϕi(R̂)⊕ ϕj(−P 1))− 25O.

In order to compute SR̂, one can evaluate a (2, 5, 5)-generalized summation polynomial S ∈
Fq[a1,1, · · · , a1,4, a2,1, · · · , a2,4][x, y] in (a1,1, · · · , a1,4, a2,1, · · · , a2,4) = (â1, â2, â3, â4,−a1, 0, 0, 0),
as in the definition (5.13). Nevertheless, since a (2, 5, 5)-generalized summation polyno-
mial is not manageable in practice, we give below an algorithm to compute SR̂(a1)(x, y)

directly, for each given R̂. This algorithm is a specialization of Algorithm 7 of Chapter 3,
Section 3.3. Hence we omit the proof of its correctness, since it is analogous to the proof
of Theorem 71.

Notation 112. For i ∈ {1, · · · , 5}, let Pi = Pi(a1) and xi = xi(a1), such that, for each
P 1 ∈ F , with R(P 1) = (a1, 0, 0, 0), we have ϕi−1(−P 1) = Pi(a1) = (xi(a1),

a1
xi(a1)

).
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Algorithm 11 (Computation of SR̂(a1)(x, y)).

Input : A point R̂ ∈ T5 \ {O}
Output: The polynomial SR̂(a1)(x, y) = S1 + yS2 ∈ Fq[a1][x, y]

1: for i ∈ {1 · · · , 5} . ri line through Pi and R̂ as a rational function in the variables xi, a1, x, y

2: ri(xi, a1, x, y)← (ŷ − a1
xi

)x+ (xi − x̂)y + ((x̂− xi)a1xi + (a1xi − ŷ)xi) ∈ (Fq5(xi))[a1, x, y]
3: end for
4: K(x1, · · · , x5, a1, x, y)←

∏5
i=1 ri

5: Write K(x1, · · · , x5) as a function of the elementary symmetric polynomials e1, · · · , e5
6: E1 ← 0, E2 ← A, E3 ← −B, E4 ← 0, E5 ← a21
7: for i ∈ {1, · · · , 5}
8: Replace ei by Ei in K
9: end for . Now K = K(a1)(x, y) ∈ Fq5(a1)[x, y]

Notation: K = K(a1)(x, y) =
∑

0≤i+j≤5 ci,j(a1)x
iyj , with ci,j(a1) ∈ Fq5(a1) for all i, j

10: for h ∈ {1, · · · , 4}
11: for 0 ≤ i+ j ≤ 5
12: ci,j,h(a1)← obtained from ci,j(a1) ∈ Fq5(a1), raising all its coefficients to the qh

13: end for
15: end for
16: K0 ← K
17: for h ∈ {1, · · · , 4}
18: Kh ←

∑
0≤i+j≤5 ci,j,h(a1)x

iyj

19: end for . Kh(a1)(x, y) is the product of the five lines through ϕh(R̂) and Pi, for i ∈ {1, · · · , 5}
20: K(a1)(x, y) =

∏4
h=0Kh

21: Use equality S1(x)−yS2(x) = K(x, y)/((hR)5(−a1+yx)5) mod y2−f(x, 1), removing
denominators

22: return S

Once computed SR̂(a1)(x, y) = S1(a1)(x) + yS2(a1)(x) ∈ Fq[a1][x, y], we make the fol-
lowing observation. For P 1, P 2 ∈ F with R(P 1) = (a1, 0, 0, 0), R(P 2) = (a2, 0, 0, 0), such
that (â1, â2, â3, â4,−a1, 0, 0, 0) ∈ U and R̂⊕ (−P 1) = P 2, we have that

(f(x, 1)x2 − a22)|xS1(a1)(x)− a2S2(a1)(x). (5.14)

From the linear system associated to this divisibility condition, we derive a system of
five polynomial equations fi(a1, a2) = 0, with coefficients in Fq and a1, a2 unknowns. In
general, we obtain that f1 is of total degree 8, of degree 5 in a1 and of degree 3 in a2, f2
and f3 are of total degree 9, of degree 5 in a1 and of degree 4 in a2, f4 and f5 are of total
degree 10, of degree 5 in both a1 and a2.
Notice that we have R̂⊕ (−P 1) = P 2 for some P 1, P 2 ∈ F if and only if R̂⊕ (−P 2) = P 1.
We can then apply a symmetrization process to the computed polynomial system in order
to reduce the total degree of the equations. This part is analogous to step (b) of the
algorithm of Section 5.1. After performing this step, we obtain a system of five polynomial
equations gi(s1, s2) = 0, with coefficients in Fq and s1, s2 unknowns. In general, we have
that all gi’s are of degree 5, g1 is of degree 4 in both in s1 and s2, g2 and g3 are of degree
5 in s1 and of degree 4 in s2, g4 and g5 have degree 5 in both s1 and s2.
In such a way we compute the polynomial system for the relation search step, for the
random point R ∈ T5 \ {O} and the point P 3 ∈ F , such that R̂ = R− P 3 ∈ T5 \ {O}.
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As in the algorithm of Section 5.1, we now search for Fq-solutions (s1, s2) of this
system. Then, we apply relations s1 = a1 + a2, s2 = a1a2, in order to find (a1, a2) and
P 1 ∈ R−1(a1, 0, 0, 0), P 2 ∈ R−1(a2, 0, 0, 0), such that R̂⊕ (−P 1) = P 2.

Example 113. Let q = 31, Fq5 ∼= Fq[ζ]/(ζ5 − 2) and E : y2z = x3 + 15xz2 + 20z3. The
trace-zero subgroup T5 of E(Fq5) is cyclic of prime order p = 1060051, and |F| = 40. We
perform the relation search step of the index calculus in T5 as described in this subsection,
for the point R = (22ζ4 + 24ζ3 + 18ζ2 + 25ζ + 23, 6ζ4 + ζ3 + 13ζ2 + 13ζ + 9) ∈ T5. For
all P 3 ∈ F , with R(P 3) = (a3, 0, 0, 0), a3 < 16, we do not find any relation of type
(5.11). Then we try P 3 = (ζ4 + 5ζ3 + 13ζ2 + 11ζ, 19ζ4 + 2ζ3 + 22ζ2 + 19ζ) ∈ F , with
R(P3) = (16, 0, 0, 0). Let R̂ = R−P 3 = (17ζ4+24ζ3+2ζ2+13ζ+26, 6ζ4+26ζ3+18ζ2+29ζ).
We use Algorithm 11 to compute SR̂(a1)(x, y). Next, we use relation (5.14) and apply the
symmetrization process to obtain the polynomial system:

24s41s2 + 18s31s
2
2 + 26s31s2 + 22s31 + 22s21s

3
2 + 27s21s

2
2 + 7s21s2 + 29s21 + 29s1s

3
2 + 17s1s

2
2

+13s1s2 + 23s1 + 18s42 + 12s32 + 18s22 + 16s2 + 20 = 0
2s51 + 30s41s2 + 4s41 + 6s31s

2
2 + 7s31s2 + 24s31 + 27s21s

3
2 + 5s21s

2
2 + 8s21s2 + 25s21 + 22s1s

4
2

+15s1s
3
2 + 4s1s

2
2 + 11s1s2 + 27s1 + 13s42 + 11s32 + 23s22 + 29s2 + 7 = 0

17s51 + 7s41s2 + 15s41 + 24s31s
2
2 + 22s31s2 + 7s31 + 22s21s

3
2 + 29s21s

2
2 + 29s21s2 + 16s21 + 29s1s

4
2

+27s1s
3
2 + 13s1s

2
2 + 11s1s2 + 29s1 + 11s42 + 25s32 + 4s22 + s2 + 30 = 0

9s51 + 22s41s2 + 21s41 + 15s31s
2
2 + 26s31s2 + 14s31 + 16s21s

3
2 + 19s21s

2
2 + 29s21s2 + s21 + 19s1s

4
2

+30s1s
3
2 + 7s1s

2
2 + 7s1s2 + 10s1 + 29s52 + 9s42 + 2s32 + 23s22 + 18s2 + 18 = 0

15s51 + 30s41s2 + 7s41 + 11s31s
2
2 + 28s31s2 + 2s31 + 12s21s

3
2 + 2s21s

2
2 + 17s21s2 + 29s21 + 18s1s

4
2

+14s1s
3
2 + 13s1s

2
2 + 6s1s2 + 29s1 + 11s51 + 7s42 + 21s32 + 7s22 + 20s2 = 0

.

This system has one Fq-solution, namely (s1, s2) = (6, 20). Hence (a1, a2) = (15, 22), from
which we find P 1 = (4ζ4 + 18ζ3 + 26ζ2 + 26ζ, 17ζ4 + 30ζ3 + 18ζ2 + 3ζ) ∈ R−1(15, 0, 0, 0),
P 2 = (ζ4+2ζ3+4ζ2+6ζ, 22ζ4+12ζ3+12ζ2+2ζ) ∈ R−1(22, 0, 0, 0), such that R̂⊕(−P 1) =
P 2. This is equivalent to saying R = P 1 ⊕ P 2 ⊕ P 3.

5.3.2 Experiments, timings and comparisons

We compare the method proposed in this section with the analogous method given in [48,
Section 5.2]. We perform the relation search step for index calculus in T5 following the
hybrid procedure described above. We take the average time to compute and to solve
the involved polynomial systems. Moreover, we take the average of the number of points
R that we have to test, and of the number of polynomial systems that we have to solve,
before finding a relation. We compare our results with the analogous results of [48].

In [48], the authors also apply Joux and Vitse’s strategy together with a hybrid ap-
proach to treat the relation search step in T5. They use Semaev’s summation polynomials
rather than generalized summation polynomials to compute the systems, as in the general
case. The polynomial systems they obtain consist of 7 equations fi(x1, x2, x3, x4) with co-
efficients in Fq and 4 unknowns. The first five equations have total degree 8, and degree 4
in each variable. The last two equations are of the form f6(x1, x2) = 0 and f7(x3, x4) = 0.
They have total degree 32, and degree 30 in both variables. Due to the lower number
of equations and unknowns and to the smaller degree, our polynomial systems will be in
general easier to solve.

We implemented our procedure for small q. Namely, for q = 25 − 1, 26 − 23, 27 − 27,
28−15, we take Fq, the degree 5 Kummer extension Fq5 ∼= Fq[ζ]/(ζ5−µ) with the minimal
µ, and one elliptic curve defined over Fq written in short Weierstrass form, with T5 cyclic
of prime order, and |F| > q. For each curve we take random trace-zero points R and
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perform our procedure till we find a relation. For each R and for each P 3 we tested, we
take the time to compute the polynomial system for relation (5.12), as well as the time to
solve it, then we make the average over all P 3 and R. We obtain that, for all q, it takes
about 0.2 seconds to compute a system and 5 · 10−4 seconds to solve it. We compare with
the results in [48, Table 2]. We observe that the whole procedure of computing and solving
our systems is much faster. In fact, solving the systems computed there requires about
1.3 seconds for the same values of q. Indeed, the bottleneck of the strategy is not any
more the hardness of such polynomial systems, but the big amount of them, that one has
to solve before getting a relation: we expect that it is about 6q2. For each q, we perform
our routine for 10 times (or 5 times in the case q = 28 − 15). Then we take the average
of the number of points R that we have to test before finding a relation, as well as of the
number of systems that we have to solve for this. We give our results in the table below.
Notice that we are actually able to find relations for q = 28 − 15, while the values given
in [48, Table 2] for the same q are only theoretical estimates.

Table 11. Number of random points that we tested and number of system that we
solved before finding a relation of type (5.11) (average over 10 trials for the first three q,
over 5 trials for the last q).

q 25 − 1 26 − 23 27 − 40 28 − 15

Number of R tested 78 144 205 715

Number of systems solved 2580 7003 26345 189000
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Conclusions

We studied trace-zero subgroups of elliptic curves and twisted Edwards curves from the
cryptographic point of view. We remark that, up to now, the theoretical research on
the topic is not supported by real applications. However, our analysis confirmed that
trace-zero subgroups are suitable for the construction of DLP-based cryptosystems. More
specifically, trace-zero subgroups of degree three have the same DLP security as groups of
prime field-rational points of elliptic curves of the same size. Furthermore, the computation
of scalar multiplication, as well as the computation of the cardinality of the group, is faster
in the first family of groups. As a consequence, DLP cryptosystems based on degree three
trace-zero subgroups will have the same security and better performance than those based
on standard groups of points of elliptic curves. Therefore, we strongly recommend the
implementation of such cryptosystems in cryptographic libraries.

We gave some new interesting results in trace-zero cryptography. First, we proposed
two optimal representations for trace-zero subgroups of twisted Edwards curves, with
efficient compression and decompression algorithms. It turned out that the correspondent
algorithms on elliptic curves in Weierstrass form are faster, due to the fact that the involved
formulas and equations are sparser and of smaller degree. Nevertheless, our representations
are useful in the case of direct use of twisted Edwards curves. In fact, they allow us
to perform computation directly on the given curve, without passing to the Weierstrass
form. The relevance of our results is strengthened by the cryptographic importance of
twisted Edwards curves, which are secure against side-channel attacks, in contrast to
elliptic curves in short Weierstrass form. Therefore, our compression and decompression
algorithms should be implemented in a possible future library for trace-zero cryptography,
together with the correspondent algorithms on elliptic curves in short Weierstass form.
We underline that the implementation we performed during our work was for example
purposes only, and that careful programming work is required in order to optimize the
algorithms for practical use.

We then proposed a new algorithm to perform scalar multiplication in the degree
three trace-zero subgroup, using optimal coordinates to represent the group elements.
The novelty of our algorithm consists of performing computation directly in the optimal
coordinates, without compression and decompression of points. This is the first algorithm
for scalar product in the trace-zero subgroups that follows such approach and in particular
it proves that computing in compressed coordinates is possible. Also in this case, our
implementation of the algorithm had only illustrative purposes, and some work has to be
done in order to optimize it. On the other hand, we point out that the standard non-
direct approach for scalar multiplication in the group is more efficient. This is due to the
extreme speed of the scalar product operation for elliptic curves, to the further speeding
up of the operation for trace zero points via the strategy of Frobenius reduction, and to
the efficiency of the compression and decompression algoritms. For all these reasons, we
intuitively expected that the non-direct approach to the operation was to prefer. Hence our
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result gives an effective confirmation to the heuristic expectations on the topic. Moreover,
our strategy has the intrinsic value to give a new perspective on the arithmetic in the
group, having interesting, non-trivial analogies with the Montgomery ladder algorithm for
x-only scalar multiplication for elliptic curves.

Finally, we gave a new variant of the index calculus algorithm for the DLP in trace-
zero subgroups of elliptic curves. Our variant is a specialization to trace-zero subgroups
of Gaudry’s index calculus algorithm for general abelian varieties. The aim was not to
improve the asymptotical complexity of Gaudry’s method, but to face its most serious
drawback: the effective unsolvability of the polynomial systems computed in the relation
search step. We made use of a non-trivial generalization of Semaev’s summation polyno-
mials, that is given in this thesis for the first time. Such tool allows to write polynomial
systems in the optimal number of variables. In this way, we could lower the complexity of
the polynomial systems in the relation search step of the algorithm, for extension degree
3, 5, 7, that are the most relevant cases in cryptographic applications.
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Appendix A

Explicit formulas

A.1 Computation of a (2, 3, 3)-generalized summation poly-
nomial

Coefficients of the (2, 3, 3)-generalized summation polynomial

S(α0, α1, β0, β1)(x, y) ∈ K[α0, α1, β0, β1][x, y]

of the form

S1(x) + yS2(x) = (a4x
4 + a3x

3 + a2x
2 + a1x+ a0) + y(b3x

3 + b2x
2 + b1x+ b0),

computed with Algorithm 7 of Chapter 3.

a4 = −α3
1β1β

2
0 − 3Bα3

1β1 + 2Aα3
1β0 + 2α2

1α0β
2
1β0 + Aα2

1α0β1 − 6Bα2
1β

2
1 + 3Aα2

1β1β0 +
A2α2

1 − α1α
2
0β

3
1 + 6α1α

2
0β0 + 3Aα1α0β

2
1 + 3α1α0β

2
0 + 9Bα1α0 − 3Bα1β

3
1 + Aα1β

2
1β0 +

2A2α1β1 − 3α1β
3
0 + 9Bα1β0 − 3α3

0β1 + 3α2
0β1β0 − 3Aα2

0 + 2Aα0β
3
1 + 6α0β1β

2
0 + 9Bα0β1 −

6Aα0β0 +A2β21 + 9Bβ1β0 − 3Aβ20

a3 = 4Bα3
1β

3
1−2Aα3

1β
2
1β0+A2α3

1β1−α3
1β

3
0+9Bα3

1β0−2Aα2
1α0β

3
1−α2

1α0β1β
2
0+3Bα2

1α0β1−
7Aα2

1α0β0+A2α2
1β

2
1−6Bα2

1β1β0+3Aα2
1β

2
0 +6ABα2

1−α1α
2
0β

2
1β0+Aα1α

2
0β1−6Bα1α0β

2
1 +

12Aα1α0β1β0−8A2α1α0+A2α1β
3
1 +3Bα1β

2
1β0+Aα1β1β

2
0−6ABα1β1+4A2α1β0−α3

0β
3
1−

3α3
0β0+3Aα2

0β
2
1 +21α2

0β
2
0−18Bα2

0 +9Bα0β
3
1−7Aα0β

2
1β0+4A2α0β1−3α0β

3
0 +18Bα0β0+

6ABβ21 − 8A2β1β0 − 18Bβ20 + 4A3 + 27B2

a2 = −A2α3
1β

3
1−2Aα3

1β1β
2
0−6ABα3

1β1+A2α3
1β0−2Aα2

1α0β
2
1β0+5A2α2

1α0β1−3α2
1α0β

3
0−

9Bα2
1α0β0+6ABα2

1β
2
1 +9Bα2

1β
2
0 +(2A3+27B2)α2

1−2Aα1α
2
0β

3
1−3α1α

2
0β1β

2
0 +9Bα1α

2
0β1+

9Aα1α
2
0β0+36Bα1α0β1β0−12Aα1α0β

2
0−18ABα1α0−6ABα1β

3
1+5A2α1β

2
1β0+9Bα1β1β

2
0+

(4A3− 27B2)α1β1− 3Aα1β
3
0 + 36ABα1β0− 3α3

0β
2
1β0− 3Aα3

0β1 + 9Bα2
0β

2
1 − 12Aα2

0β1β0 +
6A2α2

0 +A2α0β
3
1 − 9Bα0β

2
1β0 + 9Aα0β1β

2
0 + 36ABα0β1 − 24A2α0β0 + (2A3 + 27B2)β21 −

18ABβ1β0 + 6A2β20

a1 = −A2α3
1β

2
1β0−4Bα3

1β1β
2
0 +(A3−12B2)α3

1β1+8ABα3
1β0−A2α2

1α0β
3
1−4Bα2

1α0β
2
1β0+

16ABα2
1α0β1− 3A2α2

1α0β0 + (−3A3 + 12B2)α2
1β

2
1 − 24ABα2

1β1β0 + 3A2α2
1β

2
0 − 2A2Bα2

1−
4Bα1α

2
0β

3
1−3A2α1α

2
0β1−3α1α

2
0β

3
0+15Bα1α

2
0β0−24ABα1α0β

2
1+12A2α1α0β1β0−6Bα1α0β

2
0−

18B2α1α0 + (A3 − 12B2)α1β
3
1 + 16ABα1β

2
1β0 − 3A2α1β1β

2
0 + 14A2Bα1β1 − 3Bα1β

3
0 +

63B2α1β0 − 3α3
0β1β

2
0 − 3Bα3

0β1 − 3Aα3
0β0 + 3A2α2

0β
2
1 − 6Bα2

0β1β0 + 9Aα2
0β

2
0 + 6ABα2

0 +
8ABα0β

3
1 − 3A2α0β

2
1β0 + 15Bα0β1β

2
0 + 63B2α0β1 − 3Aα0β

3
0 − 42ABα0β0 − 2A2Bβ21 −
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18B2β1β0 + 6ABβ20 + 4A4 + 27AB2

a0 = 2A2Bα3
1β1 − A3α3

1β0 − A2α2
1α0β

2
1β0 − 4Bα2

1α0β1β
2
0 + 12B2α2

1α0β1 − 4ABα2
1α0β0 −

5A2Bα2
1β

2
1+(A3−24B2)α2

1β1β0+6ABα2
1β

2
0+(A4+6AB2)α2

1−4Bα1α
2
0β

2
1β0+2Aα1α

2
0β1β

2
0−

2ABα1α
2
0β1−A2α1α

2
0β0+(A3−24B2)α1α0β

2
1 +24ABα1α0β1β0−3A2α1α0β

2
0 +A2Bα1α0+

2A2Bα1β
3
1 + 12B2α1β

2
1β0 − 2ABα1β1β

2
0 + (−2A4 − 6AB2)α1β1 − 5A2Bα1β0 − α3

0β
3
0 −

3Bα3
0β0 + 6ABα2

0β
2
1 − 3A2α2

0β1β0 + 3Bα2
0β

2
0 + (A3 + 9B2)α2

0 − A3α0β
3
1 − 4ABα0β

2
1β0 −

A2α0β1β
2
0 −5A2Bα0β1−3Bα0β

3
0 +(2A3−9B2)α0β0 +(A4 +6AB2)β21 +A2Bβ1β0 +(A3 +

9B2)β20 + 4A3B + 27B3

b3 = α3
1β

2
0−Bα3

1−2α2
1α0β1β0+Aα2

1α0+α2
1β1β

2
0−3Bα2

1β1+Aα2
1β0+α1α

2
0β

2
1−2α1α0β

2
1β0+

2Aα1α0β1−3Bα1β
2
1 +2Aα1β1β0+α3

0+α2
0β

3
1 +3α2

0β0+Aα0β
2
1 +3α0β

2
0−Bβ31 +Aβ21β0+β30

b2 = A2α3
1 + 3α2

1α0β
2
0 + 9Bα2

1α0 + 3A2α2
1β1 + 3α2

1β
3
0 + 9Bα2

1β0 − 6α1α
2
0β1β0 − 3Aα1α

2
0 −

6α1α0β1β
2
0+18Bα1α0β1−6Aα1α0β0+3A2α1β

2
1+18Bα1β1β0−3Aα1β

2
0+3α3

0β
2
1+3α2

0β
2
1β0−

3Aα2
0β1 + 9Bα0β

2
1 − 6Aα0β1β0 +A2β31 + 9Bβ21β0 − 3Aβ1β

2
0

b1 = −A2α3
1β

2
1 − 2Aα3

1β
2
0 + 2ABα3

1 − 12Bα2
1α0β

2
1 + 4Aα2

1α0β1β0 − 3A2α2
1α0 − A2α2

1β
3
1 −

12Bα2
1β

2
1β0 + 4Aα2

1β1β
2
0 + A2α2

1β0 + 4Aα1α
2
0β

2
1 − 3α1α

2
0β

2
0 − 9Bα1α

2
0 + 4Aα1α0β

2
1β0 +

2A2α1α0β1+6α1α0β
3
0 +18Bα1α0β0+2A2α1β1β0+9Bα1β

2
0 +(4A3+27B2)α1+6α3

0β1β0+
Aα3

0−2Aα2
0β

3
1−3α2

0β1β
2
0 +9Bα2

0β1−9Aα2
0β0+A2α0β

2
1 +18Bα0β1β0−9Aα0β

2
0 +2ABβ31−

3A2β21β0 − 9Bβ1β
2
0 + (4A3 + 27B2)β1 +Aβ30

b0 = −2A2α3
1β1β0 − 8Bα3

1β
2
0 + (A3 + 8B2)α3

1 + A2α2
1α0β

2
1 − 8Bα2

1α0β1β0 + 6Aα2
1α0β

2
0 −

2ABα2
1α0+A2α2

1β
2
1β0+4Bα2

1β1β
2
0+(−A3−12B2)α2

1β1+4ABα2
1β0+4Bα1α

2
0β

2
1+A2α1α

2
0−

2A2α1α0β
3
1−8Bα1α0β

2
1β0+8ABα1α0β1−6A2α1α0β0+(−A3−12B2)α1β

2
1 +8ABα1β1β0−

3A2α1β
2
0 +3α3

0β
2
0 +Bα3

0−8Bα2
0β

3
1 +6Aα2

0β
2
1β0−3A2α2

0β1+3α2
0β

3
0−15Bα2

0β0+4ABα0β
2
1−

6A2α0β1β0 − 15Bα0β
2
0 + (4A3 + 27B2)α0 + (A3 + 8B2)β31 − 2ABβ21β0 +A2β1β

2
0 +Bβ30 +

(4A3 + 27B2)β0

A.2 Doubling and tripling formulas in T3

A.2.1 Doubling formulas

Coefficients of the doubling polynomial

h2(α0, α1)(x, y) ∈ Fq[α0, α1][x, y]

of the form

h2(α0, α1)(x, y) = c(α0, α1)y − (u0(α0, α1) + u1(α0, α1)x),

computed with Procedure 1 of Chapter 4.

c = 8Bα3
1 − 8Aα2

1α0 − 8α3
0

u0 = −A2α4
1 − 8Bα3

1α0 + 2Aα2
1α

2
0 + 6ABα2

1 − 8A2α1α0 − α4
0 − 18Bα2

0 + 4A3 + 27B2

u1 = 4Bα4
1 − 4Aα3

1α0 + 4A2α2
1 − 4α1α

3
0 + 36Bα1α0 − 12Aα2

0
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A.2.2 Tripling formulas

Coefficients of the tripling polynomial

h3(α0, α1)(x, y) ∈ Fq[α0, α1][x, y]

of the form

h3(α0, α1)(x, y) = d(α0, α1)y − (v0(α0, α1) + v1(α0, α1)x),

computed with Procedure 2 of Chapter 4.

d = A4α8
1 + 24A2Bα7

1α0 + (−12A3 + 144B2)α6
1α

2
0 + (−24A3B− 144B3)α6

1− 144ABα5
1α

3
0 +

(32A4 + 144AB2)α5
1α0 + 30A2α4

1α
4
0 + 120A2Bα4

1α
2
0 + (−8A5 − 54A2B2)α4

1 − 72Bα3
1α

5
0 +

720B2α3
1α

3
0 +(−96A3B−648B3)α3

1α0+36Aα2
1α

6
0−360ABα2

1α
4
0 +(48A4+324AB2)α2

1α
2
0 +

96A2α1α
5
0 + 9α8

0 + 72Bα6
0 + (24A3 + 162B2)α4

0 − 16/3A6 − 72A3B2 − 243B4

v0 = (−8/3A3B − 64/3B3)α9
1 + (3A4 + 32AB2)α8

1α0 − 16A2Bα7
1α

2
0 − 8A2B2α7

1 + (12A3 +
16B2)α6

1α
3
0 + (8A3B − 144B3)α6

1α0 + 8ABα5
1α

4
0 + 288AB2α5

1α
2
0 + (32A4B + 216AB3)α5

1 +
10A2α4

1α
5
0 − 200A2Bα4

1α
3
0 + (−24A5− 162A2B2)α4

1α0 + 32Bα3
1α

6
0 + (64A3 + 72B2)α3

1α
4
0 +

(192A3B + 1296B3)α3
1α

2
0 + (96A3B2 + 648B4)α3

1 − 4Aα2
1α

7
0 − 72ABα2

1α
5
0 + (−176A4 −

1188AB2)α2
1α

3
0 + (−192A4B − 1296AB3)α2

1α0 + 64A2α1α
6
0 + (128A5 + 864A2B2)α1α

2
0 +

1/3α9
0 + 72Bα7

0 + (−120A3 − 810B2)α5
0 + (192A3B + 1296B3)α3

0 + (−16A6 − 216A3B2 −
729B4)α0

v1 = 1/3A4α9
1 + 8A2Bα8

1α0 + (−4A3 + 48B2)α7
1α

2
0 + (16A3B + 144B3)α7

1 − 48ABα6
1α

3
0 +

(−16A4 − 240AB2)α6
1α0 + 10A2α5

1α
4
0 + 192A2Bα5

1α
2
0 + (8A5 + 54A2B2)α5

1 − 24Bα4
1α

5
0 +

(−112A3 + 144B2)α4
1α

3
0 + (96A3B + 648B3)α4

1α0 + 12Aα3
1α

6
0 − 240ABα3

1α
4
0 + (−48A4 −

324AB2)α3
1α

2
0 + (−32A4B− 216AB3)α3

1− 48A2α2
1α

5
0 + (64A5 + 432A2B2)α2

1α0 + 3α1α
8
0−

288Bα1α
6
0 + (−24A3 − 162B2)α1α

4
0 + (288A3B + 1944B3)α1α

2
0 + (−16A6 − 216A3B2 −

729B4)α1 + 48Aα7
0 + (−64A4 − 432AB2)α3

0

A.3 Polynomial systems for the relation search step of index
calculus in T3

(PS1). Polynomial system for the relation search step of index calculus in T3, for the
factor base F1, of the form (5.10) of Section 5.1.3.

(Aµx1y2+Aµx2y1+Ax0y0+By0+3µ2x0x
2
2y2+3µ2x21x2y2+3µ2x1x

2
2y1+µ2x32y0+3µx20x1y2+

3µx20x2y1+3µx0x
2
1y1+6µx0x1x2y0+µx31y0+x30y0)s

3
1+(−3Ax0−3B−3µ2x32−18µx0x1x2−

3µx31 − 3x30)s
2
1s2 + (A3 + 12A2µx1x2 + 6A2x20 + 6ABx0 − 12Aµ2x0x

3
2 − 18Aµ2x21x

2
2 −

36Aµx20x1x2−12Aµx0x
3
1−3Ax40+9B2−18Bµ2x32−108Bµx0x1x2−18Bµx31−18Bx30)s

2
1+

3y0s1s
2
2 + (−12Aµx1y2 − 12Aµx2y1 − 12Ax0y0 − 18By0)s1s2 + (4A3y0 + 27B2y0)s1 − s32 +

(15Ax0+9B+27µ2x32+162µx0x1x2+27µx31+27x30)s
2
2+(−72A2µx1x2−36A2x20−54ABx0−

27B2 + 54Bµ2x32 + 324Bµx0x1x2 + 54Bµx31 + 54Bx30)s2 + 4A4x0 + 4A3B + 4A3µ2x32 +
24A3µx0x1x2+4A3µx31+4A3x30+27AB2x0+27B3+27B2µ2x32+162B2µx0x1x2+27B2µx31+
27B2x30 = 0

(Aµx2y2+Ax0y1+Ax1y0+By1+3µ2x1x
2
2y2+µ2x32y1+3µx20x2y2+3µx0x

2
1y2+6µx0x1x2y1+

3µx0x
2
2y0+µx31y1+3µx21x2y0+x30y1+3x20x1y0)s

3
1+(−3Ax1−9µx0x

2
2−9µx21x2−9x20x1)s

2
1s2+
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(6A2µx22+12A2x0x1+6ABx1−12Aµ2x1x
3
2−18Aµx20x

2
2−36Aµx0x

2
1x2−3Aµx41−12Ax30x1−

54Bµx0x
2
2 − 54Bµx21x2 − 54Bx20x1)s

2
1 + 3y1s1s

2
2 + (−12Aµx2y2 − 12Ax0y1 − 12Ax1y0 −

18By1)s1s2+(4A3y1+27B2y1)s1+(15Ax1+81µx0x
2
2+81µx21x2+81x20x1)s

2
2+(−36A2µx22−

72A2x0x1 − 54ABx1 + 162Bµx0x
2
2 + 162Bµx21x2 + 162Bx20x1)s2 + 4A4x1 + 12A3µx0x

2
2 +

12A3µx21x2 + 12A3x20x1 + 27AB2x1 + 81B2µx0x
2
2 + 81B2µx21x2 + 81B2x20x1 = 0

(Ax0y2 +Ax1y1 +Ax2y0 +By2 + µ2x32y2 + 6µx0x1x2y2 + 3µx0x
2
2y1 + µx31y2 + 3µx21x2y1 +

3µx1x
2
2y0+x30y2+3x20x1y1+3x20x2y0+3x0x

2
1y0)s

3
1+(−3Ax2−9µx1x

2
2−9x20x2−9x0x

2
1)s

2
1s2+

(12A2x0x2 +6A2x21 +6ABx2−3Aµ2x42−36Aµx0x1x
2
2−12Aµx31x2−12Ax30x2−18Ax20x

2
1−

54Bµx1x
2
2−54Bx20x2−54Bx0x

2
1)s

2
1+3y2s1s

2
2+(−12Ax0y2−12Ax1y1−12Ax2y0−18By2)s1s2+

(4A3y2 + 27B2y2)s1 + (15Ax2 + 81µx1x
2
2 + 81x20x2 + 81x0x

2
1)s

2
2 + (−72A2x0x2− 36A2x21−

54ABx2 + 162Bµx1x
2
2 + 162Bx20x2 + 162Bx0x

2
1)s2 + 4A4x2 + 12A3µx1x

2
2 + 12A3x20x2 +

12A3x0x
2
1 + 27AB2x2 + 81B2µx1x

2
2 + 81B2x20x2 + 81B2x0x

2
1 = 0

(PS2). Polynomial system for the relation search step of index calculus in T3, for the
factor base F2, of the form (5.10) of Section 5.1.3.

(A3y0 + A2µ2x22y2 + 2A2µx0x1y2 + 2A2µx0x2y1 + A2µx21y1 + 2A2µx1x2y0 + A2x20y0 +
2ABµx1y2 + 2ABµx2y1 + 2ABx0y0 + 8B2y0−3Bµ2x0x

2
2y2−3Bµ2x21x2y2−3Bµ2x1x

2
2y1−

Bµ2x32y0− 3Bµx20x1y2− 3Bµx20x2y1− 3Bµx0x
2
1y1− 6Bµx0x1x2y0−Bµx31y0−Bx30y0)s31 +

(A3x0+2A2B+A2µ2x32+6A2µx0x1x2+A2µx31+A2x30−12ABµx1x2−6ABx20−12B2x0−
12Bµ2x0x

3
2−18Bµ2x21x

2
2−36Bµx20x1x2−12Bµx0x

3
1−3Bx40)s

2
1s2+(A4+4A3µx1x2+2A3x20−

2A2Bx0+4A2µ2x0x
3
2+6A2µ2x21x

2
2+12A2µx20x1x2+4A2µx0x

3
1+A2x40+6AB2+6ABµ2x32+

36ABµx0x1x2 + 6ABµx31 + 6ABx30 + 54B2µx1x2 + 27B2x20)s
2
1 + (−A2µx1y2 −A2µx2y1 −

A2x0y0)s1s
2
2+(−4A3y0−6ABµx1y2−6ABµx2y1−6ABx0y0−36B2y0)s1s2+(4A3µx1y2+

4A3µx2y1 + 4A3x0y0 + 27B2µx1y2 + 27B2µx2y1 + 27B2x0y0)s1 + (−2A2µx1x2 − A2x20 +
4Bµ2x32 + 24Bµx0x1x2 + 4Bµx31 + 4Bx30)s

3
2 + (−5A3x0− 9A2B−A2µ2x32− 6A2µx0x1x2−

A2µx31 − A2x30 + 36ABµx1x2 + 18ABx20 + 36B2x0)s
2
2 + (−4A4 + 18A2Bx0 − 18AB2 −

18ABµ2x32−108ABµx0x1x2−18ABµx31−18ABx30−162B2µx1x2−81B2x20)s2 + 4A4x0 +
4A3B + 4A3µ2x32 + 24A3µx0x1x2 + 4A3µx31 + 4A3x30 + 27AB2x0 + 27B3 + 27B2µ2x32 +
162B2µx0x1x2 + 27B2µx31 + 27B2x30 = 0

(A3y1+2A2µx0x2y2+A
2µx21y2+2A2µx1x2y1+A

2µx22y0+A
2x20y1+2A2x0x1y0+2ABµx2y2+

2ABx0y1 + 2ABx1y0 + 8B2y1 − 3Bµ2x1x
2
2y2 − Bµ2x32y1 − 3Bµx20x2y2 − 3Bµx0x

2
1y2 −

6Bµx0x1x2y1 − 3Bµx0x
2
2y0 − Bµx31y1 − 3Bµx21x2y0 − Bx30y1 − 3Bx20x1y0)s

3
1 + (A3x1 +

3A2µx0x
2
2+3A2µx21x2+3A2x20x1−6ABµx22−12ABx0x1−12B2x1−12Bµ2x1x

3
2−18Bµx20x

2
2−

36Bµx0x
2
1x2 − 3Bµx41 − 12Bx30x1)s

2
1s2 + (2A3µx22 + 4A3x0x1 − 2A2Bx1 + 4A2µ2x1x

3
2 +

6A2µx20x
2
2 + 12A2µx0x

2
1x2 +A2µx41 + 4A2x30x1 + 18ABµx0x

2
2 + 18ABµx21x2 + 18ABx20x1 +

27B2µx22 + 54B2x0x1)s
2
1 + (−A2µx2y2 −A2x0y1 −A2x1y0)s1s

2
2 + (−4A3y1 − 6ABµx2y2 −

6ABx0y1 − 6ABx1y0 − 36B2y1)s1s2 + (4A3µx2y2 + 4A3x0y1 + 4A3x1y0 + 27B2µx2y2 +
27B2x0y1 + 27B2x1y0)s1 + (−A2µx22− 2A2x0x1 + 12Bµx0x

2
2 + 12Bµx21x2 + 12Bx20x1)s

3
2 +

(−5A3x1 − 3A2µx0x22 − 3A2µx21x2 − 3A2x20x1 + 18ABµx22 + 36ABx0x1 + 36B2x1)s
2
2 +

(18A2Bx1−54ABµx0x
2
2−54ABµx21x2−54ABx20x1−81B2µx22−162B2x0x1)s2 +4A4x1 +

12A3µx0x
2
2+12A3µx21x2+12A3x20x1+27AB2x1+81B2µx0x

2
2+81B2µx21x2+81B2x20x1 = 0

(A3y2 +2A2µx1x2y2 +A2µx22y1 +A2x20y2 +2A2x0x1y1 +2A2x0x2y0 +A2x21y0 +2ABx0y2 +
2ABx1y1+2ABx2y0+8B2y2−Bµ2x32y2−6Bµx0x1x2y2−3Bµx0x

2
2y1−Bµx31y2−3Bµx21x2y1−

3Bµx1x
2
2y0−Bx30y2−3Bx20x1y1−3Bx20x2y0−3Bx0x

2
1y0)s

3
1+(A3x2+3A2µx1x

2
2+3A2x20x2+



A.3. POLYNOMIAL SYSTEMS FOR INDEX CALCULUS IN T3 137

3A2x0x
2
1−12ABx0x2−6ABx21−12B2x2−3Bµ2x42−36Bµx0x1x

2
2−12Bµx13x2−12Bx30x2−

18Bx20x
2
1)s

2
1s2 + (4A3x0x2 + 2A3x21 − 2A2Bx2 + A2µ2x42 + 12A2µx0x1x

2
2 + 4A2µx31x2 +

4A2x30x2 + 6A2x20x
2
1 + 18ABµx1x

2
2 + 18ABx20x2 + 18ABx0x

2
1 + 54B2x0x2 + 27B2x21)s

2
1 +

(−A2x0y2−A2x1y1−A2x2y0)s1s
2
2+(−4A3y2−6ABx0y2−6ABx1y1−6ABx2y0−36B2y2)s1s2+

(4A3x0y2 + 4A3x1y1 + 4A3x2y0 + 27B2x0y2 + 27B2x1y1 + 27B2x2y0)s1 + (−2A2x0x2 −
A2x21+12Bµx1x

2
2+12Bx20x2+12Bx0x

2
1)s

3
2+(−5A3x2−3A2µx1x

2
2−3A2x20x2−3A2x0x

2
1+

36ABx0x2 + 18ABx21 + 36B2x2)s
2
2 + (18A2Bx2− 54ABµx1x

2
2− 54ABx20x2− 54ABx0x

2
1−

162B2x0x2 − 81B2x21)s2 + 4A4x2 + 12A3µx1x
2
2 + 12A3x20x2 + 12A3x0x

2
1 + 27AB2x2 +

81B2µx1x
2
2 + 81B2x20x2 + 81B2x0x

2
1 = 0
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