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ABSTRACT 

 

The intention-actual disclosure gap has been explored in previous studies and scenarios.  More 

importantly, the Elaboration Likehood Model introduces a dual route which initiates the 

disclosure of decision-making. Researchers argue that people’s changing attitudes by sharing 

personal information are the result of rational thinking and other biased or heuristic cues. These 

elements implied the existing discrepancies between people’s expressed intentions and their 

actual behavior. However, those theories have not been reviewed on the Artificial Intelligence 

Assistance (AIA) aspect yet. Thus, we conducted an empirical survey with 109 respondents. 

By using a regression analysis, we tested the impact of privacy concern and perceived benefit 

calculation (rational route) and the social-informational cues (heuristic route) on participant’s 

willingness to surrender their personal information. Then, we investigate how salient is the 

influence of their hypothetical choice on actual disclosure decision. Our findings show that the 

rational calculus is predominant on the disclosure intentions compared to actual disclosure 

behaviors. In comparison, less rational process (i.e., relationship length and information to 

privacy protection) influence directly and indirectly the actual behavioral disclosure. We also 

identify that actual disclosure is embedded by intention. This study develops the antecedents of 

the two specific paths according to an AIA context and investigates beyond the privacy paradox 

theory.  

 

Keywords: Artificial intelligence assistant, Elaboration Likehood model, privacy paradox, 

rational calculus, privacy concern, perceived benefit, information to privacy protection, 

relationship length. 
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1. INTRODUCTION 

 

The use of Artificial Intelligence Assistants (AIA) became the start of many changes in people's 

daily lives, mostly through the ease of the working process and information’s access.  

Basically, artificial intelligence assistants are known as speech-enabled technologies that 

provide assistance to perform different tasks (Hauswald et al., 2015) such as information 

research, entertainment, or scheduling. They offer a whole package of different services, size 

features, contextual use like at work, or only at home and applied to different devices 

(smartphones, tablets, cars…).  

To some extent, AI systems gather tremendous data from their users to ensure quality and 

efficiency of their performance. The latter have been the core tool of many industries and 

labeled as customization (Ansari and Mela, 2003; Winer, 2001). For companies, offering 

personalized products or services depends mostly on the customer's personal information and 

preferences (Riemer, K and Toz, C. 2010; Chellappa, R.K and Sin, R. 2005). 

 

Whereas, collecting personal information implies that users can be at risk of losing their 

privacy. This cutting-edge technology enables issues such as persistent surveillance, misused 

data or discrimination among users (Bartneck, C. et al., 2021). Therefore, people develop 

concern over their privacy towards such devices (Arora, N et al, 2008).  Previous work posits 

how consumers are favorable around the digital assistant’s home security attributes but still 

adamant over their privacy (Shields, 2018). Such worries may trigger people to withhold their 

personal data. This predicament implies reviewing different factors that influence self-

disclosure.  

Different researchers argue that an individual's decision is supported by rational, semi-rational 

thinking or even non-rational ways. Furthermore, a specific study on the privacy paradox 

(Barth, S et al., 2017) presents two disparities of decision-making assessments over self-

disclosure. One on one hand, the first assessment involves a rational calculus between risk-

benefit also known as the privacy calculus, while these attributes influence negatively and 

positively the individual’s intention and actual disclosure behavior (Culnan and Armstrong, 

1999). One the other hand, biased and heuristic cues may appear to influence this designated 

trade-off in the process. The second assessment nullifies the risk-benefit calculation, whereby 

estimating privacy threat is not even prominent.  

 



 

8
 

If rational factors are observed to be at the center of this model to determine self-disclosure, 

heuristic cues are located at the peripheral view. We propose one model, the Elaboration 

Likelihood model (Petty, R.E and Cacippo, 1980) that works on all these processes and divides 

them in two paths. Different studies and context, such as in advertising and marketing (Bitner, 

Mary J., and Carl, 1985), in healthcare (Angst and Agarwal, 2009), in social media (Pee, L.G 

2012; Wang, L. et al., 2019), applied these underlying mechanisms on intentions disclosure. 

Researchers argue that intention is the most significant predictor of actual behavioral disclosure 

which result in its use in many privacy studies to examine information disclosure (Ajzen, 1988, 

1991; Fishbein, 1980; Fishbein and Ajzen, 1975; Rogers, 1983; Triandis, 1980). Nonetheless, 

empirical research admits an actual gap between people’s actual behavior and their expressed 

intention to share information (Norberg et al., 2007).  

 

Our work explores the dual processes in privacy decision-making leading towards disclosure 

choices preferences (RQ1). Furthermore, we investigate the intention-behavior gap by 

determining the power of intention to predict actual disclosure (RQ2). This gap has already 

been investigated through different theoretical works and aspects, aside from the AIA scenario, 

which has broadened past studies. 

Furthermore, the dichotomy between intention and actual disclosure is not fully explained by 

the privacy paradox. Our study aims to extend this theory by integrating ELM to offer a clear 

explanation for the gap between users’ intentions and their behavior. We argue that intention is 

affected by rational calculus while actual disclosure is influenced not only by intention but also 

by heuristic cues. Determining the antecedents is potentially the best method to understand AIA 

users’ privacy decision-making practices. 

 

To have a clear understanding of the literature review, we will discuss the ELM and privacy 

paradox theory in detail. We will propose 5 hypothetical statements based in past works and 

later on, our methodology will present a regression analysis to test those hypotheses. Finally, 

the findings will be arranged to copy the mechanism of privacy decision-making, potential 

limitation, and development for future research. 

 

 

https://www.sciencedirect.com/science/article/pii/S0167404820302005#bib0003
https://www.sciencedirect.com/science/article/pii/S0167404820302005#bib0004
https://www.sciencedirect.com/science/article/pii/S0167404820302005#bib0011
https://www.sciencedirect.com/science/article/pii/S0167404820302005#bib0012
https://www.sciencedirect.com/science/article/pii/S0167404820302005#bib0026
https://www.sciencedirect.com/science/article/pii/S0167404820302005#bib0030


 

9
 

2. LITERATURE REVIEW 

 

2.1. Privacy Calculus Theory 

 

Earlier traditional economic literature on privacy and disclosure supported rational perspectives 

in self disclosure. Thus, they maintain that decisions are the result of conscious operation, 

weighing up utility gains versus losses in sharing information. This objective process reminds 

the idea of the privacy calculus theory (Culnan and Bies, 2003). The theory explains perceived 

benefits and costs are two main predictors for disclosure. Therefore, an individual's intent and 

behavior to surrender personal information are driven by perceived benefits which outweigh 

perceived risks (Li, Hong & Zhu, 2016).  

 

2.2. Elaboration Likelihood Model (ELM) 

 

The dual process 

Other studies reveal that individuals’ risk-benefit calculation over disclosure behavior is not 

utterly a thoughtful process, somewhat Kaufman (Kaufman, 1999) indicates that decisions-

making are subject to heuristic cues. To completely explain the fundamental principles on 

disclosure decisions in an Artificial Intelligence (AI) system-based context, we present the 

Elaboration Likelihood Model (ELM)  (Chaiken, 1980) that aims to reunite both perspectives 

(i.e. rational and heuristic).  

 

This model implies that people assess information through a dual process: the central route and 

the peripheral route. The central route relies on analytic and cognitive approach upon judging 

relevant information (Chen, S., Duckworth, K., & Chaiken, S. (1999). In the privacy aspect, the 

central route is mainly in accordance with the risk-benefit of the privacy calculus as mentioned 

previously.  

 

Under the peripheral route, decisions are subject to heuristics. Heuristics are mental process 

where individuals might use inferences towards their surroundings, apply their intuition and 

insights (Alexanderson, G. L., & Polya, G., 1979), or refer to their experiences (Bell, E. T., & 

Polya, G., 1945; van Stralen, D., & Mercer, T., 2021).  

 

https://en.wikipedia.org/wiki/Shelly_Chaiken
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The heuristic cues  

Informational cue 

As the quantity of information to deal with might be tremendous, people’s mental capacities 

are limited to process all of them and heuristics cues are relevant to save resources. In addition, 

the nature of these cues might be verbal (Peacock & Ekstrom., 2018) and non-verbal 

(Mukherjee., 2012). Thus, people might use primary information as an anchor to make decision. 

This process is labelled as the anchoring heuristic (Tversky & Kahneman, 1974). (Stewart et 

al., 2004) explain that it is the likelihood of people to base their judgement on an initial 

information or their own knowledge (Tullis., 2018) and neglect subsequent information. 

Moreover, memory is associated to the anchor (Coon & Mitterer., 2008). Thus, anchoring 

heuristic is triggered by external cue or stimulus which is associated to an internal state or focus 

awareness (Bucy, 2017).  

Accordingly, the innovative devices (i.e, AIA) offer diverse cues and technological 

characteristics which enable to further guide judgments and evaluations of service quality 

(Niether & Wiegand., 2017; Metzger, & Flanagin AJ., 2015; Metzger & Flanagin., 2013) such 

as privacy policy. Therefore, companies establish data protection and informed their consumers 

for transparency (DiPiazza & Eccles., 2002) and ethical purpose (Turilli & Floridi., 2009). In 

sum, companies’ responsability activity (i.e., privacy protection) have an important effect on 

consumers’ attitudes and their behavioral choice for further interaction (Aktar 2011, Campbell 

and Kirmani 2000). In accordance with the anchoring heuristic, researchers maintain that people 

save effort and operate an active judgement based on those “pre-existing information” without 

a thorough evaluation (Metzger and al., 2010). In a context where the information flood, people 

might count on such external and primary informational cues as anchor to convey the credibility 

of their decision.  

Similarly, privacy studies shows that information may decrease thoughtful decision-making 

process, as more knowledge actually reduces concern (Dommeyer and Gross, 2003, Uslaner, 

2004). More importantly, researchers argue that privacy knowledge serves as a reinforcing 

mechanism for those who are most (or least) concerned about their privacy to protect them 

(Park et al., 2012). For instance, those who are less or more worried about their privacy conceive 

privacy protection knowledge as an anchor to give their judgements. As higher level of 

knowledge about the collection and use of personal data will fill their lack of concern or 

strengthen their protective behavior (Park et al., 2012). Therefore, we will investigate 

information about privacy protection as an informational cue in the peripheral view. 

 

https://www.sciencedirect.com/science/article/pii/S0747563212000064#b0060
https://www.sciencedirect.com/science/article/pii/S0747563212000064#b0215
https://www.sciencedirect.com/science/article/pii/S0747563212000064#b0215
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Social cue 

Additionally, another particular aspect for less rational process implies the social heuristic 

(Hertwig, & Herzog., 2009), whereby making decision involved for instance the relationship 

with other actors and knowledge is gained through the observation of such actor. Likewise, the 

“learning by doing” concept is a reference for future decision. Researchers argue that 

individuals tend to reenact familiar decision through the experience of previous situations 

(Schirrmeister and al., 2020). Moreover, this learning process takes a longer time of discovery 

(John Dewey, 2021). Social psychology study indicates that individuals with long lasting 

relationships are more likely to collect information about the other parties (Berscheid et al. 

1976). Moreover, researchers also maintain that people have better opportunities to predict 

behavior, as past situations might be basic foundations for following ones within a long time 

(Nicholson et al., 2001). 

 

Thus, past works propose duration as a cue for triggering the social heuristic by inferring 

decision (Yeung & Soman., 2006). These researchers propose that individual count on duration 

heuristic cue to facilitate the evaluation process. To assess how easily duration can be used as 

a cue, we distinguish the evaluability of an attribute (Hsee, 1996; Hsee et al. 1999). Previous 

studies mention that an attribute is difficult to process if the individual lacks knowledge about 

that attribute’s practical range, objective reference point, and value distribution (Yeung, C., & 

Soman, D., 2007). Overall, duration gets all these features. For instance, the time period 

warranty of Amazon’s smart personal devices varies from 90 days to 1 year (Amazon, 2022). 

Furthermore, this time period depends on the product range, while consumers obtain extended 

services following the longer duration. In addition, this duration leads the consumer on a 

relational process with the product/services providers, which later form a relationship value 

(Yeung, C., & Soman, D., 2007).  

 

Thus, these advantages, either hedonistic or utilitarian (Chitturi et al., 2008), reflect the valuable 

aspect of the time and its dependency impact on the relational concept (Swan & Gill., 1997). 

Therefore, we assess that the duration spends with either the service providers or the product is 

an important cue that activates social heuristic along the relationship journey with the 

consumers. Hence, this work will investigate the relationship length build with the AIA as a 

cue. 
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Subsequently, while making decisions, the dual process can operate either at the same time or 

separately. However, the ELM model has been used in different studies to only predict the 

hypothetical result (i.e., intention) after high thought (i.e., central route) or low thought (i.e., 

peripheral route) on the message. Hence, the model lacks to determine the actual disclosure 

decision with those antecedents in the privacy field.  

 

2.3. Privacy paradox 

 

Crossing the recent and former definitions from the literature, self-disclosure engages to reveal 

one self’s personal information, whereby exposing one thoughts, attitudes, or emotions to other 

parties (Catona and Greene, 2015; Pearce and Sharp, 1973).  

Studies about individuals’ actual disclosure behaviors have been far more limited than those on 

behavioral intentions (Idris, 2018). Several researches have described intentions as the ultimate 

factor for different range of behaviors such as weight loss (e.g., Bagozzi & Warshaw, 1990), 

academic achievement (e.g., Sheeran, Orbell, & Trafimow, 1999) or smoking (e.g., Norman, 

Conner, & Bell, 1999).  

Behavioral intentions are subject to a probability that the individual will perform the behavior 

(Fishbein and Ajzen, 1975).  However, this probability does not provide full accuracy. For 

example, one empirical research measures two groups of people with positive intention (i.e., 

inclined actors) and negative intention (i.e., disinclined abstainers) on different scenarios and 

conclude that the significant contrast is to act as their designed intentions (McBroom & Reid, 

1992; Orbell & Sheeran, 1998). The gap can be explained by different changes, either on scale 

correspondence, measurement error, different elements and so on (Sheeran., 2005).  

Intentions are predicted by diverse antecedents which depend on the theory and the scenario. 

The privacy paradox theory believes otherwise as well, behavior attitudes directly affect 

intentions which advance a particular gap among individual’s intention and behavior attitude 

towards their actual behavior (Joinson et al., 2010, Pötzsch, 2009, Tsai et al., 2006). While 

people claim to be concerned over privacy, it appears that they freely provide personal data.  

In privacy context, intentions are shaped by attitudes, subjective norm and perceived behavioral 

control (Ajzen 1985). Moreover, another research confirms that intentions are formed 

independently through factors such as behavioral routine (Ouellette and Wood, 1998). 

If various investigations have been made to clarify the attitude-behavior gap in the recent 

literature (Michaelidou & Hassan, 2014, Ackermann and Palmer, 2014, Iweala et al., 2019, 

Padel and Foster, 2005, Valkila and Saari, 2013, Vermeir and Verbeke, 2008, Zhou et al., 2013), 

https://www.sciencedirect.com/science/article/pii/S0736585317302022#b0190
https://www.sciencedirect.com/science/article/pii/S0736585317302022#b0360
https://www.sciencedirect.com/science/article/pii/S0736585317302022#b0430
https://www.sciencedirect.com/science/article/pii/S0950329319300734#b0275
https://www.sciencedirect.com/science/article/pii/S0950329319300734#b0005
https://www.sciencedirect.com/science/article/pii/S0950329319300734#b0190
https://www.sciencedirect.com/science/article/pii/S0950329319300734#b0310
https://www.sciencedirect.com/science/article/pii/S0950329319300734#b0410
https://www.sciencedirect.com/science/article/pii/S0950329319300734#b0420
https://www.sciencedirect.com/science/article/pii/S0950329319300734#b0450
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works exploring ways to analyze intention-behavior gaps in disclosure are limited (Adjerid and 

all., 2018; Hassan and all., 2016; Norberg and all., 2007) and even less than once we integrate 

the decision making process. Likewise, we can find in the appendix 3, the discrepancy analysis 

in disclosure behavior made on different contexts.  

To define this gap in our study, we crossed theory with ELM to understand the role of the 

decision-making process on hypothetical to actual choice. 

https://www.sciencedirect.com/science/article/pii/S0950329319300734#b0170
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3. HYPOTHESIS 

 

Based on the privacy calculus and privacy paradox, our study integrates three main factors: 

privacy concern, benefit perception and heuristic factors that influence disclosure intention and 

actual behavior and integrate them to the ELM. As mentioned previously in the literature 

review, the heuristic cues introduce the relationship length and information to privacy 

protection. Then, we first hypothesize that factors in central route and peripheral route are 

directly associated with information disclosure intention and actual disclosure behavior 

respectively. We also suggest that heuristics cues moderate the relationships between the factors 

in central path and information disclosure intention.  Concretely, we assume that being 

informed about AIA’s privacy protection weakens the negative relationship between privacy 

concern and disclosure intention. In contrast, this latter relationship became stronger in a long-

term relationship with AIA.  Figure 1 shows the proposed hypotheses, which we justify here 

after. 

 

Figure 1: Revised model of crossing theories between ELM and privacy paradox 
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3.1. Central route 

 

The strong desire for perceived benefits will put the user’s privacy at stake, as personalized 

services for Smart Personal Assistant (SPA) require a certain degree of personal data provided 

by users. For instance, users who command SPA to give information about traffic congestion 

lead smart personal assistant (SPA) to request users’ location in the process. If they oppose 

sharing the latter information, it will not be favorable for the device's task efficiency nor the 

users' needs.  This dilemma has always been reviewed in past works (Lahlou et al., 2005; Dinev 

et al., 2006; Wu et al., 2018) and required to weigh the risks and benefits in a thoughtful way. 

In the AI context, our study will then indicate privacy concerns and benefit perception as main 

factors in the central route. 

 

Recent research reveals the rise of smart personal assistant (SPA) user’s issues over their 

privacy (Abdi, N., & M. Ramokapane, K. 2019; Lau et al., 2018). As a matter of fact, these 

devices are passive listeners who hear everything around the users. Results from recent 

empirical work show how reviewers expressed their concern whether in the amount, range or 

type of data collected by SPA (Fruchter et al., 2018). More importantly, other studies argue that 

privacy concerns influence disclosure intention (Wang et al., 2019, Zlatolas, Welzer, Heričko 

and Hölbl (2015). However, this influence lead people to withhold their data.  To be specific, 

individuals are reluctant to share their personal information due to perceived risks such as 

privacy harms or misused of the data by SPA (Naeini et al. 2017).  

 

Despite these concerns, these technological devices also raise various advantages, such as 

providing personalized information, online purchases, entertainment, or control over smart 

home devices (Cha et., 2021). In 2020, music stream service and research information became 

the most frequent use in the US (Statistica, 2020) (Appendix 5). The belief to experience 

personalized features can be a prior motive for users to give away personal information. 

Besides, previous studies confirm how strong individual’s preferences for smart personal 

assistant’s (i.e., SPA) innovation services influence self-disclosure intention (Lee et al., 2011).  

 

Furthermore, prior research states rational factors significantly influence the behavioral 

intention compared to the actual behavior (Dinev and Hart, 2006). According to the privacy 

paradox model, actual behaviors usually have hypothetical future plan (i.e., intentions) attached 

to them (Barth & de Jong., 2017). However, intention is not sufficient impetus for the actual 
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action (Bagozzi, 1992). Typically, the difference relies on their contextual disposition. 

Researcher states that hypothetical choices do not generate drawbacks, and require some 

cognitive resources compared to actual decision which is known as instantaneous, subject to 

high risks, and followed by emotional properties (Kang et al., 2011). Hence, intention is a 

hypothetical choice for future plan while actual behavior is applied to a real-life context. On 

one side, rational calculus in privacy aims for optimal solutions for future solutions (Kehr and 

al.,2013) and required in depth evaluation for the decision-making process (Foster & Young., 

2001). Thus, the strong association between intention and rational factors can be interpreted as 

their common ability for predicting upcoming decisions. On the other hand, when people are 

exposed to the actual future, researchers argue that the outcome is presumed to diverge as 

preference might change over time (Acquisti & Grossklags., 2003). Preference such as benefit 

perceived in disclosure is time-inconsistent which explains disparity between actual behavior 

and attitudes set with rational decision process (Kokolakis., 2017). Similarly,  the theoretical 

concern individuals claim over their data are rarely effective when times required to actually 

protect them (Joinson et al., 2010).  

 

Therefore, to measure individual’s influence on their privacy concern and benefits in their intent 

to disclose personal information, the following hypothesis are made:  

● H1: individual’s privacy concerns over smart personal assistants have negative 

influence on information disclosure intention compared to the actual disclosure. 

● H2: individual’s perceived benefits over smart personal assistants have positive effect 

on information disclosure intention compared to the actual disclosure. 

 

3.2. Peripheral route 

 

People use heuristic process while relying on cues to minimize cognitive effort towards 

message processing. Nonetheless, the sense of judgment may not be accurate (Chaiken, 1980). 

Recent work suggests social heuristic cues and informational cues as two main elements of the 

peripheral route to influence self-disclosure in an online environment (Adjerid et al., 2018; 

Wang et al., 2019). Besides, these cues may generate approval or refusal to the perceived 

message (Mondak J., 1993). Following the literature mentioned previously, we establish that 

the information to AIA’s privacy protection (i.e., informational cue) and the relationship length 

(i.e., social cue) are factors in the peripheral route. Past empirical work argues how specific 

heuristic cues, which depend on low effort cognition, are direct predictors to actual behavior 

https://www.sciencedirect.com/science/article/pii/S0736585317302022#b0190


 

18 
 

(Norberg and all., 2007). If the ELM model shows that both central cues and heuristic cues 

influence behavioral intentions that would then influence actual behavior, we argue that this is 

not the case. In fact, the crossing theories engage beyond the original privacy paradox model. 

We can find the original model of the privacy paradox in appendix 1 and 2. 

As the dual process could operate simultaneously or independently, we argue that heuristic cues 

are not predictive of behavioral intention but may operate directly in actual disclosure which 

depend on the context. The following discussion clarifies our positions on the two peripheral 

cues and their influence on actual disclosure.  

 

Information to AIA’s privacy protection  

One study posited how privacy notices significantly influence self-disclosure (Adjerid, I., and 

al., 2013). Individuals who are more knowledgeable about the companies’ privacy protection 

have a higher tendency to share personal information. Some researchers reveal that online users 

value privacy notices to feel a sense of security and increase their feeling of being protected 

(Awad & Krishnan, 2006; Milne & Culnan, 2004; Tsai et al., 2011), as a result enhancing 

disclosure behavior (Hui, Teo, & Lee, 2007).  

Therefore, researchers stated privacy policy among the direct predictor to information 

disclosure intention (Zlatolas et al., 2015). Individuals are inclined to share their personal 

information if they have a reference point about the use of their data. We believe this pre-

existing information infer an intention attempt to self-disclose but still far to do so, as 

information are likely to change. Thus, previous work mentions how information to privacy 

protection strongly affects hypothetical choice than actual behavior to disclosure (Adjerid, and 

al., (2018). The following hypothesis is arranged:   

H3a: Individual’s information to privacy protection of smart personal assistant 

positively influences information disclosure intention compared to the actual disclosure.   

 

Subsequently, companies behind those SPA are subject to some issues over security and privacy 

matter. For example, studies found some speech recognition vulnerabilities to Amazon on 

SPA’s capacity (Haack et al, 2017) and others news mentioned potential massive audio 

surveillance from the workers in Amazon (Picchi, 2019) which the latter argues that they do 

not possess the right access to their user's personal perceptible information (BBC news, 2019). 

Even so, several studies focused more on the influence of concern over security and privacy 

compared to security and data policy information towards AIA. Recent research suggests that 

users have inaccurate thoughts on SPA data processing, storage, and learning (Abdi, N., & M. 

https://www.sciencedirect.com/science/article/pii/S2543925122000353#bib74
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Ramokapane, K., 2019). Therefore, providing fair information and firm's transparency to the 

latter usage may reduce their privacy concerns (Bleier, 2020). Moreover, Culnan and 

Armstrong (1999) posited that the use of right information processed by firms can raise trust 

and decrease privacy concerns and perceived risks of disclosure to consumers. In the online 

environment, the presence of privacy seals has been found to have a positive effect on the 

perception of trust (Rifon et al. 2005). The information of the individual on SPA’s privacy 

protection will likely moderate the effect on disclosure decision-making by lessening the 

discomfort to share information.  

Thus, the following hypothesis is built:  

H3b: Individual’s information to privacy protection of smart personal assistant will 

decrease the negative relationship between privacy concerns and self-disclosure intention. 

 

Relationship length towards AIA 

Researchers have introduced the role of relationship length in different theories and contexts 

such as social influence (Robert Cialdini,1984) or social exchange theory (Palmatier et al., 

2006), which is initiated to be part of the social cues.  Subsequently, self-disclosure acts as an 

essential phase of the social relationship (Greene et al., 2006). According to social penetration 

theory, as the relationship develops, the breadth and depth of self-disclosure increase (Altman 

and Taylor, 1973). This theory gives a prior approach on the relationship between self-

disclosure, the relationship length and the level of closeness revealed as a relational 

consequence. The more time we spend with others, the more likely we are to share deeper 

information. Despite Taylor and Altman applying this theory between human-to-human 

interaction, compared to the traditional technology, AIA’s smart features are acknowledged in 

the literature as being anthropomorphic (i.e., human-like) regarding its user-friendly service, 

interactiveness and professionalism. Nonetheless, self-disclosure is considered as more salient 

in computer-mediated communication compared to face-to-face contact. Other research even 

indicates the interpersonal relation between individuals and text-based computers (Moon and 

Nass, 2000) and the gradual stage of the depth of the information to be disclosed once following 

interpersonal communication through the years (Fehr, E. & Gächter, S, 2000). Recent work 

related to the actual behavioral disclosure and relationship development on IoT have also been 

investigated and confirmed their strong association (Li. Z and Pei-Luen, 2019).  

 

Moreover, researchers mention how intimacy is defined by different key aspects and among 

them, are depth and breadth of information exchanged and length of relationship (Walster & 

https://en.wikipedia.org/wiki/Robert_Cialdini
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Berscheid., 1978). The literature posits that as two parties became intimate, they disclose more 

information at a deep level. In contrast, as the relationship changes from highly intimate to 

nonintimate, self-disclosure should reduce in breadth (Tolstedt & Stokes., 1984). This process 

is called social depenetration (Altman & Taylor., 1973) and is considered as the reversal process 

in social penetration theory. The reason is that while the relationship is gradually dissolving, a 

large amount of negative judgments, evaluations and even feelings are involved in the 

communication (Tolstedt & Stokes.,1984).
 More importantly, researchers (Grayson & Ambler., 

1999) argue how long-term relationship lessen the involvement of use from a marketing service 

perspective. (Moorman and al., 1986) explain that this low involvement is caused by lower 

valuable perception and predictable aspects on the service as time goes by. Thus, with a long-

term relationship, users will perceive less desirability to the services and later decrease 

interactions.  

 

Besides, the behavioral literature suggests that privacy judgments can be relative in nature 

(Egelman et al. 2013). Researcher posits that consumers might compare their (current) situation 

to past events or habituation (Gable & Reis., 1999). Thus, research advanced that time 

fluctuation conveys about relationship processes in everyday activity (Gable & Reis., 1999). 

Therefore, we believe that relational behavior is common to real life decisions and (Ross, 1989; 

Sprecher, 1999) posits how time period gave insights to the actual changes in people’s choices. 

Accordingly, several studies proposed that the influence of such heuristic factor may be even 

more important in actual decision context compared to hypothetical choices (Acquisti et al. 

2012; Brandimarte et al. 2012; Egelman et al. 2013; John et al. 2011). Then, we establish that 

relationship length, as a behavioral (i.e., heuristic) factor is more salient to actual disclosure 

compared to intention (Acquisti et al. 2012; Brandimarte et al. 2013; John et al. 2011).   

 

Furthermore, we assume that the more lasting the relationship between the users and AIA will 

be, lower the propensity to actually share personal information in parallel to their intention.  

Hence, we establish the following hypothesis:  

H4a: Long term relationships with the AIA have a negative impact on an individual's 

actual information disclosure compared to disclosure intention. 

 

Scholars argue that positive and negative feelings in social relationship evolve over time (Blau, 

1964; Gouldner, 1960; Homans, 1950). In this regard, researchers also advanced that social 

relationships initiate either reciprocated trust or distrust (Lewicki et al., 1998).  
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Thus, we assess that trust or distrust are consequential attributes developed through a mature 

stage of the relationship. Accordingly, low trust levels are relative to high distrust levels and 

inversely (Marsh & Dibben, 2005). Besides, past privacy work indicates the salient connection 

of distrust and the privacy concern (Scheen., 2014). Hence, relative to the definition of distrust 

(Lewicki et al., 1998), the concern over privacy reveals a sense of fear and risk that another 

may perform negative action towards personal data.  

Furthermore, based on the AIA context, recent research confirmed that in a long relationship 

with AIA, people are subject to an important identity threat, resulting to privacy concerns 

(Uysal, E., Alavi, S., & Bezençon, V., 2022). In this range, the downsides of the relationship 

became more apparent in a long duration and as the uncertainty mentioned above is even more 

triggered compared to short duration. Researchers argues that individuals process great amount 

of information within a long-lasting relationship in contrast to the early ones (Dagger & Gibbs., 

2008). 

 

Based on these references, we believe that the negative relationship value accumulated over 

time might dampen even more the trust (Brandimarte et al., 2012) and heighten distrust, as 

reinforcing privacy concern and initiate reservation towards disclosure. 

 

Despite that work related to the relationship length over the disclosure decision-making is 

scarce, our analysis believes that relationship length act as a moderator to the relationship 

between privacy concern and self-disclosure intention.  

 

Therefore, our hypothesis carried the following statement:  

H4b: Long (.vs short) term relationship with the AIA strengthens (.vs weaken) the 

negative connection between privacy concern and the disclosure intention. 

 

Intention-Behavior relationship 

Measuring those previous antecedents allow a better comprehension of factors responsible for 

intention-behavior discrepancies in general. Several studies used to measure privacy attitudes 

to determine behavior intention in a rational process and neglect the actual outcome could be 

slightly different (Dinev et al., 2015). Accordingly, past works confirmed how intention is 

assumed to be prior predictor of behavior.  
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Following the privacy paradox theory (Norberg, 2007) and applied to an AIA context, we posit 

that intention predict the actual behavioral disclosure.  We then expect to confirm this argument 

by building the following hypothesis:  

H5: Individuals intention to disclose information to AIA positively influence their actual 

disclosure behavior. 
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4. METHODOLOGY 

 

4.1. Research settings and survey design 

 

This research uses a quantitative method. We refer to previous research for consistency in our 

methodology (Norberg and al., 2007; Wang and al., 2019) and arrange an online survey. 

Moreover, our participants may appear unmotivated and burdened with an experimental 

approach.  Then, a pilot test was conducted to verify clarity and validity of the items provided. 

7 individuals with different demographics backgrounds were requested to evaluate the items 

regarding the form, semantics, and understanding of the survey.  

 

Finally, the study used Qualtrics (Qualtrics, 2022) as a professional tool to frame the 

questionnaire. Later, a link was sent to the respondents via social media (Facebook and 

LinkedIn) in a community group research study and via university students mailing.  We can 

find the list of the survey distribution channel in appendix 6.  

 

4.2. Measures 

 

Main variables 

We measure the following variables in multiple item scales: privacy concern, perceived 

benefits, relationship length, information to privacy protection, self-disclosure intention and 

actual disclosure. All items used 7-point scale (1=Strongly disagree to 7= Strongly agree) 

measurements except for relationship length and actual disclosure intention.  

 

We asked the users the duration of use of their smart speaker or smart virtual assistant in a 

single choice question.  Regarding the actual behavioral disclosure, we used 5 points scales 

(1=never to 5=very often) based on how often they have done the behavior. This measurement 

scale is based on the theory of planned behavior questionnaire (Ajzen, 2002).  

 

For AIA non-users, we prepare a similar set of questions aligned with the actual behavior but 

by replacing the focal object, i.e., AIA to online context.  

The list of presentation order and measurement items of main variables along with their sources 

are shown in appendix 4. 
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Control variables 

We also integrated control variables to ensure balance in our study, which are based on 

technology acceptance, demographics characteristics and control perception. 

Firstly, we assess two variables from the technology Adoption Model (TAM) (Davis, 1989), 

which integrate perceived usefulness and perceived ease of use in explaining the acceptance of 

such cutting-edge technology (i.e., IPA). Based on different definition applied in the literature, 

we define perceived ease of use as an individual’s perception on the level of effort set on certain 

technological mechanisms practices (Burton-Jones and Hubona, 2005; Venkatesh, 2000). 

Researchers also argue that if the technology is perceived easy to use, there will be more 

exposure and less barriers to start sharing personal information (Davis, 1989; Khan, 2020).  

Perceived usefulness considered individual’s perception on a system’s effectiveness level once 

used (Davis, 1989). This perception is also considered as the main predictor for technology 

acceptance which have been proved in one AIA contextual work (Uelsen., 2021). Perceived 

usefulness was also proven to significantly predict self-disclosure (Beldad, 2015; Beuker, 

2016).  

 

Secondly, we included perceived control over data disclosure. The theory of planned behavior 

argues how perceived behavior control is crucial determinant to the gap between intention to 

actual behavior (Ajzen, 2002). Moreover, empirical work stated that having control over 

privacy is proven to strongly impact self-disclosure (Shih, 2012). For an individual to perform 

the behavior, that person must have control over it.  

 

Lastly, we added demographics variables to the study. Other research posits that age is salient 

in the purpose of smart devices use (Garg et al., 2020). More importantly, age influence the 

privacy decision (Chakraborty et al., 2013). Recent study has proven that older generations are 

less adamant to share their personal information online compared to younger ones (Kim et al., 

2019). Aside, we also assess gender as control variable. Previous study shows that gender plays 

a salient role in disclosure behavior (Yu, T., 2014). For instance, women claimed to be more 

concern towards their privacy when sharing information to smart personal assistant (Cao and 

Wang, 2022). Furthermore, there is strong evidence that women are the one who disclosed more 

personal information compared to men (Cozby 1973; Yu, 2014). Thus, we expect to use those 

control variables over the regressions analysis that will be operated towards the main variables.  
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4.3. Participants  

 

The survey distribution lasts for two weeks from May 25 to June 6, 2022. A total of 153 

responses were collected. Nonetheless, we suppressed invalid data and missing responses. As 

far as our knowledge, the missing data are generated because some people do not seek to 

continue and decided to stop in the middle. As we purposely did provide insurance for any 

misused information, this may have an impact on the respondent’s trust and willingness 

information disclosure. Furthermore, we indicate that the participants may pursue to answer 

later or leave if not comfortable with the questionnaire and therefore, leading to some blank 

responses. We also observe duplicate IP errors which generate these blank responses. As a 

result, a total of 109 questionnaires are gathered. 
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5. ANALYSIS/RESULTS 

 

5.1. Statistical analysis 

 

We use SPSS (IBM, 2015) and SPSS Amos software (IBM, 2019) and conduct two steps in our 

measurements. Firstly, we assess the reliability and validity of all the constructs. Then, we test 

the relationships of all the variables through a regression analysis.  

Therefore, (Fornell and Larcker, 1981)’s explain that the scale reliability can be measured by 

determining the average variance extracted (AVE) and composite reliability.  

Then, we measure the reliability of the items and scales with the 6 main factors, which are: 

privacy concern, perceived benefit, information to privacy protection, intention disclosure and 

actual disclosure with their respective items and established scales. Relationship length is not 

included in the measurement as reliability cannot be assessed with single item measures. The 

list of the items is provided in table 3 and appendix 4.  

 

Then, we investigate the convergence and discriminant validity of the multi-item’s scales. (Hair 

et al., 2020) suggest that convergent validities are conform if the loadings of items and their 

respective constructs are above 0.55. Then, discriminant validity can be assessed if the square 

roots of the AVEs of any latent variables are larger than the correlations shared between the 

latent variable and other latent variables (Barclay et al., 1995).  

 

We will also assess a correlation model to investigate potential association and prevent 

multicollinearity in the measurement. 

Subsequently, to test privacy concern-intention disclosure, privacy concern-actual 

disclosure(H1), perceived benefit-intention disclosure, perceived benefit-actual disclosure 

(H2), information to privacy protection-intention disclosure, information to privacy protection-

actual disclosure (H3a), relationship length-intention disclosure, information to privacy 

protection-actual disclosure (H4a), intention disclosure-actual disclosure (H5) relationships 

were assessed using a regression analysis as mentioned previously. We include the control 

variables in the analysis (gender, age, perceived usefulness, perceived ease of use, perceived 

control). Then, we operationalize two main dependents variables: intention disclosure and 

actual disclosure. Each variable was tested separately because when tested all together, they 

exhibit covariances, especially perceived benefit, information to privacy protection and 
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relationship length (Appendix 13). (Hair et al., 1998) justify that if two measures are likely to 

covary, even if they are different, then the measures can be regressed separately.  

Additionally, we also measured the effect of relationship length and information to privacy 

protection on the relation between privacy concern and intention disclosure (H3b), (H4b). Table 

4 presents our regression analysis along its results.  

 

5.2. Results 

 

Approximately 59,6% are found to use smart personal assistant or smart speaker and 40,4% do 

not use it. Amongst the respondents, 62,5% and 37.5% percent of the respondents are female 

users and non-users respectively, and 28,4% percent are male respondents and more than half 

of them used AIA. Finally, the remaining respondents are unwilling to disclose gender 

information. Moreover, we did not find any respondents between 30 to 40 years old and the 

number of people who are above 40 years old of age is scarce. Instead, the majority (97,3%) of 

the participants are between 19 to 28 years old, with 62% are smart virtual assistants’ users: 

This result corresponds with the recent statistic on the average age of smart speaker owners 

conducted in 2019 (Kinsella, 2019) and seen in appendix 7. As a general information, our 

finding also posits how Siri dominates among adult Gen Z (Appendix 8).  

 

The demographic characteristics of the respondents are reported in Table 1 below. 

 

Table 1: Demographics characteristic of the respondents (109) 

 

Category Item N Percentage (%) Users N (%) Non-users N 

(%) 

Gender Male 31 28,4 17(54.8) 14(45.2) 

 Female 72 66,1 45(37.5) 72(62.5) 

 Unwilling to 

disclose  

6 5,5 3(50) 3(50) 

Age 18 years old 

and below 

2 1,8 2(100) 0 
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Category Item N Percentage (%) Users N (%) Non-users N 

(%) 

Age 19-40 years 

old 

106 97,3 62(58.5) 44(41.5) 

 over 41 years 

old 

1 0,9 1(100) 0 

   TOTAL 65 (59,6) 44 (40,4) 

 

Reliability and validity 

Following analysis of scales measurements, our results show that we have sufficient reliable, 

convergent and discriminant validities. The results provided in table 2 indicate that all the scales 

we operated in this model are conform to reliabilities, with an average variance extracted (AVE) 

above the minimum recommended value of 0.50, as well as a composite reliability (CR) which 

is above 0.7. Although there are two exceptions, which was slightly below the AVE threshold 

(AVE = 0.45 for actual disclosure and AVE =0.44 for intention disclosure) but admit higher 

composite reliability above 0.7 (CR=0,80 for actual disclosure and CR=0,75 for intention 

disclosure), then we conclude that the constructs’ validities are adequate as suggested by 

(Fornell & Larcker, 1981).  Regarding the convergent validities, the loading of each item and 

their respective constructs are higher than 0.55 and can be seen in table 2 below. Furthermore, 

the results in appendix 12 show that the square root of AVEs of each construct is strongly 

related to its oneself compared to other construct, which suggest an acceptable discriminant 

validity.  
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Correlations 

Table 3 shows the correlations among the variables. Privacy concern and intention disclosure 

are significantly and negatively correlated (b=-.350, p<.001). Perceived benefit is significantly 

positively associated with intention disclosure (b=.196, p<.05).  

Moreover, we perceived that individuals' actual disclosure information and relationship length 

are significantly negatively correlated (b=-.368, p<.001). Besides, the mean of the relationship 

length (M=2,52) suggests that the respondents used AIA during a term period between 1 to 2 

years.  In contrast, people who are informed about AIA’s privacy protection admit a significant 

association with the intention disclosure (b=.328, p<.001).  

 

Table 3: Correlations of all the variables 

Notes:  SD, Standard Deviation; PC, Privacy Concern; PB, Perceived benefit; ID, Intention 

disclosure; AD, Actual disclosure; RL, Relationship length; IPP, Information to Privacy 

Protection. Off-diagonal elements are the correlations among constructs. *p=<0.05; 

**p=<0.01; ***p=<0.001. 

Variables Mean SD 1 2 3 4 5 6 7 8 9 10 11 

1.Privacy 

Concern 

5,31 1,29 -           

2.Perceived 

Benefit 

5,64 1,14 -,043           

3.Intention 

Disclosure 

3,16 1,43 -,35** ,196
* 

         

4.Actual 

Disclosure 

2,47 0,94 -,121 -

,013 

,243* 
        

5.Informa-

tion to 

Privacy 

Protection 

3,65 1,66 -,118 ,173 ,328** ,061        

6.Relation-

ship Length 

2,52 1,58 -,171 ,095 ,014 -,36** 0,077       

7.Perceived 

ease of use 

4,53 1,30 ,058 ,238
* 

0,04 -,242* 0,154 0,18      

8.Perceived 

usefulness 

4,96 1,32 -,119 ,241
* 

,067 -,133 ,198* 0,16 ,378** 
    

9.Perceived 

Control 

3,53 1,36 -,128 ,186 ,267** 0,084 ,306** ,080 ,104 ,182    

10.Age 20,9 3,30 ,202* ,154 -,110 -,154 -,065 ,077 -,026 ,080 ,022 - - 

11.Gender 1,77 0,53 ,012 ,083 -,058 -,039 ,013 ,033 -,149 -,065 -,097 ,004 - 
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Regression analysis 

Table 4 represents the results of the regression mentioned in the statistical analysis. 

As mentioned in our hypothesis, privacy concern towards AIA is found to negatively affect an 

individual’s intent to disclose information (b=-0.349, p<.001) and do not have any influence on 

actual disclosure (b=-0.052, p=.456). Subsequently, perceived benefit has a moderate but 

positive influence on intention disclosure (b=0.244, p<0.05) without the control variables 

applied but appears to be less important once the latter are included (b=0.235, p=0.063).  

 

Moreover, the effect of perceived benefit appears to be less salient towards actual disclosure 

(b=0.11, p=0.437). Therefore, H1 is supported as the participants who are concerned over their 

privacy had less intent to disclose their information, but not salient enough to affect their actual 

behavior to disclosure. In contrast, H2 is rejected as the result for perceived benefit-intention 

disclosure relationship was found to be not significant.  

 

Then, relationship length’s effect on actual disclosure was admitted being significant and 

negative (b=-0.195, p<0.001) compared to intention disclosure (b=-0.001, p=0.429). Moreover, 

being informed about privacy protection positively influence the intent to share information 

(b=0.233, p<0.01) and appear to be less salient towards actual behavioral disclosure (b=0.042, 

p=0.458). Thus, H4a and H3a are supported. 

 

Regarding the moderator’s effects, information to privacy protection and the relationship length 

has no significant effect on the relation between privacy concern and intention disclosure 

(b=0.234, p=0.449), (b=-0,182, p=0.654). We also reduce the covariance between relationship 

length and privacy concern, but the result remains the same.  Then, H3b, H4b are rejected.  

Our last analysis implied the direct association between intention and actual behavior. Our 

finding shows that people’s intention to disclose information positively influence actual 

disclosure behavior (b=0.148, p<0.05). However, the power of the intention to explain actual 

disclosure is quite low (R
2
 = 0,15). Accordingly, appendix 11 shows that AIA users’ intentions 

to share their personal data appear to be salient when asking their actual behavior disclosure 

responses. Thus, H5 is supported. 
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Table 4: Regression analysis 

IV DV 

Full model 

Model w/out control 

variables 

R
2 

Coef(SE) p R
2 

Coef(SE) p 

Privacy 

Concern 

(PC) H1 

Intention 

disclosure 

0,177 -0,349 

(0,104) 

0,001*** 0,122 -0,387 

(0,100) 

0,000*** 

Perceived 

benefit (PB) 
H2 

Intention 

disclosure 

0,117 0,235 

(0,125) 

 0,063 0,038 0,244 

(0,118) 

0,042* 

Information 

to Privacy 

protection 

(IPP) H3a 

Intention 

disclosure 

 

0,150 

 

0,233 

(0,084) 

 

0,007** 

 

0,108 

 

0,282 

(0,078) 

 

0,001*** 

Relationship 

Length (RL) 

Intention 

disclosure 

0,086 -0,001 

(0,088) 

0,429 0,000 0,012 

(0,087) 

0,367 

Privacy 

Concern (PC) 

Actual 

disclosure 

0,109 -0,052 

(0,071) 

0,466 0,015 -0,089 

(0,070) 

0,209 

Perceived 

benefit (PB) 

Actual 

disclosure 

0,109 0,065 

(0,083) 

0,437 0,000 -0,010 

(0,080) 

0,896 

Information 

to privacy 

protection 

(IPP)  

Actual 

disclosure 

0,109 0,042 

(0,057) 

0,458 0,004 0,035 

(0,055) 

0,526 

Relationship 

Length (RL) 
H4a 

Actual 

disclosure 

0,205 -0,195 

(0,054) 

0,001*** 0,136 -0,220 

(0,054) 

0,000*** 

Intention 

disclosure H5 

Intention 

disclosure 0,150 

0,148 

(0,063) 0,021* 0,059 

0,161 

(0,62) 0,011* 

Main effect 

of the 

moderators        

PC*RL H4b 

Intention 

disclosure 0,182 

0,017 

(0,060) 0,78 0,126 

0,026 

(0,058) 0,654 

PC*IPP H3b 

Intention 

disclosure 0,234 

0,023 

(0,048) 0,637 0,210 

0,036 

(0,049) 0,449 

Notes: PC, Privacy Concern; PB, Perceived benefit; RL, Relationship length; IPP, 

Information to Privacy Protection. Coef =Standardized coefficients, SE=standard error. 

Hypothesis are written in bold. *p=<0.05; **p=<0.01; ***p=<0.001 (two tailed). (H1, H2, H3a, 

H4a, H5 are supported, and H3b and 4b is rejected). 
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5.3. Robustness check 

 

To prevent common method bias in our analysis, we applied a Harman single factor test. We 

observed that the total variance extracted is below 50%, equivalent to 12,49%. Likewise, this 

result indicated that common method variance (CMV) was not a major concern.  We also tested 

all the variables conjointly through a multiple linear regression with 4 structural models, aside 

the multicollinearity and covariance (Appendix 13), the results are relatively the same as when 

all the variables are tested separately (Appendix 12).  

To determine our model’s accuracy, we also bootstrapped the regression model, and the results 

remained stable as seen in appendix 10.
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6. DISCUSSION 

 

The results of the study confirm that every individual’s rational thinking brings an impact on 

intention disclosure to AIA. However, the trade-off is far away to be expected. People’s concern 

over their privacy remain to affect sharing decision (H1). However, compared to previous 

studies which demonstrated that perceived benefit enhances self-disclosure, the result of this 

study shows otherwise (H2). This disparity is partly due to the multicollinearity (Shrestha, 

2020; Steyerberg, 2016) between the perceived ease of use, perceived usefulness of the AIA 

and the benefits users and non-users recognized, which lessen the power of the predictor. While 

reducing the effect of the multicollinearity by standardizing the variables, the result shows that 

perceived benefit have a significant impact on self-disclosure intention (Appendix 9). This 

result maintains the rational calculus theory mentioned in the literature.  

We also observed the strong influence on heuristic cues on self-disclosure. Our findings suggest 

how well information to privacy protection influences directly self-disclosure intention (H3a). 

Furthermore, longer duration in the relationship admits affecting the way people surrender their 

personal data (H4a). However, these heuristic cues do not moderate the relationship between 

privacy concern and intention disclosure (H3b, H4b).  

 

Furthermore, our findings perceived that intention predict actual behavior in disclosure (H5). 

People are willing to share personal information to AIA based on their inner intentions, which 

confirm the past literature (H5).  However, the result demonstrate that intention does not explain 

fully actual disclosure. As far as our knowledge, we interpret the previous antecedents are 

important contributors for such variations, following by the scale imbalance. 
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7. CONCLUSION 

 

Contributions 

This research aims to understand a particular behavior confirmed by different works over the 

years but rather in a different setting. Through different research, we believe that people's 

disclosure behavior is affected by some stimuli. Particularly, those factors implied the cognitive 

cues and the heuristic or bias route. The purpose of our study is to confirm whether the latter is 

also applied in an AIA conceptual base.     

 

The privacy concern-benefit assessment factors are predominant in disclosure decision making 

towards AIA. We suggest that future research might be directed toward discerning the effect of 

rational calculus on disclosing information to AIA in more experimental approach and 

manipulate the elements being trade. Aside the risk-benefit attributes, we believe that trust can 

be an important factor to investigate self-disclosure. Trust can be observed as a rational factor 

in privacy decision making. In the online environment, users with a higher trust are more likely 

to share personal information as trust lessen the risk (Frost-Arnold, K., 2012; Wu et al., 2012).  

 

Subsequently, we confirm that there is a significant discrepancy between intention and actual 

disclosure.  Otherwise, it appears that this dichotomy overturned the privacy paradox theory. 

Except for the cognitive factors, heuristic cues are main determinants by explaining this gap in 

the realm of this high technology. The relational dynamics are at stake in a longer relationship 

and privacy concern pressured even more the users. In contrast, the informational cue reveals a 

positive effect on self-disclosure intention. 

 

Following these investigations, we contribute of two theoretical key points in the literature. 

Firstly, our research extends to all artificial intelligence assistants rather than one branded AIA 

(e.g., Alexa, Siri, Google, and so on…)  and can offer great insights on specific research in the 

future. Secondly, the matter of dual processes in privacy remained a question in past research 

but few have investigated those factors’ influence on intended and actual privacy behavior all 

together in an AIA environment.  Then, our study helps to extend the privacy paradox literature 

(Barth, 2017; Norberg, 2007) by investigating the gap and its underlying mechanism’s 

influence.  
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Limitations 

Despite these contributions, our research is subject to some limits. Our first limitation is related 

to the measurements. Despite that some of the survey questions are from reliable sources, our 

study required to not be fully described by different privacy antecedents nor all the items are 

adapted from sources as the AIA study in privacy is scarce and complex compared to other 

scenarios. We also suggest that for future empirical work, the scale need an adjustment for 

consistency. 

Our second constraint is due to the amount of time and resources, we adopted an empirical 

approach suitable for our study and helps to highlight previous findings. This method is not the 

most ideal as determining the actual behavior was not an easy task. Therefore, we assess past 

behavior in disclosure to be relevant on evaluating the individual’s complexity of making 

decision. Whereas future research can develop further understanding of this process by adopting 

a more practical method and with a large sample size to complement our findings.  

 

In addition, we find that heuristic cues are difficult to determine and to measure. They are 

considered as frugal and might require a specific situation to determine their power’s effect. 

Future researchers could determine different heuristic cues that influence privacy decision-

making in general context. 

Moreover, social factors towards AIA’s self-disclosure were not fully explored in past works. 

Relationship length is strongly associated with relationship closeness and interaction frequency. 

Despite our study did not elaborate more on other social cues and its potential positive effect, 

future research can investigate the relational effect on these attributes in self disclosure and 

enrich our findings.  

 

Away from the self-disclosure subject, users might develop feelings of closeness with AIA 

because of its human-like feature. It will be interesting to deepen the research if those feelings 

motivate the users to engage more and to commit more to the brand. Future research could 

determine if this connection elevates customer engagement, and later loyalty. Therefore, it may 

help on companies’ marketing plans and to improve AIA’s personalized services.  

 

Recommendation for managerial implications 

Based on these results, we present some recommendations for managerial implications.  

First, companies behind AIA should improve the communication of their privacy protection 

technology which will reduce their future and former costumer’s concerns. Therefore, smart 
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virtual assistant service providers should thoroughly notify costumers regarding their data 

processing, collection, storage, or use and brief them if any changes are made. Furthermore, 

costumers who are well informed about privacy policy will feel more at ease to share 

information. They should also allow smart speaker to only collect relevant data and construct 

preventive measures for any threats.   

 

Second, companies should allow AIA to enhance valuable services in accordance with the needs 

of the potential target and avoid irrelevant promotions.  Managers must focus on perceived 

beneficial factors, like hedonistic or technical motivations for the consumers to be attracted and 

use their AIA more. This would translate to competitive advantage in a realm where different 

brands for smart virtual assistants (e.g., Alexa, Google, Siri, and so on.) exude presence.  

Third, companies are advised to operate a costumer’s engagement strategies to sustain the 

relationship between AIA and the users but in a way to ensure active interaction and relational 

bond. Service providers should enable to nurture the relationship and ensure self-efficacy 

without trespassing the boundaries of privacy users might have. 
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Source: Retrieved 
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APPENDIX 2: PRIVACY PARADOX MODEL (THE THREE DIFFERENT 

DECISION-MAKING PROCESSES) 
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Source: Retrieved from Barth, S., & de Jong, M. D. (2017a). The privacy paradox – 

Investigating discrepancies between expressed privacy concerns and actual online behavior – 

A systematic literature review. Telematics and Informatics, 34(7), 1038–1058.  
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APPENDIX 3: SUMMARIES OF PREVIOUS INTENTION-BEHAVIOR GAP 

RESEARCH 
 

Author Category Methods Main findings 

Adjerid, I., 

Peer, E., & 

Acquisti, A. 

(2018).  

Beyond the Privacy 

Paradox: Objective 

Versus Relative Risk 

in Privacy Decision 

Making.  

Experiment

al method 

The objective and relative changes 

in privacy protection can affect 

hypothetical and actual self-

disclosure behavior. 

Norberg, P. 

A., Horne, D. 

R., & Horne, 

D. A. (2007).  

The Privacy Paradox: 

Personal Information 

Disclosure Intentions 

versus Behaviors.  

Empirical 

research 

(survey) 

Researchers found that the level of 

actual disclosure exceeded 

intentions to disclose. Besides, 

two antecedents, risk, and trust, 

are measured to determine this 

gap.  Risk admits influencing 

intention compared to actual 

disclosure and trust do not have 

any effect on actual behavioral 

disclosure. 

Risius, M., 

Baumann, 

A., & 

Krasnova, H. 

(2020, June).  

 

Introducing the 

Intention-Behaviour 

Gap to the Privacy 

Paradox Phenomenon 

Experiment

al method 

Researchers admit that intention is 

predictor to self-disclosure but 

within a certain gap. They 

introduced 3 antecedents to fill 

this gap. It confirmed to have a 

significant effect on translating 

intention into action:  

commitment, volitional strength 

and privacy concerns. 

 

Sun, Q., 

Willemsen, 

M. C., & 

Knijnenburg, 

B. P. (2020).  

The intention-

behavior gap in 

privacy decision 

making for the 

internet of things 

(IoT) using aspect 

listing.  

Empirical 

research 

(survey) 

The findings observed a reversed 

intention-behavior gap in IoT. 

Individuals disclosed less (rather 

than more) information compared 

to their intentions based on 

decision type priority (i.e., risk 

outweigh benefit). The neutral 

decision type nullifies this reverse 

gap. 
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APPENDIX 5: SMART SPEAKER USE CASE FREQUENCY IN THE UNITED 

STATES IN JANUARY 2020 

 

 

 

Source: Retrieved from Statista. (2022, March 28). Main smart speaker uses cases in the U.S. 

2020. https://www.statista.com/statistics/994696/united-states-smart-speaker-use-case-

frequency/ 
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APPENDIX 6: SURVEY DISTRIBUTION CHANNEL 

 

 

APPENDIX 7: SMART SPEAKER OWNERSHIP BY AGE GROUP IN 2019 

 

 

Source: Retrieved from Kinsella, B. (2019, June 21). Voice Assistant Demographic Data - 

Young Consumers More Likely to Own Smart Speakers While Over 60 Bias Toward Alexa and 

Siri.  
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APPENDIX 8: SMART PERSONAL ASSISTANT OWNERSHIP BY BRAND 

 

Source: Retrieved from the results of our AIA privacy investigation-survey (2022) 

 

APPENDIX 9: MULTICOLINEARITY REDUCTION  

 

IV DV 

Full model  

Full model 

standardized 

R
2 

Coef p R
2 

Coef p 

Perceived benefit (PB) H2 

Intention 

disclosure 

0,117 0,214  0,041 0,066 0,325 0,027** 

Notes: IV, independent variable; DV, dependent variables. 

 

Source: Retrieved from the results of our AIA privacy investigation-survey (2022) 
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APPENDIX 10: ROBUSTNESS CHECK: BOOTSTRAP  

IV DV Full model 

R
2 

Coef(SE) p 

Privacy Concern 

(PC)  

Intention 

disclosure 

0,122 -0,387 

(0,095) 

0,001*** 

Perceived benefit 

(PB) 

Intention 

disclosure 

0,038 0,244 

(0,115) 

 0,038* 

Privacy protection 

Awareness (PPA)  

Intention 

disclosure 

 

0,108 

 

0,282 

(0,072) 

 

0,001*** 

Relationship 

Length (RL) 

Intention 

disclosure 

0,000 0,012 (0,087) 0,893 

Privacy Concern 

(PC) 

Actual 

disclosure 

0,015 -0,089 

(0,071) 

0,205 

Perceived benefit 

(PB) 

Actual 

disclosure 

0,000 -0,010 

(0,070) 

0,867 

Information to 

privacy protection 

(IPP)  

Actual 

disclosure 

0,004 0,035 

(0,048) 

0,468 

Relationship 

Length (RL)  

Actual 

disclosure 

0,136 -0,220 

(0,049) 

0,001*** 

Intention 

disclosure  

Intention 

disclosure 0,06 

0,161 

(0,066) 0,024** 

Main effect of the 

moderators     

PC*RL  
Intention 

disclosure 0,126 

0,026 

(0,064) 0,655 

PC*IPP  

Intention 

disclosure 0,210 

0,36 

(0,001) 0,323 

Notes: N= 1000. All independent variables are standardized. The coefficients of the control 

variables are omitted. R2 for PC*RL and PC*IPP explained the power of the overall 

predictors on intention disclosure (privacy concern, relationship length, PC*RL) and (privacy 

concern, information to privacy, PC*IPP) respectively. *p<0.05; **p<0.01; ***p<0.001. 
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APPENDIX 11: DISCRIMINANT VALIDITY 

Variables Mean SD 1 2 3 4 5 6 

1.Privacy 

Concern 

5,31 1,296 0.805 
     

2.Perceived 

Benefit 

5,64 1,149 -0,043 

 

0.721 
    

3.Intention 

Disclosure 

3,16 1,433 -,350** ,196* 
 
0.66 

   

4.Actual 

Disclosure 

2,47 0,945 -0,121 -0,013 ,243* 
 
0.673 

  

5.Information to 

Privacy 

Protection 

3,65 1,667 -0,118 0,173 ,328** 0,061 
 
0.905 

 

6.Relationship 

Length 

2,52 1,585 -0,171 0,095 0,014 -,368** 0,077 
 

- 

SD, Standard deviation. Diagonal elements (italic) are the square roots of AVE. 
Off-diagonal elements are the correlations among constructs. *p<0.05; **p<0.01; 
***p<0.001. 
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APPENDIX 12: MULTIPLE LINEAR REGRESSION WITH 4 STRUCTURAL 

MODELS 

IV 

DV 

Full model with control 

variables 

Model w/o control variables 

    
MODEL

1 

MODEL

2 

MODEL

3 

MODEL

4 MODEL1 

MODEL

2 MODEL3 MODEL4 

Privacy concern Intention 

disclosure 

1,10 

-0,339 

(0,001)

*** 

1,15 

-0,338 

(0,001)

*** 

1,14 

-0,320 

(0,000)

*** 

4,35 

-0,36 

(0,049)

* 

1,00 

-0,378 

(0,000)

*** 

1,042 

-0,359 

(0,000)

*** 

1,042 

-0,327 

(0,0003

)*** 

4,08 

-0,38 

(0,032)

*   

Perceived benefit 

Intention 

disclosure 

1,17 

0,17 

(0,077) 

1,18 

0,19 

(0,113) 

1,20 

0,188 

(0,05) 

* 

1,15 

0,17 

(0,077) 

1,002 

0,225 

(0,045)

* 

1,038 

0,177 

(0,108) 

1,082 

0,16 

(0,071) 

1,045 

0,15 

(0,10) 

Information to 

privacy protection 

Intention 

disclosure 

 1,16 

0,206 

(0,012)

** 

1,08 

0,271 

(0,003)

** 

1,10 

0,273 

(0,003)

**  

1,05 

0,233 

(0,003)

** 

1,047 

0,268 

(0,003)

** 

1,054 

0,268 

(0,0031

)** 

Relationship length 

Intention 

disclosure  

1,1 

-0,059 

(0,472) 

1,105 

-0,069 

(0,45) 

16,29 

-0,165 

(0,641)  

1,04 

-0,069 

(0,39) 

1,04 

-0,082 

(0,35) 

15,32 

-0,19 

(0,56) 

PC*IPP 

Intention 

disclosure  

 1,06 

0,107 

(0,233)    

1,05 

0,101 

(0,252) 

PC*RL 

Intention 

disclosure    

16,7 

0,108 

(0,763)    

16,04 

0,126 

(0,716) 

Privacy concern 

Actual 

disclosure 

1,1 

-0,049 

(0,493) 

1,15 

-0,097 

(0,162)   

1,001 

-0,089 

(0,208) 

1,04 

-0,133 

(0,05)   

Perceived benefit 

Actual 

disclosure 

1,17 

0,061 

(0,461) 

1,17 

0,056 

(0,47)   

1,00 

-0,015 

(0,853) 

1,04 

0,005 

(0,94)   

Information to 

privacy protection Actual 

disclosure  

1,16 

0,039 

(0,469)    

1,045 

0,039 

(0,443)   

Relationship length 

Actual 

disclosure  

1,10 

-0,211 

(0,000)

***    

1,040 

-0,242 

(0,000)

***   

Notes: IV, Independent Variable; DV, Dependent Variable; VIFs are the coefficients written in 

italic. p is written in bracket and the standardized coefficient is written without it. 

Model 1: main predictors: privacy concern, perceived benefit disclosure 
Model 1 with control variables: (R2=0,203 for explaining intention R2=0,114 for explaining actual disclosure) 

Model 1 without control variables: (R2=0,155 for explaining intention R2=0,015 for explaining actual disclosure) 

Model 2: main predictors: privacy concern, perceived benefit, information to privacy 

protection, relationship length 
Model 2 with control variables: (R2=0,239 for explaining intention R2=0,231 for explaining actual disclosure) 
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Model 2 without control variables: (R2=0,229 for explaining intention R2= 0,176 for explaining actual disclosure) 

Model 3: main predictors: privacy concern, perceived benefit, information to privacy 

protection, relationship length, PC*IPP, privacy concern* information to privacy protection 
Model 3 with control variables: (R2=0,250 for explaining intention) 

Model 3 without control variables: (R2=0,239 for explaining intention) 

Model 4: main predictors: privacy concern, perceived benefit, information to privacy 

protection, relationship length, PC*RL, privacy concern* relationship length 

Model 4 with control variables: (R2=0,240   for explaining intention disclosure) 

Model 4 with control variables: (R2=0,239 for explaining intention disclosure). 

The overall model with main factors and intention disclosure (DV) indicate good fit: CFI=0.92; 

TLI=0.9; RMSEA=0.07; CMIN/df=1,6 compared to the model with actual disclosure (DV) 

with CFI=0,81; TLI=0,77; RMSEA=0,106; CMIN/df=2,2). 

 

APPENDIX 13: COVARIANCES 

   Estimate S.E. p 

PB <--> IPP 0,264 0,113 0,020* 

Notes: SE, Standard error; PB, perceived benefit; IPP; Information to privacy protection. 

Dependent variable: Actual disclosure in the model. *p<0.05; **p<0.01; ***p<0.001. 

 

   Estimate S.E. p 

PB <--> IPP 0,267 0,114 0,019* 

RL <--> PC -0,523 0,159 0,001*** 

Notes: SE, Standard error; Main predictors: PC, privacy concern, PB, perceived benefit; IPP; 

Information to privacy concern, RL, relationship length. Dependent variable: Intention 

disclosure in the model. *p<0.05; **p<0.01; ***p<0.001. 

 

 






