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RESUME

Les systémes pilotés par les données deviennent rapidement un paradigme de premier plan,
lavénement de I'TA et des systémes cyber-physiques intelligents devenant une caractéristique
déterminante de I’époque moderne. On dit souvent que la qualité des données qui entrent dans
ces systémes est le principal déterminant du comportement et des décisions qu’ils produisent.
Il est donc primordial de fournir de meilleures stratégies de gestion et d’amélioration de la
qualité des données pour les systémes autonomes.

Un autre attribut de I'infrastructure moderne basée sur les données est sa nature hautement
distribuée. En effet, les déploiements de cloud, d’IoT et de continuum/fog sont presque
omniprésents dans la pratique actuelle. Dans de nombreux cas, les systémes pilotés par
les données susmentionnés sont déployés sur ce type d’infrastructure en premier lieu. Nous
voyons une opportunité de tirer parti de I'ubiquité des ressources de calcul distribuées pour
ajouter une couche d’assurance qualité aux données.

Notre travail s’inspire de deux sources principales. D’une part, la nécessité de collecter
de maniére cohérente des données brutes de haute qualité et des informations et mesures
dérivées, en présence d’erreurs, de problémes et d’autres interférences. D’autre part, nous
nous inspirons de la fusion de données, une méthodologie couramment utilisée pour combiner
des données provenant de différentes sources afin d’obtenir des informations de meilleure
qualité que la somme de leurs parties. Nous envisageons une généralisation de la fusion de
données a tous les formats d’ensembles de données, en particulier lorsqu’elles sont obtenues en
doublons redondants par des observateurs indépendants. Nous appelons ce type d’observation
une "observation multiperspective".

Notre méthodologie de base consiste a concevoir, mettre en ceuvre et évaluer ce concept
d’observation multi-perspective. La premiére partie est un systéme d’observateurs indépen-
dants, représentés comme des nceuds dans une architecture distribuée, des collaborateurs dans
un projet crowdsourcé ou méme simplement des capteurs matériels dans une configuration
traditionnelle de fusion de capteurs.

Nous commengons par présenter la premiére partie de cette stratégie d’observation, I’acquisition
de données. Nous présentons notre premier scénario motivant, qui consiste a suivre 1’évolution
de I’écosystéme cloud-native dans un observatoire distribué "démocratique". Nous fournissons
ensuite notre implémentation de cet observatoire et présentons son utilisation pour compren-
dre et améliorer le support matériel dans les images Docker. En outre, nous discutons de
I'intégration de notre systéme d’acquisition de données avec des outils de reproductibilité
et de preuve des données centrés sur la science des données. Ce travail nous permet égale-
ment d’étudier les limites et les défis liés a 'obtention de données de la part d’observateurs
indépendants. Nous utilisons nos résultats pour développer nos méthodologies dans la partie
suivante de ce travail.

Nous présentons ensuite la solution que nous proposons pour résoudre les problémes de
qualité des données découverts : Consensus centré sur les données (DCC). En utilisant notre
systéme d’acquisition de données et les données que nous avons obtenues, nous développons
une architecture de systéme pour fusionner les observations en une vue commune de la vérité,
sur laquelle tous les observateurs sont d’accord. Nous étudions ensuite les algorithmes que
nous pouvons utiliser pour y parvenir, ainsi que les implications de notre systéme en termes
de performances.



Enfin, nous nous concentrons sur les algorithmes eux-mémes et présentons notre propre
contribution a l'espace des électeurs définis par logiciel, ’algorithme de vote AVOC, et VDX,
une spécification générique pour décrire les électeurs définis par logiciel. Nous évaluons notre
contribution a la fois par rapport et en conjonction avec I’état de I’art dans un exemple de
fusion de capteurs pour montrer que les algorithmes de vote peuvent en effet augmenter a la
fois la qualité des résultats et la performance lorsqu’ils sont correctement combinés avec des
approches de fusion de données standard.

Dans ’ensemble, cette thése présente la stratégie de I'observation multi-perspective dans une
approche de bout en bout, de 'acquisition des données a la réconciliation des conflits et a
la détermination des gains de qualité des données. Nous montrons ou cette méthodologie
est applicable et fournissons une mise en ceuvre du modéle ainsi qu’une évaluation de ses
performances et de ses limites.

Mots-clés: Fusion de Données, Systémes Distribués, Science des Données, Electeurs Logiciels



ABSTRACT

Data-driven systems are quickly becoming a prominent paradigm, with the advent of Al and
smart cyber-physical systems becoming a defining characteristic of the modern day. It is
often stated that the quality of data going into such systems is the primary determinant of
the behaviour and decisions they produce. It is thus paramount to provide better strategies
for managing and improving data quality for autonomic systems. Another attribute of
modern data-driven infrastructure is its highly distributed nature. Indeed cloud, IoT and
continuum/fog deployments are almost ubiquitous in current practice. In many cases, the
above-mentioned data-driven systems are deployed to such infrastructure in the first place.
We see an opportunity to leverage the ubiquity of distributed compute resources to add a
layer of quality assurance to data. Our work is inspired by two main sources. On one hand,
the need to consistently collect high-quality raw data and derived insights and metrics, in
the presence of faults, issues and other interference. On the other hand, we draw inspiration
from data fusion, a methodology commonly used to combine data from different sources to
obtain insights of higher quality than the sum of its parts. We envision a generalisation of
data fusion to all formats of datasets, particularly when obtained in redundant duplicates
from independent observers. We call such an observation, a 'multiperspective observation’.
Our core methodology is to design, implement and evaluate this concept of multiperspective
observation. The first part is a system of independent observers, represented as nodes in
a distributed architecture, collaborators in a crowdsourced project or even just hardware
sensors in a traditional sensor-fusion setup. We begin by presenting the first part of this
observation strategy, data acquisition. We show our first motivating scenario, tracking the
evolution of the cloud-native ecosystem in a ’democratic’ distributed observatory. We then
provide our implementation of this observatory and present its use in understanding and
improving hardware support in Docker images. Further, we discuss the integration of our
data acquisition system with data science-centric reproducibility and data provenance tooling.
This work also serves to help us study the limitations and challenges of obtaining data from
independent observers. We use our findings to develop our methodologies for the next part of
this work. Then, we introduce our proposed solution to the discovered issues in data quality:
Data-Centric Consensus (DCC). Using our data acquisition system and the data we obtained,
we develop a system architecture to merge the observations into a common view of the
truth, that all observers agree to. We then investigate the algorithms we can use to achieve
this, and the performance implications of our system. Finally, we focus on the algorithms
themselves, and present our own contribution to the space of software-defined voters, the
AVOC voting algorithm, and VDX, a generic specification for describing software-defined
voters. We evaluate our contribution both against and in conjunction with the state-of-the-art
in a sensor fusion example to show that voting algorithms can indeed augment both output
quality and performance when correctly combined with standard data fusion approaches.
All in all, this thesis presents the strategy of multiperspective observation in an end-to-end
approach, from acquiring data, to reconciling conflicts to determining the gains in data
quality. We show where this methodology is applicable and provide model implementation
and an evaluation of both its performance and limitations.

Keywords: Data Fusion, Distributed Systems, Data Science, Software Voters
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Chapter 1

Introduction

1.1 Context and Motivation

Distributed architectures are widely used in systems with a certain criticality concerning life,
environment or business continuity and with data-intensive or data-driven workloads. The
complexity of the data as well as the overall system is ever-increasing. However, with the rise
of automated decision-making and Al-driven systems, the quality of the input data utilized
is gaining increased importance, as exemplified by the data-centric Al movement[1]. It is
often claimed that the output of such systems is only as good as the input. As such, the
importance of high-quality input data is increasing, and handling key deficiencies in data
quality is a key factor in delivering high-quality decisions.

Deficiencies in data quality, such as missing or incomplete values, data corruption
and various types of biases threaten the integrity of the underlying systems and reduce the
reliability of the decisions made. Missing data can occur from incomplete execution or errors
in data acquisition pipelines, as well as misconfiguration and incomplete instrumentation.
Similarly, data can be corrupted by runtime errors or misconfiguration, such as in the case
of scraping a public data source that may change its interface. In the case of sensor data,
interference effects, such as sunlight glare on a visual sensor, can also skew or corrupt data.
Lastly, biases can be introduced in data that is collected by a single authority, even if that
authority utilizes a distributed architecture. However, distributed architectures also present
an opportunity for a solution to these concerns. An observation system that is designed
around independent observations from multiple perspectives can be used to mitigate the
negative impact of these deficiencies.

This work investigates the potential and applications of what we will refer to as
multiperspective observations. We define this as an umbrella term for observations of the
same subject from different points of view in the context of distributed systems, either by
independent authorities, independent instrumentation (e.g., redundant sensor readings) or
different observation means (e.g., acquisition methodology or preprocessing algorithms).
These independent observers can be homogeneous (i. e., using the same hardware or software)
and thus ensuring easier reproducibility at the expense of propagating implementation errors
(such as software bugs and manufacturing deficiencies). They can also be heterogeneous,
which would make comparisons more difficult, as data formats and timing would have to
be reconciled, but provide the benefit of not replicating each other’s errors, as they follow
different solutions to the same problem. This distinction can be thought of as the difference
between N-Module Redundancy and N-Variant Programming, but generalized so that both
can apply to either software or hardware. We identify a multiperspective system as capable
of performing two key tasks: The first task is reproducible data collection from independent
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perspectives, with the usage of portable software or redundant hardware. The second task is
the capability to reconcile, merge or otherwise aggregate the data from these observations
into a dataset, stream, or other suitable output representation. The second task is key to
the improvement of data quality, as it allows the construction of a dataset that is more
complete and less biased than the individual observations. In addition, the reproducible data
acquisition means that the input data production process is more transparent and wrong
decisions can be traced back more easily to misconfiguration, broken data sources etc. A
high-level overview of the concept is shown in Figure 1.1.

Multiperspective observations can be applied to several domains. In particular, we have
identified reproducible science|2, 3|, crowdsourced or collaborative data collection projects,
independent quality review of public artefacts, sensor fusion systems, particularly in the
context of smart cities|4| and other large cyber-physical systems|5| and quality control of Al
input datasets, particularly those with crowdsourced labels|6].

Several of these cases have been investigated as part of this work, with related software
and datasets available in addition to the related publications. The applied sciences setting of
this doctoral work has enabled us to work closely with partners in the industry across a variety
of projects, ensuring the broader applicability of our results. Namely, we have investigated
the reproducibility scenario, collaborative data collection and sensor fusion in IoT-centric
smart retail and building settings with redundant sensors. Concretely, this work has focused
on investigating the feasibility and applicability of this methodology to different domains
as well as on the design and experimental evaluation of systems that apply the principles
discussed. A particular focus of this work has been the application of containerized software
as a vehicle for delivering software to the different observers, as well as the development of
voting-based methods for merging the observations. The intent is to evaluate these tools and
methodologies in terms of their effect on data quality and their feasibility in practice.

We can summarize the goals of this work with the following research questions:

e RQ 1: How can multiperspective observation be utilized to obtain multiple perspectives
on data?
e RQ 2: How can crowdsourced or decentrally provided insights be utilized in practice?

e RQ 3: Can multiperspective data be aggregated/merged to resolve conflicts, restore
data loss and /or improve the reliability of a dataset?

e RQ 4: Can multiperspective data reconciliation be adapted to the needs of real-time
systems?



1.2 Contributions

The contributions made over the course of this work are on a spectrum from theory to applied
science, being driven by the particular domains of application. They can be summarized as
follows:

e Distributed metrics observation. A core part of multiperspective observation, is that
the means of deriving observations need to be easily available to all observers. In the
case of hardware, that means sensors capable of producing comparable measurements.
In the case of software, that means portable software and reusable workflows. To this
end, DIMOS (Distributed Metrics Observation System) was developed and evaluated.
DiMOS (formerly called MAO, Microservice Artefact Observatory), is a tool used to
wrap the execution of reproducible software and manage their input and outputs in
collaboration with other users. It allows the execution of workflows implemented as
containers with specific branches of repositories mounted to them as data volumes.
This allows each collaborator to manage their own copy of a dataset easily. The tool
also includes a voting system that uses the VDX (see below) specification to merge and
reconcile data from the aforementioned branches and aggregate the combined result
from all collaborators to a ‘ground-truth’ branch. This enables operators to make
independent observations on the same facts, thus improving the quality of the reconciled
consensus output.

e An integrated data pipeline combining MAO and Renku|7] is designed and implemented,
as a study of integrating multiple observation and reconciliation mechanisms. Data
generated using one approach is placed in repositories managed by the other framework.
This allows the results of a collaborative data collection workflow to serve as the input
to a reproducible data science workflow. This method allows the extension of our
method to include an end-to-end data science workflow.

e A study of hardware support in public Docker images is conducted using the data
obtained from MAQO. Several repositories with public Docker images that supported
hardware features like Intel SGX and Nvidia CUDA were analysed to generate insights
on the state of support for heterogeneous hardware in the Docker ecosystem. The
insights were used in the development of HDocker. This study is also a proof of concept
for the ability of multiperspective observations to drive decision-making, in this case
for the development of tooling.

e HDocker: Hardware Docker, a tool that was developed using insights on hardware-
compatible docker images obtained from the first deployment of DiMOS. The tool
informs the users on what hardware components (if any) a container image requires
and provides them with advice on how to configure pass-through from the host to the
container. This tool was developed to demonstrate and evaluate the utilization of our
metrics to produce actionable advice.

e DCC: Data-Centric Consensus, a method of reconciling observation data from different
perspectives using voting algorithms and aggregation. DCC is the second key compo-
nent of the multiperspective observation methodology. It allows granular comparison,
aggregation and verification of dataset views from the different observers, that are then
merged using customizable rules to produce the final agreement dataset. DCC is built
into the DIMOS tool and implemented using our VDX system.



Table 1.1: Publications and artefacts related to this dissertation

Chapter Keyword Section Publication Code & Data Venue

2 MAO-Renku 2.3 18] 9] SoftwareX’22
Docker Hardware 2.2 [10] [11, 12] DAIS21

3 DCC - [13] [14-16| TPDS22

4 VDX - [17] [18] Middleware’22

e VDX: Voting Definition eXtended, a generic specification for designing software-defined
voters. The system allows the usage of state-of-the-art voting algorithms as well as our
own AVOC voting strategy. Voting is used as the key strategy for merging diverging
views in granular data. The data-driven voting strategy employed by DCC requires
each field in the dataset to be verified separately, thus allowing a granular rule-based
verification of a large dataset, that would normally be time-consuming and costly to
verify manually. VDX is specialized in numeric voting methods, used to reconcile
numeric values using voting algorithms, though generic majority voting on arbitrary
data types is also supported.

e AVOC: Accurate VOting with Clustering, is an extension of the state-of-the-art history-
based voting algorithm by adding a clustering-based bootstrapping procedure to increase
the accuracy early in the operation of the system (before the historical record is reliable
enough) or during transient errors (when the historical record becomes unreliable). This
was developed based on the observation that history-based voting systems require a
lengthy history to be reliable, thus early in a system’s life cycle, a fallback mechanism is
needed to increase accuracy beyond what is possible in a history-based weighted average
algorithm, whose accuracy falls back to that of an unweighted average if the weights are
not yet tuned. AVOC replaces this standard fallback with the use of a clustering-based
voting mechanism, leveraging the outlier detection capabilities of clustering algorithms
to improve accuracy in these situations.

These contributions were published in conference proceedings and journal papers,
co-authored by myself and my supervisors, Josef Spillner and Valerio Schiavoni. Other
international collaborators contributed to individual publications over the course of this
work. A summary of publications completed over the course of this work, along with venues,
published datasets and code artefacts where applicable, is presented in Table 1.1. A detailed
list of publications authored over the duration of this work is available in the Appendix. The
text and findings in this thesis qualify my own intellectual contributions to these works.

1.3 Background

Managing data in the context of a distributed system involves many challenges, but its broad
applicability makes it a topic of significant interest, with several approaches to several aspects
of the issue and at different levels of maturity[19]. Individual aspects of the state of the
art and their relation to this work are discussed within the individual chapters, but it is
important to establish key concepts and the general positioning of this work within this topic
area. This section aims to briefly present some of the key challenges of distributed data
management, well-established approaches to these challenges and the position of this work
within this context. In addition, key aspects of data reconciliation and their relationship to
the application domains we mentioned above are also briefly presented here.
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1.3.1 Challenges in data quality

The reliability and usefulness of data are subject to several quality issues, with some of them
becoming more disruptive if multiple independent observations are involved. Data gaps can
range from single fields missing due to incompatible interfaces to the entire execution of a
scraping job being skipped due to errors or a power outage in the infrastructure. These gaps,
in turn, can create incomplete views of the subject under observation, which can present
increased biases in the behaviour of the system that uses the data. Another potential issue is
data corruption, commonly caused during the transfer or transformation of data from one
format to another, which can have the same effect.

Bias in the data and subsequently on the system behaviour is a very pressing problem
in the field of AI|20] and an incomplete view of the subject can lead to such biases. This is a
strong argument for incorporating multiple perspectives and collaborative data acquisition,
which is why crowdsourcing (especially in the context of labels)[6] is a common practice of
data-centric Al

Lastly, data can be manipulated by malicious actors to introduce bias beneficial to
them or to omit data that could be detrimental to their purposes. This work is not concretely
focused on the security features needed to prevent such attacks, but methods to mitigate the
impact of falsified data will be discussed in the context of data reconciliation.

To better understand the impact of data deficiencies, it is important to examine
them in the context of the different indicators of data quality, as defined by the ISO 25012
standard|21]. These indicators are:

e Accuracy: the degree to which the data is free of errors and omissions.

Completeness: the degree to which the data is free of gaps.

Consistency: the degree to which the data is free of contradictions.

Timeliness: the degree to which the data is free of delays.

Uniqueness: the degree to which the data is free of duplicates.

Validity: the degree to which the data is free of falsifications.

In the context of this work, we are primarily concerned with the first three indicators,
as they are the most relevant to the data acquisition and reconciliation processes. In particular,
our methodology to compare and combine the perspectives of multiple observers that provide
complementary or redundant data can increase the accuracy of data by resolving errors with
voting and data fusion algorithms. It can increase completeness by providing redundancy,
where if an observer fails the other observers will provide data to fill the gap. Consistency
(in our context, which is different from database consistency that relates to transactions) is
achieved by resolving conflicts between observers, with the use of voting algorithms. The last
three indicators are more relevant to the data storage and retrieval processes, which are not
the focus of this work. Timeliness and uniqueness are not attributes where multiperspective
observation can aid, and though validity can be verified in the conflict resolution process, in
practice malicious skewing of observations or attacks that affect the majority of observers are
not accounted for in our techniques, as they focus entirely on the data.

1.3.2 Data management in distributed systems

Data-intensive distributed systems are increasingly common with the advent of the big
data[22] and Al fields. Several aspects of our desired data management strategy can be seen
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Table 1.2: Data management solutions in distributed systems

System Data distri- Fault toler- Multiple Merging
bution ance views
Distributed
database v v X X
Blockchain
v X X
BitTorrent
v v X X
Distributed version partial
v v

control

in the state of the art, though as we will discuss, the intent and thus the capabilities do not
match our requirements to the point that we could adapt existing systems or architectures.

Replicated data can be seen in distributed databases|23| and in particular, federated
databases|24]. However, the intent of such systems is to provide a single, unified view of the
data to the users, which is not the case in our scenario. Still, such a system could provide a
usable back-end for our method, but that is purely an engineering consideration.

Collaborative data management naturally invokes the idea of peer-to-peer systems,
such as BitTorrent|25], blockchains|26] (and in particular, consortium blockchains|27]) and
distributed version control systems|28]. With regards to BitTorrent, once again the focus is
on a unified version of the data being available to peers. Blockchain systems are especially
interesting due to their use of consensus algorithms, however in this case, the consensus
is not a granular data-centric procedure but rather a binary security feature, not able to
provide nuances on data values. (Blocks are either accepted or not accepted into the chain.)
Nevertheless, a hypothetical data-centric blockchain could be explored, though this was not
the direction followed in this work. Still, our early MAO platform prototype was built on a
peer-to-peer architecture, as described in Chapter 3.

Distributed version control systems such as git fit our criteria a lot closer, due to the
support for multiple views of the files being tracked and the built-in tools for merging and
branching. This was a close enough fit for us to choose such systems as our backend for both
the DCC experiment and the subsequent DiMOS tool. However, it should be noted that
this is not a one-size-fits-all solution. Distributed version control systems are not meant for
the storage of large files and datasets, but once again, as this is an implementation-specific
restriction, it was still a viable option for us. What is then concretely missing from version
control systems as a solution to our needs is the ability to merge multiple versions of the
data at once, and not from the perspective of files being identical, but rather with a granular
rule-based reconciliation strategy for any conflicts. This is in broad terms what DCC aims
to achieve and what we demonstrate with the DIMOS prototype. A summary of the key
features of distributed data management systems is presented in Table 1.2.

1.3.3 Workflow and scheduling systems

Workflow or pipeline execution is a common component of data management systems in data
science and Al. Several systems have the capability of executing a pre-defined workflow, such
as Airflow|29], Dagster|30], Kubeflow[31] and other systems that can execute tasks defined as
Directed Acyclic Graphs (DAGs). For the purposes of this work, we investigate integrating
the workflow component in two ways. First, we demonstrate the inclusion of a workflow-based



Table 1.3: State-of-the-art voting algorithms and their status in our VDX specification

Algorithm class Multi-dimensional Weighted VDX
Majority based X X v
Weighted averaging X v v
Tensor voting|33| v X X
Genetic voting[34] v v partial
Clustering|35| v v partial
Maximum likelihood|[36] X v partial

system, in our case, the SDSC’s Renku platform and how it integrated with our method. This
integration is not specific to the software, but rather an investigation of how our methodology
integrates with the well-established practices of data science. However, for the majority of
the work, we focus more on the processing of data after its acquisition, and for that purpose
we assume the workflow is encapsulated within the portable software solution (in our case
the containers managed by the DIMOS tool).

Early in this work, the focus was also on scheduled execution of the data acquisition
workflows. Systems based on cron were used in early prototypes, and MAQO, the precursor to
DiMOS, featured a custom cron-like scheduler to trigger the execution of the tasks. Ultimately,
this was not pursued further, as the focus shifted to the data reconciliation and verification
aspects of the work. The existing solutions were deemed sufficient for us to use, and building
our prototypes around them introduced complexity that was not necessary for the scope of
this work.

1.3.4 Reconciling and verifying distributed data

The core focus of this work is on improving the quality of data, in the presence of multiple
independent perspectives on the subject. While the motivation and methodology are novel,
the verification and reconciliation aspect extends several existing approaches from the state of
the art. One of the main methods of data reconciliation discussed in this work is using voting
algorithms to decide the optimal values to retain within the dataset. In particular, we focus
on numeric voting algorithms, as the imprecise nature of numeric data (e.g., in the results of
an experiment) made voting a greater challenge. A detailed investigation of numeric voting
algorithms, as well as our addition to the field, AVOC, is presented in Chapter 4.

Voting however, is not limited to numeric values. Majority voting is commonly used
to compare and verify data collected by crowdsourcing|32], such as labels from Al datasets|6].
As majority voting is a powerful tool in voting for the correct value in arbitrary data that
cannot be compared numerically, it was also incorporated into our generic voting specification,
VDX, which we detail in Chapter 4. Other classes of voting algorithms are present in the
state of the art, such as tensor voting|33| and genetic voting[34|, however, these did not fit our
topic domains and were not investigated in the context of VDX. In particular, our scenarios
did not include higher dimensional data that would benefit from tensor voting techniques,
and the concept of mutating and combining outputs in genetic voting was not a good fit
for the way we implemented our generic voting, where each individual value is treated as
one voting round. An overview of the general classes of voting algorithms, their high-level
features and their inclusion or not in VDX are presented in Table 1.3.

We list genetic and Maximum Likelihood voting as partially included, as VDX includes
their voting mechanisms (weighted majority voting and weighted average respectively), but
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Figure 1.2: Overview of application domains

does not include in the specification the method the vote weights are derived, meaning
they would need to be computed separately and passed to VDX. Clustering is also partially
included, as VDX includes a one-dimensional clustering algorithm, but does not include
the multi-dimensional clustering algorithms that are present in the state-of-the-art. Our
reasoning and approach to multi-dimensional data is detailed in Chapter 4.

Concepts used in voting systems are also present in consensus algorithms. It is
important to highlight that in our context, consensus is not strictly speaking a security
feature (though it can mitigate some malicious data modifications), and as such is mostly
unrelated to the consensus protocols as present in blockchain systems. However, the key
aspects of fault tolerance, byzantine agreement[37] and leader elections (as seen in the
Paxos|[38| and Raft[39] algorithms) are relevant and are discussed in greater detail in Chapter
3, where we detail the considerations involved in the DCC methodology.

Finally, the process of data cleansing|40| is a key component in data science, and our
voting-based verification is a form of data cleansing in the presence of data redundancy. With
regards to data cleansing (or data cleaning), several other methods are combined into our
work in various ways, such as Kalman Filtering, outlier detection and clustering. These are
discussed further in Chapters 3 and 4.

1.3.5 Application domains

Multiperspective data verification is a term we use to describe a generalisation of multi-view
data fusion[41] that includes combining any form of data, from sensor reading to large datasets.
It is already employed in several domains. It is encountered in data crowdsourcing, such as in
the context of Al, where majority voting is often employed to perform quality control on data
labels|6]. Another area of Al where voting is encountered is ensemble learning, where voting
techniques are used among the classifiers used[42]. Furthermore, voting can also be applied
in scenarios where multiple models are predicting the same output and voting is employed,
weighed by their confidence interval. In addition, the recent effort for more reproducible
science depends on results being independently verifiable[3]. Though a great deal of work has
been performed to aid the reproducible execution of research artefacts, the verification that
results match is still commonly performed manually or using custom purpose-built scripts.
We identify this as a gap that can benefit greatly from automated solutions.

There are scenarios where observations may be hindered by abnormal conditions. One
such example is firewall restrictions preventing the querying of APIs or the download of
datasets from certain institutions or locations. Another might be hardware or network failures
in the middle of the experiment or during one of many scheduled runs of a scraping tool. If
experiments were to be done once, such issues may have been mistaken for the norm and



there would be no way of recovering data lost, while a reproduction across multiple observers
would allow them to be singled out as outliers and the redundancy allows gaps and corrupted
data to be recovered. We tackle the domain of reproducibility and decentralized acquisition
of batch datasets in Chapter 2.

Another angle for multiperspective data is that collected by redundant hardware
or sensor fusion systems. This is already a mature field for several applications, such as
avionics[43|, where redundant sensors are typically employed alongside hardware voters.
However, with sensor fusion gaining ground in consumer cyberphysical systems, such as in
the context of autonomous vehicles|44], the ability to standardize and develop tools for data-
centric voting is becoming relevant again. We have studies applying our VDX specification
in this context in IoT-based use cases, which we present in Chapter 4. An overview of the
identified application domains is presented in Figure 1.2.

1.3.6 System assumptions

In this work, multiperspective observation is defined as a data-centric methodology, and does
not regard the system pipeline as a whole, but rather its resulting data. As such, a set of
assumptions must be made for the rest of the system model.

As the input of the verification step is the output of the data acquisition, and the
verification system has no control over the acquisition, the input of the data acquisition is
assumed to be the same for all observers. If that is not the case, then the output would not
be comparable, and any conflict resolution would not have value. As such, considerations
needed to ensure the alignment of input data among observers (such as timing) need to be
addressed by the designer of the acquisition workflow.

Security is not a concern of the verification step. As such, if the data acquisition step
is compromised on one or more observers, the system has no way of detecting it. As a caveat,
due to the reliance on majority voting-derived techniques for the verification step, the system
can detect and filter out falsified data from a minority of nodes. This is however a side effect
of voting, and the system has no way of differentiating falsified data from a malicious node
versus erroneous data from a faulty one.

Finally, the executor of the verification (the arbiter node) is assumed to be trustworthy.
Considerations regarding this assumption and ways to address it are further discussed in
Chapter 3.

1.4 OQOutline

This thesis is organised into five chapters, with this introduction being the first one. The
remaining chapters are organised as follows:

Chapter 2 presents the data acquisition aspect of multiperspective observation. It
introduces the distributed metrics observation methodology, and presents the MAO design
as a model implementation to verify the method in practice. Our design is presented in
conjunction with the Renku data science platform developed by the Swiss Data Science
Center, as an integration effort between the two was investigated. The chapter continues with
the application of our data acquisition methodology to a study of heterogeneous hardware
support in publicly available Docker images. This study employed an iteration of the DIMOS
tool in a prototype collaborative data collection context. The results of the study were used
to develop HDocker, a tool that provides advice on how to configure hardware pass-through



for Docker containers, as a way to demonstrate the end-to-end process of deriving actionable
metrics from our process.

Chapter 3 focuses on the data aggregation and reconciliation aspects of this work. It
introduces the challenges that arise in data-intensive autonomic systems and presents a deep
dive into the considerations of developing a consensus system that can tackle the issues present.
An overview of the requirements and pre-processing needed to enable granular data-centric
consensus is described and process of DCC itself is presented, along with options considered
and challenges faced. The method is evaluated by building a prototype implementation of
DCC and applying it to DIMOS datasets as well as simulated data. Both performance and
data quality aspects are evaluated to demonstrate the capabilities of the strategy.

Chapter 4 introduces VDX, a generic specification for designing software-defined
voters. VDX is a component of the core DCC strategy of data reconciliation, a way to
define the rules needed to merge diverging numerical values within an observation. It also
presents AVOC, an algorithm for numeric voting that extends the current state-of-the-art
software voters for numeric data. VDX and AVOC are then evaluated using a set of loT-based
testbeds, demonstrating a different view of the DCC strategy, then applied to scenarios
needing real-time reconciliation of data, rather than the batch processing of entire datasets
by DiMOS.

Finally, Chapter 5 is the conclusion to this work, where the contributions are summa-
rized, the answers to the research questions posed are briefly revisited and perspectives for
future work are presented.
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Chapter 2
Multiperspective Data Acquisition

The first core aspect in a multiperspective-based data-driven system, is the acquisition
of data. In such a system, we must be able to collect data from multiple independent sources.
Those sources may be nodes in a cluster/cloud or peer-to-peer system, collaborators in a
data science project, or redundant/overlapping sensor setups. The observers could belong
to one or multiple authorities, provided their acquisition of data operates independently.
The reconciled data could then range from logs, metrics and traces to sensor readings. Our
observation concept, as presented in our introduction, can be further expanded as shown in
Figure 2.1.

Our multiperspective observation system consists of N independent observers, who
observe a common target. The method or tool used for observation may vary, provided that
the outputs can be described in a common format and be directly comparable. In our use
cases, the observation tools and methods (software or hardware) were shared among observers,
and the reproducibility of observations was guaranteed either through the use of portable
software in a reproducible environment, as described in this chapter, or with the use of
identical hardware, as demonstrated in Chapter 4. Observations can be synchronized or not,
depending on the needs of the application. The resulting observations are then subjected to a
consensus mechanism to resolve conflicts among observers. The result of this mechanism is a
single observation, representing the collective, agreed-upon view of the truth among observers.
This observation is the closest approximation of the ground truth that the observers can
create, as in real conditions, the ground truth cannot be known in advance.

In other words, given an observation subject S and N observers O, the observation is
simply:

Sobserved = Consensus(O1(T), O5(T), ..., 0,(T))

Where Consensus can be any from a number of mechanisms, further discussed in Chapters 3
and 4.

This chapter focuses on the first part of this process, the acquisition of data from
independent sources. We will motivate our example use-case, the Microservice Artefact Obser-
vatory (MAO), and present the use of this framework to study the support of heterogeneous
hardware in Docker images. Afterwards, we present our work on integrating MAO with the
Renku platform, and how this integration can be used to create a reproducible environment
for data acquisition.

It is important to define, that in the context of this work, when we mention reproducible
acquisition, we mean that the means of acquisition is reproducible. In other words, the
software components need to be identical and identically configured, and the workflow followed
needs to be the same. In such case, if the input is also identical among observers, then the
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Figure 2.1: The conceptual architecture of a multiperspective observation system. A common
target is observed. Tools may vary among observers. In the case of shared tools, using a
reproducible execution/deployment environment ensures the reproducibility of the observation.
The resulting observations are then collected in a shared storage, and subjected to a consensus
mechanism to produce a single observation. That observation is our best approximation of
the ground truth, which is not known in real situations, and can be used to drive automated
systems or as input data for Al

output is expected to be identical, and thus any conflicts are what our system is meant
to resolve, using the methodologies presented in later chapters. This is a distinction from
the typical definition of reproducibility[45], in which the output should already be identical
(often within a specific margin of error) for the reproduction of a workflow to be considered
successful. With this in mind, our system as discussed further, serves to resolve imperfections
in the reproduction of a data acquisition workflow.

These works helped us observe the behaviors of independent observation tools in
practice, and to identify the issues and challenges in producing a data-centric consensus
mechanism. Briefly, these issues can be categorized as individual and distributed issues,
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to reflect on data issues affecting one observer, or issues only apparent when obtaining an
agreement among observers. Of particular interest to us are conflicts between observers. This
brief categorization is illustrated in Figure 2.2 These issues and how we address them will be
discussed in Chapters 3 and 4.

Faults

v v

Invividual Distributed

v v v v

Data Loss Data Corruption Conflict Unique Entries

v v v

Malicious observers Faulty observers Transient

Figure 2.2: Individual and distributed issues in multiperspective observation.

2.1 The Microservice Artefact Observatory

2.1.1 Motivation

Microservices are becoming a prevalent model for modern software development as technology
is headed more toward cloud-native systems. As is usually the case with new developments,
new ways of implementing and exploiting the technology are now being released at a rapid
pace. One area of particular interest is the emerging marketplaces for microservice software
artefacts. In this context the term artefact entails any pre-made service or even set of services
made publicly available by its developer as a package to be cloned and deployed through a
marketplace. More and more such packages are made available from multiple vendors, with
leading examples being Amazon’s AWS, Kubernetes and Docker. However, as with any such
new trending technology, the early steps of development are usually somewhat chaotic. Types
of ready made deployment blocks like these are appearing fast and sometimes even failing
before receiving traction and even for established marketplaces quality control is sometimes
problematic or impossible. There is currently little effort to systematically monitor these hubs
and marketplaces and their contents. However, this endeavour is scaling up in requirements
fast. Where there used to be a handful of vendors and a few hundred artefacts to check, there
are now several thousand in many cases.

For this reason the MAO informal consortium was envisioned, as a scientific community
effort to monitor and document these artefact marketplaces, to provide insight on them
through a combination of metadata checks, code quality control and dynamic testing. MAO
was envisioned as a distributed observatory, with members choosing which monitoring projects
and experiments to join and the ability to pool and compare data to improve the output
quality. This concept is visualized in Figure 2.3
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Figure 2.3: MAO: A distributed observatory for monitoring the quality of microservice
artefact ecosystems. Each member can voluntarily join ongoing experiments and data is
pooled to create insights.

2.1.2 Background

Cloud applications based on novel microservice architectures are drawing ever closer to
becoming the norm in many sectors of modern software engineering. Microservices allow for
a complex application to be developed and operated in a distributed way as well as increasing
its resilience and scalability. Additionally, teams can select the languages and technologies to
be used for each component service with more freedom, afforded to them by the loosened
coupling between services. These services are loosely connected and typically interact with
each other within their specific architecture using Representational State Transfer (REST)
Application Programming Interfaces (APIs)[46], message queues or the newer service meshes.
A completely separate team of developers can work independently on individual component
services of a much larger application[47] and some of the resulting software artefacts can be
reusable and thus placed in a hub or marketplace for other developers to adapt and integrate
to other projects. Hubs, such as Docker Hub|[48|, Kube Apps Hub and the AWS Serverless
Application Repository, offer a growing collection of available deployment-ready packages.
These repositories of microservice artefacts are still relatively young, but already contain a
wealth of data both in terms of metadata and runtime characteristics. Some of this data is
versioned, but some can be lost through change, causing an irreversible loss of valuable data
on the evolution of microservices.

Our motivation is exploring mining and exploitation techniques for taking advantage
of this data, as well as providing a medium for data distribution and storage, that in unison
would act as a catalyst for collaboration and further research. The main inspiration for this
endeavour are existing global observatories in other fields. Such observatories are the primary
reference point for the entire field, with access to the latest scientific developments at a glance,
as well as a wealth of documents and data. Such an observatory is needed to preserve, study
and further the rapidly expanding landscape of microservice architecture.
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2.1.3 State-of-the-Art
Related Work

Various works have delved into the monitoring, testing or benchmarking of various aspects
of microservices and the application architectures they can be used in. Some approaches
focus on the metadata and logs generated by the microservices[49], some others are built to
benchmark specific architectures or test dependencies and service-to-service interactions|50]
and others on runtime monitoring of microservice-based applications. More recently, attempts
are being made for benchmarking architectural models based on microservices to study the
implications of the design pattern on real-world applications|[51]. Work has been done to
extract usable metrics for developers and corporate managers from the data obtained by
monitoring these software artefacts. Effort has also been made to set a standard set of
requirements for the orchestration of microservices. From a slightly different perspective,
some surveys have been made to detect the trends in microservice development|52].

MAQO and Predecessors

What was missing from prior works is attempts at systematic monitoring of the microservice-
related marketplaces. Preceding this research is an existing collaboration of researchers
in an effort to develop and operate research infrastructure to assess microservice artefacts,
named the Microservice Artefact Observatory (MAO). Researchers at the Distributed Systems
Research Group of the Zurich University of Applied Sciences (ZHAW) have made attempts
to crawl through the Helm charts of the Kube Apps Hub[53] and the Serverless Application
Repository[54] for QA and preservation purposes.

However, such a method of data crawling can never be made truly effective, as there
will be breaks in its execution and data will inevitably be lost. Consequently, what would be
needed is a truly distributed and decentralized architecture, that would allow the experiment
to experience no downtime and grant it fault tolerance.

Though such a task has not been undertaken before in this sub-field, some examples
of similar infrastructure are already there. Distributed architecture examples can be seen
in Planetlab, BOINC, Cloudlab, the EGI Federated Cloud, GENI or EOSC. The existence
of Data Management Platforms and the many Mining Software Repository papers show an
insight into the data mining aspect of this work, though in this case what would be needed
is a continuous stream of data. Experiments in the field include industry benchmarks like
YCSB as well as others like CloudSim and DockerAnalyser.

2.2 Analysis and Improvement of Heterogeneous Hard-
ware Support in Docker Images

We continue by presenting our work in using MAO in a real context, to collect data on
publicly available Docker images. We used this data to study the use of hardware features in
Docker images, and to propose a new metadata standard for Docker images, along with a
wrapper software for applying it in practice.
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2.2.1 Introduction

Portability is a desirable property in cloud computing|55, 56|[57]. Virtual machine images,
container images and other executable artefacts ought to be flexibly deployed across clouds|58|,
migrate from the cloud to the edge|59][60], or be confined within differentiated cloud security
zones|61]. Nevertheless, limitations to portability arise from the differences in the underlying
heterogeneous hardware. Apart from targeting the basic processor architecture, new cloud
service paradigms such as accelerated computing or secure computing demand support
for further hardware extensions abstracted as shared resources|62]. Any hardware thus
requires support in the boot process (BIOS/EFT), operating system, virtualisation layers and
application execution stacks, as well as in the applications and their constituent artefacts
(e.g., images). Among the hardware features of interest to cloud application engineers are
FPGAs, GPUs and nested virtualisation|63-65|, as well as security-increasing hardware.

Secure (confidential) cloud computing is one of the emerging concepts affected by
reduced portability: tenants offload computation to third-party untrusted providers without
having to worry about security issues typically associated with cloud offloading|66]. Over the
years, this concept has been mapped to concrete secure architectures involving monitoring
and intrusion detection|67], algorithmic proofs on data, trusted boot|68], physical security
including hardware security tokens and modules|69] and policy languages|70]. Recently,
hardware-based trusted execution environments (TEEs) enabled outsourcing the processing
of confidential data with high privacy requirements|71| towards untrusted clouds.

Mapping this concept to hardware requires support for special CPU instructions as well
as appropriate configuration of hypervisors and other execution parts. Several vendor-specific
instruction sets exist nowadays in processors available in the consumer market, as well as those
offered by cloud providers|72, 73|. Specifically, we mention Intel Software Guard Extensions
(SGX)[74], AMD Secure Enhanced Virtualisation (SEV)[75], or ARM TrustZone|76, 77]|.

In most cloud environments, Docker containers become the standard de facto, as ap-
plication developers migrate towards integrated platform services, e. g., IBM Code Engine|78§],
Amazon ECS|79], Azure Container Service[80] and Google Container Engine[81]|. Research
on heterogeneous hardware support for container execution has been limited to few aspects,
and in particular has not covered TEEs. For highly security- and privacy-sensitive software
applications, such as those in the domains of e-health, banks or smart metering, the use of
TEEs offers many benefits. To drive their adoption, it is necessary to encapsulate the use
in containerised form. Yet container runtime support for heterogeneous hardware in public
clouds is still lacking, in particular for secure execution. This is surprising given that certain
features are today available to providers of cloud infrastructure-as-a-service. For instance, all
major cloud providers offer instances with SGX-/SEV-capable CPUs, nevertheless access to
consumers is either limited or disabled. More specifically, Azure offers SGX/SEV capabilities
with their Confidential Compute instances, while IBM or Alibaba have them enabled only
for their bare metal instances. AWS and Google do not provide SGX-enabled instances,
as the feature is disabled in their systems’ BIOS.! In general, no cloud provider natively
supports a container runtime that makes use of SGX. We believe this situation is going to
fundamentally change over the next few years, and in that perspective, the research focus
will shift to provide efficient support in the application stacks and artefact management tools,
nowadays largely container-based.

1Google just recently announced SEV-enabled instances|72|, while AWS is introducing Nitro Enclaves,
heavily inspired by Intel SGX|[82].
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To allow a Docker container to utilise a hardware-specific feature of the host system,
the relevant device driver or kernel module needs to be explicitly mounted to the container
at runtime. Some features, such as SGX, can be configured to run in simulation mode in
the absence of supporting hardware. Base images that offer the relevant development tools
for these features are sometimes provided by the hardware vendors themselves (e. g., Nvidia
Docker[83]), other companies (e.g., SCONE|84, 85]) or by members of the developer or
research community. For the SGX use-case, the Graphene Secure Container Environment
(GSCE)|86] aims to wrap the standard Docker engine to allow standard images to run their
applications within SGX enclaves, although this is in preliminary stages of development.

While our analysis shows that only few Docker images require specialised hardware at
the time of writing, this is expected to change in the future. Already now, the discoverability
of hardware in the form of CPU architectures per tag is limited, leading to issues in mixed
environments. Making conscious use of the hardware features requires knowledge about
them, which is presently absent from container images and handling tools and motivates
our research. By consciously leveraging specific hardware types, augmented images can be
invaluable to certain sectors, e.g., Highly Information Sensitive Computing (HISC), High
Performance Computing (HPC) and FPGA-hosted blockchain-as-a-service|87, 88|, enabling
the integration of containers to their niche workloads.

The contributions of this paper are fourfold. We introduce a systematic analysis
of the content of Docker images with emphasis on heterogeneous hardware, especially on
TEEs for security and GPUs for acceleration. In contrast to existing empirical works, our
analysis follows a three-staged process: automated monitoring for metadata inspection, static
image inspection, and manual runtime inspection. We also contribute augmented metadata
that reflects the analysis results, and an improved hardware-aware Docker executor hdocker
that parses the metadata to increase upfront assessment about the likelihood of hardware-
dependent execution failure. We follow an open science approach. Our tools and datasets
are released and available from https://doi.org/10.5281/zenodo.4531794.

2.2.2 Background
Processors and Hardware Heterogeneity

At the most fundamental level, hardware support means the ability to execute on a given
processor architecture. Public clouds typically include amd64 (x86-64) and arm64, with
minority occurrences of 1386, ppc64el (IBM) or mipsel (Loongson). However, discussions
of heterogeneous hardware refer to a broader set of features, such as specific instruction sets.
When supported by BIOS/EFI, hypervisor and operating system, applications can typically
rely on more than 100 unique CPU flags, e.g., sse3 for streaming operations or avx for
vectoring. This also includes hardware-assisted TEEs, i.e., Intel SGX and AMD SEV or
hardware-assisted virtualisation technology (ie, Intel VT-x, AMD-V, HVM, etc). Similarly,
another group captures support for expansion devices or cards. This became increasingly
relevant in recent years, by the usage of GPUs for high-performance computing, machine
learning and simulations. We include in this group support for fast/low-latency disks (e. g.,
NVMe non-volatile memories) and network links (e. g., InfiniBand).

Docker Images

Since its introduction in 2013, Docker emerged as one the most popular cloud-native software
artefacts and as such an integral part of modern DevOps operations Several frameworks and
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Figure 2.4: Distribution of image types in an ~11’000 images non-random sample collected
as of February 4%, 2021. X-axis: processor architecture.
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Figure 2.5: Monitoring metrics for Nov 11, 2019 to Feb 4, 2021

development environments are now available as drop-in solutions using Docker, significantly
reducing the overhead of both setting them up and orchestrating them.

Images can be distributed in two ways. The first largely adopted method is using a
container registry, the largest one being DockerHub.? There are private registries, curated
by specific vendors®, which incorporate stricter standards, i. e., built-in security scanning of
all images motivated by several security issues found on public registries[89]. The second
distribution method is to include the Dockerfile in a publicly accessible code repository (e.g.,
GitHub), for users to build the image themselves[90)].

Docker has support for multiple CPU architectures, namely x86, x86-64, ARM, ARM64,
PowerPC 64 LE and IBM’s POWER and Z architectures. We fetched and analyzed a sample
of the publicly accessible Docker images on DockerHub, constituted by approximately 11’000
images (as we detail later in Section 2.2.3). We report these results in Figure 2.4 (also
released to the research community). Unsurprisingly, x86-64 leads by a large margin with
~48% of the images. Interestingly, IBM Z (S390X in Figure 2.4) is second most popular (with
~15%). We observe that ARM64 is the fastest trending image type, after x86-64, showing
a 1.7% monthly increase (Figure 2.5). Docker has recently introduced an experimental
multi-architecture builder in which several versions of an image, compatible with multiple

2Docker Hub: https://hub.docker.com/
3Red Hat Registry: http://quay.io, Tenable: http://tenable.io
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Figure 2.6: Our methodology to gather and validate DockerHub’s image data/metadata.

processor architectures are built simultaneously, thus speeding up the process of introducing
compatibility for different architectures.

Metadata available from the official registry provides basic overview metrics, such as
supported architectures and OS versions, as well as the number of images and tags within a
repository. However, global statistics cannot currently be obtained from DockerHub, as the
APT endpoint for the global catalog metadata is disabled. Utilization of Docker images in
contexts that require specialized hardware is now an emergent use-case, varying from Nvidia
GPUs to Intel SGX-compatible CPUs, though adoption appears to be at an early stage,
judging from the number of repositories and their omission from the list of official images.
They require the host to have the correct hardware and driver support installed, and are thus
limited in their reach to end users, but provide the ability to leverage Docker’s advantages
for applications that require specialized hardware features, such as secure execution and
GPU-accelerated HPC. Still, metadata does not reflect hardware dependencies, and that
makes such repositories difficult to detect with automated means, which is why we searched
by specific vendors (namely Nvidia and Intel) and hardware features (CUDA and SGX)
heuristically to create the sample for the evaluation of hardware support.

2.2.3 Methodology

The methodology followed to assess the hardware support in Docker images is divided into
three steps. The first one (Figure 2.6-@) consists of automatic monitoring of the main
DockerHub repository to retrieve a representative sample of the most used images. The
metadata from the sample images is then stored and analysed for information on any specific
hardware they support or require. The second step (Figure 2.6-@) dives deeper into the
images and attempts to find any traces of hardware-specific binaries or configuration files.
Finally, the third one (Figure 2.6-©) performs basic manual runtime testing of a targeted
selection of Docker images from DockerHub that use specific hardware features, to assess
their quality and maturity.

The automated sampling of DockerHub metadata uses a two-tier approach. The search
starts with the official Docker images, collected in a private library repository. The metadata
from this repository is collected and added to the dataset. For each entry in the resulting
data, we assume each image to correspond to an organisation, which maintains its own
repository. For example, the image nginx is controlled and maintained by a corresponding
nginx organization. We thus repeat the search for each of these possible organisations, adding
the data returned (if any) to the dataset. This process essentially creates a shallow family
tree of two levels, stemming from the official images. This serves to effectively increase the
sample size by an order of magnitude, granting us a higher number of images to investigate.
This selection process is scripted and both it and the metadata analysis runs nightly on a
scheduled monitoring setup.

Compared to typical random sampling, this method has the advantage of specifically
targeting repositories within DockerHub that are considered of high-quality /high-profile, as
their maintainers are either verified or certified publishers. It should be noted that the goal of
this sampling is to feed the next steps with potential targets, not to obtain global metadata
statistics for Docker Hub as a whole. As such, the statistics are meant as an indication of
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hardware support in the official and related repositories and do not represent a study of
Docker Hub as an ecosystem.

Currently, the metadata provided by DockerHub’s API does not provide any insight
on whether or not an image requires specific hardware to be present on the host in order
to function. A possible hardware features field could rectify this. In the present state of
the metadata, the only way to select images with specific hardware requirements beyond
CPU architecture is to rely on the web front-end’s text search function, a rather cumbersome
and unreliable approach. For example, a search of the keyword 'SGX’ with the intention of
discovering images that utilise Intel SGX, will also yield images submitted by users with the
characters ’sgx’ in their username. Naturally, such a search will exclude any images that use
the hardware but don’t include it in their name or description.

However, due to the relatively small number of images using targeted hardware
technology, it is still possible to hand-pick a sample and assess them heuristically for typical
quality metrics, such as compatibility, documentation and best practices. For the sake of
illustration, we restrict the choice of the target technologies to: (1) Intel SGX, as a secondary
processor architecture feature with high significance for security-conscious use cases, and (2)
support for Nvidia GPUs, arguably the most common example of heterogeneous computing
power. For the former, adoption is still rather limited. We believe this to change as SGX
drivers have just been up-streamed into the mainline Linux kernel®. For the latter, adoption
is more wide-spread, with many individual user-contributed repositories, so the search is
narrowed down to the images contributed by the hardware vendor themselves, and restricted
to static analysis.

2.2.4 Evaluation

We ran three separate experiments, one for each of the aforementioned methodic steps.
Figure 2.7 gives an overview of the experiments, the resulting augmented metadata and its
use in specific container and cloud management tools.

Automated monitoring. We setup automated long-term monitoring and tracking of
Docker container images via the global Microservices Artefact Observatory.® The observatory
creates execution schedules for each registered monitoring tool, and shares these tools with
other nodes within a federated cluster architecture for highly reliable observation and metadata
retrieval. The dockerhub-collector tool periodically requests DockerHub’s public API to
retrieve metadata on the ’library’ repository. This repository is unique: it is curated by
DockerHub itself and contains ’official images’, i. e., the most useful, popular and high-quality

442nd rev https://lore.kernel.org/lkml/20201214114200.GD263580zn.tnic/
SMAO: https://mao-mao-research.github.io/
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images available. Using this data as a starting point, we identify ’sister repositories’, i.e.,
attempt to see if the developer of each image maintains their own repository, for which
we request metadata. This selection process is integrated into the tool and automated. It
increases the sample from the 164 repositories of the official set to ~1200 repositories.

The continuous metadata collection has been running on each machine in the cluster
daily, starting on November 11, 2019. The data snapshots obtained by each machine are
compared for inconsistencies and then aggregated into a single dataset to analyse the hardware
trends. The images with SGX and Nvidia support are selected manually in irregular intervals,
based on a search of the repository for the specific hardware feature as explained before. The
final lists describing the samples, after filtering out duplicates, images without any version
and irrelevant repositories, are included in the dataset to ease reproducibility. Thus, we
curated multiple lists of images as February 2021 snapshot for the evaluation: full library
and associated images (~11’000), strict library subset (164), SGX (67) and Nvidia (36). We
applied static scanning to the last two, and dynamic assessment to the last.

Static image inspection. To gain further insights into the hardware-related aspects
of container images, we developed imagexplore, a tool to uncompress all layers of an image
and recursively search for the occurrence of certain files, directory and content patterns. These
come from a knowledge base created with file glob patterns as well as text and binary symbols
hinting at the presence of hardware-specific features. Matches result from the installation
of the SGX toolkits, Nvidia device drivers, USB devices or other hardware-related software
leaving traces in the system. For example, an SGX base image needs to contain the SGX SDK.
Thus, toolkit files can be detected in a predictable manner to confirm the presence of the
SDK. Extending the knowledge base with additional patterns for different hardware devices
enables the detection of images that utilize them, giving information on potential deployment
issues due to hardware incompatibility. Evidently, this experiment leads to suspicions but
not always to verified cases due to false positives. Hence, our method encompasses the
manual verification of any edge cases. Furthermore, the scanning encompasses all files in
the /dev file system, as those are not supposed to be part of any container image but their
accidental addition may reveal further insights. This scanning phase is performed for all the
automatically retrieved library and SGX images.

Manual runtime inspection. Beyond the static testing, we conduct dynamic runtime
invocation on the SGX images to find out the actual use of any TEE-related operation. This
test is run on an SGX machine using an Intel Core i7-8650U. We categorised the SGX images
into (1) base images and (2) those for applications or tools. We assessed them on the presence
of documentation, instructions and the ability to initialise on an SGX-compatible machine. It
is important at this stage to define what ’initialise’ means in this context. For an application
or tool, this is trivial: we expect some program output or the successful initialisation of a
service. For a base image, we expect to setup a functional development environment when
we run the image in interactive mode. This was achieved by inspecting the image to ensure
the SDK and relevant dependencies are present. In the case of curated images, code samples
are provided in the documentation that can be used to test the image. Due to the small
number of SGX images, we allowed a minimal troubleshooting, which we define as being able
to run the images by just following the instructions (if any). In case of errors, we see if it is
straightforward to resolve, e. g., mounting a file in a volume or specifying a command-line
argument. If not, the image is deemed as not working, although its usability mainly depends
on incomplete (or lack of) documentation. The minimal configuration possible for an image
without instructions or other forms of documentation is to run it with no options besides
mounting the SGX-related virtual devices from the host (i.e., /dev/isgx and /dev/mei0).
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Figure 2.8: Images updated and data uploaded from Sept’19 until Feb’21; y2axis (right
side): inbound network traffic originated by updates of the images on the ylaxis.
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Figure 2.9: Active users by day from Sept’19 until Feb’21.

For base images, this proved sufficient on the majority of occasions, as the images contained
all the development tools they needed except for the hardware driver component.

Results

Automated monitoring results. The automated monitoring of Docker Hub’s public
metadata gives the basic overview of processor architecture and operating system support
discussed above. While not novel in itself, we further consider the amount of activity on the
chosen sample during the same time period. Figure 2.8 and Figure 2.9 present respectively
the amount of image updates and total data volume per day, as well as the number of unique
usernames that appeared in each day’s data, extracted from the same dataset. The goal of
this observation is to ensure that our sample does not come from an inactive subset of Docker
Hub, and thus reflects recent trends. Despite this being a small subset of approximately 1200
repositories, it gives a sense of the activity and data throughput per repository in Docker Hub.
In the observed period, the total amount of data pushed to these repositories was ~23TB.
Static image inspection results. We run the imagexplore tool on three sets of
container images: (1) 67 SGX candidates, (2) 36 Nvidia candidates, and (3) 164 official
library images as subset of the sample whose metadata we continuously retrieved over multiple
months. Due to the absence of a :latest tag or non-public images, not all pulls succeed,
thus these numbers are slightly reduced especially for less maintained non-official images for
which non-default tags have therefore been recorded. All layers of all images are unpacked on
disk for the analysis. We expect the tool to indicate 100% SGX and Nvidia dependencies in
the first two sets (minus false positives), and 0% any hardware dependency in the third set
(minus false negatives). Table 2.1 compares the results. Among the SGX candidates, four
use the name coincidentally but do not contain any SGX-related code. Similarly, among the
suspected Nvidia images, four contain code to run the Kubernetes-based EGX Al platform
that is offered by Nvidia but do not contain any hardware-related code themselves. Among
the library images, three are operating system distributions with support for USB devices
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Table 2.1: Automated static analysis of the SGX, Nvidia and library container samples.

SGX Nvidia Library

images images images
Count 67 36 164
Successfully retrieved 62 (93%) 14 (39%) 156 (95%)
Cumulative disk size 61 GB 15 GB 75 GB
Hardware dep detection correctness 58 (94%) 10 (11%) 152 (98%)
Detection time 1876.7 s 211.0 s 1080.4 s
Exceptions False pos. False pos. False neg.
Excepted images sgx-django, egx-*, odoo, crux,

sgx-bootstrap, eac sourcemage

SEX-COSIMOS,
payload-ethash

Table 2.2: Device files in the SGX and library container samples.

SGX Nvidia Library
images images images
Average /dev layers 2.1 1.0 1.0

Multiple /dev layers 10 (15%) 0 (0%) 8 (5%)
Shadow /dev files 27..36 (563%) 1.2 (14%) 6..11 (7%)
Further /dev files 27 (40%) 1 (7%) 3..8 (5%)

that are successfully detected, whereas the vast remainder are pure application containers.
The average scanning time per image already present locally is 7.0 s for library images, 15.1 s
for Nvidia images and 30.3 s for SGX images on a server with Xeon E3-1270 CPU @ 3.80GHz.
The main contributor to the significant difference is that most library images are rather tidy
base images whereas especially the SGX images contain many layers with thousands of added
files.

Concerning the /dev file system, the official images show better quality compared to
the SGX images. However, in both sets, a lot of superfluous files were found. The Nvidia
images are quality-wise in between with still a few of such files. Most of them mirror the
standard device files added automatically by Docker, whereas almost as many consist of
various other files to access audio devices, RAM disks, shared memory and other hardware.
We suspect careless creation of images by snapshotting running container instances without
proper post-execution cleanup of device files is the main reason. This hypothesis is supported
by the occasional leftover of temporary files (/tmp, /var/tmp) in both sets of images. Table 2.2
compares the device file findings, with the optimal metric being 0 in all rows. The table
shows how many images had multiple /dev layers, and how many layers on average those
images had.

Manual runtime inspection results. The mentioned categories yield 33 base
images (49.25% of total), 29 apps/tools (43.28%) and 5 images (7.46%) whose functionality
could not be determined due to lack of documentation. The latter ones are excluded from
the percentage calculations that follow. As for quality metrics, 47 of the images (75.81%)
initialised successfully when tested and only 14 of them (22.58%) had any documentation or
instructions.

Considering Docker Hub’s limitations on making images private, the bulk of the
undocumented images are likely experiments that were not meant to be shared. Even within
these 67 images, a certain degree of deduplication was possible. Upon manual inspection 28 of
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the images were derivatives of others in the same set, of which 18, based on their functionality,
were duplicated of earlier versions of other images. Examples include several variations of
the SGX base image, which provides the SGX SDK and Platform Software (PSW) and an
example "hello world’ application, cementing the observation that many images available
were simply the results of users experimenting with the technology, or following tutorials.
The lack of documentation and the amount of 'hello world’ duplicates in the sample is a clear
indication that the majority of images that use the SGX technology are experimental, and
thus adoption of the technology is in its infancy in the Docker ecosystem.

In terms of observed errors among the 15 failures, there were image initialisation errors
for 4 images and an enclave initialisation for 1. Others were application-specific errors. It is
important to mention that as with any heuristic evaluation, the testing methodology can
affect the final result and as such, the 15 failures have to be treated as an upper bound. As
a secondary experiment, we attempted to run the tools that ran successfully, but without
mounting the SGX devices. For them, 8 out of 15 ran successfully in simulation mode,
with only two "hello world” applications and an SGX-specific stress testing tool failing due
to enclave initialisation errors. The 4 remaining failures were instances where the output
of the program made it difficult to understand if initialisation was successful, ie possibly
false-negatives.

The high success rate of the base images, even those with no documentation, also has
a simple explanation. These images usually only include the SGX dependencies (the SDK and
PSW) and typically some language specific dependencies for development. Thus, generically
running them interactively by simply mounting the SGX device drivers is expected to yield a
high degree of success. The spreadsheet used to track this heuristic evaluation is available in
the publicly released dataset.

Images with support for Nvidia GPUs are far more numerous, potentially up to 1411
image repositories in our latest snapshot. We note that the company maintains 2 distinct
organisation accounts (nvidia and nvidiak8s, respectively with 22 and 12 repositories),
the latter focused on Kubernetes-related images. A common characteristic of both is the
almost complete absence of documentation within Docker Hub itself. Instead, all relevant
documentation is available in Nvidia’s Github repositories, where the source code for these
images can also be found. The absence of links from the Docker Hub repositories to the ones
in Github however, means that the only reliable source of information on these images and
their usage is Nvidia’s Github. This is by no means an oddity, as typically Docker Hub is
used to store images for public distribution and serves as a medium for users that wish to use
a specific tool without building from source code manually, one of the main advantages of
Docker. In that context, only having minimal documentation on Docker Hub (usually related
to differences in using the image compared to running a tool natively) makes sense, as the
main source code repo is responsible for housing the full documentation.

Augmented Metadata

As mentioned earlier, the existing metadata schema for Docker, a sample of which can be
seen in Listing 2.1, does not contain hardware details beyond the CPU architecture. As such,
Docker images built to utilize specialized hardware can benefit from augmented metadata
to include hardware requirements. Such images are still a relatively small niche within the
ecosystem. However, additional metadata can benefit users attempting to deploy them, as a
clearer picture can be obtained by the Docker client on whether the image can be expected to
function in the target system. To this end, we propose hardware-specific fields be added to the
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Listing 2.1: Existing Docker metadata schema sample.

L

2 "library/mongo": {

3 "count": 635,

4 "next": "https://hub.docker.com/v2/repositories/library /<
mongo /tags’page=2",

5 "previous": null,

6 "results": |

7 {

8 "name": "3.6.15—xenial",

9 "full_size": 165560728,

10 "images": |

11 {

12 "size": 165560728,

13 "digest": "sha256:¢
e224e342ed62274df41a7f57e6cla221abd7ab8ead788abfb124eb5f15fd2eab<
n

14 "architecture": "amd64",

15 "os": "linux",

16 "os_version": null,

17 "os_features": "",

18 "variant": null,

19 "features": ""

20 }

21 I,

22 "id": 75028785,

23 "repository": 21412,

24 "creator": 1156886,

25 "last_updater": 1156886,

26 "last_updater_username": "doijanky",

27 "image_id": null,

28 "y2": true,

29 "last_updated": "2019—11—-05T05:08:24.84415Z"

30 I}

31

Figure 2.10: The existing metadata schema for Docker images.

metadata of Docker registry entries. Furthermore, with Docker Hub’s new rate-limiting policy
(i.e., 100 image pulls every 6 hours), pulling an image simply for the sake of inspecting is
problematic for free-tier users: with better metadata, operators can make informed decisions
about image pulls ahead of time. Note that part of the additional information we propose to
include is contained in the experimental image manifest v2, schema 2 of the Docker registry
API specification|91] (see Listing 2.2, features element). Evidently, this implementation has
some limitations. First and foremost, the image manifests are not available via the public
API. As a consequence, one must pull the image and inspect it manually, a process that is
hard to automate and requires storage space and network bandwidth for then potentially
non-executable images. For instance, docker run will currently pull an AMD64 image on
ARM before complaining about incompatible binary formats. Secondly, in terms of hardware,
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Listing 2.2: Hardware features exten- Listing 2.3: Support for heterogeneous hardware

sions. sources.
1 { 1 {
2  "platform": { 2 "platform": {
3 "architecture": "¢ 3 "cpu": {
amd64 ", 4 "architecture": "amd64",
4 "os": "linux", 5 "features": {
5 "features": | 6 "SGX": "supported",
6 "ssed" 7 "ssed": "required"
7 I1} 8 }
9 }
10 "hardware": {
11 "GPU": "nVidia"
2},
13 "os": "linux"
i}

Figure 2.11: Support for heterogeneous hardware sources.

only CPU architectures and instruction sets are considered. Consequently, one cannot identify
if an image uses GPUs or FPGAs from its manifest alone. Finally, CPU architecture variants
and features are written to the manifest manually but cannot be verified during validation.
This leaves the inclusion of this information at the discretion of the developer and the
validation up to the end user.

Thus, we propose an extension of the platform information that distinguishes CPU
architecture and features, as well as other hardware devices supported. Listing 2.3 shows an
example in augmented JSON format that serves as downward-compatible replacement for the
current Docker registry metadata. We argue that it is important to distinguish a hardware
feature as supported, e.g., its functionality can be emulated /simulated if the hardware
component is missing), or required, e. g., the container will fail without it.

Moreover, specific hardware support from the host needs to be passed through to the
running container. Hence, rather than replicating pass-through parameters in all scripts and
composition documents (Listing 2.4), we argue for tightly binding them with the container
metadata. Similar to how permissions are confirmed by users of mobile phone applications,
administrators can interactively approve applications based on displayed host device access
permissions. In addition, some containers require volumes to be mounted, or access to the
Docker daemon socket, to be indicated in the extended metadata structure.

Improved Container Image Tooling

Finally, we introduce hdocker, a hardware-aware wrapper around the docker run command,
to perform several tasks that streamline the use of Docker containers across heterogeneous
hardware architectures. Specifically, hdocker can:

e Report on the availability of tags per architecture and architectures per tag.

e Check whether CPU flags and hardware devices are present and activated, beyond the
standard CPU architecture and operating system.
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Listing 2.4: Pass-through support.

-
2 "platform" as defined above

3

4 "passthru-devices'": |

5 "/dev/kvm", "/dev/net/tun", "/dev/bus"
6 ]7

7  "volumes": |

8 "/run/secrets", "/var/run/docker.sock"
9

I}

Figure 2.12: Pass-through support.

e Check whether device files and volumes are appropriately declared to be mounted in
the invocation parameters.

e Inform the user with clear actionable advice in case of unsupported features.

e Automate the analysis (using imagexplore) and decisions if asked to do so and if possible.

The hdocker tool is metadata-driven, as it parses the augmented metadata curated
from our experiments. Unless cached locally, it downloads all container image layers, runs
imagexplore over all images, and store the resulting JSON metadata files. If the registry
uses our augmented schema to retain this information, end users would not have to perform
the image pull and analytics to obtain the hardware requirements of the image and hdocker
could configure the hardware pass-through automatically.

Beyond the designed and implemented hdocker CLI, we also envision further tools to
assess the metadata in a similar way. Among them are autonomous container migration tools
that work as target node filters in heterogenous computing continuums (ie cloud /edge/fog/IoT
or osmotic settings|92]).

2.2.5 Discussion

While Docker images that support or require specialised hardware still comprise a very small
share of the total available images, we argue that their significance to industries that make use
of heterogeneous or specialised hardware justifies communicating support for such features in
an image’s public metadata.

Our proposed support is nevertheless not a simple addition to the metadata schema.
There are certain requirements for making its adoption meaningful.

Docker CLI support. The hardware features would have to be specified by the user
through the Docker CLI during a build, or detected by the Docker builder. The latter is
harder to implement, but would enforce the hardware specification, whereas developers would
neglect specifying the hardware requirements.

Dockerd support. When attempting to run an image with specific hardware require-
ments that are not met, the Docker daemon would need to alert the user of the issue, rather
than hdocker.

Docker Registry support. The hardware-related metadata would have to be part of
the public Docker registry API, so that end-users can make informed decisions on the images
they deploy ahead of time. The need for this is accentuated by the rate limit introduced by
Docker Hub recently, forcing operators to be mindful of image pulls they make.
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2.2.6 Related Work

Analyzing and understanding large container datasets offers substantial insights into current
trends among practitioners and DevOps engineers’ best practices. In[93|, authors produce a
large-scale dataset of more than 450’000 Docker images by crawling Docker Hub, downloading
and decompressing images and analysing their contents. The dataset is populated with
file-level metrics such as compression ratios, file types and sizes, and content-level metrics,
i.e., programming languages, compressed files and database systems. Despite rich metadata
including deduplication metrics, the underlying OS or architecture features are ignored.
Moreover, the dataset is not made available, forcing the research community and ourselves
to implement, deploy and run our own crawler to get complementary insights. While our
automated monitoring is on a smaller scale, we produce and release a curated dataset that
provides historical metrics by monitoring at regular intervals over a longer period of time. Our
dataset also serves as an example of the type of insights that could be obtained by applying
our methods to other repositories, such as those maintained by specific organisations.

Approximate Concrete Execution|94] applies binary analysis to container images used
in serverless platforms such as Google Cloud Run and AWS Fargate. It uses function-level
fingerprinting to identify security problems in an early stage, based on a database associating
fingerprints with such issues. The same technique could be used to fingerprint hardware
dependencies. For simplicity, we look at container images at a coarse-grained level — if any
script or application therein depends on a specific hardware feature, no matter if this is run
on startup or just placed accidentally in the image, we consider the dependency to exist.

Several container orchestration tools have been recently proposed specifically for
heterogeneous hardware clusters. However, they lack the necessary detection and expression
of hardware dependencies within the container images or composed applications. DRAPS|95]
focuses on resource allocation, and thus in quantitative differences in CPU performance,
amount of RAM and network/block device I/O latency, whereas our work investigates
hardware differences at a deeper and qualitative level. Our work is complementary and
necessary to further improve heterogeneous cloud application orchestration with upfront
predictability about the likelihood of failure.

Dockemu extends the network simulator NS-3 with portable containers to cover IoT
scenarios|96]. It supports heterogeneity in nodes and links between them, but does not
cover hardware differences in detail. We anticipate the use of our results for building better
heterogeneous cloud simulators and emulators.

The metadata expressivity limitation of Docker Hub and privately deployed container
image registries have been widely covered by researchers. ConHub[97] is an extended metadata
management system for Docker images on top of a relational database. It supports CQL
queries and user-defined metadata, letting users manage hardware-dependent images when
importing augmented metadata, similar to the ones we propose. Similarly, Docker2RDF[98]
and DockerFinder|[99] offer queryable endpoints that will benefit from richer descriptions
including on hardware restrictions at pull time. While we focus on hardware features, studies
exist|90] to analyse image content in terms of programming languages, runtimes, security
vulnerabilities and reproducible builds, leading to further metadata.

2.2.7 Conclusion

Our multi-method analysis of Docker container images identified limitations on the handling
of heterogeneous hardware, an increasingly relevant matter in typical container environments
such as differentiated cloud services. We released a new DockerHub dataset on the metadata
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of ~11°000 Docker images over the period of more than one year. We offer insights on
available and used hardware features, e. g., related to security (SGX) and machine learning
(Nvidia). We validated initial search findings with static analysis, and cross-validated those
with runtime testing. Further, we contributed new proposals to augment the container image
metadata with hardware, device and volume information as well as tools to exploit the
knowledge at runtime for more user-friendly application handling. Overall, we observed a
solid growth of images and tags across architectures, with the exception of x386, whilst a
low number of non-toy, non-base images exploiting specific hardware beyond the basic CPU
architecture. In addition to our work on hardware support, our metadata analysis was later
extended to include other aspects of Docker images, namely Common Vulnerabilities and
Exposures (CVEs) and the presence of malware. The augmented metadata was used for
IoT-Fog-Cloud continuum deployment matchmaking|[100].

2.3 Reproducible Batch Data Acquisition

It quickly became apparent that a generic execution system based on Docker containers is not
sufficient to ensure reproducible data acquisition and data provenance in a complex system.
This is because we need to reproduce the entire execution environment, the parameters of
each software tool used, and to record the data provenance information before and after
every step. We thus investigated the integration of our workflow with an existing framework
based on executing data science workflows in a reproducible manner, and maintaining a
knowledge graph for data provenance in each workflow step. We selected the Swiss Data
Science Center’s Renku platform for this task. We continue this chapter by presenting the
Renku platform, and how we utilized it as a reproducible environment for executing data
analysis on data obtained using the MAO framework. This integration allows all steps in the
workflow, from acquisition to analysis and generation of insights, to be reproducible, thus
allowing more complex workflows to be built using our framework.

2.3.1 Significance

Microservice artefacts are basic units of software which are composed to yield executable,
distributable and scalable applications. Often appearing as single (atomic) files or compound
archives, the characteristics of each of them influence the overall characteristics of the resulting
applications at runtime. Software technology researchers are thus interested in code analysis,
static property determination at the artefact level, and dynamic runtime assessment at one
point in time, as well as in the evolution of these metrics over time. From the plethora
of already published works, one can estimate the multidimensional space of research on
microservices:

1. Artefact types: There are conventional artefact types per programming language
(for Platform-as-a-Service, or PaaS), such as Java’s web application archives (WAR),
Python’s egg files or Ruby’s gems|[101], and the respective source files. Often, they are
set up as microservices using glue code. There are also directly executable language-
and provider-specific cloud function artefacts (for Function-as-a-Service, or FaaS), such
as Google Cloud Functions and AWS Lambda, and smart contracts (for Blockchain-as-
a-Service, or BCaaS), such as Solidity[102|. Polyglot artefact types further encompass
container and virtual machine images (e.g. Docker, OVA) and their build documents
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(e.g. Dockerfiles|103|). Finally, there are composition documents (e.g. Docker Compose,
Kubernetes manifests) and even bundled compositions (e.g. Helm charts).

2. Artefact repositories: The spectrum ranges from generic software hosting (e.g.
private and public GitLab/GitHub instances) over specialised repositories (e.g. Docker
Hub, Maven Central) to hybrid solutions (e.g. Artifactory). Often, there are quality
and activity differences between them, making it necessary to use many of them in
combination as representative samples.

3. Lifecycle: There are works concerned with the design and proper abstraction levels
and factors[104], implementation techniques, code transformation, deployment|105],
live migration, benchmarking[106] and self-management.

4. Research methods: There are empirical studies with interviews|[107], quantitative
studies based on data collection[108|, simulation[109], experiments|[110], as well as
design science approaches|111].

5. Research data handling: Several authors publish no data at all. Others point to
datasets, in some cases even reproducible or evolvable ones. They fall into different
categories of the reproducibility spectrum. In contrast to other communities, there
are no standard repositories for insights into microservices, and few widely accepted
reference datasets. Feeding machine-readable data back into development and runtime
tools around microservices is however considered useful, as evidenced by the proliferation
of knowledge bases[112]. Furthermore, several studies make wide assumptions that can
be tightened with representative data samples.

The Microservice Artefact Observatory (MAQO) has been designed to overcome the
differences and difficulties in automated acquisition, aggregation, verification and analytics of
the research data related to microservices. Its main features are federation of independently
operated nodes involving several research institutions to establish ground truth based on
consensus, resilient operation to ensure the data analysis pipeline is working flawlessly, and
extensibility for new microservice technologies.

At the single node level, there is apparent overlap with other data management and
monitoring frameworks existing in the cloud-native space. However, MAQO’s main feature is
the distributed and collaborative environment it enables. MAO integrates data acquisition
tools, but those are meant to be generic tools scheduled for automated operation, therefore
differentiating it from monitoring frameworks, such as SonarQube[113]. While MAO has a
basic data workflow automation system, similar to frameworks such as Airflow|29], Dagster|30]
or Prefect|[114], it is primarily a distributed collaboration tool, rather than an automation
framework. MAQ’s primary feature is the ability to share experiment code and configurations
between collaborators, and arrange the resulting reproduced data in a way that it can easily
be compared and cross-verified and to partially automate this verification.

Once all data has been aggregated and confirmed, the scope of MAO ends. In this
article, after presenting MAO itself, we thus demonstrate how to complement it with Renku.

As opposed to static data repositories, Renku serves not only as one-time sink but
rather as a long-term platform for other researchers to curate, augment and engage with the
data continuously injected by MAO for increased reproducibility (see Figure 2.13).
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Figure 2.13: Reproducibility spectrum (source|[115])

2.3.2 Software description
Microservice Artefact Observatory

The task of the observatory is to gather information and insights on software artefacts in
the form of metrics which allow for assessing entire software applications in which these
artefacts are used as microservices. The metrics may refer to completeness of metadata, code
quality, presence of security vulnerability, unit test coverage, startup latency, robustness in
the presence of fuzz testing or elasticity, among other characteristics. The specifics of these
metrics are user-defined. To convert an observation tool for deployment to MAQO, it only
needs to adhere to a specific folder structure and be accompanied by a simple metadata file
that acts as a specification for the data the tool produces. As with all automated solutions,
the long-term aim is to remove the need to conduct isolated and error-prone data acquisition
for each study. Instead, researchers can just query a set of metrics over a set of artefact
repositories within a time window, and base their analysis on the query result which is
guaranteed to be stable, verified and citable.

The observatory consists of an generic underlying federated infrastructure in which
nodes are operated independently and coordinated via consensus voting. Nodes fetch new
data and/or create new data through aggregation and analytics. All operations are meant to
be resilient, automatable and auditable in the interest of providing a ground truth knowledge
about the software artefacts with the highest possible level of verification from trusted
operators. This knowledge is then suitable to be cited and used for further studies by
researchers. Specifically, MAO aims at these factors:

1. Automation: Repetitive data acquisition and exploration should be repeated with
fixed time periods to yield a precise representation. A task scheduler is therefore a key
component, while still allowing ad-hoc invocation for early experiments.

2. Resilience: In case a network connection fails or a scheduled task produces no
or evidently unusable results, it should be marked for repetition within a tolerance
window after the originally scheduled time. To tolerate more extended failure scenarios,
redundancy can be achieved by scheduling an experiment on multiple nodes.

3. Voting: If there are gaps or conflicts in the output data of nodes that are running the
same experiment, a conflict resolution system based on simple voting algorithms will
attempt to provide a solution that acts as the ground truth. Researchers can specify
which algorithm they wish to be used for this in their metric specification file. At this
stage the prototype implementation supports majority voting, weighted mean voting or
the option to list all diverging values instead of resolving the conflict automatically.
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Figure 2.14: The Renku Platform (source:|7])

4. Audits: Information about when which data were acquired or which experiments
were conducted is logged along with hardware information about the node so that a
comparison of for instance different runtime behaviour can be further investigated.

A number of observatory modules have been implemented specifically to address
microservice artefacts. Thus, each MAO node is capable of scheduling a daily retrieval of
metadata from Docker Hub or a weekly download of serverless applications from the AWS
Serverless Application Repository, among other types of artefacts. The determination of
aggregate values, such as the average number of maintainers per artefact, is part of these
modules but can also be implemented as dedicated aggregation modules that are scheduled
in succession. Moreover, MAO ensures that all metrics are kept in a timeline so that the
evolution of the software artefacts as well as developer/maintainer activities can be tracked
over time.

MAO is primarily driven by Zurich University of Applied Sciences, although with
increasing participation of interested researchers from other institutions, as evidenced on
its website®. Available publications cover the framework itself[116, 117] as well as artefact
type-specific quantitative assessments, covering Helm charts[118], SAM applications|119],
DApps|120], Docker images and Dockerfiles[121].

Renku

The Renku platform consists of Renkulab, a web-based application and Renku, a command-
line tool for managing code, data, workflows and making practical use of the knowledge graph.
It focuses on three pillars: reproducibility, reusability and collaboration. A public instance of
RenkuLab is available” but institutions can also host their own instances and federate them.

Renku workspaces are divided into projects, which are further linked with datasets
and interactive environments as well as an integrated GitLab instance in which the Renku
project is persisted as a versioned GitLab project (Figure 2.14). Environments such as R
Studio, Jupyter Notebooks and interactive shells are available.

The backbone of Renku is the knowledge graph, used to record and query the rela-
tionships between data and code. The analysis workflows are linked with a knowledge graph
in the following way: 1. Inputs and outputs of analysis steps are recorded into a knowledge
graph while the work is being done. 2. These steps can be repeated or integrated into more
complex workflows. 3. The provenance of all data products is always accessible via simple
tools. 4. Version control is built-in for data, code and workflows.

SMAO website: https://mao-mao-research.github.io/
"RenkuLab website: https://renkulab.io/
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Figure 2.15: Integrated Workflow

Integrated system

There are two alternative designs to integrate MAO with Renku: Running MAO as an
interactive environment within Renku, or using Renku’s API to store the output data of
MAO and perform data aggregation and analysis as a reproducible Renku workflow. We have
implemented the latter design due to the loose coupling advantage. MAQ’s interfacing with
a regular Git repository is substituted by interfacing with the repository provided by the
configured Renku project. In addition, the MAO orchestrator will use Renku’s command-line
interface to run the reproducible workflow (Figure 2.15) and update the output datasets.

2.3.3 Illustrative example

We demonstrate the capabilities of MAO with an end-to-end data analysis pipeline. We
start with a standard pipeline including data acquisition, aggregation and analysis. Then we

outline the conversion of said pipeline to take advantage of the automation features of MAO
and Renku.

Standard pipeline

The standard pipeline for this example (Figure 2.16) will include the following stages:

1. Data acquisition: Execution of a tool that gathers raw data, such as a downloader
for software artefacts and code repositories or a web scraper for software metadata.
This can be scheduled periodically with the use of cron jobs or similar tools.

2. Aggregation: Once enough data is collected, a user-provided aggregation script will
generate a dataset from the raw data, converting them to a usable format for analysis.

3. Analysis: The dataset can now be used for analysis in various ways, for example with
R scripts or Jupyter notebooks.
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Figure 2.16: Data Pipeline

Converting to a Renku project

The first step to convert this pipeline is to setup a Renku project. The raw data can be used
as input data, and the aggregation and analysis scripts can be added to the project. Then,
the aggregation and analysis steps of the pipeline can be recorded as a Renku reproducible
workflow. This will allow the dataset to be regenerated and the analysis to be updated,
whenever new input data is pushed to the repository.

Data acquisition with the M AO orchestrator

The researchers will need to setup a MAO orchestrator instance. While the system can be
started as standalone via Docker-Compose, it can also be configured to join an existing MAO
federation, in which case it will have access to the shared registry of data acquisition tools
(corresponding to stage 1 of the pipeline above) and data sets of the federation (corresponding
to Renku projects).

The data acquisition tool will need to be containerised so that the orchestrator can
interact with it via the Docker API. After that the tool can be registered into the orchestrator
which will add it to the registry, so that other members of the federation can deploy it as
well. The new tool can now be scheduled with standard crontab syntax to run periodically
via the orchestrator interface.

Renku reproducible workflow

Once the data acquisition is completed, the orchestrator will update the Renku repository
with the new input data. Then it can automatically invoke Renku’s update functionality and
run the previously recorded reproducible workflow, updating both the aggregated dataset
and the analysis results.

This means that with every scheduled execution of the data acquisition tool, the entire
pipeline will run automatically, from the raw data to the analysis results. The knowledge
graph is updated on each run.
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Figure 2.17: Conceptual diagram of the integration

2.3.4 Impact

While our research around MAO maintains the focus on microservices, the underlying
framework could also modernise quantitative research on other discrete data points retrieved
through the network in regular intervals. This encompasses finance data (e.g. foreign exchange
rates or stock tickers), health data (e.g. pandemic cases per administrative region), weather
and social networks. We expect that beyond the current focus of funding agencies on the
existence of a data management plan, increasingly the emphasis will shift towards highly
capable research infrastructures and research data management systems. With MAO and its
option to interface with Renku, this concern can be addressed. MAQ’s containerised tool
sharing feature allows data acquisition tools to be reproducible, and experiments to thus be
repeated and verified with minimal setup. Renku, on the other hand can handle the data
management in a reproducible manner and automate the analysis, granting easy access to
replication and verification studies, as well as collaborations. For the software example we
discussed above, MAO can automate the acquisition and also allow anyone to reproduce it,
while Renku can automate the process of repeating the analysis when new data is acquired,
while maintaining data provenance and versioning. In the collaborative example, different
institutions can pool aggregate data using MAO from their own monitoring infrastructures
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(e.g. software defects, weather or pandemic-related data) and easily share a Renku workflow
to manage and analyse it in the same way.

2.3.5 Conclusions

MAO delivers a federated infrastructure to perform independent quantitative software metrics
observations, to foster a shared ground truth by comparing the observations, and to gain
insights through reproducible experiments. The reproducibility is ensured by Renku, the
usage of which is transparently integrated into MAO for this matter. Software engineering
researchers looking for appropriate tools to perform long-term observations, evolution /trend
studies and assessments of recently emerging artefact technologies should consider the use of
MAO to benefit from these characteristics.

2.4 Summary

In this first chapter, we presented and formalised the data acquisition aspect of the multiper-
spective observation methodology. We motivated our introductory use-case, the Microservice
Artefact Observatory, and presented its application in obtaining data from the public Docker
Hub registry. This demonstrates one possible application scenario for our multiperspective
observation methodology, as well as being a standalone study of the support for heterogeneous
hardware in the Docker ecosystem, and how it can be improved. This work allowed us to
assess the capabilities and limitations of our observation framework, and to identify the issues
and challenges in producing a data-centric consensus mechanism.
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We continued by presenting our work on integrating MAO with the Renku platform,
and how this integration can be used to create a reproducible environment for data acquisition.
This integration allows the combined system to leverage our observation tools in a platform
that ensures reproducible execution and data provenance.

In the next chapters we will focus on the remaining aspect of our methodology, how
to reconcile these observations to obtain a common view agreed upon by all observers. We
build on our acquisition system presented here, and discuss the issues and considerations in
producing a data-centric consensus mechanism.

As we will explain in the following chapters, when running our distributed acquisition
systems for prolonged periods of time (e.g., the year-long collection of DockerHub data),
faults and inconsistencies tend to appear in the data. These faults can be caused by a variety
of reasons, such as software bugs, hardware failures, or network issues. Now that we have
concretely presented the systems with which we accumulate data, the next chapters will focus
on the reconciliation of these observations, and the production of a common view of the truth
among observers. More specifically, Chapter 3 will present our first work on introducing
data-centric consensus to our MAO platform and datasets, and Chapter 4 will dive deeper
into using voting algorithms to reconcile observations, along with how to apply them to IoT
and sensor fusion scenarios.
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Chapter 3

Decentralised Data Quality Control for
Autonomic Decisions

Until now, we have focused on the data acquisition aspect of this work. The previous
chapter detailed the ways we can ensure the reproducible and portable collection of data from
multiple nodes, and how this data can be valuable in practice. In this chapter, we introduce
the second key component of the multiperspective observation process: How to merge the
observation into one combined view, that will form the consensus agreement between nodes.
This agreement will serve as the ground truth in further rounds of observations. This is an
important reference point when ground truth measurements cannot be obtained in advance,
such as when monitoring public datasets or sensors. Yet, a ground truth measurement is
necessary to determine the accuracy of the data, so this agreement plays the role of being the
best available approximation of the ground truth. We present our Data Centric Consensus
(DCC) methodology (Figure 3.1) and the considerations that are involved in designing the
process from the integration with data acquisition tools, to the methods of resolving the
conflicts that arise when merging the data. We also present an experimental testbed used for
evaluation and our experiments to validate the effect that DCC has on system performance
and data quality.

Observer 1 F» Dataset version 1
DCC
> > Data Cl i > Voting/A i c = > Autonomic

Data source > Observer 2 Dataset version 2 g/Aggreg e —

\ 4

Observer N F» Dataset version N

Figure 3.1: Conceptual diagram of our Data-Centric Consensus methodology. Multiple
versions of a dataset are combined using a combination of data cleansing techniques and
conflict resolution to obtain a consensus agreement on the state of the object under observation.

3.1 Introduction

Humans can be excellent decision-makers in critical situations. They take the context,
constraints and possible options, risks and consequences into account to arrive at accountable
decisions in a short amount of time. Nevertheless, software-defined processes are increasingly
entering into society and often demand faster and more accurate decision-making than
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humans can deliver. Both in digital and cyber-physical systems, human operators then merely
approve pre-calculated decisions or even opt for completely autonomous system control.
This need is exacerbated by Al-based automation, which is intrinsically data-driven and
requires a high degree of data quality to be effective. Researchers have pointed out the
benefits of autonomic and data-driven decision-making. Examples include future cyber-
physical integrated societies|122|, ambulance control with critical timing based on clinical
data[123], and application placement decisions based on historical quality of service data of
machine runs[124] We argue that the prevalence of paradigms like Data-Centric AI[125] and
Cooperative IoT will only strengthen this demand.

The essential basis for any decisions are high-quality metrics, where quality is defined in
terms of completeness, correctness, precision, accuracy, timeliness and other dimensions|126].
In distributed systems, consistency among multiple, potentially independently conducted
observations is another important quality dimension. Severe faults could occur if different
system components would base their decisions on diverging local views instead of relying on
globally accepted metrics in the form of a consensus-based ground truth.

From a data perspective, current distributed systems reach consensus on the request
level|38, 127]. In practice, they collectively agree on the next operation to execute. The
data are not under scrutiny on the value level, but rather the ability of the system to arrive
at the same overall result. Scaling the granularity down to single values in a dataset of
arbitrary size would be inefficient, and indeed is not done in practice, at least not at the
scale of entire batches or datasets. This type of value-level consensus is an aspect seen in
multi-view data fusion[41], which is typically associated with sensor readings. We have thus
identified the unused potential of exploiting the multiplicity of semi-independent nodes in a
distributed system to improve data quality, using group assessment methodology to generate
value-level granular consensus without the added infrastructure complexity of running a
consensus mechanism for each individual value. The main contribution presented in this
chapter is a recomputable group assessment workflow, which allows the data generation to be
reproduced among nodes and the resulting data to be subjected to a data-centric consensus
(DCC) process (detailed later) to leverage the redundancy of independent observations, hence
reducing deficiencies and improving the overall data quality. This is achieved by comparing the
data from each observer, using voting and aggregation algorithms to converge to/agree on a
common view, and producing auditable statistics about the process at each step. DCC allows
a high degree of transparency, as the degree of success of our method can be verified by a
human operator at any point, even if the system does not require such intervention functionally.
We argue that systems to produce and manage ground truth become more important because
distributed systems with data-driven autonomic behaviour are increasingly deployed in critical
domains, such as healthcare, transportation, and smart cities. Consequently, we propose
a scalable distributed approach and system design and investigate its concrete benefits in
terms of mitigating or correcting deficiencies in data. The system design is applicable to
many current behavioural observation problems in distributed software technologies, such as
quality control for data-rich domains, for instance as cloud-native software artefacts, which
we use as a model use case in our experiments in Section 3.7.

The rest of this chapter is organized as follows. We first give detailed information on
data-driven system automation (Section 3.2). Next, we outline common deficiencies in metrics
that should support decision-making in Section 3.3. We introduce our federated voting
approach and our system design requirements in Section 3.4. The two modules that comprise
our system, for reproducible data collection and federated voting-based verification and
detailed in Section 3.5 and Section 3.6 respectively. We validate our research experimentally,
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presenting our results in Section 3.7. We survey related work in Section 2.2.6, before
concluding and discussing future work in Section 2.2.5.

3.2 System Automation and Autonomous Decision Mak-
ing

Decisions in most complex systems are taken based on rules that encode conditional execution,
with conditions referring to metrics. For instance, if the logical conjunction of A and B
holds in a situation, where A and B could be metrics-involving equations such as a < 10
and b = "success”, then C is activated. We refer to a and b as metrics that result from
direct observation in the form of monitoring, tracing, scanning, service responses or other
forms of automated information acquisition. Further metrics may result from model-based
predictions|128|, aggregations[129] and other form of metrics processing.

When all observations are performed by a single entity, consensus is implied. However,
scalable, robust and reliable system design in general calls for diversified and redundant
availability of all critical system parts[130], including distributed observers|131].

Due to the need for these parts to operate independently for increased reliability, a
decentralised observation model[132] emerges.

The background for this work is focused on autonomic systems. We define these as
systems that rely on a continuous stream of data that they use to make critical decisions.
These decisions affect the behaviour of the entire system. Thus, systems like this are highly
reliant on the quality of the data present, and thus a decentralised observation model with
multi-authority verification can increase the reliability of their operation.

Examples of performing critical runtime decisions based on decentralised observation
results include: (1) Probabilistic macro observations leading to decentralised decision-making
in deployments of multiple robots|[133]. This technique helps to overcome uncertainty in
local observation models; (2) Intelligent operation in Cloud and Fog environments through
Prometheus monitoring of instrumented applications, inference and prediction in machine
learning contexts[134]; (8) Automatic blocking of container[135] or VM images in deployment
pipelines upon the presence of security vulnerabilities in these artefacts. A policy-driven
approach toward this goal is CIPolicE[136]. This work shows the drawbacks induced by
thorough artefact scans, and highlights the operational advantages of a distributed observation
infrastructure.

Such observation may have deviations, ranging from chaotic variations within a
tolerable range (e.g., when measuring a dynamic property), to systemic deviations caused
by system or network faults (e.g., crashes or disconnections). In case of deviations between
multiple independently conducted observations, practical consensus algorithms[137| help to
achieve a single global view within a bounded time. Specifically, practicality refers to fast
convergence to common values to avoid blocking the triggering decision-making processes, or
alternatively recording the final view as a dispute and hence requiring contingency plans for
decisions. Much of the research on practical consensus algorithms focuses on system-level
failure handling often requiring leader election, such as broken network links or node outages
in sampled-data settings in multi-agent systems|[138]. Another line of research focuses on
binary admission, such as peer-to-peer and consortium blockchain voting[139]. At this scale,
these simple voting models serve to treat the output as a singular entity, and to verify that
the required number of identical responses has been received to establish consensus, without
allowing for counter-proposals and compromises.
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However, when the output data are complex such as a research dataset, granular
verification and alignment down to the single value level (i.e., a rich dataset as the output)
would give more flexibility in establishing a common ground truth. In some data management
workflows, values can fluctuate within an expected range, thus an agreement among nodes
needs to be approximate with a given error margin[140|. In larger datasets, we would need to
select the behaviour of the system based on the value being verified. Some values would need
a majority agreement, some others need an approximate agreement, and another set will
require storing all replicas of the value for redundancy or manual analysis. Furthermore, the
error margins may need to be computed in the presence of data from all nodes at runtime.
With all those data-derived constraints, infrastructure that would utilise an existing consensus
protocol becomes ineffective, as much power and responsibility is then assigned to the ’client’
to perform all those verification steps. In addition, one must consider the complexity and
cost of infrastructure required to implement existing protocols, and the development effort to
adapt existing workflows.

This served as motivation to create a group-based quality control approach to data-
centric consensus (DCC), with looser security constraints to negate the need for infrastructure,
and granting stakeholders the ability to reuse their existing tools and workflow setups, as
consensus is only applied to the outputs. We can thus determine the quality assurance
methods required by studying the deficiencies of existing data, as detailed below, and design
a DCC mechanism that fits the requirements.

3.3 Deficiencies in Distributed Data

Designing a consensus mechanism in distributed systems requires a structured understanding
of the reasons for faults and value-level differences. We consider metrics data to be in need
of improvement, when there are entries missing or different from other observations made by
peers within the system. We identify the following major reasons for the absence of metrics.

System outage. A regularly scheduled observation does not take place because the
system is down at observation time. This is unavoidable in a system that operates over a
prolonged period of time but can be resolved (at a cost) with redundancy via geo-distribution
and multi-zone /-region operation.

Query or transmission errors. The network is down or the data service (e. g., registry)
used for obtaining metrics is not usable. This can cause an observation that depends on
public data sources to fail, even though a scheduling system unaware of such condition will
still register the attempt as complete.

Software errors. Occasionally the environment of a testbed may be misconfigured or
undergo updates that may break compatibility with a dependency of the artefact.

On a similar tone, we identify, and list in the following, a few selected reasons for
diverging observations.

Differences in timing. As not all observant clocks can be assumed to be perfectly
synchronised, and moreover schedules and frequencies may deviate, even static assessments
differ due to evolving subjects under observation.

System differences. In particular for dynamic runtime testing where system-dependent
performance metrics are obtained, having two or more observatories with different hardware
setups will lead to systematic differences. This can also be an advantage though, as collecting
enough metadata on the diverging environments can grant a better view of how software runs
on different setups.
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Malicious intent. A malicious person may want to disturb measurements by injecting
fake metric data. An example of this within our use case would be a client contributing to
observations of software quality, while being a stakeholder for some of the software observed.
In this sense, they are incentivised to skew the results in favour of their own software.

Measurement differences. Some workflows may have a component in their data that is
either too volatile or not fully deterministic[140]. In this case, redundancy of independent
reproductions of the measurement offers an improved view of the range of possible results,
and whether they can be confidently fit into a particular model.

Given these causes of faults, we can broadly categorize the resulting effect of the data
into two main categories, missing data and diverging data. For both cases, we argue that
having multiple independently obtained copies of the data can help restore missing values
and resolve divergent ones, the main goal we aim to achieve with this work.

It is thus clear that data redundancy and provenance tracking of metric observation
workflows grant a plethora of advantages. As a result, we argue that automating the process
of sharing a workflow within a federation and then collecting and comparing/reconciling the
resulting metrics data can significantly boost the resulting data quality and, in consequence,
the ground truth-supported decisions. In the context of a real system, a standard ground
truth view is not available. The best possible view of the truth is the consensus view of the
observers. This differs from a controlled experiment, in which the ground truth is known
beforehand, or provided by an implicitly trusted source. In a real system, if such a source
of truth was available, it would be used to obtain the observations itself, and the need for
a consensus mechanism would be moot. Thus, our dynamic definition of ground truth is
needed with the assumption that the observers make use of the best available information to
them, and that the consensus view of the observers is the best possible view of the truth.
As such, we use the latest consensus view of the observers as the ground truth for the next
round of observations.

Regardless of how concrete observation deficiencies manifest, such a system will allow
a collaborative system to multiply the amount of data it can produce and collectively manage.
This is helpful in cases where one does not anticipate identical data to be produced with every
workflow execution. Generating group consensus and aggregated statistics automatically will
help such a collaboration effort within a federation. This functionality can be achieved even
in decentralised systems by a DCC mechanism, which we detail next.

3.4 Data-Centric Consensus Approach

We propose to use data-centric majority voting algorithms to achieve a ground truth that is
universally agreed on by all participants in a federation.

This differs from other, non-data-centric, forms of consensus voting within cluster
registries (e.g., Kubernetes|141] and etcd|[142]) or blockchains, in that it is performed at
the data-value level assuming a previously agreed upon federation of nodes, rather than the
request level, as shown in Figure 3.2. DCC allows granular verification of the data without
having to rebuild the entire data-generating workflow around a consensus protocol. Thus,
our system aims to automate the process of reproducing measurements among peers in the
federation and validating the results. As such it aims to detect and attempt to correct data
anomalies, which means it cannot replace the aforementioned protocols. It instead applies
consensus principles to improve the quality of the resulting data. Figure 3.3 shows an overview
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of our approach. To achieve this, we first define the two essential stages in the operation of

such a system.

Data generation stage. This stage includes the generation of data on the individual
nodes in the federation. This can be any process that results in data, including but not
limited to, web crawling, analysing software artefacts or running an experiment (in our use
case, this can be running an artefact in a sandbox). When resolving conflicts, this data is
handled differently by data type (numeric, non-numeric, time-series e.t.c.). This is detailed
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in Section 3.6. This stage needs to be executed independently among nodes, with each node
only sharing enough metadata for others to be able to trace their activity and collect data
for the next phase.

Data pooling and generation of ground truth. This stage is performed collabo-
ratively, but to maintain the loose coupling and low infrastructure overhead of the federation,
we elect an arbiter and perform the voting centrally. This is described in detail in Section 3.6.
The goal is to pool data together to fill any gaps (caused by the failures outlined in Section
3.3 and discover possible data corruption. At the same time, data can be improved upon by
combining the findings of nodes (e. g., computing arithmetic means and standard deviation
in resource usage among nodes for a runtime experiment).

This two-staged process, as illustrated in Figure 3.3 helps to define the constraints
and requirements of such a system. For our prototype implementation (detailed in Section
3.7), we make the assumption that even though the data a node generates cannot be trusted,
its intentions can. This is an important distinction, as a hypothetical malicious node can
corrupt data, and also skew the result of any of the aforementioned statistical pooling of
data, a security issue that when pooling data is non-trivial to resolve.

We illustrate this with the following example. A hypothetical federation is performing
an evaluation of a set of software artefacts. If we negate the assumption of trustworthy
intention, one of the nodes can be the creator of one of the artefacts and wishes to skew the
result in favour of their own software. Knowing how the system operates, they know that
the system will filter our maliciously modified data if it strays too far from what the other
nodes observe. Therefore this node will stay within the acceptable margin, but still provide
modified data, for example stating an execution time that is lower than expected, but not
low enough to be caught by an outlier detection mechanism. The only way to detect such an
attempt without the use of a system-level standard consensus protocol, would be to audit
the workflow code for modifications, which exceeds the scope of this work. For this reason,
our system assumes a consortium-like structure, where members join by application and
permission. In other words, it is not within the scope of this work to provide Byzantine Fault
Tolerance or Fault Avoidance[143], as it would be too complex to implement for a system
that runs ’consensus’ among data values, rather than requests or system nodes. Beyond this,
we define the requirements that the system must meet in Table 3.1.

3.5 Data Generation

Orchestration is the process responsible for managing the activity of all nodes. For this
purpose we define an orchestration system that needs to be capable of scheduling and
executing portable measurement programs and accessing a shared registry so that each node
can communicate its activity to the rest of the system. This is a more specialised use case
compared to what existing state-of-the-art container orchestrators, such as Kubernetes[141],
Docker Swarm [144] or Titus[145] do. To ensure the maximum amount of independence among
nodes, the nodes cannot assign tasks to each other, but rather voluntarily join experiments
in order to independently verify or add data to them.

We identify two main components of an orchestration system, a distributed registry
and an executor model.

Distributed registry. A distributed registry is shared among all nodes. To maintain
independence, the registry will record the activity of each node and include enough information
for other nodes to join them. The registry maintains several entry types:
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Table 3.1: System requirements

Requirement

Description

Reproducible but inde-
pendent data genera-
tion or collection

It should be trivial for a node to be able to retrieve and execute
a data collection or experimental workflow created by another
federation member

Rich metadata scheme

The system must be able to treat data points differently de-
pending on their type. Comparing runtime of a piece of soft-
ware among nodes is different from ensuring all nodes have the
same version of said software. The metadata needs to inform
the consensus system on the type of assessment that needs to
be performed. Additionally, runtime information that should
be included in the analysis (whether a node is running in a
VM or what system resources are available) must be visible in
the metadata

Data-centric consensus
for wverification and
augmentation

The main reason to implement such a system is to collect and
verify data from independent replications of a measuremen-
t/experiment. Thus, it needs to implement an algorithm or
set of algorithms to combine findings, discover discrepancies
when possible, and determine the integrity of data

Full transparency of
decisions made by the
system

The purpose of the system is to ease provenance and redun-
dancy and enhance collaboration. In this effort it will make
decisions automatically that would typically be made by an
independent researcher attempting to reproduce an experi-
ment. We recognise that no system, however advanced can
fully replace the human observer, thus a detailed report of
all decisions to discard data as outliers or corrupt values is
produced in both machine and human-readable format and
also includes statistics on all data that were retained, such as
confidence intervals and standard deviations

Propagation of result-
ing ground truth

The result of the aggregation needs to be made known to
all nodes in the system. This can be achieved in a number
of ways (public repository, shared database, blockchain, etc).
Implementation details can vary by application domain

1. Reference to workflow code. This entry needs to contain enough information for a node
to access the code to a workflow and execute it. Specially designed containers can aid
this effort due to their portability. For the container case, a link to a publicly available
container may suffice for the orchestrator to execute it. In case special requirements
or parameters are needed by a container, the entry needs to specify them so that the

system can execute it.

2. Reference to required input data or generated output data. Datasets needed as inputs
for a workflow need to be listed and accessible in the registry. Data produced by the
nodes must be findable in much the same way. How this is implemented can vary wildly
by implementation domain. Datasets could be available as public repositories, such
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that the registry only needs to link them. Alternatively, there may be an underlying
private data federation among the nodes, in which case the registry could be part of a
larger database. Data must be linked back to the node that produced it and the tool
that was used to obtain/create it. This information is needed by the DCC mechanism.

3. Metadata related to the consensus system. Depending on the algorithm used, nodes
may need additional information on each other.

Orchestrator and executor. This component schedules and runs the workflow code
as needed. It needs to be able to run portable experiment artefacts and record the necessary
runtime information. Moreover, it needs to correctly arrange shared data (e.g., pre-processed
datasets) in such a way that the consensus module can determine their relationship to the
ground truth.

The primary focus of the orchestration and execution module is to ensure that
workflows are executed by nodes with the minimum possible overhead. A primary design
goal to that end was to allow existing workflows to function as they would in a standalone
environment. As a result, the format needed for the DCC system is relatively simple and
can be achieved even in the absence of an orchestrator module. This advantage is reduced in
the presence of volatile input conditions (e. g., using a public data source as input) as the
orchestration system becomes responsible for ensuring the input is identical among nodes.
This is a constraint not present in classical consensus mechanisms as the entire process of
serving a request is subjected to the mechanism. In the considered scenarios, the process and
its output are too complex to be treated as a single unit (i.e., it would require unrealistic
development time to adapt a data science workflow to adhere to a computation model where
each value paired to each input is subjected to a consensus algorithm to produce output),
hence the decision to reconcile outputs after each step to verify the assumption that the
process is reproducible. As a consequence, subsequent observations can use prior agreed-upon
input data to produce further output down the line.

3.6 Ground Truth Generation in DCC

We define the family of processes a system such as ours would use to combine and compare
datasets as the DCC process. The process of generating the combined dataset consists of the
following steps: (1) Data pooling (see Section 3.6.1), where the collection of independent
measurements and experiments are stored in a location accessible to all peers; (2) Leader
election (see Section 3.6.2), where it is decided which node will run the combination step; (3)
Data-Centric Consensus (see Section 3.6.3), in which the collaborative ground truth dataset
is generated; and finally (/) Propagation (see Section 3.6.4), placing the generated ground
truth dataset in a location available to all nodes or (optionally) to the public.

3.6.1 Data Pooling

Data Pooling is the process of collecting node data to initiate the consensus process. Nodes
may submit their data either as full datasets, i.e. the full output of an experiment or as
updates to the already existing ground truth from a previous consensus round. This has no
effect on how the system will resolve conflicts, as it only affects the volume of new data that
will be subjected to the consensus process. Therefore, the choice of how data is submitted is
up to the implementation specifics.
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3.6.2 Choosing the Arbiter

To perform the voting, the federation will need a temporary arbiter node. Depending of
the implementation, this arbiter might perform the entire consensus process, or act as a
coordinator, distributing tasks to the nodes.

The arbiter can be selected manually, by the operator triggering the vote. This
is the implementation we used for evaluation, to make the same node conduct the DCC
process every time and make the experiments more controllable. However, it is also viable to
choose a leader-election algorithm, such as Raft[146] to rotate the arbiter role among the
nodes, an implementation more suited to production systems. A reputation system, based on
past performance in consensus rounds is also an approach for selecting an arbiter, using an
approach similar to a recent work in consensus protocols|32]. Since the consensus process is
centralised, the choice does not affect the procedure, but in a production system, being able
to rotate the arbiter can be beneficial for robustness and security. A sample of how the DCC
workflow would work alongside a standard leader election-based consensus protocol can be
seen in Figure 3.4. The arbiter is chosen using a consensus protocol, then DCC is performed
by the arbiter, and finally the result of DCC can be further validated by the follower nodes.
It is thus important to note that though a ’consensus’ among nodes is a core DCC concept,
it is separate from the concept of consensus in a standard consensus algorithm, as illustrated
by this example.

3.6.3 Consensus Generation

The assessment procedure is the core of the process. It is performed in 4 distinct phases. To
ease the explanation, we define the following:

Duplicated row. A piece of a joined dataset comprised of rows with identical indices.
Each row is submitted by a different node. This is the sub-structure that needs to be merged.

Merged row. The result of merging a duplicated row.

Cluster turnout. A property of the duplicated row, indicating the number of nodes
that submitted this row for voting. It affects the options we have when it comes to statistical
methods used to resolve conflicts.

We also differentiate between two data types:

Measurement.A numeric value, usually subject to errors.
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Property.A non-numeric value, where agreement between the nodes requires a
selection of the correct value.
The DCC phases are as follows (as summarized in Algorithm 1):

1. Collection of submissions. All data additions/alterations are collected by the leader
from all contributing nodes.

2. Selection of changes. Rows that have not been submitted as additions or alterations by
the majority of contributed nodes are discarded and remain as per the ground truth.
Rows to be added or updated that were submitted by the majority of the nodes advance
to the next phase.

3. Conflict resolution. This is detailed below.

4. Ground truth generation. The merged rows are combined to produce the new ground
truth dataframe.

Algorithm 1: Ground truth production
Data :N datasets
Result : Ground truth dataset
concatenate datasets into data frame;
for unique index in dataframe do
if index appears (N/2+1) times in dataframe then
| add all dataframelindex] to duplicatedentries|index];
else
| discard all dataframelindex]
end

end
for index, in duplicatedentries do
mergedrows|index| < resolve(duplicatedentries|index));
end
combine mergedrows into Groundtruthdataset;

Each column of a duplicated row is assessed separately depending on whether it is a
property or measurement. These are categorised by accompanying metadata. The cluster
turnout also influences the options available for statistics and naturally their accuracy. We
argue that even though a large sample is difficult to obtain (since in this context each point
is contributed by an independent node), advantages in data quality can be observed even
with the minimum amount of nodes, as incomplete data can be filled in and extreme outlier
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measurements can be identified. This will be further discussed in the evaluation section, as
we present our experimental findings.

The possible methods to resolve a conflict are presented below and illustrated in Figure
3.9:

Aggregation. This method is applied to a low-population sample (less than 10 nodes)
of a measurement. Mean, median, min, max and sigma values can be calculated. Outlier
detection is not reliable at this scale, though potential outliers can still be flagged for manual
inspection.

Outlier detection and aggregation. Outlier detection (e.g., the z-score[147|) can
be computed reliably (as shown later) for samples larger than 10 nodes. Barring malicious
faults this method can produce a result identical to approximate agreement|140|.

Clustering majority[148]. We can use ML-based clustering algorithms (i.e.,
Meanshift[149]) to cluster the data and then perform majority voting on the resulting
clusters.

Majority or plurality voting. In cases of values that are expected to be identical,
we have observed missing data or partial corruption as the only culprits for deviations, given
we assume a lack of malicious nodes. Thus for low populations (3-9 nodes) we can employ
majority voting to detect the correct value. For a larger federation, we can require a high
percentage of votes to be for the same value.

3.6.4 Propagation

Propagation of the ground truth is entirely application-specific, and thus mostly out of scope
for this work. Nevertheless, all nodes need to have knowledge of the new ground truth, so
they can submit their future changes. This step can only be omitted when using a stateless
strategy, that is, a node submits all of its data instead of the delta. The generated data can
be then turned into a distributed knowledge base, either public (e.g., github or published
dataset) or private (e.g., distributed database or consortium blockchain).

3.6.5 Module Design

Our consensus module prototype was developed by selecting the best candidate strategy for
each of those steps, according to our use case. It was also designed to interoperate with the
reproducible orchestrator setup we have developed previously, however it is modular enough
to be used with any software that enables reproducible data workflows, as long as:

Repository structure is compatible: Our module supports peer data being arranged as
either branches in a git repository, or folders in the local filesystem.

Metadata schema: The repository must contain a metadata file that outlines which
files need to be subjected to the consensus algorithm and how each field in the data needs to
be treated, according to the consensus generation strategies mentioned above. A sample of
this schema is given in Listing 3.1.

3.7 Evaluation

Replaying captured long-term observations under the influence of artificial metric changes
is used to validate the voting. First, we describe our experimental setup and well-known
drawbacks from two real-world datasets from the area of cloud software engineering. From
this analysis, we derive test data with which to evaluate the DCC techniques.
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Listing 3.1: Metadata schema for the consensus module.

L
>

3 "file": "package_info.csv'",

4 "index": "package_id",

5 "majority": ["version", "language'|,

6 "approximate": |"mem_usage"]|,

7 "keep_all": ["deploy_time", "cpu_usage"|
8 }

9|}

Figure 3.6: Metadata schema for the consensus module

3.7.1 Experimental Setting

We implemented a working prototype of the orchestrator/executor module and de-
ployed it to two test nodes which are VMs within an OpenStack cluster and part
of the same network (latency of approx. 2ms among nodes), which had been
collecting data for various other experiments[150]. The prototype (Source code:
https://github.com /serviceprototypinglab /mao-orchestrator) is implemented in Python and
orchestrates the execution of data science tools implemented as Docker containers. With
data from this test deployment, we investigated discrepancies between the two nodes and
analysed some of the properties of the data to better understand and demonstrate the needs
of our use case (Figure 3.7). Each node maintained its own data branch (implemented as a
git repository) and all nodes registered their branches in the registry, so that the consensus
module could locate them. Based on this data, we constructed multiple test datasets that
we used to evaluate the capabilities of the consensus module. Automatic interoperation
between the orchestrator and consensus modules has not been implemented at this time, so
we triggered the consensus step remotely. The consensus module retrieves the git branches
from each node, runs the ground truth algorithm, and commits the ground truth to the
master branch for the dataset repository.

3.7.2 Deficiencies in Data

To create a point of reference in creating test data we used long-term software observations
retrieved from the Microservice Artefact Observatory (MAO)[151]. In particular, there are
two datasets (summarized in Table 3.2) obtained from monitoring different public data sources
over time across two nodes. First, a dataset of metadata from a sample of 1220 Dockerhub
repositories[12]. The dataset contains information on Docker container images compiled
from 434 daily snapshots. Second, a dataset of metadata from Artifacthub[16] referring to
higher-level cloud application orchestrations including Helm charts and Kubernetes operators,
compiled over 142 days of observation.

To obtain a view of the data deficiencies encountered, we calculated the rate of change
each day for the same node in these datasets, and then the differences between the two
nodes. The two time-series-like datasets show a high rate of change from day to day, with
measured values changing typically 10-15% per day as shown in Figure 3.8. In order to
obtain meaningful DCC among nodes in the case of monitoring data from a public source,
some form of scheme to make the input common among nodes or a way to timestamp the
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Figure 3.7: Consensus module testbed design. The observer nodes share access to the
workflow and data via a shared registry. The consensus module collects the data submissions
and creates the combined view, as well as statistics to help a human auditor evaluate the
effectiveness of the consensus process.

Table 3.2: Reference datasets

Dataset # # # ﬁ.le index
files | rows | cols size

dockerhub 1 434 |12 32kB | date

general

?;’i(l”kerh“b de-llysy | 1220 | 6 38.7kB| repository

artifacthub 142 |5 45kB | date

general

artifacthub

detail 142 2227 | 6 76.1kB| package
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Figure 3.8: Daily change in reference datasets. These results highlight the importance of
factoring in the volatility of public data sources when merging multi-observer data.

data and establish causal relationships is required. It is the responsibility of the orchestrator
infrastructure and depends on the type of experiment conducted. The artefact property
datasets present interesting elements of discussion. By comparing each snapshot with the
one immediately preceding it (by 24 hours each time) we observe the following:

For the Docker dataset an average of 1.86% of repositories were updated each day
(max: 8.64%, standard deviation o: 1.58%). For Artifacthub, an average of 8.08% of packages
were updated each day (including the addition of new ones) (max: 39.88%, o: 6.60%). This
can be of relevance to stateful consensus strategies, as a node can compare the current
snapshot with the existing ground truth and only submit the differences, reducing the volume
of data that needs to be assessed by up to an order of magnitude.

Next, we look for missing data and differences in values at common indices between
the nodes. For the Docker dataset we encountered 8 cases where one of the two nodes failed
to execute on a particular day, while the other succeeded. On the remaining dates where
both nodes retrieved data, there were 18 days where at least 1 row (representing a repository)
differed, and the biggest difference observed was 2 rows. For the Artifacthub dataset, there
were a combined 27 failures between the two nodes. However, only 2 of the days when both
nodes ran (out of 113) had any differences in data, with a maximum difference of 6 rows.

3.7.3 Synthetic Test Data

Using our real datasets as a set of guidelines we devised the following test datasets:
1. Number of entries: Varying the number of entries in the data from 200 to 2000 in
increments of 200
2. Number of columns: Varying the (non-index) columns from 1 to 10, 2000 entries

3. Ratio of numeric properties to non-numeric properties from 0/10 to 10/0, 2000 entries,
10 columns

4. Cluster turnout (number of simulated nodes) from 3 to 21 in increments of 2, 2000
entries, 10 columns, all measurements

Finally, we created a dataset of 10000 identical values into which we can inject
randomized errors, in order to assess the fault tolerance of our approach.
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3.7.4 Evaluation of Data-Centric Consensus Techniques
Properties

Reaching consensus on data values requires different techniques for different types of data.
In the simplest of cases, we have observations that we expect to be identical among nodes, as
they represent fixed information, called properties in the following. These are data values that
cannot be subjected to numeric operations or comparisons, such as characters and strings.
Obtaining consensus on properties is a matter of majority voting among the federation nodes.
This can be augmented by expecting a given majority threshold, or applying weights on votes
based on past performance.

Measurements

For measurements, DCC requires more attention. Here, we expect no two nodes to offer
the exact same value. While clustering is a common choice in the state of the art[152], our
scenario has some peculiarities that make the selection non-trivial. The first constraint is the
population of each sample. In our case, a single data cell can be flagged as a conflict among
nodes and evaluated using the consensus technique. As a result, the corresponding data size
will be equal to the population of the federation. Since the nodes are independently operated,
we expect the populations to be low (generally lower than the 21 members in the virtual test
data defined in 3.7.2). While this means each conflict resolution will be fast (~2 seconds) due
to the small samples, there is the potential of executing a large number of conflict resolutions
(as many as 20000 values than can potentially be in conflict in our test data). Each one
would have to be clustered separately, creating a large performance bottleneck.

For a subset of datasets with few measurements with a large degree of variability, this
can be vastly improved by performing a conflict detection pass on the data, similar to what
we did for 3.7.2. As per our observations based on our real data, less than 1% of the data are
in conflict between nodes, meaning this pass can reduce the number of clustering steps by
two orders of magnitude. However, all of our reference data are observations, and thus we
expect little conflicts. In datasets with a high amount of measurements, potentially all of the
data will be in conflict among nodes.

Because of the restrictions of the use case, we can make additional assumptions to
speed up the consensus generation. Due to the way data are processed, all observations are
treated as 1-dimensional. Higher dimensional data can be processed at the node level, but
when making simple comparisons, the system can afford to be blind to the relationships
between columns. Additionally, as discussed, the sample size is small, as it is tied to cluster
population.

Based on these constraints, we can simplify the clustering consensus by applying the
assumption that only one valid cluster of measurements exists, (i.e., 1-dimensional), and all
data outside of it are outliers[153]. We can thus simplify the clustering consensus, by filtering
out outlier values and aggregating the remaining values. Outlier detection can be performed
using a method such as calculating a z-Score for each value. This is already a more involved
end step than what is done with approximate agreement[140] systems though with the naive
assumption that input correctness is guaranteed by another system component, as discussed
above.

We recognise that this method would become invalid for much larger clusters with
hundreds of nodes, which however we esteem not to be realistic for real-world federations
of independent nodes. The inverse limitation can also be investigated, i.e., a cluster with
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too few members. It can be proven mathematically that z-Score outlier detection cannot be
performed on a sample size of less than 11: Making the example assumption of 1 outlier k£ + e
and n-1 identical values k and calculating the mean p and standard deviation o we can then
substitute in the formula for the 3 Sigma rule:

p+3c <X <pu—30

which solved for n yields n > 10 which means we need 11 values to identify an outlier. With
such a small sample size, however, clustering may also not detect outlier values correctly
(though in a best-case scenario with identical values and a single outlier it will return a correct
result even with a sample size of 3). We resolve this problem by including as many statistics
as possible and preserving all 'candidate’ values, rather than relying on the 'consensus’ value
exclusively, leveraging our policy of a transparent user-space consensus generation procedure.

Meta-Conflicts

A third type of conflict applies to situations that cannot be resolved by the data alone. For
instance, performance data for a software artefact running in a sandbox environment. Nodes
can record this data and include metadata on their runtime environment and hardware
configuration. However, data are not directly comparable and thus should not be subjected
to any automated consensus procedure. Our system allows for such data to be flagged on
the dataset’s metadata so the consensus module ignores it and instead only writes it on
the pre-consensus combination file (a concatenation of all node observations that includes a
node’s identifier for each row) so that custom analysis can be performed as needed.

3.7.5 Consensus Generation Testing

For testing purposes, we implemented the following for the ground truth generation. The
consensus module first retrieved the data from all node branches. Then it merged the datasets
and discarded any entries that did not appear at least N/2 + 1 times (where N is the number
of nodes). Then, for each group of rows that share the same index, it resolved disagreements,
with the following strategy.

If a value is non-numeric, it is resolved by a vote, where the value submitted by
the most node is selected. The rest are marked as discarded. For numeric values, the
standard deviation is calculated, and values outside of the 3 Sigma rule are marked as
discarded. The rest are averaged, and the mean value is selected as the ground truth for the
value. Additionally, the standard deviation, minimum and maximum value among those not
discarded are also saved. All results are then compiled into the ground truth dataset, with
the same format as the original, including the newly added columns to store such statistical
values. Finally, a list of discarded values with the index, row, column, value and the node ID
that submitted this value is written. All results are then committed to the master branch of
the dataset as described in Section 3.7.1.

3.7.6 Consensus Generation Performance

We evaluated the performance of the selected DCC strategy using our test data. We tested
the performance using both local data, to isolate the DCC procedure, and by placing the
synthetic data in our real data generation nodes, to test in real network conditions. The
nodes used were running the same data collection software used to obtain the real-world
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Figure 3.9: Performance of the consensus module for various test data. We measure the
execution time while varying dataset size, data dimensions, number of numeric properties
and number of voters. In the first and last scenario we also test with remote observer nodes
to compare the performance of the system to the network overhead in real conditions.

reference data referred to in 3.7.2. We conducted four different experiments to evaluate the
impact of different parameters on the overall performance of the solution (Figure 3.9). For
this work, we did not include the performance of the distributed data generation step, as the
data generation setup used is implementation-specific, and the DCC process was our object
of observation.

Number of entries

The first experiment varied the number of simulated artefacts in the test dataset, as described
above. All datasets were restricted to one index column and one data column. We averaged
the execution time over 10 executions each for the local and remote scenarios. We observe near-
linear scaling here, with network overhead taking up the majority of time in the networked
scenario.

Number of properties
Next we measured performance for 2000 simulated artefacts, this time varying the properties
from 1 to 10. Once again we observe linear scaling.

Ratio of numeric vs non-numeric properties

For the third experiment we examined the performance for different ratios of properties
to measurements. We started with 10 non-numeric and 0 numeric properties and kept
increasing the numeric properties by 1 and reducing the non-numeric properties by 1 for each
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iteration until there were 10 numeric and 0 non-numeric. We did not observe a difference in
performance between the different data ratios.

Number of nodes

For this experiment we used the 2000 entry, 10 property dataset and this time varied the
number of nodes between 3 and 21 in increments of 2. This experiment was also carried out
over the network to measure the difference in overhead as the number of node branches varies.
Both experiments exhibited linear scaling, though the network was significantly steeper in
this case, as the data transfer was overshadowed by the overhead of retrieving and arranging
multiple datasets. A noticeable jump in execution time (~3 seconds) is noticeable between 9
and 11 nodes. That is because this is when the z-Score outlier detection becomes enabled.
This would not be observed for properties, as they are only subjected to majority voting.

3.7.7 Data Quality Testing

Next, we compared the correctness and performance of different techniques for data verification.
For generic data such as this, voting algorithms, and more particularly result amalgamation
algorithms|154] are often employed (when the data is too small to permit an ML approach).
We compared our own method of detecting outliers and then averaging the remaining values
with the still commonly used method of obtaining a weighted average, variations of which are
widely used in practice. Additionally, we added a method based on the concept of Byzantine
Approximate Agreement[155] to the comparison. Though this method is not commonly used,
it is interesting to test its performance since, as we mention above, our system can implement
any number of algorithms allowing the user to select.

To run the comparison we ran an error injection experiment that sets a correct value
and injects randomized errors up to a given error amplitude. In addition, we varied the
occurrence rate of errors to simulate environments where errors might be rare or ubiquitous.
The results presented correspond to varying the error rate between 0 and 100% for an error
amplitude of 0.3 (as a ratio of the correct value) with a step of 2% (10000 rounds of voting
each step), varying the error amplitude between 0.1 and 1 for an error rate of 4, 40 and 100%
(selected to better illustrate the behaviour of the algorithms in different conditions). In all
cases each round of voting had 11 variant values as candidates (we explain above that this is
the threshold for gaining an advantage when doing outlier detection). A voting result was
accepted as correct if it was within £1% of the selected correct value, which means the error
was corrected acceptably in the output data. As can be seen in Figure 3.10, our augmented
approach outperforms the state-of-the-art weighted average algorithm when the error rate
is <50%, and matches it beyond that point. The Byzantine voting algorithm has the more
correct results when errors are <50%, but one should consider that the other two will always
return a best effort value, even if it does not meet the 1% standard of correctness, while
the Byzantine will drop values that do not meet the standard, resulting in loss of data when
the data is noisy.

3.8 Related Work

There has been a significant body of previous work in automating some aspects of distributed
data management. Use of other federated systems|156] or peer-to-peer networks|157| for

o7



Correctness by error rate Correctness by error amplitude
e=10.3 4% error rate

100 - 100 -

—— Byzantine

—— W. Average
95 -

Y 80- —— Outliers + Avg ]
2 ? 9-
¢ e 3
= 60 - — —— Byzantine
§ § 85+ —— W. Average
‘é 40 - é 80 —— Outliers + Avg
s ot
(=] (=]
2 20- ® P
70 -
0-
0 20 40 60 80 100 0.2 0.4 0.6 0.8 1.0
Error rate Error Amplitude
Correctness by error amplitude Correctness by error amplitude
40% error rate 100% error rate
70 - —— Byzantine —— Byzantine
—— W. Average 40 - —— W. Average
2 60 - ——— Outliers + Avg 2 —— Outliers + Avg
S S
B s0- i 30
< e
9] 9]
40 -
2 L 20-
o o
U 30 - (9]
u“ “
o o
R 20- ® 10-
10 -
o-
0.2 0.4 0.6 0.8 10 0.2 0.4 0.6 0.8 1.0
Error Amplitude Error rate

Figure 3.10: Data correctness comparison between 3 algorithms for resolving conflicts via
voting. We measure the percentage of correct results for a given error amplitude by varying
the frequency of errors, then vary the error amplitude to measure correctness at 3 key error
rate values. Adding an outlier removal step improves the weighted average method for low
error rates without compromising its performance on noisy data. Grouping the values and

testing for a Byzantine agreement is effective at low error rates but becomes unusable for
noisy data.
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data management exists in prior practice, though with different practical architectures,
implemented to achieve different goals.

Closer to our methodology, consensus algorithms are utilised extensively in blockchain
systems|158] and indeed some methods employed in private blockchains|[159], such as Proof-
of-Majority consensus [160] may appear to overlap in some semantics. However, the intention
of our DCC mechanism is not to guarantee the integrity of the data, but rather to select
or generate an agreed-upon truth among several peer contributors that offer data. Thus,
we argue our approach offers a different benefit, that could be complementary to a private
blockchain, rather than being a directly comparable alternative solution.

In fact, there are possible ways our consensus system and a consortium blockchain
[161] could interoperate and complement each other. As an example, we mention that our
system does not take into account malicious data modification, a problem that has long been
solved for blockchain systems, for example granting Byzantine Fault Tolerance[162]. Thus
our granular verification of the data could act as an end step for a consensus protocol-secured
process.

In terms of our conflict resolution methodology, it is partially derived from majority-
based group consensus approaches typically used in crowd-sourced tasks|32], related to quality
control.[6] Aggregation of results is also a method that is applied in such scenarios selectively.
Our use-case is similar, though much smaller in scale, though with the distinction of using
equally trusted participants and with the goal of data quality control and lineage tracing
through redundancy. The scenario closely mirrors the concept of N-Module Redundancy, for
which voting algorithms are commonly used to ensure reliability. Several algorithms exist
to serve different scenarios [154], with variations of the weighted average being common for
generic datasets [163| [164]. In addition, the concept of Approximate Agreement [155] can be
leveraged for modifying selection voting algorithms to work with noisy data.

Finally, the emerging field of Data-Centric Al is now driving the adoption of data
cleaning and augmentation techniques [125], which aligns with our goals of improving data
quality.

3.9 Discussion

In this chapter we presented a methodology for generating data-centric consensus in a
federation of peers. The method consists of sharing reproducible workflows in the form of
containerised artefacts, pooling data and performing various conflict resolution techniques
such as group consensus with majority voting, outlier analysis and statistical aggregation.
We described a prototype implementation of the consensus system and the data pipeline
used and described the requirements for a compliant orchestration/execution system. We
validated the design by applying our consensus module to our existing real-world data as
well as test data designed to emulate different datasets.

We believe that this work will ease collaboration among distributed teams from
different research institutions and promote reproducible research. In particular, tools that
comply with our system automatically comply with two of the standards defined by the ACM
for Artifact Review and Badging|3]. The tools will be available both as images and public
code repositories and registered in the federation registry (potentially published outside
of it in a marketplace or similar portal), thus qualifying for the Artifacts Available badge.
Additionally, the orchestrator combined with the consensus system allow observations using
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the tools to be reproduced and then verified, thus arguably complying with the Results
Reproduced badge.

We recognise some limitations and ongoing challenges in this approach, some of which
have candidate solutions but are nonetheless non-trivial to solve. Perhaps the most important
assumption the consensus system makes, is that the infrastructure before it (meaning the
combination of orchestration and execution systems and the tooling they manage) ensures the
data are comparable. However in some instances that is non-trivial to guarantee. For example
when retrieving data from a public source, the time of retrieval is important information
as a timing difference between the data retrievals for two nodes can render the data of one
incomparable to the data of the other. Another example is when data depends not only on
the software stack of the framework but also on the underlying configuration of the node itself
(hardware, operating system, whether or not the node is a VM etc). Runtime metrics are
especially sensitive to such parameters. Another limitation is the lack of protection against
malicious data skewing. As mentioned before, extreme cases of data manipulation would
trigger the outlier detection and be removed from the data, but subtle skewing would not.
This can be achieved by running modified tools in a workflow to produce data that will
skew consensus in one direction. Since consensus is only performed on the resulting data, an
additional security layer would need to be in place for this type of attack, such as verification
of code signatures by the orchestration/execution modules.

3.10 Summary

In this chapter, we investigated more concretely the methods and systems needed to merge
and combine datasets obtained from multiple observers. We started by investigating the
challenges related to data quality faced by a multiperspective system.

We then introduced our DCC strategy, an end-to-end approach for data management
in a multiperspective environment. We presented the different stages of the data lifecycle,
from the generation of data to the aggregation and consensus production. We then presented
a model implementation using MAO.

Our methodology was evaluated using a combination of data collected by a federation
of MAO nodes, as well as synthetic data created to stress the system and measure the impact
of our procedure on performance. Finally, we evaluated the effect of data quality by running
an error injection experiment, and measuring the system’s ability to reach consensus on the
correct value in the presence of errors of varying magnitude and frequency.

Overall, we observed that our DCC strategy does not have a significant impact on
performance, and that its error correction capabilities are sufficient to reach a consensus in
the presence of errors.
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Chapter 4

Software-Defined Voters

In the previous chapter we set the stage for the process of assembling a multiperspective
system based on our Data-Centric Consensus (DCC) methodology. We introduced the concept
of DCC, along with architectural considerations for collecting observations in batches and
performing voting. In this chapter we focus more on the voting process itself, with the
introduction of our Voting Definition eXtended (VDX), a system used to create software-
defined voters for any kind of application. We designed VDX to bring together all previously
mentioned techniques related to voting, so it would work on both batches of data, as well
as real-time sensor readings. As we focused on batch processing before, in this chapter we
present a new application domain, that of IoT. Here, we have the constraint that consensus
needs to be performed in real-time, and voting rounds are performed continuously. We
examine how these constraints affect our design choices and how well our overarching strategy
adapts to this domain.

4.1 Introduction

Automated decision-making based on interpretations of data from the real world|165, 166] is
a growing trend across societies, especially in digitally transformed economies and legislations.
This trend entails a number of ethical concerns around mispredictions and wrong decisions,
economic trade-offs related to investment into data acquisition equipment and maintenance,
as well as technical challenges associated with ensuring the proper quality of the acquired
data. Data cleaning techniques|167] are commonly used on a single measurement source,
on a single time series to mitigate device downtimes and transmission errors, as well as
to eliminate unsuitable data records, effectively increasing the data quality. These ex-post
cleansing techniques can however not prevent wrong observations that result from combining
multiple sources with potentially diverging or conflicting views. In addition to the above
techniques that are applied to each individual data stream, we need to perform multi-view
data fusion|41] to arrive at a common ground truth across multiple data sources beforehand,
especially in the case of redundant sensors. In this context, we employ voting-based data
fusion to merge observations from multiple sensors that, in ideal conditions, would produce
identical outputs. In these cases, where ground truth measurements are not present, we
dynamically assign the role of ground truth to the latest agreement among candidate values.
These additional steps are shown in Figure 4.1, which shows where our methodology fits in a
system that uses [oT devices to obtain observations.

The necessity for higher-quality sensor data applies especially to emerging digitalised
systems, such as smart cities, industrial production and other cyber-physical domains. They
involve large amounts of continuous data streams aggregated from a multitude of sensors,
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Figure 4.1: Positioning of data fusion, voting and deriving the ground truth in a typical IoT
data pipeline

used as data sources. Sensor-based measurements are common especially in the Internet
of Things (IoT) for triggering data-driven decisions. Quality issues in such distributed
measurements|168| have profound adverse effects on systems leverage, and by extension, on
humans and society, as shown in irresponsible AI community discussions[169]. Consequently,
steps to improve input data quality within the data pre-processing step and in conjunction with
data fusion are necessary to achieve better decisions and overall more reliable applications.
Data fusion in general is a technique of merging different inputs[170] in an application-
independent middleware to obtain a holistic view of physical objects. Data sources used as
inputs to a data fusion system can have partial information that becomes meaningful once
combined, or complete information but with potential conflicts between sources. Different
techniques can be applied to each of these cases. Voting is an approach to fuse sensor data
for the purposes of reliability and error mitigation[43, 154| in safety-critical environments.
For instance, in avionics, three redundant physical sensors are mandated for each logical
sensor[43], and vehicles with autopilot abilities have configurations such as eight cameras
(including three forward ones) to achieve redundancy on the critical data acquisition path.
Thus, in the absence of external ground truth (i.e., a fully trusted and accurate data source,
often too expensive in practice), voting is a pragmatic substitute as it leads to internal ground
truth upon which critical decision-making can be based.

In this chapter, we study and observe state-of-the-art voting approaches for sensor
data fusion, applying them to three IoT scenarios relying on redundant sensor measurements:
(i) light sensors in a smart building setting, (i) Bluetooth Low Energy (BLE) beacons to
track vehicle position in a (simulated) tunnel and (i7) an indoor positioning experiment, also
using BLE beacons, emulating a smart shopping scenario. We focus on voting algorithms used
to reach data-centric consensus|13| on numerical values, as these are relevant when merging
sensor readings and leveraging historical records to factor in the reliability of individual
sensors. In Section 4.7 we conduct three experiments on such IoT setups for real-time
validation and pre-recorded data for the purpose of reproducibility. We exploit our findings
to contribute a generic specification format that can be used to define voting schemes for
several applications, particularly optimized for IoT and cyber-physical applications. We argue
that such a format aids the development of distributed analytics applications by making
them more needs-focused and reliable, while shielding software engineers from the voting
implementation. Moreover, the increased robustness of the data, induced by multi-view data
fusion implemented through the use of voting, facilitates the input data quality in data-centric
artificial intelligence, a recent research direction aimed at overcoming misprediction due to
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lack of input data assurance[171]. We replicate and evaluate the state-of-the-art history-based
voting algorithms, i. e., voting algorithms in which the weight of votes is determined by past
performance of the candidate in terms of agreement with the consensus. We observe the need
for a method to bootstrap the algorithms to be more accurate before the history has been
established, which would also improve the number of voting rounds it would take for the
weights to converge to stable values representative of the reliability of the sensors.

Our contributions are twofold: (1) AVOC (Accurate Voting with Clustering), a novel
bootstrapping method for initializing history-based voting systems, which we fully implement
and evaluate with three practical IoT scenarios; (2) VDX, a new voting definition specifica-
tion that precisely defines application requirements and allows users to select appropriate
parameters for software voters.

The rest of the chapter is structured as follows. Section 4.2 surveys state-of-the-art
voting algorithms, data fusion and data quality issues relevant to IoT. Section 4.3 investigates
voting algorithms used to reconcile redundant data values. Section 4.4 presents AVOC, our
approach. We describe the proposed format VDX for defining the voting process in Section
4.5. In Section 4.6 we detail our use-case scenarios and how we built our hardware prototypes.
Section 4.7 presents our experimental evaluation using both a reference scenario dataset and
our experimental setup. Our findings are discussed in Section 4.8. We conclude in Section
4.9 by discussing our findings and prospect future research directions in redundancy-based
data quality in IoT.

4.2 Related Work

Data-driven decisions|[172] are key elements of cyber-physical systems and digitalised appli-
cations of all scales and domains (e. g., smart cities, mobility, industrial production, home
automation, etc). In many such systems, incoming data are subject to real-time analysis and
subsequent decision-making. However, while systems research has allowed dealing with the
volume, velocity and variety of multi-source data involved in the processing chain|[173], issues
still emerge regarding data quality, value and veracity. In this work, we focus on the accu-
racy (i.e., quality) of sensor measurements|4]. Data fusion across multiple homogeneous or
heterogeneous sensors has been utilised to tackle the challenges induced by problematic data,
improving analytics reliability through a variety of techniques (e. g., data association, state
estimation, decision fusion, classification, prediction, machine learning and analytics|[174]).
Initial efforts exist to create standards and frameworks for data management and interoper-
ability, for instance in the smart city space[175, 176]. However, they currently lack a common
framework and standardized format. Our work proposes a new interoperable format to define
voting-related data fusion.

Voting algorithms increase the reliability of measurements|154]| in safety-critical do-
mains, e. g., aviation|[43| or self-driving cars[44]. We focus on reconciling numeric data using
software voters, with either result selection or amalgamation techniques|[154]. Specifically,
we consider history-based voting algorithms|[177] that weigh values based on the historical
performance record of the candidate sensor. History-Based Weighted Average[177| weights
the historical data to compute an output value. To improve the granularity of historical
records,[178| uses a soft dynamic threshold. In[179], authors apply a hybrid approach using
module elimination and dynamic threshold. We further detail these approaches in Section 4.3.
Our approach, AVOC, extends the hybrid algorithm from[179] with a clustering component
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Table 4.1: Comparison of state-of-the-art voting schemes.

Algorithm Module Dynamic Output Selection
Elimination  Threshold

History-Based Weighted Average (Standard) X Mean

Module Elimination Weighted Average (ME) v X Mean

Soft-Dynamic Threshold Weighted Average (SDT) X ; Mean

Hybrid History-Based Weighted Average (Hybrid) Mean Nearest
v v Neighbour

to improve performance before there is a long enough historical record, as well as to speed up
convergence of the weights to stable values.

Some voting-based data fusion frameworks rely on specific description languages to
define algorithmic details[180]. However, these approaches ignore history-based measurements.
We also observe that modern voting algorithms are too complex to be represented in such
terms. Where[180] defines voting as a three-step process (reaching quorum, excluding outliers
and calculating results), modern algorithms often include further steps like weighing and
updating historical records, or optimising reliability metrics|36]. We argue that a customisable
voting framework serves as an encapsulation for sensor-fusion applications if built atop state-
of-the-art approaches, as shown next, when we present our proposal for a generic definition
specification for voting algorithms, VDX. A further benefit of our approach, is that it can
then be integrated into data-centric tooling, such as ETL (Extract-Transform-Load) tools.
Such tools, e. g., Singer.io[181] and Node-RED[182] are gaining popularity, but still have no
support for voting-related data cleansing methods, which we argue would be beneficial for
[oT scenarios with redundant sensors.

4.3 History-Aware Voting Algorithms

To combine values from uncalibrated redundant sensors, the history-based averaging algorithm
(i.e., henceforth referred to as Standard algorithm|[177]) either chooses a sensor output value
or creates an amalgamation of these values. This approach can be optimized by temporarily
ignoring values produced by modules with below-average historical records. This variant, i.e.,
Module Elimination Weighted Average (ME), assigns zero weights to the discarded values in
the voting until their historical records improve by submitting better values, even if discarded
in the voting itself.

The Soft Dynamic Threshold History-Based Weighted Average (SDT) introduces a
finer-grain definition of agreement, beyond the binary-only definition[178]|. Values between 1
and 0 can be assigned if values are not in agreement based on the accepted error threshold,
but are in agreement based on a multiple of it. The magnitude of the multiple is defined by a
parameter of the algorithm that can be tuned according to the needs of the specific use case.

We further consider the Hybrid History-Based Weighted Average (henceforth HYBRID
[179]). It combines ME and SDT, while utilising agreement-based and not history-based
weights. The HYBRID algorithm allows to choose a winning value rather than assigning
the resulting average, using the mean nearest neighbour approach. Table 4.1 recaps these
alternatives and their supported optimizations, which we describe in further detail in the
remainder of this section. We discuss our findings on the output quality of all algorithms in
8§4.7.
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4.3.1 History-Based Weighted Average

In the standard version of the algorithm|[177], agreement of two values z;, z; of a set of N
values is defined when they satisfy the inequality :

dij = |3§'Z — .%j’ <« (41)

where « is a pre-selected margin. When a value x; is in agreement with at least (N —1)/2
other values, then we set S; = 1 otherwise S; = 0. Thus, an input S; = 1 represents an input
in agreement with the majority. When n runs are completed the historical record of a module
is defined as:

Hin) = 375,01 (42)

This value is then normalised by n to obtain the state indicator P:

(4.3)
During a voting round, modules are assigned a weight based on their state indicator as:

w; = P? (4.4)
Finally, the weighted average is calculated as:

Zi\il WiLg

Zij\; Wi
4.3.2 Module Elimination Weighted Average

This optimization|[177| eliminates modules (sensors in our case) that perform below the
average from the vote, assigning each a weight of zero. Specifically, a Py, is calculated:

L TP
avg — N

(4.5)

Lo =

(4.6)

The weight calculation is modified by setting the weight w; of a module to zero when it
performs below average, i.e., its P; is below F,,, as follows:

0 if P; < Py
W; = 9 ' . g (4.7)
P; otherwise

And then the average calculation is performed as above in Equation (4.5).

4.3.3 Soft Dynamic Threshold Weighted Average

The Soft Dynamic Threshold algorithm|178] replaces the margin o with a dynamic variant v,
based on the input x, computed as:
vy = px (4.8)

Where p is a proportional constant, i.e., the error margin is a proportion of the input value
and not an absolute value for all inputs. The algorithm then replaces the Boolean definition
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of Si defined above. Rather than two modules ¢, j with a distance of d;; ,the parameter S;;
becomes:

1 ifdijSUt
S =S GEA— 2y ifv, <dy <k*v (4.9)
0 if dij >k * v,

Where k£ is a tunable parameter. This parameter is chosen on a use-case basis and will
determine how permissive the algorithm is to considering values to be in partial agreement.
Partial agreement in this context means that the value is outside of the agreement threshold
vy but within the tunable, more lenient k * v;. Then 5; is calculated by normalising:

N
Zj:l,j;éi Sij

Si:
N -1

(4.10)
H;(n) and P;(n) are calculated as before in Equation (4.2) and Equation (4.3). Hence, SDT
computes the weights, where w; is obtained as:

2P(n) if05<8;<1
w; = § P?(n) if0<9;<0.5 (4.11)
0 if S; =0

Finally, the output is calculated as before in Equation (4.5).

4.3.4 Hybrid History-Based Weighted Average

The hybrid algorithm can be viewed as a combination of the Module Elimination algorithm
and the Soft Dynamic Threshold algorithm. It works as follows. S;; and S; are computed by
Equation (4.9) and Equation (4.10) with the change that v, is once again replaced with «
as in the standard algorithm. Weights are calculated similarly to the Module Elimination
algorithm, specifically:

o — {o if S; = 0 or Py(n) < Pay,(n) (4.12)

27&1 Si

=l otherwise

However, the final output y of the vote is not the average y but rather the input z; closest
to it. The final difference is the calculation of the history, based on the final output y and
computed in a similar manner to S;;:

1 1fdly§a
hi(n) = ()1 — Zv)  ifa <dy <k*a (4.13)
0 if diy >k * «

The history of the module for n rounds is:

zmm:E:mm) (4.14)

Finally P;(n) is calculated as in Equation (4.3).
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Algorithm 2: Soft-Threshold 1-D Clustering
Input :Values: V, threshold-factor: f
Output : Clusters: C
Create-cluster(C, [])
for value in V do
for Cluster in C do
if (1— f) x avg(Cluster) < wvalue < (1+ f) x avg(Cluster) then
| cluster.add(value)
end

end
else
| Create-cluster(C, [value])
end

end

4.4 AVOC: Accurate Voting with Clustering

History-based algorithms typically fall back to standard average (or a similar unweighted
approach) on the first round until a historical record is established or when the weights become
0 due to severe issues with the data. Weights can drop to 0 after a series of disagreements,
which results in notorious disagreers being rated as untrustworthy by the system applying
the algorithm. To counteract these issues, we introduced AVOC][183]. AVOC builds atop
the HYBRID algorithm by applying a simplified clustering algorithm during the first round
when the weights are all 0. The clustering step eliminates obvious outliers, improving the
accuracy of that round compared to mean average, with little performance overhead and faster
convergence speed. We evaluate how AVOC performs in comparison to the state-of-the-art
voting algorithm, and how it can be combined with it to achieve optimal performance in an
indoor positioning scenario.

Algorithmic approach.

For the clustering step, we leverage a similar logic to the agreement calculation in
voting algorithms: we check for values within a given scaling threshold of each other (which is
selected to mirror the parameters of the given algorithm), and group the values in agreement.
Then, we select as output value the average (or its closest real value) of the largest group
(if we are using the mean nearest-neighbour approach to output selection). Algorithm 2
formalizes this approach. This grouping logic is similar to DBSCAN|[184]; AVOC opts for
self-calibration, rather than requiring costly parameters tuning. This is achieved through a
majority vote with a soft-dynamic error margin (as the margin depends on a reference value).
The clustering step is used for bootstrapping a new set of modules, or as a fallback in cases
of issues. To reach this goal, we use the historical record value for each module, and declare
that the clustering approach should be used when all records are 1 (indicating a new set) or
0 (indicating a failure of the system or an extreme data spike). Figure 4.2 depicts this logic.

Generalisation. Generalising this approach for multi-dimensional data, an unsuper-
vised clustering algorithm can be used such as Meanshift|185] or X-Means|186]. The logic
of choosing an output value would be similar. However, in such scenarios, choosing a single
output vector for multiple dimensions is non-trivial as the complexity of data and correlation
of errors considerably increases. To mitigate, the voting approach can be applied for each
dimension separately, leaving other data fusion techniques to process the multi-dimensional
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Figure 4.2: Flowchart of our extension to the state-of-the-art voting algorithm, resulting in
AVOC. The clustering version of the vote is triggered when weights are all 1 or 0, indicating
a freshly initialized system or a large amount of flaws that made the weights unusable. After
the clustering vote concludes the weights are calculated as in the unmodified algorithm, but
using the output of our custom vote, therefore reducing the transient errors.

results. In AVOC, we follow the approach of voting on each dimension separately, without
incorporating the clustering itself.

4.5 VDX: Voting Definition Specification

To enable reliable implementations and improve the usability of software voters, we contribute
a new voting specification scheme and parsing logic. The scheme can define any of the
algorithms described above, as well as simpler ones without history.

Software-defined voting schemes exist, e. g., Voting Definition Language (VDL)[180].
Those predate more complex history-based voting approaches, and extending VDL for finer-
grain algorithmic definitions is challenging. However, our specification VDX supports the
relevant parameters of VDL, enabling our definition to describe a superset of VDL-scoped
algorithms. The full schema, as well as a sample implementation and usage examples can
be found at: https://doi.org/10.5281/zenodo.8069916. The repository also includes an
interactive application that allows users to compare the algorithms presented with the state
of the art (Figure 4.6) as well as experimental extensions still under development (eg. for
handling multi-dimensional data as mentioned in Section 4.4).

Capabilities. Listing 4.1 shows our AVOC algorithm using this scheme as an example.
VDX allows the specification of several parameters, including quorum (i.e., how many
candidates need to submit values for a vote to be triggered), exclusions (to automatically prune
outliers) collation techniques similar to VDL, e. g., "mean nearest neighbour" (Listing 4.1,
line 12). It extends VDL by allowing the selection of a history algorithm (Listing 4.1, line 7),
additional parameters (Listing 4.1, lines 8-11), and whether to enable clustering algorithm
as a bootstrap/fallback mechanism (Listing 4.1, line 13). Another extension VDX adds
over VDL is the ability to vote on categorical i.e., non-numeric values, such as character
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Listing 4.1: Vote definition sample in VDX JSON format.

14
2 "algorithm name": "AvVOC",
3 "quorum": "UNTIL",
4 "quorum percentage": 100,
5 "exclusion": "NONE",
6 "exclusion threshold": 0,
7 "history ": "HYBRID",
8 "params":{
9 "error": 0.05,
10 "soft_threshold": 2
11 ,
12 "collation": "MEAN_NEAREST_NEIGHBOR",
13 "bootstrapping": true,
14 }

Figure 4.3: Vote definition sample in VDX JSON format.

strings and JSON blobs. In such cases however, several features are disabled. Value-based
exclusion cannot be applied, as there can be no mean or standard deviation calculation. The
'standard’ and 'module-elimination’ algorithms for deriving module history are available,
however the hybrid’ algorithm is not, as the fine-grained agreement definition cannot be
applied to non-numeric values. Finally, clustering-based bootstrapping cannot be applied
to categorical values and the only collation method is the weighted majority vote. Software
voting implementers may re-introduce some of these features by supplying a custom distance
metric for categorical values. Figure 4.4 depicts the decisions an implementer needs to make
to design a voter using VDX. Though the tree itself is simple, it can be used as a basis
for a dialog-based configuration system, to assist developers even further in designing their
algorithms.

Figure 4.5 depicts the proposed workflow leveraging the voting specification. The
voting format description is submitted to the voting system by the user to initialize the
system. Sensor reading can then be submitted to the same system, directly to the exposed
sensor reading fusion service. These will trigger voting rounds. The system needs to maintain
a record of the success rate of each sensor (defined as P; in Section 4.3) and the parameters
each voter group uses. In principle, it is not required to retain the sensor readings from
previous submission rounds (though some algorithms require it to retain the last output value
to be used in the next round).

Limitations and assumptions. VDX currently cannot define algorithms that use
parameters for the candidate values, e.g., MLV|36], or genetic voting algorithms|34], but
assists already by introducing voting into further IoT software for reliable input data and
analytics. Another limitation is that observations are always assumed to be single values. As
such, for a more complex data structure, the implementation needs to present the VDX system
with the values one at a time. This limits the accuracy of the voting for multidimensional
or inter-dependent data, but is a necessity for the algorithms to function as implemented.
Adapting the algorithms for use with configurable data structures is an avenue for future
work. It should also be noted that VDX itself has no security features that protect against
malicious actors, so this is left up to the client code to implement as needed.
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Figure 4.5: Overview of the voting specification usage. The same fusion service can be applied
to a variety of setups (eg. edge/fog nodes, robots, IoT devices etc.) and a custom definition
can be supplied during setup to select the appropriate behavior.

Voting Algorithm Demonstration

This is a demonstrator application built to document the reproducibility
of our work and allow testing of our voting approach with arbitrary data files.

Instructions: Voting Result

Load a csv file to use one of the available voting algorithms

to merge the columns. Each column needs to correspond to one of
N redundant measurements. Therefore each row will be merged into one output value.  Execution time: 304.70000000000005 ms
For a value to be valid it needs to be able to be cast to FLOAT.

Algarithm selected: HCMM

Files are treated as if they have no heading row. Download
; ; . File Preview
Available Algorithms:
« Simple Average 0
« History Based Weighted Average (Standard) [1] 18.3151
« Module Elimination Weighted Average (ME) [1] 18.3151
« Soft-Dynamic Threshold History Based Weighted Average (SDT) [2] 18.3151
« Hybrid History Based Weighted Average (Hybrid) [3] ig : gi:i
« Cluster Majority Mean (CMM) 1BI3151
« Hybrid + CMM (AVOC) 16 3151
. ] : 18.3151
Algorithm and file selection: 18,3151
Simple Average v|| Choose File | No file chosen 18.3151
| Choose File | o

16.3151

18 3151

Figure 4.6: Algorithm comparison application.
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Figure 4.7: Light sensor use case: the sensors are wired via ethernet to a hub, streaming data
via WiFi to the voting sink-node.
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Figure 4.8: Portable ’shoe-box’ testbed for our light sensor setup (Figure 4.7). A Raspberry
Pi 4 runs the fusion script. An LCD display shows the voting results and weight values.

4.6 Multi-Sensor Application Scenarios

We devise three use-case scenarios to validate our approach. The scenarios represent sensor-
reliant deployments where redundancy proves valuable. Specifically, we draw on the smart
building and self-driving vehicle domains, both showcasing cyber-physical systems relying on
sensor measurements to control other critical systems.

Figure 4.7 depicts our first use case, a sunlight detection system in a hypothetical
smart building. Such a setup could be used to control automated window blinds, for example.
This example was selected to showcase a scenario with redundant sensors that are expected
to produce identical results. The hub is connected to a sink node to record 10’000 rounds
of concurrent measurements from 5 sensors, polling at 8 samples/s, to create a reference
dataset representing 1250 seconds of data collection. Each round produces 5 float values per
sensor. The reference dataset consists of the raw readings from all sensors and is used to
compare all voting algorithms on the same set of values. We built a portable demonstrator
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Figure 4.9: BLE beacon use case. 2 stacks of beacons 15 meters apart with a robot driving
between them, taking signal strength measurements along the way.

that executes them and our proposed voting algorithm, AVOC (detailed in Section 4.4),
leveraging a Raspberry Pi 4B unit (see Figure 4.8). It uses a Phidget Wifi hub[187] (VINT)
connected to a set of 5 LUX1000 Light Phidget sensors|[188]. Input, weights and results are
shown on an LCD screen|[189] connected to the hub. The portable version let us confirm the
feasibility to execute on constrained hardware, combining both redundant measurements and
voting.

In the second use case, we mimic a typical smart-city /self-driving vehicle application
that relies on indoor positioning to track the position of a moving unit (e.g., a robot). We
simulate the operations to track a cargo vehicle traversing a tunnel, as shown in Figure 4.9.
Such vehicles use Bluetooth (BLE[190]) beacons as milestones to locate the position of the
truck, as done in emerging country-wide systems (i.e., CST — Cargo Sous Terrain|191, 192]).
We deploy two stacks of nine redundant beacons and a cargo vehicle using a Lego Mindstorms
EV3[193| robot. As the Bluetooth receiver on the robot was incompatible with the beacons
due to lack of BLE support, we installed a laptop on top of it acting as a pragmatic substitute
receiver with edge processing capabilities, and without affecting the generality of the findings
other than affecting the speed of the robot (which has no effect on what we are measuring).
Figure 4.10 shows the prototype.

The robot drives slowly in a straight line with no line-of-sight obstacles from one
beacon stack to the other, across a distance of 15 meters. The speed of the robot was set
to 7% of its specified top speed (0.09 m/s). We collected as many data points as possible
along the route, resulting in 297 measurements per beacon, noting that autonomous cargo
systems like CST proceed at around 8.3 m/s, thus having 99% fewer measurement samples
available for voting. We elected not to apply filtering and to vote on the raw values in this
experiment, to evaluate the performance of our voting system in the presence of the typical
unpredictability of BLE singal-strength measurements.

The third use case is a positioning experiment in a real-world environment, as shown in
Figure 4.11. The experiment context is meant to emulate a smart shopping scenario, recreated
in our office building. Here, we have placed 4 stacks of 5 beacons in a room of dimensions
7.18m x 1.98m. Each stack represents a store shelf in a hypothetical store. A user with a
bluetooth-enabled device walks around the room to collect measurements. This scenario
allows us to compare our approach to other sensor fusion methods for indoor localisation,
namely Kalman filtering.

4.7 FEvaluation

This section presents the experimental evaluation of AVOC and the VDX system in general.
With VDX, we fully implemented the three use-case scenarios from Section 4.6, and compared
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Figure 4.10: Robot driving to the circled beacon stack destination. The laptop acts as
bluetooth receiver and edge voter.
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Figure 4.11: Indoor positioning experiment setup. 4 stacks of beacons are deployed in the 4
"store shelfs". The user device is placed in the middle of the room and the user walks around
the room to collect measurements.

the error-correction performance of the various voting schemes. More concretely, we use our
light sensor experiment as a model for sensor-based time-series data, which can be voted
upon using history-based algorithms. We use the BLE beacon experiment to test various
algorithms on their ability to function on low-quality data. Finally, we use the localisation
experiment to compare our voting approach to Kalman filtering, a state-of-the-art approach
for sensor fusion, as well as test how we can effectively combine the two approaches to improve
accuracy and performance. Our evaluation answers the following questions: (1) Can AVOC
improve the output quality of our use-case scenarios? (@2) Can it mitigate injected errors
and reach the same output? (Q3) Which algorithm fits which scenario better, and (Q4) How
can we leverage VDX to customise the voting behaviour for each scenario?

Implementation details. We implemented AVOC and the approaches from Section
4.3 in Python 3.9, for a total of 490 LOC. We note that though the evaluation was done with
pre-recorded data for reproducibility purposes, the system can execute a history-aware voting
round in 1 millisecond and a stateless vote in 50 microseconds (datastore reads and writes
being the bottleneck). Thus, the system can operate under soft real-time constraints, as in
the case of our ’shoe-box’ demonstrator in Figure 4.8 as well as many critical cyber-physical
applications in practice.

UC-1: Light sensors. We used the 10’000 value dataset recorded using our light
sensor setup (Section 4.6) to gather the raw data and reference values for the baseline
algorithms (Figure 4.12-a). Then, we injected an artificial outlier sensor, by adding +6 lumen
to one of the sensors. We compare the performance of the different algorithms according to
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Figure 4.12: Comparison between our voting approach AVOC and the state-of-the-art
approaches. (a) reference data, captured by our light sensor setup for 20min. (b) voting
output using AVOC on the reference data. (c¢) Reference data with injected errors (1 faulty
sensor). (d) Output of HYBRID, Clustering and AVOC under these errors. (e) Output
difference between voting on the raw values and voting on the error-injected values. (f) Zoom
on the first 10 rounds.

the following metrics: (a) voting rounds required to converge back to the baseline, and by
extension how quickly outliers are eliminated; and (b) how far the new stable value is from
the original.

We make a first comparison using the raw reference data. In this scenario (Figure 4.12-
b), all 6 variants performed equally well, with outputs matching almost completely. The error
injection case (shown in Figure 4.12-c) exhibits some interesting facts. First, the Standard
algorithm exhibits high initial skew, which is then slowly mitigated as the faulty sensor (E4)
is de-emphasised. However, even after 10000 voting rounds of voting (20 minutes in our
experiments), the skew is not eliminated completely. This is where the module elimination
feature of ME is beneficial, as the faulty sensor is quickly eliminated in round 2, as performing
below average compared to the rest. However, as seen in Figure 4.12-c, the gap created
by skewing E4 indicates how E3 is also now tagged as an outlier, and its result is skewed
upwards by 0.2lm.

The HYBRID algorithm also uses a granular definition of agreement score, but combines
it with the aggressive elimination of modules from ME. For our experiment, this is the best
of both worlds result (also shown by the differentials in Figure 4.12-¢) where, minus a few
spikes, the value is identical to the pre-error output.

For completeness, we show clustering-based voting on its own without combining
it with HYBRID (which remains ideal for this scenario). This can be seen in Figure4.12-e.
We observe similar behaviour to ME, with E4 being excluded from the output immediately.
Differently from ME, E4 was also excluded from the first round. In contrast, E3 was not
always excluded, due to the lack of history-based elimination, indicating higher variations
in the output. Regarding clustering-only voting (COV), it significantly outperforms other
stateless approaches, i.e., weighted average without history. This result indicates that the
COV approach fits well scenarios where maintaining historical result records is impractical:
short-lived sensor measurements, one-time comparisons of datasets, etc.

One consistent observation in the error injection experiment is that history-based
algorithms experience a spike on startup, as the artificially modified value is skewing the
output but is not yet mitigated by the history. This is the phase where in principle the
clustering step detailed above has a higher chance of affecting the results. Indeed, although
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Figure 4.13: Results of the BLE beacon experiment. (a) shows the RSSI output when only
one beacon from each stack is used. (b) shows the average RSSI value of all 9 beacons in
the stack for each round. (c¢) shows the AVOC voting output for all 9 beacons in the stack.
Averaging provides visibly less ambiguity in determining which stack is closest to the robot,
when compared with the mean nearest neighbour selection used for HYBRID.

the clustering algorithm alone is not as accurate as ME or HYBRID, it overcomes the initial
data spikes. Thus, a system capable of fallback to it when history is not available or suspected
unreliable, can benefit from its inclusion.

Next, we run AVOC, which concretely combines the clustering step with HYBRID. We
observe how the initial spike is quickly pruned (Figure 4.12-f) within the initial rounds. The
bootstrap boost can also be noticed: due to the better history adjustment in round 1, the
voter already learns to exclude E3 from round 2, returning to its pre-error output almost
instantly, despite the clustering being only used once. As AVOC converges within 200ms, the
experiment confirms its utility for fast accurate voting and provides a positive response to
our questions (Q1) and (Q2), as we improve the reliability of the output even in the presence
of the injected errors.

UC-2: BLE beacons. We leverage this second use case with BLE beacons and a
Lego Mindstorms EV3 robot to study a scenario with more anomalies and faults. We set
up two stacks of 9 beacons each 15 meters apart in an indoor corridor with no obstacles.
The robot drives at 7% of its full speed in a straight line, from one stack to the other. The
robot takes continuous RSSI (Received Signal Strength Indicator) measurements for each
beacon along the way. This experiment examines if the high redundancy and voting actually
are beneficial. The scenario simulates the operations to locate a vehicle traversing a tunnel
using beacon stacks as milestones along the way, determining the closest stack to the vehicle.
The state of the art in leveraging RSSI for positioning relies on filtering[194| or collaborative
positioning[1| to improve stability and output quality. However, since the scope of our
experiment is to evaluate the effects of voting on sensor measurements, we kept the raw RSSI
values from the sensors, to keep the values as close to the original measurement as possible
for the voting, before applying other techniques to improve positioning performance. The
resulting data, which we plan to publicly release, lacks several values as well as mismatched
readings in each stack, providing a more challenging fusion scenario. Such missing values
allowed us to identify several fault scenarios, which we describe next.

Fault scenario: missing values. Due to some beacons not being reachable from the
BLE receiver (i.e., the laptop in our experiment). Missing values can reduce the reliability of
the output measurement, since fewer candidate values are being considered, and potentially
prevent reaching a consensus value if most or all values are missing. A small amount of
missing values, i.e., less than the majority, does not prevent the system from converging
to a common result, though it reduces the redundancy as well as the number of candidates
considered, and as a consequence the trustworthiness of the outcome. If the majority or
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all values are missing, the result would no longer be trustworthy, and the system should
either revert to the last accepted result, or raise an error. Obviously, these failure scenarios
should be accounted for when the voting behaviour is defined. Due to the complexity possible
and the variability by scenario, these behaviours are currently not modelled by VDX itself,
and are instead left up to the client code to define. In our test-bed implementation, the
error-handling procedure was programmed into the implementation of each algorithm. It is
possible to make this behaviour customisable, including the custom error-handling in the
voting parameters of the schema definition.

Fault scenario: conflicting results. In case of conflicts, a majority agreement on
outputs using automated voting is less likely to be reached. It is possible that a relative
majority agrees on an output, but they are an overall minority, and no absolute majority
exists. Especially in systems with a small number of votes, ties might occur more easily
and tie-breaking mechanisms kick in, such as proximity to the previous output. These fault
scenarios clearly show that setting the constraints of a voting system is non-trivial,
and that voting algorithm implementations in a generic data fusion platform
should be parametric. In addition, there should be a voting specification declared for the
target application, to take the desired error-handling behavior into account. Accounting for
such fault scenarios allows to implement more robust versions of the algorithms. It is also
possible to extend VDX in a future revision to support high-level descriptions of the desired
fault-handling policy. Examples of such policies include rejecting a round of measurements if
there is no majority quorum or majority agreement.

We then tested our voting algorithms on the BLE experiment data. We used the
same recorded values for each algorithm. We run voting between the 9 sensors of each stack
to create 2 output values per round (i.e., 1 per stack). We observed that the method for
computing the history of each sensor has no effect. The output of all history-based algorithms
overlaps completely. (They are not all plotted due to space constraints.) This is because the
chaotic nature of the measurements meant the history values were all very low, as there were
few agreements between the sensors. We observe however that the value collation method has
impact, e. g., averaging the weighted values, a mean-nearest-neighbour selection, etc. This
created 2 algorithm groups, those averaging and those choosing the mean-nearest neighbour
value, with every algorithm in each group performing identically to each other. In order to
determine the best results, we study the number of rounds while it is ambiguous which stack
of sensors is closest to the robot at any given time. Figure 4.13 presents these results.

Figure 4.13-a is the reference: if each stack only had one sensor, it is not possible to
identify the closest stack to the robot for most of the duration of the experiment. Simply
averaging the values of the 9 sensors (Figure 4.13-b) produces a less ambiguous result. We
present the results using AVOC in Figure 4.13-c. In spite of the method used to create a
historical record for each sensor, what had the most impact on the output was whether or not
the last step was to average the values or to select a value (with averaging being the better
option in our experiment). In scenarios with a high degree of noisy data, such as the BLE
one, relying on historical record has no practical value. This confirms our initial assumption
that there is no optimal voting method for all applications, despite common elements
shared by our scenarios (e. g., having to reconcile numerical values from a group of sensors).
Thus we conclude that the answer to (Q3) depends on the specifics of the use case, and that
the customisation offered by our specification allows us to address (Q4).

UC-3: Indoor positioning.

Our last experiment utilized the same BLE beacons as the previous one, but this
time in a standard indoor positioning scenario. The scenario was based on a smart shopping
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Figure 4.14: Overview of the 4 workflows we used for data cleaning. 2 workflows are from
the state of the art, and employ different versions of the Kalman filter to clean the data. The
2 other workflows use voting between the 5 sensors in each stack rather than treating each
sensor independently.

context, in which we placed 4 "store shelves" in the corners of a rectangular area in our lab,
and stacked 5 beacons on each shelf (to simulate the 5 levels of a supermarket shelf). The
dimensions of the experiment area are 7.18m x 1.98m.

To calculate the position using BLE beacons, we used the following formula for range
estimation, based on the path loss model[195]

TS8ig—Tssi

d = 10" 10xn (4.15)

where rssig is the RSSI value at 1m, rssi is the RSSI value measured by the receiver, and n is
the path loss exponent. As the beacons used do not advertise their TX power (a pre-calculated
value for the RSSI at 1m), we needed to measure the RSSI at 1m for each beacon, as well as
the path loss exponent. To obtain the path loss exponent, we measured the RSSI at 2m, and
solved for n using Equation 4.15.

To calculate the position, we used the ranges obtained from the beacons, and the
position of the beacons, to define circles which we used to solve the multilateraion problem
using the least squares method. The system of circle equations is:

(z— )+ (y— ) =d; (4.16)

where z; and y; are the coordinates of the beacon, and d; is the range to the bea-
con. The solution to this system of equations is the position of the user. We used the
scipy.optimize.least_squares function in Python to solve the system of equations. This
uses the Levenberg-Marquardt algorithm[196] to solve the non-linear least squares problem.

These two parts of the position estimation remained the same for all the algorithms
we tested. We then recorded RSSI values from the beacons at different known locations in
the experiment area, and used these values to test the algorithms. As before, we used the
pre-recorded data to ensure all 4 algorithms were tested on the same inputs.

The 4 workflows we used are presented in Figure 4.14. All methods used variations of
the Kalman filter|195] for smoothing, according to the state of the art. First, we used the 1D
Kalman filter to clean the data, and then used the Least Squares Multilateration to derive
the output. This means we applied the filter directly to each individual range estimation,
and then used the filtered values to calculate the position. This method of data cleaning is
similar to the one used in[197].
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Table 4.2: Execution breakdown of the 4 data cleaning methodologies in the indoor positioning
experiment

Method Filter calcula- Filter LSML calcu- LSML Voting Voting Mean Po- Time

tions time lations time rounds time sitioning
Error

Kalman 20 x 3 measure- 80 ps 1 x 20 circles 20 ms - - 156.75 cm 502 ms
1D ments
Kalman 1 x 3 measure- 236 ps 3 x 20 circles 44 ms - - 208.25 cm 567 ms

ments
Kalman 20 x 3 measure- 80 ps 1 x 4 circles 12 ms 4 x 5 6ps 145.75 cm 496 ms
1D + ments values
Voting
Kalman + 1 x 3 measure- 319 ps 3 x 4 circles 31 ms 12 x 5 18 ps 159.25 cm 557 ms
Voting ments values

The second workflow adds a voting step between the filter and the multilateraion. As
with the tunnel experiment, we used a simple averaging voter here, as the data is limited in
history and also quite noisy.

The third workflow uses the 2D Kalman filter after the multilateration. This means
we applied the filter to the calculated position to smooth it. This method of data cleaning is
similar to the one used in[198|.

Finally, the fourth workflow adds a voting step before the multilateration to the third
one. The raw range data was voted on, before the multilateration was calculated.

A visual representation of the two Kalman filter workflows is shown in Figure 4.15
and Figure 4.16. The aggregated results of the 4 workflows are presented in Table 4.2. The
table presents the results per measured user location, averaged across all positions used in
the experiment. In each position we took 3 measurements, 5 seconds apart, from each of the
20 beacons (5 beacons per stack, 4 stacks). Here we can see that voting improved the result
of both methods. Perhaps surprisingly, the 2D Kalman filter did not improve the result, and
in fact made it worse. This can be explained by the fact that the measurements were only
taken from static positions, and not from a moving user. This means that the 2D Kalman
filter was not able to take advantage of the temporal information and velocity.

The performance results from the same table are also of interest. We observe that
even though the 2D Kalman filter takes more time to compute, the difference is negligible
compared to the total runtime. Voting reduces the amount of time that the Least Squares
method takes to compute, which is always the most time-consuming step.

To further test the effect of voting on performance, we artificially increased the number
of beacon groups by duplicating the real measurements. As expected the filtering time for
the Kalman 1D filter scaled linearly, as the number of measurements in each filtering step
remained the same, and only the number of steps scaled with the number of beacons. Each
filtering step takes approximately 1.33 ps (assuming again 3 measurements per beacon).

Similar behavior was observed for the voting with each voting round between 5 values
taking approximately 1.5 ps. It should be noted here that enabling the history-aware features
of VDX would increase the time of a voting round depending on the implemented storage
method for the history. In that case, reading and writing the histories into a backend
component would take the majority of the voting time, depending on the efficiency of the
implementation.

Increasing the number of sensors does not increase the time the 2D Kalman filter
takes to compute, as it is applied to the final positioning result, so only 2D coordinates are
applied as a measurement. Therefore only the amount of measurements per sensor increasing
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Figure 4.15: Sample visual output of the localisation program using the 1D Kalman filter.
Here the filter is applied to each range measurement individually and multilateration is
performed at the end. The 4 blue circles represent the raw range measurements. The red

circle represents the filtered position estimate. The green dot represents the true position of
the user.

would affect it, but that would require a prolonged measurement period, which would not fit
the indoor navigation scenario.

The Least Squares Multilateration seemingly scales differently in the real experiments,
though when inflating the number of sensors we observed that for very high sensor counts (we
tested between 100 and 20000 circles) the time is quite consistently linear. The average time
divided by the number of circles was 400 ps per circle, above 5000 circles, as below that the
overhead still makes the duration less predictable. It is consistently the most time-consuming
part of the workflow, so voting, which reduces the number of circles it needs to solve, is a
good way to improve performance (provided the scenario allows the sensors to be grouped).

UC-3+: Comparison with Neural Network fingerprinting method.

As a further point of comparison, we repeated the experiment of UC-3 using a different
setup. This extension was made as part of our work in extending the localisation experiment
setup for use in smart shopping[199]. Rather than using 4 stacks of 5 beacons each, we
arranged 12 beacons in a 3 x 4 grid, so that they would be evenly spaced. This arrangement
can be seen in Figure 4.17. We then decided to utilize the fingerprinting method|200] for
positioning. The standard way to implement this, is to draw a grid on the location, visit each
location in the grid and take a measurement from each of the beacons at that location. The
result is a 'fingerprint database’ of signal strengths at each location, which can be compared
to the live measurement to obtain the location of the user.

Our implementation included multiple measurements at each location, for a total of
524 data points. For the actual location prediction, we used a Sequential Neural Network.
The neural network’s input is the 12 signal strengths from the beacons. The network consists
of 3 dense layers of 50 neurons, the first using a sigmoid activation function and the rest
(including the output) using ReLu (Rectified Linear Unit). The output is the 2 coordinates
of the predicted location. The data was split as 80/20 for training/test and training of this
simple model took 6 seconds on a laptop with an 8th Gen Intel i7 processor and no GPU.
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Figure 4.16: Sample visual output of the localisation program using the 2D Kalman filter.
Here the filter is applied to the position estimate after multilateration. The 3 red circles
represent the raw position estimates. The blue line represents the filtered position estimate.

User

Figure 4.17: The 3 x 4 grid of beacons used for the Bluetooth fingerprint experiment
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Figure 4.18: The full fingerprint localisation pipeline. A fingerprint dataset is built by taking
signal strength (RSSI) measurements at each location in the grid. This dataset is used to
train a neural network, that predicts the user location. The prediction is passed through a
Kalman Filter to obtain the final position estimate.

For the prediction, the predicted location by the model is also passed through the
same 2D Kalman filter used above. The full pipeline from training to localisation can be seen
in Figure 4.18.

We observed a mean positioning error of 157.07cm, very close to our other methods.
The time taken for each prediction is 1ms, though it should be noted that unlike the other
method, only one measurement per sensor is needed instead of 3, thus there is no need to
wait for bluetooth between measurements. In any case, both methods are fast enough to
react to the bluetooth devices advertising in real time, so the performance difference is less
meaningful.

As for the practicality of the fingerprint method, initial deployment is more time-
consuming, as it requires hundreds of measurements and retraining of the model for each new
location of deployment. By comparison, the multilateration method requires 2 measurements
per beacon and some calculation for the path loss formula, though that again needs to be
repeated per location for optimal accuracy. Another restriction of the fingerprint method, is
that it cannot provide any usable prediction if the location of the target is outside of the
grid. The multilateration method does not have such restriction, though the accuracy will of
course be lower as all beacons will be in the same direction with respect to the target.

UC-0: Reimplementation of MAO using VDX.

As a last step in the evaluation of our VDX implementation, we reimplemented MAO
using VDX as the core of the consensus system. The resulting system was named DiMOS
(Distributed Metrics Observation System). It consists of the same MAO executor used in
Chapters 2 and 3, and a new voting system implementing the DCC logic using VDX. The
architecture of this implementation can be seen in Figure 4.19. This reimplementation shows
that VDX is compatible with all prior MAO and DCC work, so all prior results can be
reproduced using the VDX-based DiMOS in place of MAO.
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Figure 4.19: DiMOS: The reimplementation of MAO using VDX.

4.8 Findings and Discussion

Evaluating AVOC and VDX yielded some interesting results. First, the light sensor experiment
to evaluate the time-series performance of history-based voting. We observe that both the
clustering component of AVOC and the history component from the HYBRID algorithm (that
is part of AVOC) are important in removing faulty modules and improving the accuracy of
results. It is also an important finding that clustering alone is a better voter than distance-
based weighted averaging, the typical method for reconciling numeric data which was used as
one of the points of comparison in the experiment. This is because clustering is able to remove
faulty modules, while distance-based weighted averaging is not. This is useful in scenarios
where history is not utilized, due to the system being short-lived or memory constraints. The
extra computation in any case is not significant, as shown above, due to the small amount of
data involved in each round of voting, even for a large number of modules. Worth noting
is the convergence speedup AVOC yields over the state-of-the-art Hybrid algorithm. The
speedup from 8 rounds to 2 would not be significant in a system that votes 10 times per
second, as the one in our experiment, as the difference would last less than a second. However,
it would be significant in a system with a longer period between voting rounds, such as a
hypothetical system that evaluates satellite imagery once every 2 weeks. In such an example,
without AVOC, the system would carry the errors forward for almost 4 months, while AVOC
would resolve them already by the second round. Thus, AVOC has a clearer advantage when
history-based voting is needed, but there is a scarcity of historical data.

The first BLE experiment showed that noisy and unstable data is unsuitable for
clustering-based methods or history-based methods. In such examples averaging works best,
though as we examined in the third experiment, the correct approach would be to filter the
data or use other smoothing algorithms first. Our latest positioning experiment presents
both a comparison against the state of the art, as well as an approach for combining our
methods with the state of the art in data fusion. We observe that our approach can speed up
the more inefficient part of the process, which is optimising the multilateration, as well as
slightly improving the accuracy of the results. We argue that with enough ease of deployment,
this method can be applied in real-world scenarios without much effort, and can be used to
improve the accuracy of existing systems, with only software changes. This ease of deployment
is exactly why we developed VDX, which was used in all our experiments to implement the
different voting methods used.

83



4.9 Summary

In this chapter, we presented a detailed view of the voting aspect of our multiperspective
observation methodology. We began with a study of the state-of-the-art history-aware voting
algorithms. We then build upon the state of the art in two ways.

We first introduce an extension of the existing algorithms, AVOC. Our new algorithm
improves the performance of the voting system during its bootstrapping phase, or when the
data input is equivalently unreliable, such as in the presence of transient errors.

We also presented our effort in formalizing the design of software-defined voters using
our VDX specification. We demonstrate VDX and how it can be used to employ the existing
algorithms as well as our own AVOC strategy. VDX is also used as the implementation of
DCC in our latest DIMOS prototype, completing the loop and integrating all the engineering
aspects of this work.

We finally proceed by investigating 3 IoT-based use cases, to evaluate the DCC
process and by extension VDX and AVOC in a real-time scenario, expanding from the batch
processing we investigated in the previous chapters. We demonstrate how different voting
approaches can be beneficial in different scenarios and how there is no one-size-fits-all solution.
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Chapter 5

Conclusion

In this work we presented a novel method of managing data in collaborative environ-
ments. We coined this method multiperspective observation. Here we will summarize the
contributions of this work, present the answers to our research questions, and discuss the
perspectives for future work.

5.1 Summary by Chapter

This work is thematically divided into two parts, that combined form the multiperspective
observation methodology. The first part is the data acquisition aspect, and the second part
is the data verification and merging aspect.

In Chapter 2, we present the data acquisition aspect of the work. We began by
introducing our MAO framework, the data collection system used for a large portion of this
work. We then used MAO to collect publicly available metadata for Docker images over
the period of a year, and used this data as a starting point for conducting an analysis of
heterogeneous hardware support in Docker images. We concluded that specialized hardware
support was not yet commonplace in the Docker ecosystem, but it is our belief that as
heterogeneous hardware becomes more common in practice, this trend will shift. With this
in mind, we presented an augmented metadata schema for Docker images, that is aware
of hardware pass-through, and built a wrapper tool for the Docker runtime to apply it in
practice. We then presented our work in integrating MAO with the SDSC’s Renku platform,
in an effort to support more complex pipelines in data processing with reproducible execution
and tracking of data provenance. This work served as the first use-case for both our MAO
framework, and to point out the significance of systematically monitoring public data sources.
Over the course of monitoring, this early version of MAO had no built-in support of our DCC
methodology, and the testbed federation of nodes was built exclusively on one private cloud,
operated by the ZHAW. This meant that outages affected both nodes simultaneously, leading
to a small number of missing days in the dataset. This served as further evidence for the need
of collaborative monitoring solutions, the main motivation behind our DCC methodology.

In Chapter 3, we begin our investigation of methods of resolving these faults using
our collaborative methodology. We discuss the main issues in data quality, and how our
methodology is designed to address them. We also present the system design decision
and their constraints for implementing our methodology in practice. We presented our
DCC methodology, the name we assigned to the end-to-end approach in multiperspective
data management. This comprises reproducible or portable data collection workflows, the
accumulation and aggregation of data, the resolution of conflicts using methods such as outlier
detection and voting, and finally the publishing or propagation of the data as the new ground
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truth. We evaluated this method using our MAO testbed federation and a combination of
real and synthetic data. We observed that the performance impact of such a system is not
significant, and generally the networking overhead involved in moving data between nodes
was greater than the time needed to reconcile the data. We also observe the effectiveness
of our voting-based strategy in resolving injected errors by measuring whether the system
can recover to the original value. We observed that voting-based approaches perform well in
most scenarios, further motivating us to study them in more detail.

In Chapter 4, we do a deep-dive into the state-of-the-art in numeric voting algorithms,
focusing on the historical component, which fits both real-time systems and long-running
monitoring projects that produce time-series-like output, like our metadata datasets. We
continue by proposing an extension to the existing approaches by combining them with a
clustering step to form AVOC, an algorithm meant to converge faster, making it suitable in
scenarios where we need high accuracy even when the history is still short. We also collect
the exiting algorithms and AVOC, along with other methods such as averaging and simple
majority voting into a generic specification for software-defined voters, VDX. VDX was
developed with all the previous components investigated in prior chapters in mind, meaning
we could also integrate it into a successor software to MAQO, called DIMOS. We continue
the chapter by validating VDX and applying the different voting strategies to 3 IoT-based
scenarios. We observed that AVOC outperforms the other algorithms in scenarios with
continuous monitoring of sensors. By studying the two localisation-based scenarios we found
that there is no perfect voting strategy however, thus confirming that a customizable solution
(such as VDX) is needed to bridge the use cases under a unified format.

5.2 Summary of Contributions

The main contributions of this work can be concretely summarized as follows:

Our first contribution is our software prototype, DIMOS, which is a lightweight end-to-
end implementation of our multiperspective observation strategy for datasets stored within git
repositories and workflows implemented as Docker containers. DiMOS is a successor to our
previous MAO framework, but without the peer-to-peer networking and built-in scheduler. It
integrates much of the output of our work, such as a DCC system implemented using VDX,
and an example tool which is a port of our Docker metadata crawler, used to collect data for
our Docker hardware analysis in Chapter 3.

Second, we contributed an integration with Renku and MAO. Even though MAO as
a software is discontinued, DiMOS can be used as a drop-in alternative in this integration.
Combining the data acquisition aspect of DIMOS with the reproducible workflows of Renku,
we demonstrated the possibility of building an end-to-end data management solution. The
VDX capabilities of DIMOS can be used to further this integration, though this will be
discussed in more detail in the future work section.

Third, we conducted a study of hardware support in Docker images. We contributed a
proposed metadata schema that is hardware-aware and can be used to ease the configuration
of Docker containers. In addition, we contributed HDocker, a software wrapper for Docker
that uses our augmented metadata to enable hardware pass-through.

Further, we contributed DCC, a methodology for merging and conflict resolution in
multiperspective data. This strategy was verified using our MAO testbed. As an extension to
this, we created VDX, our generic specification for software-defined voters. We provide the
specification itself along with a reference implementation and examples that use it for different
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scenarios (including our IoT scenarios and a DiMOS prototype) as open-source software. As
part of our work on VDX we also contributed AVOC, an algorithm that combines the best of
the existing algorithms into a single voting strategy that is suitable for both long-running
monitoring systems and real-time systems.

5.3 Research Questions

To further summarize the conclusions of this work, we will now discuss our answers to the
research questions posed in the introduction.

e RQ 1: How can reproducible or portable workflows be utilized to obtain multiple
perspectives on data?

We have shown three approaches for obtaining multiperspective data. First, we demon-
strated the use of portable software, in the form of Docker containers, distributed
among members of a federation, with the data managed in a distributed version control
system. Second, a reproducible data science workflow in Renku, augmented by a data
acquisition framework, can achieve the same result. Additionally, we investigated the
scenario of sensor fusion for observation from multiple perspectives.

e RQ 2: How can crowdsourced or decentrally provided insights be utilized in practice?

Crowdsourced data, as produced by a multiperspective observation system such as a
MAO/DiMOS federation or the collaborators in a Renku project, can be more complete
and reliable than data observed by a single authority. We demonstrated its use in
conducting our study of the Docker ecosystem, where the long-term observation effort
gave us a better understanding of trends within that community.

e RQ 3: Can multiperspective data be aggregated /merged to resolve conflicts, restore
data loss and/or improve the reliability of a dataset?

We developed our end-to-end DCC strategy, formalized within the VDX specification
and implemented both in DiMOS and our IoT experiments. We showed that such a
system can provide more complete datasets and improve accuracy in the presence of
unreliable measurements, without introducing significant performance degradation.

e RQ 4: Can multiperspective data reconciliation be adapted to the needs of real-time
systems?

As shown in our IoT experiments, the execution of VDX-based voting systems can be
used in a real-time system without slowdown. We demonstrated the advantages this
approach has for the quality of the output data.

5.4 Perspectives for Future Work

There are many interesting avenues for further work that are opened by this work. We will
now discuss some of them.

A large-scale collaborative experiment utilizing the end-to-end functionalities of DIMOS
and VDX is a natural next step. The integration with Renku is also a possible addition
to this. In our integration with this platform, we only used our MAO framework for data
acquisition, and then performed the data science workflow entirely on Renku. Now that VDX
has been developed and integrated into DIMOS, a further step can be used, to merge the
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branches of a Renku project using the voting capabilities discussed. The performance and
data quality effects of this integrated methodology can then be studied at a much larger scale.

As an extension of our study of the Docker ecosystem, further microservice ecosystems
can be studied in a similar fashion. This was one of the motivating use cases of the MAO
federation, and as such an informal attempt at co-ordinating this research effort exists
within the MAO-MAO project[151]. We have shown the Dockerhub collector, as well as the
Artifacthub collector outputs in Chapter 3, and further tools can be integrated to further the
study of public software artefacts in the cloud-native community.

Another possibility is the extension of the DCC methodology beyond the limits of
VDX. Though it is our belief that purely numeric voting has been exhausted, other methods
of data reconciliation are available. We have touched on clustering and outlier detection
in this work, though more advanced data cleansing methods based on machine learning or
neural networks may be possible. In addition, our binary data categorization and numeric
and non-numeric in VDX can be extended for more complex and diverse data types to allow
for more complex voting strategies.

In conclusion, we believe that multiperspective observation is a promising approach to
data management, and that the work presented in this thesis is a step towards its practical
implementation. We hope that the work presented here will be useful to the research
community, and that it will inspire further work to extend our methods and apply them to
new domains.
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Appendix C
Abbreviations

API - Application Programming Interface
ARM - Advanced RISC Machine

AVOC - Accurate Voting with Clustering

AWS - Amazon Web Services

BLE - Bluetooth Low Energy

CLI - Command Line Interface

CPU - Central Processing Unit

CST - Cargo Sous Terrain

CUDA - Compute Unified Device Architecture
CVE - Common Vulnerabilities and Exposures
DBSCAN - Density-Based Spatial Clustering of Applications with Noise
DCC - Data Centric Consensus

DiMOS - Distributed Metrics Observation System
EFT - Extensible Firmware Interface

FPGA - Field Programmable Gate Array

GPU - Graphics Processing Unit

HDocker - Hardware Docker

HISC - Highly Information Sensitive Computing
HPC - High Performance Computing

IoT - Internet of Things

JSON - JavaScript Object Notation

LCD - Liquid Crystal Display

MAO - Microservice Artefact Observatory

ME - Module Elimination Weighted Average
REST - Representational State Transfer

RQ - Research Question

RSSI - Received Signal Strength Indication
SDK - Software Development Kit

SDT - Soft Dynamic Threshold Weighted Average
SEV - Secure Encrypted Virtualization

SGX - Software Guard Extensions

TEE - Trusted Execution Environment

USB - Universal Serial Bus

VDL - Voting Definition Language

VDX - Voting Definition eXtended
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