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Abstract

Cloud storage has durably entered the stage as go-to solution for business and personal
storage. Virtually extending storage capabilities to infinity, cloud storage enables companies
and individuals to focus on content creation without fear of running out of space or losing
data. But as users entrust more and more data to the cloud, they also have to accept a loss
of control over the data they offload to the cloud. At a time when online services seem to be
making a significant part of their profits by exploiting customer data, concerns over privacy
and integrity of said data naturally arise. Are their online documents read by the storage
provider or its employees? Is the content of these documents shared with third party partners
of the storage provider? What happens if the provider goes bankrupt? Whatever answer can
be offered by the storage provider, the loss of control should be cause for concern.
But storage providers also have to worry about trust and reliability. As they build distributed
solutions to accommodate their customers’ needs, these concerns of control extend to the
infrastructure they operate on. Conciliating security, confidentiality, resilience and perform-
ance over large sets of distributed storage nodes is a tricky balancing act. And even when a
suitable balance can be found, it is often done at the expense of increased storage overhead.

In this dissertation, we try to mitigate these issues by focusing on three aspects. First,
we study solutions to empower users with flexible tooling ensuring security, integrity and
redundancy in distributed storage settings. By leveraging public cloud storage offerings to
build a configurable file system and storage middleware, we show that securing cloud-storage
from the client-side is an effective way maintaining control. Second, we build a distributed
archive whose resilience goes beyond standard redundancy schemes. To achieve this, we
implement Recast, relying on a data entanglement scheme, that encodes and distributes
data over a set of storage nodes to ensure durability at a manageable cost. Finally, we look
into offsetting the increase in storage overhead by means of data reduction. This is made
possible by the use of Generalised Deduplication, a scheme that improves over classical data
deduplication by detecting similarities beyond exact matches.

Keywords: distributed storage, file systems, erasure coding, encryption, data entanglement,
censorship-resistance, data deduplication, user-space





Résumé

Le stockage dans le cloud est une pratique communément adoptée pour la sauvegarde de
données privées et professionnelles. Virtuellement illimitées, les capacités de stockage dans le
cloud permettent à tout un chacun de se concentrer sur son activité sans crainte de manquer
d’espace ou de perdre des données. Mais si les utilisateurs confient de plus en plus de données
à ces fournisseurs de service de stockage en ligne, ils le font au prix d’une certaine perte
de contrôle. Et à une époque où de nombreux services en ligne font une partie de leur
chiffre d’affaires sur l’exploitation des données et méta-données utilisateurs, des questions
de confidentialité et de sécurité se posent. Les documents mis en lignes par les utilisateurs
sont-ils lus par le fournisseur de service ? Le contenu de ces documents est-il partagé par
le fournisseur de service avec des partenaires tiers ? Qu’advient-il des données lorsque le
fournisseur de service fait faillite ? Si les fournisseurs de services s’efforcent d’apporter
des réponses satisfaisantes à leurs clients, la perte de contrôle sur les données continuent
d’alimenter de réelles inquiétudes.
À ces inquiétudes vient s’ajouter la question de la fiabilité du service offert par ces fournisseurs
de stockage. En effet, la plupart des offres sont construites sur des centres de données dispersés
à travers le monde. Si la répartition des données permet une meilleure qualité de service,
elle amène également son lot de difficultés. Les fournisseurs de services doivent désormais
anticiper et prévenir les problèmes survenant à la fois à l’intérieur mais également sur le
réseau entre centres de données. Trouver l’équilibre entre sécurité, confidentialité, résilience
et performance tout en coordonnant un grand nombre de nœuds de stockage répartis n’est
pas une chose aisée. Et même lorsqu’une formule équilibrée est trouvée, elle se paie souvent
par une augmentation des coûts de stockage.

Dans cette thèse, nous tentons d’apporter des solutions à ces problèmes en nous concentrant
sur trois aspects. Premièrement, nous étudions des solutions flexibles garantissant la sécurité,
l’intégrité et la redondance des données pour du stockage dans le cloud. En tirant parti des
offres de stockage grand public, nous montrons qu’il est possible de conserver le contrôle du
stockage dans le cloud depuis le client.
Dans un second temps, nous construisons une archive de données répartie dont la résilience
va au-delà des techniques de redondance standards. Pour cela, nous implémentons Recast,
un prototype usant du data entanglement, qui encode et répartit les blocs de données sur de
nombreux nœuds de stockage afin d’en assurer la durabilité.
Enfin, nous examinons comment réduire l’augmentation des coûts de stockage entrainés par
les méthodes proposées ci-dessus par de la dépduplication. Plus précisément, nous faisons
usage de la Generalised Deduplication, une méthode dont les résultats vont au-delà de la
déduplication classique grâce à une détection de similarité plus fine que la correspondance
exacte.

Mots-clés: stockage réparti, systèmes de fichiers, codes correcteurs d’erreur, chiffrement,
data entanglement, résistance à la censure, déduplication
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Chapter 1

Introduction

1.1 Context and motivation
As the march towards digitization of the world continues, cloud storage must rise to the
challenge of an increasing volume of data and more demanding requirements. In part due
to the greater number of devices and sensors connected to the internet, projections set the
amount of data stored in the cloud to 175ZB by 2025 [223]. While these numbers give an
abstract and distant idea of the challenge, they translate to concrete concerns of durability,
confidentiality, flexibility and cost for all actors involved. For customers, safe archival and
seamless synchronization of data across devices is no longer desired but expected. The
livelihood of companies, especially in times of enforced remote work, depends on the ability of
their employees to efficiently and securely access data. Finally, storage providers must be able
to reliably and efficiently store all this data while offering their services at competitive prices.
Satisfying customer requirements while maintaining operational efficiency is a complicated
balancing act.

But despite the challenge, storage providers try to offer measures to ensure the
confidentiality and integrity of their customer’s data. Measures targeting confidentiality
include encrypting customer data and segmenting their storage infrastructure to prevent
rogue employees from snooping on customer data. Measures can also be taken to avoid data
loss such as replicating files across data centers. But these measures keep the initiative on the
provider’s side and essentially require blind trust from the customers. This is likely to inspire
skepticism from customers and thus negatively impact the provider’s reputation [245]. And
regardless of the good intentions of the providers, their systems can still fail. Negligence can
lead to data loss as was the case of Swisscom losing personal cloud data for free-tier users [254].
And even when the provider is technically competent, the human side of operations can fall
prey to social engineering leading to irreparable loss [114]. With their work and personal
archives possibly disappearing overnight, customers may feel like relying on a single storage
provider is too much of a risky choice. These concerns are not new but as the needs of
customers evolve over time, the solutions put in place have to evolve accordingly. However,
plugging a secure solution between existing applications and their storage backends can
prove trickier than expexted. In a world that expects instant and seamless access to data,
adding complexity to the processing pipeline may significantly affect user experience. Besides,
beyond the performance aspect, there is no universal protocol to interface between existing
applications and their storage stack. Empowering users with flexible client-side tooling to
securely and reliably offload their data to the cloud is challenging but necessary for a secure
cloud storage ecosystem.
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CHAPTER 1. INTRODUCTION

Leaving aside customer data, some of the information stored online requires a stronger
emphasis on availability and integrity than confidentiality. Every year, new items fall in the
public domain, new documents are published by governmental institutions and snapshots
of public facing websites are archived for preservation and research purposes. This data is
archived and looked after by public and private initiatives like the Internet Archive [264].
And to operate on this data, legacy software has to be saved as well. In a world ruled by
software, the need for its long-term preservation is such that it can lead to extreme solutions
such as Github storing code in vaults in the arctic circle [174]. These initiatives ensure that
precious documents remain available for future generations. However, the platforms hosting
this content still have to comply with demands to delete what is deemed to be illegal or
copyright infringing material. From that point on, the days of a targeted document on the
internet are counted. While popular content can rely on the Streisand effect1 and alternative
networks to keep on living a little longer, unpopular content can just disappear off the face of
the internet. And when refusing to delete the content also exposes the platform or provider
to cyber attacks [124], removing the content seems like the best option to avoid exposure but
also reduce their storage costs.

Indeed, the cost to host all this data is considerable. Files in storage must be replicated
to avoid data loss, multiplying the storage overhead by a constant factor. The Internet
Archive, for instance, preserves snapshots of websites, music, video and text. They currently
store over 45PB of content, of which they keep at least two copies, at an estimated cost of
2 $/GB [10]. In addition to replicated cold storage of data, providers also have to account
for caching and load-balancing infrastructure. While most storage companies keep their
cloud spend a secret, they often boast about the amount of data they store. An example of
this is Backblaze that claims the storage of over 1 ExaBytes of data. With such numbers,
finding ways to reduce the storage overhead and bandwidth use is essential to keep costs
under control. Providers must then turn to data reduction techniques such as compression
and deduplication to reduce the storage overhead.

In light of the context painted above, this work seeks to contribute by working along 3 angles.

1. Enabling secure and reliable cloud storage from the client-side

2. Building resilient archival storage in the cloud

3. Taming storage overhead with practical and efficient data reduction

First, we take a look at the client side integration of flexible tooling to securely and
reliably offload data to the cloud. To do so, we look at ways to build flexible solutions
interfacing with REST based and file systems APIs. Second, we look at how the distributed
aspect of cloud storage can be leveraged to build archives with a level of resilience that goes
beyond standard redundancy schemes. Finally, we look at how storage overhead can be
tamed beyond with better compression gains than classic data reduction techniques without
sacrificing on performance.

1https://en.wikipedia.org/wiki/Streisand_effect
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1.2. CONTRIBUTIONS

Table 1.1: Contributions and their use in this thesis

Chapter Summary Publications
Chapter 3 Benchmarking of cryptographic and coding schemes on top of

public cloud storage.
[32, 34, 31]

Chapter 4 First and fully functional implementation of STeP [17, 141]
Chapter 5 Implementation and evaluation of a framework for stackable

user-space file systems
[207, 33]

Chapter 6 Integration and evalution of a data deduplication scheme in
user-space file system

[183]

1.2 Contributions
This manuscript is the product of contributions made across 6 conference papers (1 currently
under review), 1 short paper and 1 PhD forum presentation. The contributions can be
described as follows:

• A benchmark of erasure coding libraries in a distributed setting [32]. This work was
done under the supervision of Pascal Felber and Valerio Schiavoni with the collaboration
of Hugues Mercier.

• Playcloud [31], an open-source platform to benchmark erasure codes in a distributed
setting.

• A benchmark of cryptographic and erasure coding schemes on top of public cloud
storage [34]. This work was done in collaboration with Rogério Pontes, Francisco Maia,
João Paulo, Rui Oliveira and Hugues Mercier under the supervision of Pascal Felber
and Valerio Schiavoni.

• The introduction of Recast [17], a fully functional implementation of STeP [14], a
coding scheme that blends erasure coding for redundancy and data entanglement for
censorship detection. This work was led by Roberta Barbi under the supervision of
Pascal Felber, Valerio Schiavoni and Hugues Mercier.

• MetaBlock [141] an extension to Recast that backs up metadata in a private
Ethereum blockchain. This work was led by Arnaud L’Hutereau under the supervision
of Pascal Felber, Valerio Schiavoni and Hugues Mercier.

• SafeFS [207], a modular framework for stackable file systems in user-space. This work
was led by Rogério Pontes with the collaboration of Francisco Maia, João Paulo, Rui
Oliveira, Pascal Felber, Valerio Schiavoni and Hugues Mercier.

• Sgx-Fs [33] a user-space in-memory file system offering insights into the trade-offs
of delegating the encryption work to a specific Trusted Execution Environment: Intel
SGX [120]. This work was supervised by Pascal Felber and Valerio Schiavoni with the
collaboration Hugues Mercier.

• MinervaFS [183] A user-space file system demonstrating the efficiency and practicality
of Generalised Deduplication in file systems. This work was led by Lars Nielsen with
the collaboration of Daniel Lucani, Pascal Felber and Valerio Schiavoni.
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1.3 Outline
The chapters of this work are organized as follows. Chapter 2 introduces the necessary
background by giving a primer on redundancy schemes, secure cloud storage, modular file
system design and data reduction.

In Chapter 3, we build a platform on top of public cloud storage providers to benchmark
a series of coding schemes integrated on the client-side. We start with a presentation of
different erasure coding schemes and libraries. We then evaluate their implementations to
measure throughput and storage overhead trade-offs. To guarantee the security of the data,
we then blend in cryptographic schemes. We combine erasure coding with encryption, hashing
and cryptographic signatures to form a better idea of their cost in practice. To do so, we
measure the impact of the different combinations on resource consumption, throughput and
storage overhead. Overall, the results show, as expected, that combinations should be picked
with care for the workload they support. In particular, we observe an important increase
in CPU usage for most combinations and a significant increase in latency for combinations
including redundancy.

Chapter 4 shifts the focus from personal cloud storage to archival storage in the cloud.
In this context, we look at how documents stored in the cloud can be protected from accidental
loss of servers and censorship attempts by the use of data entanglement. In particular, we
study a specific flavor of data entanglement STeP [14]. We discuss improvements over
the existing scheme and present Recast, the first full implementation of STeP built on
top of distributed storage. We then put our prototype through evaluation to measure its
throughput, storage overhead, repair bandwidth use and metadata storage overhead. To
close the chapter, we discuss the shortcomings of our prototype and its positioning regarding
current international legislation.

In Chapter 5, we take another look at flexibility and the combination of coding schemes
through the lens of file systems in user-space. More specifically, we design and implement
SafeFS, a framework to build modular and configurable file systems in user-space. By
providing a layered approach to file system design, SafeFS enables the construction of
customizable storage configurations where layers can be reordered and powered by a variety
of drivers. To put this prototype to the test, we build a set of security-oriented configurations
and compared their performance against monolithic and secure user-space file systems. Our
results show that SafeFS configurations fare comparably to the other monolithic file systems
in user-space with the benefit of requiring no recompilation to change their behavior. The
chapter is closed with a discussion on the limitations of our prototype and the challenges of
building a completely secure file system on top of the FUSE framework.

After placing much of the processing work on the client-side (and in user-space) by
adding redundancy and security, Chapter 6 tackles the issue of storage overhead. This
chapter presents MinervaFS, an implementation of Generalised Deduplication (GD) in a
user-space file system. We start with a description of GD and how it differs from classic
deduplication. We then present the architecture and design of our file system before putting
it under evaluation. We close this chapter with a discussion on the integration of GD in a file
system and the potential for improvements in our prototype.

Finally, Chapter 7 concludes this work with a look back at the topics covered and
lessons learned along the way.
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Chapter 2

Background and Related Work

The design of reliable and efficient storage systems is essential to make the most out of
local or cloud storage. But allowing for flexibility in design is also necessary to accommodate
varying use cases and workloads. Namely, users should be confident that the integrity and
confidentiality of the data they entrust to the cloud is maintained without significant impact
to their workloads. When such a compromise cannot be reached, users should be able to
select and build feature sets that match their expectations with reasonable efforts.

In this chapter, we take a look at state-of-the art methods that enable both users
and providers to make the most of cloud storage. To this end, Section 2.1 looks at how
redundant storage techniques can be used to avoid data loss at reduced storage and repair
costs in distributed storage environments. Section 2.2 presents a list of storage systems built
on top of consumer-grade cloud storage with a focus client-side control of data confidentiality.
Section 2.3 discusses distributed archival storage systems resistant to censorship. Section 2.4
presents the tooling available for the modular design and re-usability of file systems. Finally,
Section 2.5 presents data reduction technique that may be used by the cloud storage provider
for final storage of the data.

2.1 Redundant cloud storage
Storage systems rely on the quality of the underlying medium to ensure data durability. In
case of failure of the storage medium, the system must be able to recover the data. An obvious
way to prevent the loss of data is to replicate the data on independent storage media. In case
of failure of one these media, a copy can be recovered from an independent source. The cost
of a recovery is simple to compute in terms of I/O and bandwidth since is proportional in the
size of the data to recover. However, the simple repair process also implies the presence of a
number of copies and thus some storage overhead : n copies of the data requires n times the
storage space. To counter replication’s costly storage overhead, the research field of the error
correcting codes has come up with interesting solutions. The rest of this section presents
research in replication at scale, the basics of erasure codes and state-of-the-art research to
make them work in a distributed setting.

2.1.1 Replication in distributed environments

Full-replication is the simplest solution to add redundancy and prevent data loss. The cost of
storing copies is straightforward: data of size r replicated s times requires s× r the storage
space. From these numbers, it is easy to understand that full-replication can be costly.
The main challenge of replication in distributed settings is the dispersion and maintenance
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Encoder

k data blocks

k + 1 blocks stored

(a) Redundancy using XOR.

Decoder

k data blocks decoded

k blocks selected

X

k + 1 blocks stored

(b) Failed disk recovered using XOR.

Figure 2.1: XOR based codes

of replicas. Replicas must also be kept independent in order to avoid data loss in case of
correlated failures. A common way to prevent this issue is to perform random replication. It
is a common method used in distributed hash tables, databases and distributed file systems.
By picking a set of r random storage nodes to store a chunk of data, the system ensures
that the amount of data loss when a storage node fails is predictable and uniform. Copyset
replication [43] chooses to pre-select sets of r, sometimes overlapping, storage nodes according
to some balancing properties in order to maximize data availability at a greater per node
repair cost. Considering cheaper storage media such as tapes may be a solution but what is
gained in storage cost is paid in latency. In order to maintain availability, most setups are
built on top of n identical replicas. Compromising between faster and slower replicas [42]
shifts the traditional 3 equal replicas to a 2 primary + 1 secondary. This maintains durability
at a lower cost.

2.1.2 Erasure codes

The objective of error-correcting codes for data storage is to carefully add redundancy to data
in order to protect it against corruption when stored on media like DVDs, magnetic tapes or
solid-state drives. In these systems, the errors are usually modeled as erasures, meaning that
their locations are known. Consider the example shown in Figure 2.1a, where a coding disk
is used to store the XOR (“exclusive or”) of k data blocks. If the system realizes that one of
the disks has failed, as shown in Figure 2.1b, it can XOR the healthy disks and recover the
failure. This is the maximum decoding capability of this code, and there will be data loss if
more than one disk fails.

In general, k data blocks are coded to generate n− k coding blocks, as illustrated in
Figure 2.2a. After disk failures, the system will try to decode the original codewords from
the healthy disks, like in Figure 2.2b. The number of recoverable disk failures depends on
the code itself.

The most famous class of erasure codes are Reed-Solomon codes (RS), first introduced
in 1960 [222]. An (n, k) Reed-Solomon code is a linear block code with dimension k and
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Encoder

k data blocks

n blocks stored

(a) Generic erasure code
encoder.

Decoder

k data blocks decoded

k blocks selected

X

n blocks stored

(b) Generic erasure code decoder.

Figure 2.2: Reed-Solomon based codes

length n defined over the finite field of n elements. Reed-Solomon codes have many interesting
properties. First, they achieve the singleton bound with equality, and thus are maximum
distance separable (MDS) [150]. In other words, they can correct up to n−k symbol erasures,
i.e., any k of the n code symbols are necessary and sufficient for decoding. Second, using a
large field, they can correct bursts of errors, thus their widespread adoption in storage media
where such bursts are common. Encoding and decoding Reed-Solomon codes is challenging,
and optimizing both operations has kept many coding theorists and engineers busy for more
than 50 years. There is a large amount of literature on these topics, covering theory (e.g.,
[105]) and implementation (e.g., [232]), but in a nutshell the best encoding and decoding
implementations are quadratic in the size of data.

Reed-Solomon codes, while storage-efficient, were not originally designed for distributed
storage and are somewhat ill-suited for this purpose. Besides their complexity, their main
drawback is that they require at least k geographically distributed healthy disks to recover
from a single failure, followed by decoding of all the codewords with a block on the failed
disk. This incurs significant bandwidth and latency costs. This handicap has led to the
development of codes that can recreate destroyed redundancy without decoding the original
codewords. The trade-offs between storage overhead and failure repairability is an active area
of research [65, 188], and there are many interesting theoretical and practical questions to
answer. Among other work of interest, NCCloud [40] reduces the cost of repair in multi-cloud
storage if one cloud storage provider fails permanently. We also mention the coding work done
for Microsoft Azure [36, 117], and XOR-based erasure codes [131] in the context of efficient
cloud-based file-systems exploiting rotated Reed-Solomon codes. RAID-like erasure-coding
techniques have been studied in the context of cloud-based storage solutions [131]. Plank
et al. [203] studied chosen erasure-coding libraries, which has in great part motivated and
inspired the first part of Chapter 3.
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2.1.3 Erasure codes in distributed environments

The development of online cloud storage services has sparked a new flame in research efforts
to make erasure codes work in the context of distributed environments. In particular, the
efforts have focused on minimizing the use of resources during the repair process. Three
aspects of the repair process are listed: the number of storage nodes involved in the repair
process (locality) [100], the number of bits transiting over the network (bandwidth) [65] and
the number of bits read on disk (I/O) [132]. Most of the research on these issues has focused
on delivering lower and upper bounds depending on code and system configurations.

To tackle these issues, numerous codes categorized under the family of Locally Re-
pairable Codes (LRC) [198, 135] have been proposed since the late 2000s. Locally repairable
codes strive to minimize the amount of blocks fetched, and thus the number of storage nodes
involved, during degraded reads or block repairs. This locality gain is achieved by introducing
local parities resulting from the combination r blocks from the original codeword (where
r < k). Lost blocks can then be recovered by reading r blocks rather than k. These LRCs,
notation (n, k, r), are usually based on (n, k) Reed-Solomon codes where groups of at most
r blocks in the codeword are XORed together to produce local parities. A distinction is
sometimes made between data-LRCs that produce local parities only for the data blocks and
full-LRCs that produce local parities for all blocks in the codeword [135]. It is important to
understand that even though LRCs offer better locality, they are not Maximum Distance
Separable (MDS). Indeed, while these codes can in theory recover from up to r + (n − k)
failures, they cannot however handle arbitrary failure patterns. The failure patterns that can
be recovered from are sometimes called information-theoretically decodable [117].

Notable LRC examples include Pyramid codes [116], Xorbas [233] and Optimal-
LRC [256]. Pyramid codes, defined (k, l,m) [116], are data-LRCs that improve locality by
splitting the data in k blocks, generating m global parities and generating local parities
for groups of l data blocks. Pyramid codes were tested in Windows Azure Storage [117]
in a (12, 2, 2) configuration which translates in the (n, k, r) notation introduced before into
(14, 12, 6). Starting from a (14,10) Reed-Solomon code, Xorbas [233] generates 3 extra parities:
one per 5 data blocks and a third combining these two new parities and the Reed-Solomon
parities. For this 14% increase in storage overhead, Xorbas reduces a 2 × reduction in disk
I/O and repair network traffic compared to a (14,10) Reed-Solomon code. Optimal-LRCs [256]
create a comparable construction to the other (n, k, r) schemes but manage to lower the
minimum distance of the code with some extra constraints where n must be divisible by r+1.

Finally, other constructions focus on reducing read and repair latency. Agar [106] pro-
poses suitable caching policies for globally distributed erasure coded data. And HACFS [291]
to significantly reduce latency of degraded reads, disk I/O and network traffic by combining
a fast code for fast repairs and a compact one for long-term storage overhead.

To summarize, numerous redundancy schemes can be used to prevent data loss in
distributed environments. Replication is trivial and makes system administration simple
but reduces the optimal usage of storage space. Erasure codes offer a good alternative with
lower storage overhead and good fault tolerance but require fine-tuning when it comes to
repairs. For this reason, erasure coding schemes offer different trade-offs between storage
overhead, bandwidth usage, disk I/O and latency. Ultimately, the choice of a scheme falls on
the system operator’s priorities and their ability to combine their domain knowledge with
the infrastructure at hand.
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Table 2.1: Security features offered by secure cloud solutions for single and multi-cloud
(top and bottom respectively) solutions: confidentiality, self-integrity, origin authentication,
censorship-resistance, symmetric encryption, asymmetric encryption, hash functions.
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CloudProof [208] 3 3 3 7 AES RSA SHA-1
Kamara et al. [128] 3 3 3 7 AES 7 7

Depot [161] 7 3 3 7 7 RSA SHA-256
SUNDR [147] 7 3 3 7 7 ESIGN SHA-1
BlueSky [278] 3 3 7 7 AES 7 SHA-256

Hail [28] 7 3 7 7 7 7 Univ. Hash
MetaSync [108] 3 7 3 7 AES 7 MD5

DepSky [21] 3 3 3 7 AES RSA SHA-1
UniDrive [257] 3 3 3 7 DES RSA SHA-1
SafeSky [305] 3 3 7 7 CCM 7 7

2.2 Secure cloud storage
.

Offloading the storage of data to cloud providers implies a considerable loss of control.
While the previous section focused on data integrity, the confidentiality aspect must also
be addressed. Numerous solutions have been proposed during the past years to target the
challenges of secure cloud storage over in commercially-available online solutions. This section
splits proposals in two categories: single-cloud and multi-cloud. We start by discussing
approaches that rely on a single storage provider in Section 2.2.1. Then, in Section 2.2.2, we
discuss federated storage systems that split data across multiple providers. Table 2.1 presents
a summary survey of these two types of systems.

2.2.1 Secure single-cloud storage

Unable to provide availability guarantees beyond the provider’s own, single-cloud systems
still make use of hashing and signature algorithms on top of the standard encryption to verify
data integrity.

SUNDR [147] proposes an architecture that leverages asymmetric encryption and
cryptographic hash function to ensure the integrity and consistency of stored data (blocks). In
particular it uses SHA-1 digests to index each data block and a protocol based on ESIGN [189]
to detect unauthorized attempts of file modifications.

Depot [161] offers stronger liveness guarantees under node failure than SUNDR,
however it lacks native support for data confidentiality or privacy. Data is stored in plain-
text along with SHA-256 message digests to enable data integrity checking. Also, data is
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cryptographically signed using RSA with 1024-bit keys to ensure data authenticity. Both
signatures and digests are verified upon each read request.

CloudProof further adds an encryption step: data blocks are protected with AES [208].
Once encrypted, blocks are signed with RSA to prevent unauthorized users to tamper with
the data. Also, data integrity is assured by means of SHA-1 digests. The authors present
further proposes a strategic approach to use CloudProof’s guarantees in the service level
agreements.

Kamara et al. [128] discuss a high-level architecture for a storage service that can be
implemented with different cryptographic primitives, thus offering different security features.
Moreover, data privacy is ensured by using symmetric/asymmetric ciphers.

BlueSky [278] tackles the privacy and integrity problem of enterprises with a proxy
server that handles the communication between the client and cloud provider. This proxy
is installed in the enterprise network so clients do not require any modification. The proxy
encrypts the clients data and checks the integrity of the files retrieved from the cloud provider.

2.2.2 Secure multi-cloud storage

The previous solutions store all information in a single storage service. By doing so, users are
locked to a specific storage service that also represents a single point of failure, both for data
availability and security breaches. We can mitigate these drawbacks by resorting to multiple
cloud providers.

MetaSync replicates users’ files to tolerate data loss and the unavailability of storage
providers [108]. An additional plug-in can also be used to conceal data using AES encryption.

Hail [28] adopts a secure multi-cloud approach. While it does not provide native
support for data confidentiality, it handles data integrity and recoverability from node failures
by using a single trusted verifier. This verifier can be a client or a proxy that performs a
periodic check of the files integrity on the providers and reconstructs corrupted blocks.

In DepSky [21] and Unidrive [257], data is balanced and replicated across multiple
providers with MDS erasure coding [150]. A data object is split into k blocks and coded
to generate n coded blocks which are then spread across the cloud providers. The user can
reconstruct the original data object from any subset of k out of n the blocks. This decreases
the storage overhead compared to replication approaches like the one used in MetaSync,
while achieving the same reliability level. Unidrive uses non-systematic Reed-Solomon codes
so that data is not directly stored online. DepSky goes further by encrypting the data before
encoding it. The secret key is then divided using secret sharing [240], and each server receives
one code block and one share of the key. This insures that any malicious entity gaining
access to less than k blocks obtains no information whatsoever about the original data object.
Unidrive encrypts the metadata with DES and replicates it on all clouds, whereas DepSky
signs metadata files using AES.

SafeSky [305] provides a middleware layer at the operating system level that intercepts
file system calls and redirects storage requests to cloud providers. The data object is first
encrypted. The encrypted object, the secret key, and the cipher type are then divided using
secret sharing.

Hybris [67] proposes a Byzantine Fault Tolerant (BFT) [142] solution based on a hybrid
model. It splits the trust domain in two parts: a private cloud (or machines on company
premises) to store metadata and public clouds to store the data. It builds on the idea that
machines on premises are not prone to Byzantine faults where public clouds are. Hybris
ensures strong consistency on the metadata by using a replicated Zookeeper [263] cluster and

10
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uses redundancy in order to tolerate faulty or malicious behavior from cloud providers. This
setup makes it possible for Hybris to offer BFT properties at lower redundancy costs: from
f + 1 to 2f + 1 instead of the usual 3f + 1 to tolerate up to f failures.

CYRYUS [41] provides a multi-cloud storage solution centered on client-defined security
requirements and a versioning-based conflict detection mechanism. It splits files into chunks
based on their content and processes the chunks into shares through a keyed Reed-Solomon
in a similar approach to secret sharing. The shares are then distributed across the storage
providers. A single metadata file for each file is processed split and distributed similarly. The
number of shares k is determined by a user-defined threshold ε and the number of storage
providers n. CYRUS also maintains information about the latency, upload and download
bandwidth on the links to cloud providers in order to pick the best candidates for performance.
For better fault tolerance, CYRUS also tries to determine through route tracing whether
different cloud storage providers are truly independent. Since CYRUS does not rely on any
specific coordination service, it allows client to write to the same files by having file updates
written as new versions of the file (linked to the previous one). Whenever a branching appears
in the history of a file, the client must resolve the issue manually.

CHARON [171] is a multi-cloud storage solution built for big data that exposes a near
POSIX interface built for Byzantine fault tolerance. Relying on the constructs proposed by
DepSky [21], CHARON stands out from other solutions by relying solely on publicly available
cloud services, both for data, metadata and coordination. More specifically, it implements
lease algorithms usually built on top of existing coordination services, such as Zookeeper [263],
on top of message queuing products offered by the cloud services removing the need for
maintenance of additional virtual machines. While multiple clients can read the same file
concurrently, they must obtain a quorum of leases in order to write or update a file.

Some systems offer censorship-resistant storage by creating dependencies, or entangle-
ment, across stored data [172]. Such entanglement makes it difficult for unauthorized parties
to censor or tamper with data, but usually require modifying the implementation of storage
backends. In this paper we implement, deploy and evaluate entanglement techniques atop
unmodified third-party public cloud storage providers.

To summarize, the solutions listed in this section leverage the storage capabilities of
one or multiple cloud providers to ensure the integrity and availability of stored data. Each
solution uses a set of known and well-established techniques to guarantee the confidentiality
and detect tampering attempts. However, the system impact of choosing these specific
techniques over other options is largely ignored. This means that users lack information on
the cost of combining these techniques. Chapter 3 tries to provide answers to these questions.

2.3 Censorship resistance
The problem of anti-censorship for digital data has been first explored in [8] and subsequently
extensively studied in e.g. [252, 45, 138, 165, 279, 66]. We can broadly distinguish between
three main approaches: (i) replication to protect against a censor compromising a small
number of servers [8], (ii) anonymity of the user to hide their identity and/or of the content
to hide its location [165, 66], (iii) entanglement to prevent an attacker from deleting a single
target document without causing collateral damage [252, 279].

To prevent censorship a system must detect that data has been compromised and
be able to repair it if needed. While tamper detection is a basic feature offered by all
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Table 2.2: Survey of censorship-resistant storage systems. All provide tamper-evidence
features. •=missing information.
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Dagster [252] (iii) 3 3 3 7 7 7 3 7 7 7

DeepStore [295] (i) 7 7 3 3 7 7 3 7 7 7

FreeHaven [66] (ii) 3 3 3 3 7 7 3 7 7 7

Freenet [45, 44] (i) 3 3 3 3 3 [91] 3 7 3 7

OceanStore [224] (i) 7 7 3 3 3 [187] 3 3 7 7

Potshards [250] (i) 7 7 3 3 7 7 3 7 7 7

Publius [165] (ii) 3 7 3 3 7 [211] 3 3 3 7

SafeStore [138] (i) 7 7 7 3 3 7 3 3 3 7

Tangler [279] (iii) • • 7 3 7 7 3 3 7 7

Recast (iii) 7 7 3 3 7 [47] 3 7 7 3

censorship-resistant systems, data reconstruction has received much less attention: it is either
not supported by the system [252] or implemented trivially by fetching a fresh replica of
the corrupted data [45, 165, 279], assuming one exists. In the remainder of this section, we
survey the systems that directly offer storage-based anti-censorship properties, synthetically
presented in Table 2.2.

Dagster [252] is a censorship-resistant publishing system. It uses an anonymous
channel between data publishers/consumers and the servers. For each b-bits block of the
original document, it stores the block encrypted and XORed with c old blocks from the pool
of archived blocks. Such newly created block together with the c old blocks form a codeword.
The original block can be locally retrieved (from the codeword) only if all blocks of the
codeword are available. Similar to Recast, the size b of blocks and the number of entangled
blocks c can be configured but Recast offers a much wider choice for coding parameters,
thus enabling greater fault tolerance. Encryption guarantees server deniability only as the
encryption keys are stored in clear in the Dagster resource locator.

Similarly, Tangler [279] allows users to publish a set of documents anonymously. It
uses a naming convention and a public/private key pair that ensure that only the owner can
update their own data. Each document block is entangled with exactly 2 old blocks β1, β2
using (3,4)-Shamir secret sharing [240]. The two parity blocks in output p1, p2 are then stored
in the system. The owner distributes p1 and p2 (as well as the old blocks β1 and β2 used for
entanglement), thus replicating other documents. Any three of these blocks can be used to
reconstruct the original document. In contrast, Recast provides a more flexible scheme
where the number of blocks required to retrieve a document depends on the configuration of
the entanglement code in use.

Freenet [45, 44] is an anonymizing and censorship-resistant distributed storage system.
To guarantee file anonymity, nodes know only their neighbors in the chain of queries, ignoring
their specific role (producer/consumer of the file). Freenet lacks permanent storage guarantees:
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the least recently used files are deleted from a node’s datastore when the arrival of a new file
causes the datastore to exceed the designated size, which is configurable by the Freenet node
operator. Recast on the other hand is designed to store documents indefinitely, making it
prohibitively difficult to delete a single document. Freenet places multiple copies of the same
document across the nodes overlay, according to their popularity. A censor must target all
those copies to permanently delete a document. Recast makes it very hard for a censor to
delete a single document without affecting a large portion of the archive.

FreeHaven [66] is an anonymous publishing system enabling users to associate an
expiration time to documents, similarly to Comet [96]. It embeds a reputation system that
relies on the capacity of nodes to store documents until their expiration. In contrast, Recast
assumes to always have sufficient storage capacity, and documents never vanish. Moreover,
Recast is not intended to provide anonymity, an orthogonal concern to be handled by upper
layers.

Publius [165] encrypts and spreads documents over a set of (static) servers. The data
encryption key is secret-shared among k of the n servers using (k, n)-Shamir secret sharing.
Each server hosts the encrypted Publius content and a share of the key. The content can be
tamper-checked because it is cryptographically tied to the Publius address: any modification
of one of these two components will cause the tamper check to fail. Recast implements
tamper-check by exploiting decoding in document reads: if any block is corrupted, then the
decoding fails and reconstruction is triggered.

Mnemosyne [109] is a steganographic peer-to-peer storage system. Nodes are continu-
ously filled with random data. Upon archival of a real document, its content is encrypted and
made indistinguishable from the random substrate, preventing an attacker to determine the
existence of a file and ensuring privacy and deniability of the content itself. As in Publius,
data is spread across nodes [216] mainly for resiliency and each of the nodes is unaware of
the other nodes holding parts of the file. Recast tolerates a stronger threat model where
storage nodes have access to metadata information.

OceanStore [224] is a persistent data store on top of an untrusted infrastructure. It
uses promiscuous caching (data is cached everywhere and at any time) to enhance locality and
availability. This solution relies on classic erasure coding techniques, specifically a Cauchy
Reed-Solomon code of length 32 and dimension 16 [160], to ensure durability.

DeepStore [295] is a large-scale archival system for immutable data. It achieves a
good efficiency/redundancy compromise by applying compression with inter-file dependencies
and replicating the most valuable pieces of compressed information. DeepStore relies on the
Presidio framework [296] to implement hybrid compression across heterogeneous data, as well
as deduplication to eliminate redundant data.

Lockss [164] is an archival system based on a voting protocol. The “opinion pools”
provide system peers with confidence in content authenticity and integrity. Moreover, content
is replicated among peers and replicas are regularly audited to promptly repair any damage.
Recast implements temporary replication to protect recently inserted documents and uses
an auditing subsystem to remove temporary replicas from the system as soon as blocks are
sufficiently entangled.

SafeStore [138] is a distributed storage system offering long-term data durability. It
exploits an aggressive isolation scheme across multiple storage service providers. It uses an
informed hierarchical erasure coding scheme that maximizes data durability and provides
redundancy in the fault-isolated domains. Depending on the code’s parameters, a certain
number of faults can be recovered in each fault-isolated domain and an auditing subsystem
further monitors data loss and triggers reconstruction. Recast and Safestore sit on opposite
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sides from an architectural point of view: while Recast uses entanglement, SafeStore exploits
aggressive isolation, which leads to high durability but does not offer strong resilience against
an active censor.

Percival [89] and Potshards [250] are two systems relying on secret-splitting techniques.
The latter offers long-term security by using two levels of secret splitting and placement. The
first level provides secrecy by XORing content with random data. It produces n fragments
using (k, n)-Shamir secret sharing and places them into shards for availability. Shards retrieval
is based on indexes accessible by all users, in a similar manner to Recast’s metadata indexes.
Potshards uses approximate pointers to allow for quick reconstruction of user data without
the need of external information, similar to Recast’s emergency recovery procedure.

Finally, we include the system at the heart of Chapter 4: Recast. The design of
Recast is based on STeP-archival [173]. STeP-archival is the theoretical foundation of
Recast and provides tools such as greedy attack heuristics and recursive reconstruction that
we exploit in this work. We elaborate on such a base to build a practical STeP-archive. In
practice, we overcome the poor short term protection of the uniform random entanglement
studied in [173] by developing new entanglement heuristics.

2.4 File system design and modularity
Storage solutions, cloud-based or not, provide a rich set of features covering all sorts of
redundancy, privacy or cost saving needs. However, it is often the case that only a select
subset of these features are relevant or beneficial to our workloads. In addition, monolithic
designs and vendor incompatibilities, make combining features from different storage solutions
a difficult endeavor. Worse, enforcing end-to-end policies (storage bandwidth consumption,
I/O request latency, etc) across various feature layers is a complicated task, since all layers
must know the details of each request and enforce the desired policies. And yet being able to
selectively assemble and enable the right features is key to running efficient and successful
jobs.

In Chapter 5, we propose SafeFS, a modular architecture for file systems in user-
space. There is a large body of literature and numerous deployed systems to which SafeFS
relates to. This section presents a survey of related systems and frameworks, both in kernel-
and user-space, with a special focus as well as a review of file systems in user-space with
privacy-aware features.

2.4.1 Stackable file systems

Considerable efforts have gone into the design of frameworks and tooling for a layered approach
to building file systems. In this subsection, we discuss the different frameworks available and
how they relate to SafeFS.

Stackable file systems [111] decouple data processing into multiple layers that follow
a common interface. As each layer is independent and isolates a specific data processing
stage, these file systems can be extended with additional layers. Kernel-space stackable file
systems apply this concept by extending the classic vnode interface [169]. This design is used
by CryptFS and NCryptfs [298, 289] to enhance file systems with access control, malware
detection, and privacy-aware layers. NCryptfs extends the security features presented in
Cryptfs, while both are built on top of WrapFS [299], which proposed stackable templates
to ease the development of stackable file systems. Stackable templates have a limited API
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and are bound to a single platform. These limitations were mitigated by FiST [300], a high-
level language to define stackable file systems and a correspondent cross-platform compiler.
Nevertheless, even with a high-level language abstraction, implementing layers with complex
behavior (e.g., predictive caching, replication) at the kernel level is an extremely challenging
task. Furthermore, when any of the layers changes the size of the file being processed (e.g.,
compression/decompression layers, cryptographic primitives with padding), these systems
require a system-wide global index that tracks the offsets and the size of data blocks written
at the final file system layer. This indexing requires a global metadata structure to keep track
of the real block and file size, thus introducing dependencies between layers.

SafeFS relies on the FUSE API for layer stacking, which provides a richer set of
operations and avoids the aforementioned problems. Each layer is independent of its adjacent
layers while still supporting size-changing processing.

2.4.2 Software-defined storage

Our design draws inspiration from recent work in software-design storage (SDS) and network
(SDN) systems [37]. These proposals make a clear distinction between control and data
stage planes. The control plane is logically centralized, and it has a global view of the
storage infrastructure in order to dynamically manage all data stage layers that correspond to
heterogeneous storage components. This is the case for IOFlow [265], whose goal is to ensure
a given quality of service (QoS) for requests from virtual machines (VMs) to storage servers.
A common set of API calls is implemented by both control and data stage layers. Through
these calls, the control plane is able to enforce static policies to a set of VMs. Notable policy
examples are for prioritizing I/O requests, defining a minimum bandwidth or maximum
latency usage, and routing I/O requests through specific data stage layers.

The control plane can also be used to enforce policies not directly related to QoS
metrics [7]. Notably, data stage components can be stacked and configured in an workload-
aware fashion, thus supporting distinct storage workloads even in a dynamic setting. Moreover,
SDS proposals are able to dispatch data requests toward multiple storage layers or devices in
a flexible and transparent way for applications using the storage stack [249].

This work focuses on the vertical data stage to provide a flexible solution for stackable
file systems. This design enables (1) easy integration of existing file system implementations
and (2) significant speedup in the development of novel file system implementations that
require a specific set of storage optimizations. In the future, we plan to integrate and
extend SafeFS with the control plane design and an extensive set of policies, similar to the
OpenStack Swift storage component [101].

2.4.3 File systems in user-space

Traditional file system development on UNIX systems usually takes the form of kernel modules
that are then loaded at startup or runtime. However, it is also possible to implement file
systems in user-space using FUSE [94]. FUSE is both a library against which a developer
builds a custom file system [149] and a kernel module [48] that forwards calls to the custom
file system. A 2015 study [259] observed that at least 100 user-space file systems have been
published between 2003 and 2015 while only about 70 kernel-based systems appeared in the
previous 25 years. The same report showed that porting file systems functionalities to user-
space reduced the time required to develop new solutions and improve their maintainability,
reliability, extensibility, and security. An obvious advantage for user-space implementations
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Figure 2.3: Communication between a user-space application and a FUSE file system.

is to have direct access to efficient user-space software libraries [20, 145]. Bridges can also
easily be built to connect to commercial cloud storage services [228, 57, 98], self-hosted
solutions [247, 97, 180] or even local file systems whose license conflicts with the kernel [70,
227] on linux [267, 218].

But despite the argument made for the relatively good performance of FUSE [259,
272], some developers remain skeptical due to the extra context switches between kernel- and
user-space. To address these concerns, several improvements have been proposed [122, 24,
294].

In the context of high performance scientific computing with a distributed file system,
[122] proposes a direct mapping of local files to the FUSE kernel module. Access to files on
the same machine no longer requires exchanges between the kernel and the user-space daemon
since the kernel module can directly serve the blocks requested by the client applications.

ExtFUSE [24] offers user-space file systems the possibility to register extensions to
run in kernel mode. These extensions, written for the extended Berkeley Packet Filter (eBPF)
virtual machine [104], run in kernel and can respond to client calls directly or forward them to
the user-space daemon. A simple key-value store can also be used to cache some information
at the kernel level.

Finally, DeFUSE [294] leverages a direct mapping of files between the user-space
daemon and the underlying file system to minimize the number of context switches when
answering metadata related calls. Some operations are then immediately performed in
kernel-space without a need to communicate with the user-space daemon.

Other notable enhancement such as crash-recovery can be added to user-space file
system implementation [253] with minimal changes.

SafeFS, in contrast to these other frameworks, does not try to transparently enhance
the performance of existing systems by modifying the FUSE tooling. SafeFS provides a
layered architecture that allows the combination and or the re-use of existing user-space file
systems in a single yet configurable solution. To port an existing implementation to SafeFS,
one simply needs to add initialization and cleanup functions to their existing codebase and
re-compile their code against SafeFS.
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Table 2.3: Survey of privacy-aware file systems. We categorize them by type (Kernel=kernel-
space, User=user-space), if they are stackable and if the stacking architecture contemplates a
single-layer (Single-L) or multi-layer (Multi-L) hierarchy, if they provide a plug & play design
for easily switching between different privacy-preserving libraries (PnP-Privacy), if they can
leverage multiple storage backends (Multi-B), and if the multiple backend algorithms (data
replication, load-balancing, etc) are pluggable (PnP-B).

Stackable Layers Multi-BackendType Name Single Multi PnP-Privacy Multi PnP
PPDD [209] 7 7 7 7 7

StegFS [168], EFS [177], TCFS [38], BestCrypt [125], eCryptfs [107] 7 7 3 7 7

Cryptfs [298] 3 7 7 7 7

NCryptfs [289] 3 7 3 7 7

Kernel

dm-crypt [55] 3 7 3 3 7

CFS [25], LessFS [145], MetFS [175], S3QL [229], Bluesky [278] 7 7 7 7 7

SCFS [22] 7 7 7 3 7

EncFS [82], CryFS [54] 7 7 3 7 7
User

SafeFS 3 3 3 3 3

2.4.4 Privacy-aware file systems

Data encryption is an increasingly desirable counter-measure to protect sensitive information.
This becomes crucial when the data is being stored on third-party infrastructures where
data is no longer in control of its rightful owners. However, the widespread adoption of
these systems is highly dependent on the performance, usability, and transparency of each
approach.

As shown in Table 2.3, several proposals address data encryption to tackle the
aforementioned challenges. Cryptfs [298], NCryptfs [289], StegFS [168], PPDD [209], EFS [177],
and TCFS [38] reuse the implementations (kernel-code or the NFS kernel-mode client) of
existing file systems to integrate a data encryption layer. These systems support distinct
symmetric key cryptography algorithms such as Blowfish [237], AES [112], and DES [248].

Similarly, dm-crypt [55] is implemented as a device-mapper layer and uses Linux
Crypto API [151] to support different symmetric ciphers. BestCrypt [125] provides a kernel
solution to export encrypted volumes. It supports several cipher algorithms such as AES,
CAST [2], and Triple DES. The kernel-space eCryptfs [79] further extends BestCrypt with
the support of additional ciphers (e.g., Twofish).

Another set of solutions is focused on user-space implementations. CFS [25] provides
a user-level NFS server modification that uses DES+OFB to protect sensitive information.
EncFS [82], lessfs [145], MetFS [175] and CryFS [54] provide FUSE-based file systems that
cipher data with techniques ranging AES, Blowfish, RC4, and AES-GCM.

Proposals such as S3QL [229], Bluesky [278], and SCFS [22] focus on remote FUSE-
based file systems that store data in one or multiple third-party clouds. These systems ensure
data confidentiality with AES encryption.

As shown in Table 2.3, with the exception of Cryptfs, NCryptfs and dm-crypt, all
the previous solutions are monolithic systems, similar to traditional distributed file system
proposals [5, 251] with additional data confidentiality features. Many proposals only support
one type of encryption scheme, and even in the systems that allow the user to chose among a
set of schemes, it remains unclear what are the trade-offs of using different approaches in
terms of system performance and usability.

Only a small number of these proposals provide a design that supports the distribution
of data across different storage back-ends, for replication, security, or load balancing purposes.
Also, none of these proposals enable to easily switch across the distribution algorithms
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(column PnP-B) and have a stackable architecture that support stacking layers with this
distribution behavior (column Multi-L). For instance, it is not possible to provide a stackable
design where a replication layer replicates data across several subsequent processing layers
that encrypt data replicas with different encryption algorithms before storing them.

2.5 Data reduction
Considering the constantly growing amount of data stored in the cloud, finding cost-effective
ways of storing it is a necessity for cloud providers. While the previous sections of this
background chapter covered ways to guarantee the confidentiality, integrity, availability and
durability of data from a client’s perspective, they often have done so by growing the storage
overhead. While storage providers must offer good durability guarantees to their clients, they
can resort to any of the schemes described in Section 2.1 across an array of machines. But
assuming that these machines are failure-independent domains, an opportunity to reduce the
storage cost on individual machines arises. In the rest of this section, we list three common
data reduction schemes and how they are used in practice can be used in practice.

2.5.1 Compression

Data compression, or the process of reducing the amount of bits used to represent a piece of
information, is one of the oldest form of data reduction for the storage and transmission of
digital information. Typically limited to single files or small sets of files, compression schemes
are usually divided across two categories: lossy and lossless. Lossy algorithms irreversibly
remove redundancy from data by targeting information whose absence is not too damaging to
the original content. Lossy compression algorithms are especially effective at storing specific
types of data (i.e., images, sound, video). However, loss of information, even minimal, is not
tolerable in content-agnostic storage systems. For this reason, most systems resort to lossless
schemes to reduce storage overhead.

Looking at surveys and studies of compression algorithms proposed over the past 60
years [144, 303, 241, 219, 301, 123], we can further break down most historical schemes in two
categories: entropy-based encoding and dictionary-based encoding. Entropy-based encoding
targets symbol redundancy, running a frequency analysis on the message to compress and
replacing the original fixed-length symbols with shorter representations. Notable examples
of entropy-encoding include Huffman coding [118] and arithmetic coding [143]. Huffman
coding runs a frequency analysis on the symbols in the message and builds a binary tree
assigning each symbol to a node with the most frequent symbols mapping to the shortest
paths. Arithmetic coding [143] represents the entirety of the message in a precision-arbitrary
decimal number shortening the representation of frequently appearing symbols in the decimal
part. But similarities often extend beyond single symbols at a time. To solve this, LZ77 [308]
and LZ78 [309] schemes introduce dictionary-based encoding. In effect, these algorithms
propose to compress a message by substituting repeated sequences in the message with
pointers to full sequences stored in a dictionary. The LZ family has birthed a plethora of
implementations, sometimes combining optimized dictionary-based encoding with entropy-
based encoding, to favor fast processing speed (lZ4 [157], LZO [157], lZW [283], LZJB,
snappy [99], ZStandard [85]) or good compression ratio (DEFLATE [64], LZMA[158]). And
while knowledge of the domain can help to improve compression performance [92, 93, 220,
115, 58], most storage systems stick to the generic algorithms listed earlier as their behaviour
are more predictable. In practice, these algorithms are often bundled as libraries (zlib [3])
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in software ranging from file archivers (e.g., 7Zip [1], bzip2 [35], tar [258], Gzip [95]) to file
systems.

Numerous file systems offer transparent compression as part of their features. NTFS [70]
provides a custom implementation of LZ77. ZFS [194] originally compressed its blocks using
LZJB, a ZFS specific implementation of LZ77, but has since moved on to offer the same
services using LZ4 and ZStandard. Other utility file systems such as readonly compressible
file system squashfs [154] can be tuned to use LZMA, LZ4, LZO, LZMA2 and DEFLATE
(through gzip). Intermediary systems such as Red Hat’s Virtual Disk Optimizer [62] sitting
as a logical layer between the file system and the block storage provide their own compression
using their internal HIOPS compression technology [49].

Ultimately, the choice of compression algorithm in a system can be seen as a trade-off
between compression ratio and compression/decompression speed and a balance must be
struck to match user expectation. But as we’ll see in the rest of this section, the data
reduction possibilities are not limited to the ones mentioned so far.

2.5.2 Delta-encoding

Compression works best on files or limited sets of files. However, in most storage systems,
files tend to change over time. For systems capable of versioning, figuring out the most
efficient way to store changes over time is a necessity. This is where delta coding comes in.

Delta or differential encoding is a data reduction technique typically used for compres-
sion of a single file, but potentially using earlier versions of the file to efficiently compress new
versions. Essentially, delta encoding captures the changes between two pieces of information
in a form that allows transitioning from one to the other interchangeably (symmetric) or
only from an older version to a more recent one (directed). Delta encoding can be used to to
reduce bandwidth use for existing network protocols HTTP [179] or to distribute software
updates [246].

Even though delta encoding can be found in various pieces of software (e.g., file
comparison and patching software, text editors and version control systems, ...) the formats
are often implementation specific. However, at least two software-agnostic formats emerge:
GDIFF [113] and VCDIFF [136] (based off [19]). Due to its better compression results,
VCDIFF has emerged as the preferred format [137]. Expressing differences in terms of ADD,
COPY and RUN, VCDIFF is based of LZ77[308] and thus compresses information by building a
dictionary. The dictionary can be empty or have information from previous versions of the
file. VCDIFF has high granularity: it can operate on repeated chunks ranging from a few
bytes to hundreds or thousands of bytes without a specific alignment. Implementations of
VCDIFF can be found as libraries or tools such as xdelta [126, 127], an open source solution
designed for file compression.

But despite the good compression ratio and adaptability to file size, delta encoding is
not suitable to handle a great number of files at reasonable throughput. To this end, we look
at deduplication to enable data reduction at scale.

2.5.3 Deduplication

Compression and delta-encoding manage to get good compression ratios at the expense of
intensive and deeply involved data processing at the symbol or byte-level. However, for
most live systems, intensive data processing is likely to become a bottleneck. To solve this
issue, data deduplication trades high compression ratios in small file sets for faster processing
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speeds and slower convergence towards optimal storage usage by shifting the scale to the
entire storage system and breaking down the process in a series of steps.

Data deduplication [163] is a data reduction technique that (i) splits incoming data into
chunks, (ii) identifies duplicate chunks to decide whether to store the new ones or reference the
old ones, (iii) registers this information in a registry and finally (iv) stores the deduplicated
chunks. While composed of seemingly simple steps, deduplication proposals cover a wide
variety of implementation choices [306, 46, 214, 199, 162, 130, 292, 243] made to work under
a variety of workloads [242, 176]. Given its potential, it has been used in production in a
number of applications, e.g., archival storage systems [215], as part of SSDs [39], file systems
such as ZFS [302] and Ceph [282], within distributed storage networks [80], or to store virtual
machine images over public clouds [182]. Recent studies have also analysed its compression
potential from an information theoretic perspective [184, 275]. Let us now see how systems
can differ in the way they implement data deduplication.

From the ingestion of data by the system and its splitting (i), a choice of fixed or
variably-sized chunks can already influence the compression gains. Fixed-size chunking works
best for systems where data is processed in blocks of regular sizes and deduplication is
performed in-band (i.e., data is deduplicated in the writing path). An example is ZFS that
can split data in fixed-size chunks ranging from 4KB to 128KB. However, fixed-size splitting
might miss identical patterns in chunks when they reside at different offsets within the chunks.
To solve this issue, variably-sized chunking uses a rolling hashing algorithm, such as Rabin
fingerprinting [217], to detect identical patterns regardless of their position in the incoming
chunks. To limit length variance, chunks are still bounded by a minimum and maximum
value [176].

For systems generating fixed-size chunks, the deduplication pipeline can still vary in
the way they identify chunks and detect duplicates (ii). Systems where metadata can be
leveraged to detect duplicates, such as databases, can perform content-aware deduplication.
Content-agnostic systems, on the other hand, must resort to low-collision hashing algorithms,
most often defaulting to cryptographic hashing algorithms, to detect duplicates. For each
chunk coming into the system, the hash value is used as the fingerprint and is matched against
a registry of existing chunks. As an example, ZFS uses SHA-256 [192] to generate fingerprints
of 32B for chunks of 128KB (default value) keeping the fingerprint size reasonably smaller
than the original chunks. Opendedupe [29] features both a non-cryptographic function in
MurMurHash3 [9] and cryptographic functions MD5 [225] and SHA-256. With deprecated
schemes such as MD5 or SHA-1, and even the selection of a SHA-256 successor in SHA-3 [76],
one could wonder why deduplication systems would resort to antiquated hashing schemes.
What’s more, non-cryptographic schemes like Murmurhash3, outperform cryptographic hash
functions speed-wise but are not necessarily built to resist second preimage attacks where
specifically crafted input maps to a specific fingerprint [26]. Indeed, cryptographic hashing
algorithms are chosen because of their low-collision probability and predictable throughput
despite their use being deprecated for security purposes.

Coming to step (iii), once duplicates have been detected, the decision to store new
chunks or simply reference older ones implies the active maintenance of a registry. Depending
on whether data deduplication is performed in-band, i.e., as data is ingested, or out-of-band,
i.e., data has already been stored, we may need to balance fast duplicate look-up time and
efficient storage of the registry. A naive approach would have implementers put the entire
registry in memory. However, with the size of the registry bound to grow as new data
comes in, keeping everything in memory is not practical for high-capacity storage systems.
Memory-savvy solutions such as extreme binning [23] proposes a technique to reduce the
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amount of RAM required for identifying the file chunks and performing deduplication only
within the context of a given bin containing data chunks. Each file would have a single
fingerprint for its representative chunk in memory and pointing to a specific bin, which would
contain similar data. The representative chunk was selected based on the minimum fingerprint
of all chunks in the file. Broder’s theorem [30] shows that this particular fingerprint will
correspond to files with high similarity. Although the technique is sub-optimal from a global
deduplication perspective, i.e., deduplication happens only within each bin, its performance
degradation in backup systems was shown to be moderate compared to deduplication across
all data.

Finally, when duplicates have been detected and registered as part of the metadata,
comes the final storage step (iv). Deduplicated chunks can be stored as they are, but it is
not uncommon for storage systems to compress them further. It is the case of ZFS but also
Red Hat’s Virtual Disk Optimizer [62] that can deduplicate and compress using their HIOPS
technology [49]. This method has the benefit of greatly reducing the storage overhead and is
thus ideal for archival storage. However, compression after deduplication also suffers, to a
lesser extent, from the loss of direct access to data (as mentioned in Section 2.5.1).

To summarize, data deduplication is a pipelined technique of data reduction operating,
either in-band or out-of-band, at the level of the complete storage system favoring processing
speed over compression ratio. It works by breaking data down into fixed or variably-sized
chunks before identifying new chunks against existing chunks and ensuring that a single copy
of identical chunks is stored. Finally, data deduplication can be combined with other data
reduction technique such as compression to further reduce storage overhead.
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Chapter 3

On the Cost of Reliable and Secure
Storage on Public Clouds

With the advent of smaller and more powerful mobile devices, the last decade has seen
a paradigm shift in the way private individuals and companies store and share their data. Be
it in the workplace, at home or on the move, data is expected to flow seamlessly from one
device to the other. At their core, these new sharing patterns and their expectations, are
largely supported by public cloud storage. Drawn by the wide range of services they provide,
no upfront costs and 24/7 availability across all personal devices, customers are well-aware of
the benefits that these solutions can bring.

However, complete trust in these services should not be granted without considering
some of their flaws in terms of privacy and dependability. Data entrusted to these providers
can be leaked by hackers, disclosed, censored or removed upon request from a governmental
agency, or even mined by the provider without the explicit consent of the user. While
there exist solutions to prevent or alleviate these problems, they typically require direct
intervention from the clients, like encrypting their data before storing it, and reduce the
benefits provided such as instant and transparent uploads. This chapter studies a wide range
of security mechanisms that can be used atop standard cloud-based storage services. We
present the details of our evaluation testbed and discuss the design choices that have driven
its implementation. We evaluate several state-of-the-art techniques with varying security
guarantees responding to user-assigned security and privacy criteria. Our results reveal the
various trade-offs of the different techniques by means of representative workloads on top of
industry-grade storage services.

3.1 Introduction
Public online cloud-based storage services such as Dropbox [72], Google Drive [98] and
Microsoft OneDrive [190] are nowadays the de facto standard for users to store their photos,
music and other types of documents online. The extremely low economic barrier of these
services (which typically offer free basic accounts), their ubiquitous availability, as well as
their ease of use with transparent client integration contribute to making them an attractive
solution for both individuals and organizations [12].

Cloud-based storage services are also largely exploited by application developers. They
typically expose cross-platform REST-based APIs that can be seamlessly plugged into existing
systems. Developers therefore use these services to add online storage backends to their
applications without having to face the costs and burdens of managing their own storage
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infrastructure. Most online applications developed nowadays follow this architectural pattern
(e.g., online word processors, mobile applications, etc.).

Nevertheless, as soon as the data enters the cloud provider’s service perimeter, the
client essentially surrenders control over it [304], which is highly undesirable. In fact, the
control over personal data is among the major concerns of individuals and organizations.
A recent report [84] carried with European citizens shows that 67% of the population is
concerned by the information they disclosed online (voluntarily or not), and only 15% think
to be in control of their own data. As a consequence, concerns over the disclosure of private
information by malicious insiders [75] and data breaches [231] have motivated a new class of
secure and safe cloud-based storage applications and services. This trend is further amplified
by the lack of security expertise from software developers [305].

To protect the privacy of the users and their data, researchers proposed several
systems [21, 257, 305] that encrypt data at the client side before sending it to the cloud
providers. These systems offer various security guarantees to the end-users (e.g., integrity,
authorization, privacy) and typically follow two different deployment strategies: single- or
multi-cloud modes. The former stores data on a single storage provider, while the latter spreads
it across multiple providers, possibly operating under distinct (non-colluding) administrative
domains. Partitioning data across multiple storage providers ensures that, even if one of
them is compromised, the attacker cannot access the complete original information. In fact,
depending on the multi-cloud partitioning algorithm, it is possible to guarantee that no
information from the original data is leaked as long as one of the storage providers remains
secure [63].

Current systems suffer from a major drawback: they either provide very specific
yet incomplete security mechanisms (e.g., some only provide data integrity, others provide
only data privacy [147]), or they integrate general-purpose security measures that cannot
be tailored for a given application (e.g., some systems bundle confidentiality, integrity, and
access-control in a single package [21]). Neither approach allows further customization based
on the user’s security requirements, (e.g., choosing among multiple security features with
different guarantees concerning data confidentiality, anti-censorship and fault tolerance).

We strongly believe that it is essential to understand the impact of each security
measure adopted by cloud storage systems in terms of resource consumption (e.g., computing
power, storage space, network throughput), economic impact, and overall performance
(latency, ease of use, services offered). For example, increasing the size of an asymmetric
encryption key to provide stronger security has non-negligible impact on the system’s energy
requirements, a crucial metric in today’s mobile application market. Strong security measures
can also render services unacceptably slow, and even disable them. The ability to take an
informed decision on these design compromises is of paramount importance for the deployment
of storage systems on public clouds [276].

In this context, our contributions are threefold. First, we define a set of basic security
guarantees that can be combined and implemented by a client to securely store content in the
cloud. Second, we design and implement a modular software architecture that can operate in
single-cloud or multi-cloud mode, interfacing with well-known public storage clouds as well
as on-premise private data stores. Third, we evaluate the different security features using a
set of well-defined workloads. Our evaluation unveils the costs of each feature in terms of
resource usage, storage space and latency. The rest of this chapter is organized as follows.
We start with a look at the security guarantees that we expect from cloud storage solutions
in Section 3.2. We then present different deployment scenarios leveraging one or multiple
storage providers in Section 3.3. Our testbed’s architecture is described in Section 3.4 and
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the implementation details are further explained in Section 3.5. We detail the configurations
put under test in Section 3.6 and present our evaluation in Section 3.7. We then look at the
overall results with some perspective in Section 3.8 and present our conclusion in Section 3.9.

3.2 Security and availability requirements
The term security encompasses a rich set of concepts, and the definition of security itself
usually varies according to context. We consider three fundamental security guarantees:
confidentiality, self-integrity and origin authentication. But security alone is not enough. In
order to build a complete solution that leverages multiple cloud storage providers, we must
also consider how to maintain the availability of the system. That is that the system remains
functional and continues serving client requests even in the case of one or multiple failures
from the cloud providers. Availability can be maintained by combining self-integrity and
redundancy.

Confidentiality. Confidentiality is a fundamental guarantee offered by storage
systems. It ensures that stored data cannot be disclosed to third-party entities without
the permission of its rightful owner. This guarantee is achieved by resorting to encryption
schemes, as further discussed in Section 3.3. The security of cryptosystems used for data
confidentiality can be formally quantified in different ways, such as information-theoretic and
semantic security. Confidentiality is a primordial feature that we systematically include in
the different security configurations explored in our evaluation in Section 3.7.

Self-Integrity. Self-integrity protects data against unauthorized or unintended
undetectable data modifications caused by attackers or by data corruption. Self-integrity is
typically achieved with secure hash functions: when fetching a requested stored block B, the
system must either return the same block B or an error; it cannot return another data block
B′ 6= B. In practice, we can achieve this by having the key computed as a cryptographically
secure hash function of B, and have the client recompute the hash from the data and check
the matching key after every read operation. A malicious server must be able to break the
hash function in order to break this self-integrity. Self-integrity requires that metadata cannot
be tampered. But in practice, metadata is small enough to be kept at the client-side out of
reach from the attacker.

Origin authentication. Data origin authentication is a particular instance of
message authentication that allows a storage provider receiving data to assess and verify the
rightful owner of the data. Like message authentication in general, data origin authentication
can be implemented using digital certificates like signatures and message authenticated codes.
The server can verify that certified data comes from a party in possession of the corresponding
private key.

Redundancy. Redundancy is a corner stone of availability ensuring that the service
remains available in case of data loss or corruption. For a storage system, redundancy is
typically achieved by means of replication or erasure coding. In case of data loss, copies can
be fetched to keep on serving client requests. By distributing the copies on failure independent
storage nodes, the additional storage overhead can then be balanced across providers.

3.3 Deployment scenarios
We consider two distinct deployment scenarios. In the first, users’ data is stored in a single
cloud storage provider, while in the second data is stored across multiple storage providers.
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These two distinct environments imply different trust models and security mechanisms. In
this section, we revise their characteristics and discuss the security techniques that best fit
each of them for obtaining different security guarantees. These deployment scenarios and
mechanisms are then evaluated in Section 3.7.

3.3.1 Single-cloud deployment

The single-cloud scenario is representative of the way cloud storage services are typically
used. Namely, users interact with a single cloud provider to store and fetch their data.

Trust model. In the single-cloud deployment scenario, an adversary has access to
users’ data as soon as it has access to the provider’s premises (e.g., it has hands-on access
to the hardware hosting the persistent storage devices). The adversary can be internal to
the cloud provider (e.g., the cloud provider itself for commercial benefits) or an external
unauthorized user (e.g., hacker). The adversary can arbitrarily manipulate users’ data. The
cloud provider is therefore considered as untrusted. On the other hand, the client machine
are assumed to be secure and network communications between client and cloud provider are
done over secure channels (e.g., TLS).

Security mechanisms. Security mechanisms must be applied at the client-side,
as the cloud storage is untrusted. This entails encrypting data before uploading it to the
cloud. There are several encryption mechanisms available and, from a high level perspective,
these can be separated in two groups: those based on computationally hard problems and
those based on the theory of information [63]. For the single cloud deployment we will only
consider those based on computationally hard problems. Symmetric encryption guarantees
data confidentiality. We resort to the AES block cipher with a 128-bit key size in CBC
(Cipher Block Chaining) mode, which is a commonly used setup [90, 78]. AES is nowadays
considered secure and industrial providers are currently phasing out its predecessor DES [230].
In addition, using AES in CBC mode has been shown to perform well for read heavy
workloads [50]. Asymmetric techniques can also be used to achieve data confidentiality. They
typically require extra computational power, when compared with the symmetric approaches,
especially when dealing with large files [21]. For this reason, we just use them to sign the
users’ data and to verify its authenticity. Multiple signature schemes are available. The most
relevant ones are based on RSA or DSA, but we only consider RSA as it is faster on signature
verification and typically users perform more verifications than signatures [81, 287].

Finally, cryptographic hash functions can be used to generate data digests and
to support integrity guarantees. MD5 [225] and SHA [77] digests are commonly used
cryptographic hash functions. In our evaluation, we use SHA-512 message digests as they
are commonly used in public software package repositories. SHA is also used with RSA to
generate the digital signatures.

Fault tolerance. In a single-cloud scenario, as soon as the cloud-storage provider is
unreachable, users lose access to their data. Moreover, if the service fails and data is lost
permanently, the corresponding users’ data cannot be recovered.

3.3.2 Multi-cloud deployment

In a multi-cloud deployment context, data is stored across multiple storage providers. This
scenario brings benefits on several points: performance, storage capacity, data availability
and security [305, 21, 67, 257, 171]. Under this scenario, we must guarantee that a single
corrupted cloud provider does not lead to a full disclosure of the stored data.
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Trust model. We assume that for n providers, the adversary has access to the data
of at most n− 1 storage providers and that it must be possible tolerate up to n− 1 corrupted
providers. Adversaries have the same computational powers as the single-cloud deployment
scenario, and the client as well as client-to-cloud communications are secure.

Security mechanisms. Confidentiality in a multi-cloud deployment can be guar-
anteed by exploiting the same encryption mechanisms used in a single-cloud context. The
multiple clouds can be leveraged to improve data availability and system performance.

Indeed, data can now be of split and distributed data across independent cloud
providers. To leverage this, we consider two coding and distribution schemes: erasure coding
(briefly described in Section 2.1) and XOR encryption [134]. For the first scheme, the
usual workflow consists in encrypting the data using a symmetric cipher and then erasure
coding the data to add redundancy and split it in parts that are distributed across the
cloud providers. Erasure coding allows maintaining data availability even when several cloud
providers become suddenly unreachable, while consuming significantly less storage space
than data replication [281]. Moreover, erasure coding reduces by a fraction the costs of data
migration from one cloud provider to another when compared to replication [305]. For the
second scheme, we evaluate the performances of a one-time pad XOR [196] as alternative
to erasure coding. In essence, XOR encryption takes a piece of data and encrypts it with a
number of random blocks. The encrypted blobs and the random blocks are then ready for
storage. This process ensures that no stored part leaks content from the original document.
However, unlike with erasure coding, all parts must be available to successfully decode the
original data. Therefore, to maintain data availability, each part must be replicated and thus
adds to the storage overhead.

For the sake of completeness, we mention but do not implement in our system secret
sharing [240]. Similar to erasure coding algorithms such as Reed-Solomon [222], Shamir’s
secret sharing algorithm encodes the data in n parts; it is then possible to reconstruct the
original value from a subset of k parts (where k < n). Secret sharing schemes such as Shamir’s
seem ideal to blend redundancy and encryption. However, information secure secret sharing
is impractical in terms of network bandwidth and storage overhead [139]. While more efficient
alternatives exist [139, 67], we consider erasure coding and the one-time pad sufficiently
distant extremes on the information security spectrum for our experimental evaluation.

Finally, similarly to the single-cloud deployment, SHA-512 and RSA-based signatures
are used for providing self-integrity and origin authentication in a multi-cloud scenario.

Fault tolerance. When multiple cloud providers are available different failure
scenarios can be considered depending on the security measures being used. In particular,
when deployed without any replication, the adoption of the one-time pad does not offer any
fault-tolerance guarantees, i.e., if one of the providers becomes unavailable, it is impossible to
recover the original data. Conversely, it is possible to support multiple storage faults using
erasure coding techniques at the cost of increased storage overheads.

3.4 Architecture
The Playcloud architecture comprises the following components: a proxy that mediates
interactions between clients and the Playcloud system, an encoder component, and a set
of backend storage clouds (public clouds or private servers deployed on-premises). The
architecture is depicted in Figure 3.1.
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Figure 3.1: Architecture of Playcloud, our experimental testbed.

The proxy component acts as Playcloud’s front-end and is responsible for keeping a
mapping between client files and the actual storage backends where they are stored.1 Clients,
which run on independent nodes, contact the proxy component to write or read data through
a simple REST interface that mimics the operating principles of well-established services like
Amazon S3. The interactions between the proxy and the clients happen via synchronous
HTTP messages over pre-established TCP channels.

The Playcloud system is configurable and different security mechanisms can be put
in place. According to such configuration, the proxy component coordinates the other
components in the system and different workflows may arise. For instance, some configurations
require a single cloud backend while others need two or more.

Upon a write request, the proxy component asks the encoder to encode data blocks
according to the configured security mechanisms. The resulting block or blocks are then
dispatched, by the proxy, to the storage backends. To this end, the proxy maintains a data
block index to keep track of where data is stored at the backends.

Upon a read request for a piece of data, the proxy checks the block index to figure
out where the corresponding encoded blocks are stored. It fetches them from the backend
storage and forwards them to the encoder that decodes the blocks before returning the data
to the client.

The encoder is co-localized with the proxy to maximize throughput and avoid bot-
tlenecks induced by high pressure on the network stack. To increase the flexibility of our
Playcloud, our encoder provides a plugin mechanism to dynamically load and swap different
coding and cryptographic libraries and associated bindings. This mechanism relies on a
platform-independent transport format (using protocol buffers) and a stable interface between
the proxy and the encoder. Security is ensured if both the proxy and encoder are deployed
on a trusted domain. Typically, this domain can correspond to the client premises since the
computational resources required are expected to be manageable even by handheld devices.

1Several proxy instances can co-exist if consistency is guaranteed across the various local mappings.
However, we consider this extension was considered out of the scope at the time of this work.
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3.5 Implementation details
Our implementation choices have been largely driven by performance and programming
simplicity considerations, as well as by constraints from the storage backends interfaces.

The proxy component is implemented in Python (v2.7.10) and exploits the exporting
facilities of the Bottle [27] framework (v0.12.9). The proxy handles PUT and GET requests
via the WSGI [290] Web framework.

The encoder, also written in Python, integrates with various encoding libraries. Each
library is wrapped exposing the same API to the encoder allowing the system to be expanded
and to abstract Playcloud from the implementation details of each library. This allows
Playcloud to support not only Python libraries but also native ones.

We leverage Cryptography [56], a python library that exposes a wide range of cryp-
tographic primitives with an easy to use and well documented API. Namely, this library
provides the AES and RSA ciphers by wrapping OpenSSL’s cryptographic protocol imple-
mentations [88]. We use our own implementation for the one-time pad XOR encoding driver
that resorts to the numpy [185] library to optimize vector computation.

For erasure coding, Playcloud leverages the libraries made available by liberasure-
code [191] (implemented in C/C++) and its Python wrapper PyEClib [212] (v1.2).

For the client side, we built a suite of micro- and macro-benchmarks, leveraging Apache
Bench [262] (v2.3), to measure the throughput and latency of client storage requests. The
CPU and memory measurements presented in the evaluation are gathered with the dstat
tool [74].

Finally, we have implemented drivers for four storage backends. First, we deployed
a set of on-premises storage nodes using Redis [221] (v3.0.7), a lightweight yet efficient
in-memory key-value store. Redis tools provide easy-to-use probing mechanisms (e.g., the
redis-cli command-line tool), which allowed us to measure the impact of the several security
combinations used in our evaluation. Second, we have implemented drivers for the three
most widely used cloud storage services: Dropbox [72], Google Drive [98], and Microsoft
OneDrive [190]. The drivers are implemented leveraging the official Python SDKs from each
provider. Similarly to the approach taken with the encoding component, storage backends are
wrapped to expose a common interface with the required set of operations, i.e., store, fetch
and delete data, which allows to easily plug-in new storage backends in the future. Overall,
our implementation consists of 2,723 lines of Python code, all components included.

3.6 Configurations
In this section, we detail the different configurations we choose to evaluate. We start with
a list of candidate erasure coding libraries in Section 3.6.1 and then present the different
combinations of security mechanisms and their associated security guarantees in Section 3.6.2.

3.6.1 Erasure coding

In 2009, Plank et al. [203] conducted a comprehensive performance evaluation of open-source
erasure coding libraries available at the time. The focus of the study was on the raw
performance of the libraries and the impact of different parameter configurations. In this first
part, we take a fresh perspective at the state of practice in erasure coding for data storage.

We test four different coding libraries in our experimental evaluation. While many
more coding libraries are available on the market, we focus our evaluation on widely available
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Table 3.1: Summary of encoder names and libraries, support for hardware acceleration (HW),
and the description of the algorithms (RS stands for Reed-Solomon).

Encoder Library HW Description
liberasure_rs_vand liberasurecode 7 Vandermonde RS
liberasure_flat_xor_3 liberasurecode 7 Flat-XOR (d = 3)
liberasure_flat_xor_4 liberasurecode 7 Flat-XOR (d = 4)
jerasure_rs_vand Jerasure SIMD (SSSE3); CLMUL Vandermonde RS
jerasure_rs_cauchy Jerasure SIMD (SSSE3); CLMUL Cauchy RS
isa_l_rs_vand Intel ISA-L SIMD (SSE4); AVX(1/2) Vandermonde RS
longhair_cauchy_256 LongHair SIMD (SSSE3) Cauchy RS

and document ones. We describe below the main features of each of them. Table 3.1
summarizes their principal characteristics. The results of this evaluation are presented in
Section 3.7.

Liberasurecode. Liberasurecode2 is an erasure code API library in C that supports
pluggable erasure code backends. It supports backends such as jerasure and Intel ISA-L but
also provides three erasure codes of its own: a Reed Solomon implementation and two flat
XOR implementations. Flat XOR erasure codes [103] are small low-density parity-check
(LDPC) codes [156]. With flat XOR codes, each parity element is the XOR of a distinct
subset of data elements. Such codes are not maximum distance separable (MDS) and, hence,
incur in some additional storage overhead over MDS codes. However, they offer the advantage
of additional recovery possibilities, i.e., an element can be recovered using many distinct sets
of elements. We evaluate two flat XOR codes constructions, flat_xor_3 and flat_xor_4,
that respectively have a Hamming distance of d = 3 and d = 4.

Jerasure. The Jerasure library,3 first released in 2007, is one of the oldest and most
popular erasure coding library. Jerasure is written in C/C++ and implements several variants
of Reed-Solomon and MDS erasure codes (Vandermonde, Cauchy [155], Blaum-Roth, RAID-6
Liberation [202],...). As it has been used in many different projects, Jerasure is also a stable
and mature library. It notably provides a rich and well documented API, and has been
optimized for speed on modern processors (e.g., by leveraging SIMD instructions since version
2.0). More details about the internals of this library can be found at [204].

Intel ISA-L. Intel Intelligent Storage Acceleration Library (ISA-L)4 is an implement-
ation of erasure codes optimized for speed on Intel processors [206]. It is written primarily in
hand-coded assembler and aggressively optimizes the matrix multiplication operation, the
most expensive step of encoding. During the decoding operations, Intel ISA uses a cubic cost
Gaussian elimination solver. For our evaluation we the latest version (v2.14).

LongHair. The LongHair library5 is an implementation of fast Cauchy Reed-Solomon
erasure codes in C [205]. It was designed to be portable and extremely fast, and it provides
an API flexible enough for file transfer where the blocks arrive out of order.

2https://bitbucket.org/tsg-/liberasurecode
3http://jerasure.org/jerasure/jerasure
4https://software.intel.com/en-us/storage/ISA-L
5https://github.com/catid/longhair
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Table 3.2: Deployment targets, drivers and security guarantees.

Guarantees
Deployment Drivers Conf. Int. Sign.

aes 3 7 7

aes_sha_512 3 3 7

aes_rsa 3 7 3
Single-Cloud

aes_rsa_sha_512 3 3 3

cauchy 3 7 7

cauchy_sha_512 3 3 7

cauchy_rsa 3 7 3

cauchy_rsa_sha_512 3 3 3

xor 3 7 7

xor_sha_512 3 3 7

xor_rsa 3 7 3

Multi-Cloud

xor_rsa_sha_512 3 3 3

3.6.2 Security configurations

We consider 4 different encoder combinations in 3 distinct setups (Table 3.2). All configurations
are encrypted, but they vary in whether they include hashing for integrity (sha_512) and/or
signature for origin authentication (rsa). Additionally, for multi-cloud setups, we leverage
the distributed setting by including erasure coding (cauchy) or a one time-pad (xor). Coding-
wise, cauchy is a combination of AES-128 in CBC mode and a (14, 10) Reed-Solomon using
jerasure_rs_cauchy (see Section 3.6.1). xor on the other hand, generates 2 random blocks
and XOR’s them with the data. In terms of storage overhead, cauchy produces 14 blocks for
a total of 1.4 times the size of the original data while xor produces 3 blocks for a total of 3
times the size of the original data. In both cases, the original data can be re-read with a
subset of the blocks (10 for cauchy and 2 for xor).

Table 3.3: Expected storage overhead for a file of size b when using cauchy and xor.

bDriver Growth 4MB 16MB 64MB
cauchy (0.10 ∗ b) ∗ 14 6MB 23MB 94MB
xor b ∗ 3 12MB 50MB 201MB

3.7 Evaluation
This section presents our evaluation study of the different security guarantees. We start by
describing the evaluation settings and related contextual information (Section 3.7.1). Then,
we organize the remainder of the section in three sets of experiments.

First, we benchmark different erasure coding libraries in isolation looking at their
throughput (Section 3.7.2) and storage overhead (Section 3.7.3). Second, we evaluate the
different architecture components in isolation (Section 3.7.4). Finally, the macro-benchmarks
stress the system as a whole along different axes and workloads: the latency in a single-cloud
setting (Section 3.7.5), the latency in a multi-cloud setting (Section 3.7.6), the resource usage
(Section 3.7.7), and the storage requirements (Section 3.7.8).
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Figure 3.2: Micro-benchmark: encode (top) and decode (bottom) throughput for several
coding libraries and block sizes.

3.7.1 Evaluation settings

We deploy our experiments over a cluster of machines interconnected by a 1Gb/s switched
network. Each physical host features 8-Core Xeon CPUs and 8GB of RAM. We deploy virtual
machines (VM) on top of the hosts. The KVM hypervisor, which controls the execution of
the VM, is configured to expose the physical CPU to the guest VM and Docker containers by
mean of the host-passthrough [266] option, to allow the encoders to exploit special CPU
instructions. The VMs leverage the virtio module for better I/O performances.

We deploy Docker (v0.10) containers on each VM (1 container per VM) without any
memory restriction to minimize interference due to co-location and maximize performance.
In particular the proxy, the encoder and the Redis storage nodes reside in isolated containers,
each of them running in VMs executed by separated hosts. Similarly, the client that injects
requests into the testbed runs in an Docker container running in a separate host. We use
regular accounts for the selected cloud providers (Dropbox, GDrive, and OneDrive).

3.7.2 Micro-benchmark — Erasure coding throughput

Our first set of experiments evaluate the throughput of the coding libraries for increasing
block sizes of 4MB, 16MB and 64MB. In this scenario, the libraries are tested in isolation
via specialized clients that send a continuous stream of data blocks to encode or decode.

For each library we execute 10,000 times the encode function and show the average
and standard deviation results. All the Reed-Solomon libraries are configured with k = 10
and m = 4, a typical configuration used in modern data centers (e.g., at Facebook [233]). To
approach a similar configuration, the Flat XOR libraries are set to k = 10 and m = 5. For
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Figure 3.3: Micro-benchmark: Erasure codes - reconstruction throughput for an increasing
number of missing blocks and block sizes.

reference purposes, we compare against a baseline striping encoder/decoder that simply
splits the data in the requested number of blocks (typically one block per stripe) and
immediately returns them to the client without any further processing.

Figure 3.2 presents our results for encoding (top) and decoding (bottom). We no-
tice that liberasure_rs_vand is the slowest in the encoding phase, achieving at most
52.35MB/s for a 4MB block size. The Jerasure implementation of the same coding technique
(jerasure_rs_vand) and Intel’s isa_l_rs_vand perform twice as fast for the same block
size, respectively up to 87MB/s and 107MB/s.

We can explain the performance gap between different implementations of the same
coding techniques by two main reasons: 1) the longer foray of such libraries in the open-source
community (the original design of Jerasure dates back to 2007) thus benefiting from several
contributions and code scrutiny, and 2) native support for hardware acceleration for the Intel
ISA and Jerasure libraries.

Finally, longhair_cauchy_256 outperforms the other implementations for any block
size. Indeed, not only is its implementation based on the Jerasure source code, but it embeds
carefully hand-crafted low-level optimizations (e.g., selection of the minimal Cauchy matrix,
faster matrix bootstrap, etc.).

In the decoding scenario, the decode function is fed with all the available blocks.
As expected, when all the blocks are available, the libraries can decode very efficiently,
achieving throughputs that are never below 157MB/s for any block size. For example,
liberasure_flat_xor_4 achieves a 158.13MB/s throughput with 4MB blocks, and jerasure
_rs_cauchy reaches 164.87MB/s. The highly optimized longhair_cauchy_256 achieves res-
ults that are orders-of-magnitude better also in decoding (up to 1.79GB/s for 4MB blocks).

Finally, Figure 3.3 shows the cost of reconstructing missing blocks. We present the
achieved throughput of the coding libraries in reconstructing from 1 to 4 missing blocks (from
top-left to bottom-right). Figure 3.3 presents the average throughput for 100 executions.Notice
how liberasure_rs_vand achieves the best result (20.77MB/s) in reconstructing 1 missing
block with 4MB block sizes but steadily decreases with bigger block sizes and more to
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Figure 3.4: Micro-benchmark: Erasure codes - storage overhead. Storing 500 files of 4MB.

reconstruct. This result confirms the measures of the same library in pure decoding shown
previously in Figure 3.2. The other libraries perform consistently across the spectrum of
parameters, and all operate between 17.15MB/s and 19.19MB/s. These results need to be
taken carefully into account to decide which is the best fitting library to adopt in a cloud
setting.

We performed a breakdown analysis of the computing times for each of the microbench-
marks. The goal of this analysis is to verify that the cost of using a high-level language
such as Python did not hinder our results and thus negatively impacted on the observed
performances. We exploit the cProfile module6 to profile the execution of the encode,
decode, and reconstruct microbenchmarks, and to gather profiling statistics. Indeed, the
CPU spends almost the totality of the execution time (always more than 99%) in the native
code of the encoding libraries. These results confirm the choice of Python as having near-zero
impact on the overall performances, while providing major benefits in ease of programming,
deployment, and availability of open-source libraries.

3.7.3 Micro-benchmark — Erasure coding storage overhead

We now take a look at the storage overhead induced by the choice of library and configuration.
Figure 3.4 presents our results. In this experiment, the client sequentially stores 500 files of
4MB each, for a total of 2GB of data. The baseline results indicate the cost of storing the
files without any form of coding. On the y-axis we show the storage overhead normalized
against the baseline cost, while for each library we indicate the total space requirements. In
our experiments, the Flat XOR erasure codes are on average 8% more demanding than the
other codes: they require a total of 3.14GB of storage space (corresponding to a +63% of
the original data).

3.7.4 Micro-benchmark — Secure drivers throughput

Having first experimented with the erasure coding libraries in this evaluation, we now take a
look at the security configurations presented in Section 3.6.2. Please note that in light of
its portability, consistency and adequate performance we pick jerasure_rs_cauchy as our
erasure coding library for the remainder of this evaluation. For the sake of brevity, every
mention of this library will be shortened to cauchy.

6https://docs.python.org/2/library/profile.html
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Figure 3.5: Micro-benchmark: Secure drivers - encoding and decoding throughput.

We encode and decode randomly generated binary blocks of increasing size (4MB,
16MB, and 64MB). Encoding and decoding throughput is presented in Figure 3.5 (top)
and Figure 3.5 (bottom) respectively. For each configuration, we present the average results
observed for encoding/decoding 50 blocks. As expected, the best encoding throughput
is achieved with symmetric encryption (i.e., aes driver with 102.5MB/s) since it avoids
manipulating multiple data blocks. In fact, the encoding mechanism of the xor driver requires
generating new random data blocks, a time-consuming operation leading to higher overhead.
On the other hand, the decoding operation is reduced to the xor operation itself, which
is very efficient. Consequently, the xor is significantly more efficient in decoding, and it
consistently achieves the best decoding performance across the full block size range, and up
to 195.7MB/s for the 16MB case.

As expected, combining several security options impacts negatively over the throughput.
The most secure combination (Conf.+Int.+Sign.) consistently performs poorly compared to
the other combinations, with throughput slowdown in the order of 2× for encoding and 5×
for decoding.

3.7.5 Macro-benchmark — Single-cloud latency

In the rest of this evaluation, we present an extensive set of macro benchmarks, where the
full stack of the system is under test. First, we present the observed latency performance
of the system. We configure the testbed to operate in single-cloud mode using Dropbox,
OneDrive, and GDrive as cloud backends. We include the same results executed against a
local Redis storage backend deployed locally on our cluster. For each scenario, we store 250
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Figure 3.6: Macro-benchmark: Single cloud - average latency per block. Each cell label
indicates the average latency for the given pair of driver/cloud provider.

blocks of 1MB. We measure the insertion latency for each block. Figure 3.6 presents our
results. We use a heatmap representation with shades of gray to show at once the observed
latencies across the 48 distinct configurations. Each cell of the heatmap shows the average
value of the measured latencies for the corresponding configuration.
Three factors influence the reponse time of storage requests:

1. security measure complexity: raising the computing time as the number of security
measures combined grows

2. number of blocks generated: raising the number of connections made to the cloud
storage as the number of blocks generated by erasure coding or xoring grows

3. proxy to cloud storage latency: raising the overall response time when leaving the
local network

Each configuration displayed in the heatmap is a variation on one or more of these factors.

Based on proxy-to-cloud latency, we can split the heatmap in two parts: the first column
with Redis in the same cluster and the last three with the remote cloud storage configurations.
This distinction highlights or rubs out the noticeable differences of performance between the
various security measure combinations. Indeed the impact of computation heavy processing
such as xor is more significant when running the experiments on the local redis database. In
the first column, the response time of any combination using xor is systematically longer
than the other combinations. But when run over remote cloud storage (the three right-most
columns), the impact of the number of blocks to store using erasure coding (cauchy) dwarfs
the longer computing time in the overall response time. For instance, in the Google Drive
scenario, the average latency for the cauchy_rsa case is 30.2 s, whereas aes_rsa and xor_rsa
achieve 1.3 s and 4 s respectively. While expected, the overhead of sending a larger number
of blocks to components located out the cluster is not the only factor affecting the results.
The large variance in response time to each of the providers, in particular Google drive, has
previously been discussed [257].

3.7.6 Macro-benchmark — Multi-cloud latency

We evaluate latency of our system in a multi-cloud setting by configuring our testbed to use
three distinct public cloud backends at the same time, namely Google Drive, Dropbox, and

36



3.7. EVALUATION

 0

 20

 40

 60

 80

 100

 0  2  4  6  8  10  12  14  16  18  20

C
D

F
 (

%
)

Time (s)

cauchy_rsa_sha_512 xor_rsa_sha_512

Figure 3.7: Macro-benchmark: Cumulative Distribution Function (CDF) of response time of
cauchy_rsa_sha_512 and xor_rsa_sha_512 over 3 cloud providers.

OneDrive. We choose the driver combinations that provide the highest degree of security in
a multi-cloud deployment: cauchy_rsa_sha_512 and xor_rsa_sha_512. We compare the
response time when inserting 250 blocks of 1MB. We present the cumulative distribution
function (CDF) of the results for cauchy_rsa_sha_512 and xor_rsa_sha_512 in Figure 3.7.

We observe that the exclusive-or based driver xor_rsa_sha_512 is considerably faster
than the erasure-coding driver cauchy_rsa_sha_512. For example, the 50th percentile of the
former is below 4 s whereas the latter is at 14.7 s. The explanation is twofold. First, in the
coding phase, the exclusive-or is a computationally efficient information in particular when
compared to erasure coding. And second, in the dispatching phase, the number of blocks
to distribute strongly weighs on the total time to store a file, 3 for xor_rsa_sha_512 and
14 for cauchy_rsa_sha_512, in spite of the amount of data to upload, 3× the size of file
vs 1.4×. This is partly due to our implementation that uploads blocks sequentially. While
parallelizing the distribution of blocks seem like an obvious optimization, it is important
to understand that this change could overwhelm the machine hosting the proxy and the
potential performance gain could itself be cut down by cloud provider’s available bandwidth
and/or rate-limiting.

3.7.7 Macro-benchmark — Resource usage

Next, we evaluate the resource requirements (CPU and live memory) for each of the security
configurations. These results intend to unveil the hidden costs that clients need to face when
using systems that offer such security guaranteed deployed in environments with constrained
resources (embedded devices, smartphones, etc.).

Table 3.4 presents a comprehensive survey of our experimentation. We evaluate single-
and multi-cloud deployment scenarios, for each of the different combinations of security
mechanisms. We evaluate three distinct configurations: Rows 1-4 for single-cloud, Rows 5-8
for the cauchy driver on multi-clouds, and Rows 9-12 for the xor driver on multi-clouds. The
first row of each configuration on the multi-cloud deployments defines the baseline, and the
subsequent rows indicate the overhead over the baseline.

The CPU time presents the percentage of time used by the processors when encoding
or decoding a block. Memory consumption is presented in absolute numbers (in MB) for the
baseline configurations (in bold) while the other configurations display a percentage variation.
For the single-cloud deployment we consider aes as the baseline configuration, and report the
results for the other drivers as a ratio against it. Similarly, for the multi-cloud deployment,
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Table 3.4: Macro-benchmark: CPU and memory usage at encoding time of different security
mechanisms (single- and multi-cloud). Baseline configurations in bold rows followed by
resource usage variations as percentages.

CPU Memory UsedDeployment Drivers 4MB 16MB 64MB 4MB 16MB 64MB

Single-Cloud

aes 8.26% 10.52% 11.15% 518 MB 904 MB 2448 MB
aes_sha_512 +5.93% +1.62% +0.81% +1.74% +0.22% -1.35%

aes_rsa +15.25% +2.38% +0.90% +3.47% +1.44% -0.74%
aes_rsa_sha_512 +11.50% +3.04% +1.43% +5.79% +2.43% -1.27%

Multi-Cloud

cauchy 9.84% 10.81% 10.62% 532 MB 917 MB 2413 MB
cauchy_sha_512 -1.32% -1.94% +1.51% +0.38% +0.00% +0.12%

cauchy_rsa -0.20% -1.11% +1.98% +4.70% +1.64% +0.87%
cauchy_rsa_sha_512 +1.12% +0.00% +2.82% +3.76% +1.09% +0.62%

xor 10.49% 11.20% 10.91% 521 MB 887 MB 2322 MB
xor_sha_512 -1.05% +0.09% +0.55% +3.54% +2.03% +1.94%

xor_rsa +0.67% +0.45% +1.19% +8.45% +5.30% +2.93%
xor_rsa_sha_512 +0.57% +0.63% +1.65% +5.76% +4.40% +3.96%

Table 3.5: Macro-benchmark: CPU and memory usage at decoding time of different security
mechanisms (single- and multi-cloud). Baseline configurations in bold rows followed by
resource usage variations as percentages.

CPU Memory UsedDeployment Drivers 4MB 16MB 64MB 4MB 16MB 64MB

Single-Cloud

aes 7.74% 9.11% 9.32% 415 MB 462 MB 615 MB
aes_sha_512 +16.54% +12.51% +9.01% +3.86% +4.11% +5.85%

aes_rsa +19.90% +14.27% +10.09% +6.51% +5.84% +6.99%
aes_rsa_sha_512 +24.55% +19.21% +13.41% +6.75% +9.31% +8.62%

Multi-Cloud

cauchy 8.17% 9.57% 9.01% 439 MB 497 MB 699 MB
cauchy_sha_512 +12.48% +9.30% +9.32% -0.23% +0.80% +1.57%

cauchy_rsa +14.32% +10.24% +10.21% +1.59% +3.02% +2.86%
cauchy_rsa_sha_512 +19.58% +14.63% +14.32% +2.51% +4.63% +4.01%

xor 7.20% 8.12% 7.85% 409 MB 471 MB 705 MB
xor_sha_512 +19.17% +20.81% +19.36% +5.13% +7.43% +8.37%

xor_rsa +23.47% +23.03% +20.51% +12.96% +16.99% +12.62%
xor_rsa_sha_512 +31.94% +30.91% +28.66% +9.05% +12.95% +13.33%

we consider cauchy and xor as the baseline measurements and present the other results by
comparison.

CPU usage does not vary significantly between different approaches for the encoding
process. However, different security techniques yield contrasting resource usage in the
decoding process. The most CPU-demanding encoder component is the xor_rsa_sha_512,
with an increase of 31.94% for 4MB blocks during decoding operations.

We also measured the live memory consumption of each configuration. Once again, the
xor_rsa_sha_512 reveals to be the most memory-demanding configuration with an increase
of 16.99% over the steady operational mode.

3.7.8 Macro-benchmark — Storage overhead

Finally, we consider storage space requirements. In a multi-cloud scenario, the storage
providers need to accommodate more than the source data’s original size. The expected
impact of the erasure coding techniques, as well as xoring data in terms of storage usage was
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Figure 3.8: Macro-benchmark: Single-cloud - Storage overhead. Storing 500 files of 2MB in
a Redis instance.

presented in Table Table 3.3. The original block size is b. In our implementation, the XOR
technique requires n times more space than the original size, with n being the number of
storage providers. The erasure-coding drivers will conversely require much less space. For
instance, for 64MB blocks, cauchy_rsa_sha_512 spends an extra 45.88% of storage space.
We confirmed these observations by measuring the effective storage overhead induced by
all the drivers when storing 500 files of 2MB each on a local Redis server. The results are
presented in Figure 3.8.

Note that evaluating the storage usage impact of security techniques is of particular
relevance since it typically implies additional cost. As a result, storage space is a key variable
to take into account in the decision of which security features to add to a particular system.

3.8 Lessons learned
We started our evaluation with a performance study of several open-source erasure coding
libraries that are widely used to implement error correction in distributed systems. Our
observations notably highlight the importance of specific hardware instructions such as
SIMD to improve performance, the negligible overhead of using coding libraries in high-level
languages like Python, the good space efficiency of erasure codes for fault-tolerant storage,
and the relatively high cost of the reconstruction of missing blocks as compared to regular
decoding operations.

Considering the rest of our evaluation experiments, some results stand out. First,
the aes encryption driver proved to be the most balanced solution with a virtually constant
performance across all benchmarks. As seen in Figure 3.5, the encoding and decoding
throughput is very similar across benchmarks, only with an average difference of 20MB/s
at most. Additionally, we can observe that the measured latency of block encryption with
aes is very similar to the latency of uploading a block to a storage provider. This follows
from the fact that aes encryption does not increase block size and that the latency of the
computational part of the algorithm is negligible.

Second, the cauchy driver has a similar discrepancy between the encoding and decoding
throughput (30MB/s on average) but, in absolute values, it always exhibits lower throughputs
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when compared with aes encryption. Moreover, the need to generate 14 blocks has a
small impact on the throughout when considering a low-latency deployment such as Redis.
Conversely, when using cloud providers, the impact is highly significant. This also has a
significant negative impact when using entanglement on the proxy, where in the worst case it
has a difference of 8s. We note however that the number of generated blocks can be configured
and cauchy is the only driver capable of tolerating the failure of a cloud provider.

Third, despite the fact that the xor driver has the biggest difference of throughput in
the micro-benchmark, it has better performance than the cauchy driver on a real deployment.
This is due to the fact that only three blocks are generated by the driver, which implies
less uploaded data and, consequently, less communication latency. This happens with and
without entanglement. Notably, while in the worst case the xor driver with entanglement
exhibits a latency around 10 s, the cauchy driver with entanglement only achieves comparable
performance in the best case scenario.

In summary, the aes driver protects the users information with minimal overhead,
but stores all the information in a single cloud. The cauchy driver ensures the privacy of
the users data while supporting the failure of a single cloud provider, however this has a
significant cost in processing and latency. For a middle ground approach, the xor driver
protects the users information by dividing the information among multiple cloud providers
with a smaller cost on latency but does not support the failure of a cloud. Finally, security
measures such as integrity, origin authentication and anti-censorship have a relatively small
impact on the latency when considering baseline encryption and provider latencies.

Regarding the latency across cloud providers, if the aes encryption on Redis is
considered as a baseline, Dropbox exhibits the lowest latency on average, with an increase of
77%. Google Drive increases the latency by 108%. Finally, in our experiments Onedrive had
the worst latency, with a latency increase of 192%.

3.9 Summary
In this chapter, we have compared a wide range of security mechanisms that can be used to
protect data stored in the cloud. Our experimental study sheds light on the performance and
memory overheads incurred with increasing levels of security. Unlike previous studies, we
consider the trade-offs of security mechanisms when used in isolation, as well as the security
guarantees they provide, so that users can take informed decisions about which ones to use
depending on their specific needs.

Our experiments were conducted using a testbed that we built and deployed across
several standard cloud-based storage services. Unsurprisingly, we observe noticeable degrada-
tion of the throughput of block encoding with increasing layers of security. The impact of
security guarantees is mainly visible in terms of CPU usage, which in turn yields increased
latency, but we also observe some variations in terms of memory consumption. Furthermore
and as expected, throughput is generally higher and more stable in single-cloud deployments.

To sum up, the lessons to take away from our study are that there is no single
combination of security measure that performs best for all applications. Instead, users need
to carefully chose the minimum set of mechanisms that can match their security requirements.
In turn, cloud provides need to provide security measures that can be freely combined instead
of proposing a “complete package”, as every additional security layer comes with an associated
cost. We hope that our experimental results will provide valuable insights to both service
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providers and their users, and can be instrumental for improving cloud-based storage systems
and developing applications that can best leverage them.
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Chapter 4

Recast: Random Entanglement for
Censorship-resistant Archival STorage

4.1 Introduction
Users entrust an increasing amount of data to cloud systems for long-term archival purposes.
This archiving comes with expectations for the data to remain available and readily accessible
at any time. Hence, an archival system must be highly durable. However, there are many
threats to durability, and the longer the lifetime of the content is, the worse it gets.

Broadly speaking, one can distinguish between passive threats (e.g., hardware fail-
ures) and active threats (e.g., a censor wishing to delete a specific document). A common
countermeasure to mitigate passive threats is redundancy: extra information is stored in the
system, with the goal of tolerating node or disk failures (see Section 2.3). However, effectively
defending against active attacks still presents open challenges. Various solutions have been
proposed, none of which are fully satisfactory. For example, security by obscurity [165, 66]
encrypts content before archival so that the attacker cannot distinguish the data to censor,
but this severely limits the operation that can be performed on data and the way it can be
accessed or shared. Data entanglement [252, 279], on the other hand, attempts to weave
together popular and unpopular data so that an attacker is forced to do collateral damage
when censoring its target, but in a way that is unfit for deployment in practical systems.

We introduce Recast, an anti-censorship data archival system based on a random
data entanglement strategy proposed in [173] that provides strong guarantees while being
readily applicable to real systems. Recast’s design and entanglement principles are based
around the following intuition. First, by entangling pieces of data with one another, we enable
potentially unpopular and rarely accessed content to benefit from the protection offered to
other data in the system. Second, the asymmetry of the construction makes the system
easy to repair and hard to corrupt. Indeed, while the randomness component of Recast’s
entanglement makes it NP-hard to compute the minimal set of documents to be deleted to
censor a target [173], error-correcting codes allow to repair the system recursively without
increasing the storage overhead as long as the damage done by the attacker is recoverable.

To assess the security of Recast, we assume a powerful adversary model where the
censor has access to the metadata and thus knows how documents are processed, split, and
distributed over the storage nodes. To further protect the system against a powerful attacker
targeting metadata, Recast includes an emergency disaster recovery mechanism that enables
the system to rebuild metadata from the data itself. An alternative protection exist in the
form of an extension to Recast that replicates metadata over a set of private blockchain
nodes [141] (discussed in Section 4.9.1).
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We measure the protection by collateral damage units, that is, the number of additional
documents to be deleted by a censor when targeting a specific document. In that respect, we
design Recast so as to offer strong long-term as well as fast short-term protection. We first
build upon uniform data entanglement [173], which offers very strong long-term protection
but leaves recently archived documents poorly protected. To address this limitation, we
rely on normal data entanglement and temporary replication that provide fast short-term
protection, but do not spread entanglement adequately across the archive. To get the best of
both worlds, we introduce a hybrid approach, nu-entanglement, which exploits the strong
long-term protection of uniform entanglement and the fast short-term protection of normal
entanglement and temporary replication.

The rest of the chapter is organized as follows. We summarize our design goals
in Section 4.2. We discuss previous entanglement schemes in Section 4.3. In Section 4.4
we briefly describe entanglement and the STeP-archival strategy [173]. In Section 4.5 we
propose a new practical technique to data entanglement, called nu-entanglement, which offers
fast short-term and strong long-term protection for all the documents in the archive. We
discuss the design and implementation details of the Recast prototype in Section 4.6 and
Section 4.7, and evaluate both security and performance in Section 4.8. We discuss possible
extensions and deployment considerations in Section 4.9. Finally, we present our conclusions
in Section 4.10.

Please note that the work in this chapter was originally spearheaded by Roberta Barbi and
presented as a conference paper [17]. As a result, contributions such as improvements to
STeP’s pointer selection, reliability modeling and simulation work can be found in her PhD
dissertation [16]. While some of these elements are repeated here for the sake of completeness,
this chapter focuses on the design and evaluation of the Recast prototype.

4.2 Design goals
In this work, we aim at designing a long-term censorship-resistant system ensuring content
integrity and durability. We understand durability as the ability to eventually retrieve any of
the archived documents.

While high availability and confidentiality of data are desirable features of any storage
solution, durability is paramount to long-term archival systems. Indeed, maintaining high
availability may get expensive over time for documents that are infrequently accessed.
Moreover, maintaining data confidentiality and managing the associated encryption keys over
a long period of time (e.g., decades) unnecessarily exposes the system as a central point of
failure. With time, encryption algorithms are broken and keys once considered large enough
prove to be too short. Therefore, confidentiality is best left deferred to the client’s discretion.
In contrast, the ability to retrieve documents for audit purposes or disaster recovery at a
configurable cost answers a more practical need, especially in a context where independent
providers operating as storage backends may become unreliable over time or worse, may
attempt to censor, tamper or delete user content.

To address this problem, Recast ensures documents durability by establishing
random interdependency links between documents at storage time, which enables recursive
reconstruction of data beyond the local capability of the underlying erasure code. The
trade-off is that documents cannot be updated nor deleted from the archive. A file update
must consist in a new file upload, and we do not offer file removal as enabling this operation
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Figure 4.1: Dagster on top of xor_rsa_sha_512 over 3 cloud providers.
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Figure 4.2: Dagster on top of cauchy_rsa_sha_512 over 3 cloud providers.

for a user would enable it for the censor as well. This means that a system administrator
compelled by law to remove content [73] must work as hard as an attacker who wishes to
censor a file without causing collateral damage, i.e., recode the entire system starting from
the file to delete.

4.3 Data entanglement
The problem of censorship-resistance in distributed storage systems has been studied ex-
tensively and, as seen in Section 2.3, can be solved with different approaches. One of these
approaches is data entanglement [13]. In this section we expand on the topic of entanglement,
the implementation and shortcomings of existing solutions.

Data entanglement is the process of creating interdependencies between pieces of data.
In essence, storing a new document creates links to older pieces of data. Upon a read request
of the new document, the older pieces it was linked to must also be fetched for successful
decoding. If any or some of the linked pieces cannot be retrieved, the read request fails. Data
entanglement effectively minimizes the risk of silent corruption by propagating the damage
from a single piece of data to a larger part of the archive.

To ensure that effective dependencies are created between documents, the different
pieces of data are usually tied together through coding. Following the code chosen, the
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new piece of data is combined with older pieces. The resulting codeword is stored and the
original piece of data is discarded. To recover the original piece of data, we must then retrieve
the codeword and some or all of the older pieces used in the coding. While they differ in
the codes used, this high-level description covers the behavior of 2 schemes: Tangler [279]
and Dagster [252]. The first one, Tangler uses Shamir secret-sharing [240] to encode new
documents. Secret-sharing makes Tangler interesting for environments where some pieces
used to generate the codeword may not be available at times. But it remains expensive as it
computes codewords using elliptic curves, a form of public key cryptography, and requires
the storage and communication of codewords that are several times larger than the original
piece of data. To answer the cost issue, Dagster offers a cheaper but more brittle alternative
by combining the new and older pieces of data using an exclusive-or (XOR), an inexpensive
operation for most modern computers.

Building an entanglement scheme such as Dagster on top of an existing distributed
storage system is possible but comes at a cost. To illustrate this, we implemented a Dagster-
like scheme in the testbed presented in Section 3.4. In Dagster, the size of documents and
blocks is identical. When a new document D must be stored, Dagster randomly chooses c
blocks already archived and xor them with D.

We evaluate the overhead of the entanglement by configuring our testbed to use three
distinct public cloud backends at the same time, namely Google Drive [98], Dropbox [72],
and OneDrive [190]. We chose 2 of the most complex configurations our testbed could
provide: cauchy_rsa_sha_512, and xor_rsa_sha_512 (see Table 3.2 in Section 3.7.1). Both
configurations are encrypted and signed but the first one is erasure-coded where the second
is coded with a one time pad. We compare the latency of inserting 250 blocks of 1MB with
and without entanglement for both drivers. Once blocks are entangled, they are sent to the
chosen provider in a round-robin fashion to balance the load. We present the cumulative
distribution function (CDF) of the results for xor_rsa_sha_512 and cauchy_rsa_sha_512
in Figure 4.1 and Figure 4.2 respectively.

In both cases, we can see that the overhead induced by the entanglement phase is
modest. In particular, in Figure 4.2, the entanglement only adds a +18.1% latency overhead
for the 95th percentile of the blocks. In the Figure 4.1 scenario, this overhead is lowered
to +0.3%. These results show that a multi-cloud entanglement scheme can be practically
operated by clients with a moderate performance penalty when compared to the default,
non-entangled operational mode.

However, latency should not be the only factor to consider. In this entanglement
scheme, the corruption of any of the c+1 blocks needed for reconstruction makes the document
unreadable. It voids the capability of configurations such as cauchy_rsa_sha_512 that are
built to tolerate the loss or corruption of some blocks through erasure coding. What was
gained in performance has been lost in fault tolerance. For a balanced approach, we look at
STeP-archives in Section 4.4

4.4 STeP-archival
In this section we leverage the technique presented in [173] for creating interdependencies
between data to be stored and data already archived in the system. Upon archival, the
blocks of a document are entangled with some blocks of documents previously archived in the
system. The entanglement builds strong ties between content, preventing silent censorship of
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Figure 4.3: Entanglement logical flow with STeP.

rarely accessed data. An attacker wishing to censor a target document must cause collateral
damage by corrupting several other archived documents.

More formally, a (s, t, e, p)-archive [173] is a storage system where each archived
document consists of a codeword of s source blocks, t pointers or tangled blocks (i.e., old
blocks already archived in the system), p parity blocks, and that can correct e = p−s erasures
(e.g., missing blocks) per codeword.

The logical flow to archive a document in a (s, t, e, p)-archive is illustrated in Figure 4.3.
The document to be archived is split into s ≥ 1 source blocks (Figure 4.3-Ê). From the
archive, t distinct old blocks, the pointers, are selected (Figure 4.3-Ë) and a Reed-Solomon
(RS) code is used to create p ≥ s parity blocks (Figure 4.3-Ì) depending on both source
blocks and pointers. In particular, the p parity blocks are computed using a RS(s+ t+p, s+ t)
code [222], which encodes s+ t blocks into a (s+ t+ p)-long codeword with the property that
any s+ t blocks of the codeword are necessary and sufficient to reconstruct all its s+ t+ p
blocks [160]. In the last step, we only archive the p parity blocks (Figure 4.3-Í), making
the code non-systematic. The t pointer blocks come from the archive, so we do not need to
store them again. The choice of not storing the source blocks enhances security [173]. As a
trade-off, read performance is degraded both in terms of latency and bandwidth since reading
a document from a STeP-archive always requires a decoding operation involving s+ t blocks,
as opposed to a systematic code where the s alive source blocks can be directly accessed.

STeP-archive asymmetry. To censor an archived document, it is not always
sufficient to destroy its code blocks because they can sometimes be recovered recursively. On
the one hand, it has been proven [173] that finding the minimal set of documents required
to irrecoverably censor a target document is NP-hard. On the other hand, the system can
repair recoverable attacks using a simple and efficient reconstruction algorithm: we first scan
the archive and build a set C of corrupted document with at most e erased blocks. We pick
a document from C, repair it, and update the set of documents with at most e erased blocks
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Table 4.1: Notation. For example, we write u-l-(s,t,e,p)-rα for the leaping attack running
on a (s, t, e, p)-archive with uniform entanglement and keeping α temporary copies for each
document in the tail of the archive. The replication parameter is omitted when temporary
replication is not in place.

Symbol Description
u uniform entanglement
n normal entanglement with standard deviation σ = 1000
nσ normal entanglement with standard deviation σ
nu normal-uniform entanglement with standard deviation σ = 1000
nuσ normal-uniform entanglement with standard deviation σ
l leaping attack
c creeping attack
rα level of temporary replication α

in C. The algorithm stops when C is empty. At this point, either the system is completely
repaired or there is a closed set of documents with strictly more than e erased blocks.

Flavors of entanglement. Different flavors of entanglement are studied in [173].
Uniform random entanglement selects pointer blocks uniformly at random. The randomness
of this approach is an advantage as pre-planning an attack against such a structure is not
feasible. Uniform entanglement has the main drawback of requiring increasingly longer
periods of time to protect young documents as the archive increases. For example, Figure 4.4
shows that after inserting 10000 documents, 25% them are either not pointed to or pointed
to only once. An attacker wishing to tamper with these documents can thus do so without
causing collateral damage. The authors of [173] also show how to speed up the protection of
new documents by selecting the pointers to entangled blocks from a sliding window bounded
to the recent past, although this has the drawback to bound the entanglement level of the
documents in the archive.

Practical resilience to censorship. Since censoring a document optimally is NP-
hard, to evaluate the censorship resistance of the system, one can rely on suboptimal heuristics.
We exploit the greedy attacks as well as a branch and bound technique introduced in [173].
We include a brief summary and refer the reader to [173] for more details.

We play the attacker and select a target to be censored. Erasing blocks in the target
produces erasures in other documents because of the entanglement. To prevent recursive
repair we must corrupt those documents as well. So at each step of the attack we face the
choice of which block to delete and use one of two greedy heuristics to make the decision:

• The leaping attack leverages the fact that it is easier to attack recent documents rather
than old ones (because they have fewer incoming pointers).

• The creeping attack tries to keep the set of corrupted documents as compact in time as
possible by preferring documents having approximately the same archival date, which
is very effective against window-constrained entanglement strategies.

It is possible to improve on these greedy heuristics by means of a branch and bound technique:
at each step of the computation of the minimal set of blocks to be erased, we retain the best
partial solutions up a certain buffer size and expand all of them. Throughout the chapter we
adopt the notation summarized in Table 4.1.
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Figure 4.4: Variation in the number of pointers to each document in a u-(1, 5, 2, 3)-archive
with 104 documents.
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Figure 4.5: Variation in the number of pointers to each document in a n-(1, 5, 2, 3)-archive
with 104 documents.

4.5 Hybrid entanglement
In this section, we leverage the benefits of uniform and window-based normal entanglement
strategies. We present a hybrid entanglement technique mixing pointers chosen uniformly at
random and pointers chosen from a normal distribution. We further enhance anti-censorship
for recently archived documents using temporary replication.

Normal entanglement. To archive document di+1, we extract t pointer blocks
from a left half-normal distribution with standard deviation σ centered in the last archived
document di. This models a sliding window of about size 2σ, in which the probability to
point to a document older than di−2σ is 5%, and the probability to point to a document older
than di−3σ is 0.3%. On the one hand, this means that documents are quickly protected: we
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Figure 4.6: Number of corrupted documents to erase a target (x-axis) with a creeping attack
in a n-(1, t, 2, 3)-archive with t = 3, 4, 5, 10. Notation in Table 4.1.

just need to wait for 2σ documents to reach the average protection offered by the archive.
Furthermore, this does not depend on the size of the archive but only on the chosen standard
deviation σ. Comparing numbers, we see that the first quartile (25%) grows from pointed to
at most once under uniform entanglement (Figure 4.4), to pointed to at most three times
under normal entanglement (Figure 4.5).

As discussed in the previous section, approximating a sliding window bounds the
propagation of the entanglement against which the creeping attack is very effective. To
confirm this intuition, we simulate the creeping attack on an archive storing 106 documents.
As expected, the average number of documents to be censored, i.e., the protection, is constant
through the archive and only the last 2000 documents have lower protection (Figure 4.6,
right-most side of the x-axis). As expected, increasing the number of pointers t improves
the average protection against the creeping attack: in Figure 4.6 the average number of
documents to be destroyed to censor the target is about 506 for t = 3, 758 for t = 4, 835 for
t = 5 and 935 for t = 10.

Hybrid nu-entanglement. To overcome the limitations of the entanglement tech-
niques described so far, we blend normal and uniform entanglement together. We select each
of t pointers by flipping a coin, so that with probability 1

2
we have:

• a uniform pointer, providing the good randomness and the strong long-term protection
of uniform entanglement,

• a normal pointer, offering the fast short-term protection of normal entanglement.

The best greedy heuristic on a STeP archive with nu-entanglement is the leaping attack,
indeed the effectiveness of the creeping attack drops thanks to the restored randomness. In
Figure 4.7, we observe a greater influence of the number of pointer blocks on the protection.
In particular for t = 5, the long-term protection grows by almost 3 orders of magnitude with
respect to normal entanglement and the short term-protection grows by about 2 orders of
magnitude with respect to uniform entanglement.

We compare the three entanglement methods in Figure 4.8 over an archive of 106
documents. Using uniform entanglement, around 6 ·105 documents can be censored tampering
with only 10 documents. On the other hand, using normal entanglement with σ = 1000, all
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Figure 4.8: Number of corrupted documents by the most effective heuristics on uniformly-,
normally- and nu-entangled (1, 5, 2, 3)-archives.

the documents have the same protection except for the last 2σ = 2000 documents. Moreover,
when normal entanglement is in place, protection is offered fast: to erase d998000 (a recent
one), a greedy attacker needs to tamper with more than 800 documents. In contrast, using
uniform entanglement, d998000 can be censored by tampering with one document. As discussed,
nu-entanglement mixes the two approaches to gain the best of both worlds: nu-entanglement
offers greater protection than uniform entanglement for all the documents older than document
d86000 and greater than normal entanglement up to document d920000. Hence, nu-entanglement
outperforms the other entanglement approaches on more than the 80% of the archive when
tested with suboptimal greedy attacks.

Temporary Replication. Regardless of the pointer blocks’ selection method, entan-
glement takes time to provide protection to new documents (e.g., the last archived document
is not pointed to). Hence, we use temporary replication until the entanglement kicks-in. The
replicas are spread over the various storage nodes. They enable fast recoveries in case of
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Figure 4.9: Backtracking the creeping attack on a n100-(1, 5, 2, 3)-archive of 1000 documents.

node failure, at the cost of increased storage overhead. To reduce such costs, we periodically
examine the level of protection of blocks and once a given threshold is passed, Recast
removes the corresponding replicas from the storage nodes.

In the remainder of this section we study how to set such a threshold in a STeP-archive
configured with nu-entanglement. We conduct this study by means of simulations, in order
to establish when a given block’s replicas can be safely removed. For uniform entanglement,
as the number of blocks increases over time, the random selection of pointers lowers the
probability of picking recent ones. Hence, the replication level and the replication threshold
are determined by the normal pointers. On a normally-entangled STeP-archive with 1000
documents, we run the creeping attack to get a first estimate, then we backtrack the tree of
solutions to find the optimal one, exploiting branch pruning [173] to speed up the execution
time. We present the results in Figure 4.9. The average protection offered by t = 5 normal
pointers selected with standard deviation σ = 100 is 21.8. It drops with the 800th document,
e.g., 2σ documents before the end of the archive. The average number of documents to be
deleted is 8.2 on the full archive and 11.6 out of the tail. Hence, to guarantee homogeneous
protection to a Recast system that uses a STeP-archive with t = 10 nu-pointers when the
normal pointers are extracted with standard deviation σ = 100, we decide to replicate the
tail, i.e., 2σ documents, 10 times each.

Summary. Uniform entanglement provides strong long-term protection but needs
a massive use of replication to reach an adequate level of short-term protection. To reduce
the storage overhead, we study normal entanglement which provides constant long-term
protection, fast short-term protection and a level of replication independent on the size of
the archive. While the cost of replicas grows linearly with the size of the archive when using
uniform entanglement, it goes to zero in the case of normal entanglement. Indeed, as the
number of documents that need to be replicated is constant, in the long-term it becomes a
negligible fraction of the whole archive. Finally we presented nu-entanglement to blend the
two approaches, to attain strong long-term protection with uniform pointers, fast short-term
protection and a constant amount of temporary replication determined by normal pointers.
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Figure 4.10: The Recast architecture and execution flow.

4.6 Architecture
This section presents the architecture of Recast. Figure 4.10 depicts the architecture as well
as the typical operating flow for a single document insertion (a document retrieval follows
a similar pattern, as described next). The Recast architecture comprises the following
components: a proxy that mediates interactions between clients and the Recast system, an
encoder that performs the entanglement operation, a metadata server that logs the stored
documents and their entanglement links, and a set of storage nodes that serve as backends.
We assume the storage backends to be deployed over untrusted, possibly malicious but not
colluding service providers. The proxy is the gateway to the data and metadata in the system,
and we assume it is deployed in a trusted environment, typically on the client-side. The proxy
acts as Recast’s front-end coordinating the operations between the actual storage backends
and the metadata server. Clients contact the proxy to write or read data through a simple
REST interface issuing PUT and GET requests, similarly to Amazon S3. The configuration
system of Recast allow system deployers to tweak the number and type of storage nodes,
the STeP parameters and the factor used for temporary replication.

Write operations. A client sends a write request to the proxy (Figure 4.10-Ê). The
proxy then acquires a write lock from Zookeeper to handle this document (Figure 4.10-Ë).
At this point, the proxy can delegate the entanglement operation to a dedicated encoder
or handle the process by itself (Figure 4.10-Ì). In both cases, the original document is
split into s blocks, t random pointers are sourced from the storage nodes and used for
entanglement. The resulting p blocks are then synchronously dispatched to the storage nodes
(Figure 4.10-Í). Once the entanglement and storage steps are finalized, the proxy persistently
saves the required information for future decoding in the metadata server (Figure 4.10-Î).
This information includes the location of the parity blocks of the document and as well as
the pointers’ for entanglement. Finally, the proxy releases the lock and replies to the client
(Figure 4.10-Ï).

Read operations. Upon a read request, the proxy looks through the metadata server
for the document’s blocks and its pointers to reverse the entanglement. The proxy fetches
the blocks from the storage nodes and delegates the decoding to the encoder (or decodes by
itself if configured to do so).
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Deployment considerations. The modular Recast architecture enables the de-
coupling of the proxy and the component in charge of the entanglement operations. To
maximize throughput, these components should be hosted on the same physical node, thus
avoiding bottlenecks induced by high pressure on the network stack. For the same practical
reason, the metadata server should be deployed on the same machine as the proxy. Note that
these considerations do not affect the Recast’s threat model.

Entanglement and replicas management. Recast uses STeP-based entangle-
ment for long term protection of documents. At the same time, new blocks are replicated
to provide a high level of redundancy from the very early moments the document’s life in
the archive. To mitigate the storage overhead that this approach could generate, Recast
manages the lifetime of the replicas as follows:

1. Upon a write request, pointers are randomly selected and used for the entanglement of
the incoming document;

2. A static number of replicas is computed and spread randomly over the storage nodes;

3. As soon as any of the chosen pointers is pointed a sufficient number of times, its replicas
are permanently removed from the system.

Hence, deployers must decide upon two parameters to configure Recast: the replic-
ation factor and the protection threshold. The former is known by the proxy, which is in
charge of computing how many copies of any block it must send to the storage nodes. The
entanglement component is unaware of the replication factor, and it only asks for blocks. This
design makes the management of replicas simpler and shields the component executing the
block coding (or further clients) from having to deal with corrupted replicas or unavailable
storage nodes. Moreover, in a configuration with homogeneous storage nodes, this level of
indirection enables the proxy server to balance the load of read requests for a block over the
different storage nodes holding replicas. The latter, the protection threshold, is also known
and used by the proxy. In our current prototype implementation, the threshold is expressed
as the number of documents pointing to a block. The choice of this metric rather than the
age of the document and its blocks stems from our use of uniformly random selection of
pointers. In particular, its deterministic nature prevents from the risk of exposing poorly
protected documents to potential threats.

As described in Section 4.4, some old blocks may never be entangled with enough
documents to reach the given threshold, which would prevent the system to use an age-based
approach. In practice, we deploy a separate process running next to the proxy that periodically
scans the metadata and lists blocks that have been pointed to threshold times. Once this list
is assembled, the system removes the redundant replicas and updates the metadata server.

Metadata management. Our system leverages randomness in the selection of
tangled blocks and in the placement of new blocks into storage nodes. If metadata is
unavailable, damaged or lost, stored blocks become meaningless. In addition to traditional
replication, Recast implements a mechanism to reduce risks of complete loss of metadata.
This procedure allows Recast to reconstruct the metadata from the data itself. Under the
assumptions of available and honest storage nodes as well as pristine data blocks, we scan the
storage nodes, examining the hosted blocks and reconstruct the associated metadata (except
for the creation date), see Figure 4.14.1

1Note that the creation date can also be appended, however a partial order can be inferred even without
it [173].

54



4.7. IMPLEMENTATION DETAILS

This solution is possible because, we prepend the entanglement information to each
block before sending them to the storage nodes. More specifically, given a block, this
metadata-overhead includes a reference to all the pointers selected during the entanglement
of the document. In our prototype, it consists of a fixed 80 Bytes per block (erasure coding
information) and the list of t pointer names. As blocks are named according to the document
they belong to and their position in the codeword, this average length depends on the naming
patterns in the archive. For example, in the case where users do not provide names for the
documents they insert, the system defaults to an ASCII version of a uuid. This results in
average length of 38 Bytes: 36 Bytes of the serialized uuid + 2 Bytes for the position in the
codeword.

4.7 Implementation details
Our implementation choices have been largely driven by performance, programming simplicity
considerations and constraints from the storage backends interfaces. The proxy and the
encoder are implemented in Python [213] (v2.7). In particular, the entanglement code
is built on top of PyECLib [212] (v1.3.1), liberasurecode [191] (v1.1.1) and Intel ISA-
L [121] (v2.20.0). Clients communicate with the proxy through the REST API implemented
using Bottle [27] (v0.12.13) and exposed through uWSGI [269] (v2.0.15). Storage backends
can be commercial storage providers such as Google Drive, Dropbox, Microsoft OneDrive
and Amazon S3 or self-hosted key-value stores such as Redis [221] and Minio [178]. For
the sake of evaluation, we only deploy storage nodes on premises. To coordinate the
accesses to the metadata from the proxy, the repair and replica management processes,
we use ZooKeeper [263]. Finally, all the components are wrapped and deployed using
Docker [68] (v17.05.0-ce).

4.8 Evaluation
In this section, we evaluate Recast’s performance and resilience to data loss. First, we test
the entanglement throughput in isolation and as part of the full writing and reading process.
Then we look at the variations in metadata storage overhead depending on the number of
documents and the STeP configuration. Finally, we look at the metadata reconstruction
process and the repair bandwidth use.

4.8.1 Encoding/decoding throughput

We begin by evaluating Recast’s throughput capabilities in terms of raw encoding and
decoding operations. These results are obtained on a Intel Broadwell 64-cores machine with
128 GB of RAM running Ubuntu 16.04 (kernel 4.4.0-101). Figure 4.11 presents results for
6 configurations of STeP having different number of pointers and code rate. Please note
that some of these configurations, namely (5, ∗, 2, 7), are too brittle to be used in practice
and are only included here to show the impact of STeP parameters tuning. We measure
the variations in throughput across these configurations with 3 different document sizes: 4,
16 and 64 MB. While the size of the incoming documents directly affects the performance
of any configuration, in particular when the codewords fit in low-level caches (40 for the
L3-caches on our servers), the most determinant factor is the storage overhead. Indeed, both
in encoding and decoding, results can be grouped according to storage overhead (nu-(1, ∗, 2, 3)
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RS(14,10) in a full Recast instance.

and nu-(5, ∗, 2, 7)). Second to the storage overhead, the number of pointers also affects the
throughput with a predictable slowdown as the number of pointers grows. Looking at the
first group of configurations, nu-(1, ∗, 2, 3), we observe that the throughput halves every
time the number of pointers doubles. Indeed, to encode a 16MB document, we go from
63 MB/s (t = 5), on to 36 MB/s (t = 10) and end up at 19 MB/s (t = 20). The second
group of configurations, nu-(5, ∗, 2, 7), also endures a predictable slowdown but to a lesser
extent (15-20%) every time we double the number of pointers. To encode a 16MB document,
we drop from 297 MB/s (t = 1), on to 254 MB/s (t = 2) and finally stop at 205 MB/s
(t = 4). This difference in behavior pairs with the rising storage overhead and the sensitivity
of the different configurations to these changes as we introduce more pointers. In conclusion,
Figure 4.11 shows the trade-offs in choosing a configuration for STeP. It may offer good
protection, e.g., nu-(1, 20, 2, 3) at the expense of a low throughput (up to 18.84 MB/s when
encoding) or a very fragile alternative, such as nu-(5, 1, 2, 7), reaching up to 690 MB/s.
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Figure 4.13: Metadata storage overhead.

When integrated in the full system, we compare the performance of our entangled
archive against the standard Reed-Solomon (RS) code provided by Intel ISA-L. By means of
the YCSB [52] framework, we run two workloads of 1000 operations: a read oriented one
based on YCSB’s workloadc and a pure insert one. Both workloads run 1000 operations,
with payloads ranging from 4 to 16MB. We deploy an instance of Recast that runs on a
single machine (64 cores and 128GB of RAM) hosting proxy, coder, metadata and 16 storage
nodes. We run this experiment with 8 concurrent threads from a remote machine connected
to Recast host on 1GB switched network. Considering the throughput measured with these
workloads (see Figure 4.12), we observe that the entanglement slows down the operations
by 10x. This can be explained by the volume of pointers that flows through the system
when reading or writing (10 times the size of the original data) in addition to the necessary
manipulations of the pointer blocks.

4.8.2 Metadata storage overhead

Next, we look at the storage overhead introduced by our prototype. While the STeP
configuration, the number of documents and their average size affect the storage requirements,
the metadata growth (see Figure 4.13) is more dependent on our implementation.

The visible differences across the STeP configurations are due to the varying number
of pointer blocks t: the greater t grows, the greater the protection offered by the archive is and
as a consequence, the number of entanglement links to maintain increases. The maintenance
of those links may incur a lower variation if the metadata database is better normalized.

4.8.3 Metadata reconstruction and documents availability

Figure 4.14 presents the capacity of the system to rebuild the metadata in case of loss of the
metadata server. It shows the amount of documents for which enough metadata has been
scraped to be served through the proxy. This result shows how Recast behaves in 2 different
STeP configurations, each with 2 different replication factors (none or 3-replication). If all
blocks are replicated, we can expect to be able to serve all documents before reading from all
the storage nodes as depicted by the full-points lines. In contrast, if none of the blocks are
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Figure 4.14: Percentage of documents in the archive that can be served as metadata is rebuilt
by crawling through the storage nodes.

replicated, a large number of the storage nodes needs to be crawled through until we gather
enough knowledge about the entire system. When running an instance of Recast configured
with nu-entanglement and replication management enabled, the number of replicated blocks
is constant as the archive grows. Following this principle, the number of nodes that need to
be explored in order to rebuild a functional archive increases. With respect to the archive
history, we can expect the metadata reconstruction process to be fast at first and grow slower
over time depending on the number of replicated blocks.

4.8.4 Repair bandwidth costs

Figure 4.15 shows the amount of data in transit through the system in order to repair 1, 2 or
3 missing blocks in Recast in configuration nu-(1, 10, 2, 3). In this instance, Recast can
recover 2 blocks solely relying on Reed-Solomon capabilities (e = 2) and 3 exploiting the
recursive reconstruction. Performing RS reconstruction of 1 or 2 blocks, 11 blocks of the same
document must be read as we use a RS(14,11) to compute the 3 parities. Repairing beyond
2 blocks requires reading from more than 1 document, hence an increase in the number of
blocks received for the repair (twice as many). When we have to fix 3 erasures, we repair one
of the failed blocks by decoding a document using it as pointer. We are then back to the
case where we can rely on the reconstruction capabilities of the RS and recover the last two
blocks from the original document itself.

4.9 Discussion
Despite the extensive evaluation of Recast presented in Section 4.8, some practical issues
remain unaddressed bys Recast’s original design. In this section, we go through the possible
extensions and considerations that would help with Recast’s deployment.
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Figure 4.15: Bandwidth to repair a 64kB document originally stored in an instance of Recast
hosting a n-(1, 10, 2, 3) archive.

4.9.1 Metadata service as a single point of failure

Our prototype only uses entanglement to protect archival data, but not metadata. A
powerful censor targeting a document in our system can thus attack its metadata, which
is usually significantly smaller and less resilient than the document itself, at a much lower
cost. Protecting metadata itself is a challenging task, but since it is much smaller than
the data, typically by several orders of magnitude, it is a suitable candidate for massive
replication. Most databases, such as Redis, offer clustering and replication features. These
schemes are usually good enough to withstand accidental failures. However, to provide proper
metadata protection against a powerful attacker, we would need to replicate and ensure
consistency over a great number of nodes. As an alternative to database replication, we
proposed MetaBlock [141], a blockchain-based metadata protection system.

MetaBlock is built on top of the Ethereum blockhain [288] and stores metadata
in smart contracts [255]. It plugs into Recast by way of message queues and event-based
scripts. This design lowers the performance impact on Recast that only needs to forward
metadata to the message queue as new information is stored or modified. Metadata pushed
into the queue and stored in Recast’s metadata service remains in a pending state until
it is stored by the blockchain at which point it is considered valid. This pending state can
then be leveraged at pointer selection time to ensure that new documents are entangled with
trusted blocks. For faster processing of the metadata, the consensus protocol is changed from
proof-of-work to proof-of-authority [210]. The proof-of-authority consensus protocol implies
that the nodes are authenticated and typically deployed in private blockchain.

While storing metadata in a blockchain might seem appealing to benefit from out-
of-the-box replication and integrity checking, we found shortcomings in terms of latency,
maintenance and storage space [141]. First, time to validate metadata is in the order of
seconds which is unsuitable for write-intensive systems. Second, migration of the metadata
schema, represented in the smart contract, cannot be done in place and requires a complete
re-write of existing metadata. Finally, as the blockchain nodes remains idle, without insertion
of new metadata, the ledger size keeps on growing at constant rate.

In conclusion, while securing metadata from passive threats at a reasonable cost is an
achievable goal, defending against powerful attackers remains an open problem. MetaBlock
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may not be sufficient on its own to ensure metadata safety, but a combination of Recast’s
reconstruction capabilities, database replication and offline backups may be enough to ensure
recovery from attacks.

4.9.2 GDPR compliance

Recast is a long-term archival system implementing STeP for better data protection. By
design, it does not allow the modification or deletion of documents once they are stored.
This design choice conflicts with recent EU legislation such as the European General Data
Protection Regulation (GDPR) [277] and especially the rights to erasure and modification.
Under such a framework, the data controller, or operator of the system, must be able to
remove personal data from the system upon requests from the data subjects. An obligation
that may seem difficult to comply considering Recast’s design.

With its immutable nature, Recast falls in the same category as blockchain techno-
logies whose compatibility with GDPR has been and is still actively studied [87, 119, 186].
From the literature, we learn that personal data cannot be stored in these systems unless
it is highly anonymized. With research on de-anonymization being an active topic and the
impossibility to guarantee a high level of anonymity over long periods of time, this type of
technology seems inherently limited. Indeed, this reduces the use cases for immutable systems
to (i) non-personal data and (ii) personal data for which the need to ensure integrity and
availability exceeds the interest of the data subject to the erasure. In the latter case, data
subjects must be explicitly warned before storage and the processing of such data could lead
to an infringement of the GDPR.

However, the definition of erasure in article 17 can be left to interpretation [87].
Erasure could simply be understood as marking the data as deleted or removing it from
search indexes. But preventing external access to erased data is not enough as the data
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controller must guarantee that said data is no longer processed. A possible workaround in an
immutable system is to encrypt the personal data before storage and destroy the keys upon
erasure requests from the data subjects [148]. But, similarly to the de-anonymization issue,
no guarantee can be provided that the encryption scheme used will resist to future results.

In conclusion, the use of systems such as Recast, that build their strength on
immutability, in environments subject to GDPR-like regulation should be preceded by a
serious study of the type of data that must be stored. Management of personal data should be
avoided when possible even if a laxer interpretation of the text allows for practical solutions
to be implemented. While developers should be mindful of the legislative framework they
work in as the systems they develop today remain at the mercy of future research results,
rulings and court decisions, domain specific knowledge should first inform on potential for
successful adoption.

4.10 Summary
Archival systems are designed to support long-term storage of documents. They can leverage
the same mechanisms that classical data stores use, notably cryptography and redundancy,
to protect against common types of attacks. It should however be resilient against more
subtle attacks that would threaten the long-term integrity of the archived data, in particular
offering strong protection against attackers that covertly tamper with the data or delete
specific documents (i.e., censors).

In this chapter, we presented Recast, a novel anti-censorship archival system based
on random data entanglement [173]. It exploits erasure codes to generate redundant blocks
combining content from multiple documents, old and new, in order to protect them from both
failures and malicious attacks. As opposed to prior work, Recast allows efficient recursive
repair while requiring censors to do an increasingly large amount of work over a large number
of storage nodes as the archive scales, which is a highly desirable property. Entanglement is
performed in such a way that documents become more resilient as they stay longer in the
system, and the level of interdependency makes it quickly impossible to delete or tamper with
a single document without causing collateral damage to a large number of other documents.
Recast uses a hybrid strategy for data entanglement designed to offer fast short-term and
strong long-term protection for all the documents in the archive. While our implementation
benefits from additional support in order to protect its metadata [141] and should find success
with the proper knowledge domain, its model has not only validated the resilience of this
strategy via simulations, but also through a complete prototype implementation.
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Chapter 5

SafeFS: A Modular Architecture for
Secure User-Space File Systems

We have seen so far how we can leverage cloud storage to securely and durably store our
data despite the often dreaded loss of control. To mitigate the loss of control over distributed
data, we have seen how to protect its privacy using a combination of cryptographic tools (see
Chapter 3) and resistance against powerful censorship attempts using data entanglement (see
Chapter 4). However, the migration of data from local storage to the cloud still presents at
least 2 challenges.

First, the data that we wish to outsource is often read and modified by business
critical applications that may not be cloud-aware. However, high-availability requirements,
lack of access to the source code or costly expertise could prevent companies from upgrading
their software. In this case, settling on the right application-facing interface for a cloud
storage system is not only a competitive advantage but a necessity. Second, there is no
“one-size-fits-all” solution that would provide the right level of safety or performance for
all applications and users, and it is therefore necessary to provide mechanisms that can be
tailored to the various deployment scenarios.

In this chapter, we address both challenges by introducing SafeFS, a modular
architecture based on software-defined storage principles featuring stackable building blocks
that can be combined to construct a secure distributed file system.

5.1 Introduction
The paradigm shift from local storage to the cloud has not changed the expectations of
immediate and ubiquitous access to data. As we keep producing more information, which is
expected to reach 175 zettabytes by 2020 [223], the limit between local and remote storage
becomes blurrier.

This paradigm shift raises two important challenges. First, client applications need to
handle heterogeneous and incompatible interfaces. Second, client applications have to balance
working with data of various sensitivity while maintaining an acceptable level of performance.

The first problem can be partially solved by providing well-known and extensively
used abstractions on top of third-party interfaces. One of the most widespread and highest
level abstractions offered atop storage systems is the file system. The practicality and
ease of use of such abstraction has spurred the development of a plethora of different file
system solutions offering a variety of compromises between I/O performance optimization,
availability, consistency, resource consumption, security, and privacy guarantees for stored
data [268, 244, 289, 22]. Additionally, developers can leverage the FUSE [94] (file system in
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user-space) framework to implement a POSIX-like [280] file system on top of a multitude of
local and remote storage systems in a fairly straightforward manner. Nevertheless, each file
system implementation is different and specifically designed for certain use cases or workloads.
Choosing which implementations to use and combining them in order to take advantage of
their respective strong features is far from trivial [300].

The second problem, securely outsourcing sensitive data, has also been the subject of
intensive work. There are several file system implementations providing privacy preserving
mechanisms [289, 107, 82, 175]. However, similarly to storage systems, a single approach
does not address the specific privacy needs of every application or system. Some require
higher levels of data privacy while others target performance at the price of lower privacy
guarantees. Furthermore, these approaches lack a clear separation between privacy preserving
mechanisms and the file system implementation itself. This prevents an easy combination
of different privacy preserving mechanisms with other file system properties (e.g., caching,
compression, replication, etc).

In this chapter we tackle both challenges simultaneously. Inspired by software-defined
storage (SDS) design principles [265, 7], we introduce SafeFS, a novel approach to secure
user-space stackable file systems. We advance the state of the art in two important ways by
providing two-dimensional modularity and privacy à la carte.

First, the SafeFS two-dimensional modular design allows easy implementations of
specialized storage layers for security, replication, coding, compression and deduplication,
while at the same time allowing each layer to be individually configurable through plug-
in software drivers. SafeFS layers can then be stacked in any desired order to address
different application needs. The design of SafeFS avoids usual pitfalls such as the need for
global knowledge across layers. For instance, for size-modifying layer implementations (e.g.,
encryption with padding, compression, deduplication), SafeFS does not require a cross-layer
metadata manager to receive, process, or redirect requests across layers [297].

Second, SafeFS design allows us to easily combine any FUSE-based file system
implementation with several cryptographic techniques and, at the same time, to leverage
both centralized [247, 228] and distributed storage back-ends [22, 180]. For example, it is easy
to integrate an existing FUSE-based file system with secret sharing on top of distributed
storage back-ends using SafeFS simply by adapting the system APIs. To the best of our
knowledge, SafeFS is the first user-space file system to offer this level of flexibility.

To show the practicality and effectiveness of our approach, we implemented a full
prototype of SafeFS that, similarly to other proposals [20, 180, 145, 272], resorts to the
FUSE framework. With thorough experimental evaluation, we compare several unique
configurations of SafeFS, each combining different privacy-preserving techniques and crypto-
graphic primitives. We evaluate the performance by resorting to state-of-the-art benchmarks
and show that SafeFS is within the performance range of state-of-the-art FUSE-based file
systems while providing higher security guarantees. SafeFS is open-source1 and available
to ease the reproducibility of our evaluation. Our evaluation shows that SafeFS is within
the performance range of state-of-the-art FUSE-based file systems while providing higher
security guarantees.

The remainder of this chapter is organized as follows. Section 5.2 illustrates the design
goals of SafeFS, while Section 5.3 details its architecture. The implementation details
are given in Section 5.4. The configurations put under test are presented in Section 5.5.
Section 5.6 presents our extensive evaluation of the SafeFS prototype, before concluding
with the road ahead.

1https://github.com/safecloud-project/SafeFS
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5.2 Design goals
SafeFS is a framework for flexible, modular and extensible file system implementations built
atop FUSE. Its design allows to stack independent layers, each with their own characteristics,
optimizations, etc. These layers can then be integrated with existing FUSE-based file systems
as well as restacked in different order. Each stacking configuration leads to file systems with
different traits, suitable to different applications and workloads. Keeping this in mind, the
four pillars of our design are:

• Effectiveness. SafeFS aims to reduce the cost of implementing new file systems by
focusing on self-contained, stackable, and reusable file system layers.

• Compatibility. SafeFS allows us to integrate and embed existing FUSE-based file
systems as individual layers.

• Flexibility. SafeFS can be configured to fit the stack of layers to the applications
requirements.

• User-friendliness. From a client application perspective, SafeFS is transparent and
usable as any other FUSE file system.

5.3 Architecture
Figure 5.1 depicts the architecture of SafeFS. The system exposes a POSIX-compliant file
system interface to the client applications. Similar to other FUSE systems, all file system
related operations (e.g., open, read, write, seek, flush, close, mkdir, etc.) are intercepted
by the Linux FUSE kernel module and forwarded to SafeFS by the FUSE user-space library.
Each operation is then processed by a stack of layers, each with a specific task. The combined
result of these tasks represents a file system implementation.

We identify two types of SafeFS layers serving different purposes. Upon receiving a
request, processing layers manipulate or transform file data and/or metadata and forward
the request to the next layers. Conversely, storage layers persist file data and metadata in
designated storage back-ends, such as local disks, network storage, or cloud-based storage
services. All layers expose an interface identical to the one provided by the FUSE library
API, which allows them to be stacked in any order. Requests are then orderly passed through
all the layers such that each layer only receives requests from the layer immediately on top of
it and only issues requests to the layer immediately below. Layers in the bottom level must
be of storage type, in order to provide a functional and persistent file system.

This stacking flexibility is key to efficiently reuse layer implementations and adapt
to different workloads. For example, using compression before replicating data across
several storage back-ends may be acceptable for archival-like workloads. In such settings,
decompressing data before reading it does not represent a performance impairment. On the
other hand, for high-throughput workloads it is more convenient to only apply compression
on a subset of the replicated back-ends. This subset will ensure that data is stored in a space-
efficient fashion and is replicated to tolerate catastrophic failures, while the other subset will
ensure that stored data is uncompressed and readily available. In these scenarios, one storage
stack would use a compression layer before a replication layer, while a second storage stack
would put the compression layer after the replication and only for a subset of storage backends.
Layers must be stacked wisely and not all combinations are efficient. An obviously bad design
choice would be to stack a randomized privacy layer (e.g., standard AES cipher) before a
compression layer (e.g., gzip): by doing so, the efficiency of the compression layer would be
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Figure 5.1: Architecture of SafeFS.

highly affected since information produced by the above layer (the randomized encryption)
should be indistinguishable from random content. While such malformed scenarios can
indeed happen, we believe that with great power comes great responsibility and operators who
deploy the system need to take care of the appropriate layer ordering. Finally, the SafeFS
architecture allows us to embed distributed layers. This is depicted in Figure 5.1, where the
lowest layer of the stack is a split of two that can be leveraged for replication or any other
redundancy purposes. These final layers can then branch off to a local or remote file system
to ensure durability and availability in case of failure of the final storage medium. SafeFS
supports redirection of operations toward multiple layers, while at the same time maintaining
these layers agnostic from the layer above that transmits the requests.

5.3.1 A day in the life of a write

To illustrate the I/O flow inside a SafeFS stack, we consider a write operation issued by
the client application to the virtual file system (read operations are handled similarly). Each
request made to the virtual file system is handled by the FUSE kernel module (Figure 5.2-Ê)
that immediately forwards is to the user-space library (Figure 5.2-Ë). At this point the
request reaches the topmost layer of the stack (Figure 5.2-Ì), called Layer 0. After processing
the request according to its specific implementation, each layer issues a write operation to the
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following layer. For example, a privacy-preserving layer responsible for ciphering data will
take the input data, cipher it according to its configuration, and emit a new write operation
with the encrypted data to the underlying layer. This process is repeated, according to each
layer implementation, until the operation reaches a storage layer, where the data is persisted
into a storage medium (Figure 5.2-Í). The reply request stating whether the operation
was successfully executed or not takes the reverse path and is propagated first to Layer 0
(Figure 5.2-Î), and eventually backward up to the application (Figure 5.2-Ñ).

When using distributed layers (e.g., with replication), write operations are issued
to multiple sublayers or storage back-ends. These distributed layers can break some of the
assumptions made by the applications. For instance, rename and sync operations must be
atomic. To ensure correct semantics of the operations, a distributed layer should contain a
synchronization mechanism that ensures that an operation is only committed if successful
in every backend. Otherwise, the operation fails and the file state must not be changed. A
possible solution would be a block cache that stores blocks before any operation is applied.

We have discussed so far how layers modify data from read and write operations. The
behavior for layers that modify the attributes and permissions of files and folders is similar.
For instance, a layer providing access control to files shared among several users will add
this behavior to the specific FUSE calls that read and modify the files. This design paves
the way for layer reuse and for interesting stacking configurations. Individual layers do not
need to implement the totality of the FUSE API: if a layer only needs to manipulate files,
it only needs to wrap the FUSE operations that operate over files. FUSE operations over
folders can be ignored and passed directly to the next layer without any additional processing.
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Layers can support the full FUSE API or a restricted subset, and this allows for a highly
focused layer development cycle.

5.3.2 Layer integration

Besides the standard FUSE API, each SafeFS layer implements two additional functions.
First, the init function initializes metadata, loads configurations, and specifies the following
layer(s) in the specific SafeFS stack. Second, the clean function frees the resources allocated
by the layer during its runtime.

The integration of existing FUSE-based implementations in the form of a SafeFS
layer is straightforward. Once init and clean are implemented, a developer simply needs to
link its code against the SafeFS library instead of the default FUSE. Additionally, for a
layer to be stacked, delegation calls are required to forward requests to the layers below or
above. The order in which layers are stacked is flexible and is declared via a configuration
file.

Finally, SafeFS supports layers that modify the size of data being processed (e.g.,
compression, padded encryption) without requiring any global index or cross-layer metadata.
This is an advantage over previous work [289], further discussed with concrete examples in
Section 5.4.

5.3.3 Driver mechanism

Some of the privacy-preserving layers must be configured with respect to the specific per-
formance and security requirements of the application. However, these configurations do not
change the execution flow of the messages. From an architectural perspective, using a DES
cipher or an AES cipher is strictly equivalent.

With this observation in mind, we further improved the SafeFS modularity by
introducing the notion of driver. Each layer can load a number of drivers by respecting a
minimal SafeFS driver API. Such API may change according to the layer specialization
and characteristics, as further discussed in the next section. Drivers are loaded according to
a configuration file at file system’s mount time. Moreover, it is possible to change a driver
without recompiling the file system, to re-implement layers, or to load new layers. Naturally,
this is possible provided that the new configuration does not break compatibility with the
previous one. For instance, introducing different cryptographic techniques will prevent the
file system from reading previous data.

Consider the architecture depicted in Figure 5.1, with a privacy-preserving layer having
two drivers, one for symmetric encryption via AES and another for asymmetric encryption
with RSA. The driver API of the layer consists of two basic operations: encode and decode.
In this scenario, the cryptographic algorithms are wrapped behind the two operations. When
a write request is intercepted, SafeFS calls encode on the loaded driver and the specific
cryptographic algorithm is executed. Similarly, when a read operation is intercepted, the
corresponding decode function is called to decipher the data. In order to change the driver
it is sufficient to unmount the file system, modify the configuration file, and remount the
SafeFS partition.

The driver mechanism can be exploited by layers with diverse goals, such as those
targeting compression, replication, or caching. In the next section we discuss the current
implementation of SafeFS and break down its driver mechanism in further details.
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5.4 Implementation details
We have implemented a complete prototype of SafeFS in the C programming language.
Currently, it consists of less than 4,200 lines of code (LOC), including headers and the modules
to parse and load the configuration files. Configuration files are used to describe what layers
and drivers are used, their initialization parameters, and their stacking order. The code
required to implement a layer is also remarkably concise. For example, our cryptography-
oriented layer only consists of 580 LOC. SafeFS requires a Linux kernel that natively supports
FUSE (v2.6.14). To evaluate the benefits and drawbacks of different layering combinations,
we implemented three unique SafeFS layers, as depicted in Figure 5.3. These layers are
respectively concerned with data size normalization (granularity-oriented), enforcing data
privacy policies (privacy-preserving) and data persistence (multiple backend). Since they are
used to evaluate SafeFS, we detail them in the remainder of this section.
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5.4.1 Granularity-oriented layer

It is important to be able to stack layers that operate on data at different granularity levels,
e.g., with different block sizes. For example, one might need to stack a layer that reports
dynamic sizes for file write and read operations over a layer that only works with fixed-sized
blocks ([289, 82]).

As a more concrete example, the FUSE user-space library reports file write and read
operations with dynamic sizes. Yet, many cryptographic algorithms only work with fixed-size
block granularity and hence require a block size translation mechanism. Such translation is
provided by the granularity-oriented layer. This layer opens the way to exploit block-based
encryption, instead of whole-file encryption, which is more efficient for many workloads where
requests are made only for small portions of the files. For instance, if only 3 bytes of a file are
being read and the block size is 4KB, then only 4KB must be deciphered while a whole-file
approach could require the entire file to be deciphered only to recover those same 3 bytes of
data.

In more details, the translation layer creates a logical abstraction on top of the actual
data size being read, written, or modified. This is achieved by processing data write and read
requests from the upper layer and manipulating the offsets and data sizes to be read/written
from underneath layers. The manipulation of the offsets and sizes is done using two functions:
align_read and align_write. The drivers of the layer must implement both function
calls to define distinct logical views for read (for align_read) and write (for align_write)
operations. Operations on directories or file attributes are redirected to adjacent layers
pristine.

Our prototype implements two drivers for the translation layer: a block and an identity
driver. The block driver creates a logical block representation for both file write and read
requests, which will be used transparently by the following layers. This block abstraction is
fundamental for layers whose processing or storage techniques rely on block-based requests
(e.g., block-based encryption, de-duplication, etc.) [145]. Block size is configured on driver
initialization. On the other hand, the identity driver does not change the offset or the buffer
size of the bytes read or written. We use this driver as a baseline to understand the overhead
of our block-oriented approach and the layer itself.

5.4.2 Privacy-preserving layer

The goal of this layer is to protect sensitive information in a transparent way for applications
and other layers of SafeFS. As explained in Section 5.3.3, file data being written or read is
intercepted by the layer and then ciphered (encode) or deciphered (decode). We implemented
three drivers: standard AES encryption (AES ), deterministic encryption (Det), and Identity.

The AES driver leverages the OpenSSL’s own AES-128 block cipher in CBC mode [88].
Both key and initialization vector (IV) size of the AES cipher are parameters defined during
the initialization of the driver. Our design follows a block-based approach for ciphering
and deciphering data. Hence, the block driver of the granularity-oriented layer is crucial to
transparently ensure that each encode and decode call issued by the AES driver receives
the totality of the bytes for a given block. Each block has a random IV associated, generated
in the encode function, that is stored as extra padding to the cipher text.2

2The IV is important for decoding the cipher-text and returning the original plain-text but keeping it
public after encryption does not impact the security of the system [196].
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The Det driver protects the plaintext with a block-based deterministic cipher (AES-
128). This cipher does not need a new random IV for each encoded block and is hence
faster than randomized encryption. Despite compression algorithms being more efficient in
plain-text, this driver helps detect data redundancy over cipher-text, otherwise impossible to
find with a standard randomized encryption scheme.

Both drivers resort to padding (16 bytes from the AES padding plus 16 bytes for
storing the IV). For example, a 4KB block requires 4,128 bytes of storage. Manipulating
block sizes must be done consistently across file system operations. Every size modifying
layer must keep track of the real file size and the modified file size so no assumption is broken
for the upper and lower layers. For instance, if a layer adds padding data, it only reports the
original file size without the extra padding to the previous stack layer.

Finally, we implemented an Identity driver, which does not modify the content of
intercepted file operations and is used as an evaluation baseline, similarly to the granularity-
oriented Identity driver. We note that drivers for other encryption schemes (e.g., DES,
Blowfish, or RSA) could be implemented similarly.

5.4.3 Multiple back-end layer

The storage layers directly deal with persisting data into storage back-ends. In practice, these
back-ends are mapped to unique storage resources available on the nodes (machines) where
SafeFS is deployed. The number of storage back-ends is a system parameter. They may
correspond to local hard drives or remote storage back-ends, such as NFS servers accessible
via local mount points. The drivers for this layer follow the same implementation pattern
described previously, namely via encode and decode functions. The encode method, upon a
write request, is responsible for generating a set of data pieces to be written in each storage
back-end from the original request. The decode implementation must be able to recover the
original data from a set of data pieces retrieved from the storage back-ends.

Our evaluation considers three drivers: replication (Rep), one-time pad (XOR), and
erasure coding (Erasure). The Rep driver fully replicates the content and attributes of files
and folders to all the specified storage back-ends. Thus, if one of the back-ends fails, data is
still recoverable from the others. The XOR driver uses one-time pad XOR to protect files.
The driver creates a secure block (secret) by applying the one-time pad to a file block and a
random generated block. This operation can be applied multiple times using the previous
new secret as input, thus generating multiple secrets. The original block can be discarded and
the secrets safely stored across several storage back-ends [196]. The content of the original
files can only be reconstructed by accessing the corresponding parts stored across the distinct
storage back-ends. Finally, the Erasure driver uses erasure codes such as Reed-Solomon [285]
to provide reliability similar to replication but at a lower storage overhead. This driver
increases data redundancy by generating additional parity blocks from the original data.
Therefore, only a subset of the blocks is sufficient to reconstruct the original data. The
generated blocks are stored on distinct back-ends, thus tolerating some unavailability without
any data loss. As erasure codes modify the size of data being processed, this driver requires
to a metadata index that tracks the offsets and sizes of stored blocks on a per-file basis. The
index keeps the size-changing of erasure-codes contained within the layer.
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Table 5.1: The different SafeFS stacks deployed in the evaluation. Stacks are divided in
three distinct groups: Baseline, Privacy, Redundancy. The table header holds the three
SafeFS layers. Below each layer we show the respective drivers. For each stack, we indicate
the active drivers (the

√
symbol). Layers without any active drivers are not used in the

stack. The indices for Multiple-Backend drivers indicate the number of storage backends
used to write data.

Granularity Privacy Multiple-Backend
Groups Stack Block Id AES Det Id Simple XOR Erasure

Baseline FUSE 7 7 7 7 7 3,1 7 7

Identity 7 3 7 7 3 3,1 7 7

Privacy
AES 3 7 3 7 7 3,1 7 7

Det 3 7 7 3 7 3,1 7 7

XOR 7 7 7 7 7 7 3,3 7

Redundancy Rep 7 7 7 7 7 3,3 7 7

Erasure 3 7 7 7 7 7 7 3,3

5.4.4 Layer stacks

The above layers can be configured and stacked to form different setups. Each setup offers
trade-offs between security, performance, and reliability. The simplest SafeFS deployable
stack consists of the multiple back-end layer plus the Rep driver with a replication factor of 1
(file operations issued to a single location). This configuration offers the same guarantees of a
typical FUSE loopback file system.

Increasing the complexity of the layer stack leads to richer functionalities. By increasing
the replication factor and the number of storage back-ends for the simplest stack, we obtain
a file system that tolerates disk failure and file corruption. Similarly, replacing the Rep with
the Erasure driver, one may achieve a file system with increased robustness and reduced
storage overhead. However, erasure coding techniques only work in block-oriented settings
thus requiring the addition of the granularity-oriented layer to the stack.

When data privacy guarantees are required, one simply needs to include the privacy-
aware layer into the stack.3 Note that when AES and Erasure are combined, the file system
stack only requires a single block oriented layer. This layer provides a logical block view for
requests passed to the privacy-aware layer. These requests are then automatically passed as
blocks to the multiple back-end layer.

Using the XOR driver provides an interesting privacy-aware solution, since trust is
split on several storage domains. This driver exploits a bitwise technique not dependent
on previous bytes to protect information, thus it does not require a block-based view as
privacy-aware drivers.

5.5 Configurations
Our evaluation (Section 5.6) comprises a total of 7 different stack configurations (Table 5.1).
Each one of these exposes different performance tradeoffs and allows us to evaluate the
different features of SafeFS. The chosen stacks are divided in three groups: baseline, privacy,
and redundancy.

3Due to the block-based nature of the Rep and Erasure drivers, the granularity-oriented is also required.
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The first group of configurations, as the name implies, serve as baseline file system
implementations where there is no data processing. The FUSE stack is a file system loopback
deployment without any SafeFS code. It simply writes the content of the virtual file system
into a local directory. The identity stack is an actual SafeFS stack where every layer uses
the identity driver. It corresponds to a pass-through stack where the storage layer mimics the
loopback behavior. These two stacks provide means to evaluate SafeFS framework overhead
and individual layer overhead.

The privacy group is used to evaluate SafeFS’s modularity and measure the tradeoffs
between performance and privacy guarantees of different the different techniques. In our
experiments we used three distinct techniques. The AES stack and Det stacks correspond
respectively to a standard and a deterministic encryption mechanism. The AES stack is
expected to be less efficient than Det as it generates a different IV for each block. However,
Det ’s performance gains also yield weaker security guarantees. The third stack, named XOR,
considers a different trust model where no single storage location is trusted with the totality
of the ciphered data. Data is stored across distinct storage back-ends in such a way that
unless an attacker gains access simultaneously to all back-ends, it is impossible to recover
any sensitive information about the original plaintext.

Finally, the two remaining stacks deal with data redundancy. The Rep stack fully
replicates files into three storage back-ends. In our configuration, two out of three back-ends
can fail, while still allowing the applications to recover the original data. The Erasure stack
serves the same purpose but relies on erasure codes for redundancy instead of traditional
replication. Data is split into 3 fragments (2 data + 1 parity) over 3 back-ends for a reduced
storage overhead of 50%, with respect to replication. This erasure coding configuration
supports the complete failure of one of the back-ends. These stacks provide an overview of
the costs of two different redundancy mechanisms.

5.6 Evaluation
This section presents our comparative evaluation of the SafeFS prototype. First, we present
the third-party file systems used for comparison in Section 5.6.1. Second, we list the setup
and the benchmarking tools used for the evaluation in Section 5.6.2. Finally, we present the
results in the following order: a performance evaluation using a database benchmarking tool
in Section 5.6.3, a second performance evaluation using workload simulations in Section 5.6.4
and a breakdown of the time spent in each layer of the different stacks when running database
benchmarks in Section 5.6.5.

5.6.1 Third-party file systems

Since our SafeFS prototype implementation focuses on privacy preserving features, we
deploy and run our suite of benchmarks against 4 open-source file systems with encryption
capabilities. We include 3 user-space file systems: CryFS [54], Metfs [175], and LessFS [145]
as well as eCryptfs [107], a kernel-space file system available in the Linux mainstream kernel.
We selected those for their wide availability, adoption by the community, and the different
security tradeoffs they offer. Their characteristics are summarized in Table 2.3 (Section 2.4.4)
but repeated here for context.

CryFS [54] (v0.9.6) is a FUSE-based encrypting file system that ensures data privacy
and protects file sizes, metadata, and directory structure. It uses AES-GCM for encryption
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and is designed to integrate with cloud storage providers such as Dropbox. For evaluation
purposes, we configure CryFS to store files in a local partition.

EncFS [82] (v1.7.4) is a cross-platform file system also built on top of FUSE. This
system has no notion of partitions or volumes. It encrypts every file stored on a given
mounting point using AES with a 192-bit key. A checksum is stored with each file block to
detect corruption or modification of stored data. In the default configuration, also used in
our benchmarks, a single IV is used for every file, which increases encryption performance
but decreases security.

MetFS [175] (v1.1.0) uses a stream cipher (RC4) for encryption and stores its data as
a single blob file when unmounted.

LessFS [145] (v1.7.0) supports deduplication, compression (via QuickLZ used in our
experiments) and encryption (BlowFish), all enabled by default.

Finally, eCryptfs [107] (v1.0.4) includes advanced key management and policy features.
All the required metadata are stored in the file headers. Similar to SafeFS, it encrypts the
content of a mounted folder with a predefined encryption key using AES-128.

5.6.2 Evaluation settings

The experiments run on virtual machines (VM) with 4 cores and 4GB of RAM. The KVM hy-
pervisor exposes the physical CPU to the guest VM with the host-passthrough option [266].
The VMs run on top of hard disk drives (HDD) and leverage the virtio module for better
I/O performance. We deployed each file system implementation inside a Docker (v1.12.3)
container with data volumes to bypass Docker’s AUFS [69] and hit near-native performance.

We conducted our experimental evaluation using two commonly used benchmarking
programs: db_bench and filebench. The db_bench benchmark is included in LevelDB,
an embeddable key-value store [146], as well as its successors such as RocksDB [226]. This
benchmark runs a set of predefined operations on a local key-value store installed in a
local directory. It reports performance metrics for each operation on the database. The
filebench [86] tool is a fully-fledged framework to benchmark file systems. It emulates both
real-world and custom workloads configured using an workload modeling language (WML).
Its suite of tests includes simple micro-benchmarks as well as richer workloads that emulate
mail- or web-server scenarios. We leverage and expand this suite throughout our experiments.

We ran several workloads for each considered file system (4 third-party file systems and
7 SafeFS stacks). The results have been grouped according to the workloads. First, we
present the results of using db_bench, then filebench and, finally, we describe the results
of running latency analysis for SafeFS layers.

5.6.3 Database benchmarking throughput

We first present the results obtained with db_bench. We pick 7 workloads, each executing
1M read and write operations on LevelDB, which stores its data on the selected file systems.
The fill100K test (identified by À) writes 100K entries in random order. Similarly, the entries
are written in random order (fillrandom, Á) or sequentially (fillseq, Â). The overwrite (Ã)
test completes the write-oriented test suite by overwriting entries in random order. For
read-oriented tests, we considered 3 cases: readrandom (Ä), to randomly read entries from
the databases, readreverse (Å) to read entries sequentially in reverse order, and finally readseq
(Æ) to read entries in sequential order.
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Figure 5.4: Relative performance of db_bench workloads against native.

Figure 5.4 presents the relative results of each system against the same tests executed
over a native file system (ext4 in our deployment). We use colors to indicate individual
performance against native: red (below 25%), orange (up to 75%), yellow (up to 95%), and
green (>= 95%). Please note that MetFS results were discarded due to a locking issue which
prevented the database to initialize correctly.

We observe that all systems show worse performance for write-specific workloads
(À–Ã) while performing in yellow class or better for read-oriented workloads (Ä, Å, and
Æ). The results are heavily affected by the number of entries in the database (fill100K À

vs fillrandom Á). As the size of the data to encrypt grows, the performance worsens. For
instance, the SafeFS XOR configuration (the one with the worst performance) drops from
21% to 0.5%. The same observation applies for CryFS (the system with best performance)
that drops from 79.78% to 12.33%.

The results for the fillseq Â workload require a closer look as they have the worst
performance in every file system evaluated. Since db_bench is evaluating the throughput of
LevelDB which is storing its data on the evaluated file-systems, it is necessary to understand
an important property of LevelDB. The database is optimized for write operations, which
results for fillseq, in high throughputs on native file systems contrasting with the selected file
systems, where the throughput is significantly lower. As a matter of example, comparing
throughputs for fillseq vs fillrandom on native (17.4 MB/s vs. 7.74 MB/s) and CryFS (1.14
MB/s vs. 0.94 MB/s) shows how much of the initial gains provided by LevelDB are lost.

While the processing of data heavily impacts the writing workloads, reading operations
(Ä, Å and Æ) are relatively unaffected. The results for readrandom range from 85.06% with
LessFS up to 99.81% for eCryptFS. Moreover, in experiments that switch the reading offset,
the results are even better. In more details, the results never drop below 95.67% (readreverse
on EncFS) independently of whether the reading is done from the beginning or the tail of
the file.

Overall, the different SafeFS stacks perform similarly for the different database
operations. The privacy stacks (see Table 5.1) perform comparably to the other file systems
on most operations. Only the fill100K test shows significant differences, in particular against
CryFS and eCryptFS. As expected, the deterministic driver provides a better performance
(46.69%) against AES (40.96%) and XOR (20.98%). The redundancy stacks perform similarly.
The erasure driver is slightly less efficient (22.11% of the native performance) due to the
additional coding processing.
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Figure 5.5: Relative performance of filebench workloads against native.

5.6.4 Workload simulation throughput

Next, we look at the relative performance of various workloads from filebench. Figure 5.5
shows our results. We re-use the same color scheme used for db_bench: red (below 25%),
orange (up to 75%), yellow (up to 95%), and green (>= 95%). The seven workloads, executed
over the different file systems and configurations, can be separated in two sets: application
emulations (file-server À, mail-server Á, web-server Â) and micro-workloads (Ã to Æ). This
classification also introduces 3 major differences.

First, the application benchmarks last for 15 minutes, while the micro-workloads
terminate once a defined amount of data is read or written. Second, the number of threads
interacting with the system is respectively set to 50, 16, and 100 for the three workloads À,
Á, and Â, while micro-workloads are single-threaded. Third, the focus of micro-workloads is
to study the behavior of a single type of operation while the application emulations usually
run a mix of read and write operations. We discard LessFS results from this part of the
evaluation as the system exhibits inconsistent behavior (i.e., unpredictable initialization and
run time ranging from minutes to hours) leading to timeouts before completion.

In the micro-workloads (Ã–Æ), we observe the performance of the tested solutions
in simple scenarios. Reading workloads (Ã and Å) are most affected by the reading order.
Surprisingly, our implementation performs better than the baseline with Det at 104.68% on
random reads. These observations contrast with the results obtained for sequential reads
where the best performing configuration in this case is SafeFS fuse (94.24%). On the
writing side, micro-workloads Ä and Æ also display different results. For sequential writes (Æ),
SafeFS Identity tops the results at 55.56% of the native performance. On the other end of
the scale, SafeFS XOR stalls at 9.14%. The situation does however get a little better when
writing randomly: XOR then jumps to 14.98%. An improvement that contrasts with the case
of erasure coding (that has to read all the existing data back before encoding again) where
the performance dramatically drops from 29.93% to 0.7% when switching from sequential to
random writes.

On the application workloads side, the mixed nature of the operations gives better
insights on the performance of the different systems and configurations. The systems that
make use of classical cryptographic techniques consistently experience performance hurdles.
As the number of write operations diminishes, from À to Â, the performance impact decreases
accordingly. Another important factor is the use of weaker yet faster schemes (such as the
deprecated stream cipher RC4 for MetFS or re-using IVs for SafeFS Det). As expected,
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those provide better results in all cases. Indeed, MetFS reaches 39.56% for À and 55.65%
for Â, and Det tops at 38.74% for Á. Resorting to more secure solutions can still offer
good results with SafeFS AES (À: 28.40%, Á: 32.32%, and Â: 32.79%) but the need for
integrated access control management should not be neglected for an actual deployment.
Figure 5.5 presents the remaining SafeFS stacks for redundancy. These also exhibit signs of
performance degradation as the data processing intensifies.

Beyond the specifics of the data processing in each layer, the performance is also
affected by the number of layers stacked in a configuration. As evidence, we observe that
the Identity stack has a small but noticeable decrease of performance when compared with
other FUSE stacks.

Overall, the privacy-preserving stacks of SafeFS with a single back-end have a better
performance than the other available systems across the workloads. Only MetFS is capable of
providing a better performance in some workloads. This benchmark suggests that user-space
solutions, such as those easily implementable via SafeFS, perform competitively against
kernel-based file systems.

5.6.5 Runtime breakdown across layers

In addition to using db_bench to study the performance degradation introduced by SafeFS,
we use some of its small benchmarks (fill100K, fillrandom, fillseq, overwrite, readrandom,
readreverse, and readseq) to measure the time spent in the different layers as the system deals
with read and write operations. To do so, SafeFS records the latency of both operations in
every layer loaded in the stack. The results obtained are presented in Figure 5.6 where we
show the percentage of time spent reading (top) and writing (bottom) for each workload and
configuration. We recall that for a read or write operation issued by db_bench, the call will
be relayed to the layers in the order described in Table 5.1 (i.e., granularity, privacy and
finally backend). We note that for all these benchmarks, the initialization phase is part of
the record and that the time stacks show the sum of a layer’s inherent overhead and the time
spent in the underlying layers.

As expected, the time spent in each layer varies according to the tasks performed
by the layers. The 3 most CPU-intensive stacks (AES, Det and Erasure) concentrate their
load over different layers: privacy for the first two and backend for the last one. Indeed,
more time is spent in backend, the lowest layer, in non-privacy-preserving configurations.
Another noticeable point is the increase in time spent reading data back for Erasure in the
backend layer (11.03% for fill100K, 21.19% for fillrandom, and 21.53% for fillseq) compared
to the decrease for Rep (respectively 8.02%, 1.93%, and 0.05%) and XOR (4.03%, 2.59%, and
0.05%) stacks. This is again explained by the fact that Erasure needs to decode an entire
file before re-encoding it and does so for every new write. However, a simple improvement
would be to encode at the block level, to avoid the reading of entire files, which should both
increase the throughput of the stack and decrease the read amplification. And with the layer
independence provided by SafeFS, this implementation change could easily be integrated
with little to no impact to the other layers.

Overall, this breakdown shows us that reading and writing to the final medium remains
the most expensive part of each operation. We also see that the use of an intermediary layer
that essentially acts as a no-op (see Fuse and Identity) weighs significantly on total runtime.
But while no realistic implementation would run with such unnecessary layers, we see this
breakdown as a useful tool to identify software bloat and wasteful implementations.

77



CHAPTER 5. SAFEFS: A MODULAR ARCHITECTURE FOR SECURE USER-SPACE FILE SYSTEMS

  0

5

10

15

20

25

30

40

40

45

50

A
E

S
D

e
t

E
ra

s
u
re

F
U

S
E

Id
e
n

tity
R

e
p

X
O

R

A
E

S
D

e
t

E
ra

s
u
re

F
U

S
E

Id
e
n

tity
R

e
p

X
O

R

A
E

S
D

e
t

E
ra

s
u
re

F
U

S
E

Id
e
n

tity
R

e
p

X
O

R

A
E

S
D

e
t

E
ra

s
u
re

F
U

S
E

Id
e
n

tity
R

e
p

X
O

R

A
E

S
D

e
t

E
ra

s
u
re

F
U

S
E

Id
e
n

tity
R

e
p

X
O

R

A
E

S
D

e
t

E
ra

s
u
re

F
U

S
E

Id
e
n

tity
R

e
p

X
O

R

A
E

S
D

e
t

E
ra

s
u
re

F
U

S
E

Id
e
n

tity
R

e
p

X
O

R

fill100K fillrandom fillseq overwrite readrandom readreverse readseq

R
e

a
d

in
g

 (
%

)
granularity privacy backend

0

10

20

30

40

50

60

70

80

90

100

fill100K fillrandom fillseq overwrite readrandom readreverse readseq

W
ri
ti
n
g
 (

%
)

Figure 5.6: Breakdown of runtime spent between the different layers of SafeFS configurations.
The total sum for stacks a given configuration, for reading (top) and writing (bottom), always
equals 100%.

5.7 Discussion
The design, implementation, and evaluation of file systems is a complex problem as applications
using them have different requirements in terms of fault-tolerance, data privacy, or pure
performance. In this section, we discuss improvements and possible avenues for the future
development of SafeFS.

5.7.1 Access control and key management

While the SafeFS stacks used in our evaluation are fully functional and the results presented
are representative of secure file systems, two aspects of such systems were left out: access
control and key management. However, CryFS, eCryptfs and other systems in the literature
offer solutions for these problems.

Access control is a common feature that ensures that actions performed by user on
the file system are authorized. In the case of a file system, these authorized actions range
from reading to modifying and/or deleting objects such as files or directories. A file system
can check whether the user running a program over certain paths has the right to interact
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with it. Restrictions can be applied using tools such as SElinux 4 but a fine-grained solution
can easily get complex to understand and tedious to maintain. FUSE, however, partly solves
this problem out of the box with a drastic design choice. By default, FUSE ensures that the
content of a mount point is only accessible to the user that started the file system going as far
as excluding the root user. This restriction can be eased up when starting the file system to
allow all users, root or none other to access the mount point. While this level of configuration
might seem too coarse for systems with a large number of users that share the same resources,
we believe it is sufficient for a user hosting their own private files. Key management, on the
other hand, remains a challenging problem. For convenience, the different SafeFS stacks
used in our experiment derive the key from a plain-text passphrase in a configuration file.
The passphrase in this configuration file could also be hashed and salted for better protection.
But that would not prevent an attacker from extracting the file and discovering the original
passphrase through sheer brute force. Another approach is to prompt the user to input
the passphrase at start-up time. This is the way CryFS, EncFS, LessFS and MetFS work.
Unfortunately, this method adds a lot more friction to a user’s routine as they must remember,
or keep track of, the passphrase and input it on every restart. A preferable approach is to
tie the file system’s decryption to the user login. This is the method chosen by Ubuntu’s
integration of eCryptfs. As the user logs in, the passphrase is combined with an encryption
key from its kernel-space daemon ecryptfsd to decrypt the home directory. Regardless of the
method chosen, a practical must provide a balanced compromise between user-friendliness
and security.

5.7.2 Data processing in trusted execution environments

We have evaluated and discussed protection schemes for data and encryption keys. The
methods presented offer good solutions against unauthorized users trying to access the data
when mounted or at rest. However, some threat models also consider processes with higher
privileges or the operating system (OS) itself as threats. With this in mind, encryption keys
or decrypted files living in our FUSE file systems’ memory remain at risk. To prevent this
kind of issue, Trusted Execution Environments (TEE) offer tooling to run computation and
store data securely from processes with higher privileges. In practice, TEEs enable developers
to split their applications between a trusted and an untrusted part. The trusted part runs
inside a secure world, where computations and secrets cannot be accessed or tampered with by
other processes. One example of such TEEs are Intel Software Guard eXtensions (SGX) [53].
The trusted part of the application runs in a so-called enclave where secrets can also be
kept during the lifetime of the application. The enclave code can be signed by an authority
and an attestation mechanism allows operators to verify that the code running inside is
indeed the one that was signed. As the secure code is loaded in the enclave, it represents an
ideal location to encrypt, decrypt and handle sensitive data. Finally, when the file system is
unmounted or the process needs to be terminated, the sensitive data can be encrypted using
SGX’s sealing capabilities. The sealing mechanism enables developers to encrypt data using
a key derived from keys in the processor’s fuse array that are unique to the enclave or signer
of the enclave and cannot be accessed by the OS. In order to measure the cost of running
this kind of computation inside an enclave, we built Sgx-Fs [33].

While dissociated from SafeFS, as it works as an independent FUSE file system,
Sgx-Fs makes it easier to measure the impact of crossing the enclave boundary by keeping
all data in memory. We built 3 variants of the system: Ram-Fs where all the data resides

4https://github.com/SELinuxProject/selinux
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unencrypted in memory, SgxRam-Fs where data is first encrypted by the enclave and kept
sealed in memory and Sgx-Fs where all the data is kept unencrypted in the enclave. On
shutdown, Sgx-Fs seals all in-memory data and store it on disk. Ram-Fs and SgxRam-Fs
simply write the data from memory to disk without any further transformation. On the next
restart, the data can be loaded from disk, and in the case of SgxRam-Fs and Sgx-Fs, with
the insurance that it has not been tampered with by processes with higher privileges.

From this work, we learned two things. First, the startup time of the file system is
mostly impacted by the cost of enclave initialization rather than the unsealing or reading
of data (from 100 ms for Ram-Fs to 2.4 s for SgxRam-Fs amd Sgx-Fs). While this was
tested by loading data within the memory limit of the enclave (below 128 MB), there is very
little difference in file system setup whether the data to load is 32, 64 or 96 MB. Second,
the cost of writing a file through/to the enclave multiplies the round trip time by 3x/10x
respectively for SgxRam-Fs and Sgx-Fs. This is partly due to the way FUSE tends to
make systematic getattr calls before safely opening, reading or writing to a file. This call
requires the lookup of information that is found in unprotected memory for SgxRam-Fs
and inside the enclave for Sgx-Fs. While the overhead comes with better safety and security
guarantees, this performance penalty may not be acceptable for all workloads.

But beyond our observations, it is important to remain cautious when integrating
SGX to an existing solution. First, numerous attacks on SGX have managed to run malicious
code within the enclave [239] or leak enclave data through side-channels [152, 270, 238, 235,
181, 271, 236, 234]. A part of these vulnerabilities leverage speculative execution of enclave
code, and as a consequence, patches issued by Intel often come with significant performance
penalty. Second, it should be noted that due to the limited amount of memory in SGX
enclaves, managing what data or metadata should stay unencrypted within these boundaries
requires clever memory and caching management on top of running a consistent file system.
Porting Sgx-Fs to other TEEs such as ARM Trustzone [11] or AMD Secure Encrypted
Virtualization [129], that are not subject to performance altering patches and rigid memory
bounds, could offer interesting results and avenues for future development.

5.7.3 End-to-end encryption

In order to fully protect our data from the prying eyes of unauthorized users and processes
with higher privileges, it still may not sufficient to run our computation inside an enclave.
Indeed, file systems in user-space rely on the FUSE infrastructure to bridge client requests
to their daemon. Traveling from the systems calls enabled by their local flavor of the libc
through the kernel to the Virtual File System (VFS) gateway, the FUSE kernel module, the
FUSE user-space library and finally reaching the user-space daemon, client requests are seen
in the clear by all these components. Unfortunately, modifying and loading kernel parts is
often beyond the capabilities offered to regular users.

At network-scale, extensions of SafeFS such as TrustFS [83], already ensure that
work on encrypted data can be delegated to remote machines in distributed storage settings
by leveraging Intel SGX. However, this does not prevent the OS and privileged processes
from snooping on the data in transit between components on the local machine.

A potential solution to solve this issue would be to have the client and the user-space
daemon load a modified version of the libc and libfuse. By encrypting all information in
the call forwarded, apart from the mountpoint required by VFS and FUSE kernel module, we
can limit information leakage. This could be achieved by having the two libraries instantiate
secure enclaves, perform a key exchange and encrypt the content of their requests and
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responses from that point on. This method is similar to the one used in Obliviate [6] to limit
the leak of information by combining Intel SGX and oblivious RAM. Another benefit of this
approach is that it does not require re-compiling the file system or the client application. By
using LD_PRELOAD to load our modified libraries with these applications, we ensure that they
communicate over secure channels with our file system.

5.8 Summary
In this chapter we presented SafeFS, a modular FUSE-based architecture that allows
system operators to simply stack building blocks (layers), each with a specific functionality
implemented by plug-and-play drivers. This modular and flexible design allows extending
layers with novel algorithms in a straightforward fashion, as well as reuse of existing FUSE-
based implementations.

We compared several SafeFS stacking configurations against industry-battled altern-
atives and demonstrated the trade-offs for each of them. Our extensive evaluation based on
real-world benchmarks hopefully shed some light on the current practice of deploying custom
file systems and will facilitate future choices for practitioners and researchers.

We envision to extend SafeFS along three main directions. First, we plan to smooth
the efforts to integrate any existing FUSE file system as a SafeFS layer, for example by
exploring Linux’s LD_PRELOAD mechanism, thus avoiding any recompilation step. Second,
we envision a context- and workload-aware approach to choose the best stack according to
each application’s requirements (e.g., storage efficiency, resource consumption, reliability,
security) leveraging SDS control plane techniques that enforce performance, security, and
other policies across the storage vertical plane stack [265]. Finally, we intend to improve the
driver mechanism to allow for dynamic, on-the-fly reconfiguration.
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Chapter 6

MinervaFS: User-Space File System
with Generalised Deduplication

So far we have described a world where a single cloud storage provider cannot be
trusted on their own. In Chapter 3, we made use of different encryption, integrity checking and
information dispersal schemes in order to preserve the confidentiality, integrity and availability
our data before sending it to the independent providers. In Chapter 4, we implemented
a scheme that enhances the durability of archived data over a set cloud-storage providers
by means of random data entanglement. And finally in Chapter 5, we set up a framework
that facilitates the composition feature-rich storage systems using the most common storage
abstraction used by applications: file systems.

While the propositions mentioned above contribute to the overall safety and security
of users’ data in the cloud, they also tend to increase the storage overhead and thus its storage
cost. In addition, all these contributions make it seem like innovation can only be expected
from the client-side of distributed storage. However, considering the amount of data their
users generate and the quality of service these users expect, cloud storage providers must
strive to offer good service at a manageable operational cost. One of the option they can
pursue to lower the cost of running such services is a reduction in storage overhead. Common
data reduction techniques such as compression and deduplication have long been studied (see
Section 2.5) but we propose explore a little further.

In this chapter, we implement a recently introduced data reduction scheme known as
Generalised Deduplication and embed it in a user-space file system to test its effectiveness
and practicality.

6.1 Introduction
In the last decade, we have witnessed a stark increase in data generated by various sources
(e.g., social networks, Internet of Things) and persistently stored on public clouds with recent
estimations accounting for 175 ZB of data by 2025 [223]. A large portion of this increase is
due to the rise of connected Internet of Things (IoT) devices. Notably, sensors of different
nature, e.g., weather stations, biomedical or smart grid meters, produce continuous streams
of data for collectors in charge of aggregating and possibly storing them for subsequent
data analytics. A typical example of such scenario is Amazon AWS IoT analytics [15].
Moving and aggregating data from IoT devices on cloud-based storage systems puts enormous
pressure on the storage backends of cloud providers, as they must deal with the need of
continuously expanding their storage infrastructure to follow such ever-growing demand for
storage needs. There exist different techniques, such as compression [295], erasure coding [117,
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Figure 6.1: Effect of chunk size on deduplication potential on the transitions of a glider in
the game of life. Identifying the redundant blocks in phases 1 to 3 against phase 4. Dashed
boxes indicate chunk perimeter (from 2×2 to 4×4) and � indicate common bits with the
right-most glider.

203], deduplication [214, 306] or a combination of these [170], to reduce the storage footprint
and, coincidentally, to also increase the dependability of the storage system. In particular,
data deduplication [292, 199] processes and identifies duplicates across multiple data chunks
for different granularities [133], i.e., files or blocks, for fixed or dynamically [193] chosen
chunk sizes. A critical issue with deduplication is that near identical chunks of data (even
differing by a single bit) will be identified as completely different (e.g., each chunk hashes
to a different value), depending on the chosen chunk size. Consider for instance the simple
case of 16-bit images (Figure 6.1), e.g., four game of life’s gliders [51] representing ordinal
numbers. For different sizes of the chunk (in dashed lines, from 2×2 up to 4×4) used to
check common blocks of data, each of three left-most gliders share a different number of bits
with the right-most one, hence providing more opportunities for deduplicating those bits.
State-of-the-art deduplication implementations (e.g., BtrFS’s bedup [18] or ZFS [302]) would
identify the three left-images as completely different from the right-most one, and hence
without any opportunity to deduplicate. Furthermore, as additional content is added to a
given dataset, the more opportunities for deduplication are created. To illustrate this, we
analysed the logs from a real-world HDFS deployment [307, 293]. We report the evolution of
the serial correlation coefficient [159] (SER) while new entries are added to the log. As seen
in Figure 6.2, after an initial spike, the value of SER converges around 0.585 (when random
content would converge towards zero).

Recently, Generalised Deduplication (GD) [275] has been proposed as a novel deduplic-
ation technique that systematically identifies data similarities (without the need to compute
additional hashes in contrast to Rabin fingerprints, e.g., [71, 140]) using transformation
functions that map each chunk to a basis (common to a large number of potential chunks) and
a deviation (indicating exactly the change with respect to the basis). Then, GD deduplicates
each basis. GD is theoretically optimal for compression as sufficient chunks are fed into the
system [275] and was shown to converge to this optimal point multiple orders of magnitude
faster than classical deduplication, i.e., gains are seen with far less data.

This chapter presents MinervaFS, a user-space file system that demonstrates how
GD can be efficiently used as building block for large-scale storage systems exposing a
classical POSIX-based file system interface. We implement MinervaFS using the FUSE
framework [149], as it allows the easy prototyping of efficient file systems in user-space [272].
We evaluate our full MinervaFS prototype against synthetic workloads and real-world
datasets.

MinervaFS is a non-trivial extension of the concepts proposed in [275]. Previous work
provided a construction to evaluate the ideal compression performance of GD, e.g., convergence
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Figure 6.2: Evolution of the serial correlation coefficient in the first 350,000 entries of the
HDFS dataset [307, 293].

to source entropy, convergence speed, with a simple data source. This construction is good
for illustrating the benefits of the transformation function. However, it does not allow for
random access of data chunks or edits of previously written data, which are key features in a
file system. In addition, [275] did not consider implementation challenges, e.g., processing
speed, metadata, durability, or real datasets.

Figure 6.3 shows the storage savings that MinervaFS can bring when compared
to other common space-saving techniques, such as Gzip compression, or state-of-the-art
deduplication implementations (such as the one used in ZFS [302]). In particular, it shows
its benefits on a different set of input datasets: (1) HDFS logs [307, 293], (2) real-world flat
images from the RAISE repository [61], (3) a pansharpened version of RAISE datasets (a
technique used for instance by Google Maps to increase the quality of images by merging
images of different resolutions), and (4) Virtual Machine (VM) images from various Linux
distributions in VDI format [195]. As we observe, MinervaFS offers good storage savings
(e.g., 19.29% and 63.53% savings for HDFS logs and VDI, respectively) for both small and
large data sets, while ZFS provides no or very limited savings.

In developing MinervaFS, we faced (and proposed solutions for) the following
problems. First, we go beyond the state-of-the error correcting and coding libraries needed
to transform chunks into basis and deviation pairs in order to reach our target throughputs.
We achieve this by exploiting AVX instructions available in Intel processors, to speedup
processing to 8GB/s, effectively being limited by our underlying hardware (see Section 6.4 for
details). More importantly, we maintain the speedup over a large span of chunk sizes, from
512 bytes to 128KB. Second, deduplication libraries are typically limited by costly read/write
maintenance operations on the registry, as well important memory overhead. For instance,
ZFS requires a 5GB registry alone for the storage of 1TB. As we explain in Section 6.4,
we leverage ext4 to store the registry on disk, significantly reducing MinervaFS’s memory
footprint and unbinding it from a linear growth with the data stored. We also show that
the size of the on-disk registry is an order of magnitude smaller than ZFS’ for the same
chunk size. Finally, we show that our first MinervaFS implementation is 16% faster for
read-heavy workloads and 42% slower in write-heavy ones when compared to ZFS. We believe
this to represent a significant improvement over ZFS, reducing the memory requirements
while providing higher compression gains and maintaining high-performance in read/write
operations.
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Figure 6.3: Compression ratios of Gzip, ZFS and MinervaFS on different types of datasets.

The rest of this chapter is organized as follows. Section 6.2 describes GD and its
theoretical foundations. We describe the architecture of our system in Section 6.3 and in-depth
implementation details in Section 6.4. MinervaFS’ performance under multiple workloads
and datasets is analysed in Section 6.5. Section 6.6 discusses the results and potential future
work. Finallu, Section 6.7 closes the chapter with a summary of this work.

6.2 Generalised Deduplication
Data deduplication is a common technique used to reduce the redundancy in data before
storage or transmission. In storage systems, the focus is mostly on the storage overhead of
data at rest. Classical deduplication accomplishes this by splitting the data into chunks,
uniquely identifying the content of each piece and ensuring redundant chunks are only stored
once by checking them against a registry. If an identical chunk is not found in the registry, the
new chunk is stored in the system and can later be referenced when new files enter the system.
Conversely, if a similar chunk exists, a new reference is added to the existing chunk in the
registry and the new chunk is not stored. While simple in principle, classical deduplication
implementations can vary in many ways (e.g., fixed or variable size for chunks, choice of
hashing schemes to identify chunks, registry implementation). However, a common issue to
classical deduplication, and in most implementations, is that if two chunks of data deviate by
a single bit they will be considered as completely different. Generalised Deduplication (GD)
solves this issue by identifying similarities between chunks further than exact matches.

In practice, GD achieves this by using transformation functions (T ) to create a Many-
to-One mapping from different chunks to a common basis. A transformation function T (c) is
a partial deterministic function which maps a chunk (c) to a basis (b) and a deviation (d) pair
where d describe how c deviates from b. As the system grows, new pairs are added to the sets
of bases B and deviations D. As multiple chunks map to the same bases, we apply classical
deduplication to the bases but store the deviations as they are. To identify duplicates we
create fingerprints over the set of bases (B) and maintain a registry R keeping track of the
list of all files stored in the system, the chunks they are made of, the list of all bases in B
and their fingerprint.

As shown in [275], GD achieves optimal compression asymptotically. By separating
each chunk in two parts, one to be deduplicated, and one to be stored directly, GD allows
deduplication of similar chunks. GD has been evaluated in IoT applications [273], with a
Reed-Solomon code as the transformation function, and in [274], with a permute-and-truncate
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transformation function. For the latter, the authors showed that the proposed scheme could
reach similar or even superior compression ratios than state-of-the-art compression techniques,
e.g., Gzip, bzip2, 7z, while providing random access to data without the need to decompress
more than a few samples of the IoT stream. This is done for small chunk sizes (≤ 18 bytes),
compatible with compression of individual or groups of files, but not necessarily with the
characteristics expected from a file system. MinervaFS focuses on chunk sizes orders of
magnitude larger and uses a simpler and faster transformation function based on Hamming
codes [284]. Thus, while the compression ratio of MinervaFS is not expected to achieve
the same gains as standard compression techniques, as we show later in the evaluation, it
outperforms state-of-the-art file systems using deduplication.

6.2.1 A brief description of Generalised Deduplication

Generalised Deduplication (GD) starts by splitting a file fi into n-bit long chunks. These
chunks are referred to as c(i,j), where j indicates their sequence number in fi, and form a
structure describing fi named Ci. From this point, GD applies its transformation function
T (c) on all c(i,j) ∈ Ci.

The function T (·) transforms a chunk c(i,j) into a pair (b(i,j), d(i,j)), where b(i,j) is a
basis and d(i,j) is a deviation describing how c(i,j) deviates from b(i,j). From an n-bit long
chunk, T (·) produces a k-bit long basis and an m bit long deviation, such that n = k +m.

We define Pi as the set of basis-deviation pairs associated to the transformation of
chunks in Ci, i.e., Pi = {(b, d) : T (c) = (b, d),∀c ∈ Ci}. We also define Bi = {b : T (c) =
(b, d),∀c ∈ Ci} as the set of bases generated after the transformation and Di = {d : T (c) =
(b, d),∀c ∈ Ci} as the set of deviations generated after the transformation. A valid T (c) is
deterministic and with an inverse T−1(·), such that T−1(b, d) = c. The goal is to create a
systematic Many-to-One mapping of the bases, i.e., bring together all chunks with the same
basis b regardless of their deviations.

GD then performs deduplication on all bases in Bi. We define B(i−1) = ∪i−1j=1Bj as the
set of all bases in the system prior to the reception of file fi. That is, if b(i,j) is in Bi and
not in B(i−1), the system will have to store b(i,j). Otherwise, if there is a copy of b(i,j) in the
system used, the system will link to the existing basis like classic deduplication.

A registry Rg is still needed, but the GD entries will change with respect to those
in classic deduplication. Specifically, for each entry to the registry, the algorithm uses a file
identifier per file fi linked to an ordered set of pairs for each chunk containing the identifier or
fingerprint to its basis, i.e., hb(i,j) = H(b(i,j)) and the deviation associated to that chunk, d(i,j).
We denote this ordered set Ii = [(hb(i,1), d(i,1)), ..., (h

b
(i,Ki)

, d(i,Ki))]. As in classic deduplication,
the system keeps a registry of identifiers to bases and the location on persistent media of the
stored bases.

6.2.2 Generalised Deduplication of the first file

Finally, we provide a complete step-by-step example on processing a first file, using Hamming
code (n, k) = (7, 4), with the P basis-deviation and the Rg registry empty. Figure 6.4
illustrates this process.

The system ingests file f1, composed of 3 chunks c(1,1) = 1010010, c(1,2) = 1011110,
and c(1,3) = 1111101 (Figure 6.4-Ê). The next step is the transformation (Figure 6.4-Ë): c(1,1)
and c(1,2) are mapped to the same basis b(1,1) = b(1,2) = 1010 and two different deviations
d(1,1) = 110 and d(1,2) = 010. Chunk c(1,3) is mapped to another basis b(1,3) = 1101 and
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Figure 6.4: Generalised deduplication for the first file.

a deviation d(1,3) = 010. Hence, P1 = {(b(1,1), d(1,1)), (b(1,1), d(1,2)), (b(1,3), d(1,3))} describes
f1. P1 is passed to the deduplication step (Figure 6.4-Ì). For the first pair, (b(1,1), d(1,1))
we know that B = ∅, so we generate the hash hb(1,1) = H(b(1,1)) and add it to B. For
the next pair, (b(1,2), d(1,2)), hb(1,2) = H(b(1,1)) = hb(1,1), which will be found in B and, thus,
the system will not add it again. Finally, (b(1,3), d(1,3)), h(1,3) is not yet in B. Once added
we obtain B = {hb(1,1), hb(1,3)}. R is updated (Figure 6.4-Í) with an entry for f1 to R =

{(f1, {(hb(1,1), d(1,1)), (hb(1,1), d(1,2)), (hb(1,3), d(1,3))})}. Finally (Figure 6.4-Î), bases b(1,1) and
b(1,3) are persisted on disk.

The process is then repeated for each file ingested by the system. In the next section,
we look at how to design a system that performs generalised deduplication in the context of
a file system.

6.3 Architecture of MinervaFS

MinervaFS is built around four major components laid across three layers. Figure 6.5
presents these layers and their interactions. Looking at the layers from top to bottom, we
now describe the responsibilities covered by each one.

Minerva File System layer (MFL). The MFL acts as the interface between the
client application and the underlying layers. It exposes the system with a POSIX-like interface
by implementing typical file system operations, e.g., open, read, write, truncate, close,
mkdir, flush. It also orchestrates the exchange of data between the various components.

Generalised deduplication layer (GDL). The GDL provides the transformation
functions (TF) and deduplication components and handles the GD process. The main
responsibility of TF is to transform data into basis b and deviation d pairs, and back into the
original data by respectively using the T and T−1 transformation functions. This includes
chunking data before applying T , as well as reassembling chunks after the usage of T−1. The
deduplication component handles the fingerprinting of bases, maintaining and updating R
and B as new chunks enter the system for deduplication purposes.
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Kernel layer (KL). This layer hosts the underlying kernel file system (KFS). The
KFS is the file system used as the backend storage. Once data reaches this layer, the KFS
can write and read it to/from disk.

6.3.1 Storing and loading data

Next, we describe the execution flow of two key operations, i.e., storing and loading files.
Figure 6.5 depicts such flows using white circled numbers and black-filled circled numbers,
respectively for writing and reading.

Storing files. The client sends a file path and data to the MF component (Figure 6.5-Ê).
MF sends the data to TF (Figure 6.5-Ë), which chunks it and applies the transformation
function on each of the generated chunk. TF then creates a data structure containing the
transformation function configuration (Tconfig) as well as the basis and deviation pairs before
returning it to MF (Figure 6.5-Ì). Note that Tconfig keeps track of the transformation function
and the function parameters used to process the file. In our evaluation, we only consider
a transformation based on Hamming codes with a single configuration parameter, namely,
the m parity bits. As explained previously, this m determines the sizes of chunks, bases,
and deviations. Even though, we keep the value of m static during MinervaFS’ runtime,
the systematic storage of this information facilitates backward-compatibility and makes it
possible to use variable chunk-sizes within the same system.

Next, MF sends the basis and deviation pairs to the deduplication component (Fig-
ure 6.5-Í). For each basis and deviation pair, the deduplication component creates a fingerprint
of the basis. It also checks if such a fingerprint has been computed in the past, tagging the
new ones to be stored in the system. The list of computed fingerprints, bases and deviations
are returned to MF (Figure 6.5-Î). For each of such basis, MF writes to the KFS using the
computed fingerprint as the path for the basis (Figure 6.5-Ï). The KFS returns either a write
success or failure message to MF (Figure 6.5-Ð). In case of failure, the error is propagated
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back to the client (Figure 6.5-Ñ). If all bases are successfully written on the KFS, Tconfig and
the fingerprint-deviation mapping are stored on disk (Figure 6.5-Ò).

Reading files. The process of reading files follows a different path, by first reading
Tconfig and the fingerprint-deviation mapping from KFS. MF updates the mapping by loading
the bases from KFS replacing the fingerprints listed in the mapping. MF then passes the
updated mapping and Tconfig to TF, which applies the inverse transformation function T−1
and reassembles the original data. Finally, MF returns the reassembled data to the client.
Note that for optimization purposes, MF internally keeps track of the bases already fetched
from the backing KFS, with the goal of reducing the number of system calls to the underlying
file system.

In the next section, we take a look at how we can implement this design in a FUSE-
based prototype.

6.4 Implementation
Based on the architecture described in the previous section, we developed a prototype
implementation to test the practicality and performance of Generalised Deduplication within
a file system. This particular prototype was written in C+17 using the FUSE framework
(v3.9) [149]. During this development, we made specific implementation choices based on
micro-benchmarking and arbitrary research-based objectives. Namely, these choices can be
summed up as follows: (1) we set the chunk size to 4 kB, (2) chunks are transformed only
when a file is closed and (3) our registry is fully disk-based. In the remainder of this section,
we motivate some of these implementation choices and the lessons learned while making
them.

6.4.1 Processing

Based on the design proposed in Figure 6.5, we first take a look at the processes of trans-
formation and deduplication.

Fingerprinting of bases. We generate the SHA-1 [60] basis fingerprints using
OpenSSL (v1.1.0) [88]. While SHA-1 is deprecated for cryptographic use, its ability to
produce hashes at high throughput with low collision rates is still interesting for deduplication.
We use the fingerprint as the path to a basis, converting the 20 bytes hash into its corresponding
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hexadecimal representation. With the hashing algorithm settled on, let us now take a look at
the size of the bases that must be handled by the hashing fingerprinting time.

Transformation function and basis size. One important decision that system
maintainers must settle on is the specific transformation function. While our design is modular
and allows to plug-in alternative implementations, we currently only support Hamming codes
(see Section 6.2). In this specific case, one must choose a proper value for message length m.
To decide upon this value, the following trade-offs must be considered, as shown in Figure 6.6:
(1) a small m is desirable, as it increase the probability of bases matching; (2) however, a
small m also increases the total number of bases in the system, which requires additional read
and write operations when storing and retrieving files; and (3) with a large m, the SHA-1
fingerprinting becomes a bottleneck.

In MinervaFS, to choose a proper initial value for m, we evaluate the throughput
for reading and writing bases to the system for varying sizes (from 4 kB to 128 kB, e.g., the
biggest chunk size in ZFS), alongside the throughput for generating SHA-1 fingerprints for
bases of the same size. As expected, smaller bases lead to lower read/write throughput.
From 32 kB to 64 kB, there is only an increase of 1.15× and 1.18× in throughput for reading
and writing, respectively. Additionally, we observe a greater performance penalty (5.9×) in
reading throughput by increasing the basis size from 64 kB to 128 kB. From these results and
to match the typical block read/write requests issued to file systems, we settle on 4 kB.

While our transformation functions work on 4 kB chunks, our current prototype only
triggers these functions when a file is closed. More specifically, when a new file is open for
writing, it is first created in a staging area where all blocks are written as-they-are without
any transformation. At closing of the file, the transformation is triggered and all its chunks
are processed before deduplication. When an existing file is open for reading or writing, it is
fully decoded, read and/or modified in the staging area and re-encoded in case of modification.
While this process is sub-optimal when reading small parts of large files, it also provides
better caching opportunities.

Speeding up transformations with multi-threading and AVX. The current
implementation of MinervaFS supports Hamming codes as transformation functions. To
improve the throughput from our initial implementation, we made several optimisations:
avoiding the resizing of data containers, reducing random access in matrices, parallelizing the
computation with multi-threading and enabling instruction multiple data (SIMD) computation
by way of Advanced Vector Extensions (AVX) [153]. These optimisations make it possible
to increase or decrease the chunk size without significant performance degradation in the
computation of the transformation function.

6.4.2 Storage

With the transformation and deduplication handled, we now have a look at the way data is
persisted on the backend. We have seen earlier that GD, like other deduplication techniques,
requires the maintenance of a registry R (see Section 6.3). For MinervaFS, we make the
arbitrary choice of reading/storing both data and metadata on disk. More specifically, we
design a registry fit to work on top of an ext4 file system. For this to work, we set up a
backend directory .minervafs (location configurable) where we store both the data and
metadata. In the remainder of this section, we describe how to build such a registry leveraging
the strengths of ext4 and working around some of its issues [200].

Bases As mentioned earlier, we identify bases using their SHA-1 fingerprint (see
Section 6.4.1). The choice of SHA-1 implies the possibility of having to store up to 2160
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different bases. A naive approach to this problem would be to store all of these in separate
files within a flat directory. However, a known issue in the ext family of file systems is a
heavy performance penalty when handling large directory indexes [200]. To avoid this issue,
we store our bases in a directory structure functioning as follows.

Starting from the top-level of our indexing directory, we take a look the first byte of
the basis’ fingerprint. The first byte determines the major group of the basis and one of the
256 possible directory to which it is assigned. For each of this major group directories, we
take a look at the second byte of the fingerprint. This second byte gives us the minor group
of the basis and one of the 256 possible directory to which it is assigned. Finally, we store
the basis within the corresponding minor group directory. With this two-step breakdown, we
already have divided the fingerprint space by 216 and can easily find the existence of a basis
by constructing the path to the basis.

We exploit the directory-based indexing to identify already existing bases. By con-
structing a unique path for a basis, consisting of the major group, the minor group and the
fingerprint of the basis, it is trivial to test if the basis exists on disk with a single system call.
As will be shown in Section 6.5, these system calls are fast enough and make it unnecessary
to keep the registry that maps the bases to their physical location in memory. Hence,
MinervaFS memory requirements are significantly lower than state-of-the-art deduplication
file systems.

As a consequence of this multiplication of directories to host the indexing structure,
we must look at the storage overhead beyond the bases themselves. Indeed, the size of the
major and minor group directories in MinervaFS will vary depending on the number of
files they contain. With an initial size of 4 kB, the directory size increases over time when
the number of elements exceed what can be represented within the initial 4 kB. Assuming
our ext4 file system stores directory entries in a hash-tree [110], we can make the following
estimations about the cost of this hierarchy. For each directory, the hash-tree requires 40
bytes of storage. Each entry in the hash-tree requires a mandatory 8 bytes in addition to
the bytes needed to represent the file name. As the basis filename is 40 bytes long, adding
a new basis to the system expands the hash-tree by 48 bytes. We recall that in worst-case
deduplication scenario, where a minimal number of basis require the creation of the 216 major
and minor group directories, the cost of storage on the backend is 216 ∗ 40 bytes or 2.5MB
for directories. Thus, we can define the fixed size of the registry as RMFS = 48 ·N + 216 · 40
bytes where N is the number of bases in the system. The total disk space required for storing
the bases is N · k bits, where k is the size of a basis. Given a target registry size, |RMFS| in
bytes, then N = |RMFS |−216·40

48
is the number of bases that can be stored in MinervaFS. This

result is useful in order to compare the registry size with respect to the total data stored
as bases. Knowing that in the worst case, each chunk maps to a unique basis (i.e., different
from all other bases in the system).

In Table 6.1, we compare the amount of data that can be indexed by (a) MinervaFS
depending on the chunk size (from 4 to 128 kB) and (b) ZFS with 128KB chunks (default)
given a total size of the registry (1, 5, 20 GB). For a chunk size of 4 kB and a registry of
5GB, MinervaFS can store 2.34× fewer bytes (worst case) than ZFS using 128 kB chunks.
If we increase the chunk size in MinervaFS to 16 kB or above, we can store at least the
same amount of data as ZFS, and often more, with the same registry size. In fact, for the
same chunk size (128 kB) MinervaFS can store 13.65× more data for the same registry size.
Given that MinervaFS has better compression potential than ZFS, the total raw data that
can be stored for the same registry size will be much larger in MinervaFS than shown in
Table 6.1. Finally, given that a smaller basis/chunk in MinervaFS has a higher probability
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Table 6.1: Amount of data that can be indexed given a certain chunk-size and total registry
size for MinervaFS and ZFS. Greater is better.

MinervaFS ZFS
Chunk 4 kB 8 kB 16 kB 32 kB 64 kB 128 kB 128 kB
Registry Storage on disk (GB)

1GB 81 170 340 680 1362 2724 200
5GB 426 853 1706 3412 6823 13647 1000
20GB 1706 3413 6826 13652 27303 54607 4000

to find matches, we use smaller chunks sizes than the default for ZFS, e.g., 4 kB. Please
recall that while we deliberately choose a full on-disk registry in this implementation, partly
to measure the performance impact, MinervaFS can easily be adapted to run its registry
partially or completely in memory.

Metadata and deviations To keep track of the information that represents a file,
we use placeholder files. For each file stored in the system, we create a placeholder file
containing the path of the file fid, the transformation configuration Tconfig and the ordered
list of basis-deviation pairs that make up the file Ii. We have seen that bases are stored
in their own separate files, so we only need to store their fingerprints. However, deviations
are stored in full within the placeholder file. To avoid repetitions of basis fingerprints and
full deviations in the placeholder files, we first number each unique element, be it a basis or
a deviation, and replace any re-occurrence in the sequence with their number. Additional
information regularly queried by stat calls, such as the file size, can also be added to the file.

To save the file, we use the path given by the client fid as the storage path in our
backend, thus mirroring the hierarchy seen by the client. While some overhead might be
expected from having to move the file around on rename calls, this also makes it easier to list
the content of a directory. The placeholder file is serialized on disk in a pre-defined binary
format that enables us to quickly lookup information within the file without having to decode
it in its entirety.

Durability To ensure the durability of data written to MinervaFS, we leverage our
choice of a 4 kB basis and rely on the behaviour of ext4. On an ext4 file system, a 4 kB basis
size ensures that the storage of a basis only requires the use of a single inode. MinervaFS
considers that the storage of a basis is successful only if the creation of the inode, writing of
the data and linking of the inode succeed. If the inode creation fails, there is no corruption of
the file system. If the inode is successfully created but not linked, due to a failure in writing
or linking, the orphaned inode will be deleted automatically upon partition remount.

As described in Section 6.3.1, the process to store a file first writes bases as separate
files on the file system. After all bases are successfully stored, the metadata associated to the
file is stored. The successful execution of these steps, in this precise order, is mandatory for
MinervaFS to acknowledge the data as written to the system.

6.5 Evaluation
This section presents our in-depth evaluation of MinervaFS. We compare against state-of-
the-art systems and techniques commonly used to reduce storage overhead, a primary goal of
deduplication systems.
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Table 6.2: Details of the datasets used for the evaluation of MinervaFS

Dataset Size (GB) # files
HDFS logs [307, 293] 17.526 32
Satellite images [197] 1.3 69
Satellite pansharpend [197] 3.3 69
Virtual Disk Images [195] 671,21 1420

6.5.1 Evaluation settings

Unless stated otherwise, we deploy MinervaFS on a node with Intel(R) Xeon(R) CPU
E5-1620 v4 at 3.50GHz, 10MB of L3 cache, 32GB of DDR4 RAM, running Ubuntu 18.04.1.
Experiments are deployed on a 4TB Seagate IronWolf HDD with 64MB cache clocking at
5900 RPM. The HDD is formatted with an ext4 file system to serve as the KFS (Section 6.3).
Using a spinning HD allows us to stress the seeking operations required to operate on the
basis and deviations.

Disk usage is measured with the du system command with options -sb [102]. For ZFS
we use two additional commands: zfs and zpool both with the option list [166, 167]. The
difference between these two commands is that zpool reports the usage and deduplication
ratio for a given pool while zfs reports the full storage usage for the disk, including space
reserved for internal ZFS accounting, i.e., ZFS’ counterpart to MinervaFS registry. In our
analysis, we use the results of the zfs command as it makes for a fair comparison against
MinervaFS’ usage including registry.

For our evaluation, we rely on real-world datasets, shown in Table 6.2. The HDFS log
dataset [307, 293] comprises a collection of large text files. The visual and pansharpened [197]
satellite images are in TIFF [4] format [201]. The virtual disk images (VDI) is a collection
made of a variety of Linux distributions and versions for virtual machines [195].

6.5.2 Storage usage

We begin with a side-by-side comparison of the storage required for the mentioned datasets
when using ZFS, Gzip, xdelta [126, 127], MinervaFS, using ext4 as our baseline file system.
We evaluate the gains for each system as new files are added to the dataset.

Figure 6.7 (top) shows that Gzip offers the greatest compression gain compared to
the others for all datasets. This is not surprising as Gzip uses a more involved compression
mechanism. Gzip’s results can be considered as a heuristic for the compression potential
of each dataset. However, using Gzip in a file system comes at the expense of direct data
access: data has to be fully decompressed before it can be accessed. Gzip is closely followed
by xdelta, where the difference in compression is insignificant. Similar to Gzip, xdelta only
operates on individual files and is not scalable for larger storage systems.

For the HDFS logs, visual and pansharpened images, ZFS provides little to no
compression gain. Namely, 5.52% gain for the visual images, less than 1% gain for the HDFS
logs, and increased storage usage of 0.32% with the pansharpened images. With the same
data sets, MinervaFS provides a 19.29% and 8.58% reduction in storage usage for HDFS
logs and the pansharpened images, respectively, which constitutes a significant improvement
with respect to ZFS. For the visual dataset, MinervaFS requires a 3.33% storage overhead
compared to ext4.
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Figure 6.7: Storage (top) and metadata (bottom) overhead.

Figure 6.7 (top-a, b, c) show that the storage usage of MinervaFS starts high when
compared to ext4 and ZFS, but quickly drops as more data is added to the system. However,
it is important to remember that this storage usage for MinervaFS also includes the registry
(built directly on disk), while ZFS’ registry is represented in memory and not included in
these results. ZFS will pay an added cost to store its registry persistently.

For VM images [195] in Figure 6.7 (top-d), MinervaFS achieves a 63.53% reduction
in storage usage compared to ext4. This means a 2.74x deduplication ratio with all costs
(incl. data, registry) taken into account. This is remarkably close to Gzip, which provides a
69.72% reduction in storage usage. Although zpool reports that a ZFS storage pool usage of
423GB and a deduplication ratio of 1.59x after all files are added, the zfs tool, which gives
the full storage usage of ZFS including the storage pool, reports a total usage of 672GB (or
249GB more than zpool). For this dataset, we were unable to collect data for xdelta. Due
to an error in its internals, xdelta would inconsistently crash when handling files of a larger
size. Despite our best efforts to split the data into smaller chunks of 256, 145, and 128MB,
xdelta would still fail too often and inconsistently for us to report its results here.

In Figure 6.7 (top-a, b) we can observe MinervaFS’s storage overhead fluctuating
through rises and drops. This is due to temporary files being kept on disk before encoding,
temporarily increasing the storage usage of MinervaFS. The reason this is not observed in
Figure 6.7 (top-c, d) is because of the timing between temporary file deletion and disk usage
sampling.

6.5.3 Metadata overhead

To understand how the various MinervaFS metadata elements contribute to the observed
storage overhead, we analyze the split between indexing, placeholder files and temporary files
(Figure 6.7-bottom).

As expected, the indexing elements are the heaviest contributor, with up to 99.88%
in the case of the pansharpened satellite images. These results also confirm that temporary
files can indeed cause transient spikes in storage consumption, as we see in the HDFS case
(Figure 6.7 (bottom)-a).
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6.5.4 System throughput

Next, we study the throughput of MinervaFS compared to other file systems capable of
deduplication, e.g., BtrFS and ZFS. To better highlight the differences in terms of performance,
we run the following experiments on top of an SSD. Specifically, we first run a synthetic
workload using filebench [260, 261] and compare the results against our ext4 baseline. In this
workload, filebench emulates a web-server under constant load of 100 threads for a duration
of 15 minutes serving web pages. Upon each thread request, the file system must reads 10
files (1.9 MB) and appends to a log file (16 KB). Each system is made of a single partition,
created and mounted just before the beginning of the experiment.

The results are presented in Figure 6.8 (left). On the x-axis we report the file systems,
on the y-axis the relative throughput compared to the ext4 baseline. Our ext4 baseline
achieves an average throughput of 514 MB/s. As expected, ZFS and BtrFS perform very
similarly to the baseline but so does MinervaFS. BtrFS emerges as the best candidate
under this workload with an average of (501 MB/s) but it should be noted that it does not
perform in-band deduplication out of the box and requires some extra patching and tweaking
in order to be exactly comparable. For this reason, we show in Figure 6.8 the results for ZFS
with and without (i.e., ZFS n.d.) deduplication achieving respectively 407 and 482 MB/s.
Looking at MinervaFS’s results, its throughput averages 472 MB/s, around 16% faster
than ZFS with deduplication. We explain these results by the fact that all read and write
operations are performed on the decoded versions of the files boiling down to results close
to our baseline. The small penalty is due to the time spent encoding and decoding, i.e.,
performing the transformation into bases and deviations. Additionally, the small writes to the
log file partially affect the results. In fact, due to its shared nature, the log file is maintained
in cache in its decoded form during most of the workload (see Section 6.4). Note that the
performance of MinervaFS could further be improved by disabling the direct_io option
and leveraging the system cache to decode the file on disk but read its content from the cache.
For the sake of fairness in our comparison against the other systems, we did not implement
this. We plan to analyse this effect in future work. From these results, MinervaFS appears
to be a sound solution file system for read-heavy workloads.

Finally, we evaluate MinervaFS under a write-heavy workload, as shown in Figure 6.8
(right). We replay a real-world dump of Wikipedia (i.e., the SCN dialect [286]), consisting
of 36 377 pages and 355 367 revisions overall. The revisions are replayed according to the
global timestamp of each edit issued by its Wikipedia editor. Each revision consists of a
new html page, stored into a MinervaFS partition (or alternative systems) alongside all
the previous partitions, the same way an archival service would do. The impact of inband
deduplication is significant. We observe that MinervaFS achieves only 35% of the ext4
throughput, while ZFS reaches 65%. We explain this by (a) the choice of smaller chunks
written in MinervaFS than in ZFS, and (b) the need to use sequential write of bases (not
multi-threaded) for consistency/durability needs.

6.6 Discussion
In this section, we discuss the shortcomings of our prototype MinervaFS and present
opportunities for improvement and future work.
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6.6.1 Granular encoding and decoding

As discussed in Section 6.4, the current version of MinervaFS triggers the transformation of
chunks on closing of the files. This choice of implementation has consequences on the way
files are read and written to the system.

From a reading standpoint, a client application must wait for the file to be fully
decoded before it can read. A simple GNU utility such as file, reading the first bytes
of a given file to determine its type would need to wait for the entire blob to be decoded
before returning with an answer. While this approach is wasteful in terms of computation
and storage, it has the benefit of providing some nice caching effects for files that are left
long open. However, with an uncontrollable variety of applications running on top of it,
MinervaFS should be able to provide per-chunk decoding at a reasonable cost. This tweak
requires the matching of a given offset to a chunk and the decoding of that single chunk. The
matching of the offset can already be computed at the file system layer. The decoding of the
single chunk should be possible as our decoding function already performs this work for each
chunk in the file.

In terms of writing, waiting for the file to be closed by the client application to
transform the data ensures a consistent writing throughput but compounds the deduplication
and transformation to the end of the process. A per-chunk approach could again help distribute
the encoding load over time, making each write slower but closing the file almost instantly.
However another approach is possible: asynchronous encoding. With asynchronous encoding,
the writing process remains similar to our current implementation but only changes in the way
files are closed. Specifically, we acknowledge the closing of the file to the client application
and proceed to the deduplication and transformation of the file while the client application
returns to its regular activity. But what this approach offers in terms of responsiveness, it
takes away in terms of durability guarantees (see Section 6.4.2).

To summarize, the performance and efficiency of MinervaFS could further be en-
hanced with tweaks to its encoding and decoding strategies.

6.6.2 Garbage collection of unused bases

MinervaFS, like many other systems, allows the deletion of chunks or complete files. In
our system, this translates to the deletion of bases, deviations and placeholder files. Since
deviations are stored within placeholder files (see Section 6.4.2), removing them from the
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placeholder file or deleting the placeholder file itself is pretty straightforward. Unused bases,
however, require finer handling. Indeed, to maintain the storage reduction gained from GD,
we must be able to identify unused bases and safely remove them from the system. To solve
this issue, we propose the following design for a Garbage Collection (GC) component. We
consider two different strategies for GC of unused bases, depending on the type of registry
used.

First, we look at GC for an in-memory registry where the file system and the garbage
collector run within the same address space. In this case, a counter tracks how many files
reference a basis. The counter is updated as follows: when a new file references a basis, the
counter is incremented; conversely, when a file referencing a basis is deleted, the counter is
decremented. The basis can be safely discarded when the counter reaches zero. The collection
can then be done by pausing the entire system or keeping the system running while locking
the targeted bases and marking them as deleted. Using this in-memory approach implies a
larger memory overhead at runtime and requires on-disk persistence at unmount time.

The second strategy is adapted to an on-disk registry. In this scenario, we help the
identification of unused bases by maintaining a deletion log. Every time a file or a chunk is
deleted in MinervaFS, the related bases are added to the log. Upon GC time, the log is
read, unused bases are identified, deleted and an up-to-date compacted version of the log
finally is persisted. This approach does not incur the permanent memory overhead of the
first approach but lengthens GC’s indexing and completion time. It also requires the full file
system to be paused for the GC to complete safely.

While the first approach is more suitable for a system with frequent updates to existing
data, the second might be a better fit for archival systems where new data is added at a
regular rate but not often updated. In the end, the choice of one approach over the other
depends on one’s use of the file system.

6.6.3 Moving Generalised Deduplication up and down the stack

Broadly speaking, for a client application to benefit from deduplication, a software deduplica-
tion scheme can be integrated at three different levels: (a) between the client application and
the file system, (b) within the file system or (c) between the file system and the final medium
of storage. Throughout this chapter, we had a look at systems that deduplicate at the level
of the file system (b) but it might be worth taking a look at integration at other levels.

Looking at the integration of Generalised Deduplication (GD) between the application
and the file system, we can already exclude the idea of modifying all existing applications.
But proposing modifications at the border of these applications remains a possibility. Indeed,
we have discussed earlier the idea of injecting functionality within a system by substituting
libraries at runtime (see Section 5.7.3). However, unlike the proposition discussed earlier,
blending deduplication behind library calls goes beyond modifying the format of the data
exchanged. In order for deduplication to work properly, metadata must be added and
maintained beyond the runtime of the application. In the case where multiple applications
leverage the same library for deduplication, maximizing data reduction among processes
that were not designed to coordinate together can be a daunting task. In short, beyond the
difficulty of providing a semantically equivalent library to read and write data to the file
system, the need to centralize metadata and properly coordinate its management make it
impractical to integrate at the application level.

At the bottom of the stack, we consider the storage medium, related controller and
driver out of scope. But that does not prevent a deduplication system from setting up shop
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close to the metal. Red Hat’s Virtual Disk Optimizer [62], or VDO, sets up as an abstracton
layer between the file system and the block device. Split between an indexing and a layer
kernel module, VDO provides zero-block elimination, deduplication and compression. The
combinaton of deduplication allows for better data reduction than regular deduplicating
systems. VDO aggregates block devices to build logical volumes where the apparent size
can be set to appear greater than the total storage space assembled. But despite the good
compression gains and comprehensive tooling, the system remains complex to administer
across mulitple layers, limited to a number of file systems (ext4 and XFS) and only available
for Red Hat distributions.

To summarize the issues at hand, a deduplication engine should remain close to the
file system it works for, possibly within the same unit, and centralize all information to
achieve good compression gains. Consequently, the last option would be to move the whole of
MinervaFS down the stack, in the kernel, to benefit from the same quality of data reduction
while reducing the number of context switches in system calls. We see this change as an
engineering challenge, as MinervaFS heavily relies on the C++17 standard library and other
external dependencies. We envision this push of MinervaFS down to the kernel as part of
future work.

6.6.4 Selecting type relevant transformation functions

Starting from our motivational example in Figure 6.3, we can see that picking an efficient
data reduction scheme that fits all datasets is not simple. Indeed, where pne might expect,
for all datasets, to see compression gains, even minimal, we sometimes observe a growth in
terms of storage overhead (see the satellite images for instance). To solve this issue, we see
an opportunity in selecting a specific transformation function depending on the type of file
being processed.

In theory, this should be feasible in MinervaFS as the function and parameters
used for transformation are systematically saved as part of the metadata. We mentioned
earlier that work IoT generated data using Reed-Solomon codes [273] and a transform-and-
truncate function [274] yielded good results on smaller chunks of data. In particular, with the
current implementation of MinervaFS waiting for the file to be closed before transforming
it, identifying its type right before picking the right function offers a good opportunity for
improvement. However, a differentiated treatment according to file type should also take
into consideration original file length, appropriate chunk size and compatibility with client
application read/write patterns. A question lies in whether great compression gains justify
long processing time if a file is always read sequentially from start to finish or read and
modified in random patterns. It might also be a good opportunity to detect file formats and
containers that are notorious for their lack of redundancy and store them in their original
form or limit their processing to classic deduplication. But to accommodate this flexibility in
terms of processing, some engineering effort will be required to provide a flexible and suitable
backend storage organization.

In the end, whether information aviut file type is used to decide how to properly
transform data, objectives must be clearly defined to strike the right balance between good
compression gains and reasonable encoding/decoding time.
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CHAPTER 6. MINERVAFS: USER-SPACE FILE SYSTEM WITH GENERALISED DEDUPLICATION

6.7 Summary
In this chapter, we presented a prototype integration of Generalised Deduplication (GD)
at the file system level. Building on the design, implementation and evaluation of our
user-space prototype MinervaFS, we showed the suitability of GD for various types of
data and workloads. Our evaluation with synthetic and real-world datasets shows significant
storage compression gains compared to state-of-the-art classic deduplication file systems, e.g.,
up to 63.73% compression gain when compared to ZFS. In fact, for the VM image dataset
we only use 20 % more storage than Gzip, while using 2.75x less storage space than ZFS.
Future work will focus on granular encoding/decoding of files, efficient garbage collection,
general performance improvements and alternative transformation functions. In particular,
we plan to identify specific transformation functions matching the features of the content
types of processed documents, e.g., optimized for images, sound, VM images. Finally, our
future work will explore the potential of using standard compressors, e.g., Gzip, xdelta, to
compress individual bases in MinervaFS. Given the large deduplication gains on the VM
image dataset (2.75x) and the large file compression gains of Gzip (3.3x), we conjecture
that the resulting combination will result in a much larger compression gain as high as 9x
(2.75× 3.3 ≈ 9).
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Chapter 7

Conclusion

We started this work by focusing our efforts along 3 angles. Throughout the different chapters,
we built and evaluated a series of prototypes, breaking down different parts of a cloud-based
storage system improving on security, reliability and storage overhead. In this chapter, we
look the lessons learned from these efforts and outline the directions for future work.

7.1 Summary

Secure and reliable cloud storage from the client-side

The first question we asked was how we could empower clients to securely and reliably
store data in the cloud. To answer this, Chapter 3 looked at solutions to build on top
of existing public cloud storage providers such as Dropbox, Google Drive and Microsoft
OneDrive. To do so, we started with the study and evaluation of erasure coding libraries
ensuring that documents uploaded to the cloud could be recovered in case of failure on the
part of the storage provider. To guarantee the confidentiality of documents before they were
offloaded to the cloud, we built a processing pipeline enabling the combination of encryption,
hashing and signature. For completeness, we added a primitive XOR-based secret-sharing
scheme to leverage distribution to build confidentiality. From our evaluation of this setup, we
learned that while the seamless combination of multiple schemes is feasible, it translates to a
significant increase in CPU and memory usage. On the flip side, it does offer the possibility
to store data over free-tier services without having to sacrifice on privacy or reliability. But
providing users with a solution to maintain ownership of their data through an obscure REST
API may not help with the adoption.

Another approach to integrate feature-rich systems is to change the interface users
interact through to something more traditional like the POSIX file system API. This is
the path chosen by multiple storage solution wrapping their unconventional interfaces in
a file system. One of the most efficient ways to leverage an existing solution is to turn to
FUSE. In Chapter 5, we looked at how the implementation requirements of user-space file
systems developed with FUSE could be leveraged to build a modular solution encouraging
the reuse of existing implementations. By building a layered system where each layer can be
powered by different drivers, SafeFS enables the quick configuration of the file system with
no need to re-compile. We built a series of security-oriented configurations and compared
their throughput against other monolithic file systems in user-space. Our main observation is
that, in addition to encouraging the reuse of existing implementation source code, SafeFS
performance fairs comparably to monolithic solutions.
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In summary, to improve client-side control of security and reliability in cloud storage,
we measured the impact of different security configurations and proposed SafeFS, a
modular framework to build feature-rich user-space file systems.

Resilient archival storage in the cloud

With the question of secure and reliable cloud storage from the client-side tackled, we then
looked at how the protection of data archived in the cloud could be improved beyond the
use of standard erasure coding schemes. To answer this question, we introduced Recast in
Chapter 4, a fully functional implementation of STeP [14]. STeP blends in erasure coding
and data entanglement by picking older blocks randomly and inserting them into the input of
the coding function to create interdependency links that multiply collateral damage in case
of corruption but also enable block recovery beyond the erasure code’s capability. Building
on the knowledge of erasure codes gathered in Chapter 3 and expanding on the content of
the original STeP proposal, we were able to implement an improved version that offers a
faster long-term protection to recent documents.

We evaluated the throughput, storage overhead, repair bandwidth and metadata
reconstruction process offered by Recast. Our observations are consistent with the ones seen
in the preceding chapter with a linear correlation in the throughput decrease as well as the
increase in bandwidth use and storage overhead. But despite the considerable improvement
in reliability for the data archived in Recast, the system is not perfect. Recast’s random
nature requires the maintenance of a metadata service. While the backend storage is itself
resilient to attacks, the loss of metadata can make the decoding of archived data impossible.
For this reason, replication of the metadata service is necessary. In addition, its permanent
nature makes it complicated to delete documents form the archive making the system
unsuitable for GDPR-compliant systems (though tweaks are possible).

In summary, to increase the protection of archival data in the cloud, we proposed
Recast, a system that significantly improves resilience at the cost of increased processing
complexity but manageable storage overhead.

Practical and efficient data reduction for file systems

Most of the measures and improvements proposed of this work tend to increase the storage
overhead. However, storage space can get costly, be it locally or in the cloud, can be costly.
In order to keep the storage costs under control, Chapter 6 studies the use of Generalised
Deduplication (GD) in a user-space file system delivering MinervaFS. Distinguishing itself
form classic data deduplication by finding reduction opportunities beyond exact similarity,
GD is a prime candidate to improve storage efficiency.

To put GD to the test, we built MinervaFS, a FUSE-based file system using GD
for data reduction, measuring its storage use (both in terms of metadata and data) and its
throughput. From the results, we could draw observations that are both implementation
specific and generally useful for the understanding of GD. Generally speaking, GD offers
great compression gains on the data when compared to other deduplication enabled systems.
However, what GD gains in data use it pays for in processing and metadata complexity. In
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addition to the processing complexity, the potential compression gains on some datasets
are canceled out by the increase in metadata. In the case of MinervaFS, our prototype
implementation, as files are only deduplicated at closing time, most of the processing is
compounded at delayed but still blocking time. But this is merely an engineering issue that
also has the benefit of bringing some new insights for the future integration of GD in other
systems.

In summary, to tackle the issue of storage overhead growth introduced by security and
reliability measures, we integrated Generalised Deduplication to a user-space file system in
order to improve compression gains at the expense of increased processing and metadata
complexity.

7.2 Perspective - Piecing it all together
Trying to piece these contributions together, a clear idea emerges: a trustworthy and reliable
use of cloud storage requires strong client-side control. Whether data is uploaded to be shared
and modified, or is simply stored online for archival purposes, users should feel confident
that their files are safe. Starting with the mindset that remote storage nodes are simple,
unsophisticated and unreliable buckets of data helps in the design of secure and resilient
storage systems. It only stands to reason that setting up a client-side pipeline that leverages
the best of coding techniques while accounting for the potential failures in a distributed
setting is the best approach to build qualitative cloud storage solutions. However, we have
seen that improvements in confidentiality and reliability are often paid for by an increase
in resource usage (CPU, memory or bandwidth). For this reason, the choice of a complex
combination of primitives must be made with the knowledge of the overhead it might put
upon the user’s workflow. Indeed, a combination of the most secure SafeFS configuration
with data deduplicated using Generalised Deduplication, distributed and entangled over a set
of remote storage nodes is probably too complex and too disruptive to most workflows.

A better approach would have us suggesting configurations based on generic scenarios
and threat models. However, choices in storage configuration are not solely driven by
technical and strategic motives. The storage of information for commercial, medical or
telecommunication services is also bound to legislative and industry specific requirements. In
particular, the need for some systems to allow complete deletion and de-referencing of data
owned by customers while guaranteeing the retention of metadata for a minimum amount of
time may make the use of our contributions complicated. Specifically, the prohibitive cost of
removing files from Recast makes it complicated to comply with the European right to be
forgotten. It may be fine for organization such as the Internet Archive to host public domain
items in such a convoluted system. But in a system where documents are more likely to be
contested or modified over time, the cost of removal may be too high.

Rather than closing this work with mixed feelings over the integration of our contri-
butions, let’s take a final look at where they can be used. While cloud storage is virtually
limitless, especially if you happen to be sitting on a bottomless pot of gold, most customers
are only familiar with the free-tier options of these services. The combination of a secure
and redundant client-side configuration bundled in SafeFS coupled with Generalised Dedu-
plication can save users worries and money. Providing effective security and data reduction
tools that integrate seamlessly is one way to prevent crossing restrictive storage quotas while
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maintaining some amount privacy. And in a world where the boundaries between systems
keep getting fuzzier and no configuration fits all deployment scenarios, equipping users with
the right tooling can help them make informed decisions and maintain ownership of their
data.

7.3 Directions for future work
The development of distributed storage systems is a difficult endeavor. In particular, conciliat-
ing security, reliability and storage efficiency can be a tricky balancing act. Through the work
done is manuscript, we have seen that building complex and feature-rich systems is feasible
at the expense of growing resource consumption (be they time, memory or computation).
The search for a perfect or universal solution may not be a wise use of time. However, with
some engineering and research efforts some significant improvements could be made over the
contributions proposed in this work.

Providing the right tooling to craft customized solutions is a step forward to empower
users to maintain ownership of their own data. To that end, making the process of building
said solutions easier would add significant value to a proposal like SafeFS. Specifically,
avoiding the addition of setup or tear down functions to an existing FUSE implementation
and leveraging binary rather than source compatibility would be beneficial to this adoption.
Short of that, tooling generating sample code could be enough to ease FUSE developers into
using SafeFS.

Another aspect of distributed storage systems that was left unaddressed in this work
is proof of storage. While most systems actively check the integrity of data fetched from
remote storage nodes, this method of integrity checking may prove to be too bandwidth
hungry for some settings. To fix this, proofs of storage allow the system to send a challenge
to storage nodes in order to prove that they are effectively storing the data they claim to
host. Unlike Recast, most systems do not benefit from an error propagation mechanism
that allows them to detect that data hosted remotely has been corrupted, deleted or was
actually never stored. Building such a system is complicated as it involves extending the
trust in a remote machine from simple storage to running some computation and returning a
result. Setting aside the need for public storage providers to implement compatible APIs,
Recast and similar systems could try to integrate with remote servers sporting Intel SGX
based on existing proposals [59].

The use of a data reduction scheme such as Generalised Deduplication has shown us
that potential compression gains are often left on the table. But it has also shown us that
no practical data reduction method is guaranteed to save us space on all types of files. A
study of a system combining Generalised Deduplication with other compression techniques
could offer some interesting insights in its behaviour in more complex pipelines. A tiered
approach to data reduction, where data could be standing at different layers uncompressed,
deduplicated and compressed, would also be interesting to study when put under different
workloads and caching or prefetching policies.

Finally, most of the contributions made in this work have taken the form of storage
middleware but none have been integrated as part of existing file systems, databases or big
data solutions’ backend. Integration within such systems would certainly yield interesting
insights into the versatility and ease of use of our contributions.
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