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The Swiss Learning Health System (SLHS) was established as a nationwide project in 2017,
involving academic partners across Switzerland. One of its overarching objectives is to bridge
research, policy, and practice by providing an infrastructure that supports learning cycles.

Learning cycles enable the continuous integration of evidence into policy and practice by:

e continuously identifying issues relevant to the health system,
e systemizing relevant evidence,

e presenting potential courses of action, and

e if necessary, revising and reshaping responses.

A key feature of learning cycles in the SLHS include the development of Policy Briefs.

A Policy Brief describes the issue at stake by explaining the relevant contextual factors. It
formulates a number of recommendations to address the issue (evidence-informed recommen-
dations, when available), and for each possible recommendation, it explains relevant aspects
and potential barriers and facilitators to their implementation.

The development of this policy brief is based on surveying the relevant literature. An improved
definition of the core issue of the brief and its practical ramifications was further investigated
by individual Stakeholders Consultations. The participating stakeholders were representatives
from regulators and policy makers, ethics committees, health-Al researchers and funding agen-
cies.
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Background and Context

Everyone has a fundamental right to benefit from scientific progress, especially in healthcare.
The development of Artificial Intelligence/Machine Learning (Al/ML) has accelerated signifi-
cantly, attracting public attention and investment. While Al promises to revolutionize
healthcare and health research with more accurate diagnostics, personalized treatments, and
streamlined processes, it also poses risks to fundamental rights and raises concerns about
trustworthiness. Regulatory bodies, such as the EU, are responding with frameworks like the
"Al Act,” which establishes different risk levels for Al systems. Specifically, the Al Act catego-
rizes medical devices using Al as high-risk but exempts scientific research. Despite increasing
use of Al in health research, as evidenced by rising approvals for Al-related projects, there is a
lack of specific guidance on how health research stakeholders should practically assess and
monitor Al systems within their ethical obligations. This absence of clear guidance can lead to
quality issues in health-Al research.

The Issue

Evaluating and reporting on the ethical use of Al in health research is a multidimensional
process. This complexity arises from several interacting factors:

e Multiple principles underlying ethical Al, such as usefulness, fairness, safety, transpar-
ency, security, and privacy, each requiring specific metrics and monitoring.

¢ Interdisciplinary stakeholders, including health researchers, Al developers, end-users,
ethics committees, regulators, funding agencies, and scientific publishers, who may
have different perspectives and incentives. Ineffective collaboration among these
stakeholders can hinder user-centric innovation and data sharing.

o Characteristics of the Al system (e.g., stage of development, algorithm type, integration
level) combined with wide-ranging clinical research questions and data considerations
(bias, quality, consent), all of which can introduce specific ethical risks.

e A variety of guidelines and frameworks for quality assessments and reporting on Al
use, making it difficult for researchers to choose the most appropriate ones for their
specific context. Challenges in applying and updating guidelines, along with cultural
differences between health research and digital innovation, hinder structured quality
assessment and delay the implementation of Al.

Options for Action

Instead of proposing new frameworks, the focus should be on operationalizing ethical Al prac-
tices during research projects and beyond through an interdisciplinary and agile approach. Key
options for action include:

o Embed ethical Al considerations in the project life cycle. Integrate ethical assessments
throughout the entire process, from initial idea generation to design, development,
evaluation, and clinical translation. This involves forming a project advisory committee
including representatives of clinicians, Al developers, patients, ethicists and other
stakeholders for shared decision-making and accountability. Design a specific ethical
Al assessment and reporting strategy tailored to the project’'s unique challenges and
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select validated assessment and reporting frameworks whenever possible. Publish in-
formation about this strategy to benefit the wider scientific community.
Professionalize health-Al projects portfolio management in hosting organizations. Or-
ganizations involved in health-Al development should maintain a portfolio of their
projects. This includes using stage-based evaluations aligned with each project’s
lifecycle. Building "ethics as a service" capacities within organizations can provide ex-
pertise, optimize resource use, and ensure compliance. Risk and quality management
offices should expand their oversight to include ethical Al assessments and reporting.
Funding for responsible and transparent health-Al innovation. Funding bodies and sci-
entific publishers should encourage and incentivize projects that demonstrate rigorous
ethical assessments of Al from the outset and enforce transparency and reproducibility
requirements. Support for evaluation science, operationalization efforts, and data/code
sharing is crucial. Private funders also have a responsibility to incentivize attention to
societal responsibilities in Al products they finance.

Provide guidance on regulation applicability and agile regulatory processes. Establish
clear oversight and accountability mechanisms for Al performance. Regulators need to
increase agility in their processes by reinforcing regulatory science, building capacity,
involving stakeholders, encouraging self-regulation, proactively screening new tech-
nologies, and initiating public-private partnerships for "Al assurance laboratories”.

Implementation Considerations

The current transitory phase of Al regulation in Switzerland can be challenging. A proactive
approach to ethical considerations is strongly advised, with a shared responsibility among all
stakeholders. Main barriers to break include inefficient communication/coordination between
stakeholders, the regulatory transitory period, and a lack of clarity on who is responsible for
Al system validation. To counter these challenges, initiatives could include early stakeholder
consultations in permanent forums, integrating Al education into relevant curricula, ethics
committees proposing recommended documentation for ethical-Al in research protocols, or-
ganizations providing support through data scientists and quality analysts, and a shared re-
sponsibility model for system validation involving development and operational teams with
ongoing monitoring and audits.

6/46
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“Everyone has the right freely to participate in the cultural life of the community, to enjoy the
arts and to share in scientific advancement and its benefits.” Article 27 of the universal decla-
ration of human rights [1]. In no other human endeavor is the right of all humans to benefit
from scientific advancement as fundamental as in healthcare. In no other time in human his-
tory have we developed a technology that can simultaneously enhance health on a large scale

while also posing risks of undermining this fundamental right and infringing on others.

The development of Artificial Intelli-
gence/Machine Learning (Al/ML or simply Al)
accelerated considerably in the last decades.
Al is revolutionizing almost all sectors of the
economy and healthcare, respectively health
research is no exception [9]. The use of Al in
health research is becoming increasingly
prevalent (see Box 1).

Al/ML algorithms promise to accelerate the
pace at which knowledge can be gleaned from
complex health data in the hopes of more ac-
curate diagnostics, personalized treatments,
predictive health insights, streamlining care
processes, better control over the health sys-
tem's costs, and other benefits.

In the public and scientific debate, an im-
portant focus is put on Al trustworthiness and
responsible development and deployment. It
is now widely acknowledged that risks to pri-
vacy, safety, security, autonomy, equality, and
other concerns accompany the positive prom-
ises of Al. On the OECD.AI policy observatory's

Box 1 Submitted papers to the main conferences on
the topic have shown a year-on-year increase any-
where between 1000 and 3000 papers [2]. Since the
advent of ChatGPT in November 2022, public attention
oriented towards Al grew immensely (see a compari-
son of Google search terms trends) and investment in
Al peaked [3]. “Al” is commonly used as a lump sum
term for all “human-Llike intelligent” machine behavior,
while the landscape of Al methods is very diverse. With
chat interfaces, Al became easily accessible and inter-
active [4], not only hidden in the background of ser-
vices in recommender systems, internet of things or
image processing tools, for example. Al is an ubiqui-
tous topic on social media and the news, with predic-
tions for the future ranging from reassessment of
expectations [5] to extinction-level threat to humanity
[6]- The hype and the constant stream of new Al-pow-
ered products seem to be also fueling a “fear of miss-
ing out” anxiety among technology leaders [7] and an
eagerness to implement Al solutions despite a lack of
return on investments guarantees [8]. Specifically in
health research in Switzerland, the Swiss Association
of Research Ethics Committees (swissethics) approvals
of Al-related projects increased (from 0.065% of all ap-
provals in 2016 to 1.463% in 2023; as of September
2024, this proportion was already at 2.163% for 2024).

“Al Incidents Monitor”! we see a steady in-

crease of reported incidents in the category “Healthcare, drugs and biotechnology”. The eco-
nomic incentives and the competition structure in the market do not favor setting Al safety as
a priority for industrial Al leaders [10]. Regulatory bodies are counterbalancing this “neglect”
by putting Al risks and their mitigation as political priorities. The EU “Al Act” [11], which came
into force on August 1st, 2024, is the first legal framework on Al. The act establishes four levels
of risks of Al systems: unacceptable risk, high-risk, limited risk and minimal risk [12]. Most of
the act focuses on high-risk Al systems and requires their developers/providers to report,
among others, on the data used for training, proofs of risk assessment and mitigation
measures, logging of activities for traceability, human oversight and monitoring. High-risk sys-
tems are required to undergo a conformity assessment, self-led or via a third-party [12]. The
Al Act is a cross-domain initiative that does not adopt specific dispositions for the health sector
or health research, but rather explicitly categorizes medical devices using Al as high-risk. The

! https://www.oecd.org/en/topics/ai-risks-and-incidents.html
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act fully exempts scientific research from any obligations, hence allowing medical research
and clinical trials to “escape” the regulation without necessarily guaranteeing lower risks to
patients [13]. An important void is left unfilled on how health research stakeholders could
practically, and in a standardized way, assess and monitor Al systems integrated in their re-
search as part of their ethical obligations towards human participants. In this context, ethical
obligations should be considered in a broader sense, not only in terms of harm minimization,
but also in terms of scientifically proven effectiveness and usefulness of any newly developed
tool or process (see swissethics mission statement [14]).

Al requlation in Switzerland is still at the drafting stage? and does not provide more guidance
in this regard. In 2020, the Swiss confederation adopted guidelines® that will orient its Al reg-
ulations efforts, including requirements for “Transparency, traceability and explainability”
which might lead to requirements in terms of oversight and monitoring; and the fourth being
“Responsibility” which is expected to define accountabilities in cases of damage, accidents or
rights’ infringement. More recently, a clear direction towards incorporating the European Al
convention into Swiss law was announced*. Specifically in health research involving human
subjects, the currently revised ordinances® do not mention the topic of the use of Al in re-
search, emphasis was put on data protection and data security as well as the need to include
health information technologies experts in the ethics committees [15]. While privacy protec-
tion and data governance remain essential, it is equally important to investigate Al ethics is-
sues [16]. In April 2025, swissethics adopted a guiding document for research projects
involving the development or the use of an Al algorithm. The document is a list of questions
to answer in the protocols on the themes of justification for Al use, justification for the Al
model used, data confidentiality and security, and responsibility [17]. The document is not
concerned with processes for quality control, transparency, security and other dimensions that
require reporting.

Multiple health-Al research findings suffer from quality issues (see Box 2), increasing the risks
of undermining trust in the scientific endeavor in general and requiring a renewed attention

Box 2

Quality issues frequently found in health-Al research: low computational reproducibility [18][19][20]; low data
quality ("data leakage" risks) [19] or biased data [21]; clinically irrelevant or wrong metric choices [19]; lack of
standard modeling and evaluation procedures [19][20]; Limited use of reporting standards [18][20][22] impact-
ing transparency, lack of strong evidence of clinical effectiveness [22] and low robustness of results [18][19];
methodological conduct issues (inadequate sample size [18], lack of external validation [18], limited assess-
ment of calibration [18], limited assessment of bias [18], limited error analysis [18][19]). Unfortunately, the
academic environment is still encouraging for publishing "best-performing” Al prototypes instead of rigorously
verified systems [20].

2 https://digital.swiss/en/strategy/focus-topics/swiss-approach-to-regulating-ai-systems

® https://www.sbfi.admin.ch/sbfi/fr/home/actualite/communiques-de-presse/test-bit.msg-id-
81319.html

* https://www.bakom.admin.ch/bakom/en/homepage/digital-switzerland-and-internet/strategie-digi-
tale-schweiz/ai.html

> https://www.bag.admin.ch/bag/en/home/medizin-und-forschung/forschung-am-menschen/revision-
verordnungen-hfg.html
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to methodological rigor. Al-based science (i.e., making scientific claims using the performance
of Al models [19]) should still adhere to scientific principles despite its complex challenges
(i.e., explainability, reproducibility, governance, ethical implications) [18][20][22], as the bur-
den of proof for ensuring the validity of the claims made falls on the scientists making them
[19]. Currently, there are no broad, established and generally accepted standards governing
the trustworthy lifecycle of health-Al, including its design, development, evaluation, and de-
ployment regarding its robustness, safety, ethics, and legality [23].

Researcher stakeholders have a responsibility to address these challenges proactively by es-
tablishing quality and applicability assessments for Al systems [24]. However, their task is
complex for four main reasons, which we develop further in the next section:

(1) assessments underlain by multiple dimensions of ethical Al;

(2) the interdependence between the stakeholders involved;

(3) the characteristics of the Al system itself and the research question being investigated;
(4) a plethora of guidelines and frameworks for ethical Al available in the scientific literature.

Unfortunately, health researchers might be left alone to make the difficult choice of the right
guideline for the specific use case they have [20]. In this Policy Brief (PB), based on a narrative
review of scientific publications and relevant grey literature, we aim to provide initial options
for action to address the following questions:

o How can health researchers continuously monitor the efficacy and the risks of Al sys-
tems used in research projects?

o What reporting is necessary to prepare for and adhere to evaluation requirements on
Al systems to ethics committees, regulators or scientific reviewers?

o What is needed to transition an Al system monitoring from the research phase to the
operational phase in real-life settings?
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Evaluating and reporting on ethical Al use in health research is a multidimensional process
reflecting interactions between: (1) multiple principles underlying ethical Al; (2) interdiscipli-
nary stakeholders; (3) characteristics of the Al system combined with wide-ranging clinical
research questions; and (4) diversity of guidelines and frameworks for quality assessments and
reporting on Al use.

Ethical Al®is a set of principles that defines how Al systems align with moral principles and
societal values. An extensive review of Al ethics guidelines [25] shows an emerging set of
eleven principles, such as transparency, justice and fairness, non-maleficence, responsibility,
or beneficence, for example. However, those principles do not share common definitions be-
tween the guidelines. For the purpose of the following discussion, we focus on an aggregate
subset of core principles defined by the Coalition for Health Al (CHAI)’ in their "Assurance
Standards Guide" [26]:

Usefulness, Usability & Efficacy: Al should address specific challenges and provide clear ad-
vantages for patients and healthcare providers, such as improved clinical outcomes and en-
hanced patient satisfaction. It should be user-friendly and seamlessly integrate into existing
workflows. Al achieves its goals and maintains good performance over time via continuous
testing and monitoring.

Fairness, Equity & Bias Management: Al should deliver consistent performance across diverse
groups, ensuring it does not rely on protected attributes, such as race or gender. It should
contribute to reducing health disparities. Bias should be managed by regular monitoring and
correction of data and the Al system outcomes.

Safety & Reliability: Thorough testing and risk management are conducted before implemen-
tation to prevent harm. Clear accountability and governance structures must be in place to
guarantee safety and reliability over time.

Transparency, Intelligibility & Accountability: It is essential to provide clear and accessible
information about how the Al system operates, its outputs, and its limitations. The decision-
making process of the Al should be transparent and understandable to all stakeholders. Re-
sponsibilities for minimizing harm and addressing adverse effects must be clearly outlined and
defined.

Security & Privacy: The Al system must incorporate robust security measures to ensure data is
handled in compliance with privacy regulations. Ongoing security monitoring protocols should
be implemented to promptly address incidents and effectively safeguard data.

Another classification around six principles of "Fairness, Universality, Traceability, Usability,
Robustness, Explainability” can be found in [23]. However, both classifications [26][23] are

6 The terms "responsible Al" and "trustworthy Al" are also often used as stand-ins for "ethical Al", en-
compassing similar principles without additional specifications, while the terms "trust” and "responsi-
bility" appear as building principles of ethical Al in many guidelines.

7 https://chai.org/
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very recent and returns on their usefulness are not yet present; both are also consensus-based,
involving large groups of stakeholders, which might be favorable for their adoption in practice.

Each of these principles requires an adapted set of metrics and/or checklists to be defined,
measured, monitored and reported on. Not to mention that each dimension brings its technical
implementation challenges and would influence the Al-system characteristics (e.g., choice of
model as tradeoff between explainability and accuracy, use of federated learning instead of

central model training for privacy, etc.).

The landscape of health-Al research stakeholders is diverse and interdisciplinary (Table 1).

Stakeholder

Health researchers

Research organizations

Al developers/providers

Al-system end users

Data contributors

Ethics committees

11/46

Description

Principal investigators, usually with
limited Al experience. Strong methodo-
logical conduct.

Structure hosting health Al research,
typically where the health researchers
are based. These can have varying de-
grees of expertise and resources for Al
experimentation and deployment at
scale (e.g., cloud infrastructure, data en-
gineering and data science teams, etc.)

Main experts on Al systems. They come
from the hosting research organization
or from tech companies entering the
health Al space whether big-tech (e.g.,
Alphabet, Amazon, Meta, etc.) or start-
ups.

User of Al tools for whom the system is
designed to generate a benefit (e.g., im-
proved diagnostics, optimized clinical
workflow, etc.).

Can be the same as the end-users, but
not necessarily. Providers of datasets to
train and fine-tune Al models.

Reviewers and authorizers of projects’
protocols and their follow up.

SLHS Policy Brief No. 28

Examples
Clinical, biomedical, public
health, health services re-
searchers

University hospitals, pharma-
ceutical companies, university
departments

Data scientist, Al researchers,
programmers

Patients, clinical practitioners,
healthcare professionals

Patients, healthcare profession-

als, clinicians, data brokers

Cantonal ethics committees
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Stakeholder Description Examples

Regulators and policy- | Authorizers of healthcare solutions, cre- | FOPH, swissmedic, local gov-
makers ators of laws that provide more or less | ernments, local health authori-
stringent oversight, and enforcers of the | ties
civil code in case of harm.

Funding agencies Reviewers of project protocols and pro- | SNSF, foundations, swissuniver-
viders of resources for project develop- | sities
ment.

Scientific publishers Reviewers and curators of project re- | Journals, peer reviewers
sults.

Other stakeholders that could also be involved/impacted: the scientific community at large,
clinical implementers and the wider population of end-users. When health tech startups are
concerned, venture capitalists are funding stakeholders’ to be included.

Landers et al. [27] identified three barriers to responsible digital health in Switzerland, of
which health-Al is a component: (1) Ineffective stakeholder collaboration due to complex in-
terdependence and lack of incentives for joint innovation leads to distraction from user-cen-
tricity (considered central to responsible digital health) in innovation, resulting in slower
progress data-sharing; (2) lack of ethical awareness and resources among digital health inno-
vators in implementing responsible innovation, yet their early-stage design choices have a
long-lasting impact; (3) regulators’ inadequate response to the rapid pace of digital health
innovation creates regulatory uncertainty that hampers innovation and drives out compliance-
focused innovators.

Health research involving an Al system is often criticized for methodological and reporting
issues. Depending on the study type (e.g., clinical trial, diagnostic accuracy study, etc.), it is
recommended to follow guidelines for protocol writing and reporting to ensure the quality of
the study design, its execution, and transparency. Study design and transparency remain cen-
tral in guaranteeing the quality of such studies and efficient evaluation of their outcomes.
Researchers are advised to assess whether specific guidelines are commonly used for their
study type and if extensions for Al-specific reporting are provided [28]. These extensions are
not necessarily oriented towards covering ethical Al use per se. However, they contain multiple
elements of ethical Al assessment, such as bias assessment, reproducibility, early clinical val-
idation, and usability assessments. There might be a need to complement those guidelines
with other measures on non-covered dimensions. It is also important to consider how the study
design itself might negatively influence ethical dimensions (e.g., Randomized Controlled Trials
suffer from limited inclusivity [29]) and how this influence might be reinforced in Al-systems.
An understanding of underlying health inequalities [29] and social determinants of health [27]
could help to proactively account for risk of bias and unfair access to the technology.

The research question will define the purpose of the Al-system. This purpose orients multiple
technical choices, such as the Al model family, the required data and how the new Al system
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would interact with existing systems and workflows. The assessment and reporting on the Al-
system needs to take into account those choices and the risks they might incur. Table 2 pre-
sents a non-exhaustive list of Al-system characteristics and how they could induce ethical

risks.

Dimension

Example risks to ethical Al

Al system maturity Development: Inherited biases and reinforcement of inequities [27][29]; lack

stage

Developers/Al solu-

tion provenance

Type of algorithm

Integration & au-
tonomy level

13/46

of generalizability [19][30]; low clinical validity and superiority/non-inferiority
proofs [31]; imbedding misaligned norms [32].

Implementation: Security and privacy infringement [30]; low usability/under-
standability and inefficient integration in existing workflows [30]; unclear ac-
countabilities for errors [30].

Academia vs industry (e.g., big tech, startups): Low incentives/knowledge/re-
sources for transparency and responsible development [27]; imbalanced ac-
countabilities due to power dynamics among stakeholders [32][33]; loss of
agency and concentration of normative and technical mastery with develop-
ers due to imposed/non-negotiated designs [32].

Country (Europe vs US vs China): Compliance with local and regional regula-
tions due to different approaches to Al governance [33][34].

Discriminative or generative: Inheriting and perpetuating biases from (big)
data used in training [29]; introducing erroneous data/omitting important
data [35].

Model complexity: Lack of robustness (e.g., due to overfitting) or generaliza-
bility (e.g., due to underfitting) [36][37]; limited traceability and identification
of erroneous outputs [36][38][39]; tradeoff between accuracy and transpar-
ency [37][40]; decreased trust in model output due to opacity and inability to
explain decisions [37][41]; overconfidence in predictions [40]; legal compli-
ance issues due to lack of traceability and opaque decision making [24][42].

Deterministic or stochastic: Limited reproducibility of outcomes [31][43];
mis-use and misunderstanding of outcomes impacting decision-making
[16][44].

Background processes or end-user facing: Introducing erroneous data/omit-
ting important data [35]; compromising quality of care due to low integration
in clinical workflows, overwhelming/complex interfaces, or inability to ex-
plain outcomes to patients/health professionals [40][45]; underlying data/pa-
tient privacy [30][40]; overconfidence (automation bias) in model outputs
due to inability to judge clinical reliability and model limitations
[24][29][40]; biased decisions when presentation of model outcomes lack
contextual information on underlying data and its representativeness [46].

Fully autonomous or human oversight: Misplaced/unclear accountabilities for
errors and adverse events [47][48]; low traceability and explainability [48];
perpetuating biases without human corrective measures [43][47]; harm to

SLHS Policy Brief No. 28 www.slhs.ch



Quality assessment for responsible Al use in clinical research

Dimension Example risks to ethical Al

patients/users when not accounting for their current context [43][49]; ethics
dumping [32]; inefficient human oversight due to complex interfaces, opaque
outcomes or lack of knowledge [43][49]; impact to patients/users self-deter-
mination and autonomy when autonomous decisions are not guaranteed to
be aligned with relevant users values [50].

Resources require- Infrastructure and code management: Inefficient integration in existing clini-

ments cal systems and workflows increasing risks of harm [45]; closed-source soft-
ware limits ability to audit [45]; inability to continuously assess, evaluate and
react to Al-system quality and risks due to onerous costs [34][51]; outdated
Al-systems and data management infrastructures increase risks of harms to
end-users and cybersecurity risks [34];

One-time model tuning or periodic: adversarial attacks and malicious data in-
jection [30]; one-time model training would not account for context shifts
(usually reflected in the data) over time while periodic updates may intro-
duce new biases in newly collected data [52]; model efficacy and perfor-
mance might change considerably confusing end-users and/or causing new
harms [16]; loss of compliance with regulations and pre-acquired authoriza-
tions/validation [23][53].

Data manipulation Data preparations: "data leakage [19] by a wrong separation of training and
test datasets; sampling biases.

Features selection: the use of features that are proxies of the outcome; inter-
dependence between test and training observations.

Data Alert

Researchers should be particularly aware of the risks associated with data collection, sam-
pling, or pre-processing strategies and their impact on generalizability, as well as the sensi-
tivity of Al model performance to slight changes in data manipulation. Transparency in
reporting on assessments of "data leakage®, mitigation actions, and data manipulations is
crucial for the reproducibility/replicability of the results. Furthermore, the use of synthetic
data is becoming increasingly common as a means to preserve privacy. Synthetic data re-
quires its own assessments [54].

Finally, the issue of consent for collecting, storing, using, and re-using or re-purposing pa-
tients' or health professionals' data presents new legal and technical challenges, especially
when large datasets are used for training or fine-tuning and when there are requirements to
implement the right to withdraw consent. [24][47][49].
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Many ethical Al guidelines already exist. Jobin et al. identified 84 in total [25], and we found
30 specifically related to health research (methodology p. 44). Another recent review listed 26
reporting guidelines for medical Al [55], yet their practical use remains limited. Despite the
availability of guidelines, researchers often struggle to apply them due to mismatches with
study designs (e.g., fewer tools for observational studies), lack of awareness, and weak en-
forcement, quality evaluation and usefulness [20].

Health research routinely compares and combines study results (e.g., systematic reviews, meta-
analyses). Evidence appraisal is a critical process to evaluate the quality, relevance, and relia-
bility of research findings. Standardized reporting, transparency and reproducibility are crucial
[22]. Nevertheless, the lack of structured quality assessment during Al development, evalua-
tion and implementation may be slowing adoption in clinical practice [24]. We also highlight
here a conflict between the cultures of health research and digital innovation, where the first
is reliant on adherence to guidelines, stability and accuracy while the latter is more tolerant
of ambiguity and an open attitude to risk [27]. These cultural differences can affect stakeholder
expectations and communication.

It is not believed that another framework is needed. Instead, emphasis should be placed on
processes and practices to support the practical application of ethical Al practices throughout
research projects and beyond. An interdisciplinary and flexible approach should be established
and maintained to guide the assessment and reporting of ethical Al use. Such a process would
support adaptation to the evolving nature of health-Al research, ensure stakeholder involve-
ment, and aid in meeting regulatory and ethical requirements.
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The diversity of challenges and their continuous evolution hinder the development of a "gold
standard” and a one-size-fits-all framework that encompasses all aspects of developing and
reporting on health-Al [20][23].

It is recommended to focus on operationalizing the relevant frameworks for the project. This
assumes quality management processes at project and organizational levels to select appro-
priate frameworks, define implementation strategies, and allocate resources for implementa-
tion and maintenance. Even though each organization follows its own project and quality
management philosophy, general process steps often include Define, Measure, Analyze, Im-
prove and Control [56]. Ethical design, development, evaluation and implementation of an Al-
system should follow clinical norms grounded in biomedical ethics and research ethics [29].
In the following, recommendations are offered at project, organizational, and regulatory/policy
levels. Those recommendations do not form a complete set, they only aim to designate initial
areas of action.

It is recommended to integrate ethical Al considerations into all phases of health-Al research
projects. Researchers can then fit their ethical assessments into wider organizational Al gov-
ernance and quality management processes (see 0.1).

Development phase
Collect data and metadata

* Develop/integrate the Al-
system along measures
against ethical Al risks

* Implement internal ethical Al
monitoring and reporting
process

Design phase
Engage stakeholders in
design activities

Initiation phase

*  Form interdisciplinary
stakeholders committee

* Define intended use, clinical
settings, rationale for need &
expected outcomes and
required data

* Design and initiate ethical Al
assessment and reporting
strategy

* Initiate risk management
process

Define end-user
requirements, clinically
relevant outcomes and their
thresholds

Design system workflow and
interfaces

Identify standards and best
practices for data mgt. &
exchange, documentation &
reporting, human-Al
interactions etc.

Plan project development
phase accounting for ethical
Al requirements & standards

Document design, data
processing and development
(in preparation for reporting
and audits)

Translation phase
Assess wider clinical validity
Integrate ethical Al
monitoring in quality control
Plan updates, fail-safe, end-
of-life
Implement logging and
auditing

\4

Evaluation phase
Assess monitored ethical Al
dimensions and plan design
changes and new dev. tasks
Test usability,
understandability and utility
with end users
Prepare external reporting
and publishing

Figure 1 is an example of such integration. An exhaustive list of tasks at each phase was not
included. However, a few priority elements are highlighted.
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Initiation and stakeholder involvement

The initiation phase is separated from the design phase to highlight the importance of early
preparation in ethical health-Al assessment. This phase may start before the official start of
the research project, namely, at idea generation, evidence review (e.g., systematic reviews) and
protocol writing. In this phase, a strong rationale for the use of Al in the project needs to be
established, including its intended use, workflows it would impact, expected clinical outcomes,
and associated ethical risks. An understanding of the breadth of ethical Al risks and what could
cause them is crucial during this phase (including design and conceptualization risks). Early
stakeholder engagement is strongly encouraged [23][29].

Once the project moves toward implementation, a structured approach of involving stakehold-
ers should be established. This includes forming a project management committee represent-
ing key stakeholder groups (see p. 39 for example on composition). The committee should be
involved throughout the project's life cycle in key operational decisions, from design to clinical
translation. This helps to avoid "ethics dumping” [32], where ethical responsibilities are of-
floaded from Al developers, regulators and ethics guidelines authors and dumped on end-users
and local environments. Al-driven treatment decisions must be supported by strong scientific
evidence, and health system stakeholders should approve the development and use of Al to
ensure its clinical relevance [24].

Ethical Al assessment and reporting strategy

An ethical Al assessment and reporting strategy should be designed early. Al based technolo-
gies and algorithms are very diverse and evolving. Each research project involving Al compo-
nents will have specificities and challenges that are likely to be new. A specific assessment of
the relevance and priorities of ethical Al issues for the project needs to be conducted to guide
the selection of definitions, metrics, and techniques [22]. The choice of metrics is not trivial,
as it is important to understand what each metric is measuring and how it can be impacted by
the dataset composition (a typical example is the accuracy's sensitivity to class imbalance in
the dataset).

Standardized outcomes should be used when possible. When not, researchers should explain
clearly how outcomes were derived. Along model performances metrics, clinical outcomes that
enable comparison across studies, with or without Al, should also be reported.

Due to the early stage of regulating and reporting on health Al and the proliferation of frame-
works, a project-specific quality and risk assessment strategy should be developed to evaluate
relevant guidance and plan updates as needed. This ensures comprehensive ethical integra-
tion, facilitates publication and audit-readiness, and improves transparency and evidence qual-
ity. The advisory committee should contribute to identifying key risks, mitigation actions (e.g.,
procedural or technical), and monitoring strategies. Examples of strategy elements organized
by ethical principles are provided on p. 40.

Framework selection and transparency

Commonly used assessment and reporting frameworks for a given dimension of interest,
should be selected whenever possible. A catalogue of main health-Al frameworks identified
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during the literature review has been compiled®. However, not all frameworks are rigorously
validated. While it is common to select frameworks popular within a domain, validated frame-
works with supporting publications should be prioritized. The advisory committee should re-
view validation evidence to assess framework quality and identify gaps. The AGREE-II tool [20]
may be used to asses guidelines based on scientific rigor, stakeholder involvement, applica-
bility, and procedures for revision and monitoring.

To enhance transparency, details about the ethical Al assessment and reporting strategy
should be published as supplementary materials. This can help other researchers undertake
similar efforts and improve the appraisal of study outcomes.

There are many ethical Al assessments relevant to health research and clinical translation.
Their successful implementation depends on supporting components within the research or-
ganization, like a university hospital or R&D department, and broader industry elements such
as scientific publishers and funding agencies.

Financial investment in developing or acquiring a new Al system is substantial [57] and these
decisions are not made by health-Al researchers themselves. A wider assessment of required
resources, real-world clinical impact, and societal, environmental, and reputational responsi-
bilities can only be done by the organizations hosting the research. To maintain this big-pic-
ture view, it is recommended that organizations maintain and professionally manage health-
Al project portfolios. Each project in this portfolio undergoes a set of evaluations by the end
of which a decision must be made on whether to proceed to the next phase or stop/pivot the
project (stage-gate process) [58]. Those evaluations are synchronized with the project life-
cycle phases (see Option 1). Health-Al portfolio management ensures that the highest value
initiatives are prioritized and that these initiatives are aligned with the organization's Al gov-
ernance and data/cyber-security strategies, which usually extend to other types of initiatives
within the organization. The FURM assessment framework is an example implementation of
such a stage-gate process [57]. Figure 2 illustrates how this organizational process coordinates
with the specific project life cycle. The project’s ethical Al assessment strategy and its imple-
mentation are coordinated with the organizational processes. The presence of infrastructure
experts, clinical implementors and quality and risks managers representatives in the project
advisory committee guarantees such coordination.

Furthermore, given the increasing number of research projects involving Al in clinical settings,
it is recommended that organizations build capacities for “ethics as a service” [51]. Some re-

8 https://github.com/elianemaalouf/ethical_Al_evaluation

° "Ethics as a Service" is an Al ethical governance model, inspired by Platform as a Service, that distrib-
utes responsibility across an independent multi-disciplinary ethics board and an organization’s internal
Al practitioners. The board provides the core "infraethics”"—developing an ethical code and defining the
processes for pro-ethical design and audits, while technical practitioners are responsible for the con-
textual application and transparent documentation of these principles in specific algorithmic systems.
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search projects require direct involvement by the organization, for example, projects imple-
menting decentralized federated learning based on collaborations between multiple research
organizations [59]. Organizations can be held responsible for data, cyber, and privacy viola-
tions, affecting their reputation due to scientific misconduct. A proactive ethical health-Al ap-
proach offers better control and positions organizations as pioneers. Regulations like the EU
Al Act advocate risk-informed processes [23] and risk management. It is recommended that
risk and quality management oversee ethical Al assessments and reporting.

Develoy phase

v

Initiation phase ™ Design phase luation phase

lation phase

Problem, need and use
case definition

Model formulation / build
or buy

Usefulness estimates by
workflow simulation

Model training and testing

Deployment on

Financial projections Monitoring

infrastructure

Ethical considerations Organizational integration Prospective evaluation

Stage 1: What & Why Stage 2: How Stage 3: Impact

Figure 2 - Health-Al project life-cycle integrated in FURM stage-gate process [59]

Option 3: Ethical health-Al motivated funding in research and private invest-
ments

Standardizing ethical Al assessment and reporting is an emerging field. Scientific funding bod-
ies should encourage programs that are focused on evaluation science and standards/quide-
lines appraisal, to encourage operationalization efforts (e.g., by incentivising sharing
assessment and evaluation strategies and developed tools), the creation of reference cata-
logues of implementable tools and methods (e.g., catalogue built by Xia et al. [60], book and
python codes by Japkowicz et al. [61]). It is also essential to develop and update guidelines
and to implement well-established datasets and code-sharing concepts [20]. However, it is not
advisable to judge model performance only on "benchmark” contests because such perfor-
mances do not necessarily translate to Al-based science [19]. External validity does not guar-
antee clinical usefulness [62].

Furthermore, research funders'® and scientific publishers have a strong influence in enabling

10 The current disposition of SNSF regarding research projects integrating Al is summarized in the dis-
position "Researchers must assume responsibility".
(https://www.snf.ch/en/LE2hc62fOoNDMoFb/topic/towards-a-responsible-use-of-ai-in-research)

19/46 SLHS Policy Brief No. 28 www.slhs.ch


https://www.snf.ch/en/LE2hc62fQoNDMoFb/topic/towards-a-responsible-use-of-ai-in-research

Quality assessment for responsible Al use in clinical research

ethical health-Al. They should exercise this influence by supporting and incentivizing projects
that show rigorous and structured ethical Al assessments and by enforcing transparency and
reproducibility requirements and enabling them (e.g., provide guidance on recommended re-
porting frameworks, on data and code sharing tools, or by creating reproducibility challenges
such as https://reproml.org/). Heil et al. [63] proposed a reproducibility standard with 3 degrees
of “bronze,” “silver,” and “gold” with requirements to meet for each (“bronze” represents the
bare minimum and “gold” represents full automation via containerized applications) [20][63].
Publishers should also support their reviewers in assigning a reproducibility label for the re-
viewed studies, which could be made visible on the published article page. When creating and
managing such labels, it is important to keep in mind that it might be difficult for peer-review-
ers to actually assess reproducibility [19] or there might be legitimate reasons for not sharing
data and codes. Providing a forum to share reproducibility efforts performed by the community
could be a step toward engaging the research community in this. When possible, researchers
on a project should also invite external researchers and ask them to attempt to reproduce the
work [19][24][31]. Reproducibility researchers should be recognized in the community by mak-
ing their contributions more visible, along the classical contributions they helped assess. It is
important for researchers to define reproducibility clearly and establish standards that encom-
pass not only computational reproducibility but also the accuracy of the findings [19]. This
might require a cultural transformation in research, refocusing on transparency, quality and
exhaustive documentation over the rush of publishing [20].

To control overoptimism with regards to Al capabilities, a research agenda to investigate effi-
cacy of Al methods across scientific fields could also help to support better the debate on what
can be realistically expected from the predictions of those models [19].

Establishing roles and responsibilities for monitoring Al performance and ensuring accounta-
bility is crucial to prevent and address any negative impacts [22][29]. Ethical risks can also
arise from the failure to provide necessary frameworks, usage agreements, and best practices
for the implementation and evaluation of Al tools [32]. However, technical expertise is re-
quired to translate legal requirements into actionable measures [64]. Regulators and research
ethics boards were generally ill-equipped to evaluate Al-centred research studies [77][16] ad-
equately. Recent revisions to the Swiss Human Research Ordinance!! require strengthening IT
expertise in ethics committees with at least one member with specialized knowledge in
health-related information technology, however, there are still no studies verifying the bene-
fits of this addition. The nature of Al-systems requires periodic updates to their weights and
the software/libraries. This adaptive nature adds complexities to the regulation process,
namely for previously authorized health-Al technology. Regulators would need to adapt to the
possibility of updates without requiring new certifications/authorizations [24] but considering

1 https://www.fedlex.admin.ch/filestore/fedlex.data.admin.ch/eli/oe/2024/60/fr/pdf/fedlex-data-ad-
min-ch-eli-oe-2024-60-fr-pdf-1.pdf#page=43.08
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accelerated authorizations for previously authorized tools, for example based on a previously
authorized “Change Control Plan” similar to the FDA’s*2,

Recommendations for increased agility in the regulatory process are reiterated [65]. This agil-
ity should be enabled by a set of actions such as: reinforcement of regulatory science [27]
supported by knowledge and capacity building [65] and a nation-wide regulatory competence
centre [65]; wider stakeholder involvement in the co-creation of regulations [65]; encourage-
ment of "self-regulation” [27] by shifting the focus from innovation alone and placing more
emphasis on the credentials of innovators and incentives to take responsibility; and the adop-
tion of a proactive stance toward innovation, through continuous monitoring of new technol-
ogies [27].

Public-private partnerships should be initiated by regulators and policy-makers to establish
"Al assurance laboratories" [66] for independent audits of critical applications and health re-
search projects involving Al. These networks can also provide technical consultation during
regulatory development, helping translate guidelines into practical actions. In coordination
with research organizations, those laboratories could support "ethics as a service" expertise,
pooling financial and technical resources to enable regular assessments and reporting. This
coordination should also guide the establishment of a criticality classification for health-Al
and define appropriate audit frequency and modality (e.g., third-party vs. internal).

12 https://www.fda.gov/medical-devices/software-medical-device-samd/predetermined-change-con-
trol-plans-machine-learning-enabled-medical-devices-guiding-principles
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The Swiss regulatory context on Al is advancing. On the one hand, this is encouraging because
the laws are evolving towards more explicit requirements for the ethical use of Al. On the
other hand, however, this transitory phase can also be confusing to navigate for researchers
until clear standards and specific guidelines are consolidated and recommended.

A reactive approach is strongly discouraged, and a proactive attitude toward ethical issues is
encouraged. The current transition period should be used as a learning phase to build expertise
in these areas. This proactivity is viewed not only as the responsibility of individual researchers
but also as a shared obligation across all health research stakeholders to ensure the quality of
scientific evidence and the safety and benefit of patients and health professionals.

In this section, the main challenges to implementing the overarching options for actions (see
previous section) are presented, and some initial initiatives to facilitate their implementation
and maintenance are proposed. These are summarized in Table 3.

Challenge Facilitating initiatives

Inefficient communica- | In the short term, researchers could conduct early consultations with
tion/coordination between | stakeholders during the project design phase, especially for projects
stakeholders' expectations | likely to involve complex changes to clinical workflows and/or patient
and needs healthcare modalities. Health research organizations could create per-
manent forums to recruit stakeholders for discussions and consulta-
tions on critical health initiatives, gathering beliefs, perceptions,
expectations, and refining understanding of end-users' needs.

In the long term, academic institutions should integrate education
about Al into the curricula of clinicians and health researchers to in-
crease understanding of the technology use, its Llimitations, and its de-
velopment cycles [67]. Al developers working in healthcare should be
mandated and certified in health research ethics (e.g., GCP certifica-
tions). Interdisciplinary master curricula combining technical, scientific,
and ethical training would benefit future research project managers.
Such education promotes a unified language and improves collabora-
tion.

Regulatory transitory pe- | Ethics committees should propose a set of recommended documents

riod limiting availability of | to provide, in addition to the usual documentation required, when sub-

clear assessment require- | mitting a health-Al research protocol. This documentation could in-

ments clude the following: a clear rationale for Al use; existing baselines (why
they fall short and what are clinically relevant improvements on those
baselines are sought after); initial assessment (and impact on existing
workflows) of the clinical context and cost-benefit simulations; a pro-
posal of ethical Al assessment plan including initial quality and risk
assessments and mitigations (on a subset of priority dimensions, for
example, bias sources, privacy risks, harms/errors sources, end-users
involvement throughout the project). Recently updated swissethics
guidelines cover many of those aspects.
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Challenge

Lack of clarity on who is re-
sponsible for Al system val-
idation and the modalities
of this validation

23/46

Facilitating initiatives

Health research organizations could provide support by operationaliz-
ing and internally standardizing this documentation by allocating data
scientists, data engineers, and quality analysts to support researchers
on projects, enabling them to efficiently and thoroughly identify and
respond to those requirements. Such involvement from the organiza-
tion, as early as the design phase, is necessary to inform and budget
project and operationalization phase needs, while ensuring that im-
pactful initiatives are adequately supported and led.

Researchers on the project themselves should remain critical of Al's
potential and uphold their ethical responsibility and scientific integrity
as a quiding principle. If they are not equipped with the necessary tools,
they should not shy away from asking for support from their organiza-
tion and request specific measures from the Al developers to support
the ethical assessment they need to implement. We advise to look at
the diverse set of possible assessments on p. 40, and references
therein.

If the system is being developed and integrated into the same organi-
zation, then during the development phase, the responsibility should
be shared between the development team and the operational team.
The development team naturally focuses on the performance and usa-
bility of the system while the operational team would be focused on
integration questions and standardizing interfaces with other systems
(e.g., data exchange standards implementation, cybersecurity risks as-
sessments).

After development, the organization integrating an Al system into their
workflows is primarily responsible for its maintenance, similar to other
digital systems. Al systems require more frequent updates, both to the
weights and the coding libraries, which involve specialized activities
and knowledge of potential new risks (e.g., performance degradation,
emerging security threats). A team of data scientists and data engineers
should be available to carry out these updates and continuously assess
their impact. Furthermore, given the critical nature of the Al system and
its level of integration, the organization should be responsible for con-
ducting at least internal audits (to prepare for potential external au-
dits), with the frequency depending on the risk level.
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We performed individual consultations with 7 participants belonging to the stakeholders’
groups of: regulators & policy makers, ethics committees, health-Al researchers, funding agen-
cies. Those interviews brought updates and specifications to elements discussed in the previ-
ous sections.

Evolution of the regulatory context

At the time of writing this brief, there was no overarching regulation specifically dealing with
Al. In February 2025, the federal council announced®® * its intention to ratify the Council of
Europe’s Al Convention® and amend the Swiss law by defining the necessary legal measures,
particularly related to transparency, data protection, non-discrimination and supervision. The
council mandated federal offices to submit a bill on Al regulation for consultation as well as
an implementation plan for legally non-binding measures by end of 2026 7 18,

A federal sectoral survey identified that the Federal Office of Public Health is currently devel-
oping a comprehensive overview of the potential use of Al applications, their general themati-
zation and their regulation, considering the development of technical standards [72]. The
survey mentioned the impact on Swissmedic's monitoring activities and potential requirement
for an adaptation of the law due to the use of Al in medical devices [72], although it was not
clear whether the impact mentioned is a general perception of Al's impact on the authorization
process or whether it was referring to the context of adaptation to the EU Al convention. In
fact, 12 product categories with Al components, including medical devices, will require a dou-
ble conformity assessment before entering the European market starting August 2027 [73].
This fact might force Switzerland to review its product regulations for these products sectors,
to conform to the EU Al Act and to consider expanding the Mutual Recognition Agreements
with the EUY? [73].

The upcoming development of the Swiss Al regulation will honour a set of regulatory princi-
ples, namely, conductivity to innovation for business and research, upholding fundamental
rights as basis, and pursuing a principle-based technology-neutral and competition-neutral

13 https://www.admin.ch/gov/en/start/documentation/media-releases.msg-id-104110.html
# https://www.bakom.admin.ch/en/artificial-intelligence

15 https;//www.coe.int/en/web/artificial-intelligence/the-framework-convention-on-artificial-intelli-
gence

16 https://www.bk.admin.ch/bk/en/home/digitale-transformation-ikt-lenkung/bundesarchi-
tektur/kuenstliche_intelligenz.html

17 https://www.bj.admin.ch/bj/fr/home/staat/gesetzgebung/kuenstliche-intelligenz.html

18 The relevant documentation summarizing these investigations are listed in : https:;//www.bakom.ad-
min.ch/en/artificial-intelligence

19 https://www.seco.admin.ch/seco/en/home/Aussenwirtschaftspolitik_Wirtschaftliche_Zusam-
menarbeit/Wirtschaftsbeziehungen/Technische_Handelshemmnisse/Mutual_Recognition_Agree-
ment_MRAO/MRA_Schweiz_EU.html
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legislative approach [73]. The intended objectives of such regulation are to guarantee contin-
ued access to the EU market for Swiss products integrating Al components, maintaining Swit-
zerland as an innovation location, safeguarding fundamental rights and strengthening public
trust in Al [73]. In supporting innovation under this upcoming legislation, the overview in [73]
proposes different measures such as legislative sandboxes, industry-specific codes of conduct,
Al strategies by the economic sectors or scientific endeavours. However, it remains to see
which of these measures will be adopted in the Al bill or the implementation plan. It is im-
portant to mention as well that each canton will define the implementation of such Al bill in
their jurisdiction; however, we did not extend our analysis to the cantonal actions.

In the meantime, and until it becomes clear which laws will be impacted?, the current federal
legal framework responds to potential issues caused by misuse of Al. In the context of health,
health professionals and their employers bear responsibility of the outcomes of using an Al-
integrated instrument in the clinical practice, in the same vein of using other instruments. It
falls on the health professional to assess the adequacy of the use of the instrument in the
clinical context. This assumes the ability of the professional to make such assessments based
on communicated information declared by the producer/developer of the Al-integrated instru-
ment, namely information about training and validation processes and demographics covered
by the data. It is not clear how such assessments are currently happening in practice. In gen-
eral, the Swiss civil law and liability law are the basis for managing litigations that might arise
in the context of using Al in clinical practice. Extending responsibility to manufacturers, pro-
ducers or importers is governed by the Product Liability Act in case a defective product causes
harm.

In health research, recent reviews to the Federal Act on Research involving Human Beings and
its ordinances?, ICH Good Clinical Practice?? and the declaration of Helsinki?® introduce or re-
inforce dispositions related to consent for data reuse, data security and participants privacy
and safety, risk-based approach to research conduct, increased use of digital tools and in-
creased data analysis requirements. Those reviews are naturally relevant for oversight of
health-Al in research. We recall that health-Al research should conform to the same ethical
guidelines and laws as other health research projects involving humans?‘. The ethics commit-
tees’ approval for health-Al projects follows the same approval process as other research pro-
jects. In their submitted protocols the researchers are now required to answer a list of
questions pertaining to “issues to consider”?, such as, justification of the use of the Al method
and data sources, Al's model risk assessment, impact of errors, bias assessment and mitigation
measures, data security, accountability and liability in case of harm, etc. Health researchers

20 The legal analysis in [74] details the specific laws and their readiness or shortcomings in preparation
for the adoption of the EU Al convention and the EU Al act.

2 https://www.bag.admin.ch/en/requlation-of-human-research-in-switzerland
22 https;//database.ich.org/sites/default/files/ICH_E6%28R3%29_Step4_FinalGuideline_2025_0106.pdf
2 https://www.wma.net/policies-post/wma-declaration-of-helsinki/

24 For a complete list of legal and ethical guidelines to abide by: https://www.easy-gcs.ch/grid/yecs/de-
velopment/ethics-and-laws.html

2 https://swissethics.ch/assets/pos_papiere_leitfaden/web_swissethics-position-statement_issues-to-
consider-in-research-involving-ai_v1.0.pdf
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should also abide by the Federal Act on Data Protection given the sensitive nature of health
data they collect or reuse.

For completeness, Swissmedic emitted guidelines for the use of Al in medicinal product de-
velopment?®. Depending on the declared “intended purpose” and risk class of the Al-integrated
instrument, the instrument might be categorized as medical device?” and would have to com-
ply with a specific set of regulations?. Although the authorization process differs between
medicinal products and medical devices, both are subject to market surveillance. We were not
able to assess in this work the impact of the different forms and levels of Al use on the author-
ization process. In research, the situation differs whether the project is intending to use a
medical device, including software types of devices, or whether the project is investigating/de-
veloping the device. In the approval process, ethics committees and Swissmedic will assess
whether the device is already authorized (e.g., CE marked), whether it will directly impact par-
ticipants, etc.”. This process remains valid with Al-integrated software/medical devices today.
We could not assess whether this process might be impacted by the upcoming federal regula-
tions.

With this short update on the regulatory situation, we complement the situation presented in
the policy brief text. However, this review is not exhaustive and we encourage the reader to
further consult the provided pointers or to consult with legal experts.

Importance of reinforcing scientific integrity principles and participants protection

Regulatory evolutions are an explicit acknowledgment and response to the challenges brought
by Al use and its pervasiveness, in health or otherwise. Although the technology itself, given
its accelerated pace of development, hype, complexity and potential systemic impact, warrants
particular attention and possible specific measures, it is important to remember that the con-
text, health research for example, in which the Al technology is being used or developed, is
not necessarily new and many of its aspects are already regulated. In health research, respect
of the dignity and safety of participants as well as scientific integrity*® are key basic principles
honoured by ethics committees and funders and anchor the fulfilment of their duties in periods
of technological innovations. Although new rules might not be needed, funders such as SNSF

26 https://www.swissmedic.ch/swissmedic/en/home/humanarzneimittel/authorisations/artificiel-intelli-
gence.html

7 https://www.swissmedic.ch/dam/swissmedic/en/dokumente/medizinpro-
dukte/mep_urr/bw630_30_007d_mbmedizinprodukte-software.pdf.down-
load.pdf/BW630_30_007e_MB%20Medical%20Device%20Software.pdf

28 https:;//www.swissmedic.ch/swissmedic/en/home/medical-devices/regulation-of-medical-de-
vices/neue-eu-verordnungen-mdr-ivdr.html

29 See «Decision tree for approval applications» in: https://www.swissmedic.ch/dam/swiss-
medic/en/dokumente/medizinprodukte/mep_urr/bw600_00_015d_mb_klinische_ver-
suche_mep.pdf.download.pdf/BW600_00_015e_MB_Clinical%20investigations%20with%20medical%20
devices.pdf

30 https://www.snf.ch/media/en/LlogiKBPPwpCrszc/Kodex-wissenschaftliche-Integritaet-en.pdf
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and their European partners??, are considering updating their communications about the prin-
ciples of scientific integrity, namely transparency and reproducibility, in relation to research
developing or integrating Al-tools. There exists a need to re-explain and agree on feasible and
actionable guidance to researchers on those aspects.

Researchers are not only developing Al-tools in the context of their research projects. They
are also using them in their daily writing tasks. Funders, such as SNSF, and publishers are
perceiving a positive impact on the quality of submissions ‘redaction from non-native English
speakers reducing their barriers to entry to funds and increasing equity among researchers.
Although a general increase in the number of submissions is observed in recent years, this
increase did not spike with the use of generative Al in the writing process. A shift started more
than 10 years ago in funders ‘evaluation processes, with the Declaration on Research Assess-
ment>2 and other initiatives, to shift from indexes and impact factors-based evaluations into
narrative CVs with a limited number of publications that can be verified for relevance to the
project by reviewers, favouring quality over quantity and helping to manage this increase in
submissions. Emphasising originality instead of novelty as a characteristic of excellent re-
search® is also a way to encourage replication works and alternative tools to solve research
questions.

Overall, the researchers remain ultimately responsible for following the code of conduct of
scientific research and of honouring all regulations relevant in their context. Although we en-
courage proactive self-regulation, the report in [73] deems it to be insufficient to meet the
obligations imposed by the EU convention on the incoming Al bill and government measures
would still be needed.

Importance of building modern data infrastructures to face implementation challenges

Data infrastructures ensuring secure and interoperable health data exchange in the Swiss
health system are still work in progress. The Digisanté** program, led by Federal Office of
Public Health and the Federal Office of Statistics and started in January 2025, contains 50
projects to promote digitalization in the Swiss health system. The program will run for 10 years
with the core objective to build a Swiss Health Data Space®, a technical architecture support-
ing a unified data model with standardized interfaces for interoperability, unique identifiers,
semantic structuring and support for plugging-in digital services. The program also intends to
build the necessary legal frameworks for such infrastructure viability. One stated overarching
objective of Digisante is enabling secondary data use for scientific research. It is widely rec-
ognized today that training or updating Al algorithms requires large amounts of data, many of
which would fall under secondary data use because they were collected for other purposes
during routine clinical and administrative work or during previous research projects. Research

31 https://www.scienceeurope.org/our-priorities/artificial-intelligence/working-group/
32 https;//sfdora.org/

%3 https://www.snf.ch/en/tf8nnJBdUJPCYODL/topic/the-snsfs-model-of-excellence

** https://www.digisante.admin.ch/fr/programme

5 https://www.digisante.admin.ch/fr/espace-donnees-sante
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projects are required to guarantee informed consent®® for primary and secondary data use. The
Digisanté architecture includes a module for “consent management”, however, it is not clear
yet what type of functions this module would serve and whether its implementation and use
would require regulatory modifications.

Although seen as an important enabler for health system innovations, secondary health data
use still faces important challenges in Switzerland. A recent issue paper [75] extensively ana-
lysed this topic. Unclear and fragmented regulations across cantons, increased risks and un-
clear benefits for sharing in data holders’ institutions, blurring between risk and responsibility,
lack of common technical standards and alignment on governance, among other challenges,
cause risk aversion to data sharing in institutions. The issues expressed in [75] are interrelated
with health-Al and might carry over during the future implementation of the Swiss Al bill, and
specifically to responsible Al use and assessments both in terms of risks and quality. In es-
sence, we borrow the recommendations by the author in [75] and see them equally relevant
to responsible health-Al: support to institutions willing to spend resources on guaranteeing
responsible-Al implementation during research or in production, encourage communication
about the importance and the benefits to society from those efforts, provide a clear coherent
regulatory framework consistent between federal and cantonal implementation but also co-
herent among cantons, propose technical guidelines to support faster operationalization ef-
fort, provide forums for experience sharing and technical training. We further agree with the
author in [75] on the importance of a holistic and synergistic view of regulating data privacy,
data use and, we add, Al oversight. These areas have pervasive impacts on populations’ safety
and public resources management, but also potential benefits and their challenges are not
independent from each other. Data is an asset and it gives a competitive advantage when
analysed and acted upon. We speculate that incentivizing for data sharing will become harder
- another reason to encourage synchronizing efforts to solve for, what we see, as systemic
challenges. Maybe health research, with or without Al, would suffer to a lesser extent from
data reuse hurdles by their bounded scopes and their specific provisions (although three use
cases in public health research [76] illustrate difficulties that are probably very common). Nev-
ertheless, we expect long term consequences in hindering implementation and integration in
production which would require significant additional infrastructure work.

Translating Al-based research into the clinical setting could face practical regulatory and in-
frastructure challenges. Al-based clinical tools might fall in the software as medical device
category, based on their «intended use». Research organizations Like university hospitals might
not be equipped to manage such categorization with its legal, quality and technical require-
ments. Integration might face limited IT readiness to automate an Al-algorithm in production
which might require developing specific operationalization infrastructure and integration in-
terfaces with existing warehouses and databases. Those developments might be done with
open-source code that are not necessarily managed by the institution’s IT department increas-
ing information security risks. Institutions’ existent software might be lacking tools (e.g., APIs)
to support integration and automation in the first place. Lack of resources (e.g., budget, qual-
ified personnel, tools) for sustainable exploitation and maintenance of the Al system once in
production limits the achievement of long-term benefits of the integrated tool and increases
infrastructure and information security risks.

36 https://www.edoeb.admin.ch/en/human-research
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Although no specific technical guidance exists today for implementing responsible-Al in
health, researchers need to be aware of and favour the use of methods and tools with technical
and formal guarantees, responsible by design. For example, in the context of privacy, the cur-
rent standard approach in multi-centric research is to anonymize the data and centralise it in
a Trusted Research Environment®’. Federated learning removes the need for transferring data
by transferring model weights trained in a decentralized manner at the data source. The gen-
eration of synthetic data to train models instead of the real data avoids membership or attrib-
utes inference attacks or data reconstruction risks that can be gleaned from model weights
trained on real data. Although federated learning and the use of synthetic data are the state
of the art in privacy preserving technologies, their clinical utility compared to the standard
approach?®® still needs to be proven in real-world comparative studies. Furthermore, interpret-
ability by design is also more favourable than ad-hoc explainability tools since those tools
depend themselves on modelling assumptions that cannot necessarily be verified. It also mat-
ters to account for the actual clinicians’ need for explainability when interpreting and using
Al-based recommendations. There is clear need by clinicians to trust the reliability of the pre-
dictions or the recommendations, by gauging an information about the uncertainty of the
model, without necessarily a need, neither interest, in understanding the inner workings of a
model. These inner workings might still be important for developers to apply diagnostics as-
sessing the model behaviour, but such diagnostics are not necessarily relevant for clinicians.
Traceability in a multi-agentic approach would still be important to clinicians to understand
the chain of tools and intermediate system calls that lead to a given recommendation. Testing
for fairness by comparing model predictions in demographic subgroups to the overall model
predictions metrics could also be made commonplace methods to assess risks of bias. Improv-
ing fairness could also benefit from synthetic data to rebalance ill-represented groups in the
dataset.

Responsible technology by design is still largely in the research domain and would benefit
from assessments in realistic clinical settings to inform recommendations and standardization
efforts. Although regulations have to remain technically neutral, we believe that regulators
and policymakers can encourage the creation of technical forums, consortia or conferences to
tackle technical guarantees and emit such guidelines that are adequate to the Swiss context*’.
Standards might also already exist; those forums can provide guidance on how to implement
them or how to fill their potential gaps.

An important part for controlling risks in transitioning to secure infrastructures is post-market
surveillance. A categorization as a software as medical device would warrant surveillance by
Swissmedic, although, we have currently no information on how this process would be
adapted, if any, to Al-use. However, when the Al-tool does not categorize as a device, there is

7 For example BioMedIT(https://www.biomedit.ch/), which still requires setting up data transfer and
processing agreements and providing security guarantees at the central depot

38 For example, generating privacy preserving synthetic data involves applying differential privacy meth-
ods that add calibrated noise to the real data. This addition could bias the model outcomes trained with
synthetic data and structured validation is required to assess this bias.

% For example in an implementation act, similar to what the EU does by citing a standard in the Official
Journal of the EU after completing a standards assessment for its conformity with the regulation. See:
https://artificialintelligenceact.eu/standard-setting-overview/
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a risk of it not being assessed for bugs, behaviour shifts, and updated adequately if no specific
resources are assigned for such tasks. Furthermore, publicly available tools, without any form
of oversight, could still be used in clinical settings although without authorization. Anecdotal
evidence refers to doctors/nurses sharing patients’ data via WhatsApp because it was easier
and faster during remote visits or chatting with chatGPT about a patient ‘s case during consul-
tations. The extent to which patients’ data is shared cannot be controlled with accessibility to
such public tools from a multitude of platforms. Those forms of Al, that do not fall in the usual
categorization might still pause risks to patients ‘safety and privacy. We believe that the health
ecosystem should consider these situations as sources of risk and apply measures of education
and adequate technical restrictions to detect and avoid them.

The state of technical standards and certifications

The EU requested the creation of standards that are conform with the Al-act, and for the high-
risk applications in which conformity assessments would be required. Many documents are
being drafted and seem to be behind schedule*°. Regardless, coordinated efforts between CEN
and ISO/IEC* are the most advanced in this regard to date. SNV*? is the National Standards
Body representing Switzerland in those committees and would be responsible to adapt those
standards to the Swiss context. These standards form a framework for the responsible devel-
opment and deployment of Artificial Intelligence, with a strong focus on aligning with the EU
Al Act. The drafts establish terminology and concepts, Al risk management, functional safety,
and a detailed trustworthiness framework encompassing logging, transparency, accuracy, and
robustness. Significant emphasis is placed on ethical and societal concerns, with dedicated
guidelines for managing bias, conducting human rights impact assessments, and defining com-
petence requirements for Al ethicists. Finally, the standards solidify the infrastructure for com-
mercial and regulatory compliance through documents on quality management systems,
conformity assessment, and specific evaluation methods for systems like computer vision and
natural language processing. Although Al standards would drive harmonization, their devel-
opment process is criticized** as gameable by big technology companies and driven by politics
with little influence of independent experts and civil society. Organization hosting health-Al
research should follow on these efforts, especially, in relation to translational projects that
have a high chance of being implemented in clinical contexts.

Standards bodies rely on certification labs to perform necessary evaluations assessing an Al-
product conformity with a given standard. At the current stage of standards development, it is
not clear what those evaluations would exactly entail for health-related applications. In gen-
eral terms, an evaluation process will first define the dimensions on which the Al-based tool
needs to be evaluated, define metrics for each of those dimensions and their target values,
perform a power analysis based on a chosen margin of tolerance for each metric’s value to

40 https;//standards.cen-
cenelec.eu/dyn/www/f?p=205:22:0::::FSP_ORG_ID,FSP_LANG_1D:2916257,25&cs=1827B89DA69577BF
3631EE2B6070F207D

41 https;//www.iso.org/sectors/it-technologies/ai

42 https:;//www.snv.ch/en/information-on-standards/which-subjects-can-i-contribute-to/details-of-
committees/nk/nk-149.html

43 https://corporateeurope.org/en/2025/01/bias-baked
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define the amount of data to collect for metrics® estimation, collect the necessary data, esti-
mate the metrics and compare estimates to their target values. Important to note here that
evaluation data is different and separate from the Al-model training data. In fact, certifications
assessment might not require access to the model’s data nor model weights, unless a specific
assessment is required on the data that was used in the training. Naturally, assessing more
dimensions with varied categories increases the requirements on evaluations ‘data collection
(e.g., assessing fairness might require collection variables of gender, age, social group, etc.). A
certification lab would emit a certificate that would be valid for a given period of time and the
assessment is renewed to renew the certification. Given the diversity of health-Al applications
and their specificities in their context, third-party certifiers, such as the certification labs, could
only assess and certify certain aspects. Self-assessments would still be needed to prove con-
formity with local regulations and specific applications ‘claims and risks. Mirroring EU Al act
requirements, self-assessments require maintaining a quality management system and a de-
tailed technical documentation on data governance, risk management, transparency, human
oversight, etc. Health organization hosting Al-based tools might not have qualified data sci-
entist who are also versed in quality management in order to perform those internal controls
on-premises. We believe that those human capacities would be important to build in health
organizations not only to assess newly developed health-Al tools used in clinical practice but
also to practically assess external manufacturers’ claims on the performances of algorithms
integrated in their devices. We expect, in the long run, that such Al quality assessment capac-
ities would improve patients ‘care and limit costs.

Limitations of the current work

The scope of the brief was large, which allowed us to have a wide overview on the dimensions
of the problem. However, this wide scope was impossible to fully cover by our consultations.
For example, we were not able to reach Swissmedic in time but their insight on Al-based med-
ical devices would have been crucial, cantonal representatives would have been informative
on practical aspect of upcoming legislation adaptations at cantonal level and their related
enforcement challenges. We also were not able to reach hospital governance and other health
organization implementing and working with health-Al projects to assess their current chal-
lenges and the expected change they foresee in the future on their operations. We also did not
reach to health professionals interacting with Al-based recommendations to assess the views
and challenges. We suggest that future works take a complementary approach to ours and
target specific dimensions of the overarching issues we distilled in this brief in order to im-
prove on our suggestions and validate their operationalization and actionable potential.

The conversation about ethical Al quality and risk assessments seemed too early in some cir-
cles and many stakeholders are in the process of building experience and learning from early
developments. Nevertheless, we still believe that a proactive approach is useful here and early
assessments and communication about this topic are important. Extending involvement to
health professionals and patients to clarify expectations, education on risks of over reliance
on Al-based tools before secure guardrails are put in place might help minimize risks. Remind-
ing Al developers of the importance of making ethical design choices and health organizations
of their role in enabling such choices in practice help make structured assessments common
place. Other risks are also important to introduce early in the conversation, such as environ-
mental impact, impact on equity and access to health technology, etc. An approach to contin-
uously monitor those issues and their evolution, clarifying them and initiating solutions to act
on them would be beneficial for health-Al science and for society in general.
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The committee could include the following members, along examples of their potential in-
volvement:

- Scientific principal investigator (typically a health researcher): effectively the project man-
ager and the responsible for all aspects of scientific and methodological conduct related
to the project.

- Al developers/integrators/experts lead: depending whether the Al-system is being devel-
oped from scratch for the project or an existing tool is being assessed, these representa-
tives would be responsible for the technical aspects of the Al-system implementation, the
automation of tasks (e.g. model training/updating) and data assessments. They also sup-
port in selecting and implementing the correct ethical-Al assessments metrics for the pro-
ject.

- Legal advisor and ethicist: to validate that the legal requirements and legal risks are being
tracked and managed.

- Representative of Al system end users: to challenge the project conduct from the point of
view of the final users, to confirm that end-users’ perspectives are being heard and their
needs and expectations are considered in a timely manner throughout the project. They
participate into the requirements definition/consultations as well as the interfaces designs
and validations.

- IT/information system/infrastructure experts: to help in assessing infrastructure require-
ments for implementation/integration phases (even if those phases are not central to the
research project itself, these members can help in early cost-benefit assessments). They
would also help in the integration aspects by supporting with data engineering efforts,
data structuring/management and general management and provision of computational
resources.

- Clinical implementors representative: they also need to be involved early in the design of
the project in order to assess clinical assessment and integration requirements from the
clinical workflows’ points of view, required change management and the practical limita-
tions the project will be faced when routinely collecting and updating the model. Their
input informs the scope of the project, design choices, costs estimation, etc.

- Quality management representative: to inform and guide on the overall risk management
and correct reporting practices. These are the representatives of the research organization
hosting the research project, which support in standardizing assessment strategies, report-
ing on them internally and externally. They also support in sustaining those assessments
beyond the lifespan of the research project and into the operationalization of the Al-system
when needed.
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Ethical Al principle

Usefulness, Usability &
Efficacy
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Examples of assessment and reporting topics

Clear definition of the health/clinical problem and its context [24]; in-
volvement of end-users and relevant stakeholders to assess needs and
why current approaches are not enough [24], definition of the Al-sys-
tem goal and clinical success criteria [24].

Cost-benefit feasibility check accounting for costs of developing,
maintaining and managing the risks and changes induced by the Al
system integration [24]. Perform live clinical test to ensure safe and
effective use focusing on understanding the Al-system functionality
and workflow impact [24].

Sample size computation when available for the planned Al model, or
evaluate the learning curve of the planned Al model on a similar pub-
licly available dataset to make the sample size estimation [24]. It is
important to survey existing literature on the topic and back claims on
sample size selection from existing literature and specific simulation
studies. Comparison with simpler models might also be helpful here.

Data preprocessing steps documentation for data splits (e.g., into
training, tuning and test), data augmentation, outliers’ management,
variables/features transformations, standardization, missing data
mechanisms and handling [24]; document software/libraries used.
Take particular measure to avoid "data leakage" [19] which leads to
overoptimistic model performance. Collaboration with experts is ad-
vised [24].

Internal validation to assess how the Al-system performs on new data
from the same distribution as the training data [24]. Assessments of
discrimination (e.g., with area under the curve), calibration (e.g., calibra-
tion plots). Rational for metrics choices and their significance thresh-
olds [24]. It is recommended to select those thresholds with clinical
experts. Document variability and uncertainty quantification (e.g., con-
fidence intervals).

Decision curve analysis to assess clinical utility and expected improve-
ments to patient care [18][24][70]. Site-specific validation before de-
ployment and recurring local validation after deployment (MLOps) [62].

Assessments of risk of overfitting on training data and document im-
plemented measures to avoid this risk, knowing that the dataset might
be fixed in size (e.g., dimension reduction, regularization, feature selec-
tion) [24]. It is recommended that feature selection be guided by do-
main expertise [19].

External performance evaluation and generalizability assessment to
check how well the Al-system works in settings different from where it
was created [24]. Compare the new model/system performance against
reference/simpler/classical/explainable models' performances or com-
mon practices [18].
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Ethical Al principle Examples of assessment and reporting topics

Document the Al-system interface design ensuring end-users under-
stand the Al purpose, its outcomes and are provided with facts labels
with technical details and limitations explanations, could send feed-
back and request reviews [24]. Perform and document usability testing
[24].

Impact studies to compare outcomes between groups exposed to the
Al-system and those following the current standard/tool [24]. The out-
comes of these studies are diverse: clinical and patient-reported out-
comes, cost-effectiveness, decision-making changes, and patient
experience [24]. Decision Analytical Modelling can provide early esti-
mates of clinical utility before a full impact study. Multiple reader
multiple case study designs can measure Al's effect on decision-mak-
ing which will be necessary knowledge for any future clinical imple-
mentation [24]. Communicate the results of impact studies to the
wider stakeholders’ community (i.e., healthcare professionals, adminis-
trators, policymakers).

Silent evaluation [29][71]; prospective clinical evaluation [29][71] in
the form of randomized controlled trials, stepped-wedge, before-after,
and observational studies [24].

Human judgement is often used as baseline for comparison. Yet, human
decision making could be flawed. Noise audits help assess noise in hu-
man judgment [21].

Preview necessary education for end-users to use the Al-system cor-
rectly. It also concerns regular trainings to all stakeholders to cover
general Al knowledge, assumptions, limitations, legal aspects, risks,
benefits, decisions understanding and assessment, automation bias,
security breaches, etc. [24]

Fairness, Equity & Bias | Datarepresentativeness of the target population and healthcare setting

Management [24]; detailed information on collection time, location, population traits
and inclusion/exclusion criteria used and document any differences
from the target population [24].

Assessment of data quality [21] via checks for missing data, measure-
ment errors and their causes; definition of measurement tools; reports
on data quality risks and their impact on predictions and validations
[24]; details about the labelling process (if any) and assessment of la-
bels quality and variability/reproducibility between labellers [24].

Document choice of fairness definition given the Al-system purpose and
the corresponding metrics for this definition [24]. Provide a "Fairness
Statement" to project stakeholders for review and acceptance [24].

Document bias assessments and mitigation strategies [24]. Diverse
stakeholders involvement in the design and regular assessment of fair-
ness throughout the project [24].
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Ethical Al principle

Safety & Reliability

Transparency, Intelligibil-
ity & Accountability

42/46

Examples of assessment and reporting topics

Regular data quality checks and error correction processes [24]. Make
sure unit tests are implemented and repeated regularly to ensure soft-
ware reliability [24].

Use of data coding standards (e.g., SNOMED (T, ICD-10) and data ex-
change protocols [24]. Ensure interoperability of the new Al-system
with existing digital infrastructure [24]. It is recommended to use open-
source libraries in the development of the Al-system [24].

Plan software updates and clear documentation and notification about
changes [24]. Ensure logging and traceability of changes and ways of
rolling/reverting back [24]. Plan automatic deployment, shadow de-
ployment and rollback processes for continuous monitoring and
streamlined updating [24]. From the outset of the research project and
after deployment, plan processes and systems to continuously monitor
and document on model performance, data quality, error types, user
feedback, (clinical) outcomes, fairness, dataset shifts. These areas influ-
ence the Al system accuracy over time and the frequency of monitoring
should match the risk level of the system [24].

Develop a risk management plan to identify and manage risks, ex-
treme situations, adverse events and system failures [24]. It includes
setting safety levels, quality checks, and reporting errors or near
misses, with a plan detailing role, risk assessment, reporting, monitor-
ing, and addressing issues [24].

Rational for modelling technique accounting for prediction accuracy,
ease of understanding, end-user familiarity, computational needs,
costs, maintenance, privacy, bias assessment possibilities, data size,
and data structure, etc. [24]

Assessment of the impact of each feature/group of features on predic-
tions, identify errors, biases, and potential vulnerabilities in the models
[24]. Al-system interface should help end-users understand how inputs
lead to model outputs [24].

Assessment for requirements of explainability and understandability
given the integration level of the Al-system and decision automation
level; documentation and rational for explainability methods used [24].

Report details of training and hyperparameters tuning process, includ-
ing final values, number of models trained, performance evaluation, fi-
nal model structure, model inputs, model outputs [24]. Provide code
and data for reproducibility [24]. Model cards [72], model info sheets
[19], reproducibility checklists [73] [74].

Ensure standard reporting frameworks and guidelines are used when-
ever available for the application/study type or the specific assessment
being performed. Maintain up to date documentation and auditing
framework [24] on all the aspects of the development of the Al system,
data, evaluation, monitoring, updating, risks, failures, integration with
other systems in preparation for external audits (i.e., conformity assess-
ments, internal audits). Plans should be in place to handle incidents.
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Ethical Al principle Examples of assessment and reporting topics

This includes reporting failures, discussing them, and possibly changing
the model's design or usage to prevent future issues [24].

Developers, implementers and research organizations are encouraged
to disclose their innovation pathways and commercialization routes. It
is important to consider the risks, investments, roles, and responsibili-
ties of the different parties involved in the development of an Al sys-
tem. This can help in the allocation of benefits and the economic
impact analysis [24].

Security & Privacy Ensure compliance with relevant privacy legislation and their require-
ments (e.g., GDPR*, nFADP#) such as the principle of "privacy by de-
sign" [24]; ensure informed consent for newly collected data or for
secondary uses of historical ones [24]; fulfil any legal requirement to
appoint a data protection officer for data protection oversight and to
assess how the right to withdraw consent (right to forget, right to ob-
ject) would influence design and maintenance of the Al-system [24].

Ensure Al-system interface preserves data privacy when providing out-
comes to end users [24].

Perform risk assessments for data vulnerabilities and adversarial at-
tacks [24]. Establish an incidents response plan before deployment de-
tailing how to handle security breaches and who is responsible [24].
Communicate about the timeframes for security updates and ensure
that any new software vulnerabilities are addressed promptly and thor-
oughly tested before implementation [24]. Perform necessary load and
penetration testing [24].

New vulnerabilities and changes to the Al system should be docu-
mented and reported [24].

“ https://eur-lex.europa.eu/eli/reg/2016/679/0j/eng

https://www.kmu.admin.ch/kmu/en/home/facts-and-trends/digitization/data-protection/new-federal-
act-on-data-protection-nfadp.html
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Contributions: EM contributed to topic definition, methodology, databases search,
screening, writing, reviewing and stakeholders consultations.
M-A LP contributed to topic definition, methodology and reviewing.
PC contributed to topic definition and reviewing.
Methodology: The following databases were used to search for literature regarding
frameworks and guidelines for evaluating and reporting on ethical Al use in health
research:

o InPubMed:

Search string : ("artificial intelligence"[MeSH] OR "Machine learning” [tiab] OR "Al"
[tiab] OR "artificial intelligence" [tiab]) AND ("risk"[Mesh] OR "risk"[tiab] OR "qual-
ity"[tiab] OR "Efficacy” [tiab] OR "Effectiveness” [tiab]) AND ("Trustworthy" [tiab] OR
"responsible” [tiab]) AND ("control” [tiab] OR "assess™" [tiab] OR “report*" [tiab] OR
"evaluat™ [tiab]) AND ("framework"[tiab] OR "governance" [tiab] OR "guidelines”
[tiab])

Date: 30.01.2025
Results: retrieved 138, of which 38 were retained after title and abstract screening
o In Scopus:

Search string: (ALL ( "artificial intelligence” OR "Machine learning” OR ai ) AND ALL
(risk OR quality OR efficacy OR effectiveness ) AND ALL ( trustworthy OR respon-
sible ) AND ALL ( control OR assess* OR report* OR evaluat® ) AND ALL ( framework
OR governance OR guidelines ) AND ALL ( {health research})) AND ( LIMIT-TO (
PUBYEAR, 2020) OR LIMIT-TO ( PUBYEAR, 2021 ) OR LIMIT-TO ( PUBYEAR, 2022
) OR LIMIT-TO ( PUBYEAR, 2023 ) OR LIMIT-TO ( PUBYEAR, 2024 ) OR LIMIT-TO (
PUBYEAR, 2025))

Date: 04.01.2025
Results: retrieved 2168, of which 87 were retained after title and abstract screening

The main inclusion criteria were: (primary) elaborating about frameworks/guidelines;
(secondary) applications/works focusing on aspects of governance, policy making, in-
terpretability/explainability, fairness, privacy, etc. and their evaluation criteria and/or
methods/processes; (tertiary) general applications and recommendations for those ap-
plications in relation to responsible/ethical/trustworthy Al use.

We excluded references that are not related to health or human health (e.g. veterinary),
not involving Al or an Al application (e.g., general clinical research) and not related to
ethical/responsible/ trustworthy Al or perceptions of those (e.g., general application of
DL or ML).

Comment: Our search string used the terms "trustworthy" and "responsible” to describe
ethical Al. Based on the initial screening, we identified that the term "ethical Al" serves
our purposes better, but we could not repeat the search and the screening phases due
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to lack of resources. We acknowledge that we might have missed some relevant refer-
ences. To compensate for this shortcoming, we strived to follow whenever possible a
snowballing approach to retrieve further references that we deemed relevant. Second,
the broader domain of digital health innovation encompasses Al, and there are possible
relevant references there we missed by our chosen focus. However, whenever such
useful references were identified, we tried to integrate them as well.

Al use: During the writing of this document, we used the following tools to support in
the screening, summarization and data extraction from the retained papers:
o Rayyan.ai: used for screening retrieved papers based on title and abstracts.
o Scispace (typeset.io): used for summarizing the content of specific articles and
for data extraction.
o NotebookLM (notebooklm.google.com): used to write the “key Messages” sec-
tion based on the body of the document.
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