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Chapter 1

Introduction

Exploiting parallelism in programs has become a part of mainstream program-
ming in recent years. This is a major research and educational challenge in soft-
ware engineering because most application domains are affected and not just,
for example, high-performance computing, and because parallel programs are
highly different from the primarily sequential programs that were dominating
previously.

This shift towards having to write parallel programs has been driven by
limitations reached in general-purpose microprocessors. In the past, perfor-
mance improvements in microprocessors were based on increasing microproces-
sor clock speeds and instruction-level parallelism. However, heat dissipation in-
creases nonlinearly when increasing clock speeds, which decreases the benefit of
this approach because it would make computing increasingly energy-inefficient.
Second, instruction-level parallelism (i.e., transparent parallel execution of a
sequential sequence of instructions by a microprocessor) is limited due to inter-
instruction dependencies in typical sequential programs and because of the cost
of the hardware required to (speculatively) execute large chunks of instructions
in parallel (e.g., large pipelines and speculation buffers).

Therefore, most current general-purpose microprocessors instead rely on tar-
geting thread-level parallelism by offering several processor cores on the same
chip that each can execute a separate, large instruction sequence (e. g., different
processes or threads). Such multi- or many-core CPUs do not increase perfor-
mance by increasing the speed of a single core but rather primarily by putting
an increasing number of cores on the same chip. Thus, the final performance
of programs on new CPU generations only increases if the level of thread-level
parallelism in the programs increases as well.

There are different kinds of parallelism that a program can try to use, which
require a different amount of synchronization (i.e., coordination) between the
parallel processes. For example, data parallelism typically requires little syn-
chronization, but only if data can be partitioned by the programmer or the
program so that each process operates on its own part of the data. However, if
data cannot easily be partitioned or if there could be concurrent operations by
different threads on the same part of data, then threads will have to synchronize
their operations.

Synchronization is thus an important part of parallelization. Its effect on
overall performance depends on the ratio of synchronization operations com-
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pared to synchronization-free, data-parallel operations and on the level of par-
allelism that can be achieved in the synchronization parts of a program. For
example, a program in which just 10% of the operations synchronize and in
which the synchronization mechanism simply executes these operations sequen-
tially will never execute more than 10 times faster than a sequential program
according to Amdahl’s Law [4], independently of how many cores are available.

The vision behind Transactional Memory (TM) is to allow programmers to
only declare which operations synchronize without requiring them to actually
implement and tune synchronization. TM enables them to use the database
concept of a transaction for a set of operations on shared state. Informally, these
transactions appear to execute atomically and isolated from other transactions.
This is ensured by a generic TM implementation, which relieves programmers
of a large part of the burden of having to think about and deal with possible
low-level interleavings and interferences of concurrently executing operations.
At the same time, the TM implementation can potentially execute transactions
in parallel, for example by using optimistic speculative execution and automatic
consistency checks.

With TM, transactions can consist of ordinary program code. Transactional
operations are supposed to be no different from other operations in the program
(e.g., no custom language like SQL for databases is expected). Also, transac-
tions and nontransactional code should be able to operate on almost the same
shared state (e.g., I/O might not be allowed in transactions but access to a
program’s global variables would be).

Different programming languages or environments might support shared
state differently, ranging from shared memory to message passing and state
machine replication. However, most current general-purpose microprocessors
provide cache coherence for a system’s main memory, and shared main memory
is the primary way for threads to communicate on current systems. Therefore,
TM is considered to typically be a form of shared-memory synchronization,
especially in programming environments where state is shared among threads
by sharing an address space (e. g., multi-threaded C/C++ programs). TMs for
message passing environments that run on current systems would likely synchro-
nize and communicate using shared memory as well, but their implementations
would differ a lot from the former.

Note that some people prefer to let the term “TM” refer to some set of
shared memory TM implementations and algorithms and to refer to the TM
abstraction offered in a programming environment as atomic blocks or memory
transactions. I think that this distinction is neither necessary nor useful. There
is such a wide range of possible implementations of TM that the only significant
differentiator of such a set would be that those implementations can be used to
build a TM abstraction.

In this thesis, my focus is on TM for programming environments in which
threads share state via shared memory and a shared address space. Such TMs
are widely applicable in current systems (e. g., in C, C++, and Java programs)
and do not depend on a particular parallelization approach or programming
language.

TM also has wider goals than other implementation-centric mechanisms for
shared-memory synchronization—in particular, most forms of locking and cus-
tom concurrent algorithms—because of its focus on generic implementations
for synchronization declarations. Therefore, it promises more than these other



mechanisms but might make use of them in the TM implementation at the same
time. TM’s first advantage is that programmers do not have to implement syn-
chronization anymore and think about whether their implementation composes
with the implementation of other operations’ synchronization in a program (if
those other operations use TM as well). Second, a program that uses transac-
tions is not tied to a particular TM implementation, and the TM can pick an
implementation that works efficiently for this particular program, potentially
even during the execution of this program based on the actual workload and
hardware being available (e. g., in a non-platform-specific application). In turn,
there is no reason why TM implementations should magically perform better
than custom implementations of synchronization if programmers are willing and
able to spend enough development effort on synchronization (e. g., when devel-
oping an operating system kernel). In the trade-off between performance and
development costs, the goal for TM is to achieve sufficient or better performance
while requiring less development effort. In summary, because this trade-off is
different for each program, TM’s performance goal is to perform well enough
while still being convenient enough for programmers to be the overall better
synchronization mechanism in many programs.

The most important disadvantage of the other mechanisms for shared-mem-
ory synchronization is that they are not as composable as TM when developing
software (a more detailed comparison using an examples appears in Section 2.3).
When using locking, two separate operations protected by several locks cannot
be easily composed into a single atomic operation because the lock acquisition
order in the composite must be compatible with the acquisition order in the
whole program. Second, the locking scheme of the two operations must be ex-
posed to the composite, which breaks information hiding. Custom concurrent
algorithms typically cannot be easily composed as well because current mi-
croprocessors support synchronization instructions that are limited to a single
memory location, and indirection or complex algorithms are required to build
concurrent operations that access several pieces of shared state atomically.

In contrast, transactions are composable because they can be nested within
each other and because programmers can use ordinary program code within
transactions (with potentially some restrictions, such as I/O). To allow this
kind of composability and to achieve usability, transactions must be integrated
into programming languages. Otherwise, programmers would have to modify
transactional operations to use the TM explicitly, which would make program-
ming with TM a lot more costly in programming languages such as C where
accesses to shared state are represented as loading from and storing to memory
locations.

This required integration of TM with programming languages already shows
that supporting TM either affects several system layers and components or is
influenced by them.

e TM support within compilers is required to transform language-level trans-
action declarations into code that uses a TM implementation. Also, many
TM-specific optimizations can only be performed during compilation be-
cause only there is all the information contained in the source code avail-
able and it is decided how the TM implementation is to be used by the
application.

e TM implementations have to work correctly and efficiently for a wide
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range of transactions. For example, incrementing a single counter in a
transaction is a very different workload compared to a large transaction
that navigates through several data structures. Yet, both should execute
efficiently. The compiler might be able to provide hints about which kind
of workload a transaction is, but this is not always possible. Furthermore,
the performance of a TM implementation depends a lot on the hardware
(e.g., the relative cost of cache misses) and on libraries and the oper-
ating system (e.g., in which patterns a process is allocating memory).
New hardware extensions for TM also have to be investigated and used
effectively.

e To be adopted, TM has to also compose with existing software infras-
tructures. This not only affects the programming language integration,
but TM has to also work within current software environments, legacy
source code and libraries must be usable from within transactions, and
TM must not interfere with nontransactional code or require changes in
such (legacy) code.

A closer inspection of the TM problem space shows that the problem is
indeed cross-cutting and that there is strong coupling between the problems
and solutions on the individual layers. For example, which TM properties to
guarantee is an important question for the programming language integration
but also affects achievable performance in the sense that different language-level
decisions will yield highly different objectives for a TM implementation. In turn,
a particular guarantee might be so costly to implement in terms of performance
that it might not make sense to provide it to programmers because they likely
would not use it anyway due to the overhead.

Therefore, during research and development of TM systems, one has to con-
sider all the affected system layers and TM aspects. If not, it is unlikely that
the TM performance goal can be reached, and one will not be able to find out
whether the vision behind TM can be put into practice.

Contributions. In my work, I have focused on investigating and implement-
ing the building blocks that are required for a high-performance, practical, and
realistic software TM.

The building blocks host several novel algorithms and optimizations for TM
implementations and shared-memory synchronization, both for current hard-
ware and potential future hardware extensions for TM. As I have explained
previously, the final TM use cases and workloads are not yet known, so I aimed
at constructing algorithms and optimizations that are widely and robustly ap-
plicable in TM systems, and can serve as useful building blocks for future TM
systems. They have been incorporated into TM implementations by other re-
search and industry groups, and have initiated further research.

At the same time, these building blocks compose into a full TM implemen-
tation stack. The two main implementation components are TinySTM++, a
software TM implementation of several TM algorithms, and the Dresden TM
Compiler (DTMC), a C/C++ compiler with TM support. This TM stack is
ready to be used today and contains all the features necessary for early TM
adopters. Providing such a stack is essential because it enables feedback from
programmers about TM, which in turn directs future TM research and helps to



break the chicken-and-egg problem that research encounters that proposes fun-
damental changes in programming abstractions. Second, validating the building
blocks in a full implementation stack shows opportunities for cross-block opti-
mizations and ensures that assumptions of blocks about the environment remain
realistic.

To keep the development effort bounded, I focused on a particular class of
programming environments and hardware.

e [ chose to not expect that programmers would follow a specific paralleliza-
tion approach but to instead assume explicit threading (i. e., programmers
manage threads explicitly and use transactions to synchronize between
threads). This too is a specific choice, but it covers what would happen in
other parallelization environments (e. g., using transactions to synchronize
between OpenMP tasks).

e I focused on userspace applications as opposed to operating system ker-
nels as TM usage environments because composability matters most for
applications, which are typically authored by several programmers with
different sets of skills, and because building custom synchronization code
might be beneficial in a kernel, but not in platform-independent applica-
tions. Nevertheless, many of the building blocks would be applicable in a
kernel as well. I also expect no custom operating system support for TM
because this would make TM adoption more difficult.

e C and C++ as programming languages are a useful TM research environ-
ment because they are widely used and are sufficiently low-level (e.g., in
comparison to a managed environment such as a Java virtual machine,
the TM implementation gets validated against potential low-level issues
and constraints). Furthermore, C/C++ applications do not reside in a
homogeneous environment but often have to deal with a large number of
legacy libraries and constraints, which is a good testing ground for TM
composability. Just-in-time compilation is not common for C/C++ pro-
grams.

e The early TM adoption will likely happen on server and desktop multi-
core microprocessors (e.g., on architectures like x86-64), so this should
also be the targeted hardware. When considering potential future hard-
ware extensions, these should be realistic proposals for first-generation
TM support.

Roadmap. In Chapter 2, I will provide background information about the
basics of shared-memory synchronization and about transactions and concur-
rency control from a database perspective. Also, I will show a few use cases of
TM and how it compares to other synchronization mechanisms, and give a brief
overview of the history of TM to put my thesis’ results into context with the
overall development of TM ideas.

In Chapter 3, I will describe my building blocks approach to TM by first
discussing the TM problem space in more detail, including TM requirements, a
structure for TM-based synchronization and the associated performance costs,
and refined focus and assumptions about the TM stack. A summary of the
building blocks I focus on appears in Section 3.2.1. Also, I will briefly describe
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the TM implementation stack that I built and the commonalities in the setup
of the performance experiments.

Next, in Chapter 4, I will describe a specification of how transactions can be
integrated into C/C++ and will explain what this means for a programmer who
uses the new transactional language constructs. Based on this specification, I
will then derive requirements for TM implementations in both compilers and
TM runtime libraries.

The subsequent chapters focus on specific building blocks. First, I will
present STM algorithms and implementations in Chapter 5, in particular the
highly efficient atomic snapshots in time-based STM, and performance trade-offs
in implementations of such STMs.

Chapter 6 is about TM optimizations within compilers. I will describe how
automatic partitioning of application data, a divide-and-conquer approach, en-
ables two TM optimizations: per-partition tuning in partitioning-aware STMs,
and how to colocate application data and TM synchronization metadata.

In Chapter 7, I will describe how to integrate a potential future hardware
extension for synchronization—in particular, AMD’s Advanced Synchronization
Facility—into the TM implementation stack, and will present efficient hybrid
software/hardware TM algorithms, which can concurrently execute transactions
that use the new hardware extension and transactions that do not.

Finally, I will conclude in Chapter 8. To increase locality, the discussions of
related work are embedded into the matching individual chapters.



Chapter 2

Background

In this chapter, I will first provide background information about the two main
areas that TM is based on: shared-memory synchronization, and transactions
and concurrency control as used in databases. The latter provides the idea of
transactions as an abstraction for the synchronization of concurrent accesses
but does not provide solutions or implementations that can be used as-is in a
TM setting. In contrast, the former provides the foundations for TM implemen-
tations, but it did not really offer a programming-language—level abstraction as
powerful and composable as transactions until TM became a hot research topic.

As explained in the previous section, I do not focus on a specific paralleliza-
tion paradigm in this thesis, except that I assume that there is thread-level
parallelism and threads will have to synchronize concurrent accesses to shared
data (as opposed to parallel accesses to disjoint data). Thus, parallelism and
concurrency are not the same thing: There can be threads that execute in
parallel yet never synchronize, and there can be threads that execute concur-
rently and have to synchronize but will never offer any parallelism. In practice,
most parallel threads will have to synchronize at some time (e.g., at least to
signal that they have completed their chunk of work). Still, we want threads
that synchronize as efficiently as possible, which often means that they should
synchronize as little as possible because synchronization can result in runtime
overheads, either due to sequential execution at some level (e.g., when CPUs
communicate) or just because enabling concurrent execution for a piece of code
requires the execution of more CPU instructions. Amdahl’s law [4] gives an
upper bound on the program speedup S one can achieve:

g— 1
~ (1-P)+P/N

P is the proportion of the program that can execute in parallel and N is the

number of CPUs. In other words, one can obtain a speedup that grows with

the number of CPUs only if the fraction P can be made sufficiently large; any

sequential execution caused by synchronization will be an obstacle and decrease

the maximum speedup.

In the second part of this chapter, I will illustrate the potential benefits of
TM with a few example uses, and will also give a brief history of TM.

7
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2.1 Shared-Memory Synchronization

In what follows, I will give a summary of the most important points that are
necessary to understand the basic challenges of shared-memory synchronization.
This is not a complete tutorial about this topic, and in order to understand the
concurrent algorithms presented in this thesis in detail, I would highly recom-
mend reading a good textbook such as The Art of Multiprocessor Program-
ming [56] by Herlihy and Shavit.

One key point necessary to understand the challenges of synchronization is
that communication and coordination are not for free in distributed systems,
especially in asynchronous systems. First, it takes time to deliver a message
between two processes, so this can potentially result in one process having to
wait for another. Second, in asynchronous systems, it is not known (or not
precisely known) how long delivering the message will take and how long the
other process needs to process the message. Thus, the sending process will
have to either wait for a confirmation message from the receiver, or be very
conservative and wait for an upper bound of the processing time (if it exists).

Multiprocessor systems (e. g., multicore CPUs) are distributed systems, and
they are also asynchronous if we consider just the execution of instruction se-
quences at individual CPUs. In general, a thread running at one CPU cannot
estimate which instruction another thread is currently executing at another
CPU, unless they synchronize. Even then, a thread can only observe the mes-
sages (e. g., updates to a memory location) sent by another thread but does not
know that the other thread is currently doing. Note that to keep discussions
general, I will talk about CPUs only and will not distinguish between CPUs in
different sockets, cores in a CPU, or hardware threads in a core, unless this is
necessary.

Caches. Main memory in most current computers is physically separated from
the CPUs, so reading values from or writing to main memory is rather costly
compared to CPU-internal communication (e.g., due to smaller bandwidth to
the memory and longer round-trip times of messages). Therefore, CPUs use
several levels of caching, where caches typically get smaller but faster the closer
they are located to the CPU’s core logic. The data in these caches is typically
kept coherent to ensure that threads reading from a cache see the most recent
values and that updates of values in a cache are eventually propagated to main
memory. Note that the hardware’s (i.e., the CPU’s or platform’s) memory
model specifies the details of the cache coherence guarantees, which I will explain
later. There are several ways to implement cache coherence in hardware, and I
will not explain any of these protocols here.

To understand the concept, it is sufficient to imagine a simple protocol where
a CPU accessing a memory location would first ask the nearest cache (i.e., the
first-level L1 cache) whether it holds the most recent copy of the value of a
memory location; if it does not, then the CPU asks higher-level caches; if the
value is not in any cache, then it fetches the value from main memory. An access
to the L1 cache is the fastest way to fetch the value, and usually takes just a
few CPU cycles. In contrast, fetching a value from main memory can require
hundreds of CPU cycles or more. Because of this difference in speed and the
limited capacity of caches (they require quite some space on the CPU die, and
energy during runtime), the efficient use of caches is essential to achieve good



2.1. SHARED-MEMORY SYNCHRONIZATION 9

performance. CPUs can hide some of the cache and memory access latencies
with techniques such as out-of-order execution of instructions, but this has limits
as well.

Another effect that can decrease performance is contention, which in general
means that some resource is so contended in terms of requests that it has to
process that it becomes a bottleneck. In the case of caches, contention can
arise when different CPUs fight about which CPU’s cache a memory location
is cached in; if these CPUs go back and forth, they will constantly suffer from
cache misses, and each cache will have to constantly transfer the most recent
value from the other cache to resolve the cache miss. This will increase the
memory access times at both CPUs.

Cache coherence does not operate on the basis of individual bytes of memory
but rather at the granularity of cache lines, with each line representing one con-
tinuous 64-byte chunk of main memory, for example. In practice, it is therefore
often necessary to separate data that is frequently updated by different threads
into different cache lines to avoid any cache contention overheads due to false
sharing at the cache line granularity.

It is also important to consider that main memory access paths can be
different between individual CPUs, which is called nonuniform memory access
(NUMA). One example for this are systems were each CPU socket handles access
to a part of main memory, and accessing a certain memory location from one
CPU might involve asking the memory controller in another CPU to fetch the
value. Thus, it is not only faster to synchronize for CPUs that are closer to
each other (e. g., two cores on the same CPU socket) because they have a closer
shared cache, but it is also faster for a CPU to access main memory attached
to the same CPU socket. Similarly, cache line contention between cores on
different CPU sockets can be especially costly because of higher communication
costs between those sockets.

Overall, memory access latencies (both for main memory and caches) can
vary significantly on a single machine as well as between different machines.
This complicates the performance tuning of synchronization code a lot, and
can also lead to completely different concurrent algorithms being optimal on
different machines. More information about memory access costs can be found
in a tutorial [35] by Ulrich Drepper.

CPU instructions for synchronization. When threads synchronize via
shared memory, they have to access the same memory locations to exchange
information. Because those threads execute asynchronously, memory accesses
can happen concurrently, so threads have to consider the guarantees that hard-
ware provides for concurrent memory accesses.

Individual loads from and stores to memory locations are usually atomic
on general-purpose CPUs (i.e., the individual bits comprising the location are
guaranteed to be accessed by a single virtually indivisible operation). This
typically holds for accesses of up to machine word size (e.g., 64b on x86-64)
but not for larger accesses nor for accesses by more than one CPU instruction.!
Note that atomicity of loads and stores does not guarantee any specific ordering
(e.g., program order might not be preserved). Ordering guarantees are instead

IThere are often other hardware-specific restrictions such as no atomicity with respect to
instruction fetching by a CPU. Details can be found in the respective CPU manuals.
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specified by the hardware’s memory model, which I will describe later.

Because atomicity is not guaranteed for more than one instruction, it is easy
to see that threads cannot safely modify memory locations without possibly
overwriting concurrent writes to the same location. Because the overall system
is asynchronous, some other thread might always have a pending write that it
is about to execute and that can overwrite previous writes by other threads.
Second, no thread can read from some location and make an update under the
assumption that the former location still has the same value. Informally (and
simplified), this means that threads that only use ordinary loads and stores are
not able to agree on something because they cannot make a decision (i. e., write
to memory) while still knowing that their former view of the world still holds.

Thus, what we need is a way for threads to execute an update atomically
with the check of some invariant (i.e., a load from some location). This will
allow a group of threads to reach consensus on the value of a piece of shared
state because no thread will jeopardize a prior decision anymore by a pending,
uncontrolled write.

CPUs offer this functionality by providing a compare—and-set (CAS) opera-
tion, which is a special atomic CPU instruction that updates a memory location
if and only if the same location has the value that the thread expects it to have:

1 bool CAS(machine_word* location, machine_word expected, machine_word new_val)
2

3 if (xlocation == expected) { *location = new_val; return true; }

4 else return false;

}

o

This instruction is also called compare—and—swap or compare—and—exchange,
which are basically the same but return the previous value of the memory loca-
tion instead of just a boolean flag. The load-linked—store-conditional instruction
offered by some CPU architectures has a similar purpose and applicability. In
pseudo-code, I will also use the following notation for CAS:

cas(location : expected — new_val)

The CAS operation is universal in the sense that it can be used to implement
consensus for arbitrary operations on objects larger than a machine word [52].
However, the instruction itself really only offers atomic access to a single machine
word, so even with this universal tool, concurrent programming is still very
complex because everything has to be implemented with atomic accesses to
single memory locations (e.g., using techniques such as indirection, versioned
state, operation logs, etc.). This leads to many concurrent algorithms being
complicated enough to be publishable results, which also highlights the need for
simpler abstractions such as TM.

Some CPU architectures (e.g., x86) offer a few other instructions that exe-
cute read—modify—write operations such as fetch—and—increment or fetch—and-or
atomically on a single memory location. These operations are typically slightly
faster than implementations that loop until an equivalent CAS operation suc-
ceeds. CAS operations for two (DCAS) or more separate nonadjacent memory
locations have been invested but have not appeared in mainstream hardware so
far. DCAS [33] was reported to provide not enough benefit to justify hardware
support, whereas limited first-generation HTM was reported to make concurrent
algorithms significantly simpler in some cases [25].
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Memory models. A CPU architecture’s memory model specifies the allowed
outcomes when different CPUs are concurrently executing instructions that ac-
cess memory. While executing a single thread in isolation will give this thread
the impression that its instructions were executed in program order (i.e., the
order that they have in the executed instruction sequence), concurrently execut-
ing instructions on other CPUs will not necessarily observe these outcomes in
the same order. General-purpose CPUs typically do not provide sequential con-
sistency, which would guarantee that all memory accesses are applied in a global
total order that is compatible with the individual threads’ program orders.

Memory models thus specify the ordering and atomicity guarantees that are
provided by CPUs when they execute concurrent memory accesses. For exam-
ple, on x86 CPUs, pairs of stores will become visible to other CPUs in program
order; however, for a store followed by a load (in program order, both to differ-
ent memory locations), the load might be reordered and fetch a value before the
store becomes visible to other CPUs. Programmers can disallow such reorder-
ing by inserting memory barriers (also called memory fences) between memory
accesses in the instruction sequence, which are special CPU instructions that
prevent certain reorderings of these accesses. Different barriers are sometimes
called by the reorderings that they prevent (in our example, a store—load bar-
rier could be used). Some instructions have implicit memory barrier semantics
(e.g., CAS on x86 is a full barrier and prevents any kind of reordering across it).
The complexity of hardware memory models differs (e.g., x86 [102] is simpler
than PowerPC [100]), but they are generally rather complex and require great
care when programming if the code is supposed to be somewhat efficient. Also
note that these potential reorderings are effects that programmers have to pay
attention to in addition to the interleavings that result from having no atomicity
for several memory accesses.

Several programming languages also have memory models because many
compiler optimizations are based on the reordering or merging of the memory
accesses contained in the program source code. Thus, programmers need to
know which executions and outcomes are allowed when threads execute concur-
rently, which they can reason about based on the language’s memory model.
Compilers then have to generate code that implements the language’s memory
model on top of the memory model of the target architecture.

Section 4.1 gives an overview of the C4++11 memory model. In pseudocode
based on it, I will use the notations outlined in Table 2.1; for brevity, I will not
distinguish atomically accessible variables from other state (e.g., as necessary
in C++11 using atomic<> types). To understand how an algorithm operates,
it is sufficient to assume that all memory accesses are full barriers. However,
knowledge of the C++411 memory model is required to understand whether the
memory barriers used in a particular algorithm are actually sufficient.

Linearizability. The following explanations will have made it obvious that
instruction sequences are not a convenient way to reason about the concurrent
behavior of operations, and that we instead need less complex correctness cri-
teria. Linearizability [58] is such a criterion; informally, an implementation of a
concurrent data structure is linearizable if (1) all its operations get virtually ex-
ecuted at one indivisible step at some point in time (i. e., the linearization point)
during the invocation of the respective operation, and if (2) the outcomes of all
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Notation (example) Description

a<+b Load b (relaxed MO), store into a (relaxed MO).
@ <$acq b Load b (acquire MO), store into a (relaxed MO).
a e b Load b (relaxed MO), store into a (release MO).

a < inc-and-fetch,.;(b)  Atomically increment and fetch b (release MO) and
store into a (relaxed MO).

Casgeqrer(a : b — ¢) CAS a (acquire-release MO) from b to c.

fence,¢; Memory barrier (fence) with release MO.

Table 2.1: Memory order (MO) notations. MO semantics are as in the C++11
memory model, but accesses default to being atomic and with relaxed MO.

operations are equal to the outcomes of executing the operations sequentially
in the order given by the linearization points (i. e., like what a sequential imple-
mentation would produce). Invocations are like function calls, so one can model
them as invocation and response events with timestamps (e. g., from wall clock
time); this real time order then constrains when operations can take effect. Note
that it is only necessary to be able to associate each invocation at runtime with
a linearization point that leads to an equivalent sequential execution; it is not
required that the operation takes effect atomically at exactly this point in real
time. For a precise definition and explanation of linearizability, please see the
previously recommended textbook [56].

Linearizability is widely used to describe and reason about the correctness
of concurrent algorithms. Because it is based on ordering in real time (which is
somewhat ubiquitous), it is fairly straight-forward for programmers to reason
about compositions of invocations to linearizable objects, and linearizability can
be investigated for objects in isolation, irrespective of what other objects are
doing (provided that there is information hiding and objects are only accessed
using their operations). For example, CAS on x86 can be roughly considered
as a linearizable operation when ignoring other loads and stores because it is
atomic and its implicit full memory barrier will prevent reordering with other
instructions. In turn, we can implement a concurrent linearizable counter using
such a CAS instruction:

machine_word fetch_and_increment(machine_word* counter)

{
machine_word value;
do { value = xcounter; } while (ICAS(counter, value, value + 1));
return value;

AW N e

o«

For this code, we know that the invocation of CAS that returns true will
be between the invocation and response events of fetch_and_increment. This
particular CAS invocation also produces both the return value of the operation
and the only update to the counter’s value. Because CAS is linearizable, our
counter is linearizable too if fetch_and_increment is the only operation that our
counter offers.

Progress. Complementing correctness criteria such as linearizability, progress
conditions specify whether concurrent operations that are invoked by different
threads will eventually finish (i.e., make progress). The best explanation of
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progress that I am aware of is in a paper by Herlihy and Shavit [57], which
explains the relationship between progress conditions, progress for some or all
operations, and the guarantees provided by schedulers that control the execution
of threads (e.g., operating system schedulers). For the purpose of this thesis,
it is sufficient to consider just four conditions. In blocking implementations,
operations can be prevented from making progress by stopping the execution
of operations by one or several other threads, because in these implementations
operations might block until another one has finished first. In nonblocking imple-
mentations, stopping the execution of some operations cannot prevent progress,
but note that this does not guarantee progress in general. There are three im-
portant nonblocking conditions. First, obstruction-free implementations ensure
progress for every thread that is executed for a sufficiently long time in isolation
(i.e., without interference by other threads). Second, lock-free implementations
guarantee that there will always be some progress eventually, independently
of how or whether threads are executed, even though some operations might
never finish. Finally, wait-free implementations guarantee eventual progress for
all operations that are invoked. Thus, wait-freedom is the strongest progress
condition but also the most complex to implement.

Locks. One way to prevent concurrent threads from interfering with each
other is to use mutual exclusion to ensure that only one thread is executing.
Locks are implementation mechanisms that ensure mutual exclusion. Threads
have to acquire a lock before executing a mutually exclusive operation and re-
lease it afterwards (this region is then a critical section). If another thread
wants to enter the critical section by acquiring the lock, it will have to wait
until the first thread has released the lock again (therefore, locks are block-
ing implementations). Note that there are also types of locks that allow more
than one thread to enter the critical section, or where only some operations
block other operations from entering (e.g., reader—writer locks). Also, there
are several ways to implement locks (e. g., spinlocks, queue locks, and others),
which all have different performance characteristics and often ensure different
progress conditions (but are still blocking). Finally, lock elision has been pro-
posed [86], which allows the speculative execution of critical sections and thus
allows threads to execute logically mutually exclusive instead of mutually exclu-
sive in time. Its implementations are thus similar to TM in spirit but with locks
as fixed fallback solution. Hardware support for lock elision is only starting to
appear in mainstream CPUs, and software solutions basically at least face the
same issues as STMs.

Despite those differences, all kinds of locking suffer from two major draw-
backs. First, they rely on conventions in the sense that different parts of a
program (and thus likely different programmers as well) have to agree on which
locks protect which objects or state. Disagreement about this will lead to uncon-
trolled concurrent accesses to state, which can easily result in value errors (e. g.,
imagine the CAS in the previous fetch_and_increment example to be not atomic
and rather consist of separate read and write access). Thus, this convention
has to be documented and followed when programming, which requires more
effort by programmers and is error-prone. Furthermore, objects either have to
expose locks that are stored in the object, or callers have to manage locks for
components that they use; both breaks information hiding. Even worse, locking
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conventions do not only have to specify the state-to—lock mapping, but there
also has to be a globally agreed-upon order in which locks are acquired to pre-
vent deadlocks. For example, imagine that there are two locks A and B and two
threads that try to acquire both; if the first thread acquires A and the second
thread subsequently acquires B, then both threads will deadlock because when
they next try to acquire the respective other lock, they will wait for each other
and will not make progress anymore.

Second, locks are an implementation mechanism, not just a declaration about
mutual exclusion. Even if the lock implementations can be exchanged later on,
programmers usually have to decide how many locks protect which data. For
example, they can use coarse-granular locking where each lock protects a lot of
state; this will keep the locking convention simpler, but the achievable paral-
lelism might be low. Or they might use fine-granular locks, which potentially
allows for more parallelism but will result in a much more complex locking
convention.

Both drawbacks decrease the composability of programs that use locking.
In the first case, correctness is at stake because the composition of two locking
conventions must still be deadlock-free, for example. Changing the use of locks
within a component can require a lot of programming effort. In the second case,
there is a potential lack of perfomance composability. A library programmer
often can not anticipate in which kind of workload the library code will be
used in; if using coarse-granular locking, the library might cause a performance
bottleneck, whereas fine-granular locking that has to be exposed on the interface
will make the library harder to use and might also be unnecessary in terms of

performance?.

Summary. To summarize, shared-memory synchronization can be very diffi-
cult, especially when using the low-level synchronization operations offered by
current mainstream CPUs. Existing general-purpose abstractions (or mecha-
nisms) for synchronization such as locking also have their pitfalls, and often
require programmers to make the difficult trade-off between ease-of-use and
good performance. This is one reason why researchers and developers have
been investigating new abstractions such as TM.

2.2 Transactions and Concurrency Control

The concept of transactions has its origins in the database field. Today, trans-
actions are used in a variety of systems besides databases, such as in messaging
systems, some file systems, and of course TM. For many databases, the guar-
antees that transactions provide roughly follow the so called ACID properties:
Atomicity, Consistency, Isolation, and Durability. However, different databases
serve different purposes—therefore, these properties are also provided to dif-
ferent extents. For the other systems that make use of transactions, this ap-
plies even more (e.g., durability might not be considered at all). For example,
whereas atomicity is associated with fault tolerance and recovery in databases,

2In some cases, depending on the scheme of fine-granular locking and the implementation
of locks, the performance of fine-granular locking can actually be worse than coarse-granular
locking because of lock acquisition runtime overheads and of the space overhead of the locks
that have to be managed.
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TM sees atomicity more as a means to manage the indivisible execution of con-
current multi-step operations. Nevertheless, the basic concept of a transaction
is present in all those systems.

Thus, it makes sense to know about at least the basic understanding of trans-
actions in the database field. In this section, I will give a very brief overview
of the parts of database theory that are most relevant for TM. To get a real
overview of this field, I would recommend to read the textbook by Weikum and
Vossen [119]. With a few exceptions, I will not summarize database algorithms
here because TM implementations are more inspired by shared-memory syn-
chronization techniques, even though there are strong similarities between some
TM algorithms and classical database algorithms such as two-phase locking on
a conceptual level.

Serializability. The main correctness criterion for database transactions is
serializability, which roughly expresses that a concurrent execution of transac-
tions has to be equivalent to executing these transactions in some serial order.
However, there are several kinds of serializability, whose definitions vary signifi-
cantly regarding which concurrent executions are deemed serializable. Also, the
database field has evolved over quite some time and so has serializability theory,
which becomes visible when comparing older definitions of serializability with
recent ones.

Transaction executions are modeled in the form of schedules that give a
total order in which the individual steps of transactions are executed. Opera-
tions include begin, commit, and abort actions as well as the actual operations
performed by a transaction such as reads from and writes to individual data
items in the database. A serializability definition then defines whether a cer-
tain schedule is serializable and thus to be allowed for execution by a database.
In a database implementation, a scheduler performs concurreny control by de-
ciding which schedules are correct (i.e., serializable) and potentially aborting
transactions to allow for creating a correct schedule.

Note that from the perspective of programming-language memory models
such as the one of C++11, such schedules and the definitions for many kinds
of serializability are at a too high level of abstraction, make a few implicit as-
sumptions, and are rather coarse when it comes to progress properties; however,
there are well-suited to let database users and implementers reason about the
properties that a database provides when executing transactions, so they fulfill
their purpose.

Among the different kinds of serializability, conflict serializability (CSR) is
probably the most interesting one in the context of TM. Roughly, operations
conflict if they target the same data item and the order in which they are ap-
plied has an effect on either the resulting state or the results returned from
those operations (e. g., reads do not conflict with reads, but writes conflict with
reads and writes). CSR requires conflicting operations by different transactions
to be ordered in the same way in both the concurrent schedule and the as-
sumed serial execution of those transactions; if one would map each conflicting
pair of operations to a directed edge between the respective transactions, the
schedule is conflict serializable iff the resulting graph is free of cycles (and any
topological sort of this graph is then a possible equivalent serial execution of
those transactions). Commit order-preserving conflict serializability (COCSR)
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further restricts CSR by requiring that the order of conflicts between transac-
tions also determines the order in which transactions commit (i.e., the order
of their commit actions in the schedule). COCSR allows for schedules that
would also be linearizable because roughly, the order of commits represents the
linearization points.

CSR and COCSR are interesting because they are efficient to check and can
also be efficiently created by schedulers that use locks to protect concurrent
access to data items. In particular, when using two-phase locking, a scheduler
would first acquire all locks that are required in the transaction (the growing
phase), and would only later start releasing them but not acquire any further
locks (the shrinking phase). As a result, at some point the transaction will
hold all the locks that are necessary to execute all operations of the transaction.
The resulting schedules will be conflict serializable. Strong two-phase locking
is a form of two-phase locking in which all locks are held until the transac-
tion commits, which creates schedules that satisfy COCSR. If using locks, TM
implementations typically do not release locks prior to transaction commit be-
cause the set of accessed memory locations is in general not known in advance
and a new location could be accessed at any time (i.e., it is unknown whether
the shrinking phase can start until there actually is a commit); thus, such TM
implementations would guarantee COCSR and linearizability for transactions.

Page vs. object model. The operations that transactions can execute can
be categorized as either following a page model or an object model: The former
considers just read and write accesses to data item, whereas the latter can
deal with arbitrary operations on data objects (e.g., inserts and removes from
sets). Database theory covers both areas and there are object-model versions
of correctness criteria and schedulers (e.g., conflicts for arbitrary operations
can be defined based on commutativity properties). Object-model concurrency
control is also called abstract concurrency control.

Operations on an abstract level can in turn be implemented as separate
transactions on a lower-level representation of the respective object (e.g., with
plain reads and writes). This is called multilevel concurrency control and can
include several layers of abstraction. This is a very useful approach, both for
transactions for distributed systems and for potentially improving performance.
Conflicts at a low level of abstraction might not necessary represent conflicts at
a higher level of abstraction, so this decreases concurrency and thus transaction
throughput (e. g., inserting two different elements into a set does not conflict on
an abstract level but could require modifying the same low-level state depending
on the implementation of the set). This same approach can also be applied in a
TM context: Transactional Boosting [53] combines abstract concurrency control
with efficient linearizable base implementations of concurrent data structures to
allow for high-performance transactional accesses to those data structures.

Recovery. Databases have to potentially abort transactions, so their sched-
ulers must only allow transaction schedules in which uncommitted transactions
can indeed be safely aborted. Inverse operations can be used to model this (and
also to implement this) because they can undo previous operations (e.g., for a
write operation, we could write back the previous value).

To be prepared for failures and for recovering from them, schedulers can
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always consider expanded schedules which are basically the original schedules
appended with inverse operations for all operations of uncommitted transactions
(in reverse order). If an expanded schedule is correct, then this also means that
we can recover from any error while executing this schedule. Note that this
does not just include database failures but also cases like having to abort due
to encountering a deadlock.

This should already illustrate why database recovery theory is also interest-
ing from a TM perspective. TM implementations in general do not know which
operations a transaction might execute and cannot calculate a correct schedule
before executing a transaction; thus, they have to be prepared to abort some of
those transactions on demand.

One criterion that is important when reasoning about correctness of ex-
panded schedules is reducibility: Informally, schedules are reducible if they can
be transformed into a serial schedule by (1) reordering nonconflicting adjacent
operations (i.e., exploiting commutativity and conflict definitions much like in
CSR) and unordered commutative operations, (2) removing an operation and
its inverse if both appear one after the other in the schedule, and (3) removing
reads of uncommitted transactions. If all prefixes of a schedule are reducible,
the whole schedule is prefiz reducible (PRED) and, informally, serializable even
when taking failures into account.

However, trying to find a sequence of transformations that show inclusion in
PRED is not quite practical at runtime, so simpler conditions that also guar-
antee PRED would be useful. Rigorousness is such a condition and requires
(1) that data items are not read or overwritten if an uncommitted transaction
has most recently written the same item (i.e., only committed values are read
or overwritten), and (2) that data items are not overwritten if they have been
previously read by uncommitted and still active transactions. Rigorousness is
stricter than PRED, but strong two-phase locking generates exactly the class of
rigorous schedules.

To summarize, many concepts from database theory can be applied to TM
even if TM has to consider further constraints such as the memory models of pro-
gramming languages. For example, TMs that perform strong two-phase locking
also produce serializable schedules even if they have to abort transactions.

2.3 TM Usage Examples

The following examples are based on C++ transaction statements, which are ex-
plained in detail in Section 4.1. To understand these examples, it is sufficient to
assume that the compound statement following the __transaction_atomic key-
word is executed as a single transaction. For example, the following code’s first
transaction will increment counter atomically, whereas the second transaction
will increment counter only if it has a value smaller than 10:

1 __transaction_atomic counter++;
2 __transaction_atomic { if (counter < 10) counter2 = counter++; }

Both transactions could be executed concurrently by different threads but would
still appear to run virtually atomically and without interleaving with any other
transaction (e.g., counter2 will always remain less than 10).

Likewise, we can express a CAS using a transaction:
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bool CAS(machine_wordx location, machine_word expected, machine_word new_val)

__transaction_atomic {
if (xlocation != expected) return false;
xlocation = new_val;

}

return true;

}

[ I R N N

This example also shows one of the benefits of proper integration of transactions
and programming languages: In the failure branch, we can just return from the
function containing the transaction, and the transaction will still be properly
committed.

The following (contrived) example shows that we can call functions from
both transactions and nontransactional code (e. g., the compiler will ensure this
for Set:: insert, creating a transactional version of this function if necessary).
This makes it easier for programmers to use transactions because they can
transform existing sequential code (e.g., Set:: insert) into synchronizing code
just by declaring the transaction. Furthermore, transactions can be nested,
even dynamically (whether there is nesting in this example depends on whether
key is already contained in multiset):

1 void addNumbers(int key)

2 {

3 set = new Set();

4 set—>insert(5);

5  set—>insert(23);

6 __transaction_atomic {

7 if (!multiset. insert (key, set)) {
8 addNumbers(key + 1);
9 delete set;

10 }

11}

12}

To illustrate the difference compared to locking, let us look at one final
example:

template <typename T>
void swap(T& a, T&b) { T temp = a; a = b; b = temp; }

Bow N =

int counterl, counter2;

// Thread 1:
__transaction_atomic {
swap(counterl, counter2);

© ® N o o

11 // Thread 2:
12 __transaction_atomic {
13 if (counterl < 10) {

14 swap(counter2, counterl);
15 counter2+-;

16}

17}

Using transactions, it is easy to see that both threads’ operations can safely
execute concurrently because all accesses to the two counters are declared to be
atomic using transactions.

However, how would we implement this with locks? We cannot simply ac-
quire locks in swap for both a and b in some static order because the threads will
call swap with each a different counter as the first argument, so doing that would
result in possible deadlocks. Second, Thread 2 needs the access to counter2 to
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be atomic with the swapping, so it would have to acquire a lock early anyway.
Third, swap might get mostly called from sequential code, so acquiring locks
there would be unnecessary overhead.

If we instead choose to acquire locks before the call to swap, then both
threads need to agree on the order in which they have to acquire locks and on
which ones (i. e., follow a common locking convention). Additionally, they have
to know which data in swap needs to actually be protected by locks, which is
fine in this tiny example but breaks information hiding and can get much more
complex for nontrivial functions.

Performance can also be a concern: If we use just a global lock for both
counters, correct lock acquistion becomes much easier, but performance might
be bad if Thread 2 mostly runs with counterl being less than 10 and some other
thread accessing just counter2. Using reader—writer locks would also be difficult
because Thread 2 might have to upgrade its lock for counterl; to avoid poten-
tial deadlock, we would have to acquire the strongest set of locks potentially
necessary.

Overall, even this small example illustrates that TM provides a much easier
to use programming abstraction because the compiler and runtime system will
care about how to implement the synchronization declared by the programmer.
In turn, this can allow for a higher level of composability than when using several
locks because atomic transactions will provide atomicity even if combined or
concurrently executed with other atomic transactions.

2.4 A Brief History of TM

In what follows, I will provide a brief timeline of how TM has developed both in
terms of research and industry adoption. This is not intended to list all results
and steps but rather to show the overall direction of TM and how my thesis
fits into this time-wise. More information can be found in the sections about
related work that follow (e. g., Section 3.3), and a book by Harris et al. [50].

TM research started almost 20 years ago. In 1993, Herlihy and Moss first
proposed TM support as a hardware feature [55]. In 1995, Shavit and Touitou
first proposed STM [103]. While earlier work already established the concept
of transactions [119], including transactions integrated with programming lan-
guages [75, 38, 24, 107], both these two papers are now widely considered to
represent the start of TM research.

Then, it took 10 years until 2003, when the first dynamic STMs were pre-
sented: Harris and Fraser’s Java-based STM and early TM compiler support [49],
and DSTM by Herlihy et al. [54]. In contrast to prior work, those STMs did
not require transactions to declare all memory locations that they would access
at the start of a transaction; this is important because, for example, it allows
transactions to navigate pointer data structures, which makes them more widely
applicable.

In 2006, time-based STM was first proposed in a paper that I coauthored [92].
This is a STM technique that allows to reduce the runtime overheads signifi-
cantly when transactions do not make their read operations visible to other
transactions (see Section 5 for details). This work sparked a lot of related re-
search, and the technique is used in production-level TM implementations till
today [83, 44].
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Also, several people such as Ennals [37] argued that STMs should not strive
to provide nonblocking progress guarantees and rather use locks internally in
the STM implementations to reduce runtime overheads. Dice et al. first pro-
posed the combination of time-based STM with a lock-based implementation in
TL2 [27].

Furthermore, the first TM software stacks for Java that integrated TM
runtime libraries with programming-language integration and compiler support
were also presented in 2006 [1, 51] (see Section 3.3).

Soon after that, around 2007, several authors presented TM programming-
language integration and first compiler optimizations for C/C++ programs [41,
118, 5, 23, 83]. While the way in which programmers would declare transactions
differed in these approaches, all relied on compilers to bridge the gap from
C/C++ declarations to TM runtime libraries, instead of relying on TM library
interfaces or simple source-to-source transformations. Among these, my work on
Tanger [41] resulted in the first publically-available TM support for a C/C++
compiler (which is now a part of DTMC, see Section 3.4).

Other TM research focused on topics such as TM theory and correctness
criteria, hardware support for TM, conflict resolution policies between trans-
actions, integration of I/O operations, nesting semantics, distributed TM, and
programming-language—integration issues.

While likely in development for a longer time, TM support in mainstream
CPUs has been announced only fairly recently. Sun’s Rock CPU [12] featured
a rather restricted HTM, but was ultimately canceled. AMD published a pro-
posal for an HTM [2], and both Intel and IBM have announced the availability
of HTMs [64, 117] in processors scheduled to be available in 2013 or 2012, re-
spectively.

Transactional language constructs for C++ [63] have been recently proposed
for standardization; this draft specification has been the result of a collaboration
between several companies since 2008, and is since 2012 being developed under
the umbrella of Study Group 5 of the ISO C++ committee [66]. GCC, arguably
the most important open-source C/C++ compiler today, supports most of this
draft specification since its 4.7 release in 2012 [44].
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TM Building Blocks

In this chapter, I will discuss the TM building blocks approach that I followed
in my research in detail. As outlined previously, TM is a problem that cuts
through several layers of a typical system stack and, in turn, is affected by how
TM aspects are implemented on each of those layers.

Therefore, I will first analyze the TM problem in detail: What are the re-
quirements for TM abstractions and implementations precisely? What are the
potentially relevant factors in TM-based synchronization, and how can we struc-
ture them so that we better understand their interaction? What are the perfor-
mance challenges, and how can we address them and with which optimization
attempts?

Second, in Section 3.2, I will motivate and demarcate the scope of my work:
What are the basic assumptions about the problem, what should I focus on
in my research, and which building blocks are necessary? While not all of the
building blocks have been open research questions, my work contributed to the
state-of-the-art in most of the major layers that affect TM (e. g., synchroniza-
tion algorithms, compiler-based optimizations, and exploiting new hardware
features).

Finally, I will describe related work that investigated full TM implementation
stacks (Section 3.3), as well as the software prototypes that I developed for the
building blocks and the experiment setup (Section 3.4).

3.1 Problem Analysis

In the following analysis, the starting assumptions about the system and the use
of transactions are intentionally unspecific in order to provide a birds-eye view
of TM and the contexts it might be used in. This will get refined in Section 3.2.
For now, let us just assume that (1) there is some application with transactions
declared by a programmer, (2) a compiler transforms it to executable code,
(3) this code runs on top of or merged with other code such as libraries or an
operating system, and (4) all of that is executed on some piece of hardware.

21
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3.1.1 TM Requirements

TM’s high-level goal is to provide a generic implementation for synchronization
declarations supplied by programmers. Its performance has to be high enough
to justify using TM declarations instead of concrete implementations (e.g., us-
ing locks) and tuning of synchronization. This leads to three main requirements
for TM: usability, composability, and performance. Note that composability con-
tributes to usability but is an advantage that other synchronization mechanisms
do not offer to the same extent and thus is important enough to be considered
a distinct requirement.

Usability. The development effort that TM requires when developing a pro-
gram that uses it is important because it is one part of the benefits that TM can
offer. Achieving usability means keeping this effort low by, for example, making
programming with TM intuitive, easy to reason about, and not error-prone.

Integrating TM into programming languages is a TM feature that is essential
for usability.

e If there would be no language integration and code transformation by a
compiler, programmers would have to use TM like a library and transform
every language-level access to program state into a call into the TM library.
Using existing source code in transactions would then require a costly
refactoring of this code. In turn, the calls to the TM library would make
the code harder to read, and harder to be used outside of transactions.

e The semantics of programming languages intersect with what a TM pro-
vides. For example, a language’s memory model specify when accesses to
state happen and how a program is supposed to behave in a multi-threaded
setting. A TM must be able to roll back and restart transactions, which
can interfere with exceptions and other kinds of control flow transfer in
the language.

Second, the TM semantics also have a large influence on usability:

e It must be easy to understand for the programmer and should be intuitive
for someone who is familiar with the respective programming language.
The correctness of a program with transactions should be simple to reason
about, at least in comparison to other synchronization mechanisms.

e It must be useful in a sufficiently large number of use cases. A wider
applicability of TM increases usability because getting familiar with TM
then amortizes over a potentially larger number of applications.

Composability. TM is not a free-standing solution but rather embedded into
existing systems, driven by parallelism becoming a more important aspect in
theses systems. TM has to compose well with the other components it is being
combined with, especially if incremental adoption of TM is to become possible:

e It must be possible to use TM within existing systems and programming
languages, which requires building TM in such a way that it makes sense to
use it in these environments. For example, there should be no dependence
on new kinds of hardware support for TM.
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e Reusing existing code, libraries, and other components must be possible.
Programming language integration and compiler support is necessary for
this. If executing the existing code transactionally is not possible, there
should be fallback solutions (e.g., for I/0).

e Parts of the systems that do not use TM should not be affected by the
use of TM elsewhere. This applies to aspects such as language semantics
and performance.

e Transactions must compose with each other. On the level of programming
languages, constructs such as transaction statements can provide this in
a straightforward way (see Section 2.3 for an example). However, this
also requires common language-level and TM library interfaces to enable
cross-vendor and cross-compiler composability.

Performance. Scalability and single-thread overheads are the two major as-
pects of TM performance:

e Single-thread overheads refer to how much slower the transactional exe-
cution of a piece of code is compared to the sequential execution of this
code. This class of overheads is not caused by the interference of concur-
rently executing transactions but instead by the TM just preparing the
code for such interference (e. g., adding checks that abort a transaction on
conflicts). Keeping single-thread overheads low is especially important in
workloads with low contention and a lot of parallelism, or when only few
threads are executing concurrently.

e Scalability characterizes how much of the parallelism in a workload a
TM can exploit when the level of concurrency increases (e. g., when more
threads execute transactions concurrently).

Note that the optimal trade-off between scalability and single-thread over-
heads is specific to the respective workload and application. Similarly, appli-
cations might have further requirements regarding fairness or latency of the
executions of transactions, but a simple liveness property of the whole TM
might be sufficient in other cases. Energy efficiency might be a concern in some
environments, too.

3.1.2 TM-Based Synchronization: Time and Space

To give an overview about the problems associated with TM-based shared-
memory synchronization, I will next discuss two major dimensions of the prob-
lem: Time and space.

On both dimensions, a large number of factors decide which low-level shared-
memory synchronization actually happens in a system. The TM typically con-
trols only a subset of these factors. For example, an application using the TM
decides which operations are performed in transactions, allowing the TM to
control only how these operations are performed. Second, it might be feasible
to not integrate TM with a certain component to avoid strong coupling be-
tween components (e.g., the TM and the operating system). These trade-offs
are a large part of the decision which building blocks a TM should consist of.
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Figure 3.1: An overview of the temporal aspect of TM-based synchronization.

Note that the following discussion highlights the possibilities and is meant as an
overview; I will present my selection of blocks later in Section 3.2 and discuss
further details in the following sections.

The TM even cannot know about all factors, or it is not feasible or too
inefficient to determine (e.g., the average execution time of a certain piece of
transactional code). Thus, it will likely have to deal with a lot of uncertainty
regarding the system it operates in, and especially regarding the transaction
workload.

Time. The time at which operations are performed determines whether they
actually execute concurrently (i.e., whether their executions overlap in time)
and thus how they need to be synchronized. For shared-memory synchronization
operations, the temporal behavior has a large influence on performance (i.e., it
can influence the level of contention on a resource, see Section 2.1 for details).
The scheduling of higher-level operations can also change whether operations
execute concurrently, and thus whether they have to synchronize at all on lower
levels.

Figure 3.1 illustrates the components that contribute to determine the tem-
poral behavior of an application with transactions. First, the application follows
a certain approach to parallelization (e. g., explicitly multi-threaded), which de-
termines when the high-level tasks and transactions in the application execute,
and on which and on how many operating-system threads.

The TM then has a large effect on the temporal behavior of the transactional
code in the application. The compiler and how its TM support is implemented
generate the code for transactions and thus determine when (transactional)
loads and stores are scheduled in the code and thus when they happen during
the execution of a transaction. Different TM algorithms and implementations
have different runtime overheads, affecting transaction execution time. The
TM also decides how to proceed when transactions conflict (e.g., aborting a
particular transaction and using back-off). The application code generated by
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Figure 3.2: An overview of the spatial aspect of TM-based synchronization.

the compiler and the TM implementation share resources, so there is further
potential interference.

The operating system then controls when threads execute and on which
hardware resources (e.g., when a thread executes on a certain CPU compared
to threads of another application). The execution speed of the thread’s code
depends on the properties of the hardware it is executed on and can vary widely
due to concurrent execution of other code (e.g., due to contention or cache
miss latencies). Furthermore, if the hardware also contains support for TM
(HTM), then its properties such as conflict resolution policies will also impact
the temporal behavior.

These effects and influences on the temporal behavior of the application
are not isolated. As I have mentioned previously, a different parallelization
approach can potentially run transactions in a different order leading to less
conflicts between transactions; in turn, this could allow the TM to choose a dif-
ferent TM algorithm with more coarse-grained low-level synchronization leading
to less runtime overheads and faster execution of the transactions. As another
example, consider how to best tune exponential back-off that gets triggered on
contention on locks used to synchronize tasks or transactions. The application-
level scheduling can affect the contention on these locks, but the back-off pa-
rameters can also influence the high-level scheduling because back-off changes
the executing time of application-level transactions.

Space. To synchronize, TM has to ultimately use hardware synchronization
operations on some locations in shared memory. The decision where to synchro-
nize in this space is the second important dimension of the TM problem space.
Figure 3.2 shows an overview of the possible strategies.

The hardware level is shown at the bottom of the figure, representing shared
memory and the standard atomic instructions (e.g., CAS) or HTM. The data
residing in shared memory is either application data (on the left side of the
figure) or TM synchronization metadata (i. e., data used exclusively by the TM).
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Furthermore, we can classify data as allowing for either low-level or high-level
synchronization.

Low-level TM synchronization strategies do not depend on high-level infor-
mation such as language-level information but just need the address and length
of an access, as well as whether the acces is a load or store:

e An HTM can synchronize directly on the application data by using the
hardware’s support for transactions. Hybrid software/hardware TM often
accesses TM metadata such as locks using both HTM and standard atomic
operations.

e Pure STM typically synchronizes on application data and TM metadata
using atomic operations.

e STMs operating on this lower level (e. g., word-based STMs, see Chapter 5)
associate TM metadata with application data by mapping addresses in
the address space to metadata objects such as locks. This mapping is
a key component of such an STM because it has a significant effect on
transaction performance.

TM can also try to make use of high-level information, which is either already
available for the transactions or can be inferred through automatic analysis.
Information that is available and can be exploited (e. g., by a compiler) includes
programming language constructs such as types or objects in the high-level
source code of the application, or in general any kind of synchronization-related
declaration provided by a programmer.

A TM can exploit this information by using it to infer a high-level partition-
ing of the application data and associating TM metadata with these partitions.
For example, in a programming language based on objects, a TM can synchro-
nize per object by embedding TM metadata in each object, or by mapping
metadata to objects. This can be extended to any kind of partitioning. Parti-
tions, in turn, can be derived by various other forms of analysis. For example,
pointer analysis can cluster memory allocations for a single instance of a data
structure into one partition.

I will discuss using partitions in detail in Chapter 6, but its main role is
already shown in the figure: It represents an alternative way to associate TM
metadata with language-level items such as objects or variables. If a TM does
not make use of high-level information but just considers accesses to an address
space, it will have to depend on a low-level mapping from the address space
to TM metadata, and will additionally be affected by how the compiler and
the memory allocator lay out language-level items in the address space. For
example, an allocator might place an effectively thread-local and frequently up-
dated variable in the same cacheline as a shared but mostly-read variable; when
mapping cachelines to locks, this would result in more conflicts between trans-
actions compared to when putting the two variables in different partitions. In
general, finding data for which synchronization is not necessary is an important
special case of partitioning (e.g., stack frames created within transactions, or
the effectively thread-local variable in the previous example).

A TM can also potentially try to analyze or predict partitions based on low-
level information. However, such an analysis would likely be more difficult and
imprecise, and thus might have to be paired with enforcing the prediction or
catching false predictions in some other way.
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3.1.3 TM Performance: Workloads and Optimizations

In general, the performance of TM implementations can be a very complex
topic because of the wide variety of workloads (i.e., how an application uses
transactions, when they are executed, etc.), the many factors that can affect
performance, and the equally many possible approaches to optimizing perfor-
mance. For example, a TM implementation can be as simple as using a single
global lock, which can perform close to optimal on some workloads (e. g., those
without any available parallelism) but performs miserable in other situations
(e. g., whenever there is disjoint-access parallelism).

Workloads. The amount of available parallelism in a workload is a major
factor, obviously. First, the parallelism that the underlying hardware supports
is limited (e.g., by the number of CPUs). Second, the application itself will
limit parallelism (e.g., by running only a certain number of threads or using
algorithms with limited parallelism). Furthermore, synchronization in the ap-
plication can limit parallelism too, so the level of concurrency also matters (e. g.,
if using locks, if threads often have to wait because of mutual exclusion with
another thread already holding the requested lock).

For TM, we additionally have to consider that transactions can be executed
speculatively, rolled back, and restarted. Concurrency control can be optimistic
rather than just pessimistic as with typical forms of locking. This can allow for
a higher level of concurrency but also requires the TM to make more choices
and avoid further performance pitfalls.

The probability of conflicts between transactions can often be used as a
metric for the level of concurrency because conflicts require one transaction to
be virtually executed before another. However, what eventually counts as a
conflict depends on the level of abstraction.

On a high level of abstraction, this is determined by the expected semantics
of the transactions; for example, two increments of a value might not conflict
when using abstract concurrency control (see Section 2.2). The compiler or
execution environment might be able to infer the semantics, but often this re-
quires additional annotations by the programmer; in turn, however, this raises
the development effort and thus decreases usability.

Low-level conflicts are usually accesses to the same data item, where at least
one of the accesses is a modification. From this perspective, the data access
patterns of transactions matter: which application data they access, with loads
or stores, and when in the transaction this does happen (early, or close to
commit).

Furthermore, the application logic and the additional code required for trans-
actional synchronization share hardware resources during execution. Therefore,
for example, properties of the application code such as the size of the cache
working set are a factor too because this determines whether usage of additional
cachelines by the TM implementation will potentially decrease performance.

Finally, for an application, not all transactions might be equal in terms
of performance. For example, are some transactions on the critical path of a
parallel execution and should the TM thus give them higher priority and ex-
ecute them faster than others if possible? Is the application more interested
in general throughput of transaction commits or in overall small latencies or
fairness? At which resource-usage cost should the TM try to execute transac-
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tions? Is reducing energy consumption more important than throughput? The
quality—of-service requirements and utility function for TM performance, and
thus the answers to the previous questions, are application-specific. Similarly
to the transaction semantics, the TM might often not be able to infer those
requirements automatically.

Possible optimization approaches. In general, we want to optimize the ex-
ecution costs, so keeping the additional resource usage required for transactional
synchronization low is usually good. For example, this includes computational
overhead due to instrumentation of transactions by a compiler, cache footprint
for TM metadata, memory access and synchronization costs (see Section 2.1),
and wasted work (i.e., transactions that have to be rolled back and restarted).
However, if there is or could be parallelism, we also want to exploit that by
choosing a scalable execution method and running transactions in parallel. We
usually do need to spend hardware resources and energy for that, either for
synchronizing memory accesses (e. g., a CAS is more expensive than just writing
to the same location) or for optimistic or speculative execution.

Similarly to the variety in workloads, there are plenty of optimization oppor-
tunities and workload aspects that can be targeted by optimizations. Therefore,
I cannot give a complete overview here but will instead illustrate some possibil-
ities by listing a few dimensions of the design space.

First, which workload scenario and performance utility function do we op-
timize for? As discussed previously, the latter might not be precisely known.
Likewise, automatically detecting which kind of workload will be or is being
executed can be quite tricky for the TM at both compile time and runtime.

Second, when do we optimize? Statically at compile or link time, or dynam-
ically at runtime of the transactions? The earlier we attempt to optimize, the
less likely it is that we have enough information about the workload, the hard-
ware, and the rest of performance-influencing factors. Consider compilation,
for example: We cannot always do just—in—time compilation and without it, we
cannot adapt at runtime anymore; however, we also cannot generate custom
code for all potential scenarios. In contrast, a TM runtime library can adapt at
runtime but it then also has to spend resources to try to infer information about
the workload that might still have been easily available at compile time. Ad-
ditionally, there is a runtime overhead associated with flexible execution (e.g.,
branches, indirect calls, more bookkeeping) that we would not have if we had
code generated specifically for the particular scenario.

Third, which parts of the execution environment do we optimize? Which
parts have to contribute TM building blocks? This obviously includes the com-
piler and a TM runtime library, but do we also need to or try to optimize other
libraries or parts of the operating system?

Fourth, which parts of application do we optimize? We obviously have to
touch at least some part of the transactions but, for example, do we also want
to optimize code surrounding transactions (e. g., to aid speculative execution of
transactions)?

Finally, do we choose optimistic or pessimistic approaches of concurrency
control? This often is associated with a choice between risk but potential gains
versus no risk but being stuck with a fixed and perhaps too pessimistic ap-
proach. This also applies to speculative execution: It can be very beneficial but
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can also go wrong, and there are overheads associated with containing misspecu-
lation. Speculative execution is also often limited in practice (see Section 4.2.2)
because generally, it is typically not safe to communicate speculative values to
components that are not under control of nor integrated with the TM.

3.2 Focus and Assumptions

Like any other research project, my thesis was motivated by the state-of-the-
art, and evolved in interaction with how the state-of-the-art evolved. When I
started work on my thesis, TM was definitely a promising idea but it was not
clear whether the TM vision would actually be achievable. Would TM be useful
to programmers? Is it an important mechanism compared to other approaches?
Can the TM implementation reach its goals (see Section 3.1.1)? This kind of
context determined my research focus and the assumptions that I made.

Thus, the most important TM research objective was to study what re-
mains of the potential of TM when it is being translated from a vision to an
implementation in a realistic system environment. TM is supposed to make
synchronization easier for programmers, so the best test for this is ultimately
to provide a TM implementation to programmers and to evaluate the feedback.
This also answers what should classify as a realistic system environment: We
need to focus on current systems because only there we have a large number
of active users and programmers who can provide feedback soon. This will not
necessarily reveal the full potential of TM nor every possible show-stopper in
future systems, but it will give a reasonable first evaluation. Another aim of
this first exploration of the TM vision is of course to learn about the problem
space and the relation to other research areas and problems, and to steer future
research.

For this reason, my focus was to build a full TM stack that is a best-effort
implementation of the TM vision for current systems. This research has both a
breadth-first and a depth-first search component. First, what does such a TM
stack have to include, which ingredients are necessary? Second, how far towards
the TM goals do selected important ingredients bring us? Are they sufficient to
reach a goal such as performance, or are they insufficient?

In my thesis, I help answer these questions by first arguing which building
blocks a first-generation TM stack should consist of, and by implementing and
evaluating such a stack. Second, I derived the requirements for TM compil-
ers and TM runtime libraries in such a stack (Chapter 4), investigated how
to improve STM performance (Chapter 5), which divide-and-conquer optimiza-
tions compiler support can enable (Chapter 6), and how realistic first-generation
hardware support for TM can be integrated and used to improve performance
(Chapter 7). To keep the required development effort bounded, I focused on
a particular class of environment and made a few assumptions, which I will
explain next.

Userspace applications. Whereas developers of operating system kernels,
standard libraries, or managed environments might be among the first users of
HTM, they might not be the first to make use of a general-purpose TM stack
because it would come with too many new features to rely on (e.g., language
integration). These developers typically can spend more effort per line of code
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than what would be reasonable for an ordinary userspace application. Building
custom synchronization code might be beneficial or required in a kernel but it
often just unnecessarily increases development costs in a platform-independent
application.

Thus, focusing on applications will likely yield a wider audience and a better
testbed for usability features such as TM semantics and language integration,
and for the general-purpose solution that TM is sup